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Succinct zero-knowledge arguments (zk-SNARKSs) enable a prover to convince a verifier of
the truth of a statement via a succinct, efficiently verifiable proof without revealing any additional
information about the witness. Despite their powerful capabilities, the practical deployment of
zk-SNARKSs remains limited to a narrow set of use cases due to high proving and verification
costs. In this dissertation, we broaden the applicability of zk-SNARKSs by introducing techniques
that improve their concrete efficiency and enhance their viability for real-world deployment.

First, we study proofs of training—a cryptographic tool that enables a verifier to check
whether a (committed) model has been trained on a (committed) dataset as specified—and show
how to realize this primitive efficiently for deep neural networks using recursive zk-SNARKSs.

Second, we study a further application of recursive zk-SNARKS to secure aggregation—a
protocol that enables a server to learn the sum of clients’ private inputs—and show how recursive

zk-SNARKSs can reduce the committee cost in state-of-the-art secure aggregation schemes.



Finally, we introduce the notion of server-aided zk-SNARKSs, which enable a prover (client)
to outsource most of its work to an untrusted server while the server learns no information about
the witness, the statement, or even the final proof. We propose a technique to achieve practical

server-aided proving for several widely deployed zk-SNARKSs in a single-server setting.
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Chapter 1

Introduction

Succinct non-interactive zero-knowledge arguments of knowledge (zk-SNARKSs) enable a
prover to convince a verifier of knowledge of a private witness for a given NP statement. They
satisfy two properties that enable a broad range of applications. First, proofs are succinct; i.e., the
proof size and verification time are sublinear in the size of the circuit that checks the NP relation.
Second, proofs are zero-knowledge and reveal no information about the witness. Recent years
have seen numerous practical zk-SNARK constructions [48,72,86,96,114,132,142,146], a wide
range of applications [3,21,32,107,120, 130, 139], and industrial deployments [8, 12,118, 150].

Practical adoption of zk-SNARKSs, however, is hindered by the high costs of proving and
verification. Many applications of zk-SNARKs—such as private smart contracts [32], auditable
key transparency [139], and verifiable machine learning [77]—are currently limited to only small
instances due to this overhead. In this dissertation, we propose methodologies that improve the
efficiency of zk-SNARKSs and make them more suited for large-scale, real-world deployment.

Specifically, we first investigate two applications of recursive zk-SNARKs—a powerful
primitive that enables succinct verification of incremental computations—and propose designs
that move these applications toward deployment at scale. We then study private outsourcing of
zk-SNARKSs, where a prover/client delegates most of its proving work to more powerful, untrusted
servers. We show how to realize this notion efficiently for several widely deployed zk-SNARKSs

in the single-server setting. Below, we provide a high-level overview of each of these.



1.1 Zero-Knowledge Proofs of Training for Neural Networks

A zero-knowledge proof of training (zk-PoT) enables an entity to prove that a model has
been faithfully trained on a dataset without revealing any additional information about the model
or the dataset. An ideal zk-PoT should provide provable security and privacy guarantees, succinct
verification, and practical prover efficiency. In Chapter 3, we propose KAIZEN, a zk-PoT for
neural networks with a linear-time prover and succinct proof size and verification runtime, both
of which are independent of the number of training iterations and the size of the dataset.

Our construction relies on two key building blocks. First, we design a GKR-based proof
system for gradient descent with a linear-time, concretely efficient prover. We then show how
to recursively compose these proofs across multiple iterations to achieve succinctness. As an
independent contribution, we present a framework for recursively composing GKR-based proofs,
along with a linear-time accumulation scheme for multilinear polynomial commitments.

Our benchmarks show that KAIZEN can handle the training of complex neural networks
such as VGG-11 with 10 million parameters and a batch size of 16. The prover runtime is
15 minutes per iteration, which is 24 x faster than state-of-the-art generic recursive proofs while
reducing prover memory usage by 27x. The proof size is 1.63 megabytes, and the verifier runtime
is only 130 milliseconds; note that both are independent of the number of iterations.

This chapter is based on a paper co-authored with Christodoulos Pappas, Jonathan Katz,
and Dimitrios Papadopoulos, published in the proceedings of the ACM SIGSAC Conference on

Computer and Communications Security (CCS) 2024 [3].



1.2 Secure Aggregation with a Lightweight Committee

Secure aggregation enables a server to learn the sum of private inputs of clients while
revealing no information beyond the final sum. Recent work, Willow [17], achieves one-shot
single-server secure aggregation with dynamic participation. To achieve security under these
features, Willow relies on a committee to verify the correctness of the aggregation. Although
this verification requires no private information—thereby broadening the set of parties that can
serve on the committee—the committee’s total work scales linearly with the number of clients,
which poses a challenge for large-scale deployments. This linear committee-cost bottleneck is
also shared by other state-of-the-art protocols, including Flamingo [112] and OPA [94].

In Chapter 4, we introduce WILLOWFOLD, a secure aggregation scheme based on Willow
that enables lightweight verification of the aggregation with only logarithmic committee cost
in the number of clients. Our scheme further reduces the server’s per-client storage overhead
to a single identifier (4 bytes), rather than full contributions as in Willow (1.5 KB). Similar to
KAI1ZEN, WILLOWFOLD also employs recursive zk-SNARKSs to achieve succinctness.

We instantiate WILLOWFOLD using KZH-Fold [93] as the underlying recursive proof. As
independent contributions, we present a zero-knowledge variant of KZH-Fold with logarithmic
randomness, and we further prove that this variant satisfies simulation extractability.

We implement and evaluate WILLOWFOLD, showing that it supports 8 million clients with
proof size < 60 KB and verifier time under one second—a 10°-fold improvement over Willow.

This chapter is based on a paper co-authored with Hossein Hafezi, Adria Gascon, Philipp
Schoppmann, Mariana Raykova, and Benedikt Biinz. The paper is currently under review for

Annual International Cryptology Conference (CRYPTO) 2026 [87].



1.3 Single-Server Private Outsourcing of zk-SNARKSs

A major barrier to the practical deployment of zk-SNARKSs is their high proving cost. With
this motivation, we study server-aided zk-SNARKSs, in which a prover (client) outsources most
of the proving workload to a single, untrusted server, while the server learns nothing about the
witness or even the final proof. In Chapter 5, we formalize this notion and show how to realize
server-aided proving for widely deployed zk-SNARKSs such as Nova, Groth16, and Plonk.

The key building block underlying our designs is a new primitive, encrypted multi-scalar
multiplication (EMSM), that enables private delegation of multi-scalar multiplications (MSMs).
We construct an EMSM from variants of the learning parity with noise assumption in which the
client does O(1) group operations, while the server’s work matches that of the plaintext MSM.

We implement and evaluate our constructions. Compared to local proving, our techniques
lower the client’s computation by up to 20x and reduce the proving latency by up to 9x.

This chapter is based on a paper co-authored with Hossein Hafezi, Jonathan Katz, and

Sarah Meiklejohn, accepted to the IEEE Symposium on Security and Privacy (S&P) 2026 [2].



Chapter 2

Preliminaries

This chapter introduces the basic notation and primitives used in subsequent chapters.

2.1 Notation

We define [n] := {0, 1,--- ,n— 1} for zero-indexed ranges. For other ranges, we explicitly
write the (inclusive) endpoints, e.g., [1,n]. We write z := z for deterministic assignment, and
x < Alg(z) to mean that x is set to the output of running a (possibly randomized) algorithm
Alg on input z; we write Alg(z;r) when the randomness r is explicit. We let k & K denote
uniform sampling from a set K. We use bold lowercase letters for column vectors (e.g., a) and
bold uppercase letters for matrices (e.g., A). We write a; for the ith entry of a, and A; ; for the
entry of A in the ith row and jth column; A, , and A, ; denote the ith row and the jth column
of A, respectively. We use wt(a) to denote the Hamming weight of a. We let ® denote the
element-wise product. We let A be the security parameter, and negl(\) be a negligible function

in A. An algorithm is efficient if its runtime is polynomial in A and in its input length.

Groups and Fields. I, denotes the field of integers modulo a prime ¢, with F; = [, \ {0}.
FEd[X | denotes the set of multivariate polynomials in y variables with variable degree at most d.
We let G denote a cyclic group of prime order g with generator g € G, written additively. We use

e: Gy x Gy — Gy to denote an efficiently computable, non-degenerate bilinear pairing map.



Multilinear Extensions. A multilinear polynomial is a multivariate polynomial with variable
degree 1. A multilinear polynomial p(X) over ¢ variables can be uniquely determined by its
2¢ evaluations on the Boolean hypercube {0,1}*. For w € {0,1}, let eq(w, X) denote the

multilinear Lagrange basis that equals 1 at X = w and 0 elsewhere in {0, 1}*. It holds that

eq(w, X) == [ [ (Xw; + (1 — Xi)(1 — wy)).

i=1

The multilinear extension of a vector v € F2' is the unique multilinear polynomial v(X)

such that v(x) = v, for all z € {0, 1}*, namely,

U(X) = ) eq(w,X)- vy

we{0,1}¢

Similarly, the multilinear extension of a matrix M € F2%2" is the unique multilinear polynomial

M(X,Y) such that M(z,y) = My, forallz € {0,1}* and y € {0, 1}, that i,

M(X,Y) = Z Z eq(w, X)eq(u,Y) - My .

we{0,1}¢ ue{0,1}*

Merkle Tree. A Merkle tree [115] is an authenticated data structure with the following syntax.
e Setup: on input the security parameter 1%, outputs the specification of a hash function h.

e Build: on input & and a vector x, builds a Merkle tree over x using h and outputs the root p.

e Open: on input the tree and an index 7, outputs the leaf z; and the path p; from x; to the root p.

e Verify: on input h, p, i, x;, and p;, verifies the path p; and outputs 1 (accept) or 0 (reject).



2.2 Argument Systems

A non-interactive argument for a relation R enables a prover P to convince a verifier V
that there exists a witness w such that (z, w) € R, where x is the public instance. More formally,

it has the following syntax:

e pp < Setup(1*): on input the security parameter 1*, outputs public parameters pp.

e 7 < Prove(pp, z,w): on input pp, an instance x, and witness w, outputs a proof .

e {0,1} < Verify(pp, x,7): on input pp, z, and 7, outputs either 1 (accept) or 0 (reject).

We say that an argument satisfies completeness if, in an honest execution, whenever the
prover holds a valid witness, the verifier accepts. An argument satisfies soundness if—except
with negligible probability—no efficient adversary prover P* can produce an accepting proof for
an unsatisfiable instance x. Knowledge soundness further requires the existence of an efficient
extractor such that, whenever an efficient P* convinces V to accept, the extractor can use P*
to compute a corresponding witness, except with negligible probability. An argument is zero
knowledge if there exists an efficient simulator that, given only the instance x, can generate a

proof 7 that is indistinguishable from a real proof. Below, we formalize these properties.

Definition 1 (Non-Interactive Zero-Knowledge Arguments of Knowledge). A non-interactive
argument I1 = (Setup, Prove, Verify) for a relation R with language Lp satisfies completeness,

soundness, knowledge soundness, and zero knowledge if it meets the following conditions.



e (Perfect) Completeness: For every (z,w) € R,

pp « Setup(1?),
Pr : Verify(pp,z,7) = 1| = 1.

7 < Prove(pp, z, w)

e (Adaptive Computational) Soundness: For every efficient adversary P*,

pp < Setup(1*), = ¢ Lp,
Pr : < negl(A).

(z,m) < P*(pp)  Verify(pp,z,7) =1

e (Adaptive Computational) Knowledge Soundness: There exists an efficient extractor algorithm

& such that, for every efficient adversary P* and for all randomness p,

pp + Setup(1?),
(z,w) ¢ R,
Pro| (z,m) « P*(pp; p), ° < negl(A).
Verify(pp, z,m) = 1
w < E(pp, @, 73 p)

e (Adaptive Multi-Theorem Computational) Zero Knowledge: There exists an efficient simulator

S = (8o, S1) such that for every efficient adversary A,

‘Pr [pp < Setup(1?) : Apro"e(pp"")(pp) = 1] —
Pr[(pp. ) ¢ Sp(1") : A% ) (pp) = 1] | < negl().
where the simulator algorithm S ignores its third input argument.

Succinctness requires the proof size to be o(|x| + |w|) and the verifier time to be |z| 4 o(|w|).



IIsym

The protocol proceeds in ¢ rounds.

1. In the first round, P sends the polynomial

f1($1) = Z f(ZL‘l,bQ,bg,...,bg).

ba,...,byc{0,1}
V checks if H = f1(0) 4+ f1(1) and sends r; « .

2. Inthe ith round (2 < ¢ < £ — 1), P sends the polynomial

fl(l'z) = Z f(?“l,...,Tz‘_l,xi,bi+1,...,b€>.

bit1,...,be€{0,1}
V checks if f;—1(r;—1) = fi(0) + fi(1) and sends r; < TF.

3. In the /th round, P sends the polynomial

fe(ze) = f(ri,re, ... xp).

V checks if fy_1(r¢—1) = f¢(0)+ fe(1). The verifier samples the final random challenge ry € F.
Given oracle access to f, V accepts if and only if fy(ry) = f(r1,72,...,70).

Figure 2.1: Sumcheck protocol.

The Sumcheck Protocol. Fix an /-variate polynomial f : F* — F with variable-degree bound d.
The sumcheck protocol [109] (see Figure 2.1) enables a verifier ) to delegate the computation of
the sum of f over the binary hypercube, i.e., H = Zbe{o,1}f f(b), to a prover P. At the end of
the protocol, V needs the ability to learn the evaluation of f at a single random point r € F*. The

prover cost is O(d*), and the verifier cost is O(d/). The soundness error is bounded by O(d¢/|F|).

The Zerocheck Protocol. Let f : F* — F denote an /-variate polynomial with variable-degree
bound d. The Zerocheck protocol enables a verifier to check that f(x) = 0 for all z € {0, 1}*.
One possible instantiation runs the sumcheck protocol on 0 = 3oy f(@) - eq(r, ), for a

uniform random challenge r € T, yielding the same cost as a single sumcheck invocation.



2.3 Proof-Carrying Data

An incrementally verifiable computation (IVC) [140] scheme is a recursive argument sys-
tem that enables verifiable execution of a sequence of computations. Let zy be an initial input,
and recursively define z; := Fj(z;_1,w;), where F; denotes the transition function and w; denotes
the witness at step <. An IVC scheme produces proofs that each z; has been computed correctly.
Specifically, at step 1, a proof 7 is generated for the computation z; := Fj(zp,w;). Then, at
each subsequent step ¢, the prover supplies the previous proof 7;_; and the witness w;. The IVC
computes z; := F;(z;_1,w;) and outputs a proof 7; attesting to the correctness of the transition
computation and the satisfiability of the proof m; ;. By definition, each m; recursively attests to
the correctness of all steps 1 to 7. In a uniform IVC, all steps use the same transition function.

Proof-carrying data (PCD) [53] generalizes IVC to arbitrary directed acyclic graphs (DAGs)
of computation. Each node v in the DAG is associated with a transition function F}, and a local
witness w,. Suppose v has £k incoming edges carrying messages 2, , . . ., 2., and corresponding
proofs 7, , ..., ., . The PCD scheme computes an outgoing message z. := Fy,(2e,, - - -, Ze,,, Wy)
and produces a proof . that attests to (i) for all i € [1, k], the incoming proofs 7., are satis-
fiable, and (ii) the local transition is correct. Consequently, each sink output would be accom-
panied by a proof that recursively implies the correctness of the transition at every node along
its ancestry. We capture the validity of each transition via a compliance predicate ¢, such that
©u(Zes Zeys - -+ ZeyswWy) = 1 if and only if the transition z, = F,(z.,, ..., 2¢,,wy) is valid. As
before, in a uniform PCD scheme, all nodes share the same transition function, i.e., F,, = F' for
all v. Below, we provide a formal description of a PCD scheme. To this end, we first need to

define proof-carrying transcripts and the notion of compliant proof-carrying transcripts.

10



Definition 2 (Proof-Carrying Transcripts). A proof-carrying transcript T is a directed acyclic
graph in which each vertex v € V(T) is labeled with a local witness w, € W, and each edge
e € E(T) is labeled with an output message z. € Z. The output of the transcript T is denoted by
o(T), defined as the output message carried by the lexicographically first sink of T. The fan-in

of the transcript ‘T denotes the maximum number of incoming edges for any vertex.

Definition 3 (Compliant Proof-Carrying Transcripts). We denote by R a class of compliance
predicates p : Z x Z¥ x W — {0,1}. Given a proof-carrying transcript T with fan-in k, we
say that a vertex v € V (T) with witness w, is @,-compliant for a @, € R if, for every outgoing

edge e = (v,u) € E(T) labeled with message z., one of the following two conditions holds:

e v has no incoming edges.

e v has k incoming edges ey, . . ., ey, each labeled z.,, such that ©,(ze, ze, s . - .y Ze,, Wy) = L.

Define @ = (Quy,, - - -, v, ) such that each ¢,, is the compliance predicate associated with the

node v; € V(T). Then, we say that T is w-compliant if every node v; is @,,-compliant.

Definition 4 (Proof-Carrying Data). Let T be a p-compliant proof-carrying transcript. A PCD
scheme consists of a set of arguments {11, },cv (), such that each 11, proves that the subgraph H,,
induced by v and its ancestors is @y, -compliant, where @4, denotes the restriction of ¢ to the
subgraph ‘H,. The PCD scheme is knowledge-sound if each 11, is an argument of knowledge, and

it is zero-knowledge if, for all v € V (T') with a non-empty local witness, 11, is zero-knowledge.

A conventional approach to building IVC/PCD is via recursive composition of SNARKSs [26],
where the SNARK verifier is encoded within the circuit run at each node. Recent works [40,42,
96,97] take a more efficient approach and realize IVC/PCD from accumulation schemes.

11



Informally, an accumulation scheme takes multiple input proofs—possibly for different
predicates—and folds them into a single proof. To avoid trivial constructions, we require that the
folded proof be strictly smaller than the collection of input proofs, and that verifying the folded
proof—including running the accumulation verifie—be faster than verifying all input proofs
individually. To realize an IVC/PCD, each node accumulates its incoming proofs and passes the
result to subsequent nodes; rather than verifying each incoming proof, the recursive circuit runs

only the accumulation verifier. Below, we give a formal description of accumulation schemes.
Accumulation Schemes. An accumulation scheme has the following syntax:

e pp < Setup(1*): on input the security parameter 1*, outputs public parameters pp.

e (acc, ) < Prove(pp, (acc;);cx)): on input pp and a collection of accumulators (acc;);c[r With

acc; = (acc;.w,acc;.w), where acc;.z denotes the instance and acc;.w denotes the witness,

outputs a folded accumulator acc = (acc.x, acc.w) and an accumulation proof 7.

acc.x < Verify(pp, (acc;.x);cp, 7): On input pp and a collection of accumulator instances

(acc;.x);cpr), outputs the instance of the folded accumulator acc.x.

{0,1} <« Decide(pp, acc): on input pp, and acc, outputs either 1 (accept) or 0 (reject).

We say that an accumulation scheme satisfies completeness and knowledge soundness if the

accumulation proof 7 is an argument of knowledge for the following relation:
(Decide(pp,acc) =1 A acc.z < Verify(pp, (acc,-.a:)i,w)) —> Vi : Decide(pp, acc;) = 1.

In an accumulation-based IVC/PCD, accumulator instances acc.x carry the computation outputs,
and witnesses acc.w carry proofs of computation. Verify is encoded in the recursive circuit.

12



2.4 Commitment Schemes

A commitment scheme for a message space M consists of the following algorithms:

e pp < Setup(1*): on input the security parameter \, outputs public parameters pp.

e ¢ < Commit(pp,m;r): on input pp, any message m € M, and randomness r € R, outputs a

commitment ¢, where R denotes the randomness space.

A commitment can be opened by sending m and r. A commitment is hiding if no efficient
adversary can distinguish which of two messages corresponds to a particular commitment. It is

binding if no efficient adversary can output a commitment that opens to two distinct messages.

Definition 5 (Commitment Schemes). A commitment scheme 3 = (Setup, Commit) for a given

message space M satisfies binding and hiding if it meets the following conditions.

e (Computational) Binding: For every efficient adversary A,

pp  Setup(1*) mo # ma,
Pr : < negl(\).

(mo, 70, m1,71) <= A(pp)  Commit(pp, mo; 7o) = Commit(pp,mi;71)

e (Computational) Hiding: For any mgy, m; € M and every efficient distinguisher D,

pp + Setup(1?),
Pr : D(F’pv CO) = -

ro i R, co < Commit(pp, mg; o)

pp < Setup(1?),
Pr : D(pp,c1) = 1| | < negl(A).

r & R, ¢1 < Commit(pp,m1;ry)

13



Pedersen Commitment Scheme. Pedersen commitment scheme [125] for the message space [y
uses uniform group generators (A, go, g1, - ,gn—1) € G™" as public parameters. Then, the
commitment to a € Fj with randomness r € F, is defined as ¢ := rh+ (a, g). The commitments

are perfectly hiding and computationally binding under the discrete logarithm assumption.

Polynomial Commitments. A polynomial commitment scheme (PCS) is a commitment scheme
for the message space FEd[X | that allows proving the evaluations of committed polynomials.

More formally, a polynomial commitment scheme consists of the following algorithms:

pp < Setup(1?): on input the security parameter )\, outputs public parameters pp.

e ¢ « Commit(pp, f(X);): on input pp, a polynomial f(X) € F3?[X], and randomness r,

outputs a commitment c. (The randomness space depends on the commitment scheme.)

(y, ) < Open(pp, ¢, f(X),x;r): on input pp, ¢, f(X), r, and an evaluation point x, outputs

the evaluation y = f(x) and an opening proof 7.

{0, 1} < Verify(pp, ¢, z,y, 7): on input pp, ¢, z, y, and 7, outputs either 1 (accept) or 0 (reject).

We say that a polynomial commitment scheme is hiding if its commitments are hiding and,
additionally, its opening proofs are zero-knowledge arguments of correct polynomial evaluation.
Moreover, we say that a polynomial commitment scheme is extractable if its commitments are
binding and, additionally, its opening proofs are arguments of knowledge of correct polynomial

evaluation. Below, we recall the details of a widely used polynomial commitment scheme.

KZG Polynomial Commitment Scheme. Let G, G, be groups with generators g; € G; and
g2 € Go, such that there is an associated bilinear pairing map e : G; X Gy — G7. Then, the KZG
polynomial commitment scheme [95] for univariate polynomials of degree d works as follows:
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Setup: output pp := (g1, 7 - g1,...,7%+ 91,7 - g2), where T & IF, is a secret trapdoor.

Commit: on input a polynomial f(X) = Zf:o f: X, output a polynomial commitment

1=0
e Open: on input x, compute y = f(z) and ¢(X) = Zf;ol X' = f(;(_);y, and output y and
d—1
mi=q(1) g1 = Z%‘ (7" g1).
i=0

Verify: on input ¢, z, y, and 7, output accept if and only if e(7, 7-go —x-g2) = e(c—y- g1, g2).

KZG commitments are binding under the ¢-Strong Diffie—Hellman assumption. In the algebraic
group model [70], they are extractable under the same assumption. Note that this variant of KZG
is not hiding; however, if needed, we can add hiding using a single additional group element. For

the use cases throughout this dissertation, only the non-hiding variant of KZG suffices.

2.5 Error-Correcting Codes

A linear error-correcting code C with block length N and dimension n < N is a set of
codewords {G'x | x € F"} C F¥, where G € F™¥ is a generator matrix of C. The rate of C
is R = n/N. The distance of C is the minimum Hamming distance between any two codewords
which, for a linear code, is equal to the minimum weight of a nonzero codeword, since 0V isa

codeword. We define § := min,ec wt(v)/N to be the relative minimum distance of the code C.
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2.6 Universal Composability Framework

The universal composability (UC) framework [46] formalizes security under composition.
In particular, the UC framework specifies the security requirements of a protocol II via an ideal
functionality F. We say that II UC-realizes F if, for any efficient adversary .A, there exists an
efficient simulator Sim such that, for any efficient environment Z with arbitrary auxiliary input z,
the output of Z in the real-world execution—where the parties execute Il and interact with A—is
computationally indistinguishable from the output of Z in the ideal-world execution—where the
parties interact with Sim and F. The environment Z models arbitrary concurrent executions.

Parties in the UC framework are modeled as probabilistic interactive Turing machines with
input/output and incoming/outgoing communication tapes. We assume that all communication is
authenticated; that is, an adversary can delay but cannot forge or modify messages sent by honest
parties. The adversary may be adaptive and corrupt parties at any point during protocol execution.
We also consider the U-hybrid model, in which all parties running the protocol, as well as the
adversary, simulator, and environment, have oracle access to an auxiliary functionality U.

The environment Z may read the output tapes of the parties, .4, and Sim, and write to their
input tapes. The simulator Sim can observe the communication between parties and the ideal

functionality and may corrupt parties at any point during the ideal-world execution.
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Chapter 3

Zero-Knowledge Proofs of Training for Neural Networks

Machine learning with deep neural networks (DNNs) has received unprecedented attention
in recent years. At the same time, their widespread use has raised concerns about the provenance
and integrity of DNN models; see, e.g., a recent Google blog post [84] regarding integrity issues
in the broader context of machine learning models. Such concerns can arise at any stage of the
model-development pipeline. In this chapter, we focus on proofs of training (PoTs).

Informally, a PoT enables a prover to convince a verifier that a model M has been trained
correctly using a publicly specified learning algorithm—i.e., with public parameters such as the
architecture and batch size—on a particular dataset D. When the model or dataset is private,
one may additionally consider zero-knowledge PoTs (zk-PoTs), which reveal no information
about M or D beyond the correctness of training. PoTs can be used to substantiate the prove-
nance of a released model; this can be valuable even when both the model and dataset are public,
since training can be far more expensive than verifying that training was performed correctly.

PoTs can further be useful for other real-world applications:

e Arbitrating Copyright Claims: Concerns have grown about models being trained on copy-
righted data [89]. A model owner may, therefore, want to prove that their model is trained
without using a particular copyrighted data item. To do so, the owner can commit to the train-
ing dataset D, prove—e.g., via a Merkle tree—that the item in question is not contained in D,
and then use a PoT to show that the model is trained on D, which excludes the disputed item.
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e Distributed Training: An entity may distribute training across multiple workers [104], e.g.,
by sending each worker a portion of the dataset and having them return partial results that are

aggregated into a final model. PoTs enable workers to prove that the partial models are correct.

e Proof of Ownership: A machine learning model M may be stolen via extraction attacks [138].
In such cases, the legitimate owner can show that they trained M by committing to the
dataset D and using a PoT to prove that M was trained on D. An adversary cannot gener-
ate such a proof without access to D; and even with access, they still need to incur the cost of

training the model from scratch, undermining the motivation for the attack in the first place.

An ideal zk-PoT would offer strong security guarantees, be succinct, and impose minimal
overhead on the prover. As we discuss in Section 3.1, however, existing techniques fall short of

achieving at least one of these properties for PoTs of DNNs.

Our Contributions. In this work, we address the above limitation and propose techniques to
realize efficient and succinct zk-PoTs for DNNs with provable security guarantees. We also
implement and evaluate KAIZEN, a concrete instantiation of our approach. DNNs are typically
trained using multiple iterations of the gradient descent algorithm. Our work comprises two main
components: an optimized proof system for individual gradient-descent steps and a framework

for efficient recursive composition of proofs across multiple iterations.

e Efficient Proofs of Gradient Descent: First, we design an efficient proof of gradient descent
(PoGD)—a scheme for proving the correctness of a gradient-descent step. Our PoGD is
built on GKR-based zk-SNARKSs [146, 152, 153], which are known for their fast prover time.
Moreover, these zk-SNARKSs support optimizations [107, 137] that enable sublinear proof-
generation time for matrix operations, e.g., convolution, which dominate gradient descent.
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e Recursive Composition of PoGDs: Although our PoGD yields succinct proofs for individual
gradient-descent steps, it is not sufficient to realize a succinct PoT. Training a DNN involves
many iterations, typically linear in the size of the dataset. Thus, including a PoGD for every
iteration would yield a proof whose size is linear in the dataset size. Alternatively, applying
a single GKR-based zk-SNARK to the entire training computation would incur linear prover

memory and verifier costs; note, GKR-based verifiers run in time linear in the circuit depth.

To achieve succinct prover memory, proof size, and verification cost, we employ proof-carrying
data (PCD). The challenge is that GKR-based proofs, such as our PoGD, have a relatively large
verifier. Therefore, a naive approach that builds PCD directly from PoGDs—by embedding the
PoGD verifier circuit into the recursive circuit—incurs substantial recursion cost. To overcome
this, we construct an accumulation scheme for GKR-based proofs and then build our PCD via

the accumulation approach (see Section 2.3 for details on accumulation-based PCDs).

A difficulty is that GKR-based proofs use multivariate polynomial commitments rather than
the univariate ones considered in prior work [30, 33]; existing accumulation schemes only
handle univariate polynomials, and naively extending them to support multivariate polyno-
mials would result in quasi-linear prover overhead. To mitigate this limitation and as a key
building block for our PCD framework, we propose an accumulation scheme for multivariate

polynomial commitments with linear prover overhead and logarithmic verifier complexity.

To our knowledge, prior work has not considered building PCD from GKR-based proofs.
Moreover, we instantiate polynomial commitments using hash-based schemes [83, 147], and
our framework yields the first practically efficient PCD based on symmetric assumptions. We

believe that our framework—and its core primitives—may be of independent interest.
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o [mplementation and Evaluations. We evaluate KAIZEN on well-known architectures, including
the convolutional model VGG-11 with 10 million parameters, 11 layers, and batch size 16.
The model is trained on the CIFAR-10 dataset. Our prover time is 15 minutes per iteration
and is independent of the number of iterations and the dataset size; the proof size is 1.66
megabytes, and the verifier time is only 130 milliseconds. We compare KAIZEN with generic

PCDs [33,52,96], achieving 24 x faster prover time and at least 27 x lower memory usage.

3.1 Related Work

Jia et al. [92] proposed a PoT for DNNs. However, their construction does not provide
cryptographically strong security guarantees, and subsequent work [64,65] has identified several
concrete attacks against it. Moreover, their approach is neither zero-knowledge nor succinct: it
reveals model weights and data items to the verifier, who must partially re-execute training.

More recently, Garg et al. [77] constructed zk-PoTs with provable security. Their scheme,
however, is not succinct and therefore supports only simple learning algorithms (e.g., regression);
extending the scheme to DNNs would incur prohibitive verification overhead.

In principle, zk-PoTs can be realized generically using zk-SNARKs. However, current
systems remain insufficiently scalable to instantiate zk-PoTs for complex models, e.g., DNNs.

Another line of research studies zero-knowledge proofs of inference [13, 101, 107, 143].
These works address a different and easier problem than the one we consider here. Although
some of their optimizations may be useful in our setting, they are not sufficient to obtain efficient
zk-PoTs for DNNs. In particular, DNN training is inherently iterative, and a single training

iteration can be orders of magnitude (e.g., up to 100x) more expensive than inference.
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Eisenhofer et al. [61] applied generic SNARKS to verifiable unlearning. Since the targeted

unlearning workload is comparatively lightweight, generic proofs can support it efficiently.

Concurrent Work. Biinz et al. [43] propose a PCD construction based on the GKR protocol via
the accumulation approach. Due to their use of the ProtoStar compiler [40], their construction
has quasi-linear prover time in the iteration size; in contrast, our scheme offers linear-time prover.

Biinz et al. [44] give an accumulation scheme for hash-based vector commitments and then
show how to compile it into an IVC/PCD. Their recursion technique is similar to ours but requires
commitments to vectors of the same size as the iteration circuit, whereas in our work, only the
inputs and outputs of the circuit are committed. Thus, when applied to complex computations

such as DNN gradient descent, their scheme incurs a high concrete prover cost.

3.2 Technical Overview

In this section, we provide an overview of our techniques.

3.2.1 Sumcheck-Based Proofs of Gradient Descent

Our PoGD is a GKR-based proof for one iteration of the gradient-descent algorithm. Given
a fixed batch of data points and some model weights, PoGD enables the prover to update the
weights via a gradient-descent iteration and then convinces the verifier that the update has been
executed correctly. For the linear portions of the algorithm, we use optimized sumcheck-based
proofs with sublinear proof-generation time. For the non-linear operations, we use bit decompo-

sitions and the generic GKR protocol. We next discuss each of the components.

Linear Operations. Linear operations, such as matrix multiplication or convolution, are the
most computationally intensive parts of the gradient-descent algorithm. Prior work [107,137] has
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shown optimized sumcheck protocols for these operations with proof-generation time sublinear
in the runtime of the computation itself. In particular, Thaler [137] proposed a sumcheck proof
for the multiplication of two n X n matrices with O(n?) prover time; note that the underlying
computation takes time ©(n?) if naive matrix multiplication is used, and even the best matrix
multiplication algorithms require time w(n?). Recently, Liu et al. [107] presented a sumcheck
protocol for the convolution of an n X n input matrix with w x w weights, where the prover time

is O(n? + w?), asymptotically faster than computing the convolution itself in O(n? - w?) time.

Handling Non-Linear Operations. Sumcheck proofs support arithmetic operations over finite
fields. However, neural networks use non-linear operations that cannot be compactly encoded
in an arithmetic circuit, even once the underlying values have been quantized. We employ a
standard technique to handle these. For example, proofs of comparisons such as a > 0 can be
handled using bit decomposition: the prover provides the binary representation of a (including
a sign bit) as an auxiliary input, and the verification circuit checks that the binary representation
is consistent. The sign bit is then taken as the result of the comparison. To reduce the size of
the circuit and wiring predicates, we express consistency checks directly as sumcheck instances
rather than reducing them to an arithmetic circuit. We also handle exponentiations by piece-wise

linear approximations, which have been shown to provide sufficient accuracy [47,62, 119].

3.2.2 Recursive Composition of Sumcheck Proofs

A challenge in applying recursive proof composition to our PoGD is the relatively large
size of its verification circuit, which consists of three main components: verifying the opening of
polynomial commitments, verifying sumcheck messages, and verifying the hashes used to gen-

erate challenges in the Fiat—Shamir transform. We discuss how to improve the efficiency of each
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component. In particular, we reduce the overhead of commitment openings using foldable poly-
nomial commitments, the cost of verifying sumcheck messages using an evaluation-reduction

technique, and the Fiat—Shamir overhead using sumcheck-friendly hash functions.

Commitment Openings. For a GKR-based proof, the verifier must verify the openings of several
polynomial commitments. It is thus desirable to have a polynomial commitment scheme with a
small verification overhead. Known constructions fall short: schemes based on pairings [95] have
O(1) verification overhead but are not compatible with recursive proof composition [23]; hash-
based schemes [20, 83, 153] require the verifier to compute 2(log” N) hashes for a polynomial of
size N. Schemes based on prime-order groups [39, 142] have verification times Q(\/N ), making
them impractical for recursive proof composition.

Prior IVC/PCDs [30, 33] addressed this problem via accumulation schemes for polyno-
mial commitments. Roughly speaking, rather than verifying the openings of commitments at
each step, the commitments and openings across all steps are accumulated, and the final com-
mitment/opening is verified only at the end. However, the accumulation schemes used in prior
work apply only to univariate polynomials, whereas applications to GKR-based proofs require
commitments to multivariate polynomials. Naively extending existing univariate schemes to the
multivariate case would incur superlinear, i.e., ©(N log N), prover time.

In this work, we propose an accumulation scheme compatible with multivariate polynomial
commitments. For polynomials with N coefficients, our scheme achieves O(/N') prover time and
O(log N) proof size and verifier time. Our design is inspired by an evaluation-reduction tech-
nique [82], which can be viewed as a special case of accumulation in which multiple evaluations

of a single polynomial are combined into one. We generalize this idea to the setting of multiple
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polynomials with multiple evaluations and also make the scheme zero-knowledge.
We note that linear-time accumulation in the case of multilinear polynomials has been
considered in several prior works for different applications [48,97]. However, our technique also

applies to multivariate polynomials of higher degree.

Sumcheck Messages. The GKR verifier must evaluate the multilinear extensions of the wiring
predicates at several random points, and these evaluations have a cost linear in the circuit size.
Interactive implementations of GKR mitigate this cost by preprocessing these evaluations [152,
153]. For recursive composition, however, such preprocessing is not feasible.

We avoid this overhead via accumulation. Specifically, predicate evaluations are combined

into a single evaluation by a sumcheck run, passed to the next step, and verified only at the end.

Fiat-Shamir Challenges. Due to the Fiat—Shamir transform, the GKR verifier must verify the
evaluation of a hash function on many inputs. In particular, O(d-log |C|) hash evaluations must be
verified, where d denotes the depth of C. We use MiMC [6], a sumcheck-friendly hash function, to
reduce this cost. MiMC applies a low-degree round function over multiple rounds. As observed
in prior work [19], each round of MiMC can be represented directly as a sumcheck instance,
rather than explicitly encoded as an arithmetic circuit, thereby further reducing the size of the

recursion circuit.

Polynomially Many Iterations. Our accumulation scheme for polynomial commitments achieves
soundness only for O(1) steps; when the number of steps is large, attacks may arise [44]. To ad-
dress this limitation, we use leaf-decoupled PCDs [26, 122]. Here, the actual gradient descent
iterations lie at the leaves of the PCD tree, while each internal node only verifies and accumu-

lates its children. To achieve constant depth, one can set the arity to be polynomially large.
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3.2.3 Proofs of Training for Neural Networks

Our zk-PoT for DNN:Ss is realized via recursive composition of our PoGDs across multiple
iterations. In doing so, there is one additional complication: we need to ensure that the prover
uses a (random) partition of the committed dataset in each epoch. This prevents the prover from
biasing the model toward specific data points or omitting parts of the dataset. We ensure this as
follows. The prover commits to the dataset using a Merkle tree. In each epoch, the prover par-
titions the dataset using a public “quasi-random” permutation—e.g., a cubic function—applied
to the indices of the n items in the dataset; the key for the permutation is varied across epochs.
During each iteration of an epoch, the prover provides the data items contained in the current
partition, along with their Merkle proofs. As part of computing the gradient-descent iterations,

we additionally check the correctness of the partition and the Merkle proofs.

3.3 Additional Preliminaries

In this section, we provide additional preliminaries used throughout this chapter.

3.3.1 Neural Networks

A neural network maps an input feature to a prediction via a sequence of transformations
across L layers. The (th layer consists of a linear operation parameterized by W/, followed by a
non-linear activation function. In a convolutional neural network (CNN), a layer is either dense
or convolutional. In dense layers, the linear operation outputs T = WU given an input U and
weights W3 in a convolutional layer, it outputs T = WxU, where if U is of size uxu and W is of
size w X w, then the matrix T is of size (u—w-+1) X (u—w+1) with T} ; = Z;’f;o Uitaj+b Wap-

We consider three activation functions: ReLU(z) = max(z,0), Tanh(x) = (** — 1)/(e** + 1),
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each applied coordinate-wise, and Softmax(z;) = (e™)/(>_;€"). A layer may also include a
pooling operation that slides a window over the input and deterministically extracts one element

from each window; for example, it outputs the maximum or average value in each window.

Training DNNs via Gradient Descent. When training a DNN, the architecture—i.e., the number
of layers, the type of each layer, and an initial set of weights—is fixed in advance, and the goal is
to optimize the weights at each layer to minimize a specified loss function £ over the dataset. The
most popular optimization method for DNNs is batch gradient descent [128], which proceeds in
a series of epochs. In each epoch, the dataset D is randomly partitioned into batches By, ..., By,
each containing a specified number /V of data items. An epoch consists of £ iterations. Let U,
be the concatenation of the input features of the data items in B;, and let U, ; (for £ > 0) be the
concatenation of the outputs of the /th layer under the current weights. In the ith iteration, the

weights {W,_; ,}- | are updated to {W, ,}%_, via the following steps:
1. Forward pass: We feed U, to the model, and for ¢/ = 1 to L, compute U, ,.

2. Backward pass: Let H; be the average loss over the batch, and define G, := 0H;/0W,_1 4

and R; ¢ := 0H;/0U,4_,. These are computed for { = L to 1 as:

0Uie o Uy

Git=Rip41 75— =
B 5 +1 ? 5
OW,_14 OU; o1

‘R (3.1

R r+1 is evaluated using the labels. OU; ,/OW,_; , and OU, ,/OU;, ,_; are evaluated by linear
operations and non-linear activations on the inputs U, ,_; and weights W,_, ;, respectively.

3. Update: Given a learning rate 7, the weights are updated as W, , = W,_; , — 1, - G; 4, where

GM indicates the average of G; , over the data items in the batch.
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Input: Weights {Wi,m}le and Batch B;_;
Output: Updated weights {W; ;}7,

Forward pass: Let U; o be the concatenation of input features included in B;_1.
1: for/ =1to L do

2: if the /-th layer is dense then

3: Tio < Wi_1,U; 01

4: U, ¢ < acty(T; ) > acty € {ReLU, Tanh, Softmax}
5: else if the ¢-th layer is convolution then

6: Tio Wi10xU;

7: Qi < acty(T; ) > acty € {ReLU, Tanh, Softmax}
8: U, ¢ < pool,(Q; ) > pool, € {MaxPool, AvgPool}
9: end if
10: end for

Backward pass: Let R; 1,1 = 0L(U; 1, Y;)/0U; 1, where Y; includes labels in B;_.
11: for/ = Lto1ldo
12: if the /-th layer is dense then

13: T;»f = 8Ui’g/8Ti’g = 8aCt4(Ti7g)/8Ti’g

14: Gio = (Rig+10 T;,E)UZZ—l

15: Riv =W )(Rigy10T;,)

16: else if the /-th layer is convolution then

17: Q;,e = 8UM/8QM = ap00|@(Qi74)/aQi7g

18: T;,e = 8UM/<9TM = Qé,e o (8actg(Ti7g)/6Ti7g)
19: Gir=Ripr10T} ) * Ui

20: Rie = pad(WZT_M) % (Rig+1 0 T;,U

21: end if

22: end for

Update weights: Let éi’ ¢ be the average of the gradients in G; ; over the batch.
23: for / = 1to L do
24: Wir=W,_1,—1nGiy > 1 denotes the learning rate
25: end for

Figure 3.1: Mini-batch gradient-descent algorithm.

A formal description of the algorithm is given in Figure 3.1. pad(WZZ) zero-pads WZZ and then
rotates it for . More precisely, for W, , of size w x w and U; ;_; of size n x n, pad(WZe) is of

size (2w — n) x (2w — n). G, is the average gradient over the data points in the batch.
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3.3.2 The GKR Protocol

Let C be a circuit of depth d over a field IF, with layer 0 as the output layer and layer d
as the input layer, where each gate in the ith layer takes two inputs from the (i + 1)th layer.
Let S; be the number of gates in the ith layer, and s; := [logS;]. Define wiring predicates
add;, mult; : {0,1}*25+1 — {0 1}, where add; (resp., mult;) takes as input a gate label z for
layer ¢, and gate labels x,y for layer ¢ + 1, then outputs 1 if and only if gate z is an addition
(resp., multiplication) gate with inputs = and y. Fixing some input to the circuit, we define

v; : {0,1}% — T so that v;(b) is the output of the bth gate in the ith layer. Note that

vi(z) = Z add;(z,2,y) + (Vi1 (&) + Vi (1)) +
z,ye{0,1}%+1

—_~—

mult;(z,2,y) - Vip1(x) - Vip1(y). (3.2)

P can prove the evaluation of C as follows. Assume V has oracle access to vy and v, (i.e., the
input and output). V samples a random challenge 7, and evaluates vy(r). Then, P,V run the
sumcheck protocol on Equation 3.2 for ¢ = 0, at the end of which V asks P for two evaluations
of vy, say at points 71 9,711. Say P claims yo = v1(r10) and y; = v3(r11). The verifier then

chooses 7, 71 < I and the parties run the sumcheck protocol to prove that

Yo Yo+ 1YL= Z
x,y€{0,1}52

(o - addy (1.0, 2, y) + 1 - addy(ri1, 2, y)) - (Va(z) + Ta(y))

—_~— —_—~—

+ (0 - multy (11,0, 2, y) + 71 - maulty(r11,2,Y)) - V2(x) - Va2(y).
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This reduces the problem to a claim of two evaluations of v5. The parties continue this procedure
for d iterations; at the final iteration, ' can check the evaluations of v, by its oracle access.
The formal protocol is provided in Figure 3.2. The GKR protocol can be made zero-knowledge
by using zero-knowledge sumchecks [31, 146] and zero-knowledge polynomial commitments to

provide the oracle access. The protocol is made non-interactive using the Fiat-Shamir transform.

3.4 Proofs of Gradient Descent

We present proofs of gradient descent (PoGD), GKR-based proofs of gradient descent.

3.4.1 Fixed-Point Operations

We fix a field size p large enough to ensure no overflow. We quantize a real number r
as a ¢-bit integer (¢ < p) with f-bit precision as follows: when 0 < r < 277/ map r to

s=|r-2/] € F,,and when —2¢/ <r <0, maprtos=p— |r-2/] €F,.

Integer Arithmetic and Comparison. Two numbers can be added by adding their quantizations.
For the multiplication of numbers a and b with quantizations s, and s;, respectively, we need to
scale 2 = s,s; by a factor of 27/. For this, the prover provides 2, . . . , z,_1, the bit-decomposition
of z with a sign bit z, where z, = 1 indicates negativity; The verifier checks whether the provided
bit-decomposition consists of binary values consistent with z and outputs the truncated output;
Le., if 2= (=1)% Y2770 2 - 27 outputs (—1)% - 97/ 7 2, ;- 20,

Say we need to check whether z > 0. The prover can provide the bit-decomposition of z,
including a sign bit; this can be easily checked by the verifier, and the result of the comparison
is then the sign bit. We can also handle divisions. To compute the quotient a /b, where s, and s,

are the quantizations of a and b, respectively, the prover provides a quotient z and a remainder r.
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IIgkr

Let C : F®n — Tt be a layered arithmetic circuit of depth d. P wants to convince )V that
C(in) = out, where in is the input given by V and out is the output sent to V. Without loss of
generality, we pad s;,, and s, to powers of 2. The protocol proceeds as follows.

1. Forz & F, parties compute f/o(z), where V} is the multilinear extension of array out.

2. P and V invoke a sumcheck protocol on

W)= > addo(za,y) - (Vi) + Vily)) +multo(z 2,y) - Vile) - Vily),
z,ye{0,1}51

where V receives two evaluations VituM), Vi), v computes agidq(z,u(l),v(l)) and
multy(z,uM, v(1) locally and checks that their consistency with V3 (u(1)), V3 (v().

3. Fori=1,2,...,d:

e Vsends a® & Fand B EFwoP.

e P and V invoke a sumcheck protocol on
OV, (u@) + OV, (v @)

z,ye{0,1}%i+1

At the end of the protocol, V receives two evaluations Vi1 (u(1), Vi1 (v(+1)). V computes
the following and if it does not equal to the last message, returns 0.
(aﬁ)aadi(u(i), W) DY 1 60 qdd, (0, i+, v(z‘+1>))
, <‘7Z_+1(u(i+1)) T ‘7¢+1(v(i+1)))
+ (@@mutt (u®, w0, o) 4 BOmulty (v, uH, o))
Vit (D) - Ve (o),

4. At the input layer d, V has two claims Vy(u(®) and Vy(v(9). As V has access to the input in, it
is possible to directly compute V; and evaluate it at two points u® and v?. If claims are correct,
V returns 1, otherwise returns 0.

Figure 3.2: GKR protocol.

The verifier then checks whether s, = 2 - s, + 7 and r < s;, and outputs z - 27 as the result. To

further reduce the cost, we defer all scalings to the output of the layer of the DNN model.
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Sumcheck for Binary Operations. Scaling and bit-decomposition consistency checks can be
handled using generic GKR. However, for complex models, such an approach would blow up
the size of the circuit and the wiring predicates. To overcome this, we express these operations
directly as sumcheck instances. In particular, let z be a vector of size n whose bit-decomposition
is provided by the prover. Let Zg;; be a matrix of size n x ¢ and let zg;y, be a vector of size n,
where (Zgit); « is claimed to be the bit-decomposition of z;, and (zsig,); indicates its sign. To

check that Zg;; and zs;g, are binary, for random o, r,, r,, the parties run sumcheck on:

0= Z §$(T1> : gy(ry) :

z€{0,1}leem ye{0,1}loe 9

(cv - Zsign () - (1 = Zsign(2)) + Zaie(,y) - (1 — Zgie(,)))- (3.3)

For a challenge r,, parties verify the consistency of the decompositions by a sumcheck on:

Z(r.) = > Ba(r2) - Zgn(,y) - (1 — 2 - Zsign()) - 2. (3.4)

z€{0,1}o8m ye{0,1} o8 9

Scaling can be handled similarly by restricting the ranges of x and y in Equation 3.4.

Exponentiation. Natural exponentiation is used in functions such as Softmax and Tanh. Similar

to prior work [77,119], we employ the following piece-wise approximation for e”:

0 r<—1/2

€Vt —1/2<2<1/2

1 x>1/2
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3.4.2 PoGDs for Neural Networks

The prover P updates W,_; to W, using a data batch B;_;; the PoGD uses sumcheck
and GKR to convince a verifier V that the update is performed correctly. Specifically, P sends
commitments to \7\7,», Wi_l, ]§i_1, and auxiliary inputs denoted by /KDX, which include bit-
decompositions, quotients, and remainders; note that W;, W, _;, and AUX, are concatenations of
W, ., W,_,,, and AUX, ,, respectively, over all layers £ = 1 to L. PoGD then proceeds through
several phases. In the first phase, the parties verify the update step; the second phase verifies the
backward pass; and the third phase verifies the forward pass. Once the sumcheck messages are
generated, the parties combine random evaluations of inputs and outputs received from different
phases by running additional sumcheck instances. ) can verify the final evaluations via com-
mitment openings. For linear operations within the forward and backward passes, the parties run
sublinear sumcheck protocols [107,137]. For non-linear operations, we use generic GKR. Below,

we outline the four phases of the PoGD protocol.

Phase 1: For { = 1to L,V asks for a random evaluation of W, ,. Having this evaluation, parties
run GKRon W, , = W,_; ,—1n 'GM’ where the run ends with random evaluations of Wi_lyg and

C‘rw. The former proceeds to Phase 4, and the latter proceeds to Phase 2 to bootstrap sumchecks.

Phase 2: For { = 1 to L, having the evaluation of éi’g received from Phase 1 and also the
evaluation of ﬁ@g from the previous iteration (If ¢ # 1) parties verify Equation 3.1. We use the
sublinear sumcheck protocols for linear operations, GKR exploiting bit-decomposition of inputs
for non-linear operations, and the sumcheck protocol on Equation 3.3 and Equation 3.4 for binary

operations of scalings and consistency checks. The run ends with evaluations of W,_; ,, U, ,_1,

ﬁiﬂ,g, and AUX; /, where ﬁiﬂ,g proceeds to the next iteration, fj’i’g_l proceeds to Phase 3, and
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others proceed to Phase 4. For ¢ = L, the parties run GKR on the loss calculation, yielding

evaluations of ]§i_1 and INJ'Z 1, which would proceed to Phase 4 and Phase 3, respectively.

Phase 3: For { = L to 1, having evaluations of fji,g received from Phase 2 and the previous
iteration (if ¢ # L), the parties verify the forward pass via the sublinear sumcheck protocols for
linear operations, GKR for non-linear operations, and the sumcheck protocol for scalings and

consistency checks. The run ends with evaluations of the inputs of the layer, i.e., W;_; 4, U, 1,

and AUX; ;, where I~JM_1 proceeds to the next iteration, and \7\/71-_1,@ and AUX; , proceed to Phase

4; we recall that an evaluation of INJi,O can be viewed as an evaluation of the data batch ENBi_l.

Phase 4: Parties combine evaluations of \7\71-,1, ]§,-,1, and EUX received from the previous
phases. Consider a generic /-variate multilinear polynomial f and multiple evaluations of the
form {(z;,v;)}r_,, where f(x;) = y;. Given challenges {;}%_,, we reduce evaluations to a

single one by running the sumcheck protocol on:

k Kk
Z ;- Yy = Z f(Z) : Z Q- Ez(mz) (3.5)
i=1 1=1

2€{0,1}¢

In Phase 4 of our PoGD, parties run this sumcheck by instantiating f with Wi_l, ]§,~_1, and
E.Dii. At the end of the run, for each of the polynomials, the verifier receives a single evaluation.
Along with the evaluation of Wz from Phase 1, the verifier checks these using oracle access, i.e.,
by requesting evaluation opening proofs.

We give the formal protocol in Figures 3.3 and 3.4. Note that the sumcheck runs on the
linear operations in step (4) of phase 2 and step (2) of phase 3 and can be merged together. Parties
can combine evaluations ’T‘Zg(r§32ré) and ’T‘Zg(rélr)ré) and then invoke the sumcheck protocol on

the combined evaluation. Similarly, scalings in step (6) of phase 2 and step (2) of phase 3 can
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be merged together. The protocol can be made non-interactive by the Fiat-Shamir heuristic and

zero-knowledge by zero-knowledge sumchecks [31].
Theorem 3.4.1. Ilpycp in Figures 3.3 and 3.4 satisfies completeness and knowledge soundness.

Proof. Following the completeness of GKR, Sumy,t, and Sumceny, and PCS completeness of
PoGD is immediate. We first show a negligible bound soundness error with a phase-by-phase

analysis. Suppose that the prover sends some malicious parameters W7, # W, ;.

PI: For i = 1 to L, following the Schwartz-Zippel lemma and the soundness of GKR—
except with a negligible probability in A—we have sz(rout,wi’[) =+ W@g(rounwi’ ,) unless:

(i) W;‘_M(TLWFM) # Wi_14(r1w,_,,), which proceeds to the phase 4; or we have (ii)

éf’g(rLGi’Z) #* (EM(TLGM), which proceeds to phase 2.

P2: Suppose the case (ii) has occurred in phase 1 and there exists at least one ¢ such that
éf,e(rLGi,e) # éi7g(7“17gu). Following the soundness of GKR, Sump,t, and Sumc,,,, there are
three cases: (i) W;*_M(QWFM) # Wiq,e(?”z,wi,l,e)a m;ﬁ(r?,AUXi,l) # mil(r?:AUXi,Z)’
or for the data batch ]A?;;Z(rg,Bi’l) # Ei’g(m,Bi, ,),» which proceeds to phase 4; The next case is
(ii) 75,;" 1Ty y) 7 Risr (72,R, 1+, )» proceeding to the next layer; and finally, we have (iii)

INJ';-‘j(rQ,Ui_’Z) + INJ},@(TZUM), proceeding to phase 3.

P3: Suppose (iii) occurs in phase 2 and there exists at least one ¢ such that ﬁ;:é(rngi’ ) F

Ui,g(m,uu). Following soundness of GKR, Sump,:, and Sumcn,, there are two possibilities:

D) Wiy (rsw,,) 2 Wiie(rsw,,), Biy(rss.,) # Bid(rsp,,). or AUX,,(r3aux,,) #
Z\UT(M(MUXM), which proceeds phase 4; (ii) ﬁj’g_l(rgwal) + ﬁ@g_l(’f’g,Ui’eil), which

proceeds to the next iteration, i.e., £ — 1-th layer.
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P4: Suppose that the case (i) in phases one, two, or three has caused an error, proceeding to
this phase. Then, following the soundness of the evaluation reduction sumcheck and also the
Schwartz-Zippel lemma, either W;*_l(rimwifl) + Wi,l(r;n,wifl), ]A_s);k (TinB,;) # fﬁi(r;n,Bi), or

KDT(: (Tin.AUX;) 7 mi(rin,Auxi). Any of these make V reject based on PCS soundness.

Knowledge soundness follows immediately. As PCS is knowledge sound, the extractor of the
PoGD scheme can invoke the extractor of PCS to get witnesses committed to by the prover Wf ,
\7\7;_1, ]N3f_1, and ,&U)/(: As PoGD is sound, they are satisfiable. Moreover, as GKR, Sumpat,
Sumceny, and PCS are zero-knowledge, the simulator of PoGD can invoke the simulators of these

building blocks to generate proof messages and commitments that are indistinguishable. 0

Efficiency. Let s, , be the input size, s, ¢ be the output size of the [th layer, N be the batch size,
and ¢ be the quantization bit-length. We use Orion [147] as our polynomial commitment scheme
due to its linear-time complexity, concretely efficient prover, and succinct verification. Then, the
prover’s runtime would be O(Zf:_ol N Sint Soute + NqSoute), and the verifier’s runtime would be
O(Zf:_ol log?(N Sin¢ Sout,t) + log?(N ¢Sout,¢)), Which is dominated by evaluation opening proofs.

In Sections 3.5 and 3.6, we discuss how to reduce the verification cost using our accumulation

scheme to O(Zf:_ol 10g(N Sinsg Soute) + 10g(Ngsoutr)) Wwhen we compose PoGDs recursively.

3.5 Foldable Polynomial Commitments

We present our accumulation scheme for multivariate polynomial commitments. Recall
the definition of an accumulation scheme given in Section 2.3. Here, each accumulator instance
is a tuple (o, x;, y;), where o; is a commitment to an ¢-variate polynomial f; of variable degree
at most d. The prover then wants to convince a verifier that, for all 7, we have y; = f;(«x;), more
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Let GKR be the GKR, Sumy,; be the sumcheck for matrix multiplication [137], Sumcen, be the
sumcheck for convolution [107], and PCS = (Setup, Commit, Open, Verify) be the polynomial
commitment schemes; pp are PCS public parameters . The model has L layers.

Imitialization: On input W;_; = {Wi_u}gL:l and B;_;, P runs gradient descent to evalu-
ate U; = {U;}f . Gi = {Gig}{_,, and R; = {R;/}{,. weights W; = {\i’i,z}f:p
and auxiliary inputs AUX; = {AUX;/}_,. P sends V, ow, < PCS.Commit(pp, W, 7w;,),
ow,_, PCS.Commit(pp,VA\/fi,l,TWFI), 0B, PCS.Commit(pp,]~3i71,TBi,1), and
oaux; < PCS.Commit(pp, KDT(Z-, raux; ). Then, the PoGD protocol proceeds as follows:

Phase 1: Proof of update. For { = 1 to L do the following steps:

e V samples 7out, W, , ﬁ F and queries VVM(TOULWI. ,)- Having Wz‘,é(rout,wi ,)» parties run GKR

on W, , = W,_1 ¢ —n- G and receive evaluations W;_1 ¢(r1.w,_,,), Gis(r1.c,,)-

Phase 2: Proof of backward pass. For / = 1 to L do the following steps:

e Having éi’g(rl’gw) from P1, parties run Sumcony 0n G = (Rig41 © T} ) * U; oy if the
(th layer is convolutional or Sumpmae on G ¢ = (Ri 1 © T ) - UZ.TE_1 otherwise. At the end,

parties receive evaluations T"; ;1 (r;)r,iﬂl )s Ui,f(ré,l)h,é)’ and Ri’g+1(ré’z])€i,é+l ).

e For ¢ # L, having ﬁi75(7‘2773i’é), parties run Sumceony on R;p = WinLZ * (Rips1 © T;E) if

convolutional and Sump,: on R ¢ = WzT—LZ “(Rijg+1 ® T;,Z) otherwise. Then, parties receive

C D (2) W (2) [T (2)
these evaluations: RMH(TQ,RMH ) Wi—l,ﬂ(rgywi_lj)’ and T'; p4 (7’2;1‘/1.7“1)-

e Parties combine @Mﬂ(ré%i e+1) and TE}Z(TéQ,)I‘,’_ ,) by evaluation reduction. Parties run GKR
onT; , = Q; , © (Oacty(T; ;) /0T ), then, Q; , = Opooly(acty(T;,))/dact,(T; ) if the layer

i

is convolutional or on T;,e = 0U; /0T, = Oacty(T;,)/0T; , otherwise. At the end, parties

receive evaluations ’T‘ijg(régr}i ,) and AUXi7f(r§3l)\UX~ )

e Having Ti,Z(ré?')I‘ ), parties run Sumcony on T = W, _; ¢ % U, o_; if convolution or Sumpat

il

on T,y = W,_1,- U, otherwise. At the end, parties receive ﬁw_l(rg%m_l) and

Wi_l,g(rg}) i_l,e). For ¢ =1, ﬁi:o(rgll)h,o) is viewed as ﬁifl(ré%i,l)'

Figure 3.3: PoGD protocol, part a.

36




IIpocD

e For ¢ = L, parties combine 75@ L1 (7"517)% L+1) and ﬁl Li1 (r§27)zi L+1) by an evaluation reduction.
Parties run GKR on R; 141 = 0L(U; 1,Y;)/0U, 1. At the end, parties receive evaluations
~ 5 ~ 5 T 5
B, 1(riy, ). Ui,L(r;{m), and AUX ¢(ry ;UXM).

e Consistency checks and scalings are proved by running sumchecks on Equations 3.3 and 3.4,

which ends with several evaluations of auxiliary inputs AUX; ;. The evaluations are combined
together into a single evaluation AUXivg(rgsl)wx_ )

e For ¢/ = L, all evaluations of VA\/]Z‘_L@, ]N3i_1, I~Ji74, AUX; ¢, from the previous steps, are combined

into Wi—l,Z(TZWFl,e)’ 6i7f(r2,Ui,z)’ Eifl (7"2731._1 ), AUXZ‘,K(TZAUXi,z)'

Phase 3: Proof of forward pass. For £ = L to 1 do the following steps:

1. Let INJi’L(r&Ui’L) = INJi,L(rZUi’L). Parties combine INJZ"g(r&UiYZ) (f ¢ # L) and

U;¢-1(r2,u,,_,) from P2. Having this, parties run GKR on U; ; = pool,(Q;¢) followed by
another run on Q; » = act,(T; /) if the layer is convolutional or on U; ; = act(T; ¢) otherwise.

: : C T (1) AUX (1)
At the end, parties receive evaluations Ti/(r&Ti,e) and AUX; ¢(r3. AUXM)'
- 1 .
2. Having Ti,f(r:(;,"_)ru)’ parties run Sumceony on T;p = W1, % U; o1 or Sumpae on Ty =
W;_1,U; -1 and receive W1 ¢(r3w,,) and U;p 1(r3u,, ,). Ifi = 1, Ujp(rsu,,) is
viewed as B;_; ¢(r3B, ,,). For consistency checks and scalings, parties run sumchecks on

Equations 3.3 and 3.4 and and receive Kﬂii,g(r;l}wxi ,) into mi7g(r3,Auxi_[).

Phase 4: Proof of evaluation reduction.

1. Parties combine received all evaluations of W;_;  into a single evaluation W,_1(7inw,_,),
evaluations of B;_1 ¢ into an evaluation B; 1 (7in,B,_, ) and evaluations of AUX; ; into an eval-

uation AUX;(rin aux, ). The final combined evaluations can be verified by invoking the evalua-
tion opening algorithm of the commitment scheme.

Figure 3.4: PoGD protocol, part b.

efficiently than by giving an opening proof for each instance. To do so, the prover accumulates

the instances into a single tuple (*, z*, y*) such that * is a commitment to a polynomial f* of

size at most that of each input polynomial f; and such that, with high probability, f*(z*) = y* if
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and only if Vi : f;(z;) = y;; the decider then receives an opening proof for f*(z*) = y*.

3.5.1 Accumulation of Evaluations

We begin with an idea for accumulating multiple evaluations of a single polynomial [82].

Single Polynomial, Multiple Points. First, consider the basic case where f; = --- = f;, = f and
oy = .-+ = 0y = o, but {x;} are distinct. The prover and verifier interpolate a degree-(k — 1)
univariate polynomial L : F — F¢ with L(i) = z; fori € {1,...,k} C F. The prover then
sends the verifier a polynomial g = f o L : F — F of degree O(dk(). The verifier checks that
Vi : g(i) = y;, then, for a random r € F, the parties set x* = L(r) and y* = g(r); in this case,
the output polynomial and commitments are f* = f and o* = 0.

We claim that f(z*) = y* iff Vi : f(2;) = y; with high probability. Completeness is
immediate. Soundness can be argued as follows. Without loss of generality, say f(x1) # 3.
If g = f o L, the verifier rejects since g(1) # y;. If g # f o L, then g and f o L agree on at

most deg(g) = O(dk() points, and we have f(z*) = y* with a probability O(dk(/|F|).

Multiple Polynomials, Multiple Points. We now extend the above idea to the general case of
(possibly) distinct polynomials { f;} and points {z;}. As before, the parties define L : F — F*
such that Vi : L(i) = x;. The prover then sends the & univariate polynomials g; = f; o L, and the
verifier checks whether Vi : ¢;(i) = y;. Then, for random challenges {c;}¥_, and r, the parties
set 2" = L(r), g =Y. 0;g;, and y* = g(r). The output polynomial is f* = ). o, f;; we defer to
Section 3.5.2 for the details of how the parties can generate the commitment o*.

We claim that f(z*) = y* iff Vi : f(x;) = y; with high probability. Completeness holds as

fr@®) = (f e L)(r) = X2 ai(fio L)(r) = 32, cuigi(r) = g(r).
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For soundness, if there exists some f;(x;) # vy;, the prover must send g; # f; o L to pass

verification. But with high probability over {«}, r, we have y = g(r) # (f* o L)(r) = f*(a*).

Linear-Time Prover. Naive interpolation of each g; would impose prover cost O(dk¢ - 2°) as it
requires evaluating a polynomial f; of size O(2¢) at O(dk¢) points. Fortunately, we can achieve a
linear-time prover using a recursive interpolation approach. Define P; : ' — F of degree O(dk()

such that P;(7) outputs the jth variable of z; forall i € {1,...,k}. We observe that

9i = (1 - Pl)(fi(()?m% ---,1’[) o L) + Pl(fi<1,$2, . ,.I'g) [¢) L),

the prover reduces the interpolation of g; to the interpolation of the polynomials f;(0, zs, ..., x¢)oL
and f;(1, 29, ..., z¢) o L, which can be done in O(2¢"1) time. Then, g; can be evaluated in O(dk¢)
additional time. This process can be applied recursively to the reduced interpolations to yield a

linear runtime (i.e., O(2%)) overall overhead for interpolation of each polynomial g;.

Zero Knowledge. We make the scheme zero-knowledge using masking polynomials. For all ¢,
the prover randomly samples an (-variate polynomial /; and sends a commitment o to h; along
with an evaluation v; = h;(z;). Given challenges {3;}, the prover sends g; = (f; + 5;h;) o L, and
the verifier checks that g(i) = y; + (B;v;. The rest of the protocol is similar to above.

Naively, one may choose each h; above as a random /-variate polynomial of variable-
degree at most d. The number of coefficients in each h; would then be O(d’) and large, making
it inefficient in practice to commit to the {h;}. We later show it suffices to sample each h;
as h; = Z§:1 h; ;, where each h;; is a random univariate polynomial (in the jth variable) of

degree dl. The size of each h; is then O(d¢?), and the cost of zero knowledge is O(kd/(?).
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3.5.2 Accumulation of Commitments

What remains is to show how parties can compute ¢*, a commitment to f* = > .« f;
given {o;}, commitments to the {f;}; the procedure naturally extends to the case of the zero-
knowledge scheme, where f* = > . o, f; + a;5;h;, and parties also hold {o;}. Of course, if
the underlying commitment scheme is homomorphic, then commitment accumulation is trivial.
However, practical homomorphic commitment schemes [39,95, 142] are known only from group
assumptions and cannot be used efficiently for recursive proof composition. Indeed, in our ap-
plication we use Orion [147], a hash-based commitment scheme that is not homomorphic. We

describe how it is possible to commit to the linear combination of input polynomials for that.

Orion. First, we briefly review Orion. In that scheme, the coefficients of a polynomial are
mapped to the coefficients of a square matrix M, say of size n x n. Then, a linear error-correcting
code I : " — [F? is applied to M twice. First, we apply the code to each row of M, yielding
an n X p matrix C;. Then, we apply the code to each column of C,, yielding a p x p matrix Cs.
The prover computes a Merkle root for each column of C,, and then a Merkle root computed
over those p roots is returned as a commitment to the polynomial. The verifier checks the well-
formedness of a commitment by sending a random vector r € F" along with ¢ = ©(\) random
indices in [p]. The prover responds with a vector v = r’ - M along with the corresponding ¢
columns of C; and the associated Merkle paths for the encodings of those columns. The verifier
(i) evaluates the codeword w = FE(v); (ii) for each challenge index i, the returned column
C,[:, 4] satisfies w; = r’ - Cy[:,4]; and (iii) the Merkle paths are all valid. Evaluation proofs can
be generated similarly, but we omit details. Orion achieves zero knowledge and succinctness by

randomized encoding and composition with a generic succinct zero-knowledge proof [153].
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Accumulation Scheme for Orion. Assume the verifier holds commitments {c; } to polynomials
{ fi} known to the prover, and let M;, C; 1, C; 5 be the corresponding matrices that were generated
by the prover when committing to f;. The prover generates a commitment o* to f* = > o, f;
and sends it to the verifier; let M*, C7, C; be the corresponding matrices generated during this
process. For an honest prover M* = > . a;M;, C; = >, 0,C; 1 ,and C; = > . ;C; .

On the other hand, if M* # ). «;M,, then letting § be the minimum distance of £, the
matrices C; and ), @;C;, must differ in at least 52 entries. The key observation is that, in
addition to checking the well-formedness of ¢*, the verifier can check that the correct linear
relationship holds between random entries of C} and the corresponding entries of {C,;»}; if F

has a constant relative distance, it suffices to check that the linear combination relationship holds

for ©(\) randomly opened entries of each C7 and {C; 2 }. Formal details are given in Figure 3.5.
Theorem 3.5.1. [Iacc in Figure 3.5 is complete, knowledge sound, and zero-knowledge.

Proof. Completeness is followed immediately. The soundness proof proceeds in two steps. First,
we must prove the soundness with respect to commitment accumulation, i.e., if we can prove
the well-formedness of ¢*, the verifier is convinced that each o; is well-formed, and the linear
combination relation holds. Second, we should prove the soundness with respect to evaluation
accumulation, i.e., if (o*, z*, y*) is satisfied, then Vi : (o, z;, y;) is satisfied.

Consider the case of commitment accumulation. Let 0 be the distance of the underlying
code. First, suppose that the linear combination relation holds. Assume there exists some o;
or o;, which is not well-formed, i.e., there exists a cth column of C, 5 or CQ’Q, which is not a
valid codeword. Then, over the choice of random challenges «; and [3;, the cth column of C,

is not a valid codeword with overwhelming probability [83, Claim 1], which yields ¢* to be not
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Let PCS = (Setup, Commit, Open, Verify) denote the Orion [147] commitment with public param-
eters pp. Let f1, fo, ..., fr be £-variate polynomials with variable-degree d; each has an evaluation
y; = fi(z;) and is committed to by o; with randomness ;. M; denotes coefficients of f; parsed
as a square matrix, and C; 1, C; o denotes the associated encoded matrices generated during the
commitment phase (see Section 3.5.2 for details).

Phase 1: Evaluations

e P and V interpolate a polynomial L : F — F* such that L(i) = z;.

e Vi € [1,k], P samples h;1...,h;y & F<[X], sets hi(z1,...,2) = > jeq,q hij(z5), and
sends v; = h;(z;) and o) < PCS.Commit(h,,r],pp) to V. Let M denote the coefficient

17

matrix of h; and C; ;, C; , denote the associated encoded matrices.
e Vi€ [1,k],V sends f3; & F, and P sends the polynomial g; < (f; + Bih;) o L.

e Vi€ [1,k], V checks whether g;(i) = y; + B;v;; if so, sends o SEFandr &
e Parties compute g < Zle a;g; and output z* = L(r), and y* = g(r).

e P computes the output witness polynomial f* = Zle a; fi + a;Bih;.

Phase 2: Commitments

e Psends o* < PCS.Commit(f*,r*, pp). Let M* denote the coefficient matrix of f* and C7, C%
denote the associated encoded matrices.

V randomly samples and sends a subset of indices I of size t € ©(\).

Vi € [1,k], Vidx € I, P sends s* = Cjfidx], s; = Ci2lidx], and s} = C;,[idx] with their
corresponding Merkle proofs.

Vi € [1, k], Vidx € I,V checks s* = Zle a;s; + ;s and the Merkle proofs are valid.

The verifier returns (o*,z* y*) as the accumulated instances, the prover returns
(o*,z*,y*), (f*,r*) as the accumulated instance—witness pair.

Figure 3.5: Accumulation scheme for Orion polynomial commitments.

well-formed. Similarly, if there exist an rth row of C; ; or C;J, which is not code-word, it would
cause the rth row of C; to be an invalid code-word, yielding the verifier to return reject during

the well-formedness check of o*. We should then show that the verifier returns reject if the linear
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combination does not hold. Suppose that this case occurs, and M* = M + > . a;M; + «; 5, M,
where M is a non-zero matrix, i.e., there exist an index (idx,, idx.) such that M[idx,, idx.] # 0.
If they apply the row-wise encoding, we have C; = C; + > . 0,C; 1 + @;3;C; ;, where the row
C,[idx,, :| has at least 0 non-zero entries. Then, if we apply the column-wise encoding, we have
5=Co+ >, a,Cio+ a5 272, where C includes 62 non-zero entries. In other words, the
two-step application of the encoding scheme propagates the inconsistency through the matrix.
Lety = g, be the relative distance of the code, where p is the codeword size. By opening ©(\)
entries, all opened values are zero with a negligible probability of at most (1 — 72)®W),
Then, for the case of evaluation accumulation, suppose that we have 3i : f;(x;) # v;. If the
prover sends a correct g; = (f; + 5;h;) o L, then with overwhelming probability over the choice
of the (;, we should have y; + 5;v; # ¢:(i), and the verifier aborts. Therefore, the prover must

send some g; # (f; + Bihi) o L to pass the verification. However, with overwhelming probability,

Then, the Schwartz-Zippel lemma implies (f o L)(r) # g(r) except with negligible probability.
Knowledge soundness follows immediately from the above. Our accumulation scheme
requires the prover to give the verifier oracle access to matrices Cj, C; 5, and C{ , by their Merkle
root. It is well known that for such Merkle-based oracle accesses, one can build a straight-line
extractor to extract the witness committed to by its Merkle root [22, 116]. Once matrices are
extracted, we can recover coefficients by running the decoding procedure.
Zero knowledge holds since each 7; ; is uniformly sampled from the set of polynomials in

k.l

F[X] of degree d¢. The simulator Sim first samples random polynomials {A; ;};-

i-1j—1> and sets
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hi(z1,. .., 2¢) = hiy(21) +- - -+ h; ,(2¢). Then, Sim commits to each h; and the sends o;* and the
evaluation v; = hj(z) to A. As h}; in the ideal world and ; ; in the real world both are sampled
uniformly from the same distribution, they are indistinguishable, and hence, polynomials /] and
h; and the evaluations v; and v; are indistinguishable. Moreover, as PCS is zero-knowledge o
and o/* are indistinguishable. Sim then samples input polynomials { 7 }*_, such that f(z;) = v;
and sends o}, a commitment to f; to the verifier, which is indistinguishable from o;. Sim also
sends polynomials gF = (f+ ;h}) o L. We note that each f; o L is a univariate polynomial from
the set F[X] of degree at most dk/, and h; o L is also a univariate polynomial over the field with
the same degree. Therefore, each coefficient of the polynomial f; o L, and hence g;, is masked by

h; o L. Then, as h! and h; are indistinguishable, ¢ and g; are also indistinguishable.

Efficiency. The prover is dominated by generating the commitment ¢*, which costs O(d*), and
evaluating the {g;}, which costs O(kd"). The proof size is dominated by the Merkle paths of size

O(kd(); this is also the verifier cost. The scheme can be made non-interactive via Fiat-Shamir.

3.6 Recursive Sumcheck Arguments

In this section, we present our GKR-based PCD framework. In what follows, we discuss

our techniques for minimizing the recursion overhead in this framework.

Accumulation of Polynomial Commitments. In GKR-based proof systems (e.g., our PoGD),
the prover commits to the input and/or output layers of the circuit and opens these commitments
at several random evaluation points. Verifying these openings inside the recursion circuit would
blow up the recursion overhead. To mitigate this, the prover uses an accumulation scheme for the
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commitments to fold all openings into a single instance. The recursion circuit then verifies only
the accumulation messages (which is more efficient than verifying each individual opening) and
passes the accumulated instance to the next step.

More formally, each PCD node v receives two commitment—evaluation instances through
each incoming edge e;: (1) (a;, Ty, y;), which is the accumulated instance carried by e;; this
includes a commitment ¢, and an evaluation tuple (z ,y; ); and (i) (oe,, Tc,, Ye,), Which is
the commitment—evaluation instance for the execution at the predecessor node along edge e;.
Note that, for simplicity, we assume that only the input layers of circuits are committed, and the

output layer is given in clear to the verifier. These instances are accumulated via an accumulation

*

scheme, and the result (o,

,Y+) is passed to the successor nodes.

Handling Wiring Predicates. The GKR verifier must also evaluate the wiring predicates of
the circuit at several random points to validate the sumcheck messages. Hard-coding all these
predicates in the recursion circuit blows up the recursion cost. In our framework, we delegate
these evaluations to the prover. Specifically, we use evaluation-reduction sumcheck, i.e., the
sumcheck protocol on Equation 3.5, to combine all wiring-predicate evaluations into a single one,
which is then passed to the next step. The final verifier receives and validates the accumulated

evaluation of the wiring predicates.

Sumcheck-Friendly Hash Functions. Due to the Fiat—Shamir transform, the GKR verifier must
compute a hash function on many inputs to obtain the Fiat—Shamir challenges. Furthermore,
the verifier must invoke the hash function multiple times to verify the Merkle paths included in
accumulation messages (cf. Section 3.5). To reduce this cost, we instantiate the hash function

with MiMC-p/p, a sponge construction whose ith round function is F;(x) = (x + k;)* mod p for
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around key k;. Suppose that there are n hash invocations, and let d denote the number of rounds
of the hash function. We can prove each round by running a single sumcheck protocol. Let v
be the vector of hash outputs, v, the vector of inputs, and v; := Fj(v;_;) for all ¢ € [d]. Given a

challenge rg, the prover applies sumcheck to

Vo(ro) = Y Ba(ro) - (Va(2) + ka)*. (3.6)

Ze{o&}log n

This ends with an evaluation v;(r) and proceeds to the next round’s sumcheck invocation.

Putting Everything Together. Let v denote a PCD node with local witness w, and incoming
edges ey, . .., e,. Each edge e; carries a message z., and a proof 7,, such that 7., includes proof
messages (i.e., sumcheck messages and accumulation messages), a commitment accumulator
acc,,, a wiring-predicate accumulator wp,., and a commitment—evaluation tuple (o, Tc,, Ye,)-
The node v verifies the proof messages, accumulates {acc., }; and {(o,,, Z.,, ¥, ) }; to an updated
commitment accumulator acc,, and accumulates {wp,, }; to an updated wiring-predicate accu-
mulator wp,. Finally, v outputs acc., wp,, and 2z, := F,(2,,. .., 2, W, ), where F, denotes the
transition function. We assume all predecessor nodes of v share the same transition function.
Once the execution at node v is completed, the prover applies hash sumchecks to the
MiMC-p/p hashes and the baseline argument to the other components. The prover also generates
accumulation messages for the next step. In the final step, the prover must additionally provide

opening proofs for the final commitment accumulator. We provide formal details in Figure 3.6.
Theorem 3.6.1. [Ipcp in Figure 3.6 is complete, knowledge sound, and zero-knowledge.

Proof. First, we consider completeness. For a PCD node v, let {(z,, 7,) }¢, denote the incoming
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IIpcp

Let PCS denote a polynomial commitment scheme; let ACC denote an accumulation scheme for
PCS; and let GKR denote a GKR-based baseline argument. Let F,,, w,, and 11, denote the transi-
tion function, local witness, and PCD argument for node v, respectively. II,.Setup runs the setup
algorithm of PCS. Below, we describe I1,.Prove and II,,.Verify.

(ze, me) < IL,.Prove(pp, {(ze;, Te;) }e;r wo) -

e Parse 7, as atuple (7, @, Te;, A, Te;, 5 ACCe,;; WP, , (Te; 5 Tey s Ye,; ) ), Where T, ¢ denotes the sum-
check messages, 7., 4 denotes the accumulation messages, 7, g denotes the opening messages,
acce, denotes the commitment accumulator, wp,, denotes the wiring-predicate accumulator, and
(Oe;, Te;» Ye; ) denotes a commitment—evaluation tuple.

® Ze < Ff(pp, {(zei Ter) sy wo):
Verify the Fiat—-Shamir and Merkle hashes in 7.,  and 7¢; 4.
Verify the sumcheck messages 7, ¢z, which must terminate in (o, , Z,, Ye;) and WP, -

1.
2.
3. Verify the accumulation messages 7., 4, which must terminate in acc,;.
4,

If verification succeeds, compute 2z 1= Fy(2¢,, - . ., Zep,, Wo)-
e Let u, be the inputs to the current invocation of FUA. Set o, < PCS.Commit(pp, Ue; 7).
e Run hash sumcheck for step (1) and GKR.Prove on the other steps of the current F4.

e Combine all wiring-predicate accumulators into wp, and the evaluations of U, into (z, ye) via
an evaluation-reduction sumcheck. Include the sumcheck messages in 7, .

e Run ACC.Prove on input {acc,}e, and {(oc,,Ze,;,¥e;)}e; to accumulate all received
commitment—evaluation instances into acc.. Include the aggregation messages in 7, 4.

e If this is the final step, include in 7 5 the opening proofs for acc..x and (oe, Z¢, Y. ), and set
acce.w =_1. Otherwise, set me g 1= U,.

o Let me := (T, Te, A, Te, > ACCe, WP,., (T, Te, Ye ) ), and return (ze, 7).

{07 1} < V(pp7 Ze, 7re) :

e Parse m; := (m;.q, T A, T E,aCCe, WP, (Tc, e, Ye))-

e Verify m; ¢, m; 4, and 7; g, and their consistency with z., acce, wp,, and (o, Z¢, Ye).

Figure 3.6: GKR-based PCD framework.

message—proof tuples and w, denote the local witness. We must show that if all (z.,, 7., ) are

satisfiable, then (z., 7. ) returned by the node v is also satisfiable. Since for each (z., 7.) we have
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I, (pp, ze,, ™e;) = 1, the function F* completes successfully, and z. results from a correct tran-
sition. 7. consists of sumcheck messages 7. ¢, accumulation messages 7. 4, Opening messages
Te,E» @ commitment accumulator acc,, a wiring-predicate accumulator wp,, and a commitment—
evaluation instance (o, 2., y.). Due to the completeness of GKR, . ¢ is satisfiable and consistent
with wp,; due to the completeness of ACC, 7, 4 is satisfiable and consistent with acc; and due to
the completeness of PCS, 7, g is satisfiable and consistent with acc, and (o, z., Y. ).

Second, we consider knowledge soundness. Let £ PCS pe the extractor of the commitment
scheme PCS. Let (2., 7.) be a satisfiable message—proof tuple returned by a node v. Since 7, g

£PCS on input (o, 7, y.) to extract u,, the input to the function F4.

is satisfiable, we can run
The input u, includes the local witness w, and all incoming message—proof tuples {(z.,, 7, ) }e,-
The PCD extractor can then recursively invoke the extractor for each node, from sink to source,
to extract the witness. By the soundness of PCS, GKR, and ACC, the extraction succeeds.
Finally, we consider zero knowledge. We build a simulator Sim that produces proof mes-
sages and commitments indistinguishable from the real proofs and commitments. In particular,

Sim runs the simulator of GKR to simulate sumcheck messages, the simulator of ACC to simulate

accumulation messages, and the simulator of PCS to simulate opening messages. [

Efficiency. Consider an instantiation with Orion [147] as the commitment scheme and the GKR

protocol as the baseline proof; at each node v, the prover time is O(|F, | + [w,| + >, [2¢,]). The

proof size/verifier time is O(d - log | F,| + log?(Jw,| + Y., |2,

)), where d is the depth of F,,.

3.7 Zero-Knowledge Proofs of Training

In this section, we define zk-PoTs and present a concrete instantiation for DNNs, KAIZEN.
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3.7.1 Definition

Garg et al. [77] introduced a monolithic definition of zk-PoT that proves the correct execu-
tion of a universal circuit representing the entire training procedure. Such a definition is not suit-
able for iterative training algorithms, such as gradient descent, since it requires fixing the number
of training iterations in advance; moreover, the prover must complete all iterations to generate
a satisfiable proof. In many applications, a model owner incrementally updates the model, and
it is therefore desirable to have a succinct zk-PoT at any stage of the training process, attesting
to the correctness of the iterations executed so far. To address this, we propose an incremental
definition of zk-PoT that generates a zk-PoT at the end of each iteration.

A consideration in an incremental definition is ensuring data consistency: each iteration is
given only a batch of data items claimed to be randomly sampled from the dataset. To verify this,
we assume that there exists a fixed (pseudo)random permutation of the dataset for each epoch and
that the dataset is committed to by a position-binding commitment, e.g., a Merkle tree. At each
iteration, the prover uses the batch consistent with the permutation and provides Merkle paths for
each data item in the batch. Before running gradient descent, these paths are first validated.

More precisely, let C be the iteration circuit in which the permutations are hard-coded. Let
W, be some initial model and D the dataset committed to by p. In the ith iteration, C takes
as input the iteration counter ¢, the dataset commitment p, the previous model weights W,_1, a
batch of data samples B,_; C D, and the batch opening pp, ,. The circuit first validates the
opening and the consistency of B;_; with the hard-coded permutations. If verification passes, it
applies the gradient descent step and outputs weights W,.

A zk-PoT enables a prover to commit to a dataset and initial model weights, sample a
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batch in each iteration, and execute C. After completing each iteration, the prover can generate
a commitment to the updated weights together with a succinct proof that all iterations have been
executed correctly. For this primitive to be practical, we require both the proof size and the
verifier runtime to be O(|C) and independent of the number of iterations, while the prover cost
should be O(|C| log |C|) per iteration. A zk-PoT satisfies soundness if no adversary can produce
a valid proof for inconsistent counters and commitments. Knowledge soundness ensures that any
prover producing a valid proof must know the corresponding dataset and satisfying weights. Zero

knowledge guarantees that no additional information about the model or dataset is revealed.

3.7.2 zk-PoTs for Neural Networks

KAIZEN commits to the dataset via a Merkle tree, and the opening of a particular data
batch includes the Merkle paths for each data item in the batch. The weights are committed to
via a polynomial commitment to their multilinear extension.

Let PRP be a pseudorandom permutation, e.g., a cubic function, with the initial key sqo. The
key can be updated for the eth epoch as s, = H(e + s¢), given a collision-resistant hash function
‘H; this ensures that each epoch trains the model on a randomly sampled partition. Let N be the

batch size. The th iteration of the eth epoch executes C as follows:

1. s. < H(e+ sg), and for all k € [N], set vy, = PRP(se, (i — 1)N + k).

2. Validate that Vk € [N] : MT.Verify(vg, pp, Bi_1[k], ps,[k]) = 1.

3. Return W, = GD(W,_;, B;_;), where GD denotes the gradient descent algorithm.

KAIZEN is a concrete instantiation of our PCD framework, outlined in Figure 3.6. Specif-
ically, KAIZEN is a leaf-decoupled PCD [122] in which the transition function at the leaf nodes
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is C, as defined above. Internal nodes only accumulate their children and do not execute any
transition function. To prove the correct execution of C at the leaf nodes, the prover runs the
GKR protocol for step (1), hash sumcheck (cf. Section 3.6) for step (2), and PoGD for step (3).
The polynomial commitment scheme is instantiated with Orion, and the accumulation scheme is

instantiated with our construction outlined in Figure 3.5.

Efficiency. Let si,, be the input size and s., ¢ the output size of the /th layer, let N denote
the batch size, and let ¢ denote the bit-length of quantization. The prover cost of KAIZEN is
O( KL;Ol N sin ¢Sout,e + NqSout,¢) for both leaf and internal nodes. The proof size and verifier cost

are O(Ef;ol log?(N Sin.t Sout,) + log?(N ¢Sout)), independent of the number of iterations.

3.8 Implementation and Evaluation

We implement KAIZEN and evaluate its performance. We use open-source libraries [107,
152] for the sumcheck and GKR protocols. Our implementation does not support the zero-
knowledge variants of the sumcheck protocol, the Orion commitment scheme, or the accumu-
lation scheme. However, since it suffices to apply the zero-knowledge extensions only to the
final iteration, the amortized cost would be insignificant. Our code is publicly available at
https://github.com/ChristodoulosPappas/zkPoT. Our implementation could be
improved through parallelization, which we did not attempt. We ran experiments on a Linux VM

with 8 physical CPUs (2.80 GHz Intel(R) Xeon(R) Platinum 8370) and 512GB of RAM.

Protocol Instantiation. Our construction works over any finite field. In our implementation,
we choose the extension field F,2 for the prime p = 2°! — 1. We use MiMC-p?/p? [6] with 80

rounds and SHA-256 as our hash functions. The pseudorandom permutation PRP for shuffling
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the dataset is instantiated by a cubic function over a field whose size matches that of the dataset.
We set ¢ = 64 and F' = 32 in the quantization scheme to avoid overflow. We use a PCD tree
with arity m = 12 and depth d = 4; hence, our implementation supports 12* = 20736 iterations.
Our parameters are chosen to achieve A = 100 bits of security. We instantiate our polynomial
commitments with Orion [147]. A difficulty with the Orion protocol is the small relative distance
of its code, which results in a significant number of Merkle-tree openings in the accumulation
scheme. To reduce this number, instead of parsing the coefficients of polynomials as square
matrices, we parse them as matrices with a small constant number of columns and linearly many
rows. Although this yields quasi-linear opening time, the commitment and accumulation times
remain linear. As in KAIZEN, openings are invoked only once at the final iteration.

Furthermore, we replace MiMC-p?/p? with SHA-256 in up to the bottom 4 layers of the

Merkle trees to reduce commitment-generation time.

Gradient Descent API. We allow users to select specifications such as the model architecture,
batch size, and learning rate. One can also add any number of convolutional or dense layers to
the architecture and specify input, output, and weight sizes. KAIZEN supports a wide range of
activation functions: RelLU, Tanh, Sigmoid, Softmax, and both average and max pooling. Our
implementation further supports an arbitrary number of input and output channels for convolu-
tional layers. In particular, when a convolutional layer has multiple channels, one convolution
is required for each input/output channel pair. These convolutions are then turned into multiple
FFTs of the same size. By the linearity of the FFT, we can reduce all these FFTs to a single FFT

via a random linear combination—a technique proposed in prior work [13].

Models and Datasets. We evaluate the performance of KAIZEN on three well-known model

52



architectures: LeNet [100], AlexNet [99], and VGG-11 [133]. For AlexNet and VGG-11, we
reduce the number of parameters by decreasing the number of channels and the output sizes of
the layers. LeNet has 3 convolutional layers, 2 average-pooling layers, 2 dense layers, and a total
of 61,706 trainable parameters. AlexNet has 5 convolutional layers, 3 average-pooling layers, 2
dense layers, and a total of 4.2 million parameters. Finally, VGG-11 has 8 convolutional layers,
5 average-pooling layers, 3 dense layers, and a total of 10.1 million parameters. We use Softmax
as the activation function for the output layers and Rel U for all other layers. We use the MNIST
dataset [60], consisting of 60,000 grayscale 32 x 32 images, for LeNet, and CIFAR-10 [98],

consisting of 60,000 RGB 64 x 64 images, for AlexNet and VGG-11.

3.8.1 KAIZEN zk-PoT

In this section, we report the results of our benchmarks for KAIZEN.

Prover Cost of PoGD. We report the prover time of PoGD, broken down into its four phases: the
update step, the backward pass, the forward pass, and evaluation reduction. The batch size ranges
from N = 4 to 16. The results are reported and summarized in Table 3.1; note that the prover
cost of polynomial commitments is excluded. As shown in the table, generating the sumcheck
messages for one gradient-descent iteration of LeNet with N = 16 takes only 13.44 seconds. For

AlexNet and VGG-11, it takes 57.91 and 179.4 seconds, respectively.

KAIZEN Performance. The prover commits to the dataset via a Merkle tree. This takes 18
seconds for MNIST and 218 seconds for CIFAR-10, where the Merkle tree is built using the
MiMC-p?/p* hash function. The prover then executes the training iterations and computes the
PCD tree. For leaf nodes, the cost is dominated by PoGD. Each internal node only accumulates

its children and proves the correctness of the this accumulation.
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LeNet AlexNet VGG-11
N=4 N=8 N=16 N=4 N=8 N=16 N=4 N=8 N=16

Phase 1: Update 0.0568 0.095 0.164 8.069 11.62  17.07 11.81 17.91  28.96
Phase 2: Backward 2.900 3.851  5.920 5948 8.546  13.13 2891 33.80 48.75
Phase 3: Forward 1.688  2.482  4.042 13.96 17.08  22.71 27.51  40.70  65.94
Phase 4: Evaluation 1.032 1.816 3.312 4.425 4499 4.992 1593  22.89 35.78
Total Prover Runtime (s) 5.676  8.244  13.44 32.42  41.72 5791 84.15 1153  179.4

Table 3.1: PoGD prover time as a function of the batch size V.

LeNet AlexNet VGG-11
N=4 N=8 N=16 N=4 N=8 N=16 N=4 N=8 N=16
Commitments 70.04  93.46 106.6 94.72  139.7 233.7 140.3 2335 452.1
Proof of Agg. 9.877 13.15 19.98 30.33 4545 75.65 45.76  76.44 142.1
Proof of V, 26.61  26.63 52.76 104.8  104.5 104.7 106.2  106.8 105.6
Proof of C 5.836  8.563 14.08 33.04 4295 60.39 84.77  116.5 182.2
Total Prover Runtime (s) 1124  141.8 193.4 262.9  332.6 474.4 377.0  533.2 882.0
Sumcheck Proofs 553.4  575.7 608.9 739.1  790.9 819.0 1045 1117 1154
Comm. Openings 366.8 434.2  412.2 3889 3959  436.3 424.4 4483  473.3
Total Proof Size (KB) 920.2 1009 1021 1128 1187 1255 1469 1565 1627
Sumcheck Verifier 0.042 0.044 0.050 0.056  0.060 0.063 0.084  0.090 0.105
Comm. Verifier 0.020  0.021 0.023 0.021  0.022 0.023 0.022  0.023 0.025
Total Verifier Runtime (s) 0.062  0.065 0.073 0.077  0.082 0.086 0.108 0.113 0.130

Table 3.2: KAIZEN prover time, proof size, and verifier time for batch size N.

The prover time is reported as the amortized runtime of building the PCD tree per gradient
descent iteration. We further break this down and report the individual costs of commitment,
accumulation, the verifier circuit, and PoGD. We consider batch sizes N ranging from 4 to 16.
The results are summarized in Table 3.2. As shown in the table, KAIZEN achieves a prover
runtime of 193 seconds per iteration for LeNet, 474 seconds for AlexNet, and 882 seconds for
VGG-11 at batch size N = 16. The maximum observed prover memory usage across all our
experiments is 134.4GB for LeNet, 269.1GB for AlexNet, and 466.3GB for VGG-11.

We report the proof size and verifier time, with a breakdown into the sumcheck cost and the
polynomial commitment cost. The verifier cost is independent of the number of iterations. For
N = 16, the proof size is 1.021MB for LeNet, 1.255MB for AlexNet, and 1.627MB for VGG-11.

The verifier time is 73ms for LeNet, 86ms for AlexNet, and 130ms for VGG-11.
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Prover (s) Proof Size (KB) Verifier (s)
LeNet  AlexNet VGG-11 LeNet AlexNet VGG-11 LeNet AlexNet VGG-11

Fractal [52] 326,568 1,306,397 5,225,712 243 269 291 0.022 0.026 0.029
Halo [33] 50,850 203,399 813,595 4.98 5.21 5.49 3,970 15,882 63,528
Nova [96] 1,868 7,020 20, 880 9.80 10.1 10.3 1,677 6,300 18,735
KAIZEN 193 474 882 1021 1255 1627 0.073 0.086 0.130

Table 3.3: KAIZEN vs. generic IVC schemes given batch size N = 16.
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Figure 3.7: Prover time and memory usage of KAIZEN and Nova for LeNet.

3.8.2 Comparison to Generic Proofs

We compare the performance of KAIZEN with the generic IVC/PCD constructions Frac-
tal [52], Halo [33], and Nova [96]. These schemes require the computation to be modeled as an
arithmetic circuit; specifically, they rely on the rank-1 constraint system (R1CS) representation.
We made an effort to minimize the size of the R1CS representation of the iteration circuit C when
measuring the performance of these schemes. We handled matrix multiplications using Frievalds’
algorithm and FFTs using the Cooley—Tukey algorithm, rather than the naive algorithms used in
existing implementations [1]. Non-linear operations were handled using bit-decompositions. For
N =16, C has 429M gates for LeNet, 1.6B gates for AlexNet, and 5.1B gates for VGG-11.

The comparisons are summarized in Table 3.3. As shown, for VGG-11, our prover is 23.7 X

faster than the state of the art, namely Nova. Our verifier is also significantly faster than those
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of Halo and Nova. Our proof size is relatively large; however, in practical applications, it may
be considered negligible. We extrapolate the performance of the generic schemes based on their
asymptotic complexities. We also achieve 27x lower memory usage.

We give a more detailed comparison of KAIZEN and Nova in terms of prover runtime and
memory usage for LeNet with batch sizes N = 2 to 64. The results are reported in Figure 3.7.

As shown, our prover is 6.9-16.1x faster, and we expect it to require 30.7-56.2 % less memory.
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Chapter 4

Secure Aggregation with a Lightweight Committee

Secure aggregation enables one or more servers to learn the sum of clients’ private inputs,
while revealing no information beyond the final sum. It underpins a wide range of applications,
including federated learning [29, 54], and has recently seen real-world deployments [91, 144].

Secure aggregation can be realized via a generic secure multi-party computation; however,
such an approach typically requires multiple rounds of interaction between the servers and the
clients. In most applications, clients are end-user devices that voluntarily provide input to the
servers. Hence, lowering the requirements for clients is a key design goal. The gold standard
is one-shot protocols [17,94], in which clients send a single message to the server(s). Another
standard notion is dynamic client participation, in which the set of participating clients need not
be known in advance, and clients may join the aggregation session at arbitrary points.

Single-server protocols face a separate challenge known as residual attacks, in which a
malicious server colluding with a group of clients tries to learn the honest parties’ inputs. To
prevent this, a recent line of research [17,94,103,112] relies on a committee of parties that assists
the server and ensures that it acts honestly. Unfortunately, in all prior works, the committee’s total
work and communication scales at least linearly with the number of clients. This is a significant
limitation since the committee is typically run by volunteers or other altruistic parties.

As a concrete example in Willow [17], with n = 107 number of clients, the committee

needs to receive and verify & 15 GB of proofs, taking ~ 630 hours in total to verify them.
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A natural approach to reduce the committee’s cost is to delegate the verification task to the
server via SNARKS. Specifically, the server proves that it has correctly executed the committee’s
verification procedure and produced the aggregate ciphertext. This can significantly reduce the
committee’s work and communication requirements, keeping them constant or logarithmic in the
number of clients. Unfortunately, the verification statement is large and linear in the number of
clients. This renders the use of monolithic SNARKSs impractical, as they incur high memory costs
at the server and do not support dynamic client participation or streaming aggregation.

In this work, we instead use PCD. This approach naturally supports streaming aggregation
and dynamic participation. On the downside, recursive constructions introduce several additional
challenges: (i) The verifier must ensure there are no duplicate client contributions included—a
property that is non-trivial to encode in recursive statements; (ii) prior systems such as Willow,
rely on non-succinct proofs to verify the aggregation; however, non-succinct proofs are inherently
incompatible with recursive proof composition; and (iii) as we show, the security of aggregation
systems requires the proof system to satisfy simulation extractability, a strong non-malleability
notion. This requirement has largely been overlooked, and most prior efficient recursive proof
systems have not been shown to satisfy simulation extractability. We address these challenges
and provide a PCD-based secure aggregation scheme that requires minimal client cost and total

committee overhead while maintaining reasonable server performance and efficiency.

Our contributions. We introduce WILLOWFOLD, a secure aggregation scheme with lightweight
committees. WILLOWFOLD builds on Willow and reduces the verification cost to logarithmic
in the number of clients, which effectively removes the need for a separate verifier role; any

party—including the decryptors—can efficiently verify the correctness of the aggregation via a
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succinct, efficiently verifiable proof. Moreover, WILLOWFOLD supports streaming aggregation
and reduces per-client server storage by orders of magnitude compared to Willow. Specifically,
Willow requires the server to persistently store all per-client contributions (1.5 KB), whereas
in WILLOWFOLD the server stores a single ID (4 Bytes) for each client and can discard client
contributions after they are aggregated. This facilitates the distributed execution of the server’s

computation. Below, we summarize our contributions.

o Tightening Willow’s Security Analysis. We identify a gap in Willow’s security analysis and
show that security against correlated ciphertext attacks requires the underlying zero-knowledge
proofs to satisfy simulation extractability (SE). Although the proof system used in the Willow

protocol satisfies this property, the formalization has been omitted from the security proof.

o Lightweight Secure Aggregation. WILLOWFOLD uses PCD to offload the verifier’s work in
Willow to the server and reduce the committee’s cost. The server collects per-client proofs
and, using PCD, accumulates them into a succinct proof that certifies the correctness of the

aggregation. Along the way, we need to overcome multiple challenges:

— We need to mitigate replay attacks, in which an adversary may duplicate client contributions.
To this end, the PCD statement maintains a binary vector indicating which clients have
been aggregated and which have not. The size of this list is linear in the total number of
clients; thus, representing it within the PCD statement exceeds our efficiency goals. To
circumvent this, the server commits to one-hot vectors using a homomorphic, constant-size
polynomial commitment scheme and distributes these commitments to clients as IDs. Then,
in each aggregation session, the server sums the IDs and produces a succinct proof that the
aggregated ID commits to a {0, 1}-vector, which implies that no ID is duplicated.
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— As we discuss later, security against correlated ciphertext attacks requires the PCD scheme
to satisfy SE. Despite recent efforts [4], SE remains relatively understudied in the context of
PCDs. In our work, we use PCD schemes in a leaf-decoupled mode [122]. Accordingly, we

tailor the definition of SE to leaf-decoupled PCDs, which we refer to as leaf-SE.

— Willow requires encoding a ring operation in its circuit. A naive implementation incurs a

circuit of size O(d?). Instead, we use a probabilistic verification procedure with cost O(d).

Furthermore, these operations are non-native to the field used by group-based PCD, causing
the circuit to exceed 6 million R1CS constraints. We implement several other optimizations

that reduce the circuit size to 1.4 million constraints while keeping the witness sparse.

e [nstantiation. We present an instantiation of WILLOWFOLD with Spartan+KZH-Fold [93],
which is a PCD scheme with a succinct proof size and verification time. The challenge is that
Spartan+KZH-Fold is neither zero-knowledge nor simulation extractable. In this work, we
propose a zero-knowledge variant of Spartan+KZH-Fold that uses only a sublinear amount of

randomness. We then show that this construction satisfies simulation extractability.

At the core of our designs, we revisit prior work on zero-knowledge sumcheck [49, 146] and
introduce a zero-knowledge sumcheck that uses only a logarithmic amount of randomness and,

unlike prior work, can be instantiated with any multilinear polynomial commitment scheme.

o Implementation and Evaluation. We benchmark and evaluate WILLOWFOLD, demonstrating
its practicality for real-world deployments, particularly by eliminating reliance on a committee

223 clients with input length £ = 107,

whose cost scales linearly with the number of clients. For
WILLOWFOLD has a proof size of 57 KB and committee computation time of less than one

second—250000x and 2000000 x improvements over Willow, respectively.
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Client computation takes approximately 3.3 seconds, and the server’s computation per client
is &~ 4.3 seconds—representing 3.5x and 22X increases compared to Willow, respectively.
However, server storage in WILLOWFOLD is only 4 bytes per client, compared to 1.5 KB in

Willow—a 370 x improvement—thereby enabling more effective streaming aggregation.

4.1 Related Work

We compare WILLOWFOLD with Flamingo [112], LERNA [103], and OPA [94], as well as
Willow [17]. Asymptotic costs are reported in Table 4.1. As shown, a common limitation of prior
work is that the committee cost scales linearly with the number of clients, which is logarithmic

in WILLOWFOLD. A more detailed discussion appears below.

Flamingo. This scheme relies on pairwise masking to realize one-shot secure aggregation. In
addition to the committee’s cost, Flamingo has two major limitations. First, it requires a PKI
available for all clients. Further, although Flamingo achieves one-shot communication, the sub-
set of clients participating in each session must be fixed and known in advance; thus, it doesn’t
support dynamic client participation. On the positive side, Flamingo supports changing the com-

mittee members between sessions while re-using the setup via key resharing.

LERNA. Similar to Willow and WILLOWFOLD LERNA achieves one-shot clients and dynamic
client participation using homomorphic encryption. Its main limitation is concrete communica-
tion cost—e.g., with 20K clients and input length 50K, LERNA requires 2GB of communication

per client and 4.4GB per committee member. LERNA also requires a stateful committee.

OPA. This scheme supports one-shot clients, dynamic participation, and a stateless committee.

Compared to WILLOWFOLD, OPA requires a large committee size. Specifically, to achieve a log-
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arithmic per-member committee cost, OPA requires O(n) committee members; WILLOWFOLD
uses a constant-size committee. This poses a challenge for large-scale deployments. Therefore,

OPA is better suited to settings with multiple iterations and a small number of clients.

Willow. Built on Willow, our scheme inherits many of its properties—one-shot clients, dynamic
participation, and a stateful committee. The main difference is the committee cost: it improves
from linear in Willow to logarithmic in WILLOWFOLD, at the cost of slightly higher server and

client overhead (see Section 4.7.3 for a concrete comparison).

Other Related Work. We do not directly compare our work with single-server secure aggre-
gation schemes that require multiple synchronization rounds between clients [16,29]. These
protocols do not support scenarios with low client availability and incur high latency. Secure
aggregation has also been extensively studied in the multi-server setting [5,55]. While this set-
ting can offer better concrete efficiency than single-server protocols, each server incurs commu-
nication and computation costs proportional to the number of clients, and the servers must be
non-colluding, which introduces logistical constraints. An orthogonal line of work studies input
validation in secure aggregation [15]. We do not consider this aspect; however, we believe such

techniques are compatible with WILLOWFOLD.

Concurrent Work. TACITA [113] is a one-shot secure aggregation scheme that supports dy-
namic participation and further achieves security against “Sybil attacks” where an adversary who
controls a large majority of clients, e.g., n — 1, can recover honest client inputs. To do this,
TACITA employs homomorphic threshold signatures. Their technique, however, incurs a high
concrete cost. In particular, while client and committee communication costs are constant, each

client’s computation scales linearly with the number of clients. For example, with only 1000
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Protocol Client Server Committee

Flamingo [112] ¢+1logn n(m+logn + ¢) nlogn
LERNA [103] l nl n+/{
OPA [94] £+m n(f +m) n/M
Willow [17] { nl n/M+m
WILLOWFOLD /4 logn n(logn + £) logn +m

Table 4.1: n is the number of clients, ¢ the client input size, M the number of sub-
committees, and m the size of each subcommittee; m is a constant determined by
the security parameter and corruption threshold. For OPA and Willow, it additionally
grows with log M. In both protocols, there is a trade-off between M and n, since
each committee member’s communication and computation costs scale with O (%)
Communication and computation have the same asymptotics, except for Flamingo’s
committee, which has communication O(n log n) and computation O(n?).

clients, client’s work takes 32 seconds per aggregation session, while WILLOWFOLD has log-
arithmic client cost and can efficiently handle even millions of clients with about 3 seconds of
computation per client. Furthermore, unlike WILLOWFOLD, TACITA requires PKI between
clients and supports only small input domains. For WILLOWFOLD, potential defenses against
Sybil attacks include enforcing a high minimum threshold on the number of client contributions
or applying differential privacy techniques [17, Appendix I].

Heli [102] is a concurrent work that builds on techniques from OPA. It proposes a two-
server aggregation scheme in which the aggregator server performs the bulk of the computa-
tion, while the decryptor server assists only with registration and decryption and incurs smaller
overhead. Although Heli achieves improved concrete efficiency compared to other multi-server
schemes, the decryptor server still has linear overhead in the number of clients: it must register
with all clients, and its final decryption computation scales linearly with the number of users who
drop out. Finally, as noted above, from a logistical standpoint, it is often more practical to assume
that a committee of users does not collude with the central server than to rely on the existence of

two non-colluding servers. It is unclear how to realize the decryptor as a lightweight committee.
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4.2 Technical Overview

In this section, we overview our results. Specifically, we first introduce the threat model

and define the ideal functionality for secure aggregation. We then overview WILLOWFOLD.

4.2.1 Model and Functionality

In the single-server setting for secure aggregation, a server S aims to compute the sum
of n client-held vectors x; € F*. Communication follows a star topology with S at the center;
i.e., each client communicates with S over a private, point-to-point channel. As in Willow, our
model supports one-shot clients with dynamic participation, meaning each client sends a single
message to S; the client set does not need to be known and fixed in advance, and clients may
join the aggregation session as it progresses. To prevent replay attacks, S assigns each client a
random identifier id, and the client attaches to its contribution a proof of possession of id. This
identifier is session-specific and can be issued during the client—server handshake. Furthermore,
S interacts with a decryptor role D (which can be instantiated as a decryptor committee) whose

public key is known to S and the clients. Below, we provide an overview of the different roles.

e Clients {C;};c[n) : Clients provide aggregation inputs, and the goal is to ensure their inputs’
privacy. The adversary may actively corrupt up to a threshold number of clients. We do not

assume a PKI between clients, but they need to know the committee’s public key.

e Server S : The server is the entity that receives the final sum but learns no additional informa-
tion about the clients’ inputs. It performs the majority of the work and acts as the coordinator

Coord for the committee members. We consider both semi-honest and malicious servers.
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Functionality Fage

Parameters: Input domain F¢; Number of clients 7; Minimum threshold of number of clients min;.
Parties: Server S ; Clients {C;};¢[,) each C; holding input x; € F*; A corrupts C € {C;}ienU{S}

Functionality:

o Vi € [n], Fagg receives x; from C;; if C; is corrupted, i.e., C; € C, then x; is chosen by A.

If S is corrupted, A sends the set of participants S C [n] to Fage. Otherwise, we set S := [n].

A sends msg € {continue, abort} and S to Fagg.

If [S| > min; and msg = continue, Fagg sends ) ;¢ X; to S. Otherwise, Fagg returns | to S.

Figure 4.1: Secure aggregation ideal functionality.

e Committee {D;};cx : Committee members verify the correctness of aggregation and assist
the server in decryption. We assume that a majority of committee members are honest and do
not collude with the server. Moreover, we require their communication and computation costs
to be sublinear in both the number of clients n and the input size ¢. Committee members are
stateful because they participate in distributed key generation and must store their shares. We

assume PKI among the members and that clients can obtain their aggregated public key.

Secure Aggregation Functionality. The functionality Fa,. in Figure 4.1 formalizes our security
guarantees. It ensures output delivery whenever the number of contributions exceeds min, (i.e.,
can also be set to be 0), and the adversary A does not abort. By design, Fag permits non-selective
aborts: A must decide to abort before the server learns the output. As in Willow, our protocol
can be extended to provide output delivery under selective aborts via an extra round of distributed

key generation [17, Section 6.7].

Correctness and Output Delivery. Our scheme supports dynamic participation, i.e., clients may
drop out without affecting correctness or liveness. Our model is robust to committee-member
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(1) C; sends a; := KAHE(x;, k;), such
that x; is its contribution and &; is a

freshly sampled key. It also sends ‘@‘ (si)n?siﬁzu(r:?:r!?atret:x?srol?fsagg
b; := AHE(k;, pk), and a proof TI,. - -
(ki, pk) P ™ /N na sends the PCD root n, and

the aggregated ciphertext b to
“ 7N 7N the decryptor committee.

I [ M [
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Figure 4.2: An overview of WILLOWFOLD. Each client sends an encryption of its
contribution and attaches a proof. The server accumulates client proofs and sends the
final proof to the committee. The committee checks the proof and sends the partial
decryption of the sum of the symmetric keys k = ). k;, enabling the server to recover
k and, in turn, the sum of client contributions Zz X;.

dropouts when a majority remain available, as in Willow. Output delivery is guaranteed when the

server is semi-honest, and committee members are non-adaptive.

Input Validation. We believe that existing techniques from prior work [15,54, 110] can be inte-
grated into WILLOWFOLD to ensure well-formed inputs (e.g., low-norm inputs). Input validation

is not our focus, and we do not explore it here.

4.2.2 Overview of WILLOWFOLD

We first review the Willow protocol and its verification bottleneck. We then present our

framework, which overcomes this barrier. Figure 4.2 illustrates our design.

Overview of Willow. Willow operates in two phases: offline and online. In the offline phase, the
committee and the server (as coordinator) run a distributed key generation that outputs a public
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key pk for an additively homomorphic encryption scheme AHE and secret shares the decryption
key sk among the committee. In the online phase, each C; submits a homomorphic encryption of
its input x;, and the committee assists the server in decrypting ) . x;. In particular, C; encrypts

x; under a symmetric, key and message-homomorphic encryption scheme KAHE and sends
a; = KAHE.Enc(x;, k;) and b; = AHE.Enc(k;, pk).

The committee decrypts ) . b; and sends k = ) . k; to S, which then recovers ) . x;.

Correlated Ciphertext Attacks. The scheme described above is insecure when the adversary
actively controls clients and observes the server’s view. Suppose the adversary A corrupts a single
client C,,_;. After clients Cy, ..., C,,_o submit their contributions, A sends b,,_; = — Zie[n—2] b;

and an—1 = — ) _,c(,_g @ When C,, submits its contribution, the committee decrypts

> b = AHE.Enc() _ ki, pk) = AHE.Enc(k, pk),

which allows S to recovers ZZ X; = X,, the input of C,. To resolve this, Willow requires each
C; to attach m;, a zero-knowledge proof of knowledge of k;, which ensures that it is sampled
independently. This observation, however, must be formalized, which is omitted from Willow’s
security proof. To fill this gap, we define security against ciphertext correlation attacks and show
that if the proofs 7; satisfy simulation extractability (SE)—a strong non-malleability notion—the
scheme is secure against such attacks. The intuition is that an adversary can produce a proof only
for a ciphertext whose encryption key and randomness it knows, and this must hold even after the

adversary observes honest proofs for other ciphertexts. Further details appear in Section 4.5.1.
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Lightweight Secure Aggregation via PCD. In Willow, there is a verifier role that verifies each
client’s proof 7; individually and performs the ciphertext summation. This requires a linear cost
in the number of clients. In WILLOWFOLD, the server instead directly computes the combined
ciphertext and generates a succinct proof that the decryptor committee can efficiently verify. To
realize this, we use PCD. Specifically, clients send the server their encryption, along with proofs
of contribution as in Willow. The server collects all per-client proofs and, via PCD, accumulates
them into a single proof. The same proof shows that the ciphertexts are correctly summed. The
server sends the aggregated ciphertext and the final proof to the committee—whereas Willow
forwards all ciphertexts and clients’ proofs. The final proof certifies all clients’ proofs.

This approach also enables streaming aggregation. It reduces the server’s storage. Once a
contribution arrives, the server immediately accumulates it into the running proof and ciphertext
and can discard the raw input without waiting for other contributions. Even with PCD, streaming
requires careful treatment of client IDs to prevent replay attacks. Our solution requires the server
to track only which clients have participated by storing a small per-client ID. This contrasts with
Willow, which requires storing all client proofs and ciphertexts until the end of the protocol.

To further enable parallelism and improve performance, we use leaf-decoupled PCD [122].
Leaf-decoupling reduces the circuit size at the leaf and internal nodes by eliminating unnecessary

computations. The root node then recursively proves the correctness of the entire tree.

ID Registration and Replay Attacks. A challenge is that an adversarial server may duplicate
client contributions and run replay attacks. To avoid this, Willow assigns each client a unique
random ID, which the client includes in its contribution. Then, the verifier committee checks

that no duplicate IDs appear in the contributions. However, in WILLOWFOLD the issue is more
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involved; we cannot send IDs to the committee, since this incurs a linear cost for committee
members. Additionally, enforcing the uniqueness of client IDs directly within the PCD circuit
would require a circuit whose size scales linearly with the number of clients.

Instead, we apply the following technique. Let commit(-) be a homomorphic commitment
such that commit(a + b) = commit(a) - commit(b). The server assigns each C; a unique ID
g; = commit(e;), where e; encodes a one-hot vector of length n (total number of clients), i.e.,
its ¢th entry is 1, and others are 0. The server maintains a participation vector pV initialized as
pv := 0 with commitment commit(pv) = 1. When C; submits its contribution, the server updates
pV < pV + e; and commit(pv) < commit(pVv) - g;. This vector is stored efficiently by simply
storing the set of client IDs. The PCD circuit verifies that these updates are correct, where adding
two commitments is a constant-size operation. Finally, the server proves to the committee that
commit(pv) commits to a {0, 1}-valued vector, ensuring there is no duplication. Such a proof
can be generated via a zerocheck, with proof size and verification time O(logn).

What remains is to certify that IDs are well-formed and that each ID indeed commits to
a one-hot vector. To ensure this, we run a one-time setup to generate a public Merkle tree T
whose leaves contain all valid IDs; both the IDs and the tree are publicly verifiable. The Merkle
root serves as a commitment to the set of IDs. When the server assigns a client an ID g;, it also
provides the corresponding Merkle path. The client then includes g; and its Merkle path in its
contribution, and the PCD circuit checks its consistency with the Merkle root. Note, the same tree

T can be reused across many aggregation sessions, and IDs are unique within a given session.

Extraction from PCD Proofs. For simulation security, we require the simulator to extract the

IDs of honest clients who participated in the aggregation—this enables the simulator to learn the
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sum of the honest clients’ inputs and to reprogram the random oracle accordingly. In Willow,
such extraction is straightforward: the server forwards all per-client proofs, and the simulator
runs the extractor of the proof system to obtain the IDs. In WillowFold, the server forwards only
the PCD root. However, the definition of leaf-SE for PCDs guarantees an efficient extractor that,
given the root, can recover the entire PCD transcript, including the leaf nodes and their witnesses.

Hence, a simulation-based security proof analogous to Willow also applies here.

Distributed and Parallel Aggregation. An advantage of WILLOWFOLD is that the server’s work
is amenable to a high degree of parallelism and distributed execution across many machines. The
server workflow has three phases: (i) a one-time setup to 7; (ii) PCD computation; and (iii) a
zerocheck proving ID uniqueness. Computing a Merkle tree and performing PCD aggregation
can be naturally distributed. However, the zerocheck in principle is difficult to distribute. Never-
theless, in practice, it can be executed effectively by a single server. The support for parallel and
distributed computation comes from our use of PCD. If one instead applies a monolithic SNARK
to Willow’s verification statement, it is unclear how to parallelize or distribute the computation,

since the non-duplication check does not naturally decompose into independent chunks.

4.2.3 Required Properties of the PCD Scheme

In this section, we outline the properties required of the underlying PCD scheme and

provide an overview of our notion of SE for leaf-decoupled PCDs.

PCD Requirements. For the security of WILLOWFOLD, we require the PCD scheme to satisfy
two properties: (1) support accumulation over zero-knowledge proofs—that is, in WILLOWFOLD,
the leaves of the PCD tree are per-client proofs, which must hide the keys used to encrypt client

inputs; and (ii) be leaf-SE to ensure security against correlated ciphertext attacks. For efficiency,
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we also require the PCD to be sublinear [93], with proof size and verification time sublinear in
the size of the statement. This ensures that clients’ and committee members’ communication, as

well as the server’s computational overhead for verifying client proofs, remains concretely small.

PCD Simulation Extractability. SE for a zero-knowledge proof system is typically defined
by giving the adversary access to an oracle that produces simulated proofs for arbitrary queried
statements; SE then guarantees that the adversary cannot forge a satisfiable proof—that was
not queried to the simulator—for any statement without knowing the corresponding witness; in
particular, there is an efficient extractor algorithm that can extract the witness from the adversary.

Defining SE for PCDs, however, requires additional care. An adversary may query the
simulator for a proof 7 and then run the proving algorithm to extend it into a fresh PCD proof 7*
that has not been queried, yet 7" may not be extractable since it builds on the simulated proof 7.
Such attacks do not arise in non-recursive proofs. A concurrent work [4] introduces a notion of
SE for PCDs, in which the extractor is required to recover the witnesses for non-simulated nodes.

In our leaf-decoupled PCD architecture, leaf nodes must be zero-knowledge and simulation
extractable. In contrast, internal nodes are deterministic and need not be simulation extractable,
since there may be no simulator for them. Motivated by this observation, we relax the notion of
SE for PCDs from [4] by requiring the simulator to answer only leaf queries. We then show that

this notion is achieved when the leaf nodes are SE and the internal nodes are knowledge sound.

4.2.4 Concrete Instantiation and Optimizations

We instantiate WILLOWFOLD with Spartan+KZH-Fold [93], a sublinear PCD scheme.

KZH-Fold. Recent work [93] built KZH, a polynomial commitment scheme with succinct open-

ings, and constructed KZH-Fold, a sublinear accumulation scheme for the KZH verifier (see
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Section 4.3.3). Using a standard compilation [50], they instantiated Spartan [132] with KZH to
obtain a SNARK, which we refer to as Spartan+KZH. They applied KZH-Fold to obtain a PCD,
called Spartan+KZH-Fold. Due to the sublinearity of KZH and KZH-Fold, this PCD scheme
has sublinear proof size and verification time. Despite this sublinearity, Spartan+KZH-Fold fur-
ther achieves prover time comparable to state-of-the-art PCD schemes such as Nova [96]. These
features motivate our choice of Spartan+KZH-Fold as the PCD backend for WILLOWFOLD.

However, Spartan+KZH-Fold is neither zero-knowledge nor simulation extractable. To
address this gap, we first present a zero-knowledge variant of Spartan+KZH and then show that
it satisfies SE, which in turn implies that Spartan+KZH-Fold is a leaf-SE PCD scheme.

To realize zero knowledge for Spartan+KZH, we note that its two primary components are:
Spartan and KZH commitments. Prior work [88] shows how to achieve zero-knowledge for KZH
commitments. Fortunately, this transformation introduces only minimal changes to the KZH veri-
fication algorithm, and the original accumulation scheme (i.e., KZH-Fold) can still be used—with
minimal modifications—to accumulate zk-KZH. The Spartan polynomial IOP can also be made
zero-knowledge via known zero-knowledge sumcheck schemes [146] with only logarithmic ran-
domness. Putting together these yields a zero-knowledge variant of Spartan+KZH, which we call
zk-Spartan+zk-KZH. However, there is a mismatch: techniques for zero-knowledge sumcheck
require commitments to multivariate polynomials with individual degrees > 1. KZH supports
only multilinear polynomials. To address this issue, we propose a method for committing to
higher-degree sparse polynomials using multilinear polynomial commitments, while keeping the
zero-knowledge overhead logarithmic. Further details appear in Section 4.6.1.

We then show that zk-Spartan+zk-KZH satisfies SE. Prior work [74] identifies sufficient

conditions: (i) knowledge soundness, (i1) unique response, and (iii) trapdoor-less zero-knowledge.
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We prove that zk-Spartan+zk-KZH satisfies all these properties. Since KZH-Fold is knowledge
sound [93] and zk-Spartan+zk-KZH satisfies SE, the PCD built from these satisfies leaf-SE.

We note that WILLOWFOLD can be generically instantiated with any leaf-SE PCD scheme.
As discussed above, sublinearity of PCD is crucial for both communication and computation
costs. Thus, this observation suggests future work on identifying alternative PCDs beyond

Spartan+KZH-Fold, potentially improving efficiency.

Arithmetization of Ring Operations. Similar to Willow, WILLOWFOLD uses an AHE scheme
based on RLWE. Spartan+KZH-Fold (which is based on R1CS) does not natively support ring
operations, which would incur high arithmetization overhead. More concretely, the client’s circuit
includes a product of two ring elements, e.g., w = u - v. Each ring element is a polynomial of
degree d; thus, this product relation adds O(d?) constraints. To avoid this, we verify each product
via a probabilistic check: evaluate the underlying polynomials at a random challenge » and show
that w(r) = u(r)-v(r), which requires only O(d) constraints. A subtle issue is efficiently deriving

the challenge ; to do so, we use the commit-and-prove paradigm [45].

4.3 Additional Preliminaries

In this section, we provide additional preliminaries used throughout this chapter.

4.3.1 Encryption Schemes

Similar to Willow, our construction employs two different homomorphic encryption schemes:
(i) KAHE, a symmetric-key, key-and-message additive homomorphic encryption scheme, and (ii)

a public-key, threshold homomorphic encryption scheme AHE. Below, we discuss each.

KAHE. For our KAHE scheme, we require that, for any pair of messages m1, mo and keys ki, ks,
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given ciphertexts ct; and cty that encrypt m, and my under keys k; and k-, respectively, ct; + cty
is an encryption of m + ms under the key k; + k2. We further require security to hold even if the
adversary learns the sum of the keys. Such a KAHE scheme can be instantiated under the RLWE

assumption [17]. The syntax of KAHE is as follows:

e Setup(1*) — pp: on input )\, outputs the public parameters pp.

e KeyGen(pp) — k: on input pp, outputs a random secret key k.

e Enc(pp,m, k) — ct: on input pp, a message m, and a key k, outputs a ciphertext ct.

e Dec(pp,ct, k): on input pp, a ciphertext ct, and the secret key &, outputs the plaintext m.

AHE. The AHE scheme is required to be additive threshold homomorphic: given ciphertexts cty
and ct, that encrypt messages m; and ms under the same public key pk, ct; +ct, is a valid cipher-
text encrypting m; + mo under pk. To prevent rogue-key attacks, each party, when publishing its
partial public key, must also provide a proof of knowledge of that partial secret key. To further
protect against correlated ciphertext attacks, every encrypting party additionally supplies a proof
of plaintext knowledge corresponding to the ciphertext it produces. Our concrete instantiation of

AHE (which follows Willow) is realized under RLWE. The syntax is as follows:

Setup(1*) — pp: on input ), outputs public parameters pp.

VerifiableKeyGen(pp) — (pk;, sk;, 7;): on input pp, each party outputs a partial public key pk;,

a partial secret key sk; and a proof of knowledge of the secret key ;.

VerifyKeyGen(pp, pk;, m;) — {0, 1}: on input pp, pk; and ;, accepts or rejects.

AggregateKey(pp, {pk;}:) — pk: on input pp and {pk, };, outputs an aggregated public key pk.
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VerifiableEnc(pp, pk,m) — (ct,7): on input pp, pk, a message m, outputs a randomized

ciphertext ct and a proof of knowledge of the plaintext 7.

VerifyEnc(pp, pk, ct, 7) — {0, 1}: on input pp, pk, ct, and 7, accepts or rejects.

ParDec(pp, ct, sk;) — pd,: on input pp, ct, and sk;, outputs a partial decryption pd,.

Recover(pp, ct, {pd, };) — m: on input pp, ct, and {pd, };, outputs a the plaintext m.

Our concrete instantiations of these two encryption schemes follow Willow. Details can be found
in [17, Appendices B and C]. One minor detail concerns the choice of the underlying proofs of
knowledge. For the AHE encryption scheme, part of the encryption procedure is executed inside
the PCD circuit, which serves as a proof of knowledge of the underlying message. For AHE key
generation—run by the committee members—the associated proof of knowledge can be chosen

arbitrarily, e.g., the Bulletproofs-based instantiation proposed in Willow.

4.3.2 Simulation Extractability

We first recall the definition of simulation extractability for non-interactive arguments.

Definition 6 (Simulation Extractability). Let I := (Setup, Prove, Verify) be a non-interactive
zero-knowledge argument, and Sim be a zero-knowledge simulator for 11. Then, we say that 11
is simulation extractable with respect to the simulator Sim if there exists an efficient extractor £

such that for every efficient adversary A,

Sim-Exty (1) & Sim-Ext{ 15" (1Y),

Below, we recall the definitions of special soundness, trapdoor-less zero-knowledge, and
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Game Sim-ExtSjg’A(lA) Game Sim-Ext ' mA(12)

1ILR
e pp < IL.Setup(1*, R) e pp < IL.Setup(1*, R)
o (z,7) = AP (pp) o (z,7) « AP (pp)
o b« II.Verify™ (pp, z, ) o b« II.Verify™(pp, z, )
e Return b A ((z,7) ¢ Qsim) o w < EA(pp,z,m, Qo) Qn, Qsim)

e Return bA((z,7) ¢ Qsim) A ((z,w) € R)

Figure 4.3: Simulation extractability security games. H denotes the random oracle,
O denotes the srs update oracle, and Sim is a simulator oracle for II. Sim takes as
input x and outputs a proof 7 and may reprogram H. (o, (%, and (s;, record
queries to O, H, and Sim oracles, respectively. £ is given black-box access to .4, can
rewind A, and implements H and Sim for A.

unique response—three properties that we require for an argument to prove its SE. To define

special soundness, we first need to introduce the notion of a tree of accepting transcripts.

Definition 7 (Tree of Accepting Transcripts). An (ng,...,n,)-tree of accepting transcripts is a
tree in which each node at depth i € [r + 1] is the ith prover message of an accepting transcript.
Edges are labeled by challenges such that no two edges at the same depth share the same label.

Each node at depth i has n;— 1 siblings and 1y children. The number of branchesis N = [, n;.

Definition 8 (Special Soundness). Let I1 := (Setup, Prove, Verify) denote a (2r + 1)-message
and FS-transformed non-interactive zero-knowledge argument. For any n = (nq,...,n,) € N",
We say that 11 satisfies n-special soundness if there exists an efficient tree-extraction algorithm

TE, such that for every efficient adversary A,

Specialy'; (1) ~. Special{ 7 (1%).
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Game Specialy';(1*) Game Special! 54 (1)

e pp + IL.Setup(1*, R) pp < ILSetup(1*, R)

o (z,7) « A9 (pp) (z,7) « A9M(pp)

e b« II.Verify™(pp, z, ) bo « IL.Verify™ (pp, z, 7)

e Return b

T, w + TEA(pp, 2,7, Qo, Qn)

by + IsAccepting™ (pp, z,m, T)

Return by A by A ((z,w) € R)

Figure 4.4: Special soundness security games. IsAccepting is an efficient algorithm
that checks whether 7 is an n-tree of accepting transcripts with respect to the argu-
ment II and instance x.

Definition 9 (k-Trapdoor-Less Zero Knowledge). Assume that 11 := (Setup, Prove, Verify) is a
(2r + 1)-message and FS-transformed non-interactive zero-knowledge argument. We say that

IT satisfies k-trapdoor-less zero-knowledge for a k € [1,r], if there exists a efficient simulator

Sim* T-2K such that for every efficient adversary A,

k-TLZK (1Y) & k-TLZK (1),

Definition 10 (k-Unique Response). Let I1 := (Setup, Prove, Verify) be a (2r + 1)-message and
FS-transformed non-interactive zero-knowledge argument. Then, we say that 11 satisfies k-unique

response for a k € [1,r], if for every efficient adversary A,

Pr[k-UR:(1%)] < negl()\).

The following lemma shows that simulation extractability of a FS-transformed non-interactive

77



Game k-TLZK[ 1 (1%) Game k-TLZK;T17(1%)
e pp < ILSetup(1*, R) e pp < IL.Setup(1*, R)
o b« A(’),H,P(pp) o b+ AO,’H,Sim(pp)
e Return b e Return b
P(pp; z, w) Sim(pp, z, w)
o If (z,w) ¢ R abort e If (x,w) ¢ R abort
e Else return II.Prove(pp, z, w) e Else return Sim* T2 (pp, 1)
Figure 4.5: k-trapdoor-less zero-knowledge security games. Sim* %" is a simulator

for IT such that for each query (x, ), it reprograms # only once in round k.

Game k-UR{} (1*)

e pp + IL.Setup(1*, R)
o (z,m0,m1,¢) + A" (pp)

o by  ILVerify®[(Ppamolt) e (pn o 7o)

by <+ ILVerify?lPPomlt)=d (pn o))

Return by A b1 A (’71'0 # 7'('1) A (7T0|k = 7T1|k)

Figure 4.6: k-unique response security game. #[(pp,z, m|r) — c¢| indicates that
‘H has been reprogrammed to ¢ on the input (pp, =, 7|;), where 7|, denotes proof
messages for rounds 1 to k.

argument follows from special soundness, trapdoor-less zero-knowledge, and unique response.

Lemma 4.3.1. [74] Let 11 := (Setup, Prove, Verify) be a (2r + 1)-message and FS-transformed
non-interactive zero-knowledge argument. 11 is simulation extractable if it has (updatable-SRS)
special soundness, k-unique response, and k-trapdoor-less zero knowledge for the same k.

4.3.3 Details of KZH and KZH-Fold

We provide the details of KZH and KZH-Fold.
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Notation. We use the same notation as in [93]. We denote the space of n dimensional tensors with
dimensions (dy, dy, ..., d,) on field F with Fd1xd2xxdn For T € Fdixd2Xxdv and ¢, € F,

we denote tensor inner product as

<T, ﬂ31> = <T1,CU1> ®T2 X ... ®Tk

Note that the result is a tensor in F%>*_Similarly for ; € F% and x, € F%, it holds that

(T, ® @) = (T, 2), @) € Fx-0

KZH Protocol. KZH-£ is a commitment scheme for such tensors. In particular, T represents the

polynomial that can be opened at evaluation point (x1, . .. , @) for x; € F% as:

((((T,m1>,m2), cee ,CEk_1>,in> =Yy < F

The scheme admits an efficient accumulation scheme and supports both multilinear and univariate
polynomial commitments. The core insight is that we commit to com = (T, g1 ®@pus - - -y ) X G,
for secret elements g, . .., s, and group generator G, and open [com;|¥_;, commitments to all
k — 1 dimensional slices of T'. The verifier can check that these slices are correct using a pairing
with p; and compute com’ = ((comy, ..., comy), &1, ). com’ is now a commitment to the k — 1
dimensional tensor T = (T, x,) and we can recursively apply the scheme. We present the full

protocol for degree [d]* := (d, d, ..., d) tensor in Figure 4.7.

KZH-Fold protocol description. KZH-Fold is an accumulation scheme for the KZH-k£ commit-
ment scheme, with accumulator size and the decider time being O(k - ni). The accumulation

verifier performs O (k) Gy operations. For details, we refer the reader to [93, Appendix C].
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KZH-k.Setup:

1. Sample G < G1,V + G2 and [[ui7j];i:1]§:1 «F
k

2. H = {Hh,...,ik — (H Nis,j) x G : Vil, el € [d]}
j=1

k
3. H2 = {Hig,...,ik — (H ,u,i].’j) x G : Vig, .. ,ik S [d]}
j=2

4. Hy = {H;, < pi, & X G : Vig, € [d]}

5. V={Vi; < pjxV:Vie[d],jek]}

6. Output (G,V,H;,Hy,... , Hy, V)

KZH-k.Commit: For T € F?x4x*d compute the commitment as it follows:

1. Output com « (T, Hy) =3 ; . e Tiviggein X Higio,.oin

KZH-k.Open: Given commitment com € G1, tensor T € F?*@X-Xd and inputs T € F:

1. LetT; =T
2. Forj=1,...,k—1:

(a) Set Tj+1 — <Tj, mj>
(b) Compute vector D; e.g. D;[i] < ((i) ® T;, H; 1) foralli € [d].

3. Output7r < {[Dj]je[k—l]a Tk}
KZH-k.Verify: Given commitment com € Gy, inputs x; € ¢, output y € I and opening proof r:

1. Parse {[Dj];cjp—1], T} <7

2. Set comy = com

3. Forjel,....k—1
(a) Check that e(com;_1,V) = Z‘LO e(D;[d], Vi ;)
(b) Compute com; «— (x;,D;)

4. Check that comy,_ = (T, Hy)

5. Check that (T, xr) =y

Figure 4.7: KZH-k description.
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4.4 WILLOWFOLD Secure Aggregation

In this section, we present WILLOWFOLD a framework for secure aggregation.

4.4.1 Setup and Client Registration

In this section, we give details of the setup phase and client registration.

Setup. The setup phase outputs: (i) public parameters of PCS, PCD, KAHE, and AHE and (ii)
a Merkle tree 7 built over the client IDs. During this phase, the committee, with the assistance
of the server, also executes the distributed key generation (DKG) protocol, which distributes
shares of the AHE secret key among the committee members. The setup protocol is illustrated in
Figure 4.8. If the setup requires no secret randomness, it can be executed by the server (and by
the committee members). Otherwise, if it requires a trusted setup—such as our instantiation of

PCD with Spartan+KZH-Fold—it must be run by a trusted entity.

Registration. Whenever a client wishes to contribute, it first performs a handshake with the
server to obtain an identifier g; together with a Merkle proof of membership ; attesting that g;
belongs to 7. Importantly, the server does not need to maintain any mapping between clients and
their assigned g;. The particular assignment is immaterial, provided that the client can demon-
strate the authenticity of g; via the Merkle proof. The server only keeps track of which generators

have already been issued. The registration protocol is also illustrated in Figure 4.8.

4.4.2 Client, Server, and Decryptor Roles

Below, we outline the protocols executed by each role in WILLOWFOLD.

Client Role. Each client C; samples a seed s; and masks its input «; with PRG.Expand(s;), where
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Setup:

1. Run PCS.Setup(1*, N) — pppcs. Then, define the set of client IDs (go, g1, - - .,gn_1) such
that g; = PCS.Commit(pppcs, €i) Where €; is the multilinear extension of the ith unit vector.

2. Sample H from a hash function family # and compute a Merkle tree 7 over (go, g1, - -, gN—1)
using H. Let rt be the Merkle root, which will be used for membership verification.

3. Run PCD.Setup(1*) — pppcp to generate the public parameters of PCD. This setup may be
circuit-specific and take the step circuit as input or be universal as in Spartan+KZH-Fold.

4. Run KAHE.Setup(1*) — ppkane, AHE.Setup(1*) — ppane, E-Setup(1}) — ppg to generate
the public parameters of encryption schemes.

5. Run DKG as described in Figure 4.11 and forward the resulting keys pk and pkayx to the server.
6. Output the public parameters pp := (PPpcs, PPPCD; 't; PPkAHE: PPAHE: PPE; PK; Pkaux)-
Register:

1. Retrieve rt corresponding to the Merkle tree 7 over the set of IDs (go, ..., gN—1)-

2. Select an unassigned ID g; from the set of IDs and mark it as assigned.

3. Let m; denote the Merkle authentication path from the leaf g; to the root rt.

4. Output (rt, g;, ;).

Figure 4.8: Setup and client registration subroutines.

PRG is a pseudorandom generator built from a random oracle. This step is necessary since the
secure aggregation functionality is impossible to realize in the plain model [17, Theorem 1], and
we rely on the random oracle to circumvent this barrier. C; sends to the server an encryption of
the seed s; under the committee’s auxiliary public key pkax. It also sends an encryption of its
masked input y; = x; + PRG.Expand(s;) under KAHE, together with an AHE encryption of the
KAHE key k; under the committee’s main public key pk. Finally, the client provides a PCD leaf
proof that the AHE encryption of £; is a valid ciphertext, and it owns a correct ID by including the
ID and its Merkle tree membership proof in the statement. The protocol is shown in Figure 4.9.

A subtle aspect of the client’s statement within the PCD circuit is that, due to the lattice-based
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Each client C; holds an input ; € F¢ and proceeds as follows:

1. Receive the ID and the public keys:
(a) Receive (D, X, pk, pk,,) from the server.

(b) Check that |X| > ¢ and signatures in X are valid signatures on (pk, pk,,); otherwise abort.

(c) Call functionality Register and receive the ID tuple (rt, g;, ;) from the server.
2. Mask the input and compute ciphertexts:

(a) Run KAHE.KeyGen(ppkape) — ki and PRG.KeyGen(1%) — ;.

(b) Compute the masked input y; := PRG.Expand(s;, {) + x;.

(¢) Run KAHE.Enc(ppkane; Yi, ki) — ctmasked,

(d) Run AHE.Enc(ppape, Pk, ki) — ctli‘ey := (cto, cty).

(e) Run E.Enc(ppg, pkayx; si) — ctzeed.

3. Generate a proof of correct contribution:

(a) Construct a zero-knowledge PCD base proof HECD for a relation R;™ A Rf“c, where R;™
and anc are defined as follows. Let XiPCD := (rt, gi, u, cty) be the instance for this rela-
tion.

e Membership proof: The client includes its ID g; as input to the circuit and proves that g;
is a valid element in the server’s Merkle tree 7 with root rt, i.e.,

Rane := { (93 r00t), m:) : MR.Verify (root, g;, m;) = 1}.

e Encryption with constraints: The client encrypts k; using AHE. Within the circuit, the
client proves that the ciphertext is valid, i.e. the key and the ciphertext randomness satisfy
the following constraints.

Renc == {((u,cty); (v,e"))|cti =u-v +e' mod gy, ||V < B, [le']| < Be}.
4. Send ciphertexts and proofs:

(a) C; sends ((ct™ked Y ctseed) (XPCD TIPCDY) (o the server.

Figure 4.9: Client role protocol.

construction of AHE, it entails a single ring multiplication and multiple range proofs.

Server Role. The server plays a central role in our protocol and is responsible for the following
tasks: (1) It assists in the setup phase by possibly generating the system’s public parameters
and supports the decryptors in executing the DKG; and (ii) it receives the clients’ contributions
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and aggregates them into a single ciphertext and PCD proof. The server then generates a proof
of uniqueness of IDs, ensuring that no contribution is duplicated, and sends this proof to the
decryptors. Upon receiving the partial decryptions, the server can recover the sum of client

inputs. The protocol is formally illustrated in Figure 4.10.

Committee Member Role. The committee members operate in two phases. First, they execute

DKG to generate a public key. Later, they assist the server in the decryption process.

e Distributed Key Generation. DKG is run by the committee with the server as the coordinator.
Each committee member generates its AHE and auxiliary keys and shares the underlying secret
keys with a verifiable secret sharing scheme. These are then aggregated into global public keys.

The committee verifies the validity of the aggregated keys and signs them to certify correctness.

e Decryption. The role of the decryptor in WILLOWFOLD is similar to that in Willow, with one
key difference. In Willow, decryptors receive a signature from an external verifier attesting to
the correctness of the aggregation, and then decrypt the sum of the keys. In WILLOWFOLD,
each decryptor instead verifies the aggregation PCD proof on its own; the proof is succinct and
efficient to verify. This removes reliance on an external verifier. During decryption, parties use
secret shares to reconstruct the keys of any dropped-out members. Once a threshold number

of valid partial decryptions is collected, the server can complete the decryption procedure.

The formal protocol is provided in Figure 4.11.

4.5 Security Analysis of WILLOWFOLD

In this section, we analyze the security of WILLOWFOLD. Specifically, we first justify the
simulation-extractability requirement. We then discuss simulation extractability in the context of
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The server S proceeds as follows during setup and aggregation.
1. Get the public parameters and the committee’s public keys:

(a) Run setup (see Figure 4.8). Let £ = (D, %, pk, pk,, ), Where D is the set of decryptors
participated in the DKG with |D| > t, and X is the set of their signatures on (pk, pk

aux) *

(b) Initialize encSum, encKey, encSeeds, proofs, and IDs.
2. Collect client contributions and build the PCD tree:

(a) For each i representing a different contribution do the following:
i. Send K along with a fresh registration ID (rt, g;, ;) to client C; (see Figure 4.8)

ii. Receive the contribution ((ctmasked, Ct}zey, cteed) (xFCP TIPCDY) from C;.

iii. Check the contribution’s validity: (i) parse cti.(ey as (ctp,ct;) and

(rt, gi,u,cty) and check ct; is consistent; and (ii) Check g; is a fresh ID and the
root rt is correct. Then, append g; to IDs. (iii) Check HECD is a valid proof.

PCD ._
X; =

iv. If valid, then update the current state as below:

masked

encKey += ctli(ey, encSum += ct}

encSeeds.append(cti®?),  proofs.append((X7P, IIFP))

(b) Run PCD to aggregate contributions into a single instance; the base proofs (XD, TIFCD)
appear at the leaves, and each internal node with children (X, ITp)pe (0,13

i. Verify the PCD proof for each instance.

ii. Extract {ctgb)}bE {0,1y and { g} e (0,1} from the contributions, and then output

sum sum (0)

g g(o) -g(l), cty < ct; + ctgl).

Let (X, II) denote the result of accumulating all base PCD proofs via the leaf-decoupled
architecture. X’ includes the sum of IDs, compy := ¢™'™, and the sum of ciphertexts ctj"™.

3. Prove uniqueness of IDs: Let pv(x) be the vector committed by compy. To prove ID unique-
ness of IDs, define p(x) := pv(x) - (1 — pv(x)) and run a zerocheck on p(x).

4. Prove minimum participation: To ensure that at least min; clients have contributed, run the
sumcheck protocol on ¢ 135 PV(x) > ming, where pv(z) has been committed to by compy .

5. Decrypt the sum of the contributions: Parse encKey as (ct”, ct!).
(a) Run decryption protocol with D as described in Figure 4.11: Send ciphertext ct!, along

with proofs (IT, ITjp) Receive k and skaux from D.
(b) Recover masked sum maskSum := > PRG.Expand (E.Dec(skauyx, Ct9), £)

Ctzee‘ieencSeeds

(c) Output KAHE.Dec(ppkang,encSum, k) — maskSum.

Figure 4.10: Server role protocol.
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Each decryptor (committee member) participates in two phases—DKG and decryption—as follows.
Distributed Key Generation

1. Generate keys and secret-share them:

(a) Each committee member D; proceeds as follows:

i. Sample randomness 7; and r§™*. Run (pk;,sk;,m;) := AHE.VerifiableKeyGen(r;) and
(pkj™skj™, mi"*) := E.VerifiableKeyGen(r5"™).

e}ux

J

iii. Send (pkj, m;, pkj™, W;“X) along with a valid signature o to Coord.

ii. Secret-shares r; and r3"* within the committee with threshold ¢.

(b) Let D be the set of members provided valid proofs/signatures. If |D| < t, abort. Otherwise:

pk := Z pkj, pk™ = Z pki™.

j€lm] j€m]
2. Verify the keys and sign them:

(a) Coord broadcasts S := {(pk, 7;, pki"*, m8*%), 0} ;cp within D.
70 J J 715
(b) Each decryptor D; € D:

i. Check |S| > t and proofs ; and 7%"* and signatures o are valid. Otherwise aborts.
ii. Send a signature on (pk, pk™*) to Coord.

(c) Coord defines X as the resulting set of signatures.

(d) If signatures in X are valid and |X| > ¢, Coord sends (D, X, pk, pk*™™*) to D.
Verification and Decryption

1. Verify the proofs, decrypt the ciphertexts, and forward reconstruction shares:

(a) Receive input (ct!, (XPCP TIPCP) (XD TI'P)) from the server. Bach decryptor D; € D:

i. Verify proofs ITP®P and IT'°, and ensure their consistency with ct'.
ii. Send the partial decryption pd; := AHE.PartialDec(ct!, sk;).

aux

iii. Send shares of r"* received in DKG to reconstruct the secret key sk™*.

(b) Coord reconstructs sk™*. If it doesn’t match the pk*™* from DKG, abort.
2. Construct secret keys and partial decryptions for inactive decryptors:

(a) Coord sends P to every decryptor in P.
(b) Each D; € P, aborts if D; ¢ P. Otherwise sends shares received each D, ¢ P to Coord.
(c) Coord reconstructs sk, for each Dy, ¢ P. If it does not match pk,, abort.

(d) Coord sends p; := > jeppj and sk®™* to the server.

Figure 4.11: Decryptor role protocol.
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PCD schemes. Finally, we provide the simulation-security proof of WILLOWFOLD.

4.5.1 Ciphertext Correlation Intractability

key

Each client C; must prove knowledge of the key k;, i.e., the plaintext underlying ct;,
to rule out correlated ciphertext attacks. However, knowledge soundness alone is insufficient:
we require the proofs to be non-malleable. For example, if per-client proofs were additively
homomorphic, an adversary could sum the ciphertexts ct;( % together with their proofs and thereby
mount the attack. To formalize this intuition, we introduce ciphertext correlation intractability.
This property ensures that no adversary, given a set (c;, m;), of AHE ciphertexts—each ac-
companied by a proof of knowledge of its underlying random plaintext m;—can produce a new
ciphertext c* together with a valid proof of knowledge of its plaintext m* such that m* is corre-

lated with the original messages m,;. In other words, we require that (m*, {m;};) ~. (m*, {b;}:)

for uniformly random messages {b; };, where ~,. denotes computational indistinguishability.

Definition 11 (Ciphertext Correlation Intractability). Let AHE be a threshold additively homo-
morphic encryption scheme with message space M and nonce space R. Let 11 be an argument

for the relation

Re = {(ct, (m,r)) : ct = AHE.Encrypt(m, pk;r)}.

For any n,l € N, and a message distribution K over M, we say that ® := (AHE,II) satisfies
(IC, n, £)-ciphertext correlation intractability (see Figure 4.12) if for every efficient adversary A

and distinguisher D,

CCIT'(A) A CCITE(N).
Below, we show that ciphertext correlation intractability holds when AHE is IND-CPA se-
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D,A
Game CCIb,(AHE,H)(lA)

1. Run pp < AHE.Setup(1*).

2. Run (pk, {skj} cp) < AHE.KeyGen(pp).

3. SetVi € [n],Ye e {0,1} s mjc  K,1ic < R.

4. SetVi € [n] : (ct;, m;) < AHE.VerifiableEnc(pp, pk, m; 5 7i5)-
5. Run {(ct}, 7)) }icpy < A(pp, {(cti, Ti) Fiepn), PK).

6. Fori=1,2,...,¢:

(a) If (ct}, m}) € {(cti, mi) }ic|n) S€t m; = L.

(b) Else set m} < VDecpy (pp,ct}, ), pk, {sk;};)
(c) Let M C {m;‘}ie[g] with all message m} #_L.

7. Return D({m; o, mi,l}z’e[n}a M)

VDecpp,, (pp; ct, , pk, {sk;} je (i)

1. If AHE.VerifyEnc.(pp, pk, ct, 7) = 0 return L
2. Vj € [k] : pd; < AHE.ParDec(pp, ct, sk;)
3. m « AHE.Recover(pp, ct, {pd; } jc(x))

4. Return m*

Figure 4.12: Ciphertext-correlation intractability game.

cure and the proofs of plaintext knowledge are simulation extractable.

Theorem 4.5.1. Assume AHE is an IND-CPA threshold additively homomorphic encryption
scheme, and let 11 be the underlying argument system used for proofs of plaintext knowledge
such that 11 satisfies simulation extractability. Then, for any n,{ € N and any distribution IC over

the plaintext domain, AHE satisfies (IC, n, {)-ciphertext correlation intractability.

Proof. Let (A, D) denote efficient algorithms against CCl game with a non-negligible advantage

ecc- Then, there exists an efficient adversary BB against the IND-CPA security of AHE. In particu-
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lar, let C be the challenger in the IND-CPA security game of AHE, and Sim and £ be the simulator

and extractor in the Sim-Ext security of II. Then, the reduction works as follows:

e Run pp < I1.Setup()).

e Receive (pp, pk) from C.

o Vi€ [n],Vce {0,1} : m;. < K.

e Send {m;};. to C and receive {ct;};cp-

e Vi € [n] : Run Sim on input (pp, ct;, pk) to simulate a proof ;. Record (pp, ct;, pk, 7;) in Qsim.
e Run {(ct}, ) bicg < A(pp, {(cti, 7) Yicp)» PK).

e Fori=1,2,... ¢

If (Cf}< 7T?k) € {(Ctiaﬂi>}i€[n} set mf =1.

171

— If w7 is not a valid proof for ct} set m; =_L.

Else run £4 on input (ct}, ) to extract m;.

R

— Let M C {m]};cq with all message m; #.L.
e Return b* D({mm, mi71}ie[n], M)

The simulated proofs m; are indistinguishable from real ones, since II is zero-knowledge. &%

extracts m; with overwhelming probability €s;mgxt- Thus, B has advantage ecc) — €sim-ext- L]

4.5.2 Simulation Extractability of PCD Schemes

As discussed before, clients’ proofs must satisfy simulation extractability to rule out corre-
lated ciphertext attacks. In Willow, these proofs are instantiated with Bulletproofs [39], which is

89



simulation extractable [58]. In WILLOWFOLD, the situation is more subtle, since clients’ proofs
are aggregated into a single instance via a leaf-decoupled PCD scheme. The standard definition
of simulation extractability does not extend directly to PCD schemes. For example, an adversary
may query the simulator for a PCD proof and then locally run the next PCD step to obtain a fresh
proof. Since this proof is built on a simulated proof, the PCD transcript may not be extractable.
A concurrent work [4] addressed this issue and introduced a notion of simulation ex-
tractability for PCD in which the extractor extracts witnesses only from non-simulated PCD
nodes, and stops once it reaches a simulated proof. They show that a PCD scheme built from a
NARK and an accumulation scheme for the NARK verifier satisfies SE, provided that the NARK
is simulation extractable and the accumulation scheme is zero-knowledge and knowledge sound.
WILLOWFOLD uses leaf-decoupled PCD in which the argument and accumulation schemes
at the internal nodes are not zero-knowledge. Below, we tailor the notion of SE to leaf-decoupled
PCDs where the simulator answers only base proof (leaf) queries. We call this notion leaf-SE, and
show that it holds when base proofs are SE, and the accumulation scheme is knowledge sound.
To state the definition, we first introduce the notion of partially compliant PCD transcripts. A

PCD transcript is partially compliant if all nodes are either compliant or simulated.

Definition 12 (Simulation Extractability of Leaf-Decoupled PCD). Let PCD be a leaf-decoupled

leaf

PCD scheme with a leaf simulator Sim**'. We say that PCD satisfies simulation extractability

leaf

with respect to Sim*® if there exists an extractor £ such that, for every efficient adversary A,

Sim-Ext-PCDS™ " A(1}) &, Sim-Ext-PCDS 57" A (1),

The following lemma shows that a leat-decoupled PCD built from a simulation extractable
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Game Sim-Ext-PCDZ T (1% Game Sim-Ext-PCDS 5™ 4 (1)

e pp < IL.Setup(1*, R) e pp + IL.Setup(1*, R)
o (2,m) & AOHS (pp) o (2,m) & AOHST (pp)
o b V(pp,z,m) o b V¥ (pp,z,m)

e Return b A ((2,7) & Qg;pyteaf )

PCDT « gA(ppa Z, T, QOv QH7 QSim|eaf)

bout < (2 = PCDT.Output)

V' (pp, z,7)

. bCOmp — |SCOmp(PCDT, QSimleaf)
o IfisBase(z) = 1 return V[’ (pp, z, )

o Return b/A\bout Abcomp/A((2, T) & Qg;pplear)
o Else return V?rftema|(pp, Z,m) il

V¥ (pp, 2, )

e IfisBase(z) = 1 return Vi (pp,z, )

e Else return V7! (pp,z,7)

Figure 4.13: Leaf-decoupled PCD simulation extractability games. Sim'** denotes
the simulator of leaf nodes. IsComp is an efficient algorithm that checks whether
PCDT is (V*, Qsim)-compliant.

argument and a knowledge sound accumulation scheme satisfies simulation extractability.

Lemma 4.5.2. Let lles be a simulation extractable and 1linemar be a knowledge sound non-
interactive argument. Let ACCiear and ACCinternal be knowledge sound accumulation schemes for
the verifier statements of licar and 1linieman, respectively. The Leaf-decoupled PCD built from
(Ijeaf, ACCieat, internal; ACCinternal ) —Where Tlieas is used at the leaves and Iligerar at internal

nodes—satisfies leaf-SE.

Proof. Our proof follows the approach of Abdolmaleki et al. [4], with the key difference that our
simulator is weaker and only answers leaf queries. For each layer i € [d] of the PCD transcript,
we construct an extractor &; that extracts a PCD transcript of depth . We show how to build &;

from &; for each i € [d — 2] using the extractor of the accumulation scheme. Finally, we combine
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Eq4_1 with the extractor of the NARK to obtain &;, which outputs witnesses for all non-simulated
leaf nodes of the PCD tree. The extractor & is simply the adversary, which outputs a tuple (z, 7).

Let PCDTy := (2, 7). Then, for each i € [d — 3|, &1 proceeds as follows:
e Run &; to obtain PCDT;, a PCD transcript of depth .

e For each node u at depth ¢ of PCDT,, run EACCintemal  the extractor for ACCinternal, t0 €xtract

children of u. Since ACCi,temal 18 knowledge sound, this succeeds with high probability.
e Extend PCDT,; with the extracted children nodes to obtain PCDT, ;. Output PCDT,, ;.

The extractor £;_; proceeds as above; however, instead of invoking £ ACCintermat it invokes EACCreaf
to extract the leaf nodes and add them to the PCD transcript. Finally, &, first runs £;_; to obtain
PCDT,_; and then runs £™=f on each leaf node to extract a witness. Each extractor &; invokes
Sim'f to answer the adversary’s simulator queries. Since Il,s is simulation extractable, the

above extraction succeeds with overwhelming probability. 0

4.5.3 Simulation-Based Security of WILLOWFOLD

We show security of WILLOWFOLD in the standard ideal/real simulation paradigm with
respect to the secure aggregation functionality in Figure 4.1. We first outline the simulator in
both malicious and semi-honest cases. Let Sim denote the simulator, .4 denote the adversary, and

H and C be the sets of honest and corrupted clients, respectively.

Malicious Security. For DKG, Sim runs the DKG protocol on behalf of the honest committee
members. For aggregation, Sim uses input 0° and sends contributions on behalf of all honest
clients. The adversary A controls the server and forwards a PCD instance (XPP TIPCP) that

includes a ciphertext ct®™™ and a commitment comg,. Once Sim receives this message, it re-
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programs the random oracle so that the sum of the honest clients’ contributions that the server
included in the aggregation matches the real-world sum. To this end, Sim runs the PCD extractor
on (XPP TIPCP) to recover the full PCD transcript and the witnesses for leaf nodes and, using
this information, Sim computes the set S of the honest clients that were included by the server
in the final aggregate. Sim then submits Sy to Fage to obtain the sum of the relevant honest their
inputs. Finally, Sim reprograms the random oracle at the points used by the PRG of one of the
honest client so that the simulated contributions (with input 0°) match the real-world contribu-
tions in sum. Moreover, in the above simulation, Sim also ensures that IDs are unique and verifies

the PCD proof, therefore playing the role of the verifier.

Semi-Honest Security. Consider a semi-honest server that follows the protocol, but whose mem-
ory is observed by the adversary. For setup and DKG, Sim runs the protocol on behalf of the
server and the committee members. For aggregation, as in the previous case, Sim uses inputs 0°
to simulate the honest clients and additionally runs the server protocol. In this setting, however,
Sim cannot query Fag, for the sum of only the honest clients’ inputs; instead, it must provide
Fagg With the full set of participating clients, including both honest and corrupted ones. To re-
program the random oracle, Sim therefore needs to learn the sum of the corrupted clients’ inputs
and subtract it from the output returned by Fag,. This can be done by running the extractor for
the PCD base proofs received from .4; it outputs witnesses that include the inputs chosen by .A.
Sim also checks that the IDs are unique, which can be verified directly from the proofs sent by
the adversary.

To provide the hybrid argument, we first recall the notion of key-sum leakage resistance—a

property we require for the KAHE scheme.
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Game Leakageﬁj?AﬁE()\, (zi)i) Game Leakage] Tt (\, (1))

pp <+ KAHE.Setup(1?) pp < KAHE.Setup(1?)

(k, (ci)i) <= Sim(pp, >_; i)
b+ A(pp, k, (ci)i)

Vi € [n] : k; + KAHE.KeyGen(pp)

e Vi€ [n]: c; + KAHE.Enc(pp, z;, ki)
Return b

Return b

Figure 4.14: Key sum leakage resistance game.

Definition 13 (Key-Sum Leakage Resistance). [I7] For any n € N, an KAHE scheme is n-
semantic secure under leakage of key sum (Figure 4.14) if there exists an efficient simulator Sim

s.t. for any inputs (;);c|n) and every efficient A,

Leakageng’AﬁE(A, (1)) =~ Leakageij’AﬁE(/\, (2):)-

Theorem 4.5.3. Assume KAHE is a key- and message-homomorphic encryption scheme with
key-sum leakage resistance, AHE is a threshold additively homomorphic encryption scheme, and
Ipcp is a leaf-decoupled PCD scheme built from a simulation extractable argument and a know!l-
edge sound accumulation scheme. Then, the secure aggregation protocol of Figures 4.9, 4.10,
and 4.11 realizes Fpgg in Figure 4.1 in the (RO, Setup)-hybrid model against a static active ad-
versary corrupting the server, any number of clients, and < 2t — k — 1 decryptors, with AHE

threshold t and committee size k.

Proof. We prove security of the scheme in the (RO,Setup)-hybrid model and assume AHE.KeyGen

is realized via a secure distributed key generation (see [17] for a formal proof of our DKG instan-
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tiation). Below, we only focus on the aggregation and give hybrids.

Proof Overview. There are a couple of differences between the real world and the ideal world.
First, the random oracle is reprogrammed. However, since seeds are encrypted and only revealed
after reprogramming, this remains indistinguishable from the real world. Second, Sim simulates
honest clients with input 0°. This is also indistinguishable from the real world because: (i) KAHE
is secure even under leakage of the sum of the keys; (ii) AHE is ciphertext correlation intractable;
therefore the adversary’s keys are uncorrelated with honest clients’ keys and do not change their
sum distribution which implies that it is calibrated correctly to invoke the leakage-resilient prop-
erty of the KAHE scheme; and (iii) PCD leaves are zero-knowledge and keep clients’ inputs
hidden.

Note that zero-knowledge is required only for PCD leaves, since internal nodes are deter-
ministic and carry no witness. The same holds for simulation extractability.

The hybrids are similar for malicious and semi-honest settings; they differ only in how Sim
recovers the set of included honest clients Sy, to subsequently retrieve . s, Li from the ideal
functionality, and reprogram the random oracle. For simplicity, in the sequel we assume that the
server does not drop or replace any honest contribution, i.e., H = Sy as the simulator can extract

Sy from PCD leaves.

Hybrid Argument. .4 may corrupt the server, any number of clients, and < 2¢—k—1 decryptors.

° Hyb(o) : The real execution, and A’s view include honest contributions

key seed masked PCD
(Cti 9 Cti ) Cti ) H’L )
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and honest partial decryptions pd;. It outputs (rt, g;, 7;) to honest clients and

(enCKey7 ngJ HPCD)’ HID

to honest decryptors.

e Hyb™ : The same as Hyb(®), except that we set one of the honest client’s input to Y icn Tiand
other honest clients’ inputs to 0°. Hyb(l) is indistinguishable from Hyb(o) since we know that
KAHE is n-semantically secure under key sum leakage and hides the clients’ inputs. Note that
AHE is ciphertext correlation intractable due to Theorem 4.5.1, which implies that the keys
{k;}icc used by corrupted parties are independent of the keys {k; };c used by honest clients.

Hence, the adversary learns nothing about {; };c beyond ) ., k;.

° Hyb(2) : The same as Hyb(l), except that we set all honest clients’ input to 0° and reprogram the
RO so that H(seed,) — >, x; for one of the honest clients & € H. Since seeds are uniformly
random and AHE is semantically secure, the probability that the adversary invokes PRG on

input seed;, before reprogramming is negligible. Thus, Hyb(z) is indistinguishable from Hyb(l).

e Hyb® : The same as Hyb'®?, except that the partial decryptions are replaced with the output
of the AHE simulator. By the security of threshold decryption in the AHE scheme, Hyb(3) is

indistinguishable from Hyb").

Hyb(g) almost matches the ideal world simulated by Sim up to a single left difference: Sim aborts
if any duplicate IDs appear in the leaf proofs. By simulation extractability of II"“® and soundness
of II'°, the real-world execution would also abort in this case. Thus, Hyb(3) is indistinguishable
from the ideal world. [
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4.6 Instantiation with Spartan+KZH-Fold

WILLOWFOLD is generic over any leaf-decoupled PCD scheme that satisfies leaf-SE. In
this work, we instantiate WILLOWFOLD using a variant of Spartan+KZH-Fold [93]. Spartan+KZH-
Fold builds on Spartan+KZH as the underlying SNARK and is compiled into a PCD via the
BCLMS compiler [42] using KZH-Fold. Unlike most state-of-the-art PCD schemes [40, 96, 97],
Spartan+KZH-Fold has sublinear proof size and verification time, namely O(k - N'/¥) for an
arbitrary parameter k, which becomes O(log V) when k = log N. To illustrate the concrete im-
pact, consider the client circuit in WILLOWFOLD, which has roughly 1.4M constraints. For this
circuit, Nova [96] yields a proof of about 120 MB and a verification time of about 7 seconds. In
our benchmarks, Spartan+KZH-Fold produces proofs below 50 KB with verification time around
470 ms, while the prover is only about 3 x slower than Nova.

The main challenge is that Spartan+KZH, as described in [93], is not zero-knowledge and
therefore cannot be simulation extractable. We describe how to obtain a zero-knowledge vari-
ant of Spartan+KZH, which we call zk-Spartan+zk-KZH. We then explain how to build a leaf-
decoupled PCD from zk-Spartan+zk-KZH using KZH-Fold, and how to show that this scheme

satisfies leaf-SE.

4.6.1 Zero-Knowledge Variant of Spartan+KZH

Spartan+KZH builds on Spartan polynomial IOP and KZH polynomial commitment. As
shown in [48, 132], Spartan can be made zero-knowledge via a zero-knowledge sumcheck [146].
IronDict [88], also presents a zero-knowledge variant of the KZH commitment scheme. Com-

posing zero-knowledge Spartan (zk-Spartan) with zero-knowledge KZH (zk-KZH) would then

97



yield a zero-knowledge SNARK via a standard compilation [50]. This transformation requires
a logarithmic amount of randomness, since both zk-Spartan and zk-KZH only use logarithmic
randomness.

The main caveat is that the zero-knowledge sumcheck protocol from prior work [146] re-
quires committing to higher-degree multivariate polynomials, rather than multilinear ones. How-

ever, KZH is designed for multilinear commitments. Below, we elaborate on this issue.

Zero-Knowledge Sumcheck. Consider a sumcheck instance

H:i= > f(=z)

xe€{0,1}¢

where f(X) is an (-variate polynomial of individual degree d. To achieve zero knowledge,
the prover masks f(X) with a random polynomial 7(X) of the same degree and then sends
G =3 ,c(01y () and a commitment to 7(X). Upon receiving a challenge p, the parties run

a sumcheck protocol on

G+p-H = Z (r(x)+p- f(x)).

ze{0,1}¢

As shown by Xie et al. [146], it suffices for the masking polynomial 7(X) to be sampled from a
highly structured family, where 7(X) = r1(X;)+72(Xs) +- - - +7:(Xs), such that each r;(X;)
is a univariate polynomial of degree d. This representation uses only d¢ 4+ 1 random coefficients.

The barrier is that, even though the required randomness is only logarithmic, the polyno-
mial commitment scheme must support degree-d polynomials in order to commit to r(X). In

Spartan, some sumcheck instances have d = 2 or d = 3, whereas KZH supports only multilinear
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polynomials.

To resolve this issue, one may use a generic transformation from multivariate to multilinear
polynomials [154], however, this would blow up the polynomial size to O((d + 1)*). Here, we
exploit the structure of the randomness, and propose an method to commit to r(X) with only

O(dl) overhead. The scheme is given in Figure 4.15.
Theorem 4.6.1. 11 ,mit in Figure 4.15 satisfies zero-knowledge and knowledge soundness.

Proof. The scheme is zero-knowledge because PCS is zero-knowledge, and each coefficient of
r(X') has been masked with a random coefficient of 2(X'). Soundness follows from the sound-
ness of PCS, the soundness of sumcheck, and from the fact that, over the choice of p, for any
y* # r(x),itholds p-y*+yn # p-r(x)+ h(x) except for a negligible probability 1/|F|. Finally,

the commitment is extractable since PCS is extractable, and () can be extracted from c. O]

Remark 4.6.1. The KZH-Fold accumulation scheme for Spartan+KZH commitments can be
adapted to zk-Spartan+zk-KZH with only minor modifications: the Spartan PIOP messages are
handled exactly as before. For zk-KZH, the accumulator performs only a constant number of

additional group operations beyond those in KZH-Fold.

4.6.2 Simulation Extractability of Spartan+KZH-Fold

Recall that zk-Spartan+zk-KZH is a NARK with an updatable SRS. Prior work [74]
showed that such an argument is simulation extractable if it has three properties: (i) special
soundness, (ii) trapdoor-less zero-knowledge, and (iii) unique response. To prove simulation
extractability of zk-Spartan+zk-KZH, each of these must be shown.

The special soundness of zk-Spartan+zk-KZH follows from the knowledge soundness of
KZH polynomial commitments and Spartan PIOP. Below, we revisit the proof of knowledge
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Let PCS be a zero-knowledge multilinear polynomial commitment scheme with public parameters
PpPpcs. Moreover, let (X)) = vg + Zz‘e[é} jeld) Vi, ;X denote the sumcheck masking polynomial.

Commitment:

1. Set v to be the multilinear extension of (vg,v1,1,...,vr4q)-

2. Return PCS.Commit(pppcs, v, ) — c.
Opening at point x:

1. Sample random 2 (X) = uo + 3 ;e je(d) i X7

2. Set u to be the multilinear extension of (uq, u1,1, ..., usq).

3. Run PCS.Commit(pppcs, U, ) — cp.

4. Send ¢y, yn = h(x), and y = r(x), and receive a challenge p.
5. Set z* to be the multilinear extension of (a;f )ij-

6. Run the sumcheck protocol on

Py + yn = >, (po(b)+u(b) -z (b),
bE{O,l}lOg’—dl+l-‘

which ends with evaluations p := v(s), ¢ := u(s), and ¢t := z*(s) for a random challenge point
s.

7. Run PCS.Open(pppcs, v(X ), s) — m, and PCS.Open(pppcs, u(X), s) — .

8. Return the sumcheck messages, m, and 7p,.
Verification:

1. Verify the sumcheck messages and their consistency with y and yy,.
2. Run PCS.Verify(pppcs, ¢, s, p) and PCS.Verify(pppcs, ch, S, q), and check if they accept.

3. Check if t = 7*(s).

Figure 4.15: Commitment to sumcheck masking randomness via a multilinear PCS.
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soundness for the KZH polynomial commitment and adapt it to the updatable-SRS setting—Kadianakis
et al. [93, Theorem 3] proved knowledge soundness only in the standalone setting where the ad-

versary receives one SRS and does not call the SRS update oracle.
Lemma 4.6.2. KZH satisfies knowledge soundness in the updatable-SRS setting.

Proof. Kadianakis et al. [93, Theorem 3] showed that KZH-£ is straight-line extractable in the
AGM under the DLog and CDH assumptions. Here, we restate their proof in the updatable-SRS
setting, where the adversary may also query the SRS update oracle O arbitrarily many times.
Let s denote the number of SRS updates, and srs™) = (G, V, {Hq(nu)}re[k], V®)) be the SRS
after the uth update, where srs(®) denotes the initial SRS. For each u € [s] and r € [k], we have

Viur) = a®. VD and HW = o™ . HED,

T *,1 T T T

where o™ is the update randomness sampled by the update oracle O on the uth update query.

Let A be a PPT adversary that, on input {srs(*) }uels)» outputs a commitment C' and a tuple
((x1,...,xk),y,m) that is accepted by the verifier. We construct an extractor £ that outputs a
polynomial p(Xj, ..., Xj) such that p(z1,...,x;) = y. Under the AGM, A outputs C' together

with coefficients ¢ and {cﬁu)}ue[shre[;ﬁ], where

C=cxG+ Y (" HM)

u€ls],relk]

€ observes {cq(nu)}ue[s]me[k] and outputs p(X1, ..., Xz) = (¢, ... ,c,(:))® (X1,...,X}). Then,
we must show that p(X7, ..., X}) is consistent with the tuple ((xy, ..., zx), y, 7).
Let parse the opening proof 7 as ({D;},c-1), Tx). Under the AGM, there exist coef-
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ficients {d;;};jck—1],ic/q and {d%{i}ue[s],re[k},je[k,mie[d] such that, for each j € [k — 1] and
i€ [d],

(w) (u)
[]_dJZXG+ Z dT‘j’L’ .

Since the verifier accepts , it holds that e(C, V') = >, e(Dx i, V;(l)) In other words,

elex G+ D (e HW) V)= e(di; x G+ Y (d] HY) i x V),

u€l[s],rek] 1€[d] u€[s], rek]

Observing that every term on the right-hand side has a factor of ugff, we conclude that

c=0,c™ = 0forall u # s, and et = 0 for all r # 1; otherwise, .4 would break the
DLog assumption. Then, we have di“l)z = 0 forall u # sand r ¢ {1,2} and d;; = O for
all i € [d] due to the DLog assumption. The term (uﬁ))? appears only on the right-hand side
through (dg il, H§5)>. Therefore, we must have dﬁz = 0; otherwise, A would break the CDH
assumption. Finally, note that for all ¢ € [d] and all ¢ # i, the tth entry of dgsil must be zero;
otherwise, the product term ,uz(sl) . /LESQ) would appear on the right-hand side, yet it cannot be

generated on the left-hand side under the CDH assumption. With the above implications, the

verification equation would be simplified to:

e((el” HY), V) = D e({d  HY), ) x V).

Then, by the DLog assumption, we must have cgs) =5 icld] d;siz The verifier, similarly, checks
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) 'Lj

that e(Cj1, V) = > c(q €(D;d] v )forall j =2.3,...,k—1suchthat C; = (x;,D;). Thus,

e((xj-1,D;-1),V) = Ze(dm x G+ Z <d£?7i,H(u)> #ESJ) x V).

1€[d] u€ls], relk]

We conclude that D;_; = <d(8) H(S)) as above, due to the DLog or CDH assumptions. Then,

7,0—1,%°

(-1 () ), V) = D e((dl B ) x V).

1€[d]

Thus, (x;_1, (d5)_y H)) = (Ficydi ;o HY) andso, g diy 5o = (xjo0,d5)

Finally, since Cj,_1 = (T, Hy) = (xj—1, <d,gf),€_17*,H,(€s)>>, we obtain T}, = <xk,1,d,§)k_17*>.

Hence, T = (cgs)7 e 0521) ® (z1,...,2,_1) and (T}, x;) = y. This completes the proof. []

Below, we recall a lemma of Hafezi et al. [88] which shows that zk-KZH satisfies 2-special
soundness if KZH is knowledge sound. Since the extractor for zk-KZH only rewinds the adver-

sary and does not rely on the AGM, their result naturally extends to the updatable-SRS setting.

Lemma 4.6.3. [88, Lemma 3] zk-KZH satisfies 2-special soundness in the updatable-SRS setting

under the knowledge soundness of KZH in the updatable-SRS setting.
Lemma 4.6.4. zk-Spartan + zk-KZH satisfies special soundness in the updatable-SRS setting.

Proof. We can extract a witness and construct a tree of accepting transcripts by invoking the tree-
extractor for zk-KZH. Lemma 4.6.2 guarantees that this procedure succeeds with overwhelming
probability. Moreover, since Spartan is a sound PIOP [132, Lemma A.1], the extracted witness
is satisfiable, and the resulting transcript tree is accepting. Soundness of the zero-knowledge

Spartan PIOP (built from zero-knowledge sumchecks) was shown in [48, Theorem A.3]. U
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Next, we show that zk-Spartan+zk-KZH satisfies the TLZK property.
Lemma 4.6.5. Spartan + zk-KZH with r rounds satisfies (r — 1)-trapdoor-less zero-knowledge.

Proof. Both zk-Spartan (built from zero-knowledge sumchecks) and zk-KZH are zero-knowledge,
and hence, their composition is also zero-knowledge [50]. The simulator for zk-Spartan+zk-KZH
invokes the zk-KZH simulator to generate commitments and openings, and invokes the Spartan
simulator to generate the sumcheck messages. The simulator for Spartan is information-theoretic
and neither uses any trapdoor nor reprograms the random oracle. The simulator for KZH does
not employ any trapdoor, but it reprograms the random oracle once when simulating the opening

proof. Since openings are invoked in round r — 1, zk-Spartan+zk-KZH is (r — 1)-TLZK. [

Finally, we need show that zk-Spartan+zk-KZH satisfies the unique response property. For

this purpose, we first prove that zk-KZH satisfies 1-unique response.
Lemma 4.6.6. zk-KZH satisfies 1-unique response.

Proof. The opening procedure of zk-KZH consists of two rounds. In the first round, the prover
sends a commitment to a masked polynomial and its evaluation at the query point, and the verifier
issues a challenge. In the second round, the prover provides a KZH opening proof for the masked
polynomial. Therefore, to show that zk-KZH satisfies 1-unique response, it suffices to show that,
for a fixed commitment and evaluation point, KZH admits a unique opening proof.

Suppose there exist two distinct openings (y, 7) and (y*, 7*) for a commitment C' at the

point (x1, ..., X). Since both openings are accepted, the following three conditions must hold:

o Vj € [k — 1], we have 3,y e(D;[i], VIY)) = e(Ci1,V) = g e(D;lil, Vi), By the
Setup-Find-Repo assumption, it follows that D;[i] = Dj[i] for all i € [d] and j € [k — 1].
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o Ci_1 = (Ty, HY) = (T7, H'"). By the DLog assumption, we must have T, = T. Together

with the previous item, this implies that m = 7*.
o y= (T, x) = (T}, x;) = y*, contradicting that (y, 7) and (y*, 7*) are distinct.
O

Then, we can use Lemma 4.6.6 to show that zk-Spartan+zk-KZH satisfies (r — 1)-unique

response, where r denotes the total number of rounds.
Lemma 4.6.7. zk-Spartan+zk-KZH with r rounds satisfies (r — 1)-unique response.

Proof. In the rth round, zk-Spartan+zk-KZH opens a KZH commitment at a random evaluation
point. By Lemma 4.6.6, KZH satisfies 1-unique response, and thus the opening proof is unique.

Therefore, zk-Spartan+zk-KZH satisfies (r — 1)-unique response. 0
Lemmas 4.3.1, 4.6.4, 4.6.5, and 4.6.7 imply that zk-Spartan+zk-KZH is SE.
Theorem 4.6.8. zk-Spartan+zk-KZH satisfies simulation extractability.

Spartan+KZH-Fold PCD is built from the zk-Spartan+zk-KZH argument and the KZH-Fold
accumulator. SE of zk-Spartan+zk-KZH has been shown above. Knowledge soundness of
KZH-Fold was shown in [93]. Since their extractor only rewinds the adversary and does not

rely on the AGM, their proof extends to the updatable-SRS setting.

Lemma 4.6.9. [93, Theorem 6] The KZH-Fold accumulation scheme satisfies knowledge sound-

ness in the updatable-SRS setting.
Lemmas 4.5.2 and 4.6.9 and Theorem 4.6.8 imply that Spartan+KZH-Fold is SE.

Theorem 4.6.10. Leaf-decoupled Spartan+KZH-Fold satisfies leaf simulation extractability.
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4.7 Implementation and Evaluation

Our implementation of WILLOWFOLD builds on arkworks [10], KZH-Fold! and Willow?

codebases. We instantiate KZH-Fold with KZH-3. Our codebase will be publicly available soon.

Experimental Setup. We use a high-performance Google Cloud machine (c4-highcpu-288) as
the server, with 576 GB of RAM and 288 vCPUs. For the client and committee members, we
use a MacBook Air M3 with an 8-core CPU and 8 GB of RAM. In our experiments, the server

requires at most 20 GB of RAM to perform aggregation.

Lattice Parameter Selection. Since we employ the same lattice-based schemes, AHE and
KAHE, as Willow, our choice of lattice parameters are identical to Willow. For further details, we

refer the reader to Section 7 and Table 2 of Willow [17].

4.7.1 Optimizations

In this section, we discuss several optimization techniques to improve the performance.

Smallness Test. For smallness tests of the form = < L with a bound L < |F|, we proceed as
follows. First, we embed the bit-decomposition of L in the circuit to be used across all tests.
For each x, the prover gives its bit-decomposition by, by, . .., briog 1—1. The circuit checks b; -
(1 —b;) = 0 for all j and that z = > b;27, where the powers of two are hardcoded in the
circuit. By a lexicographic comparison of the bit-decompositions of x and L, we can verify the
test. This technique requires a [log L]-sized witness, while the generic arkworks smallness test

has a log |F|-sized witness.

Efficient Non-Native Arithmetic. We use a power-of-two cyclotomic ring R = W[X| /(X" +1)

'https://github.com/h-hafezi/kzh_fold
https://github.com/google/secure-aggregation
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in our AHE scheme. Elements of R are polynomials with coefficients in a finite field W, which
differs from the field [F used by our KZH-Fold circuit (e.g., the scalar field of BN254). The field

W is much smaller, typically of size 26429

. Since elements of W are represented in [F, the
circuit includes range checks that values are less than |W|. To enforce modular correctness, each
modular operation a x b = c is expressed as a x b — ¢ = |W| - ¢, with a, b, ¢ < |W]|.

The main operation in the circuit is a ring multiplication, expressed as a polynomial product
u(r) - v(r) = w(r), where u,v,w have coefficients in W and degree n. Thus, we design an
efficient interpolation method for non-native polynomials. As the first step, we compute powers
{r'}icpm recursively using ' = =1 - r + [W| - m;, where m; is the quotient from division.
Since r*~! is already known to be small from the previous step, only r* must be checked to be
less than |[W|. We then evaluate u(r) = >_ u;r" as an inner product between (1,7, ...,7") and
(uo, u1, ..., u,). We make two observations that boost our efficiency. Let 2¢ be the smallest
power of two greater than |W|; it suffices to prove 7%, u; < 2°. Since n - |[W| < n - 2° < |F|, we
can safely compute the inner product (or polynomial evaluation) over [F since no overflow would
happen, and then perform a single modular reduction by W at the end. Importantly, checking a

value is less than 2 is much more efficient in the circuit than checking an arbitrary value, since

it doesn’t require a lexicographic comparison.

Probabilistic Verification of Ring Operations. The client circuit requires computing the prod-
uct of two ring elements u, v € W /(X" + 1), which is performed using the negacyclic matrix.
This is the method currently used in Willow to compute v - u within an arithmetic circuit. How-
ever, this approach is highly inefficient: with N = 4096, it yields a circuit with roughly 16

million constraints. We propose an alternative method that leverages the underlying polynomial
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structure. Let w = v - u be the product of the corresponding ring element. By evaluating the
underlying polynomials of v, u and w at a randomly chosen point r, we can check the equality
probabilistically: if w(r) = v(r) - u(r), then with high probability we have that w = v - u.?
This reduces the verification cost from quadratic to linear in the number of constraints. To
securely obtain the randomness 7, we need to hash the polynomials (ring elements) v, u, w and
derive r from the output. However, hashing these polynomials directly is prohibitively expensive:
even with a zk-friendly hash function such as Poseidon [85], which requires about 100 constraints
per element, hashing three ring elements of length 4096 yields nearly 1.2 million constraints.

To avoid this cost, we adopt the commit-and-prove paradigm, i.e., the circuit is provided with

commitments to v, u and w and derives the challenge r by hashing the commitments.

4.7.2 Setup and Registration Costs

Our setup (excluding DKG) comprises two main phases: (1) PCD setup, and (i1) generating
client IDs and the Merkle tree over them. As shown in Table 4.2, a single server can complete the
KZH-related setup in under 11 seconds for n = 223 clients. Note that due to the leaf decoupling
mode, we require two separate KZH-Fold setups: one for the client circuit and one for the server
circuit. An advantage of KZH-Fold is that a larger setup can be used to derive smaller ones—
thus, we can run the client setup and then derive the server setup. Each role needs to store only a
subset of the public parameters. For the Merkle tree, we use MiMC [6] as the hash function with

exponent 3 and 91 rounds, which provides approximately 128-bit security.

4.7.3 Client, Server, and Decryptor Costs

Below, we discuss the costs incurred by each role in the aggregation session.

3To achieve 128-bit security, we check the relation at two independent random challenges, 71 and 7.
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One-time Setup Server

Verify time  Contribution ~ Aggregate Proof of

KzH-Fold ~ Merkle (Per Client)  Proof Size  (Per Client) Uniqueness IDs Setup
210 2.55s 32 ms 470 ms 38 KB 3.8s 0.11s 40KB 16.3MB
217 2.8s 4.03 s 475 ms 38 KB 3.8s 0.33s 4.22MB 16.3 MB
223 10.8s 2558 478 ms 38 KB 3.8s 3.20s 310MB 16.3 MB

Table 4.2: Microbenchmarks for WILLOWFOLD setup and server for number of
clients n € {2 217 223} We break up the setup cost into the KZH-fold PCD setup
and the ID Merkle Tree generation. We measure the server’s cost to verify a client
contribution proof, as well as that proof size, the aggregation time per client, the time
it takes to generate the proof of uniqueness, as well as the size of all ids and of the
setup. Reported sizes assume compression of group elements.

(n,0) Client Committee Member
7 PCD Zerocheck .
Setup Enc Prove Setup Verify / Size  Verify / Size Decryption

(210,10%) 2.3 ms 4 74 ms
(21°.10°) 645MB 82ms 29s 35KB iéolén]; 1407;;5]3 148 ms
(210,107) 296 ms ' 297 ms
(2'710%) 2.3 ms 84 ms
(217,10°) 64.5MB 82ms 29s 39KB i;oén]; 38(1J %53 148 ms
(217, 107) 296 ms ’ 283 ms
(223,10%) 2.3 ms 84 ms
(22,10°) 645MB 82ms 3.0s 48KB iéol?]; ;0511?1; 144 ms
(223,107) 296 ms ‘ 324 ms

Table 4.3: Microbenchmarks of WILLOWFOLD’s client and committee for input
lengths ¢ € {103,10°,107} and number of clients n € {20,217 223} The val-
ues filling out multiple cells are independent of /. For the client we measure the
setup/proving key size, the encryption time, and the proving time. For the committee
we report the setup size, the time to verify the PCD proof, the ZeroCheck proof.

Client Costs. The client’s main cost is constructing a zero-knowledge proof of knowledge of the
secret key used in the AHE scheme. As shown in Table 4.3, prover time increases only slightly as
the number of clients grows. This is because Merkle inclusion—the only component that depends
on the number of clients—accounts for only a small fraction of the overall circuit; for example,
it contributes roughly 30k constraints even for one billion clients. We note a subtle limitation of

our protocol: each client must store an SRS of size 64.5 MB.

Server Costs. The server performs three main tasks: (i) it aggregates the clients’ contributions,
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i.e., aggregates the ciphertexts and builds the PCD tree; (ii) once aggregation is complete, it

proves that each client’s contribution is used at most once, and, (iii) it performs the decryption.

e Per-Client Cost. Each client submits a PCD proof along with several ciphertexts to the server.
Since ciphertext aggregation is computationally negligible, the main server workload per client
involves (i) verifying the client’s PCD proof and (ii) aggregating it into the ongoing PCD proof.

The server circuit, i.e., internal nodes of the PCD tree, consists of 2'¢ R1CS constraints.

e Proof of Uniqueness. After aggregating all client contributions, the final PCD proof includes
a commitment to the participation vector. The server runs a zerocheck to prove the underlying

vector is binary. Concretely, this step is very efficient, taking ~ 3 seconds for 223 clients.

Committee Cost. Each committee member verifies the protocol execution to ensure correctness
before acting as a decryptor. This verification cost is sublinear in the number of clients and inde-
pendent of the input dimension; as shown in Table 4.3, it grows only logarithmically. Committee

members are also responsible for decryption, which has the same cost as in Willow.

Comparison to Prior Work. Before comparison, we emphasize that our protocol is the first to
enable single-server aggregation with dynamic clients, where the committee’s work is sublinear
in the number of clients, and no additional roles, such as a verifier, are required.

The closest work for comparison is Willow, since we build our scheme on Willow and only
modify its underlying proof system. In Table 4.4, we provide a concrete comparison of Willow
with WILLOWFOLD for N = 223 clients. Since both schemes employ similar encryption schemes
and have similar decryptor overhead, we exclude the decryptor role from this comparison.

While Willow achieves lower client and server costs, its high verification overhead for com-
mittee members forces an unfavorable trade-off: either needs uses a large committee—weakening
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Scheme Client Proof Gen. Server per Client Total Verifier Proof Size

Willow 0.8s 0.2s 460 h 15 GB
WILLOWFOLD 29s 4.3s 1.0s 57 KB

Table 4.4: Comparison of Willow and WILLOWFOLD for aggregating N = 2%
clients. The client’s proof generation time, the server’s per-client aggregation time,
the total verifier time, and the total proof size are shown.

trust assumptions by requiring an honest majority among more parties—or one keeps the com-

mittee small and incurs high per-member computation overhead, which limits scalability.
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Chapter 5

Single-Server Private Outsourcing of zk-SNARKSs

Deployment of zk-SNARKS is hindered by a key limitation: although proof verification is
fast, proof generation is expensive and often thousands of times slower than directly checking the
NP relation [63]. This overhead typically stems from the need for the prover to perform a number
of expensive cryptographic operations (e.g., group operations) that scale with the instance size.
As aresult, many applications of zk-SNARKSs, such as private smart contracts [32], auditable key
transparency [139], and verifiable machine learning [3], remain restricted to small instances.

One way to address this limitation is to allow provers/clients to outsource proof generation
to more powerful cloud servers [106, 129, 145], an idea actively pursued by several startups in
the industry [67,81, 121, 134, 135]. For many applications, such as private transactions [21] and
anonymous credentials [130], it is crucial that the servers learn nothing about the clients’ secrets,
which motivates the study of private delegation of zk-SNARKSs [51,75,79]. As we discuss in
Section 5.1, however, existing schemes fall short of the efficiency, security, and usability needed

for real-world applications.

Our Contributions. We propose efficient single-server private delegation schemes that match
the best features of prior work while addressing their limitations (see Table 5.1). In particular,
our constructions support group-based zk-SNARKSs without modification, achieve unlinkability
by hiding the witness, the statement, and the final proof from the server, provide security even
against a malicious server, and improve proof generation latency relative to local proving.

112



We focus on group-based zk-SNARKSs [72,86,96] because they are among the most widely
deployed proof systems in practice, due to their minimal verification cost; yet, their proof-
generation time is often slower than that of alternative schemes. In these zk-SNARKS, the prover
cost is dominated by elliptic-curve operations, which are expensive to realize in the circuits re-
quired for FHE; thus, single-server delegation of these zk-SNARKSs using FHE is impractical.

Our approach to single-server delegation for group-based zk-SNARKSs begins with the ba-
sic observation that the group operations in these proof systems are primarily multi-scalar multi-
plications (MSMs), which are linear operations with a simple algebraic structure. This motivates
us to construct an efficient subroutine for outsourcing MSMs, allowing the expensive parts of
proving (group operations) to be offloaded while the cheaper parts (field operations) are run lo-

cally. Specifically, we show the following results:

e Encrypted Multi-Scalar Multiplication: As a key building block, we introduce encrypted MSM
(EMSM), a new primitive of independent interest that allows a client to privately outsource
MSM computation to an untrusted server. We propose an EMSM scheme based on variants of
the learning parity with noise (LPN) assumption. We optimize the efficiency of our scheme by
instantiating the LPN assumption with repeat-accumulate-accumulate (RAA) codes [38]. In
our scheme, the server computation matches that of a native (plaintext) MSM, while the client
performs only a constant number of group operations. We also show how to achieve security
against a malicious server with only 2x overhead. We observe that our scheme supports public

linear maps applied to the MSM inputs, which further reduces the cost in our applications.

e Delegating Polynomial Commitments: As an immediate application of EMSM, we show how

it can be used to outsource KZG polynomial commitments [95]. Since KZG commitments are,
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in particular, a key building block in zk-SNARKSs and many other applications [48,50, 71,72,

95,114,126, 149], we believe that outsourcing KZG is of independent interest.

o Server-Aided 7k-SNARKs: As our main contribution, we introduce and formalize the notion of
zk-SNARKSs with server-aided proving, whereby a client generates a proof with the help of an

untrusted server who learns nothing about the client’s witness or the final proof.

We show how to realize server-aided proving for the widely-deployed Nova [96], Groth16 [86],
and Plonk [72] zk-SNARKSs. In each case, the group operations done by the prover are in the
form of MSMs and can be delegated using our EMSM. Moreover, we show that some of
the scalar operations performed by the client—which correspond to public linear maps ap-
plied to MSM inputs—can also be offloaded, thereby further reducing latency and the client’s
workload. Our technique is broadly applicable to other group-based proof systems such as

Marlin [50], Hyperplonk [48], HyperNova [97], and KZH-fold [93].

o Implementation and Evaluation: We experimentally evaluate our EMSM scheme and its ap-
plications to delegating KZG commitments and server-aided proving for Nova and Grothl16.
When proving 4 million constraints using Nova and delegating from a small AWS instance
(r6i.large) to a larger instance (c71.24x1large), our scheme lowers the client’s com-

putation by up to 20 X and reduces the proof-generation latency by up to 9X.

Example Applications. Server-aided proving is useful in any scenario where a lightweight client

wants to outsource proof generation to powerful entities. We give several real-world examples.

e Private transactions and smart contracts. Generating even a simple private transaction in

Zcash can take several minutes on a mobile device. It can be even slower in private blockchains,
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where users prove the correct execution of an arbitrary smart contract. Server-aided proving

can reduce clients’ work and the latency for generating transactions, enhancing performance.

e Verifiable and private machine learning. zk-SNARKSs can enable verification of various prop-
erties of machine-learning models, e.g., inference correctness [107] or model provenance and
integrity [3]. Circuits that arithmetize these properties are typically large, and their size scales
with the size of the model/dataset, which makes zk-SNARKSs computationally intensive for re-
alistic deployments. Our server-aided proving schemes can accelerate proof generation without

revealing sensitive model parameters or datasets to the server.

e Prover markets. Hardware acceleration can substantially boost the performance of zk-SNARK
provers [57,131], yet such hardware may not be readily accessible to average users. Prover
markets [134] are networks of servers with specialized hardware (e.g., GPUs or FPGAs) to
which clients can delegate proof generation. Due to the prohibitive communication and/or
computation costs of existing private delegation schemes, most currently deployed prover mar-
kets operate only in a non-private mode, which limits their deployability to real-world settings.

Our schemes address this problem and enable efficient use of servers’ resources.

e Private identity verification. zk-SNARKSs have applications to private authentication and anony-
mous credentials [130], with a prominent example of zkl.ogin [14]. In such scenarios, users
typically operate on lightweight devices such as smartphones, where proof generation is quite
slow. Our schemes enable users to offload this computation to more powerful servers without

revealing their credentials.

e Image authentication. zZk-SNARKSs can be used to certify the provenance of images, even after
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(an approved set of) edits have been applied [59]. Despite efforts to optimize zk-SNARKSs for
such applications, proving time remains slow, often taking tens of minutes. Our server-aided
proving schemes enable a client to offload most of its workload to a server while keeping

images/edits hidden.

5.1 Related Work

Prior work on the private delegation of zk-SNARKSs can be categorized into two groups:
multi-server protocols [51,75], which rely on secret sharing, and single-server protocols [79],
which use fully homomorphic encryption (FHE). We discuss each in turn; see Table 5.1 for a

summary comparison.

Multi-Server Delegation. One approach to privately delegating zk-SNARKSs is for the client to
secret-share its witness among multiple servers, which then run a secure multi-party computation
(MPC) protocol to generate the proof. Boneh et al. [124] termed this framework collaborative zk-
SNARKSs and proposed concrete instantiations by applying standard MPC techniques to several
zk-SNARKS, including Marlin [50], Groth16 [86], and Plonk [72]. Chiesa et al. [51] and Garg et
al. [75] advanced this approach and showed that, when relying on sufficiently many servers, it can
even reduce the latency of proof generation. Subsequent works further improved the efficiency
and security of this framework [66,76,90, 108, 148]—e.g., by modifying the zk-SNARK itself.
The main limitation of this approach is the need to deploy multiple servers, with the client
having to trust that a threshold of them behave honestly; if the number of corrupted servers ex-
ceeds the threshold, the witness is exposed. Another limitation is that, although these schemes

keep the witness private, they reveal information about the proof to the servers. This is unac-
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Scheme # of servers Improved latency Unlinkability Malicious security Instantiations

co-SNARKS [124] >2 X X v Groth16; Marlin; Plonk; Fractal
EOS [51] >2 v X X Marlin

ZKSaaS [75] > 8 v X X Groth16; Plonk; Marlin
DFS [90] >2 v X v Marlin*

Siniel [148] > 2 v X v Marlin

Liu et al. [108] >8 v X v HyperPlonk

Fang et al. [66] >2 v X v Plonk*

Blind FRI [73,79] X X X Fractal*

This paper 1 v v v Nova; Groth16; Plonk

* Delegation-specific adaptations.

Table 5.1: Private delegation schemes. The number of servers assumes the scheme
tolerates at least one corrupted server. Although EOS claims malicious security, an
attack is known [90].

ceptable for applications in which the client must remain unlinkable to the proof, such as private
transactions [21]. Although such linkability can be mitigated by assuming anonymous communi-
cation between the client and the servers [78], implementing such communication channels may

be infeasible or expensive.

Single-Server Delegation. Alternatively, one can delegate proof generation to a single untrusted
server; this avoids the need to deploy multiple servers and reduces the required trust assumptions.
While single-server private delegation can be generically realized using FHE, doing so directly
does not yield a practical scheme due to the associated overhead [69]. Garg et al. [79] reduce
this cost for FRI-based zk-SNARKSs [20] (e.g., Fractal [52]) by minimizing the non-black-box
use of the underlying primitives. Follow-up work [9, 73] showed further optimizations, but even
in the best existing schemes, server computation remains orders of magnitude slower than native
proving runtime, thereby increasing the overall latency of proof generation.

Besides the overhead introduced by FHE, existing single-server schemes have a number of

other drawbacks. The most prominent is that they alter proof verification; that is, the proofs they
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generate are not compatible with existing zk-SNARK verifiers, and verification time increases
due to the need to verify FHE decryption. Furthermore, existing single-server schemes sup-
port only FRI-based zk-SNARKSs and not popular group-based zk-SNARKSs such as Groth16 or
Plonk. As with multi-server schemes, existing single-server schemes reveal the statement and the
final proof to the server, and preventing this would be prohibitive. Finally, current single-server
schemes consider only a semi-honest server, and a malicious server could use a selective-failure

attack to learn information about the witness based on whether the client aborts.

5.2 Additional Preliminaries

For n > 0, we let w € [} be a primitive nth root of unity if w" = 1 and w™ # 1 for

1 < m < n. Then, we define the multiplicative subgroup D,, := {w° w!, ... w" 1}

Fast Fourier Transform and Polynomial Operations. Fast Fourier Transform (FFT) enables
the evaluation of a degree-n polynomial at O(n) points—typically the points over the domain D,,
for a primitive nth root of unity w—in time O(nlogn). Its inverse operation, the inverse FFT
(iFFT), reconstructs the polynomial from its value at those points in time O(n logn). Note FFT
and iFFT are both linear operators. One application of these transforms is multiplication of two
degree-n polynomials in time O(n logn). In particular, given the coefficients of two polynomials,
the algorithm first applies an FFT to each polynomial to obtain their evaluations at 2n — 1 points,
multiplies the evaluations pointwise, and then applies an iFFT operation to recover the result.

This also extends to polynomial division; any division is reduced to two multiplications [25].
The Product-Check Protocol. The product-check protocol enables a prover to convince a ver-
ifier that for a polynomial f(X), []/= f(w') = v where w is a primitive nth root of unity. Let

=0
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t(X) be a polynomial with ¢(w®) = J[;c/;y) f (w') forall 1 < s < n. In the product-check
protocol, the prover sends ¢(X) as an oracle, and the verifier checks whether ¢(w"™!) = ~. The
prover shows that ¢(X) is well-formed, i.e., t(w - ) — t(z) - f(w-x) =0forallz € D,. To do
this, the prover computes a quotient ¢(X) by dividing ¢(w - ) — t(x) - f(w - z) by X™ — 1 and
sending it as an oracle. The verifier opens the polynomials at random points and checks for their

consistency. Oracles can be instantiated with polynomial commitments.

5.2.1 Arithmetizations

We recall two standard arithmetizations used by zk-SNARK protocols.

R1CS Circuit Format. The rank-1 constraint system (R1CS) is a widely used representation of
arithmetic circuits [50,86]. An R1CS with n constraints is defined by matrices A, B, C € Fy*™,
each with ©(1) non-zero entries per row. Then, we say a constraint system is satisfied by a given

public instance x € F! and a private witness w € F7"~*if (Az) © (Bz) = Cz, where z := x || w.

Plonk Arithmetization. Given integers m,n € N, the Plonk arithmetization for a fan-in-two
circuit with unlimited fan-out, m wires, and n arithmetic gates is defined by two tuples: (i)
(a,b,c) € [m]>", where a, b, and c denote the left, right, and output sequences, respectively,

and (i) (qr,qr,q0,9m,9c) € F*", where qr, qr, 9o, qu» and qc denote the left, right,
output, multiplication, and constant selector vectors, respectively. Given a circuit assignment

z = (x || w) € F}", we say the circuit is satisfied if for all 7 € [n]:

(qz)i - 2a; + (qR)i = 260, +(q0)i - 2e; + (qar)i + (2a,20,) + (qc)i = 0.

The wire values must also be correctly ordered. Let v := (zq, )icfn) || (26, )icin) || (2, )icn)- Plonk
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enforces this by defining a permutation o : [3n] — [3n] such that v; = v, ;) for all i € [3n].

5.2.2 Unrolled Protocols of zk-SNARKSs

We recall the designs of Groth16 [86], Nova [96], and Plonk [72].

The Nova Protocol. The key building block in Nova is a folding scheme for the committed,
relaxed R1CS—a generalization of R1ICS where, in addition to the matrices A, B, and C, the re-
lation includes a private error vector e € Iy and a public scalar u € FF,. Given z = x||w, the rela-
tion is satisfied if and only if (Az)®(Bz) = u-(Cz)-+e. Here, the instance includes commitments
to vectors w and e. Given fixed matrices A, B, and C, consider two instances (€, 1o, Wo, Xo) and
(€1, u1, Wy, x;) where, for each b € {0, 1}, €, and w;, are Pedersen commitments to e;, and wy.
For folding, the prover computes t = (Azy) ® (Bz1) + (Az;) ® (Bz) —ug- (Cz1) — uy - (Czy),
and sends a Pedersen commitment to t—denoted by t—to the verifier. Then, given a random

challenge r < F,, we define the folded instance (€, u, W, x) as

U=ug+T- U, =6 +71 -t+71>-8,X=Xq+7 X1, W=Wo+7-W.

The prover computes the updated witness (e, w) where e = eg+7-t+72-e; and w = wo+7-wy.
Folding is correct since the Pedersen commitment is additively homomorphic; it is sound since
if any input instance is invalid, the folded instance is unsatisfied over the choice of r. Let F' be
the function of each iteration, and F’ be an augmented function that, in addition to computing
F, runs the folding verifier; i.e., given two instances and a cross-term commitment, it folds the

instances. Then, the setup and proving algorithms in Nova are as follows:

e Setup: it outputs the Pedersen commitment scheme parameters.
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e Prove: it proceeds in two steps: (i) first, for each invocation of F”, extracts the instance—witness
pair and incrementally folds them into a single instance—witness pair; and (i1) second, it applies

a general-purpose zk-SNARK to this final instance.

The Groth16 Protocol. Let A, B, C be matrices defining an R1CS relation to a given relation.

Letw € F, be a 2nth primitive root of unity and w’ := w?. We define f4 ;(X), f5,;(X), fo ;(X):

fA,j(wli> = Ai,ju fB,j(W/i) = Bi,j; fc,j(wli) = Ci,j7

Vi € [n], 7 € [m]. It is well-known [80] that R1CS with z := x||w is satisfied iff for all i € [n]

D zfai W) D 2ifeiw) =D 2ifoi W),

JEm] Jem] Jjeim]

Let ¢(X) := [;c}y (X — wj). The above condition holds iff there is a quotient ¢(X) such that

Z zjfa(X) - Z 2 fp,i(X) — Z zjfo (X)) = q(X) - t(X).

J€[m] JE[m] JE[m]
The prover shows that ¢(X') exists. The setup and proving algorithms of Groth16 are as follows:

e Setup: Let o, 3,7,0,v < Fyand f; :== afa; + Bfp; + fc ;. Public parameters pp include

{a, 8,6, {v" Yiep), {71 F5(0) e, {07 f5 (0) Y15 {070t (0) ey,

{fa5() Y semi {85 (0) Yiemi}t - 91,487, 0, {v" Yiem), { f5,5(0) }jem} - 92, 8 - gr,

where g1 € Gy, g € Gy, and gr € G are generators of the source and target groups.
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e Prove: Consider the following polynomials:

Fa(X) =) 2 a i (X), f3(X) = D 2 fm,(X), fo(X) = D zife (X).

J€[m] J€[m] J€E[m]
The prover can compute ¢(X') within the following steps:

1. Over the domain D,,, f4(X), fg(X), and fo(X) are evaluated to Az, Bz, and Cz. The

prover computes these evaluations in O(n) time, as the matrices A, B, and C are sparse.

2. Let D := D, \ D, . The prover applies iFFT to get the coefficients of f4(X), f5(X), and

fo(X), and applies FFT to evaluate them over D. The prover also evaluates ¢(.X') over D.

3. The prover evaluates ¢(X) over the domain D using the evaluations of f4(X), fg(X),

fo(X), and t(X), and then applies iFFT to obtain the coefficient representation of ¢(.X).

Let ¢(X) = > ey ¢; X". The prover samples r, s «— F, and outputs 7 := (7., 73, 7.) Where

Moo= gi+r-(0-g1)+ Y 2 (fai(v) - g1),

j€[m]
mi=B-gats-(0-g)+ > % (f5,(v) 9),
j€[m]
Mei=s-ma 47T (B-gi+ Y 2 (f5;(0) - 91))
JE[m]
+ Y 0 g+ D @ (67 w) - g).
JEl:m] 1€[n—1]

The Plonk Protocol. Plonk proceeds in five rounds, which we outline below:

1. The prover computes three polynomials a(X), b(X), and ¢(X), each of degree n — 1, cor-
responding to the left, right, and output wire values, respectively. In particular, let w be a
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primitive n-th root of unity. Then, we have a(w') = z,,, b(w') = 2z, and c¢(w’) = 2, for
all ¢ € [n]. These polynomials are obtained by applying an iFFT to the corresponding wire

values. The prover sends KZG commitments to a(X), b(X), and ¢(X).

. Letk,n € IF;’; with distinct domains D,,, Dy, and D,,,. For random 3,7 € F,, let

h(X) :=(a(X) + X + 7)(b(X) + BsX + 7)(c(X) + X +7),

9(X) :==(a(X) + Boa(X) + 7)(0(X) + Proy(X) + 7)(c(X) + fno(X) + 7)),

where 0,(X), 03(X), and 0.(X) are defined as o,(w') = w'®, op(w’) := w’™*), and

oe(w?) := w?@ ) for all i € [n]. Then, the wiring is consistent with the permutation o iff

IT 20— [T s =1,

J
s 9@ S

which can be validated via a product-check protocol, i.e., the prover sends a KZG commitment

h(wl:)
glw?)*

to a polynomial ¢(.X') such that for all s € [n], t(w®) =[], €l

. Define q1,(X), qr(X), go(X), qar(X), and go(X) such that each evaluates to the correspond-

ing selector over the domain D,,. We let po(X), p1(X), and p2(X) be as follows:

po(X) = qr(X) - a(X) + qr(X) - 0(X) + qo(X) - ¢(X) + qu(X) - a(X) - b(X) + go(2),

pi(X) = t(w- X) = 1(X) - [(X),  pa(X) = £u(X) - (((X) = 1),

where ¢,,(X) denotes the nth Lagrange basis over D,,. All three polynomials must evaluate to

zero over the domain D,,. For random p, let p(X) := po(X) + pp1(X) + p*pa2(X).
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4. The prover computes a quotient ¢(X) by dividing p(X) by X™ — 1 and sends a commitment
to ¢(X); that is, the prover decomposes ¢(X) into degree-n polynomials giow(X), Gmida(X),

and gnigh (X) with ¢(X) = @ow(X) + X" gmia(X) + X?" - ghign(X ), and commits to each.

5. Once all the commitments are received, the verifier queries the committed polynomials at

random points, and the prover provides KZG openings for each of them.

5.2.3 Repeat-Accumulate-Accumulate Codes

Repeat-accumulate-accumulate (RAA) is a family of error-correcting codes with efficient

encoding [38]. For a block length N, dimension n, and r = (N/n) € N, we define the following:

o F,. ¢ F"¥ is a repeat matrix that repeats each entry in the input vector r times; that is,

(F);; =1lifir <j < (i+ 1)rand (F,);; = 0 otherwise.

o A € FN*¥ is an upper-triangular accumulator matrix with all nonzero entries equal to 1; that

is, (4,);; = 1ifi < j, and (A, ); ; = 0 otherwise.

e For o : [N] — [N], a permutation, M, € FV*¥ denotes the corresponding permutation

matrix; that is, (M, ); ; = 1if 0(j) = 4, and (M, ); ; = 0 otherwise.
Then, a pair of permutations o1, oy : [N] — [IN] defines a generatoras G := F,-M,,-A-M,,-A.

5.2.4 The Learning Parity with Noise Assumption

At a high level, the learning parity with noise (LPN) problem [28] over a field [ states that
for a public matrix A € FN*™ a uniform secret s € F™, and a sparse vector e € F¥ from some
error distribution, (A, As + e) is computationally indistinguishable from (A, b) with b «+ FV

uniform. The dual-LPN assumption is an equivalent formulation [117, Lemma 4.9] stating that
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for a public G € F"*¥ chosen from a distribution G and a sparse noise vector e € F¥ chosen
from a distribution &, it holds that (G, Ge) is indistinguishable from (G, b) where b + F”" is
uniform.

For dual-LPN, various choices for the distributions G and £ have been considered. A
standard choice for the noise distribution £ is the uniform distribution over vectors in FV of
Hamming weight ¢, where ¢ = O(1); see [105] for a detailed security analysis. Recent work [24,
34,35,37,127] has instantiated G with the uniform distribution over generator matrices of linear
codes with fast encoding. It is believed that dual-LPN holds under such instantiations when

certain conditions hold, as we discuss next.

Security against linear tests. For a distribution D over " and a nonzero vector v € [F”, the

bias of D with respect to v is

bias, (D) := max| Pr [v - x = ¢] —
celF [x<D

For a generator matrix G € F™*" and a noise distribution £ over F", let £g denote the dis-
tribution of Ge € F" when e is sampled from £. All known attacks against LPN and its vari-
ants [18, 141, 151] involve finding a vector v € F" for which the bias of £g with respect to v
is large. Thus, to thwart known attacks, we must ensure that (with high probability over choice
of G) no such v exists. Prior work [35] shows that this can be done by ensuring that, for some
9, (i) the code defined by G has relative distance at least ¢ and (ii) € = max,(v)>sn biasy(Eg) is

small. If £ is the uniform distribution over vectors of Hamming weight ¢, we have € < e~ [35];
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in that case, we achieve \-bit security of dual-LPN against known attacks if

67261‘, S 27/\+10g2N — (5 Z In2- <>\2_tlog2 N> ) (51)

We choose a distribution G such that with overwhelming probability over choice of G from G,
the code defined by G has relative distance ¢.

There are three cases that do not directly fit into the linear-test framework [35]: when the
code admits an efficient decoding algorithm, yielding a trivial attack on the dual-LPN problem;
when the noise is highly structured and the adversary is given sufficiently many samples for a
given noise pattern [11]; and when the field F has nontrivial subfields. We make sure to avoid

these cases.

Instantiation with RAA codes. In this work, we take G as a distribution over generators of
an RAA code, which is conjectured to be safe for dual-LPN [24]. To provide further evidence
for this claim, we analyze the minimum distance of RAA codes over arbitrary finite fields (see

Section 5.3.1) and then use the linear-test framework to set parameters; see Section 5.3.2.

5.3 Concrete Security of Dual-LPN

In this section, we analyze the security of dual-LPN instantiated with RAA codes. Specif-
ically, we first analyze the distance of the RAA codes, and then use the linear-test framework to

choose the dual-LPN parameters.
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5.3.1 Distance Analysis of RAA Codes

Prior work [38] provides a provable analysis of the distance of RAA codes, but its approach
applies only to binary fields. Here, we employ a technique for analyzing linear codes [27] and
provide a numerical analysis over fields I, for ¢ > 3. Specifically, we aim to derive an upper
bound on the probability that the relative distance of a random RAA code of a given dimension
falls below 0.05; this is known as the failure probability.

Let G € "V be a generator with G = F,M,, AM,,A, where F, is an r-repetition
matrix for r = N/n; M,, and M,, are permutation matrices for permutations o1, oy over [N];
and A is the accumulation matrix. Analyzing the distance of the code for a distance  amounts

to bounding Pr[dz € F" \ {0} : wt(G'x) < 6 N]. We recall the following two lemmas [27].
Lemma 5.3.1. For any x € F, it holds that wt(ATx) > [wt(x)/2] .

Lemma 5.3.2. For a uniform x € FY of weight w # 0 and any h > [w/2],

v () (T
Pr[wt(ATx):h]gzzzo (22 () ).

We then apply a union bound on the failure probability:

Pr[3z € F*\ {0} : wt(GTx) < 6N] < i (Z)
: Z Priwt((F,M,, A)Tx) = wy|wt(x) = w1]

ON
) Priwt((M,,A)"x) = ws|wt(x) = w,].

wz=1

Note that M, and M,, keep the input/output weights unchanged. For the repetition matrix, it
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holds that wt(F7x) = 7 -wt(x). Moreover, following Lemma 5.3.1, we know that wy > [rw; /2]

and w3 > [wy/2]. With these observations, we can simplify the above upper bound as follows:

w1

Pr[3z € F*\ {0} : wt(G'x) < 6N] < z": (n)
> Prwt(ATx) = walwt(x) = ruw]

wa=[rwi /2]
SN

Z Priwt(ATx) = ws|wt(x) = wy)].

wz=[w2/2]

Then, we apply Lemma 5.3.2 to obtain the following upper bound:

Pr[3z € F*\ {0} : wt(GTx) < 6N] < Y (” >

2N 3T () (e (=)
wa :%1 /2] (rjzzl)
i () () (o T
Z L 2 J ( 2 ] ]

N
’w3=’7w2/2—| (w2)

To minimize ¢, we fix the code rate to R = 1/4 (thus N = 4n) and set the relative distance
to 0 = 0.05. Calculating the bound for dimensions n of interest is infeasible, thus we evaluate it
for n = 24,25 ... 20 and extrapolate to larger dimensions using exponential regression. (See
Figure 5.1.) Our heuristic analysis shows that, for our parameter choices, the failure probability
is at most 272! for n > 21°.

Prior work [38] uses a procedure for sampling a generator of an RAA code that lowers
the failure probability exponentially in a parameter w at the cost of O(N* log(/N)). We do not

employ this procedure in our analysis; however, the same technique can be used in our case.
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101
- Dimensionn | 215 216 217 218 219
e Noise weight ¢ | 589 582 575 568 561
QO
2 o |
o T
% 107" | —e— Calculated i Dimension n ‘ 220 921 922 923 924
L - = - Extrapolated - -

10-9 | Regression Model Noise weight ¢ | 554 547 540 533 526

2‘5 210 216 2‘20 2;5
Dimension n

Figure 5.1: Failure probability of RAA codes and noise weight ¢ as a function of the
dimension n to achieve 100-bit security when dual-LPN is instantiated with RAA
codes for rate R = 0.25 and relative distance 6 = 0.05. The shaded region marks the
extrapolation domain.

5.3.2 Parameter Selection for Dual-LPN

As in prior work [34,35,56,105], we employ the linear test framework (specifically, Equa-
tion 5.1) to choose LPN parameters. We set A = 100 to match the security provided by the BN254
curve used in our zk-SNARK implementations, but as can be observed from Equation (5.1) the
value of ¢ would not change much if instead we used A = 128. We tabulate the noise weight as a

function of the input dimension in the Table of Figure 5.1.

5.4 Encrypted Multi-Scalar Multiplication

In this section, we first define the notion of encrypted multi-scalar multiplication (EMSM).
We then propose an efficient construction based on the dual-LPN assumption. Finally, we explore

the applications of the EMSM primitive to the delegation of KZG commitments.

5.4.1 Definition

Fix a public g € G". Then, an EMSM scheme with respect to g follows the syntax below:
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e Setup(1?,g) — pp: a setup algorithm that, given ) and g € G", outputs public parameters pp.

e Encrypt(pp,z) — (ct,st): an encryption algorithm that, given the public parameters pp and

the input vector z € ", outputs a ciphertext ct and client secret state st.

e Evaluate(pp,ct) — em: an evaluation algorithm that, given the public parameters pp and

ciphertext ct, outputs an encrypted result em.

e Decrypt(pp,em,st) — dm: a decryption algorithm that, given the public parameters pp, an

encrypted result em, and secret state st, outputs a result dm (possibly ).

An EMSM scheme is secure if it realizes a (reactive) secure two-party computation of
(z,g) in the Setup-hybrid model. In particular, let Fysv (shown in Figure 5.2) be the reactive
two-party ideal functionality that is initialized with a public basis g and, when given input z from
the client, returns (z,g). (reactive means the setup can be reused.) A corrupted server can be
semi-honest or malicious, giving two flavors of security for EMSM. A malicious server can abort
the functionality and hence prevent the client from receiving output. We say an EMSM scheme
IT = (Setup, Encrypt, Evaluate, Decrypt) is secure if the natural two-round protocol based on
[T—in which the client runs Encrypt and sends the result to the server, the server runs Evaluate
and sends the result to the client, and the client computes Decrypt and outputs the result—realizes

the ideal functionality Fy sy in the Setup-hybrid model. This implies the following properties:
e Correctness: in an honest execution, the client always outputs a correct evaluation (z, g).
e Privacy: the server learns nothing about the client’s input z.

e Malicious Security: a malicious server cannot make the client output an incorrect result. The
malicious server also learns nothing about z based on the client’s decision to abort.
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Functionality Fysm

Initialization: The client and the server initialize the functionality with a public g € G".

Evaluation: Upon receiving (eval, z) from the client, send eval to the server. If the server sends
continue, send (z, g) to the client. If the server sends abort, send _L to the client.

Figure 5.2: Multi-scalar multiplication ideal functionality.

Efficiency. The trivial EMSM in which the client computes the MSM locally is secure. We are
interested in EMSMs where the work done by the client is less than that native computation.

Realizing the setup. At a high level, there are two ways the setup can be realized in an EMSM.
First, each client could compute its own setup parameters; this may be more expensive than
computing a single MSM locally, but the cost could be amortized over multiple MSM evaluations.
The other possibility is to have a semi-trusted entity who computes Setup once and for all, with
the result being used by multiple clients. While in general it may be undesirable to introduce
an additional trusted entity, for our EMSM scheme the Setup algorithm is transparent, meaning
there is no secret trapdoor that needs to be deleted, and verifiable, meaning that anyone can verify
the correctness of setup—though this verification costs ©(n) group operations. In particular, this
means that for our EMSM scheme the server itself could generate the requisite setup; a malicious

server could potentially generate incorrect setup, but would risk being caught by doing so.

5.4.2 Construction

We present the framework for our EMSM scheme based on the dual-LPN assumption.

5.4.2.1 Protocol Design

We observe that MSM is a linear operation, i.e., (z + r,g) — (r,g) = (z,g). Thus, a

natural idea is to have the client choose a uniform r and send z + r to the server, who sends

131



back (z + r, g); the client then outputs (z + r,g) — (r,g). Naively, however, this requires the
client to locally compute (r, g), and hence, does not reduce the work. Our insight is to mask z
with a structured, pseudorandom r such that (r, g) can be computed using o(n) group operations.
Specifically, let r = Ge where G € F"*" is a generator matrix with N = O(n) and e € F" is a

secret weight-t vector where t = O(1); Note r is pseudorandom under dual-LPN. Furthermore,

<I’,g> = <Ge7g> = <Z € - G*,ia g> = Z € - <G*,i7 g),

i€[N] i€[N],e,#0

where the {(G.;, g)}icn] are independent of the client’s input. Thus, if the vector h = G'g

(with h; = (G, g)) is published as part of the setup outputs, the client can then compute

(r,g) = Z ei - h; = (e, h)

iE[N],eﬁﬁo

using O(t) group operations. (We discuss the efficiency of computing Ge in Section 5.4.3.)
Note that, by a standard hybrid argument, the dual-LPN assumption holds even if the client
uses the same generator G to mask polynomially many inputs, as long as the client samples a
fresh noise vector e each time. Thus, if G is public and fixed, the corresponding {h; };c[n] can be
published once and reused forever. Note further that the setup algorithm is transparent (assuming

G is generated using a random oracle), and the values {h;} can be verified by anyone.

Achieving malicious security. As described, the scheme is secure against a semi-honest server,
but a malicious server can violate correctness by causing the client to output an incorrect result.
(Note, however, that the protocol is not vulnerable to a selective-failure attack violating privacy.)

We show that our protocol can be adapted to achieve malicious security with only 2x overhead.
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To do so, we have the client choose a uniform c ﬁ IF, and then run the semi-honest protocol twice
on inputs z and z. = c- z to get outputs dm, dm,. Then, if dm = ¢ - dm, the client outputs dm;
otherwise, it outputs L. To see that this ensures security against a malicious server, let v, v, be
the vectors sent by the client to the server and assume the server responds with em = (v, g) + €
and emq = (Vek, 8) + € With € # 0. This causes the client to reconstruct dm = (z, g) + € and
dme = (- 2z, 8) + €q; thus, the client outputs | unless ey = ¢ €. Since ¢ is uniform and hidden
from the server, we see that the client outputs L except with negligible probability 1/g.

Our EMSM is specified in Figure 5.3; components for malicious security are in blue .

Theorem 5.4.1. Assuming the dual-LPN assumption for distributions G, E. Then the semi-honest

(resp. malicious) scheme in Figure 5.3 is secure for semi-honest (resp. malicious) adversaries.

Proof. We focus on the malicious setting; semi-honest follows by an analogous argument.

We show that the protocol (as described earlier) obtained from the malicious version of
[Iysm UC-realizes Fyisy in the Setup-hybrid model. Security against a malicious client is trivial.
For a malicious server, consider a simulator interacting with an adversary A corrupting the server.
In each execution, the simulator chooses uniform v, v, and sends these to the A; in response, it
receives em, emy from A. If em = (v, g) and emy = (v, g), the simulator sends continue to

Fumsw; otherwise, it sends abort to Fysy. The security follows from dual-LPN, as above. OJ

Supporting public linear maps. We observe that any EMSM naturally supports the application
of a fixed (public) linear map to the client’s input before computing the MSM. That is, we can
delegate the computation of (Hz, g), where H is public and z is private. To do so, we can use the

fact that (Hz, g) = (z, H g); thus, we can run the setup of the EMSM scheme on input H” g,
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Igmsm

Let n be the input length, G be a generator distribution over matrices in FZXN , and & an noise
distribution over weight-¢ vectors in Ff]\[ with t = O(1) and block length N = O(n).

Setup(1*, g):
e Sample G «+ G, and compute h := G”'g.

e Return the public parameters pp := (G, h).

Encrypt(pp; z):
e Sample e « £ and evaluate r := Ge.

e Sample ecx + £ and evaluate r¢, := Gegy.

Sample a uniform random challenge ¢ < I,.

Compute v:=r+2z aswellas vex :=rek +C-Z.

Return the ciphertext ct := (v , vk ) and the secret state st := (e , €c, € ).

Evaluate(pp; ct):

e Return the encrypted result em* := ((v,g) , (Vek, ) )-
Decrypt(pp; em*, st):

e Parse em™ as em , emg

e Compute dm :=em — (e, h).

e Compute dmcy := emcx — (€c, h).

e If dmgy # ¢ dm, return | ;else return the result dm.

Figure 5.3: Encrypted multi-scalar multiplication scheme.

One input, multiple MSMs. We note that a client may need to outsource (z, 1), .. ., (z, g) for
multiple group bases gy, . . ., g¢ but the same input z. While this can be done using ¢ independent
executions of our EMSM protocol, it is possible to do better when it is acceptable to reveal to the
server that the same input is being used. First, for Setup it suffices to fix a single G (though /¢

vectors h; = GTg,, ..., h, = GTg, are still needed). More significantly, in the protocol itself,
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the client only needs to compute and send a single value v. (For simplicity, we focus only on
the semi-honest setting; everything extends naturally to the malicious case.) The server then

computes the ¢ responses {em; = (v, g;) } and the client computes the ¢ outputs {dm;} as before.

5.4.3 Efficient Instantiation

In the EMSM scheme of Figure 5.3, the client performs O(t) = O(1) group operations.
We note that for an arbitrary matrix G, however, the client might have to perform up to n - ¢
field multiplications to compute Ge !; the same cost applies to Ge.. However, letting G be a
structured matrix for which dual-LPN is still conjectured to hold, we can further reduce this cost.

There are several choices for G [7, 35,36, 111, 127]. Here, we let G be a generator
for an RAA code due to the fast encoding runtime this achieves. Recall this would mean
G = F,M,, AM,, A, such that F, is an r-repetition matrix for r = N/n; M,, and M, are
permutation matrices corresponding to permutations o1, 05 over [N]; and A is the accumulation
matrix. It is then possible to compute Ge using at most than 3N field additions: each application
of A and F, requires at most N — 1 additions, while applying M,,, and M, requires no field
operations. The net result is to reduce the client’s computation to 3N = 12n field additions.

Using RAA codes also makes the setup procedure more efficient. When G is arbitrary,
computing h requires O(nN) group multiplications, but when G is the generator matrix of an
RAA code this cost drops to O(N) group multiplications. We note that this also holds when
delegating a public linear map H, as long as H is structured that enables fast multiplication. (Even

if H'G™ is not structured, we can apply G’ and H” sequentially to enable fast multiplication.)

'For instance, with n = 220, N = 222 and G € F"*® uniform, we require ¢ > 40 for 100-bit security [34].
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Functionality Fxz¢

Initialization: The client and the server initialize the functionality with g = (7 - gl)ie[n].

Commitment: Upon receiving (com, f(X)) from the client, where f € F<"[X], send com to the
server. If the server sends continue, send ¢ = (f, g) to the client, where f is the coefficient vector
of f(X) and store f. If the server sends abort, send L to the client.

Opening: Upon receiving (open, f(X), z) from the client, send open to the server and adversary.
If the server sends continue, send (q, g) to the client, where q is the coefficient vector of ¢(X) =
%. Otherwise, if the server sends abort, then send L to the client.

Figure 5.4: KZG commitment ideal functionality.

5.4.4 Outsourced KZG Commitments

An immediate application of EMSM schemes is outsourcing KZG polynomial commit-
ments. The commitment and opening algorithms of the KZG scheme each require only one MSM.
In particular, for g = (7" - g1)ie[y), the commitment algorithm outputs (f, g), where f is the co-
efficient vector of a polynomial f(X) € F;"[X]; to prove that f(x) = y, the opening algorithm

f(X)

computes ¢(X) = +=-¢ and outputs (q,g). In both cases, the dominant computation—the

MSMs—can be outsourced via EMSM. We refer to the result as an encrypted KZG (EKZG).

Theorem 5.4.2. If 11 is a secure semi-honest (resp., malicious) EMSM, then 11z UC-realizes

Fkzc in the Setup-hybrid model for semi-honest (resp., malicious) adversaries.

5.5 zk-SNARKSs with Server-Aided Proving

We first formalize the notion of zk-SNARKs with server-aided proving that enables a client
to (partially) outsource the work of proof generation for a zZk-SNARK to a more powerful server.

We then show server-aided proving protocols for widely deployed zk-SNARKSs.
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Protocol I1xz¢
Let (g = (g1,7-91,...,7" 1 -g1), T go) be public parameters for KZG polynomial commitment
scheme, and let II = (Setup, Encrypt, Evaluate, Decrypt) be an EMSM.

Setup: The EMSM setup algorithm IT.Setup(1*, g) is executed, giving the output ppy;.

Commitment: On input coefficient vector f, the client runs (ct, st) «— Encrypt(ppyg; f), and sends
ct to the server. The server runs em < Evaluate(ppyy; ct) and sends em to the client. Finally, the
client outputs the commitment dm < Decrypt(ppy; em; st).

Opening: Given z, the client evaluates y = f () and computes ¢(X) = % with the coefficient
vector q. The client then runs (ct,st) < Encrypt(ppy; ) and sends ct to the server. The server
executes em <— Evaluate(ppyy; ct) and sends em to the client. Finally, the client outputs the KZG

opening dm < Decrypt(ppyg; em; st).

Figure 5.5: Encrypted KZG commitment scheme.

Remark 5.5.1. zk-SNARK proving consists of two steps: (i) A witness w for a relation (x,w) € R
is transformed into a witness for a certain constraint system, such as RICS. (ii) A cryptographic
argument system is applied to generate an argument of the satisfiability of the constraint system.
Since the first step is relation-specific, non-cryptographic, and computationally cheap, we assume

it is performed by the client and only focus on the outsourcing of the second step.

5.5.1 Definition

Let ¥ = (Setup, Prove, Verify) be a zk-SNARK. Given ppy, < X.Setup, a server-aided

proving scheme for X consists of the following efficient algorithms:

e Setup(ppys;) — pp: a setup algorithm that, given ppy., outputs public parameters pp.

e (Prove.S(pps;, pp), Prove.C(ppy;, pp, *,w)) — m: this is an interactive protocol between a
server S who holds ppy;, pp and a client C who holds ppy;, pp, a statement =, and a witness w.

Finally, C outputs a proof 7 (possibly _L).

As in the case of EMSM schemes, we define security via a reactive two-party functionality.
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Let F3.,. (cf. Figure 5.6) be the ideal functionality corresponding to the proving algorithm of
the zk-SNARK Y. The functionality is parameterized by public parameters pps, generated by
¥..Setup, and repeatedly evaluates X..Prove(pp; z, w) for inputs (x,w) provided by the client.
The server does not provide input or receive output; however, a malicious server may abort

and prevent the client from receiving the output. A server-aided proving scheme Iy, for the

zk-SNARK ¥ is secure if it UC-realizes Fp,

rove

in the IIy.Setup-hybrid model. As before, we
may consider a semi-honest or malicious corrupted server, giving rise to two notions of security.

(Security for a corrupted client is trivial.) This definition implies the following properties:

e Correctness: In an honest execution between C and S, where C provides input (z, w) such that

(z,w) € R, the proof = output by C satisfies 3.Verify(pp; z, 7) = 1.

e Witness privacy: A corrupted S running the protocol with C learns nothing about the witness
w, even if S later obtains the statement = and the proof 7; this is due to the security of the

protocol and the zero-knowledge property of >..

e Unlinkability: A corrupted S learns no information about the proof output by C. This ensures
that proofs (and thereby statements) cannot be linked to the transcript of an execution of the
server-aided proving protocol, even if proofs or statements are later revealed to S. Note that this
property is independent of witness privacy; in particular, existing work on private delegation

of zk-SNARKSs [51,79,79, 124] achieves witness privacy but reveals the statement and proof.

e Malicious security: A malicious S cannot cause C to output an incorrect proof 7; the most it
can do is make the client output L. The definition also rules out selective-failure attacks in

which S learns (information) about C’s inputs based on whether or not C outputs L.
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Functionality Fp,ove

Initialization: The client and the server initialize the functionality with a relation R with a zk-
SNARK ¥ = (Setup, Prove, Verify), and its public parameters ppy, < X.Setup(1*).

Proof generation: Upon receiving (prove, x, w) from the client, send prove to the server. If the
server responds with continue, then send the proof 7 < 3.Prove(pps;, =, w) to the client. Other-
wise, if the server responds with abort, then send L to the client.

Figure 5.6: Server-aided proving ideal functionality.

Efficiency. Any zk-SNARK ¥ admits a trivial IIy, for X in which IIs.Setup does nothing, and
II5;.Prove has C run X.Prove locally while S remains idle. We are thus interested in schemes in

which C’s work in IIy.Prove is strictly less than its computation to execute X.Prove locally.

5.5.2 Server-Aided Proving for Nova

We describe a server-aided proving scheme for Nova. Recall the Nova protocol from
Section 5.2.2. We observe that the prover cost is dominated by Pedersen commitments to t and w.
Note that when we extract an instance-witness for an iteration, e is always set to a zero vector, and
thus its commitment is fixed. During the folding steps, e changes based on the cross term. Since
a Pedersen commitment can be written as a single MSM, we use EMSM to delegate commitment
generation. The client then requires constant group operations and linear field operations to
run folding and update the instances and witnesses. In particular, in each folding invocation,
the client first computes the cross term t and delegates its commitment. Then, after decoding the
commitment, the client derives the Fiat-Shamir challenge, updates the current folded instance and
witness, and delegates the commitment to w. We present the formal protocol in the Fysv-hybrid

model in Figure 5.7, where Fysv can be instantiated by EMSM. The following is immediate:

Theorem 5.5.1. In the Fuswm-hybrid model, 1lyg,. UC-realizes the functionality Fpyove for Nova.
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1_[Nova

Let ppnova b€ the public parameters of Nova—including an MSM basis g € G"—and let F' be
an iteration function with the corresponding augmented function F'—defined below. Let R’ be
a committed, relaxed R1CS relation corresponding to F”, defined over instances (€, u, w,x) and
witnesses (e, w). Let (€5, us, W¢,x¢) and (€9, ug, Wo,Xo) be initialized by trivially satisfying
instances with corresponding witnesses (ey, wy) and (e, wg), respectively. Then, given a zk-
SNARK for R, TIsnark = (Setup, Prove, Verify), the MSM functionality Fyswm, and initial input
zg, server-aided Nova works as follows:

e The client and the server initialize Fysm with g € G™.
e For each i-th iteration of the computation, proceed as follows:

1. Ccomputes t := (Azy) © (Bz;—1) + (Az;—1) © (Bzy) —us - (Czi—1) — u;—1 - (Czy).
2. Cand S send (eval, t) to Fepy: C receives t := (t, g) from Fiep.
3. Cruns F'(i — 1,20, 2i—1, (€5, uf, Ws,X¢), (€—1, Uj—1, Wi—1,Xi—1), , W;_1) as below:
(a) Evaluate z; := F'(z;—1, W;_1).
(b) For Fiat-Shamir Challenge r, update €y, u s, Wz, X7 such that:

uf;:uf+r-ui,1, éf::éf+7“-f+7”2'éi—1a

Xfi=Xf+7r-Xi1, W =Wfr+7T- W1

(©) ()"ltp]‘lt (Zv Z0, Z;, (éfa Uf, Wfa Xf))

4. Csetsey :=ey+7-t+ r?.e;_1, wy = Wy +r - w;_1 and extracts the instance-witness
(x;, w;) for the execution of F” in Step 3. C sets e; := 0", &; := Commit(0"), u; := 1.

5. Cand S send (eval, w;) to ]-',\g,lSM; C receives w; := (w;, g).
6. If it is the final iteration, repeat Steps 1 to 5 except for Step 3.a.

e Coutputs (7,20, 2;), (&, u;, Wi, X;), (€f,ur, Ws,Xs), 7f, and 7; such that:

7y := Ilsnark-Prove(ppsyark; (€7, up, Wy, Xy), (€, Wy)),
m; := Ilsnark-Prove(ppsnark; (8is Ui, Wi, Xi), (€1, Wi)).

Figure 5.7: Server-aided proving for Nova.

We remark that while our presentation of Nova is simplified and minor steps are abstracted

(e.g., hashing inputs/outputs), our technique immediately extends to the full Nova protocol.

Efficiency. Let n denote the constraint size of an iteration. The prover’s (per-iteration) cost in

Nova is dominated by two O(n)-sized MSMs. In our server-aided protocol for Nova, the client’s
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work is reduced to O(1) group operations, while the server’s work is two O(n)-sized MSMs in
the semi-honest scheme (resp., four O(n)-sized MSMs in the malicious scheme). Moreover, the

scheme requires two rounds of interaction per iteration, with O(n) communication complexity.

5.5.3 Server-Aided Proving for Groth16

The second zk-SNARK we consider is Groth16. Recall the design of prover from Sec-
tion 5.2.2. The client holds a satisfiable assignment z = x||w for the R1CS relation specified by
the matrices A, B, and C, and wishes to privately outsource the computation of © = (7, 7, 7).

Let us define the following group bases, which are included in the public parameters pp:

8a := (fa,j)jelml * 91,8 = ([Bj)jeim] * 92, 8e;rz = (fBj)jem) - 91,

8c,z ‘= (6_1fj)j€[€:m} ©91,8cq ‘= (6_1Uit(v))i€[n71} *g1.

Given q, which is the coefficient vector of ¢(X) and z, we have

7Ta:O('91+T'(5'91)“‘<Z,ga>,7rb:5'gg+3'(5'gl)+<z,gb>,

e = 8+ Tq +7- /6 g1 + <T‘ : Zagc,rz> + <Z7gc,z> + <q7 gc,q>~

The client encrypts z and r - z with EMSM and delegates (z, g,), (z,8b), (" - 2, 8cr2), (2, 8c.2)-
The main remaining term is (q, g.,). Computing the coefficients of ¢(.X) is costly for the client,
as it involves multiple (1)FFT operations. We use Fp, to denote the matrix representation of the

FFT over the domain D. Recall that the client computes q = F' - (h @ (Fp - t)) such that

h:= ((FpFp), - Az) © (FpFy,, - Bz) — (FpF})!, - Cz)),
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where t denotes the coefficients of ¢(X), and ® and @ denote the element-wise multiplication

and division, respectively. This requires eight (i)FFTs, which can be reduced as follows:

1. Computing the final iFFT, i.e., F ', is unnecessary as our EMSM supports public linear maps;

that is, the client can instead outsource (y, (F;')’g.,) giveny = h @ (Fp - t).

2. The polynomial ¢(X) is public and witness-independent; thus, F, - t can be precomputed, and

the client can instead outsource (h, g. ) where g, := (F;")7g.,) @ (Fp - t).

3. The client can delegate F DFgl/ - C to the server. In particular, we can decompose (h, g. ) as

<(FDF51/ ’ AZ) @ (FDFBi/ ’ BZ)? gCJl) - <FDFBi/ ’ CZ’ gc:h>7

where the client can outsource (z, (FpF,! - C)Tg,. ;) to the server.

These optimizations reduce the number of (i)FFTs performed by the client to four. Note that
(FpF,' - Az) © (FpF,! - Bz) is a quadratic term; hence, we cannot delegate it via EMSM.

We provide the formal description of the scheme in the Fysm-hybrid model in Figure 5.8.
Theorem 5.5.2. In the Fysm-hybrid model, 1lg,on UC-realizes Fpiove for Grothl6.
Remark 5.5.2. Ciphertexts in our EMSM scheme are independent of the basis. A single cipher-

text suffices to outsource multiple MSMs with the same input vector. In practice, one ciphertext

suffices for outsourcing all four MSMs with the input vector z.

Efficiency. For an R1CS instance of size n, the proving overhead of Groth16 is dominated by

five O(n)-sized MSMs and eight O(n)-sized FFTs. Our scheme reduces the client’s work to
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1_IGroth

Let R be an RICS relation over instance-witness (x, w), specified by A, B,C € Fp*™. Let w
denote a primitive 2n-th root of unity, and w’ := w?. Let D := D,, \ Dyy. Let fa ;j(X), fp;(X),
and fc ;(X) be such that for all ¢ € [n],j € [m], fa;(W") = Aij, fp;(W") = B;;, and
fe;j(W'") := C; j. Let ppgoen be the public parameters of Groth16 for R, including

8a = (faj)jeim) - 91, 8 = (fBj)jem] - 92
ez = (6_1fj)je[€:m} g1, 8erz T (fB,j)jE[m] *g1,  8cq T (6_1’0%(’0))2‘6[71—1] 91,
ap - gr, {OZ?B’(Sa{Uz}ie[n]a{’y_lfj(x)}je[@}} “ 91, {577367 {UZ}iE[n]} " 92.

Let gb, = (Fp) gey) © (Fp - t) and g, = (FDF;, - C)TgL, such that t denotes the
coefficient vector of the vanishing polynomial ¢(X) =[], cp , (X —w).

e The client and the server initialize Fysm with g4, 81, 8e.2» 8e,rz» ch 5 and gfh.

e Csamples arandom r € F.

Let z = x|\w. C computes z,;, := (FpF,' - Az) ® (FpF}' - Baz).

R

C a?d S send (eval, z) to Fiisy Farsns Fracus ]-',;g,fs’*,(,l, (eval,r - z) to Fagra, and (eval, zgp) to
gt .

FMSJ&A’ C receives <Z7 ga>a <Z, gb>’ <Z, gC,Z>’ <T 7z, gC,TZ>’ <Z7 g§h>, and <Zab7 g£h>

C outputs the proof 7 := (7, mp, 7.) such that

Ta=0a-g1+7-(0-91) +(2,84), T =092 +5-(5-91) + (z,8),
Te = 3'7Ta+r'5'gl + <T'Zagc,rz> + <Z7gc,z> + <q7gc,q>-

Figure 5.8: Server-aided proving for Groth16.

O(1) group operations and four O(n)-sized FFTs. The server work is six O(n)-sized MSMs; it
is twelve in the malicious setting. As Groth16 is non-interactive by design and does not use the
Fiat-Shamir heuristic [68], our scheme is also non-interactive (i.e., one communication round).

The communication cost is O(n), as the client runs the EMSM scheme on inputs z, 7z, and q.

5.5.4 Server-Aided Proving for Plonk

Finally, we consider server-aided Plonk. Recall from Section 5.2.2 that the core subroutine

of Plonk is the KZG commitments, which can be outsourced using EKZG.
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Unlike Groth16, Plonk does not allow for outsourcing FFTs. However, we observe that the
client can defer all FFTs to the final rounds of the protocol, which reduces latency. Recall that in
rounds 1-3 of the Plonk proving algorithms, the prover computes the evaluations of polynomials
a(X), b(X), ¢(X), t(X), and p(X), and then applies (i)FFTs to transform these evaluations into
coefficients, which can be committed to by the KZG scheme. Since each KZG commitment is
simply an MSM, we can equivalently apply (i)FFTs to the MSM basis, and the client can instead
send encryptions of the evaluations. To open each commitment, the client needs coefficients and
must run (1)FFTs; however, since all these occur in rounds 4 and 5, (i)FFTs can be deferred until

then. We give a formal description of server-aided Plonk in Figure 5.9.
Theorem 5.5.3. In the Fysm-hybrid model, 11pion UC-realizes the functionality Fp,ove for Plonk.

Our presentation of Plonk is simplified, and certain parameters to achieve zero knowledge
are abstracted. Nevertheless, our technique immediately extends to the full Plonk, since we only

delegate KZG commitments, and the poly-IOP component remains unchanged.

Efficiency. For a constraint system of size n, the prover in the Plonk protocol commits to nine
polynomials of degree O(n). Thus, each commitment and opening uses O(n)-sized MSMs,
which is the dominant cost of proving. Our scheme lowers these costs to O(1) group operations
for the client, while server’s work is equivalent to MSMs in Plonk (doubled in malicious scheme).

Our server-aided proving scheme requires five interaction rounds with O(n) communication cost.

5.6 Implementation and Evaluation

We built a Rust library implementing our EMSM, EKZG, and server-aided proving for
Nova [96] and Groth16 [86]. Our library builds on arkworks [10], a collection of Rust libraries
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Ipionk

For a circuit C, let (a,b,c) € [m]?" be the left, right, and output sequences, respectively, and
(dr,qr, 90,9, dc) € FP be the left, right, output, multiplication, and constant selector vectors,
respectively. Let o : [3n] — [3n] be the wiring permutation. Consider the circuit satisfiability
relation as C(w) = x for a private input w and a public output x. Let w denote a primitive n-th
root of unity. Let pppon denote the public parameters of Plonk, which include an MSM basis
g € G" used for KZG. Letgs :=gand g; := (FBi)Tg.

The client and the server initialize Fpsm with g and g;.

o Let z = x||w, 24 := (24,)icn)> Zo = (2b,)icn)> and Zc = (2 )ie[n)- Then, C and S send
(eval,z,), (eval,zp), and (eval, z.) to fﬁiSM; C receives (zq, &), (2p, &), and (z., ;).

e Given the challenge 3,7, C computes z;, and z, as follows. Let z; := zj, © z,.

2z, = ((2a, + B’ + 7) (20, + Brw’ + 7)(2e, + B’ +7))icin)
zg = ((2a; + B +7) (2, + Brw” ") + 1) (2, + B 4 1))

e Cand S send (eval,z;) to Fiic\: C receives (z, ;).

e For thechallenge p, C computes z,, as follows.

zp = ((qr)iza; + (qr)izp; + (q0)ize; + (qM)zZaiZ(yi + (qo);
+p((20)ir1 — ((20)i(20)i)/ (29)i) + P> (W) ((22)i — 1)))iefn)-

e CandS send (eval, zp) to Fic\y; C receives (zp, ;).

o Ccomputes p = F'z,. Let p(X) = 3, p;X*. C computes a quotient p(X)/(X™ — 1) and

w

decomposes ¢(X) into ¢;(X), g (X), gn(X), where ¢(X) = qi(X) + X"y (X) +X?"qp,(X).
Let q;, g, and qy, be the coefficient vectors of ¢;(X), ¢, (X), and g, (X), respectively.

e CandS send (eval, q;), (eval,q,,), (eval,qp) to Fassm; C receives (qr, 8s), (Am, &s)» (An, 8s)-

e C computes a = FBiza, b = ngzb, c = FBiZC, t = Ff)izt. Let a(X) = >, a; X",
b(X) =3, bi X4 o(X) = > XL tHX) = > t; X*. Then, for each r(X) € {a(X),b(X),
o(X), HX), p(X), qu(X), gm(X), gn(X)} and a point (, ), C computes u(X) = “F2L.

e Cand S send (eval, u) to Fyy, for all u; C receives (u, g,), which is a KZG opening.

e C outputs all the KZG commitments and openings (i.e., all the decrypted MSMs).

Figure 5.9: Server-aided proving for Plonk.

for zkSNARKSs that provides interfaces for fields, groups, and commitments. Our implementation

is publicly available at: https://github.com/h-hafezi/server—-aided-snarks.
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Experimental Setup. In all our experiments, the client is an AWS r61.large instance with
16 GB of RAM and 2 Intel Xeon Platinum 8375C vCPUs running at 3.5 GHz, located in the
us-west—1 region; it costs $0.14/hr. The server is an AWS c7i.24xlarge instance with
192 GB of RAM and 96 Intel Xeon Platinum 8488C vCPUs running at 3.2 GHz, located in the
us—east—-1 region; it costs $4.28/hr. The network throughput between the instances is 3.85

Gbps. Our implementation is multi-threaded, with field and group operations parallelized.

5.6.1 EMSM and EKZG Schemes

We evaluate the performance of our EMSM scheme in both the semi-honest and malicious
settings for various instance sizes n. In Table 5.2, we tabulate microbenchmarks for each algo-
rithm of the scheme; recall that encryption and decryption are run by the client, and evaluation
is run by the server. Interestingly, for small instances, decryption (dominated by the computation
of a low-weight MSM) is slower than encryption (dominated by the map Ge), but this reverses
as the instance size grows. We see that the runtime of each algorithm increases by roughly a
factor of two when moving from the semi-honest setting to the malicious setting; note that the
evaluation time increases less since the server has more cores and can exploit parallelization.

To quantify the benefits of our EMSM, we compare its execution to a local evaluation of
an MSM of the same size by the client. We then look at two factors: (i) the improvement in the
local running time of the client, used as a proxy for the computational work done by the client
and measured as the ratio of the local running time and the sum of the encryption/decryption
times, and (ii) the latency, measured by the ratio of the local running time at the client and
the overall EMSM time (which includes encryption, evaluation, decryption, and the round-trip

communication time). Our evaluations show that, in the semi-honest setting, our EMSM reduces
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the client’s work by as much as 33 X and improves the latency by up to 10 X. Since the EMSM
time in the malicious setting doubles, the improvements change by a factor of two in that setting.

In our experiments, MSM inputs are uniform vectors. In some applications, however, the
inputs may be drawn from structured distributions, e.g., binary or sparse vectors. In such cases,
our EMSM scheme may provide smaller reductions in latency and client work since the server
evaluates MSMs on inputs masked by uniform field elements, and the client performs an MSM

on a sparse error vector with uniform entries.

Setup. We measure the cost of EMSM setup when run on a machine as powerful as the server.
The setup requires computing h = G*'g, which can be done using 2N group additions (each
repetition and accumulation requires N group additions). For instance sizes 2'° and 2%3, setup

requires 630 ms and 163 s, respectively.

EKZG scheme. For completeness, we also implement and evaluate the application of our EMSM
scheme to delegating KZG polynomial commitments, i.e., our EKZG scheme. Generating a KZG
commitment is exactly computing one MSM; thus, the performance of the commitment phase is
identical to the performance of our EMSM scheme in Table 5.2. Opening a KZG commitment,
however, involves witness computation (evaluating the polynomial and computing the quotient)
using field operations executed locally by the client. Our evaluation (see Table 5.2) shows that
these field operations account for only a minor fraction of the local computation (less than 2%).
Our results indicate that in the semi-honest setting, EKZG reduces the client’s cost by up to 22 X

and improves the latency by up to 9 in the malicious setting, these are 13X and 6 X.
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Client Server Improvement Improvement
Size | Enc. Dec. Eval. | Local | Runtime Latency Size | Wit. Client Server | Local | Runtime Latency
29 1 3.08 869 213 | 272 23 % 8% 2% | 350 153 213 | 275 18x 7%
25 | 654 174 243 272 11x 5% 25 350 273 243 275 10 % 5%
217 1207 846 588 949 33x 10x 2T | 147 438 588 966 22X 9%
217 | 433 169 813 949 16 % 6 217 147 749 813 966 13 % 6%
219 | 167 839 244 3740 21x 8X 219 | 59.6 235 244 | 3830 16 % 7 X
29 | 277 166 315 3740 13x 6 29 596 353 315 | 3830 11x 5%
221 | 732 816 870 | 15115 | 20X 9% 220 | 277 1017 870 | 15400 | 15X 8%
221 11280 16.3 1060 | 15115 | 12x 6 221 277 1570 1060 | 15400 | 10x 5X
223 13160 8.00 3630 | 59496 | 19x 8X 2% | 1120 4280 3630 | 60500 | 14X 7X
223 | 5580 16.0 4410 | 59496 | 11x 5% 2% 1120 6720 4410 | 60500 9x 5%

Table 5.2: EMSM encryption, decryption, and evaluation times compared to local
computation of the MSM (left), and EKZG opening compared to local computation
of KZG opening (right). (Witness computation is run by the client.) Runtimes are in
in milliseconds, and number for the malicious schemes are highlighted in blue .

5.6.2 Server-Aided Proving for zk-SNARKSs

We evaluate our server-aided proving schemes for Nova and Groth16. Our Groth16 im-
plementation does not include the FFT optimization; we estimate that doing so further improves
the runtime and latency by 1.2x. We report the proof-generation latency in Figures 5.10(a)
and 5.11(a), and plot the improvement in the client’s running time in Figures 5.10(b) and 5.11(b).
For Nova, our semi-honest scheme reduces the client’s work by up to 20 X and the latency by up
to 9X; in the malicious setting, these are 14 X and 6 X, respectively. For Groth16, our scheme
reduces the client’s work by up to 10X and the latency by up to 6 X in the semi-honest case and

8 and 5 X, respectively, in the malicious case.

Comparison. Prior work in the single-server setting [79] only applies to FRI-based zk-SNARKSs
(e.g., Fractal [52]) and cannot be applied to the group-based schemes we consider; hence, a direct
comparison is not possible. Note, however, that this prior work actually increases the latency of
proof generation. In the multi-server setting, there exist schemes that support (adaptations) of

Marlin [51, 90, 148], Plonk [66], and HyperPlonk [108]. However, since we do not implement

148



- I 1 semi-Honest | I Malicious
10 £ —_
48 20 + -
10! ¢ 8
™ c 15| a
100 4 2
o) £
£ 2 10 5
(= 1071 e
—®— Semi-honest g- 5 |
10-2 —@— Malicious —=
—@— Local execution
107° 1 1 1 | | | | | 15 17 19 21
215 916 917 918 919 920 921 922 923 2 2 2 2
Constraints Constraints
(a) Latency of proof generation (log-log scale). (b) Improvement in the client’s active runtime.
Figure 5.10: Evaluation results for our server-aided Nova.
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Figure 5.11: Evaluation results for our server-aided Groth16.

ZKSaaS
S=8 S=16 S=32 S=64 S =128 Our work
Latency (s) 934 520 271 143 81 320
Cost (USD) 132 92 64 51 50 38

Table 5.3: Latency and cost for 100 Groth16 proofs for a circuit of size |C] = 219 .

server-aided proving for those zk-SNARKS, a direct comparison is not possible. Collaborative
zk-SNARKSs [124] is not a delegation scheme; it neither implements a client role nor improves
proof-generation latency.

The only directly comparable work is ZKSaaS [79], which implements and evaluates pri-
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vate outsourcing of Grothl16 in a multi-server setting. Their scheme provides only semi-honest
security, and so we compare against our semi-honest variant. ZKSaaS uses two types of servers:
a single powerful server that performs most of the work, and many smaller servers that assist.
We assume the powerful server runs on an AWS r61i.large instance equivalent to the server
in our scheme, and the smaller servers run on AWS c71.24x1arge instances like our client.
ZKSaaS is secure for at most % — 1 corrupted servers; hence, they require S > 8 servers
to tolerate a single corruption. The latency improvement in ZKSaaS scales with the number
of servers; for 2! constraints their improvement factor is lower than ours unless S > 25. In
Table 5.3, we compare the latency and financial cost of generating 100 Grothl6 proofs for a
relation with 2'% constraints using ZKSaa$ and our scheme. As shown, their cost decreases as n
increases because the cost of the largest server dominates and the reduction in latency lowers the
overall deployment cost. For a huge number of servers (S > 222), their cost converges to ~ $40.
We do not report client work for ZKSaaS as it was not benchmarked; however, in their scheme,

the client only secret-shares the witnesses, so we expect lower client costs than in our scheme.

Server-aided Plonk. Our library does not currently support server-aided Plonk. Plonk is a
five-round protocol in which the prover commits to nine polynomials—with a degree bound
equal to the constraint size—and performs field operations such as partial products, polyno-
mial multiplication, and division. Prior work [79, Figure 7] shows that for constraint sizes
n e {215,216 221} field operations account for 15-30% of the overall proving computa-
tion. Based on this and our EKZG benchmarks (cf. Table 5.2), we estimate that our scheme for
Plonk would reduce the client’s work by up to 5x and latency by up to 4x; deferring FFTs to the

last round could reduce the latency by up to 5x.
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Chapter 6

Conclusion and Future Work

In this dissertation, we first investigated two applications of recursive zk-SNARKs. We
proposed KAIZEN, a zk-PoT for neural networks, and showed how recursive zk-SNARKSs enabled
succinct and efficient zk-PoT's despite the high computational complexity of training such models.
We then proposed WILLOWFOLD, a secure aggregation scheme with a lightweight committee
cost, and showed how recursive zk-SNARKSs can address the linear committee-cost barrier in
single-server secure aggregation protocols. Finally, we studied server-aided zk-SNARKSs and
showed how to realize single-server private outsourcing for widely deployed zk-SNARKSs with
minimal cryptographic overhead and strong security and privacy guarantees. The ideas in this

dissertation may also inspire future work. Below, we suggest several potential research directions.

Proofs of Training. A zk-PoT is a powerful primitive with various applications. However,
realizing this notion in practice for real-world models, such as LLMs at deployment scale [123],
remains expensive. A promising direction for future work is to investigate weaker notions of
zk-PoT that may enable more efficient constructions. For instance, recent work [136] introduced
a relaxed notion based on optimality vicinity: instead of proving the correctness of the training
procedure, it proves that the trained model lies sufficiently close to the mathematically optimal
solution of the associated convex optimization problem. This approach, however, applies only
to relatively simple models such as regression models. Extending similar relaxations to complex
models, such as deep neural networks, remains an interesting open question.
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Secure Aggregation. Compared to prior single-server secure aggregation protocols, our scheme
WILLOWFOLD has two main drawbacks: (i) it requires a trusted setup, although this setup
is updatable, and (ii) it imposes a relatively high cost on the client. A promising direction
for future work is to study instantiations of WILLOWFOLD using linear-time, hash-based PCD
schemes [41], e.g., the PCD scheme introduced in Chapter 3. Such schemes offer transparent
setup and faster proving than group-based constructions. In addition, because they rely only on
symmetric-key assumptions, and thus, they offer post-quantum security. The main obstacle is that
no sublinear hash-based PCD scheme is currently known. Furthermore, in existing hash-based

schemes, the cost of zero knowledge grows linearly with the constraint size.

Server-Aided zk-SNARKS. A limitation of our schemes is that the client’s memory usage re-
mains unchanged relative to local proving; server-aided proving improves only the client’s run-
time and proof-generation latency. In practical deployments, however, memory is often a critical
bottleneck. This raises the open question of whether server-aided proving schemes can be de-
signed to reduce client memory usage as well. In group-based zk-SNARKSs, memory is typically
dominated by two tasks: (1) storing MSM bases, and (i1) computing FFTs. Developing efficient
schemes for outsourcing these tasks to a single server remains an interesting open problem.
Another limitation of our work is the relatively high failure probability for RAA codes in
our analysis. A natural direction for future work is to obtain a tighter analysis of RAA codes that
improves this bound. It would also be interesting to study the concrete security and performance

of augmenting the sampling procedure for RAA generators with the tests proposed in [38].
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