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System administrators are usually trusted to be experts on the systems they control,

yet security breaches and performance problems can often be traced to improper

configuration by these same administrators. These configuration mistakes aren’t made

deliberately and certainly not maliciously, but are usually due to a lack of information

about the consequences and interactions of these settings. This problem becomes more

apparent as the complexity of the software being configured grows and as the role of

system administrator is taken on by more people with less time to develop a complete

understanding of the systems they control. We call this Uninformed Configuration. There

is a blind spot in existing scientific research when it comes to understanding the effects

of configuration changes on system performance and security, which if well understood

would allow for informed configuration management.
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We present a new way to analyze and understand the effects of configuration

management. We define a clear division between the operations of a program that are

controlled by configuration and the operations of a program that are affected by the

data the program is processing. This allows us to make more accurate inferences about

how changing a configuration knob will affect the overall security and performance of

the system. We build on existing static analysis tools and control flow representations

originally designed for compiler optimization to build a clear picture of the effects of

configuration changes. We refine the concept of understanding program execution paths

with a control plane and data plane by focusing on the effects of configuration changes

as a part of the control plane.

We provide a method for communicating the importance of each configuration knob

to a system administrator using a standardized ranking and scoring system. We also apply

these methods to configuration knobs with known performance and security effects in two

commonly used pieces of software.

Finally, we discuss several future avenues of scientific research and practical work

which will carry these ideas further to improve the state of configuration management.
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PREFACE

Before I ever enrolled in the University of Maryland as an undergraduate student, I was

accused of cheating on my admissions materials by the admissions office. Growing up

with a twin brother and sharing most interests and activities, as well as sharing a room

for more than 20 years, produces two people who are very different and yet in so many

ways, the same. Moshe happens to have gotten ahead of me when it came to dissertation-

writing, and I even mention his dissertation on page 22 ([56]), but we made a point of

not discussing our research with each other. He is allowed to have a chance to be first

once in a while.

Moshe, thank you for everything we have done together (and relevant here, for figur-

ing out how to make the dissertation template work in Pandoc). For the rest of you, no

matter how similar our work appears, don’t even think of comparing us, and we absolutely

do not copy from each other.
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Chapter 1: Introduction

Being a sysadmin is easy. It’s like riding a bike. Except the bike is on fire. You are

on Fire. Everything is on fire.

– Unattributed Saying

A regular user of a computing platform sees a collection of hardware and software

resources that should facilitate a secure and performant execution of the user’s programs.

For example, hardware resources might include processor time and memory usage, and

soft resources might include encryption functions and input/output functions. The op-

erating system on the computer manages access to and the allocation of these resources

based on the requests made by each program. In other words, the user program executes

in an environment consisting of some system resources, which are a subset of all the avail-

able system resources, created by the operating system at run-time. A simple program

might have very simple requirements for its environment, for example, a small amount

of memory and access to the file system. A more complex program might have the re-

quirements for the execution environment specified in configuration which accompanies

the program.

The configuration of the hardware of a computer system includes the specific pieces of

hardware (e.g. the model of CPU and the amount of memory), as well as the way they are

interconnected which cannot be easily changed (e.g. the number of memory controller

channels or PCI bus lanes). When an operating system is first installed on a particular com-
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puter, it has to be “configured” to work properly for that specific hardware. The operating

system has a number of configurable elements that are changed to facilitate this configu-

ration, including configuration knobs that allow setting particular operational parameters,

and rules about system capabilities based on hardware features (e.g. hardware-based net-

work protocol or encryption offloading). On a personal computer, most users accept the

default settings for the configuration parameters, and the operating system is designed to

provide reasonable default values for that use. On a multi-user server, managing the sys-

tem configuration becomes more important and more difficult. The server must be able to

supply, on-demand, an appropriate execution environment for each program run by each

user, while still ensuring some level of security and performance for all of the users and

programs. Both the increase in the number of programs being executed and the increase

in size of a server over a personal computer add to the potential number of configuration

knobs that are available and now need to be considered as part of creating an appropriate

execution environment. On such a system, there may be many different configurations

that can produce a suitable execution environment, so one must be selected. Individual

users can’t be trusted to control the configuration of this kind of system, whether be-

cause they will configure the system to give a preferential resource allocation to their

own programs over other users’ programs, or because they lack the necessary training

and expertise and will therefore prevent the system from creating proper execution envi-

ronments for any program. A multi-user system requires a system administrator with the

authority and capability of managing the configuration of the system even as its workload

changes.

In this dissertation, we study the challenges faced by a system administrator and pro-
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pose some solutions in the area of configuration management through clear identification

of what constitutes configuration and what constructive steps can be taken by a system

administrator of any experience level to better understand the system configuration.

1.1 System Administration

System administrators generally don’t make configuration mistakes on purpose and cer-

tainly not maliciously, but the impact of such mistakes when they do occur can be just as

devastating to the user and the service provider as improper configuration inserted into a

system for malicious purposes. (Protecting against a malicious system administrator is a

completely different issue, but it is researched in some specific areas [71].) Modern appli-

cations have many configuration knobs and even an experienced administrator may not

be able to keep track of the current and/or desired values and the side effects of changing

them. Mistakes when setting the knobs could, in the case of security issues, allow theft of

personal information, identities, financial information, or trade secrets, or in the case of

performance issues, prevent legitimate use. Both security and performance issues could

cause significant financial obligations, loss of customers, public scandal, and even force

a company to shut down.

We call this the challenge of Uninformed Configuration.

As an experienced system administrator, I went looking for a structured way to talk

about configuration management and to communicate information about system config-

uration to new staff. To combat the problem of uninformed configuration, it is necessary

to understand the structure and interrelationships of configuration knobs and find a way
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to make the effects of these configuration changes easier for system administrators to

understand. I was not able to find such a system.

1.2 Configuration Management

There are many papers and books published on the subject of configuration management,

but most of them are not talking about runtime configuration of a program by a system ad-

ministrator. IEEE publishes a standards document [127] that explains why configuration

management is important and how to effectively carry out a configuration management

plan, but it does not define the technical aspects to identify whether any component qual-

ifies as a configuration knob. Such a definition is also missing from the IEEE Standard

Computer Dictionary [128]. These standards intend for the definition of configuration

to be specified in a technical document created independently and specifically for every

system as part of the initial development and deployment of that system. These and

other descriptions of configuration management refer to the purpose of configuration

management as being about controlling software development and managing changes to

code [28] or introduce configuration management processes to decide what configura-

tion items should be part of a piece of software [106]. None of these provide a general

definition of configuration that could be used by a system administrator working alone

or in a small group who wants a deeper understanding of the systems being used. There

are books that tell an administrator how to configure specific systems (e.g. Microsoft Ac-

tive Directory, MySQL Server), but those are very specific to a particular program and

often to a particular version. None of this information would help a system administrator

4



manage the configuration for a different piece of software that was not included in the

publication.

For many programs, software developers decide to put in whatever knobs they want,

leaving users and later developers to figure out how to manage those knobs. As programs

are developed, the number of configuration knobs tends to increase, so when new versions

of the program are released, previously published information is also not as valuable. It

is very difficult to take knobs away (as we will discuss further in section 4.1), so pub-

lished material that is specifically targeted at a version of a program will almost certainly

continue to become outdated.

Current best-practices for system administrators, as well as skills taught in IT training

courses, do not include looking at code or compiling software. System administrators,

especially in enterprise settings, are encouraged to use software packages supplied by

a vendor without modification other than through the configuration options that are al-

ready provided and documented.

1.2.1 Types of Configuration

The purpose of most (non-trivial) programs is to take some input data, process it, and

then output it in some way. It would not be practical to develop custom software for

every possible use of a computer, so instead systems and programs provide configuration

knobs to allow them to be adjusted and adapted for use in different ways.

Every program executes in an environment with limited resources, possibly shared by

other programs. The system administrator is responsible for ensuring that each program
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runs in a secure, performant, and of course accurate, way by controlling the configura-

tion parameters that are part of each application and by the entire server itself. We can

split this into two categories: Server level configuration refers to settings that determine

how multiple programs are allowed to use system resources as part of a shared system.

Application level configuration refers to settings that apply only to a single program, but

could have affects that impact the overall performance or security of the entire system.

There are other types of configuration. When an administrator needs computing hard-

ware (physical or virtual), configuration refers to how a server is built or how a virtual

machine is “built” (e.g. which processor, RAM). Once a server is designed for a particular

load, it usually is not modified for the rest of its expected lifetime.

There are some specific areas where configuration is very well understood and there

is significant work on managing it in an automated way; we can look specifically at High

Performance Computing (we discuss this more in section 3.2). The hardware configura-

tion of an HPC cluster is known to the users, who use that knowledge and knowledge

about the job they will be running to specify an execution environment through a con-

figuration file that accompanies the program. HPC clusters also require users to submit

a time estimate along with their jobs to be processed and the cluster will kill processes

that run past their time allocations. If the job time runs out and the user has not created

checkpoints to save the processed work when their program is terminated, it is possible to

lose a large amount of processed data when the processing is forced to stop prematurely.

The processing work being done with an HPC job has to be well understood so that users

can create a rough estimate of the time they expect the job to take on their cluster and

can tune the parameters of their jobs for better performance. There are too many pa-
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rameters for a user to be able to figure out the most optimal configuration for every job,

and users usually can only test their parameter choices on smaller computers but not on

the large data processing clusters. There is research into automatic tuning of the job and

platform configuration to produce high-performing configurations, especially considering

how many possible combinations of parameters there are [73]. For our purposes, we call

the configuration supplied by the researcher “job configuration”, and when we refer to

the system configuration, we refer to how the IT staff configured the scheduling software

on the HPC cluster. The major difference between these is what can be known about the

job or expected load in advance. Job configuration is accompanied with the specific work

tasks to be done and the specific dataset the work is to be done on, meaning it is possible

to find a single most-optimal configuration. System configuration needs to be able to

handle multiple submissions from multiple users at whatever times the users decide to

submit, so it is not as easy to create a set of optimal parameters automatically.

1.3 Configuration has not been studied

Practitioners of system administration (IT managers) configure systems as best they can,

based on training and experience. Different server environments are very different, so

on-the-job training can’t be generalized to new areas. We have not found a place where

the details of what constitutes configuration has been clearly identified. We could not

find any generalizable methodology or evaluation techniques in the literature.
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1.4 Contributions

Our goal is to bring scientific rigor to configuration management in a way that can have

direct positive impact on system configuration and performance. To that end, we make

three specific contributions:

1.4.1 A Definition of Configuration for System Administration

In order to study configuration management for system administration, we

first introduce a definition of system configuration which clearly expresses the

hardware and software resource requirements of a system. This configuration

is distinct from the user program, which only specifies the resources it wants

the system to provide. As part of this, we clearly specify what is involved in

determining that something is configuration and not part of the operation or

data of the program.

1.4.2 A Common Framework to Understand Configuration Knobs

We introduce a common framework to understand configuration knobs and

the affects they have on program execution, in the form of the Configuration

Impact Graph. We describe several processes to locate knobs based on our

previous definition and then a process to create a configuration impact graph.

We don’t expect to be able to solve all configuration challenges all at once

and this process currently involves manual oversight in addition to automated

tools, but this is a reasonable first step to allow information to be shared with
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system administrators about how their systems work and allow future work

to improve on this foundation.

1.4.3 Evaluation matrix/scoring

Having a method to find which configuration knobs are most important is

useless without a method to communicate those results. Experienced system

administrators often do not trust automated tools to manage carefully crafted

or fragile configurations, so we can’t just create a tool that will attempt to

modify configuration knob values automatically. Being able to understand

the impacts of configuration changes requires a method to communicate the

configuration information that we discovered in a structured way so that con-

figuration knob values can be compared across different programs or invoca-

tions of the same program.

Because this area is complex, we chose to focus on a program running on a server

for a client-server architecture, but with a goal of having it be easy to expand in the fu-

ture. Client-server architecture is hidden under many programs even where you wouldn’t

expect it, such as being the setup method for long-running websocket connections, and

being the way that programs draw a Graphical User Interface on a display.

1.5 Organization of this Dissertation

The rest of this dissertation is organized into the following chapters. In chapter 2, we

go through the details of defining what configuration is so that we know what parts
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of a program are important to alert an administrator about. In chapter 3, we describe

why this problem is hard to study, as well as other historical and current attempts to

address security and performance in system operation and configuration management. In

chapter 4, we discuss the difficulties involved in understanding the effects of configuration

changes. Chapter 5, chapter 6, and chapter 7 explain how we find and understand the

actual impacts of each knob. Chapter 8 describes our approach to communicating the

importance of each configuration knob based on the possible impacts and introduces

the Uniform Parameter Scoring System. Chapter 9 describes how our work applies to

production applications. We finally conclude with a summary of our contributions and

future work in chapter 10.
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Chapter 2: Defining Configuration

Computers are good at following instructions, but not at reading your mind.

– Donald Knuth

Configuration -- noun
a. relative arrangement of parts or elements
b. something that results from a particular arrangement of parts or components
-- Excerpt of the definition of `configuration`

from Merriam-Webster Online Dictionary

What is configuration?

Why do we need to analyze and understand configuration?

Why can’t an administrator just turn on a system and expect it to just workTM?

In order to understand how to manage configuration, we first need to define some

parameters of what is considered configuration. Depending on your computing back-

ground, the term configuration might mean different things. One type of configuration

is making hardware changes. Otto Schaeffler patented the first easily-reconfigurable com-

puting machine using plugboards and wires for Hollerith company tabulating machines

in 1895 [111]. Physical configuration is probably most famous for being a component of

the Enigma machine used by Nazi Germany in WWII, where rotors and a plugboard had

“programmed” electrical paths, but would be configured in a particular starting configu-

ration to encrypt a message [23]. Modern hardware configuration concerns the selection

of processors, memory, storage, and similar factors. Since this work is about analytics of

configuration management for system administration, we will focus on software config-
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uration from the perspective of a system administrator of a modern software stack.1 So,

what are the essential components of software configuration?

2.1 Knobs

Whether a single hardware server is running a single service or multiple services, each

service has its own configuration options that an administrator will need to set to make

the program function in a secure and performant way. It might be possible to accidentally

stumble upon the correct settings for peak performance and security, but achieving this

on purpose, every time, requires that system administrators must be experts on all the

settings of all the software they manage.

In the same way that turning a volume control adjusts the loudness of a sound, or a

door handle controls the opening of a door, each software setting can also be thought

of as a knob. Following this metaphor, untrained people look at a professional sound

mixing board (e.g. fig. 2.1 [123]) - which may be covered with hundreds of knobs - and

understand that proper operation requires a complete understanding of the function of

1As we mentioned, hardware has configuration too, but since this is Computer Science and not Computer

Engineering, we will assume those values are consistent or not relevant. We are also not considering

hardware bugs, or specific temporary conditions that impact proper program execution. For example, the

operating system kernel or the storage system driver can get into a state where it believes there is a problem

with a storage device and it will put the device into read-only mode to prevent data corruption. The only

way to fix this error is to power cycle the system, but in the meantime, many services will appear to have

configuration errors because they cannot write to the disk. We also do not include similar management

issues such as allowing a storage device to become full, preventing a program from writing data or logs,

although it may be possible to configure a program to work despite a full disk.
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every part; but people don’t necessarily have a similar attitude when it comes to software.

We will describe program settings as knobs, both as a shorthand term and as a reminder

of the complexity hidden underneath.

Figure 2.1 Illustration of knobs

2.2 The Who, What, and Where

Configuration is something which controls how a program executes but is distinct from

the code or binary of the program. A system administrator who is responsible for the

configuration of a system is the middleman between a developer who creates a piece of

software and an end-user who may not be expected to know anything about the technical

aspects of the system they are using. Configuration values are expected to be changed
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without any knowledge of the code of the program, and without any expertise or even

without any experience at all in the programming languages, libraries, frameworks, etc.

used by the program. Configuration values are usually static and do not allow logic, mak-

ing them distinct from application programming (although they may support templating

- replacing defined tokens with other values based on the runtime environment or other

configuration options). Configuration values may be set in a Graphical User Interface

(GUI) or may require editing a configuration file, which may be in a variety of formats.

Common formats used for configuration files include ini, yaml, json, and xml, although

some programs store settings in - often proprietary - binary formats. Some programs sup-

port a mix of these and other formats, determining the correct format by looking at the

file extension or based on the format of the contents of the file. These configuration files

may look like something average computer users might call code if they saw it go by on

their screens. All of these methods of configuration require the administrator to under-

stand how to manipulate some sort of code-like file - in the sense that it has a specific

structure and the program will not function if the syntax is not valid - but this is not the

same as needing to know how to program.

Most software supports one or more of these methods to change the run-time con-

figuration: passing command line arguments, entering values in a configuration file or

configuration registry, or environment variables. GUI configuration tools typically mod-

ify these settings, but they usually can be changed manually too.
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2.3 The When

What parts of software are considered configuration can change over the lifecycle of a

system, so we need to be more precise when we determine what exactly we are interested

in for the purposes of configuration analytics.

In a simple program, the structure of the program is set at compile time, and operates

the same way on each element of the data. Allen describes [7] a control flow analysis

that distinguishes the control plane of a system from the data plane of the system and

provides a way to ensure the proper control flow is maintained when the compiler op-

timization configuration is changed. This is compile-time configuration. Compile-time

configuration simply includes any option which is “baked in” and would be difficult or

impossible to change once when a program is compiled or otherwise prepared for packag-

ing/“shipping” (e.g. compiler optimizations to remove unreachable code, or byte-code or

encrypted interpreted objects such as SourceGuardian [122] or SmartAssembly [121]).

With modern software distribution ecosystems and package managers, it is possible for

an experienced system administrator to never need to compile software. (Indeed, when

using commercially supported open-source providers such as RedHat Enterprise Linux,

self-compiled programs are not included in the support contract and are therefore not en-

couraged, especially when they directly impact officially supported programs.) Compiled

or packaged software of any complexity must provide an administrator with a way to

manage the behavior of the program. The configuration options are loaded into memory

when the program runs, and they are therefore called run-time configuration. This is

the type of configuration most commonly changed by system administrators.
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We provide an aside about the difference between compile-time and run-time config-

uration in Appendix B.

2.4 The Why

Why does configuration matter? So what if the configuration values for a program are

not optimal, what is the worst thing that can happen? There are a few ways we can

categorize the effects of a configuration knob.

2.4.1 Types of Effects

A knob can have the following types of effects on the execution of a program:

1. Knobs which only affect a superficial portion of the execution, e.g. a display value:

If this knob is set incorrectly, it might cause an administrator or end-user to say “Hey,

that’s weird.” (e.g. a typo in the contact information shown on an error page)

2. Knobs which affect the output of the program in a significant way, but not specifi-

cally the performance or security of the program:

If this knob is set incorrectly, it might cause an end-user to say “Hey, it’s broken!”

(e.g. the user is served the wrong website)

3. Knobs which affect core functionality of the program:

If this knob is set incorrectly, it might cause an administrator to say “Hey, it’s broken!”

(e.g. due to a configuration error, the program crashes instead of running)

4. Knobs which have a critical effect on performance or security:

If this knob is set incorrectly, it might not be obvious that there is a security issue,
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or it might be very obvious that there is a performance problem.

2.4.2 Scope of Effects

A knob can affect different parts of program execution and resource usage/requirements.

These can be broken up into subgroups, based on the scope of the effects:

1. Knobs affecting processor usage

2. Knobs affecting memory usage

3. Knobs affecting socket usage (e.g. file descriptor, network access)

4. Knobs affecting input sanitization

5. Knobs affecting other knobs in the same system

6. Knobs affecting other systems

2.4.3 Other Considerations

The value set for a knob may be more critical or require more scrutiny when it is being

set, due to external factors:

1. Knobs for which it is difficult to determine the correct setting:

This could be due to having too many options, options that are too complicated, or

not enough information available.

2. Knobs for which it is difficult to change the setting after it was set once:

This could be due to data being handled based on the value of the knob (e.g. en-

cryption key), or because the knob is only ever used once (e.g. to seed initial values

into a database during setup).
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3. Knobs which are obscure:

This could be because the knobs are rarely used, meant for specific purposes such

as debugging, being used in a way that was not intended by the original developer,

or because they are undocumented.

We will go deeper into the details of the potential effects of configuration later in this

work.
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Chapter 3: Configuration Challenges and Other Fields

Physicists and mathematicians regularly invade other fields but other fields do not

invade theirs so we can see which fields are hardest for very talented people.

– Dominic Cummings

Both physicists and mathematicians come to Computer Scientists for help with really

large problems (which puts Computer Science at the very top of the “heap”), but we can

still look to other fields to see how they solve similar problems.

Understanding what resources are necessary to complete a computational task has

been a field of study since the invention of the computer. With an unlimited budget, it

might be possible to build a computer powerful enough to complete every possible task

asked of it (subject to questions of theory such as “the most important open problem in

computer science” [36]: 𝑃 = 𝑁𝑃 or 𝑃≠𝑁𝑃 ). Computers that are larger than necessary,

besides being a waste of money, are also a waste of other resources - power, cooling,

administrator effort, to name a few. Since our major concerns when discussing setting

proper system configuration are performance and security, we can look at how these types

of issues are addressed in some related areas, and whether those solution can apply to

configuration management in other applications.
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3.1 DevOps, or “Who needs a System Administrator?”

I think there is a world market for maybe five computers.

– Thomas Watson

The original inventors of computers never imagined that computer use would become

as widespread and critical as it is today. This isn’t a story about the history of computing,

but a brief summary of how the computing landscape got to where it is today will give us

an insight into the creation of a critical threat facing modern computing. The well-known

quote which leads this section, attributed to Thomas Watson, CEO of IBM, probably paints

a picture in your mind of a world with specialized computers, which take up whole rooms

and can only be used for specific purposes. Thomas Watson was actually explaining to

shareholders that they had expected to lease five units of the IBM 701 Electronic Data

Processing Machine on a cross-country sales trip, but they actually leased 18 (at a cost of

$216,000 to $325,000 - adjusted for inflation - per month).1 IBM being blown away by

their own expectations was just a start; since then the proliferation of computers and the

advancement of the capabilities of those computers has continued to move at a breakneck

pace. The “democratization” of computing has led to a need for more people to administer

computer systems.

The oldest single-purpose computers, designed for a particular function and taking up

an entire room, attended by specially trained technicians in lab coats, have given way

1It also turns out that it is impossible to find definitive sources for a lot of oft-quoted lines related to

computing and computer science. This is emblematic of the issues that come up when trying to study

system administration with scientific rigor. See our discussion of anecdotes in Appendix A for more details.
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to commodity server hardware and Virtual Private Server (VPS) hosting which anyone

can start running with a single click.2 The “factory trained” computer operator has gone

the way of the vacuum tube, and bookcases that once held thousands of pages of refer-

ence materials required to operate a computer are now empty and gathering dust, their

books decomposing in a trash heap. System administrators range from career operators

with expertise in specific types of systems to people who learned how to run a system

from watching YouTube videos. DevOps, the practice of having software developers also

serve as administrators for the services they develop, creates a class of administrator not

necessarily familiar with the traditional system administrator role. Also falling by the

wayside are formerly popular administrative practices of only running a single service on

a single server. Indeed, modern computer hardware is so powerful that it can be a waste

of resources to run only a single service on a machine (e.g. massive multi-core processors,

with optimal RAM installation across multiple channels even using the smallest-available

memory modules results in having significantly more RAM than a single service might

be expected to use), encouraging administrators to use servers for more than one applica-

tion. Modern applications are also built out of multiple server components, with discrete

services for handling user connections, internal data storage, caching, security, and other

functions, requiring a wider breadth of understanding than would be needed for manag-

2Interestingly, computer scientists working for IBM in the 1960s claimed that it was wrong to focus on

building interconnected or parallel systems and to continue to evaluate the benefits of single processor

dedicated systems [9]. This is one of the few examples of something approaching a prediction about the

future of computing which we can find in writing outside of science-fiction. It also looks like they were

wrong, which may well explain why these things are so hard to find in writing.
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ing a single service. It may be possible to program the behavior of large and distributed

systems as software itself [56], but there still needs to be a knowledgeable system admin-

istrator to ensure the services are running in a performant and secure manner.

3.2 Scientific / High Performance Computing

Knight, et.al. define Scientific Computing as “applying computers to scientific problems”

[57], particularly the kinds of problems that cannot be solved experimentally. The sci-

entific models used in this type of computing can have billions of independent variables,

or large numbers of elements that must all be processed the same way. Large problems

in Scientific Computing could include modeling how a vehicle performs when driving

instead of building a physical model in an actual wind tunnel, or modeling the perfor-

mance of a nuclear explosion without destroying a city. The computation is often split

into steps, with each step not depending on other completed data processing from the

same step, making the step parallelizable. Each step is done by multiple computers, each

processing a portion of the data, then the results of the step are combined and processing

moves on to the next step.

The calculation of generative artificial intelligence models, such as Large Language

Models3, has recently taken the world by a storm. Generative AI models are both a

tool that can help improve scientific computing [41] and a major user of parallelizable

computing.

High Performance Computing concerns the efficient execution of parallelizable com-

3Hyperactive Auto Correct on Steroids [109]
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puting jobs. Allcock, et. al. note [6] that the administration of HPC clusters has the same

issues as the system administration of any other group of managed computer systems.

HPC systems are designed to be able to handle the types of workloads expected from

Scientific Computing and other parallelizable jobs. Users of HPC systems may need to be

trained on how to properly use their system [60], but then they can tailor their compute

jobs to make use of the specific features of the HPC cluster and can predict the perfor-

mance characteristics of the job [72, 92]. Users adapt their workloads and estimations

of their job time as they learn more about a cluster [93], and it is possible to make very

good estimates of resource usage for a job. Indeed, many HPC job scheduling systems

require the job submitter provide an estimate of the runtime for billing or resource allo-

cation purposes. If a job takes significantly longer than the estimated time, the job may

be stopped, possibly resulting in all progress on the data processing being lost. Users of

HPC systems are expected to assemble their entire dataset in advance4, test small portions

of their job to try to understand the expected workload, then scale their expectations for

the entire job.

There is work on automatic tuning of job parameters. The Bayesian approach ref-

erenced by [73] requires the existence of a possible optimal configuration, and when

working in Scientific Computing, job configuration is accompanied with the specific work

tasks to be done and the specific dataset the work is to be done on, meaning it is possible

to find a single most-optimal configuration. This is significantly different than trying to

4For performance reasons, datasets need to be available locally on the HPC cluster. Many HPC systems also

do not allow worker nodes to access the network outside the cluster, so worker nodes would not be able

to retrieve any other data.
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configure a system with a variety of different services or workloads running at once, each

with different performance characteristics, and it is also different than trying to model

organic use of an application by disparate users, such as web traffic for a public website.

3.3 Translation Layers

Because any given computer hardware has finite processing capacity and data throughput,

even tasks on a single computer can be resource-bound. Single-user applications can also

still have security considerations. Any computer user familiar with the terminal has at

some point had to execute a shell script5. Shell scripts are made up of commands to

the shell itself or calls to execute other programs. Some shell environments have built

in support for high-level programming language constructs including arbitrary loops and

conditionals. In other shells, these must be built out of calls to outside executables6,

depending on piped input and output, temporary files, and exit codes. All the commands

in a shell script could have been executed manually by the user, but by combining them

into a single text file, they can be executed easily as a single command. Shell scripts can

also have the benefit of not changing critical environment variables being used by other

programs (e.g. path, encoding, file creation mode) and/or not polluting the user’s shell

environment with unnecessary values.

5On Linux, often called a Bash script. On Windows, much more commonly known as a BATch or PowerShell

script.
6In some versions of Bash or similar compatible shells, what appears to be the [ operator is actually an

executable which will return a zero exit code if the condition passed to it as an argument evaluates to true

and a non-zero exit code if the condition evaluates to false.

24



Shell scripts are often shared and are expected to run the same way across many dif-

ferent systems, meaning it is not practicable to modify a script to take advantage of the

specific hardware or environment where it is running. Because shell scripts depend on

other executables, which in turn may have varying performance (e.g. speed of decom-

pressing a compressed archive, or downloading a resource from the internet), it may be

beneficial to parallelize the execution of the script, but this is not supported by com-

mon operating system shells. Shell scripts are also frequently run from an unknown state

(e.g. the script can’t assume a particular account exists for a service to run as, doesn’t

know if data is already downloaded or needs to be refreshed, whether a software package

is a fresh installation or an upgrade7) and have behaviors that depend on environment

variables, so it is not possible to statically optimize these operations in advance. The

solution to these problems is a translation or proxy layer.

As an example of a performance translation layer, Kallas, et.al. created PaSH[103] to

serve as an intermediate layer between a non-interactive script and the shell, allowing

for parallelization while maintaining proper execution. This works very well for running

a single-user script, but does not help optimize long-running client-server processes.

When using a translation layer with a shell script or program for security purposes,

it is usually part of the application development framework (e.g. HTTP request filtering,

SQL parameter filtering), or could be built into the operating system (e.g. Windows Virtu-

7Shell scripts can even be “abused” as entire software packages. There are a number of large commercial

applications (e.g. Atlassian Jira, PaperCut NG) that appear to be distributed as a shell script, but there is

actually a compressed archive (e.g. zip or tar.gz) encoded into the file. When the shell script is executed,

it unzips the file and compiles it for the system being used.
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alStore8). Some security-enforcement systems, such as SELinux or iptables, could also

be considered translation layers because they intercept operations by other programs to

make sure they meet additional security constraints.

Translation layers provide an important mechanism to control performance and secu-

rity of applications, but we can’t use a translator to manage the configuration for trans-

lation layers - these are the exact types systems that we might need an administrator to

properly understand and be able to control.

3.4 Anecdotes of System Administration

The trouble with any research connected to the work of system administrators is the preva-

lence of anecdotes and the lack of data. Entire newspaper columns exist to collect anec-

dotes of system administrator mistakes and misbehaviors (e.g. the Who, Me? and BOFH

columns in The Register). These tales are almost always told anonymously (or pseudony-

mously), and while they frequently illustrate a lack of understanding by an administrator

who should have a better understanding of the environment and many perfectly describe

uninformed configuration, they lack the detail - and certainly reproducibility - necessary

to serve as a basis for scientific study.

An organization was migrating from a proprietary website load balancing solu-

tion to HAProxy on several powerful servers that should easily have been able

8Windows VirtualStore itself is pretty interesting - it is unfortunate that it didn’t become a prominent

core security feature, mainly due to objections from programmers and system administrators who didn’t

understand it. Read more about how it works: [27].
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to handle the current load and future growth. The manufacturer of the old

load balancer also would not renew the license for the product because it was

considered End-of-Life. The plan was to move the websites to the new load

balancer individually to make sure the new frontend would not cause any trou-

ble with individual web applications, but the work took longer than expected.

The organization realized that they would not finish the move before the load

balancer license would expire and the load balancer would stop working, so

they moved the rest of their websites during an evening maintenance window

the night before the license expired. In the morning, the organization’s web-

sites appeared sluggish, but the system resources on the new servers were not

exhausted. The organization could not move back to the old load balancers

because the license was expired and had to debug and fix the new servers in

a production setting. In the end, the entire issue was resolved by changing a

single value in the HAProxy settings. This could have been avoided if system

administrators were able to see in the manual how critical this setting was.

More discussion of this example, as well as additional examples, can be found in

Appendix A.

3.5 Military Systems

The Admiral on a warship at sea gets very upset at seeing a blue screen of death; it

truly means death. On a ship, computer system downtime wasn’t allowed, ever.

– Project manager for computer systems on a major US Navy vessel [107]
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While looking for solutions to system reliability and availability, it is tempting to look

at systems where system design and operations can mean the difference between life and

death. Along with so many other sectors, warfare is more computerized than ever be-

fore. Computers control weapons targeting systems; personnel defense systems; systems

for communications and visibility, as well as systems for jamming those systems; all in

millions of lines of code running on hundreds of high-performance hardware systems.

Such systems would be expected to be models of ways to avoid issues with uninformed

configuration, but aren’t generalizable solutions for two reasons. First, many of these so-

lutions are classified or otherwise considered proprietary, and even if they can be used

outside of military applications, they would have an associated significant cost. Generic

examples of this type of solution could include customized operating systems, customized

programming languages, and specialized network equipment. Second, when a command-

ing officer can throw the system administrator in jail, as well as many other financial,

physical, and life-altering penalties (results of NJP or Court Martial), for not following

proper procedures when adjusting knobs, it is more likely that procedures put in place to

ensure system security and performance will be followed.

3.6 Other Fields

The challenge of choosing the correct value for a knob is not unique to computer systems.

Skilled practitioners in other fields are regularly faced with making a decision about a

course of action.
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3.6.1 Medicine

Good judgment comes from experience; experience comes from bad judgment

– Dr Kerr L White, pioneer in research towards better healthcare services [124]

Maybe if system administrators would slow down and carefully read about every knob

several times, they could just figure out the right decision. Moulton et.al. argue in [75]

that it is not possible to describe a standard analytical process that an expert uses tomake a

medical treatment decision. They present a model of medical decision-making and action

where slowing down and allowing additional thought produces a better outcome. Further,

they point out that less-experienced practitioners often do not know when to slow down

and operate less automatically.

The significant difference between medicine and system administration is the ability

in the latter field to test decisions and operations and to relatively easily try again. A

doctor is not usually given the opportunity to test a medical decision and try again with

little or no penalty if it doesn’t work. This is a stark contrast to system administration

where it is possible - even encouraged - to test configuration changes in a test environ-

ment, often without limit. Indeed, in this author’s experience, software used for a new

service offering may be tested for weeks in advance, with dozens or hundreds of configu-

ration tweaks, restarts, and even complete rebuilds, to make sure it will function properly.

Administrators may also believe that they will be able to test changes on a production

environment because they can make the changes quickly and no one will notice. Some-

times these temporary or incomplete changes end up staying in production for the life of

the service.
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While it may benefit a system administrator to slow down and “effortfully” consider

the task at hand, our concern is less about taking the time for careful consideration before

making an irrevocable decision, and more about having the necessary information to

make a decision. Time for careful consideration does not help an administrator choose

the value for a setting if the documentation or training are not clear.

3.6.2 Automotive

There is tremendous value in physical controls that always do what users understand

– Article [83] about vehicle control design

The average computer user will likely never be in a situation where their understand-

ing of how to control their computer will put them in a life-threatening situation, but

people do put themselves in a dangerous environment every day when they drive a car.

Bad user interface design in a car has been responsible for a number of deaths [83]. Al-

varez, et.al. suggest a voice interface [8] for vehicles to resolve poorly designed vehicle

controls. Bai, et.al. create a model [11] to understand user behavior when faced with a

complex dashboard. There does not seem to be significant scientific study of the design

of vehicle controls outside China and research papers (or papers from paper-mills) from

there are hard or expensive to obtain. People driving a new car for the first time are

usually nervous and very cautious until they can get used to the operation of the vehicle.

This is a significant enough problem that some airports (e.g. San Diego) have added pull-

off areas outside their rental car pickup locations to allow drivers to pull over and figure

out how to use the cars they have rented without blocking other traffic.

30



Outside of a small number of government requirements and ubiquitous standards

(e.g. shapes and colors of some dashboard icons, fuel types and fueling methods), and

some features that become popular after well publicized accidents (such as automatic

parking brakes due to [83]), each auto maker conducts its own industrial research to

decide how to make its vehicles safe and easy to use, which in the long run makes cars

overall harder to use.
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Chapter 4: The Challenge of Configuration Management

“A computer is like a violin.” You can imagine it making beautiful music, but

you have to learn how to play it.”

– Authorship Unknown1

My grandfather calls me regularly for help changing the settings on his oven and

refrigerator. Every time, he says the same thing: “You make it look so easy and I don’t

know how you do it. How can you do it every time and I can’t?” It turns out that

this doesn’t only apply to millennials and senior citizens, and also not only to household

appliances, cell phones, and PCs. Despite the commonly held beliefs and presentations in

popular culture, being one of the “digital natives” also doesn’t necessarily help you with

server configuration [95]. With the technical skills that seem inborn to so many these

days, the “turn it on and figure it out” approach might work for the cell phones and PCs

of today, but “turn it on and figure it out” is not a solution to the complexities of modern

system configuration.

As we previously explained, with unlimited resources or with particular mathematic,

engineering, and scientific advances (assuming they are practicable, respectively e.g.𝑃 =

𝑁𝑃 , availability of electrical power, quantum computing), it might be possible to create a

computer system that can handle every possible computation or task instantly. Since that

is not possible, due to financial and scientific limitations, complex software applications
1This quote is either attributed to Bill Gates, or as a summary of a quote from Marvin Minsky.
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need to execute on a platform with limited resources. The knobs set by the system admin-

istrator - directly or indirectly - control what resources are requested by the application

from the system and which of those resources are eventually allocated. The adjustment

of these knobs may have effects that are completely independent from any other knobs

or the performance or security impacts may be linked between multiple knobs.

When considering the proper settings for each knob, an administrator must be able to

reason about the following criteria:

1. How can we ensure that an application is configured efficiently and securely?

2. How can we manage system resources efficiently to ensure the application will have

access to the resources it needs?

3. How can we ensure that the application will remain stable despite changes made to

other knobs for the same program or changes made to other programs?

We identified eight specific problem areas when considering a structured scientific

solution to understanding the proper settings of knobs and how to evaluate their effects:

number of knobs available, process of resource allocation, definition of tasks and sys-

tem capabilities, connections between control plane and data plane, the relationships of

knobs to each other, variability of loads, understanding the actors involved, and a lack

of scientific study directed to this area. The following sections describe each of these

problem areas and may include an illustration of the issue in a common piece of software

or common administrative practice.

33



4.1 Too Many Knobs

Every time you provide an option, you’re asking the user to make a decision.

– Joel Spolsky [97]

Xu et.al. investigate in [108] why software has so many configuration options, or

knobs2 and find that in their sample, most configuration options are never used and many

options are not used properly. Xu et.al. test natural language processing (NLP) as a way

of assisting users in understanding which configuration options are important, but they

acknowledge that an NLP-based configuration assistant requires significant engineering

as well as developer cooperation in the creation of the user manual for the software. Their

proposed solution is for developers to do user studies to understand how users actually

configure the software, and then remove unnecessary options, rather than try to make

the software as flexible as possible. This proposed solution was not novel for its time - for

example, it was suggested by Spolsky [97] 15 years previously - and it clearly was not

accepted then as it is not accepted now. As shown in an updated version of the table of

configuration knobs for common software, here table 4.1 (Table 2 of the original paper3),

in the eight years since this paper was released, it is clear that the number of knobs has

not gone down.

2Incidentally, this is the earliest reference we could find in any scholarly paper to configuration options as

“knobs”. The paper does not cite any other source for the term.
3We were not able to determine exactly how these numbers were arrived at in the original table, but we

were able to reach one of the original authors who confirmed that the methods they used were similar to

the methods described here.
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Table 4.1: Number of knobs in commonly used software packages - based on Xu et.al.

Software License Language Dev. hist.
Version
(2015)

Version
(2024)

Knobs
(2015)

Knobs
(2024)

Storage-A Commercial – 31 years – – 412 4

Apache Open Source C 30 years 2.2.x 2.4.x 587 7075
MySQL Open Source C++ 30 years 5.x 10.x 461 6466
Hadoop Open Source Java 18 years –7 3.4.0 312 4598

NLP-based configuration assistance has also not taken off. System administrators are

able to ask AI assistants such as GitHub Copilot for configuration assistance, but the AI

model, at best, “copies” existing published configurations, working or non-working, from

other users. A generic LLM (or even an LLM designed for coding like Copilot) doesn’t

produce guidance on how to properly set each knob for each unique situation. Of the

solutions mentioned in the paper, the one recognizable to most administrators is the

simplest: ask Google.9 In my personal experience, searching Google to learn what changes

need to be made to software configuration is often an effective way to at least get a

pointer10 to a way to make the desired change (although not always the best way). Also

in my experience, AI GPT tools are more likely to provide incorrect answers.11 (As of this

4Not available, ostensibly a NetApp proprietary storage system
5Number of instances of <directivesynopsis> in the XML for the Apache 2.4 documentation
6MariaDB (fork of MySQL) 10.11.7 on Windows: Line count from variable output of mysqld --verbose
--help
7Original version not specified
8Number of times <property> appears in the hadoop-common/core-default.xml configuration file in-
cluded in Hadoop 3.4.0
9See more about what can be known about the prevalence of administrators searching for help using Google

Search in appendix A.1.
10Usually one of 0x3A28213A, 0x6339392C, 0x7363682E [76]
11And avoid using Google’s new AI search results for anything. As of this writing, Google provides blatantly
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writing, AI-based answer engines are too new to have significant research into how much

users trust them, but there is ongoing work in this area [51, 102]. This isn’t to say that

user trust is a good measure of the validity or optimality of a solution, as is evidenced in

Acar et.al. [3].)

Why don’t developers simplify the available configuration options and restrict the

flexibility of the software so that it is easier to configure and manage?

Sometimes it comes down to how the software was originally created and released.

Publicly released software can generally fall into two categories. The first kind is software

written by a developer for their own use and released publicly just in case someone else

might want to use it. Even when such software is open source, developers will frequently

reject any request for changes that doesn’t match their use case, even when the request

is accompanied with functioning code (e.g. a Pull Request in GitHub). This has been this

author’s experience with a number of software packages commonly used in academia,

although none will be named here. The second kind of software package is software

originally designed and intended for public use. This kind of software is usually designed

to be as flexible as possible, sometimes to the point of completely changing the mission

or vision of the original developer or designer. This kind of software is often released

altruistically as open source. Obviously, any change that would restrict the flexibility or

usability of this kind of software, when its mission is to be useful to the public, is not

going to happen, even at the expense of significant technical challenges. Examples of

this in the author’s experience include maintaining backwards compatibility in Puppet

incorrect information when faced with practical questions - although if you enjoy a pizza with glue on it,

go for it [68]. Other AI GPT tools are just as bad [67, 112].
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modules, extensions and configuration options in Apache HTTPD, PowerDNS, and many

more systems.

Xu et.al. also found that developers include configuration options if they can’t decide

on a reasonable default value. Setup wizards for many desktop programs are full of

choices that the user needs to make - even if they don’t understand the significance, or

know that they don’t care which option is better - because several developers couldn’t

agree on the best way to do something [97].

4.1.1 Complex Knobs

Sometimes many options are provided for backward compatibility or to allow phased

improvements. For very complex settings, it may never be possible to know what the best

configuration option is without a significant amount of effort, but it is also not possible

to hard-code the best possible settings, due to backwards compatibility requirements or

cost reasons.

The most common interaction of the average user with public-key encryption is the

use of secure hyper-text transfer protocol connections (HTTPS), wrapping the plain-text

HTTP protocol with Transport Layer Security (TLS, but still commonly referred to as its

deprecated and insecure predecessor, Secure Sockets Layer (SSL) or sometimes SSL/TLS).

Many web server administrators are familiar with the process of obtaining SSL certificates,

and will recognize that the security of the connection may depend on the size of the

private key. TLS connections have other parameters that are important to make sure

the connection is secure, such as the version of the SSL/TLS protocol, the specific Cipher
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used, and other connection options such as compression and heartbeat settings. The base

SSL/TLS library used by the webserver may support thousands of cipher combinations,

but only a small number of those are considered secure. Older client devices may only

support older cipher options, so by default, many server programs ship with less-than-

completely-secure settings to allow access from older client devices (e.g. very commonly

older Android phones12). If the system administrator decides they want to change the

ciphers being used, they will need to sort through a large “wall of text” to see what

ciphers are allowed and they will need to do research to decide on the appropriate cipher

list (or copy a list from a Google search and hope it is accurate). Creating a secure

HTTPS configuration is hard [15]. Reading an article high on the Google search results

for “secure SSL cipher” shows how complicated this can be [48]:

Disclaimer: I’m updating this post continually in order to represent what I

consider the best practice in themoment – there are way toomany dangerously

outdated articles about TLS-deployment out there already.

Therefore it may be a good idea to check back from time to time because the

crypto landscape is changing pretty quickly at the moment. You can follow

me on Twitter to get notified about noteworthy changes.

and later

12In Android (up until recently) the SSL libraries were part of the operating system and could not be

upgraded separately, so when a device would lose operating system support, its SSL functions would also

be frozen in time to the last available protocols, ciphers, and root certificates.
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There used to be a bullet point suggesting to use RC4 to avoid BEAST and

Lucky Thirteen. And ironically that used to be the original reason for this

article: when Lucky Thirteen came out the word in the streets was: “use RC4

to mitigate” and everyone was like “how!?”.

Unfortunately shortly thereafter RC4 was found broken in a way that makes

deploying TLS with it nowadays a risk. While BEAST et al require an active at-

tack on the browser of the victim, passive attacks on RC4 ciphertext are getting

stronger every day. In other words: it’s possible that it will become feasible

to decrypt intercepted RC4 traffic eventually and the NSA probably already

is. Microsoft even issued a security advisory that recommends to disable RC4.

As of 2015, there’s also an RFC.

In short, known bugs and design flaws, changing security requirements, and the ever

increasing processing power of modern computers make the proper configuration for SSL

ciphers a moving target.

Let’s say that an administrator knows what each knob does - how do those knobs

interact with the system itself?

4.2 Resource Allocation

What kinds of resources do programs use? When people talk about the resources required

to run a program, they are usually referring to processing power, traditionally, the CPU

clock speed which indicates the number of operations a processor can complete in a

second (modern CPUs are usually measured in GHz - billions of operations per second).
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Modern scientific and gaming workloads are also concerned with GPU processing power

(modern GPUs are usually measured in teraFLOPS - trillions of floating-point operations

per second). A system may have multiple CPUs and GPUs, as discretely installed chips

or cards, or as multiple “cores” sharing a single piece of silicon. Modern GPUs have

multiple (often hundreds) of parallel compute units on one card, but they can only handle

certain types of simple operations. When a system uses multiple processors to achieve a

higher raw processing capacity, it actually creates additional performance considerations

as information has to be transferred between the processors. Other limited resources

that need to be considered include the amount of memory: processor caches (at multiple

levels), physical RAM, and the amount of interconnection bandwidth available between

them, including direct traces between the processor and RAM and how many controller

channels there are which could allow parallel access. Multiple processors on a single

piece of silicon may share processor caches, allowing all the cores to benefit from loading

shared instructions or data a single time. Specialty links between GPU cards (e.g. Nvidia

SLI, AMD CrossFire) exist to allow this type of faster sharing between discrete processors,

but they were mostly designed and tested for reduced lag when playing video games; they

do not typically provide performance improvements for non-game workloads13, and they

are no longer developed. Another complicated resource is virtual RAM (also called swap)

and whether a program is even allowed to use that resource (e.g. some security software

restricts the kernel from moving sensitive information into swap because it could allow

that information to be recovered later off the disk). Themedia type and speed of long-term

13(and often performance could be worse!)
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storage (e.g. hard disk drives14, solid state drives, network-attached storage) affects the

time to load a program (the first time if there is enough RAM to hold the entire program,

continuously otherwise) and the time to access and write data. As soon as a network of

multiple computers is involved, the available resources as a total amount increases, but

the amount of network bandwidth and the increased latency of those connections add

additional limited resource considerations.

All the components of computers themselves can also break down over time, resulting

in worse performance and fewer options for resource availability [21].

• Each application requires some resources, which are allocated by the operating sys-

tem and the network.

14When it comes to magnetic hard drives, the speed of accessing data can actually change based on how

long the drive has been in use for - another factor that makes modeling this type of performance in the real

world very difficult. There are hardware reasons that magnetic hard drives are slow: spinning platters

inside a hard drive can only be accessed when the read/write head is in the correct place and that can

only happen at specific times as the platter spins. The read/write heads inside the hard drive need to seek

to the correct location too and can be affected by environmental factors such as vibration. Hard drives

are also vulnerable to fragmentation - data is written to the drive in chunks, but individual chunks of a

single file do not need to be stored sequentially. Instead there is a table of contents that tells the drive

where to locate the chunks of any particular file. When a disk is new, it is more likely that there is space

to save all the chunks of a file sequentially, but as the disk is used and files are deleted, empty areas may

not be large enough and a single file will have to be split into multiple locations, or fragmented. This

slows file access significantly because multiple seek operations are required to access a single file. While

Solid State Drives have the same issue with fragmentation, because they have no hardware seek time, it

is less noticeable.
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• The operating system has a scheduler that prioritizes the resources requested by

each program from the kernel.

• The CPU has a scheduler that prioritizes the requests from the kernel against hard-

ware interrupts and other internal functions.

• The knobs set by the system administrator - directly or indirectly - control what

resources are requested by the application from the system and which of those re-

sources are eventually allocated.

• The adjustment of these knobs may have effects that are completely independent

from any other knobs or the performance or security impacts may be linked between

multiple knobs.

Some settings can have no effect on overall system performance and some can cause

the entire system to stop working due to resource exhaustion/oversubscription.

Before we can know how resource allocation will work, can we even know what an

application really needs to complete its tasks?

4.3 Software Tasks

We can’t understand what resources will be allocated for a task by the kernel and CPU

without knowing as much as possible about the tasks themselves. Some tasks have fairly

obvious resource limitations associated - for example, only one process can write to a file

at a time to prevent file corruption, so if there is a chance that multiple tasks will need

access at the same time (whether in the same part of the program for parallel users or

two different parts of the same program for the same user), there will need to be some
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kind of locking system which will impact performance. At a deeper level, each CPU core

must have the necessary instructions and data to operate and that could be impacted by

limited bandwidth between the CPU and various level of data storage (Lx caches, RAM,

durable storage, network). CPU schedulers can potentially anticipate needing to wait for

data for a particular operation and run other operations in the meantime.

We will represent a lot of these relationships by graphing the execution paths of the

program, but first we need to understand what a task is. Do we stop our analysis any time

a call is made to a kernel function, any stdlib call, a call to any linked library, some other

high-level operation? Depending on how deep into the execution we take our analysis,

we might be able to label parts of the program by whether the CPU will be required to

wait for resource. Before we can decide what is considered a task and do any of that

labeling, we first need to know: How can you separate the programming of a task from

the data used by that task?

4.4 Control Plane and Data Plane

There are very few programs that take absolutely no data input, whether from the user,

from the environment, or from other systems. Because of this, even if a program is running

on an isolated system with no need to share resources with other programs, it is not

possible to look at a static analysis of the program and know exactly what code paths

will be taken because the actual execution will be impacted by the data specific to the

particular instance. This is especially true if we already know that the code paths will be

changed by the request or response data.
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To work around this, we separately study the control plane of the program and the

data plane of the program. The control plane decides how data is handled and the data

plane does the actual handling. Network switches generally have this split baked into the

hardware architecture, with data plane hardware designed to quickly process network

packets using a limited set of rules, and control plane hardware setting up those rules.

Even though most software isn’t built with this terminology, we can look at a “vir-

tual” control plane and data plane for many kinds of programs to try to understand their

operation. A task that must be completed by the program is created in the code of the

program, subject to the configuration parameters set by the system administrator. This

can be considered the control plane. The data used for the task, flowing from the user or

environment input, through the task and back to the correct output, is part of the data

plane. It can be difficult to distinguish the control plane from the data plane in many

programs, so we need a method to clearly separate what parts of the program operation

are part of the control plane - managed by the program configuration - as opposed to part

of the data plane - completely connected to the user’s request. We can then label different

parts of the program based on what data they are using.

Once we have this method to identify and label the parts of the program, how can

you model the control and data flow for a variety of uses to actually understand the

performance and security of the program?
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4.5 Relationships between Knobs

Some program settings are entirely standalone knobs, with no impact on any other part

of the program operation. Some settings theoretically should never affect other operation

of the program, but have unforeseen interactions or trigger obscure bugs. Some settings

by design will have obvious impacts on other settings.

An example at one extreme of knob relationships is a setting that changes a simple

display option. A setting which changes the text displayed in a particular place in the

program without affecting the program control flow may have a miniscule effect on per-

formance or security and is not expected to affect any other knobs. A setting like this

should have no connection to the values of any other knob, but it still cannot be deter-

mined to have absolutely no effect on program execution, because for even something

as simple as a text option which is displayed with no modification, the text needs to be

copied between different buffers in memory or written to the output destination (i.e. file,

network, display). If this utilizes a variable length buffer in memory, performance may

be impacted by the time it takes to read or write the buffer may change significantly in

CPU cycles even though it does not change in algorithmic complexity. If this utilizes a

fixed length buffer space where the entire buffer is accessed every time, security may be

impacted (depending on the programming language) because it can lead to buffer under-

run or overrun errors, performance will always be as bad as the worst case scenario, and

administrator choices for the value of the option will be constrained to the maximum size

chosen by the developer.

An example at the opposite extreme of knob relationships is a setting that serves as a
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condition controlling a loop. A setting which causes the program to execute in a gated sec-

tion of the code or a loop, besides for the potential of significant performance impacts due

to the potential to change the algorithmic complexity exponentially (𝑂(𝑛𝑥)), can cause

the program to read the values of settings which are otherwise not used. For settings

that explicitly control requests for resource allocation or process management (e.g. fork-

ing, threads), values of these settings may be multiplied together when allocating system

resources, causing significant changes to available processing power and memory usage.

A setting which controls whether the program will read other settings can affect the

security of the entire program or server. For example, the Apache HTTPD server includes

the <IfModule> directive in its configuration which allows certain parts of the config-

uration to be entirely skipped if a shared library (.so/.dll) is not loaded. When the

server will not start because there is a module that is supposed to be loaded that can’t

be found, an administrator might try to make the simplest fix: remove the directive to

load the module. If there are important parts of the configuration that depend on that

module being loaded, it could lead to sensitive information being released or other sig-

nificant impacts to the program operation. Interacting knobs can also have affects that

are completely accidental due to the specific configuration chosen by the administrator.

Using the same <IfModule> example, the HTTPD server doesn’t care whether the settings

inside the conditional part of the configuration are actually related to the module; any

settings can be inside any <IfModule> directive. If an administrator neglects to end the

conditional section of the configuration (using the corresponding </IfModule> directive),

it is possible for the entirety of the rest of the server configuration to be skipped - even

across multiple included files - if the specified module is not loaded.
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Administrators are expected to have some level of understanding of their workload

and technical ability when it comes to setting configuration knobs. What else can we

understand about the people and the workloads?

4.6 Variability of Loads

Of course you’ve probably heard that healthcare.gov hasn’t worked as smoothly as

it was supposed to work. The number of people who visited the site has been over-

whelming, which has aggravated some of these underlining problems. Nobody’s

madder than me about the fact that the website isn’t working as well as it should,

which means it’s gonna get fixed.

– President Barak Obama, talking about the botched [99] rollout of Health-

care.gov

Because computer systems have limited resources, there is a limit to the number of

concurrent users who can use any particular system at the same time. Many systems are

tested for functionality first, with performance testing often as an afterthought or never

even happening at all [19]. When a website opens for sales for a popular concert or for

enrollment in a new government assistance program, the load can be expected to be very

high, but just how bad will performance be and what can a system administrator do about

it?

The Federal Emergency Management Agency provides emergency relief services to

people and communities impacted by natural disasters. They need to collect information

about people affected by the disaster and process it in a timely manner, often without
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significant advanced notice. For most of the time - when there is no new major natural

disaster - there is almost no load on the web application, but as soon as people regain

internet access, the first stop for many of them will be FEMA’s website. In orders of

magnitude, a web application could be expected to handle anywhere from one user per

month up to thousands of users per second. The ability to design software that is capa-

ble of this level of performance falls on software designers and developers rather than

system administrators, but an administrator has to know how to configure the software

properly to minimize unnecessary resource use and handle the expected load. There are

two ways to understand how a program is expected to perform under load: instrumenting

and modeling in advance - likely the province of software developers rather than system

administrators, or live testing and tuning.

4.6.1 Instrumenting and Modeling

Famed German physicist Werner Heisenberg is quoted in popular culture as the person re-

sponsible for the concept that observing something makes it change.15 Physicists continue

to argue [37] over whether the observer effect applies to quantum mechanics, but it does

without question apply to software performance and security testing directly on applica-

tions. When there are a limited number of available CPU cycles to execute instructions,

additional instructions asking the processor to also record instrumentation information

have to impact performance in some way. Many processors include a small number of

15The observer effect is actually a more general effect which can even been seen in simple every-day opera-

tions like checking the pressure in a tire which lets a bit of air out and so is not an accurate representation

of the pressure before the measurement.
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registers that can be used to store performance counters directly on the CPU to make the

performance impact as small as possible, but due to this limit multiple measurements may

be required to get all the desired testing done. There are also tracing methods (e.g. perf,

dtrace, eBPF) that hook into the operating system kernel to provide low-impact modeling

and tracing features, but using these effectively requires specific training and is usually a

job for programmers, not system administrators. There are regular improvements in the

performance of program-modifying instrumentation techniques for general programs [22]

and for performance in scientific computing [12]. Modifying a program to instrument its

performance can affect security monitoring software, especially systems that monitor the

“dirtiness” of user-supplied information or that look at the behavior of a program using

heuristics.

4.6.2 Load Testing

Sometimes there is no substitute for testing environments or live tuning, especially for a

system administrator who does not have access to the code or appropriate instrumentation

tools. Creating a load testing setup separate from the live environment presents its own

challenges, mainly due to difficulties creating an environment that is similar enough and

generating a load that will be similar to the live load [39]. (Sometimes this type of testing

also reveals that administrators need to take a step back and rethink basic assumptions

or design decisions about the system [53], but that kind of change it outside the scope of

understanding configuration knob changes.)

With a modeling and testing framework and enough hardware can test every position
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of every knob?16

4.6.2.1 Extreme Dummy Loads (or “Bees with Machine Guns”/“Chaos Monkey”)

One way to test the performance of a system is to test it “to destruction”. A single client

might not be able to create enough traffic to test the system or the system configuration

may cause all traffic from a single client to only hit certain parts of the program (e.g. in

a load-balanced setup). The phrase Bees with Machine Guns was coined by the Chicago

Tribune for a script that would create a self-targeted Distributed Denial-of-Service attack,

with many small workers attempting to access their service all at the same time. If their

service passed the test, they would assume it could handle any legitimate load. This

testing approach is usually limited to testing a specific endpoint and does not test an

entire workflow or path that a user might take through the site.

Another way to test a live system is to cripple the system internally and make sure

everything still works as expected. Chaos Monkey [25] was a project by Netflix that would

pick random AWS EC2 instances to power off and then make sure that Netflix services

were still healthy. Once some systems were powered off and all services continued to

work, you can assume that the entire system has a tendency to stay stable even with

some failures.

Both of these types of testing require some tolerance for disrupting production services

in a controlled way.

16In keeping with Betteridge's law of headlines, the answer is “No”.
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4.6.2.2 Cloud Provisioning

Another way to deal with load testing is to never let the load on the application get over a

predetermined metric. This strategy requires monitoring the performance of the program

and scaling the available resources to meet the current load. For example, the Marmoset

project submission testing software used in this Computer Science Department is set to

start up additional servers for submission testing if the time any submission has been

waiting goes over a particular preset value, then shut down those servers after they have

been idle for a set amount of time.

There are two different strategies that a system administrator can use to be able to

serve loads that are larger than a single server can handle: horizontal scaling and ver-

tical scaling. Vertical scaling means adding additional resources to a system to be able

to handle a greater load. Vertical scaling usually does not require making changes to an

application or configuration, unless there are specific performance-related configuration

options, however for many applications which use separate processes for database servers,

application servers, caching, and other functions, the administrator will need to under-

stand where their performance bottlenecks are and decide how to allocate resources to

the different server programs on a single machine. Vertical scaling can also become more

expensive as the costs to purchase higher-performance hardware grows. Vertical scaling

does not provide any other benefits besides performance improvements and configuration

simplicity; for example, it does not help with high availability and there is a limit to how

much hardware can be used as part of a single machine. Horizontal scaling means split-

ting a load across multiple machines. This could include each machine running the same
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services in a replicated or eventually consistent [104] arrangement. This could also in-

clude separating different types of loads (e.g. load balancing, application server, database,

caching) across multiple servers, each with its own high-availability, replication, or even-

tual consistency configuration. Farming out individual components to hosted services

(e.g. using Amazon S3 for static file hosting) can also be considered horizontal scaling,

both because it is spreading the load and because cloud Platform-as-a-Service offerings

are themselves horizontally scaled, often also using an eventual consistency model [58].

Both of these types of scaling can be accomplished through Everything-as-a-Service

(XaaS) providers, more commonly known as “The Cloud”. Vertical scaling in the cloud

can be accomplished by renting a larger Virtual Machine. Depending on the specific

technologies used, it may be possible to dynamically add and remove processing power,

memory, and storage resources from a VM while it is running, but usually a restart is

required for VM size changes to take effect, so this is not a good solution for handling

variable loads.

If a workload is really known to be variable and is horizontally scalable, it may be

a good candidate for renting time on someone else’s computers. The specifics of hori-

zontal scaling and eventual consistency vary across applications, cloud providers, and

even different offerings by the same provider, so the specific needs of each situation and

tech stack must be evaluated. “The Cloud” is not a magic solution to variations in load

[46]; each use must be evaluated to determine whether the cloud is appropriate, and

specifically what strategy to use to get the most out of the available resources [52]17. A

17There is even an ongoing conference workshop which has a focus on evaluating the applicability of cloud

services to traditionally-local workloads [64].
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system that would allow an administrator to fully understand the available knobs and

tune the settings would allow more informed decision making and cloud service selection

or infrastructure design.

4.7 Actors in Configuring and Running Systems

If debugging is the process of removing software bugs, then programming must be

the process of putting them in.

-– Edsger Dijkstra

There are two hard problems in programming: 0. cache invalidation, 1. nam-

ing things, and 2. off-by-one errors.

– Based on a quote from Phil Karlton

There are three different roles for human actors when it comes to the final execution

of a program. Software developers, or programmers, are responsible for creating the

software that everyone else is using. End users of a program are not expected to know

anything about how the program works. On personal computers or mobile devices, the

end user is likely going to be responsible for setting all the configuration values for the

device. Sometimes the user knows how to do this properly, or the system is designed

to walk the user through to help make the right choices, but other times, the user just

blindly guesses or leaves all the settings at the default values. System administrators

are expected to be experts on the systems they administer and serve as intermediaries

between the developer and the end-user; configuring the program to serve the end user

in the best possible way.
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It is tempting in a system research context to consider a program in a “clean room”

situation - dissecting the program and its configuration knobs without considering the

humans behind it, but even without a Human-Computer Interaction focus, there may

be something we can learn by making sure we understand the human component of

configuration.

There is a lot of research into how to make programmers code better for performance

and security. For example, there are safeguards in compilers to prevent dangerous be-

havior, and there are recommendations for programmers to use only memory-safe pro-

gramming languages [30]18. Acar et.al. measure [3] how programmers get insecure

(or non-performant) programming advice from the internet and continue propagating it

through new programs. For our discussion of configuration, we have to assume that

the programmers have not made significant mistakes and that every part of the program

works as documented (or as the programmer intended).

There is also a lot of research into end-user behavior, primarily related to security and

usability, but often dismissed as less of a science due to the influence of psychology and

the study of humans rather than machines.

It is not a coincidence that system administrators are also referred to as operators.

We are familiar with an operator of a piece of heavy machinery, an operator of a piece

of public infrastructure such as a water treatment plant or a telephone switchboard, and

an operator of a business such as a tour operator. Although that term seems archaic now

in relation to computing, the operator of a system is the person responsible for safe and

18and rebuttals from language creators [59]. Additionally, the White House report has been challenged on

other grounds [84].
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efficient operation. Is there any better description of the role of a system administrator?

Configuration changes that impact performance and security aren’t necessarily bugs.

Developers design software to be flexible, and the ability of an administrator to choose a

less-performant or less-secure configuration is part of the design. For example:

• an administrator may choose to configure a less-secure option to be compatible with

older software.

• an administrator may choose a setting which disables caching - and is therefore less

performant - to allow for more flexibility.

• an administrator may choose a setting which prefers using computational power

rather than additional storage (or vice versa) in order to save on cost of operation.

4.7.1 What Drives Changes

When a system is working, why would a system administrator touch it? Sometimes there

is a change in operational requirements. Sometimes a software update. Sometimes an

administrator just finds that the initial configuration wasn’t optimal.

Uninformed configuration can happen in two ways: due to external factors driving an

administrator to make a change, or due to an incomplete understand about the system

(which we will call internal factors). Externally, administrators may be forced to make

untested emergency changes or workarounds with unintended consequences for business-

process reasons or to meet a mandate issued by management. Some companies attempt

to prevent this from causing an issue by not allowing untested changes, but strict rules

can cause their own issues when they get in the way of fixing issues with production
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systems. Internally, sometimes the default configuration values appear to be sufficient

with a casual inspection, but issues may be hidden in large walls of text in documen-

tation or configuration example files, or may require some unexpected domain-specific

knowledge to recognize. Complex situations can also result in settings changes that im-

pact performance in unforeseen ways. Some settings may cause unexpected load on a

system or break compatibility with older components. Either of these types of situations

can cascade quickly and make it difficult to understand what change actually caused the

problem.

4.7.2 Software Complexity and User Expectations

Workloads are different between systems administered by a system administrator and

designed for commodity (i.e. every-day, unremarkable) use by end-users, compared to

distributed computing, where the user is expected to know a lot more about their work-

load and the appropriate way to process it. End-users do not understand the complexities

of system administration or programming. Users see something “shiny” and want to be

able to have it themselves, but don’t understand how it fits in to the overall puzzle of their

existing systems and applications. Users search for information on the internet and expect

their system administrators to be able to implement it. Managing systems to serve a few

users is different than managing systems to server a few hundred users, a few thousand

users, etc.
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4.7.3 Teaching System Administration

In my own educational experience, system administration tasks are routinely bypassed

in Computer Science courses. Students are encouraged to debug their code on the same

system or cluster the instructor used to create and test the project. If the student’s code

does not work due to a system difference, the instructional staff will often not look at the

problem unless it is reproducible on the “official” system, so students do not learn about

the effects of configuration differences between different systems. If students will need

to work with a system that is configured in a particular way but that cannot be done on

a shared system (such as tasks that requires disabling security software or kernel modi-

fications), instructors will distribute a virtual machine that has already been configured

appropriately. In classes that have been taught many times, that virtual machine has

likely been configured by an instructor or grad student many years before and has been

passed on - but never changed or updated - as new instructors teach the course. When

courses or research do cover configuration management, they are often targeted at IT stu-

dents/practices rather than at Computer Science students/practices, and a survey of such

courses and research (e.g. [20, 66]) also shows that they mainly focus on the methods

for managing configuration changes, but not how to know what knobs to actually change

or analyzing the effects of such changes.

4.8 Basic Concepts, Communication, and Basic Research

For many people, as soon as they tell someone that they are studying Computer Science,

they are immediately asked, “Well then, can you fix my computer?” There is a difference
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between an education in Computer Science which allows us to understand the designs

and mechanisms of computing, versus the IT technician who operates or repairs com-

puters systems, or the person who learned to code from a quick bootcamp, but doesn’t

understand the concepts. The divide between scientist and technician is evident in the

practice of Computer Science research. Even Computer Science researchers who work

on theoretical problems have likely learned to code at some point (writing in LATEXis its

own kind of challenge), and they have almost certainly been the end-user of a computer

or smartphone. Because these are areas that are familiar to researchers, there is a lot of

research on improving the security and performance for software developers, and there is

a lot of research on the experience and behaviors of end users. Most Computer Science re-

searchers have never been in the position of a system administrator of a large network in a

production environment, so there is a corresponding lack of published scientific research

from that perspective.

There is a point in the study of any field when people think there isn’t anything basic

or game changing left to be discovered. In observed (real) sciences19, there are still earth-

shaking discoveries every so often, such as a previously-unrecognized entirely new organ

in the body [14, 91] in 2018. There are no hard and fast rules for when a field has

reached a level of maturity where people believe that there are no foundational concepts

to discover or understand, or put another way, no more low-hanging fruit.

The Department of Computer Science at the University of Maryland recently cele-

brated its 50th birthday and I have had some connection with the department for almost

19as opposed to engineering-based “sciences”
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20 of those years. In all of that time, I have seen a very clear delimiting line between

researchers and computer operators. There are always faculty members who are inter-

ested in managing their own systems, sometimes with the approval of the network and

datacenter operators and sometimes explicitly against their wishes. There are not many

people involved in basic research who are also experienced system administrators, and

especially not of large production networks. For many researchers, IT staff are there to

support the hardware that supports the research and education missions of the univer-

sity, but do not have a role directly in the research. For other researchers, the connec-

tion between the role of the operator and the technology is to be left for those who are

interested in Human-Computer Interaction. Other than basic helpdesk tasks, computer

operators are usually not expected to be able to teach how systems work or communi-

cate scientific ideas connected to their theory of operation. Some faculty members even

view the system administrators adversarially and assume the system administrators are

getting in the way of their legitimate research work for no reason. While entire books

could be written about the relationship between computing research and centralized IT

departments (as well as lawyers interested in protecting the university from liability), I

think it is fair to say that there is a lot of space to discover and develop novel concepts

and completely new ways of viewing the science at the intersection of Computer Science

and Configuration Management. More than once I have started explaining research in

this area to someone else in this field and been told that it doesn’t seem to be a legitimate

line of inquiry because there are very few existing published papers that are related and

therefore there must not be anything worth pursuing. While this specific work may not

be the earth-shaking discovery of a new organ, we are looking at a new angle to study
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configuration management.

4.9 Problem Summary

We have described why there are so many configuration options in software programs,

why it is difficult to understand which configuration options are important, and why there

is so little research into how to better solve this problem.

We will break this down into a handle-able problem by considering a webserver.

4.9.1 Why a webserver?

A prerequisite to any type of communication is an initial agreement between the com-

municating parties of the standards they will use to communicate. In the physical world,

this could be an understanding of what language to use and whether the communication

will be verbal, written, or visual. We may make certain starting assumptions, such as

speaking the native (or most common) language of a country/region, or that all parties

are physically capable of using the chosen communication mechanism. Modern high-

level programming will allow a developer to use asynchronous or long-running methods

of communication, such as multicast traffic, websockets, server-sent events, or message

queuing, but at their core, all of these methods rely on a synchronous (in-band or out-of-

band) agreement between the parties. We therefore consider all of these technologies to

be extensions of a standard client-server communication. One of the simplest forms of

client-server communication is the webserver. Traditionally, a client will send a plain-text

request for a single web resource and the server will send back a plain-text response with
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the requested data. A web request will include additional metadata about how the plain

text request should be interpreted, and a response will include plain text headers that in-

dicate if the response should be handled differently, for example if the data streamed will

be a document, image, or video. Because all types of inter-system communication can be

simplified to a client-server interaction, and because web server client-server interactions

are familiar to most technical readers, almost all of the practical examples we will discuss

here are taken from different types of webservers.
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Chapter 5: Inside the Knobs: A Configuration Impact Graph

If configuration knobs are so critical to performance and security, and administrators

don’t know how to properly set them, and none of the existing solutions really resolve the

issue, what else can we consider? Software developers can write specific documentation

for configuration entries that they feel are important or have far-reaching effects, but this

is not a scalable solution and is also prone to human error. We need to have a system that

can identify and then a way to communicate how these knobs work and how the knobs

interact with each other, and this system must be able to work without a significant

amount of manual intervention.

5.1 Step 0: Program Design Patterns

By our definition of configuration from chapter 2, configuration options are set when a

program execution begins and are not changed by user input during the program exe-

cution1. (We will discuss situations where a program has multiple sets of configuration

options which may be selected for a particular user interaction based on user input as

1Most server programs only read their configuration when they are started and the running configuration

will not be updated unless the program is restarted. Some programs may provide a mechanism to reload

the configuration without restarting the program, such as an internal command or a predetermined signal

from the operating system/service manager. A program could technically load configuration data every

time the main loop is executed, but that would be very inefficient and could lead to unexpected behavior

(based on accepted design patterns).
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part of our look at Apache HTTPD in section 9.1.)

The lifecycle of the execution of a client-server program has three phases: the service

phase, when client requests are accepted and responses are served; preceded by a setup

phase and possibly followed by a tear-down phase. An example of a program lifecycle

can be seen in figure 5.1a. The service phase of a program is written with a main loop

- an infinite loop in the program that blocks until it receives input and then executes on

that input. In this diagram, the blue arrows represent control flow and the red arrow

represent data flow. The program has an entry point (green oval), some setup processes

(yellow rectangle), then the service phase’s main loop. There may be a “tear down” phase

once the main loop exits, but this is similar enough in structure to the setup phase that it

does not require its own diagram. Unless a drawing is labeled otherwise, we try to always

use the same shapes for the same operations. More information about what each shape

means is available in Appendix C.

Even systems or frameworks that claim to be event-driven still have a main loop which

calls the functions defined as “event handlers” in the program code (event-driven systems

can also be implemented using hardware interrupts - where hardware can signal the pro-

cessor to interrupt the regular program execution and do something else, but these are

not used in commodity computers for application programming). Modern operating sys-

tems support thread sleeping, allowing a process to not use significant resources while

blocking for input, but the structure of the program is still written with a main loop.2

2Even programs that present the user with a Graphical User Interface technically operate with a main loop

and a client-server model. A program instructs the graphics card to draw a shape, but then waits to be

signaled that data or additional instructions are ready to be processed. This architecture is even more
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When the server starts up, it runs setup operations before it starts the main loop and

then is ready to serve requests. The operations that run as part of the setup phase of-

ten include reading command line arguments, loading data from configuration files or a

database, checking permissions, and opening sockets, as in figure 5.1b. During the tear

down phase, the program may close files handles cleanly, finish database transactions,

delete temporary files, or similar tasks. Once the main loop starts, the program operation

can still perform many of the same operations, including read from (and write to) files or

a database and access external resources, as seen in figure 5.1c.

Figure 5.1 Example operations of a simple client-server program

(a) Simple Setup and Main Loop (b) Setup Process Detail

(c) Main Loop Detail

We will use a sample webserver program called maitre_d as a simplified example

client-server application. The maitre_d server can operate as a forked process or a

threaded application. It can operate as a very fast static resource server (content is cached

clear in Linux as the GUI provider is referred to as the display server (e.g. X, Wayland) - the display

server runs in a loop and any program that wants to write to the display connects to it as a client.
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in memory at start-up) or in an application server mode where it is able to run dynamic

programs. A code listing for maitre_d with cross-references to its Configuration Flow

Graph is in Appendix D.

5.2 Step 1: Identifying Configuration Knobs

In the example above, both the setup phase and the service phase of the program execution

include file operations, user input (whether from the command line or standard in),

database access, and potentially other types of operations which appear similar in their

behavior. Because the types of operations in the setup process and main loop overlap, we

can’t make a clear distinction between the types of operations done as part of the setup

phase and service phase of the program and use static analysis to find every time a file

is read as a way of flagging what parts of the program operation are configuration, but

we can potentially start with looking at any operations that occur before the main loop

is started.

There are usually a limited number of ways configuration can be entered:

• Configuration file(s) or registry - On start-up, the program reads a file from a hard-

coded location or a location specified as a command line argument.

– A configuration registry, such as the Microsoft Windows Registry, is effectively

a special-purpose file system: it has a tree structure (just like most standard file

systems) containing keys (filenames) with different types of values (e.g. integer,

hexadecimal, string).3

3In some languages and frameworks, such as in PowerShell, the Windows registry can be accessed (with
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• Command line arguments - On start-up, the program processes input supplied on

the command line (a special case of standard in), possibly consisting of:

– flags - boolean on or off values, possibly with abbreviations (e.g. --help, -h,

/?)

– options - key/value pairs (e.g. --port=80, -p 80, device eth0)

– bareword arguments - often a single main action a program should execute

(e.g. config-test) or a list of other options in order by position

• Additional Locations - Once the initial configuration is read, it may specify other

configuration sources. For example, configuration may be loaded from a database

or a high-availability cluster, but accessing these configuration stores requires val-

ues from the initial configuration (e.g. database password, cluster discovery mech-

anism)

5.2.1 Read the (Friendly) Manual?

The traditional way of understanding program configuration is to read the manual. Before

World Wide Web access became prevalent (or fast), the manual for a program would have

been printed in large books. It was not uncommon to find wall-to-wall bookshelves in the

office of a system administrator, filled with bookmarks or dog-eared pages. These days,

most manuals are available electronically, either as electronic documentation distributed

the appropriate permissions) with standard filesystem paths, using HKLM:\ or HKCU:\ as a prefix instead

of a drive letter (e.g. C:\). This is also similar to the Linux kernel virtual filesystems that provide /dev,

/proc, and /sys.
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with the program, or on the internet. Even though the manuals are more easily accessible,

there is no standardized way to organize a software manual - manuals may be organized

by topic, by expected usage, by order of addition of new features, alphabetically, or may

not have any obvious organization method. Many electronic manuals have a table of

contents, index, and/or search function, but not all do, and not all that do have one that

is complete or fully functional. Some programs have a getting started document which

may say something like “The primary server is fairly resource intensive, and must be

installed on a robust, dedicated server.” [115], but no specific notes about performance,

or might have a “Performance Tuning” document [116] buried in alphabetical order with

the rest of the settings.

Many programs also come with sample configuration files, whether created by the

original developer or by a packager. There may be a single file with every possible option,

or there may be multiple files, each based on a particular scenario for using the program.

Some programs can generate a list of every possible configuration option by themselves

(e.g. MySQL has a command to show all server variables and almost all of those can

be configured at runtime), but a configuration file with all of those options would be

overwhelming, and would not be useful because most deployments of the software do

not need to change every single setting. Sample configuration files and manual contents

are often outdated, which may make them difficult to use or just plain broken, but they

can still provide insight into a starting point to understand the available configuration

options. Unfortunately, many software packages only provide simplistic configuration

samples, leaving administrators to try to piece together more-complex applications from

separate - and often partially conflicting - examples.
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5.2.2 Structured Representations of a Manual

A complete manual for a complex piece of software is necessarily complex, and is therefore

difficult for a system administrator to completely read and retain. A structured, computer-

readable, version of the manual can help an administrator find and understand what parts

of the manual are the most important or relevant.

A software manual may be written as a separate documentation project, it may be

generated automatically from comments or attributes in the source code4, or some com-

bination of the two. Modern manuals are often authored using a standardized data format,

commonly Markdown or XML, and then built using a static website generator or groff (man

page) converter into a final rich text (human-readable) format. Because the configuration

information is available in a machine-readable intermediate format, it is possible to use

that data for analysis purposes which can help us understand the program’s knobs.

5.2.2.1 Reverse Search

Given a structured representation of an existing manual, we can extract a list of all the

configuration knob names and search for them in the program’s code. Depending on

the structure of the program’s code, this may produce obvious useful results or manual

additional review may be required.

For example, a simple server may have the configuration options listed in the docu-

mentation listed in listing 5.1.

4Documentation can also be generated from static analysis of the source code (e.g. [69]), but this is intended

for use for API documentation for programmers to use, not for documentation for system administrators.
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Listing 5.1 Simplified excerpt of configuration based on httpd documentation
1 <directivesynopsis>
2 <name>ServerName</name>
3 <description>Hostname the server uses to identify itself</description>
4 </directivesynopsis>
5 <directivesynopsis>
6 <name>Listen</name>
7 <description>IP address and port to bind to</description>
8 <syntax>Listen [<var>IP-address</var>:]<var>portnumber</var></syntax>
9 </directivesynopsis>
10 <directivesynopsis>
11 <name>Security</name>
12 <description>Should the server use SSL or plain text</description>
13 <syntax>Security On|Off</syntax>
14 <default>Security Off</default>
15 </directivesynopsis>

If we search in a theoretical example program source code for the configuration direc-

tives in listing 5.1, we find these results:
1. $socket_to_open = $CONFIG["Listen"];
2. if ($CONFIG["Security"]) {
3. print("This is :servername", [':servername' => $CONFIG["ServerName"],]);

This tells us that the Listen knob sets the contents of a variable, and when we inves-

tigate further, that value is used in a system call to open a socket. The Security knob is

a condition on a gate, which may have significant effects on the program operation. The

ServerName knob is only ever used when printing output.

The other thing we learn from here is that configuration is accessed through the

$CONFIG array variable. The $CONFIG array variable itself is set this way:
$CONFIG = parse_config_file($ARGV["config"] || "/etc/myserver/server.conf")

|| throw new Exception("Invalid Configuration");

This tells us that the configuration is read from a filename specified on the command
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line, and if that is not specified, from a file at a default location. (If the configuration is not

able to be loaded, the program will exit with an exception.) We will use this information

to evaluate the significance of the effects of changing each knob.

Aside: Code parsing is actually hard The Apache HTTPD documentation is a good

example of why parsing the manual to find configuration knobs is not necessarily simple:

The syntax for the Listen directive on line 8 of listing 5.1 is a combination of 1. the

structure of the manual (<syntax> means this will be rendered as an example of how to

use the directive), 2. the options for the directive ([] means that the content inside the

brackets is optional), and 3. display values (<var> is rendered in a particular visual style).

Additionally, this line does not include any information about the format expected of the

value for IP-address (which will be even more confusing if dealing with IPv6 IP addresses

because they may be wrapped in square brackets and they contain colons in the address,

not only separating the address and port). Additionally, the Apache HTTPD server itself

is very complicated because it is built for many different platforms and it uses the Apache

Portable Runtime, so it uses a lot of C macros to make sure it will build the correct

executable for each platform; and because it has many years of backward compatibility

requirements and technical debt. The actual way these directives are processed is with

hooks and several layers of indirection, as can be seen in code listing 5.2.

The LISTEN_COMMANDS macro declares that the Listen directive will be processed by

a function called ap_set_listener. ap_set_listener itself is defined with a macro that

determines how to actually define the function based on whether there are statically- or

dynamically-linked libraries. The values specified in the (one or more) Listen directives
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in the configuration are parsed by a function from the Apache Portable Runtime - not the

HTTPD server - and are written back to variables in memory by passed pointers. This is

among the simplest examples of macros in the HTTPD code - for example, some macros

change the names of the functions being declared, making tracing executions even harder.

Listing 5.2 Excerpt from httpd configuration processing for Listen directive
1 #define LISTEN_COMMANDS \
2 AP_INIT_TAKE_ARGV("Listen", ap_set_listener, NULL, RSRC_CONF, \
3 "A port number or a numeric IP address and a port number, and an optional protocol")
4
5 AP_DECLARE_NONSTD(const char *) ap_set_listener(cmd_parms *cmd, void *dummy,
6 int argc, char *const argv[])
7 {
8 rv = apr_parse_addr_port(&host, &scope_id, &port, argv[0], cmd->pool);
9 if (rv != APR_SUCCESS) {
10 return "Invalid address or port";
11 }
12 return alloc_listener(cmd->server->process, host, port, proto, NULL);
13 }

5.2.2.2 Forward Search

Many software development projects use “hooks” in the version control system that will

run a linter on a commit to check for new methods in the code and make sure they are

internally documented. This is not universal and may be harder in some programming

languages and therefore more or less common in different areas. This type of automated

checking is almost never done on configuration options; there is no common system or

practice for automated flagging of undocumented or changed knobs. (In some program-

ming languages and with a program written following good programming practices, this

may be much easier [86], but these methods still require significant manual intervention.)
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As a side effect of being able to complete a reverse search, matching known configura-

tion knobs to their associated code, we can use the recovered pattern to find configuration

entries which are not present in the manual. We can search our theoretical example code

from the previous section for any use of the $CONFIG[*] array with a key that we do not

already know about.
1. print("Admin Contact :serveradmin", [':serveradmin' =>

($CONFIG["ServerAdmin"] || "Unknown"),]);
2. for ($i = 0; $i < ($CONFIG['BotherUserMaxTimes'] || 1), $i++) {

We have discovered two undocumented knobs. The first one, ServerAdmin is just a

display value, similar to the ServerName directive that we previously saw in the documen-

tation. The second knob is a gate condition on a loop - something that has the potential

to cause significant performance impacts and that we didn’t even know existed.

This type of searching requires a manual review to make sure the knobs that were

found are properly extracted from the code. An additional manual review is necessary to

understand the impacts of the knobs.

5.2.3 Static Analysis

Now that we know what patterns or behaviors we expect configuration knobs to look like

in a program, we can try to find knobs with static analysis. We know that configuration

values come from direct program input (stdin or command line), files on the filesystem,

and possibly other areas such as databases, which are also places where program data

can come from. We can distinguish loading configuration from request data based on

whether they are accessed before the main loop of the program starts or inside the main
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loop. Static analysis tools can create a list of all the places in the program where outside

data is loaded and what variables are loaded with that data.5

Whichever way we find the configuration knobs, we now need to know whether they

actually have a significant impact on the execution of the program.

5.3 Step 2: Identifying Critical Knobs and Interactions

How do we know which of the knobs are important? In our simplified examples, we take

for granted that we can manually identify what the function is of each of these lines of

code, but that quickly becomes unmanageable when dealing with a program of nontrivial

size. Instead we can create a graph of the program operation which will help us find the

critical areas.

5.3.1 Control Flow Graphs

A Control Flow Graph [7] is a minimal directed graph representing the potential execution

paths of a program. The original purpose for Control Flow Graphs was to allow reasoning

about the correctness of compiler optimizations, but they are useful for other kinds of

reasoning about program execution. Each node in the graph represents a section of the

code that is always executed sequentially with no possibility of branching or jumping.

5Some programming languages like Perl keep track of that kind of information during runtime for regular

user-supplied data, marking data as “dirty” and not allowing it to be used in sensitive operations until it

has been validated/sanitized which will automatically mark it as clean. While this is similar to our static

analysis, I am not aware of any programming language or framework that does this for configuration

values.
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Figure 5.2 shows several examples of graphs that represent execution of a program.6

(Technically, figure 5.2c, although it correctly shows program execution, does not show

a true Configuration Flow Graph because it can be further reduced by removing the node

that only has a single entering edge and a single exiting edge.)
Figure 5.2 Classical examples of Configuration Flow Graphs

(a) if/then/else (b) while (c) loop with
two exits

(d) loop with two en-
trances

We aren’t interested in every possible change in the control flow, but we can use a

Control Flow Graph as a starting point to understand how knobs affect program execution.

5.3.2 Graph Labeling and Minimization

Branching decisions in a program can be made based on the values of configuration knobs

or based on data specific to the request sent from the client to the server.7 A standard

Control Flow Graph shows all branching points in the execution of a program, but no
6See notes in Appendix C for information about graph entry and exit points.
7Even environmental data (e.g. current time, timezone, locale, network availability, uptime) which could

be used as a branching condition is either associated with the current request, in which case we consider
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points which are not branching points (i.e. there are no nodes in the graph with only

a single exiting edge). Figure 5.3a shows the Control Flow Graph for maitre_d, with a

configuration phase S1-S5,8 service phase main loop A-E, and cleanup phase Z. Where

there are multiple options for exit paths from a node, we can label the node based on

whether the choice of path is controlled by a configuration option or by request-specific

data. Because we are just concerned about configuration, we can minimize the graph

to only include nodes that are controlled by configuration, but not those controlled by

other data. Figure 5.3b shows a graph labelled by whether the direction of the program

execution is controlled by configuration or other data. Nodes where the exit path is

determined by a configuration value are shaded with vertical lines. Nodes where the exit

path is determined by data flow are shaded with horizontal lines.

Figure 5.3 maitre_d Control Flow Graph

(a) Control Flow Graph (b) Control Flow Graph labeled

it to be part of the request-specific data even though it was not explicitly supplied by the client, or is

fixed when the program starts and is the same for every client requests and therefore can potentially be

considered part of the configuration data.
8See notes in Appendix D for an explanation of the extra node L.
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We can use this information to reduce the Control Flow Graph to a simplified graph

showing only the nodes which are affected by configuration changes. We traverse the

graph to find any subgraphs that do not contain branching decisions that use configuration

values and we collapse those subgraphs into a single node, as shown in figure 5.4a. In our

graph for maitre_d, we could collapse nodes C and D into a combined node CD, but that still

leaves us with a branching decision at node E that is not determined by configuration. We

can also duplicate a node E and that will allow us to create new nodes BEF and CDEF, each

representing all the possible nodes for the two branches chosen in node A based on the

configuration.9 Our simplified graph is shown in figure 5.4b. We call this a Configuration

Impact Graph.

Figure 5.4 maitre_d Graph reduction steps

(a) Control Flow Graph reduced (b) Configuration Impact Graph

The Configuration Impact Graph gets us half way to really understanding the impact

of configuration on our program. What are the actual impacts of any particular knob?

9It is not obvious that there is an algorithm to complete this step efficiently, especially because this graph is

not guaranteed to be acyclic, and therefore not necessarily solvable with currently available technology.

76



5.3.3 Configuration Impacts

To make the Configuration Impact Graph useful, we also need to label each node with its

expected performance or security implications. We can start with some simple observa-

tions about the structure of the Control Flow Graph. Figure 5.5a shows an if statement

with an else option, which has the same number of nodes on each execution path and

therefore appears to have the same performance no matter which path is followed. Figure

5.5b shows an if statement without an else option, which has a longer execution path if

the guard statement evaluates to true. Figure 5.5c shows a loop which will be executed

an unknown number of times, which therefore has an undetermined, but possibly very

significant effect on performance. Any of these nodes could have some impact on the

security of the program.

Figure 5.5 Examples of costs apparent in Configuration Flow Graphs

(a) if/then/else (b) if/then (c) loop

How we label the impacts of each node depends on whether we are interested in

security or performance.
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5.4 Step 3: Performance and Security of Each Knob

The considerations for properly setting a knob may be significantly different depending

on whether you are interested in performance or security. This varies because of the

actual effects of any particular knob and the mechanisms by which the knob changes the

behaviors of the program. Similar to the considerations that come up when labeling the

nodes of the configuration impact graph, we can’t create a single method of analyzing the

impact of a knob on performance and on security. While security and performance are

almost certainly not independent of each other, these considerations are still so different,

and indeed sometimes in direct opposition to each other, that each deserves its own

attention (and its own chapter). We will discuss analyzing the effects of knobs on security

in chapter 6 and performance in chapter 7.

5.4.1 Other Measures of Importance

In our example programs, the potential magnitude of the impacts of each knob are readily

apparent, but as a program gets larger, other strategies are needed to know what parts of

the graph to look at.

One approach is to list all the nodes of the graph in order of total cost to performance

or by some measure of security severity. One downside to this strategy is the potential

for the top of the list be made of knobs which are not used very often, making the list

itself less useful. For example, knobs that control debugging/tracing functions are very

likely to have a significant performance impact, but are not likely to be used very often.

Another approach is to look at the centrality of each node of the Configuration Impact
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Graph. Network centrality measures are commonly applied to graphs of users in social

networks to determine how central any individual person is to the entire network. Elsaka

et.al. showed in [32] that network centrality can be applied to networks created from

Graphical User Interface interaction options and that network centrality is a reasonable

measure of how important each part of the GUI is for the operation of the program. Net-

work centrality measures are an established method of understanding the importance of

nodes in a graph and may be used to locate the most important entries in a configuration

impact graph. A knob with is more central will have an impact on more of the operation

of the program.

5.4.2 Further Understanding Knob Dependencies10

Knobs may have a hierarchical or other dependent relationship with each other. Some-

times this relationship is intrinsic to the design of the program itself, in which case we

may be able to see this relationship in the Configuration Impact Graph as one branch-

ing node which controls access to another branching node. An example of this would be

where one knob controls whether SSL is enabled for a program and the value of a different

knob only changes the behavior of the program based on that. Listing D.1 shows an ex-

ample configuration file (based on Apache HTTPD’s syntax) for an application that only

considers user-based authentication if the credentials will be passed over a secure con-

nection, so disabling the connection security will result in all content on the server being

available for public access. To allow representing this as a graph, listing D.3 shows the

10Code for this section has been moved to appendix D to improve readability.
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behavior implemented in pseudocode. The corresponding Control Flow Graph is shown

in figure 5.6a and the labeled Configuration Impact Graph in figure 5.6b. In these graphs,

node S1 branches based on whether SSL is enabled. Node S2 branches based on whether

the authenticated user is allowed to access the resource. It is clear that S2 will only be

reached based on the outcome of the guarding condition in S1.

If this knob relationship was represented slightly differently (which we will refer to

as “messy” for short), it would be much more difficult to detect in our Configuration

Impact Graph. Listing D.2 shows an similar example configuration file, except that the

security configuration has been separated logically from the authentication configuration,

although the final outcome is the same.11 Listing D.4 shows the behavior implemented

in pseudocode. The corresponding Control Flow Graph is shown in figure 5.6c and the

labeled Configuration Impact Graph in figure 5.6d. Node S1 branches based on whether

SSL is enabled, and the SSL module is loaded in node S1A. Node S1B branches based on

whether the SSL module is loaded in the server. It is not clear that S2 will only be reached

based on the outcome of the guarding condition in S1.

Sometimes this relationship can’t be evident in the graph because it is external to

the program. An example of this would be a knob that controls how many threads or

forked process are created which may end up in contention for processor time or shared

11We assume for this example that there are no other conditions that would cause the SSL module to not

be loaded and still allow the program to continue (e.g. if the module is missing, the program will fail to

start rather than proceed without it), making these examples functionally the same. There may be other

methods (e.g. compiler optimization) that might be able to simplify this graph, but there is no way to be

sure for this generic pseudocode example.
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Figure 5.6 Example graphs showing knob dependence

(a) Configuration
Flow Graph for
Dependent Knob
Example

(b) Configuration Im-
pact Graph for Depen-
dent Knob Example

(c) Configuration
Flow Graph for Messy
Knob Example

(d) Configuration Im-
pact Graph for Messy
Knob Example

resources. Listing D.5 shows a (deliberately poorly written) program which will perform

significantly differently depending on whether the configuration is set to have the pro-

gram create workers by forking child processes or by creating sibling threads. This is

a contrived example because in all other examples in this work, we assume that proper

programming standards were followed, not that memory is shared unintentionally or in-

correctly due to poor programming (e.g. the programmer might have intended to share

the memory between threads and did not understand that this particular example is not

thread safe). The corresponding Control Flow Graph is shown in figure 5.7a and the

labeled Configuration Impact Graph in figure 5.7b. In these graphs, node S1 branches

based on whether the program is running with forked workers or threaded workers. This

will impact other parts of the code which are not thread-safe and this impact will not be

shown in the configuration impact graph. Node S7 is supposed to create a sampling log

file - recording operations only when the counter is a modulo of another number given
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in the configuration, but this will likely not produce the expected results under threaded

execution because the counter can be set by a different thread.

Figure 5.7 Example graphs showing knobs can’t always be shown to be dependent

(a) Configuration Flow Graph for
Bad Code Example

(b) Configuration Impact Graph
for Bad Code Example

5.5 Step 4: Communicating Knob Importance

The goal of analytics of configuration management is to allow a system administrator

to plan a system to allow each piece of executing software to have all the resources it

needs to execute safely and efficiently, whether it is executing as a standalone program

or as a component of a larger system, and whether each operation of the program is

independent of any others or whether they build on each other or conflict with each

other. Even if we can determine the impacts of a configuration change in a practical way,

publishing it in an abstract scientific paper that no one will ever read again won’t help
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improve the global field of configuration management. Instead, we also need a way to

communicate the importance of each configuration knob, preferably in a hierarchical way

so that overworked and overwhelmed system administrators can take note of the most

critical knobs.

In our definition of configuration in chapter 2, we listed many different ways that

configuration knobs could impact program and system operations. Once we have located

the knobs and established their potential impacts, we can use that information to create

a basic score sheet for each knob, similar to the way scores are calculated for security

vulnerabilities (e.g. the Combined Vulnerability Scoring System). We discuss the scoring

system and communication more in chapter 8.

5.6 Additional Step: Detecting Unsuitable Values

Understanding all the of the available knobs and their impacts is just a start; maybe a way

to turn a competent system administrator (who understands the system, but needs some

pointers to the hidden factors that can have significant impacts) into an excellent system

administrator. To take the analytics of configuration management up to the next level,

we should also be able to make specific recommendations for the proper usage of each

knob. As we explained in our discussion of why software has so many knobs to begin with,

because we are dealing with software that is designed to be used in many different ways,

with different loads and with a variety of different hardware resources available, there is

no simple way to know how every knob should be set (if there was a simple way to know

the value a knob should always be set to, it probably wouldn’t need to be a knob).
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We suggest several approaches to evaluate the suitable or unsuitable values for a knob,

but the actual implementation of each of these (and other) strategies is an entire project

in its own right and is left for further study.

5.6.1 Developer Specification

One way to find unsuitable values for knobs would be for the software developer to lit-

erally add a checker into the program. This has all the same problems of any solution

to knob impact analytics that relies on an action by a developer: keeping the program

checks up to date with other changes to the program, and knowing what values are im-

portant in the first place. For many systems, this type of recommendation system will

only work once the system is configured and is running in production because it will only

show results under high organic (non-artificially generated) loads.

This is implemented in to varying extents in some software packages. Some network

switches will warn the user on the console when debugging or traffic monitoring options

are enabled because these can cause high CPU load and crash the switch. The Apache

HTTPD server will log errors12 that recommend settings changes to possibly improve

performance:
AH00161: server reached MaxRequestWorkers setting, consider raising the

MaxRequestWorkers setting

AH00162: server seems busy, (you may need to increase StartServers, or
Min/MaxSpareServers), spawning %d children, there are %d idle, and

12Apache HTTPD developers insert a unique number for each place in the code where an error is logged.

This is designed to make it easier to help people who post on mailing lists or forums about errors they

encounter, leading the developers or other users to the exact reason the error has been encountered.
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%d total children

AH00326: Server ran out of threads to serve requests. Consider raising
the ThreadsPerChild setting

AH01144: No protocol handler was valid for the URL %s. If you are using
a DSO version of mod_proxy, make sure the proxy submodules are included
in the configuration using LoadModule.

These recommendations can actually be misleading because the server hardware still

has to be able to support the number of concurrent processes or threads; increasing the

number of workers the application tries to create without having the appropriate system

resources available will still result in poor performance, but won’t log these particular

messages.

Similarly, the operating system kernel can log performance-related messages although

these are more likely to indicate a hardware or network issue than a configuration prob-

lem.

5.6.2 Automated Testing and Fuzzing

A software tester walks into a bar and orders a beer. Orders 2 beers. Orders 99999

beers. Orders 0 beers. Orders -1 beers. Orders qwerty beers. Orders a lizard in

a beer glass. The bar opens for business and the first customer walks in and asks

where to find the bathroom. The bar explodes.

– Joke of unknown origin about software testing

Effective software testing, whether automated or manual, is a major field in its own

right, with its own dedicated practitioners, its own focus in scientific research, and its own
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practical implementation problems [16]. Some large software projects have significant

automated testing suites. Many open source projects will not accept new code submissions

without associated tests to show that the changes work correctly and do not introduce

undefined or unexpected behavior. When tests are available, we may be able to use them

to evaluate the impacts of changes to different knobs. If a program has a comprehensive

test suite, it gives an insight into the types of sets of configuration that the developer

expects to be valid and can allow flagging configurations that are significantly different

than the test suite.

Fuzzing is the process of feeding a lot of different (generally random) values to a

program to see how its behavior changes [74]. This is useful for testing user input to

a program that expects a very large variety of input values where it would be hard for

a tester to write tests that would cover every possible input, and especially useful for

finding bugs due to nonsensical values that a real user would never think of using. We can

test applications to discover significant changes to the configuration impact graph with

modified fuzzing that will only produce valid configuration files. (Most configurations

produced by standard fuzzing techniques would likely not be valid, and this includes

generation by current LLMs [98] - since we are interested in how the configuration impact

graph changes, we need the program to be able to run with the generated configuration.)

By creating many new configurations with fuzzing and looking at how the path through

the configuration impact graph changes, we can find knobs that produce particularly

significant changes and flag them for additional study.
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5.6.3 Evaluation of Internet-Posted Configuration

Francis Galton famously published an article [38] in the journal Nature in 1907 declar-

ing that the democratic “voice of the people” - the median guess of those guessing the

weight of an ox at a fair - was more accurate than any of the individual guesses. Galton’s

conclusion that the wisdom of the crowd is better than any single guess is commonly

quoted and accepted as a fact (with many scientific and popular works building on this

assumption, e.g. [101]), but it has been challenged on the grounds of consistency and

statistical methodology [105]. This conclusion has been tested (scientifically [10, 54],

and in practical demonstrations [113]) and holds up under certain conditions, including:

that the guessers have some basic understanding of the concepts, the knowledge is not too

domain-specific, the guessers don’t need to expend significantly different effort to answer

the question, the guessers don’t have confounding experiences, and the real result is not

random.

Is there any value in the wisdom of the crowd when it comes to setting configuration

knobs? There are many forums and mailing lists for technical assistance with configuring

different programs; for example, questions about configuring the Apache HTTPD server

can commonly be found on ServerFault (the server configuration version of StackOver-

flow) and on the HTTPD users’ mailing list. Both of these locations have many examples

of working and non-working (and partially working) configuration.

While it is commonly the questions which have non-working configuration and the an-

swers that have working configuration, this is not always the case. Instead we can try to

perform natural language processing and sentiment analysis on each post that contains a
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configuration snippet to see whether it is likely a working configuration or a non-working

configuration. For any knob that appears in a post associated with a functioning configura-

tion, we record it with a positive score. For any knob that appears with a non-functioning

configuration, we record it with a negative score. In addition to the presence of the knob,

we can also record the values for each knob to be able to look for bounds of “good” values

(assuming the knob takes a numeric value). This will create a list of knobs that are most

common in working configurations compared to non-working configurations.

There are a number of challenges with this approach. Configuration snippets posted

may be anonymized or munged in a way the hides values that would be important or

make the entire snippet incomplete. Sentiment analysis for software engineering may

require a significant amount of custom tuning if it is even possible at all [49, 63]. It is

considered best practice when posting mailing list or forum answers to include context for

configuration files, but people often post answers with just the specific value that needs

to be changed, which could leave the knobs present in the question with an unexpectedly

low score because they are not present in the answer.
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Chapter 6: Knob Security

Sir, […] Turn Your Key!

– War Games (1983) - 1st Lieutenant Steve Phelps

In the previous chapter, we mentioned several times that security and performance

need to be addressed separately from each other. The reasons may not be readily apparent,

so we will take a short detour to explain. As an undergraduate student, I took a one credit

winter course on computer forensics, taught by an investigator from the US Department

of Justice Child Exploitation and Obscenity Section. At the beginning of the class, he

went around the room and asked what people were interested in and why we were taking

the course. This was in January 2011, as the cybersecurity buzzword was becoming

very popular1 and almost everyone said they were taking the course because they were

interested in security. The instructor was very disappointed that we wanted to make his

job harder; as he explained it, good security is the enemy of effective forensic operations

because it makes it harder to perform comprehensive (especially adversarial2) forensic

1The word cyber was invented in the 1940s and extensive use of the prefix cyber- can be tracked to the

1980s, although the term cybersecurity did not enjoy huge popularity until much later [44]. A search on

Google Books Ngram Viewer [65] for cybersecurity [125] shows a significant jump from 2008 to 2010,

then plateauing for a year. Listening to the local Washington, DC radio or reading the newspapers in

those years, every advertisement targeting government technology buyers could be counted on to include

a phrase about “meeting your agency’s cybersecurity needs”.
2For example, a failed storage device using full-disk encryption will be difficult to recover even though
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analysis. Configuration settings which are otherwise-good for security can be the enemy

of many other things: usability, availability/reliability, and performance.

Your password has expired. Passwords must be changed every 90

days. Your new password must by at least 8 characters long and

contain uppercase letters, lowercase letters, numbers, and symbols

from this list: !#$%^*){}[]\|

This is a familiar sight to internet users, but does the list of allowed symbols include

your favorite one? Does it include all the symbols that were generated by the random

password generator in your password manager? This is a classic example of configuration

determined by (incorrect3, outdated4, or poorly programmed5) security considerations,

the user may be able to provide the encryption key. A criminal protecting information with full-disk

encryption is a lot less likely to hand over the encryption key to the investigators.
3Many studies of password complexity don’t have a “ground truth” [34] and are likely to have other validity

concerns. Outside of that, many password requirements are made up or implemented based on what a

developer or manager happened to read recently, without any scientific studies or engineering evaluations

[61]. Both of these would lead a developer to set password requirements based on security considerations

that are “incorrect”.
4The National Institutes of Standards and Technology publishes a standard for secure authentication systems

[43]. Even many governmental organizations don’t follow these standards (due to auditors’ own ideas of

what is considered secure).
5Some websites restrict the use of special characters in passwords because some characters have special

meanings in certain database systems. This can also indicate that the website does not properly implement

user input sanitization or parameterized queries, meaning the website may also be vulnerable to other

vulnerabilities such as SQL injection. Website policies or poor or unnecessary javascript programming can
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any of which significantly impacts usability6.

In the quote that begins this chapter, the controls of a nuclear missile silo are con-

figured to require two people to simultaneously turn control keys to launch a missile.

This configuration was created to prevent a single person from unilaterally performing a

deadly action, but the functionality of the system breaks down because one of the oper-

ators can’t bring himself to actually turn the key. You could call this a security-induced

lack-of-availability or Denial-of-Service situation. The solution in the movie of comput-

erizing the missile launch process - and not configuring the system to require strong

passwords and multi-factor authentication - leads to (an entertaining movie and) actual

technology regulation in the form of the 1984 Computer Fraud and Abuse Act [94]. This

is a good example of how bad configuration can cause significant security problems.

Other examples of security-related configuration impacting availability or reliability

include settings that control program memory access leading to a kernel panic (e.g. the

well-known Blue Screen of Death), or a firewall with a security “trip wire” that blocks

all access to a system to allow for investigation into a potential security breach. Any

additional processing work that has to be done by a CPU will result in worse overall

performance, sometimes very noticeably worse.

Security means different things in different contexts. Each application and use case

will have its own threat model which guides the security-related decision process. Devel-

conflict with password managers that automatically generate a secure password; standards to address this

have not been widely adopted (and probably wouldn’t be implemented properly anyway) [40]. Password

strength meters can also be unreliable [42].
6On the subject of passwords, the reader is strongly encouraged to try The Password Game [5, 85].
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oping a threat model is outside the scope of this discussion, but here are a few examples

of security concerns that an administrator might be able to address by changing a config-

uration knob:

• If a user requests a directory that does not have an index page, should the server

show a directory listing (which may have useful information or may expose sensitive

information) or show an error page.

• Will the server accept a cipher for secure-channel communication that is known to

be possible to compromise (e.g. a block cipher in ECB mode7 or a stream cipher

using RC48).

We are also only looking at security from the perspective of the program running on

the server, or things that will affect all users of the service. User interacting with the

program may expose their own personal security considerations (e.g. leaking the domain

name of the website they are connecting to in the SNI headers to their office or govern-

7ECB ciphers are not practical for large amounts of data, mainly because 1. they reuse the same key

multiple times, so an adversary might be able to see general information about a message or conduct

statistical analysis on the ciphertext (the most common illustration of this is a picture encrypted with ECB

will likely still be recognizable), and 2. because they don’t provide any security against an adversary

replaying or modifying the ciphertext. (This isn’t a paper about cryptography implementations, so we

leave further research on block cipher encryption modes to the reader.)
8Rivest Cipher 4 was very commonly used starting in 2011 because it was not vulnerable to the BEAST

attack against other popular ciphers, but it has multiple known weaknesses and is not recommended for

use anymore under any circumstances. Also refer back to our discussion of cipher configuration challenges

in section 4.1.1.
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ment monitoring system), but these may not be the concern of the system administrator.9

(When system administrators do implement settings that protect individual users, it is

often to get higher scores on automated configuration testing tools10, rather than because

they understand why they are making these changes.)

6.1 Step 3: Security of Each Knob

There is a wide variety of impacts a knob can have on security of a program. Some knobs

explicitly control security related features, for example, enabling or changing parameters

for secure-channel communication. Some knobs have security implications even though

they are not explicitly changing security-related properties of the program execution, for

9System administrators may be able to implement extra systems or services to assist with these types of

user concerns, but that is often outside the scope of the configuration of the server program. This issue

gets at the heart of the limitations of currently-available cryptography methods: in short, how do you

get the encryption key for a server without talking to that server first in plain text? If you are worried

about a specific adversary watching your network traffic, you could use ToR [29]. A research group

in our Computer Science Department was looking into internet censorship [18] and assumed that their

target users would be using ToR. They approached the helpdesk because users on ToR were not able to

connect to the website. UMD’s edge firewalls block incoming ToR traffic as a proxy for stopping attackers

from reaching the network [96] (if the only tool you have is a firewall, everything looks like a network

problem?). We reserved two specific IP addresses that the campus agreed to open to ToR traffic. Another

protocol that is supposed to address this concern is Encrypted Client Hello [17, 90] which is becoming

the preferred solution to resolve this issue for the average user.
10The most popular SSL testing tool is the Qualys Lab SSL Tester. Unless the administrator requests that the

results of their test be hidden, the names and scores of websites tested are shown publicly. It is possible

to observe administrators changing settings and retesting in their pursuit of an A+ rating.
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example, allowing a remote user to upload arbitrary content which could include un-

trusted programs or code.

For the first category, it is relatively easy to find which sections of the code interact

with security functions or libraries. There is a well-known software developer maxim that

you should never “roll your own” cryptographic functions; Instead, you should always

use a well-known and trusted library, developed by and reviewed over and over again by

people who are smarter than you.11 This gives us an easy target to label in our Control

Flow Graph before converting it to our configuration flow graph. Unlike performance

impacts where we will primarily look for program execution changes caused by knob

settings in the service phase (as we will discuss in the next chapter), security impacts

can appear in the setup phase (e.g. setting up secure channels) and in the service phase

(e.g. encrypting data being stored in a database).

Performance is sometimes connected to security; for example, enabling a security

feature may require more processing which will slow down the application (e.g. secure

channel communication has encryption/decryption overhead), but that does not make

the security concern into a performance concern.

Changing a setting of a knob can have unexpected security impacts due to the value

of another knob. An administrator usually does not want their server to expose the code

behind the application (of course unless the purpose of an application is to show people

how to code). Source code or configuration exposed this way may contain sensitive in-

formation such as passwords, contain proprietary information or algorithms, or just be

11Anyone can invent an encryption algorithm they themselves can’t break; it’s much harder to invent one that no

one else can break. – Bruce Schneier
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considered the property of the developer (or whoever paid the developer) and the owner

doesn’t want to give it away for free. The request flow for the sample application shown

in figure 6.1a has two branching conditions that are based on configuration knob val-

ues. The first knob controls whether the application executes scripts or considers them

to be plain text. The second knob controls whether plaintext copies of the source code

are served or whether the response will be an error. As long as the first knob control-

ling script execution is not changed, the application code will not be exposed, no matter

how the second knob is set. If an administrator decides that the way a server is put into

maintenance mode is by turning off script processing, this could have the unintended

consequence of exposing the application code.

Figure 6.1 Example request flow of a webserver request/response

(a) Simplified Configuration Impact

6.1.1 Labeling the Configuration Impact Graph

Before we can label the nodes of a Control Flow Graph with their impact on security, we

need a way to understand what parts of the program actually impact security. We can
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split these into several categories:

• Knobs that control access to cryptography or other security libraries: These knobs

will change the way the client is allowed to communicate with the server (e.g. turn-

ing security on or off completely, or choosing allowed ciphers).

• Knobs that control privileges: These knobs will change how the program asks the

kernel to treat it (e.g. dropping root user privileges after startup).

• Knobs that control input or output: These knobs change where the program tries to

read or write from in a filesystem or network (e.g. make sure user supplied data can’t

be written to a location where code can be executed to prevent malicious activity),

or they control how data is stored across different invocations of/requests to the

program (e.g. to make sure one user can’t read another user’s data).

• Knobs that control communication with other programs: These knobs will change

what other programs the server tries to interact with (e.g. the knob controlling script

execution in the source code exposure example we discussed above).

• Knobs that don’t fit into any of these groups: The knobs are things we know im-

pact security, but might be hard to find automatically because they are not clearly

security related (e.g. the knob controlling error message display in the source code

exposure example we discussed above).

maitre_d is a simple program, so it doesn’t include many of these concerns, but we

can still label a few things on the Control Flow Graph. Based on the original Control Flow

Graph for maitre_d, in figure 6.2a, we have highlighted nodes with security implications.

We labeled a node with a black dot if there is a security-sensitive operation that directly
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uses values from the configuration. We labeled a node with a grey dot if there is a security-

sensitive operation that does not directly use values from the configuration. (The colors

don’t indicate the severity of the potential security impact, just whether the configuration

is used directly as part of the sensitive operation.)

• Node S1 has a call to open a socket using a value from the configuration, and a call

to listen for interrupt signals which is not based on configuration.

• Nodes S2 and S3 open files or sockets, and are selected based on a value from the

configuration but don’t directly use those values themselves.

• Node L forks the process or creates threads (which we assume the kernel or PID 1 can

handle in a single function call) - combining thread-safe and non thread-safe code

usually leads to program crashes, but this could be security-sensitive in just the right

(wrong?) circumstances, creating unintended memory sharing or race conditions.

In our example program this is likely to be an issue only if the program is running

threaded and in dynamic mode and using a linked library that is not thread-safe in

node D.

• (Node C loops through directories in the filesystem and has no protections against

symlinks to arbitrary filesystem locations. This threat is likely out of scope for

the threat model relevant to this discussion, but is worth acknowledging. It is not

an issue with many modern servers which either internally implement permission

checks such as SELinux, or which as a rule refuse to follow symlinks.)

• Node D actually executes, either using a linked library or a socket to another pro-

gram, code which may be changed at any point in the server’s lifetime - if there
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is a way for users to upload any content, they may be able to execute arbitrary

instructions on the server. (There could also be issues with thread-safety as noted

above.)

Looking at the labeled Configuration Impact Graph in figure 6.2b, we can see that

there are only two nodes - S1 and A, that branch the program operation based on a config-

uration knob value where that branch decision also changes whether a security-sensitive

operation will take place. This graph doesn’t show the relative security impacts of the

two different operations in S2 and S3, but does call our attention to the fact that there

may be two different operations with potentially different impacts on security. Branch-

ing at node S4 is controlled by configuration, but does not affect the paths through any

security-sensitive operations. Node A is the only node that has a clear security impact; the

first path has no security-sensitive operations, but the second path potentially has two.

Figure 6.2 Graphing maitre_d Security

(a) Control Flow Graph with security (b) Configuration Impact Graph with security

This information allows the system administrator to decide if the operations around
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the security-sensitive path are truly needed for this instance of the program, or whether

the entire execution of the program can be made safer by changing the value of the knob

that controls whether the program executes that branch. In the case of our very simple

sample application maitre_d, the branching condition in question switches between two

completely different modes of the program operation, so the administrator is unlikely to

want to change the mode, but this information still allows the administrator to be aware

of the potential security impacts of the program.
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Chapter 7: Knob Performance

Marty: …and most of these amps go up to ten….

Nigel: Exactly.

Marty: Does that mean it’s…louder? Is it any louder?

Nigel: Well, it’s one louder, isn’t it? It’s not ten.

Marty: Why don’t you just make ten louder and make ten be the top number?

Nigel: ….. These go to eleven.

– This is Spinal Tap (1984)1

One of the first computers I ever used had a turbo button. As a kid, no one ever

explained to me what the button actually did, but I knew that when I had a game open

and I (or a brother or friend) pushed the turbo button, a display on the front of the chassis

would change to show a different number and the characters in the game would suddenly

move faster (and this would make Word Rescue[129] harder). Most early games were

built without an independent timing system and would rely on the CPU clock speed to

set the running speed of the game. The turbo button was created to solve the problem
1Spinal Tap was not the first to use the idea of a knob going up to eleven to indicate that something is

better than its competition (usually without any basis) or is more powerful than the user might be used

to or expect (e.g. the 1947 Chesapeake and Ohio class M-1 steam turbine locomotive had a throttle that

went up to eleven [88]). I have never seen the movie, but the phrase “it goes up to eleven” is strongly

associated with the cult-classic film. It was also not the first mockumentary although it did popularize the

genre.
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of new CPUs being too fast for some games. Counterintuitively for those used to the

turbo ratings of modern CPUs which indicate that the CPU will run faster than the base

clock speed under certain conditions (while using more power and generating more heat),

the computer would operate at the normal CPU speed when turbo was on and would

artificially slow down when turbo was off (and there was no downside to running with

turbo on).2[100] Thankfully almost all software no longer relies on the processor to slow

down its operation in order for the software to be useable3.

In the quote that begins this chapter, a band member is explaining that his guitar

amplifier is louder than other amplifiers because it has more gradations on the knobs. It

is supposed to be clear to the viewer that this is ridiculous, but the message relevant for

this work is that it is hard to compare performance without some objective measures and

without knowing what performance is expected. Computer users are generally familiar

with the performance degradation of a computer over time. This may be due to increased

resource demands from newer programs (or newer versions of programs), due to physical

component degradation, or due to overhead that is inherent to systems that have been

2Also interestingly, the display values on the turbo screen were not actually showing the CPU clock speed.

The speed shown was fixed using jumpers on the back of the display or on the motherboard and would

just alternate between the preset values for turbo on and off.
3There are cryptographic/authentication functions which rely on an upper limit of processor speed. These

functions are intended to be slow to make it too computationally expensive to use a brute-force attack

against them, but this is not the case for most program operations which use their own timers if they need

to ensure an operation runs at a particular speed. Computer users can still run old programs through an

emulator (e.g. DOSBox) that will present the program with an artificial CPU clock to control the overall

speed.
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in use for a long time. It is not unexpected that a computer that has been in use for a

year will be slower than the same model computer which has been reformatted and has

a brand new system installation. It is also not unexpected that a multi-user computer

will often be slower than a single-user computer4, but the actual impact will depend on

how many people use it and it is difficult to predict exactly how any particular computer

and set of software will perform. This is even harder to figure out for a server designed

for public access and will be there area we will focus on for the rest of this discussion of

performance.

In modern computers, processor speed and other architecture limitations are viewed

as a constraint on the high end of the performance range rather than a constraint on the

low end. Developments in processor technology for many decades have been targeted

at running larger programs faster than ever before, all without creating enough heat to

damage the computer. Advances in miniaturization have allowed more components and

more parallel data lines (wires) to be crammed onto a single circuit board, all with the goal

of bringing more data closer to the CPU faster. To use these available hardware resources

efficiently, a system administrator needs to understand the impact of configuration knobs

on performance.

4For example, Windows has a feature called Fast User Switching which allows multiple users to be logged

in and have programs running, each one locking the computer when they get up from the console which

allows another user to log in. When I was in high school, our IT department would usually disable the

Windows Fast User Switching option because users would never log out and that would cause the system

to appear to run slowly.
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7.1 Step 3: Performance of Each Knob

All [instructions’ execution times] are equal, but some are more equal than others.

– George Orwell [81]

We introduced this chapter with a discussion of hardware - even though we previously

noted that hardware configuration is out of the scope of this work - because almost any

(in-person) conversation about computer performance invariably starts with a discussion

of the hardware specs. There are many reasons computers operate on binary represen-

tations of information and instructions. Many of the binary operations performed by a

modern processor would be recognizable to a computer technician from the early days

of room-sized computers although they would be surprised by the number of different

operations baked into the processor and by the sheer number of instructions a modern

processor can handle in a very short period of time. For the purposes of this work, we

are not considering hardware configuration differences even though they can change the

execution time of each instruction because they are (usually5) not subject to the config-

uration knobs controlled by a system administrator. It is very unlikely that any knob in

software doesn’t have some impact on system performance. No matter what operations

5Many new processors have different types of cores for processing loads with higher performance using high-

speed multi-threading cores or better efficiency lower-power lower-speed single-threaded cores, referred

to as p-cores and e-cores. They are ultimately just two different spec’ed CPU cores connected to the

same CPU socket. An administrator could manually set the affinity for a process to an e-core that should

be processed by a p-core. This is a more likely to be an issue on consumer-grade hardware rather than

server-grade CPUs which do not ship with mixed cores (as of August 2024). We will discuss this in our

consideration of HAProxy in section 9.2.
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are being done, some number of bits must be moved between different registers in the

CPU and transferred in and out of different memory locations, long-term storage locations,

or other devices, and the value set for a knob will change those bits or the paths used

to process them. For most types of software operations, a user would never notice the

difference in the processing time of very lightly different bits, so we look at the impact of

higher-level computer operations.

Not all operations are created equal when it comes to processing time, some intrin-

sically and some because they have to wait for other resources. For example, consider

programs which take an integer from a user, double it, and return the value; one program

works with the local user and the other with a remote user over the network. Listing 7.1

and listing 7.2 might look very similar and might both produce the same Control Flow

Graph as seen in figure 7.1, but it is clear that the communication with a remote user will

be slower and require more system resources than with a local user.

Listing 7.1 Get an integer value from a local user, double it, and send it back
define("IN", open_fd(stdin));
define("OUT", open_fd(stdout));
while (some_condition_which_is_usually_true()) {

$value = get_integer_from_in(IN);
print_value_to_out(OUT, $value * 2);

}
close_fd(IN, OUT);

Figure 7.1 CFG for both example programs
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Listing 7.2 Get an integer value from a remote user, double it, and send it back
$socket = open_socket();
define("IN", open_fd($socket->in));
define("OUT", open_fd($socket->out));
while (some_condition_which_is_usually_true()) {

$value = get_integer_from_in(IN);
print_value_to_out(OUT, $value * 2);

}
close_fd(IN, OUT);

Here are some of the different operations that could execute as part of a program,

along with some explanation of their potential performance-related issues:

• Locks/Mutexes/Semaphores6: This is usually a mechanism to ensure data integrity

(whether in a single system or a cluster), or limit concurrent expensive operations.

The locking operation itself may be cheap (for example, in some languages opening

a file handle is used as a lock - because it can be enforced by the kernel, it is low

cost), but its actual performance impact will depend on the number of concurrent

requests that require the resource (and whether they wait for the lock or if they fail

because they can’t lock).

• Sockets/Network Access: Cross-process or cross-device communication is slower

than operations internal to a single program. This difference may be measurable,

6Locks, Mutexes, and Semaphores are very similar. Definitions of the terms vary depending on the pro-

gramming language or framework. Locks are usually contained in a single process and prevent more than

one thread from entering the same part of the program at a time. Mutexes are usually shared by all pro-

cesses on a single system and only allow one process to access them at a time. Semaphores are meant for

communication between multiple processes and they can allow multiple processes to access them at the

same time up to a certain limit.
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but also may change based on load (e.g. overall network congestion).

• Cryptographic: Some cryptographic operations, mainly for hashing passwords and

cryptocurrency, are designed to be slow to make it more expensive to conduct a

brute force attack against them. [26]

• File access: A single file can usually only be written by a single process at a time to

prevent corruption. Some programming languages or frameworks will allow mul-

tiple processes to read from a file at the same time and others will not. If the file

is located on media with a measurable seek time, the program might need to wait

for the requested file to become available (e.g. a modern spinning hard drive might

have a seek time as short as 20 milliseconds down to single-digit milliseconds, while

magnetic tape could have a seek time measured in minutes).

• Database Access: Just like any other client/server system, a database engine can

only process a limited number of requests at a time. Inadequate database design

can cause a program to run slowly. Database engines are usually responsible for

their own data integrity constraints, potentially including locking at a database-,

table-, row-, or cell-level, and any of those could cause performance slowdowns.

We looked at identifying different types of performance impacts in our discussion of

program task definition in section 4.3.

7.1.1 Labeling the Configuration Impact Graph

Performance implications might appear to be obvious from the structure of a Control

Flow Graph, but that can be misleading. Because Configuration Flow Graphs only show
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branching operations and do not include any information about the operations running

inside a single node, we can’t rely only on the cost-related features visible in the graph.

Instead, we can label each node with its algorithmic complexity (i.e. big O notation), or

less formally, with any other kind of structured or unstructured labelling system. For

example, we can label nodes that include any of the operations we just mentioned: calls

to open files, make database queries, load external resources, or require locks. Similar

to security considerations, we can also label nodes that are using data that is dependent

on other executions of the same program and therefore may have performance penalties

due to locking.

There is no hidden complexity inside each node of the Control Flow Graph for

maitre_d, so we can look at the nodes and edges in the graph to understand the program

execution. Based on the original Control Flow Graph for maitre_d, in figure 7.2a, we

have highlighted some nodes that could have obvious performance implications; the

darker the filled node, the more severe the expected performance change. (Figure 7.2b

shows the nodes separated by fill color.) We can look at the potential edge traversal

options to see how significant the impact will be. The regular nodes either have no

branching decisions or the length of the path for each decision is the same. The light-grey

nodes S4 and E have a single branching decision and the length of the path for each

branch is slightly different. The dark-grey node A has a branching decision which will

potentially have a more significant impact because the path lengths are potentially

significantly different. The black node C has a branching decision which controls a loop;

a potentially infinite edge traversal path.

We labeled this graph manually, but what would we do for a more complicated pro-

107



Figure 7.2 Graphing maitre_d Costs

(a) Control Flow Graph with costs (b) Nodes sorted by cost

gram? Finding the maximum edge traversal of a potentially cyclic graph, or the longest

path problem is known to be NP-Hard. (Note that when we refer to a potentially cyclic

graph, we are only looking at the subgraph inside the main loop, not the whole program:

we know there is a main loop, but we can’t guarantee that the service code doesn’t include

loops, such as node C in our example.) To make this solution generalizable, we can’t im-

pose any restrictions on the type of program, so there isn’t a simple algorithm that we

can use to determine the cost of path traversal for every case. No matter what algorithm

is used to label the cost of each node, we can use this information when we convert a

Control Flow Graph into a Configuration Impact Graph. Figure 7.3a shows the Configura-

tion Impact Graph for maitre_d labeled with the cost of each configuration knob setting.

Figure 7.3b also shows the minimum, maximum, and average costs of the nodes in the

graph traversal path.
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Figure 7.3 maitre_d Configuration Impact Graph with costs

(a) Configuration Impact Graph with
costs

(b) CIG cost details

7.2 Modeling Performance

Most security considerations are not dependent on the number of concurrent users of a

system; the configuration of a system usually enables a feature for all users or no users7.

Security is sometimes connected to performance; for example a vulnerability may only

be exploitable when there are other concurrent users (e.g. a race condition allows one

user to access data belonging to another user), but that does not make the performance

concern into a security concern. It is easier to find many security considerations directly

in the program code, but even with the Configuration Impact Graph, performance consid-

erations can be much harder to find.

7Users can be granted different permissions if the program has an authorization component, e.g. filesystem

permissions limit access to a file, but anyone with access could change a file access timestamp if that

feature is enabled.
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7.2.1 Extrapolating from Current Load

A Configuration Impact Graph can tell us which nodes are expected to cause performance

changes based on particular configuration values. One way we can verify is by measuring

the number system calls for each node. Once there is a list of the expected number of

system calls based on a small load, it might be possible for some programs to multiply

starting point by additional load factors for each additional client and produce a worst-

case estimate of the load on the entire server, but this also doesn’t take into account

the limits of each resource (e.g. file system, socket to database server, etc.) required to

complete the system call. This may be best illustrated by the examples of the impact on

actual services in chapter 9.
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Chapter 8: Scoring and Communicating the Impact of a Knob

One of the best ways to communicate the importance of knobs is to assign each one a

numeric score. This allows an administrator to sort the knobs and focus on the ones

which are most important. Because there are many different types of effects a knob can

have and there are different considerations for the importance of each knob, a single

number isn’t enough.

The Common Vulnerability Scoring System (CVSS) is themost well-known standard for

evaluating the severity of security vulnerabilities. CVSS assigns metric scores - effectively

a set of scores based on different facets of the vulnerability - which are then combined

into a final score to allow administrators to understand both the overall severity of the

vulnerability as well as understand more specifics about the method of attack, required

skill of an attacker trying to exploit the vulnerability, and the worst possible outcome of

a successful exploit. CVSS has received a lot of criticism for its accuracy and effectiveness

and other scoring systems exist, but performance of CVSS has been studied [50] and

CVSS continues to be used as the main scoring system for vulnerabilities in the Common

Vulnerabilities and Exposures (CVE) database. The initial CVSS standard was created

under the stewardship of the National Infrastructure Advisory Council, an advisory group

under the United States Secretary of Homeland Security. The initial CVSS version 1 was

released in 2005 with no peer review, but has since been managed by the Forum of

Incident Response and Security Teams and has undergone regular updates.
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CVSS in its own words [114]

The Common Vulnerability Scoring System (CVSS) captures the principal tech-

nical characteristics of software, hardware and firmware vulnerabilities. Its

outputs include numerical scores indicating the severity of a vulnerability rel-

ative to other vulnerabilities.

Modeled on CVSS, the Uniform Parameter Scoring System (UPSS) captures the effects

of changes to software configuration parameters. The long-term goal of its design is to

output a numerical score indicating the significance of the consequences of changing the

parameter, most useful when compared to the scores of other parameters of the same

program.

We propose these metrics as a starting place and plan to adapt and revise as there

is more real-world use, similar to the eventual development path taken by CVSS. The

development of these standards was inspired by CVSS version 3.1 although there are

significant changes to the way CVSS version 4.0 is calculated which are supposed to make

it simpler [31]. (Each new CVSS scoring method relies on expert opinions collected from

previous scores and thus is not possible with a newly created system.)

8.1 Initial Metrics

Metrics can be broken down into two categories: the changes intrinsic to the setting itself,

and “external” considerations for the administrator choosing the correct value. They may

reference the categories of effects which we discussed in section 2.4.1.
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8.2 Effect Categories

Table 8.1: Effect Categories for Knob Scoring

Category Description
Settings which only affect a Display value (GUI) Someone says “Hey, that’s weird.”
Settings which affect the output of the program,
but not performance or security (OUT)

The end-user (or client program)
says “Hey, it’s broken!”

Settings which affect core functionality (FNC) The administrator says “Hey, it’s
broken!”

Performance Critical (PRF) Settings which have a critical
effect on performance

Security Critical (SEC) Settings which have a critical
effect on security

8.2.1 Intrinsic Characteristics

8.2.1.1 1. Affects Processor Usage (PU)

This metric measures the changes to the CPU load expected from changing a setting.
Table 8.2: Metrics for Affects Processor Usage (PU)

Impact Description
Critical (C) Changing this setting is expected to have an impact on CPU usage to the

point of likely significantly (positively or negatively) impacting overall
performance.

High (H) Changing this setting is expected to have a measurable impact on CPU
usage to the point of potentially significantly (positively or negatively)
impacting overall performance.

Low (L) Changing this setting is expected to produce a noticeable, but not critical,
change in performance.

None (N) Changing this setting is not expected to produce any (measurable)
changes to performance.

Scoring Guidance: Affects Processor Usage should include settings which change
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the expected processor cycles as well as the thread or process count.

Points of interest for Static Analysis:

• A Low score might be appropriate if a setting changes a significant number of lines

of code/system calls executed.

• A High score might be appropriate if a setting directly changes the number of pro-

cesses, threads, or arbitrary usage controls (i.e. nice parameters)

• A Critical score might only be able to be appropriately decided by an experienced

developer or administrator.

8.2.1.2 2. Affects Memory Usage (MU)

This metric measures the changes to the RAM/SWAP usage expected from changing a

setting.
Table 8.3: Metrics for Affects Memory Usage (MU)

Impact Description
Critical (C) Changing this setting will allow unlimited/uncontrolled memory usage.
High (H) Changing this setting is expected to cause a calculated, “human”

measurable (i.e. free -h, gigabyte level) change in memory usage.
Low (L) Changing this setting is expected to cause a change in memory usage, but

not at a scale significant enough to notice.
None (N) Changing this setting is not expected to produce any (measurable)

changes to memory usage.

Scoring Guidance: Affects Memory Usage is Critical if a setting can be changed that

would allow run-away memory usage to the point of crashing the entire system and other

reasonable values could be set which would prevent such a situation.
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8.2.1.3 3. Affects Socket Usage (SU)

This metric measures how the program opens sockets/file descriptors, how many it can

open, and in what locations.
Table 8.4: Metrics for Affects Socket Usage (SU)

Impact Description
Yes (Y) Changing this setting will change the number of open files, types of open

sockets, or locations of open files.
No (N) Changing this setting will not affect file/socket handling.

Points of interest for Static Analysis:

• Network sockets

• Any file handling operations

• Calls to change ulimit

8.2.1.4 4. Affects Input Sanitizing (IS)

This metric measures changes to how the program sanitizes user input.
Table 8.5: Metrics for Affects Input Sanitizing (IS)

Impact Description
Yes (Y) Changing this setting will change whether user input is trusted and/or

how it is sanitized for dangerous values.
No (N) Changing this setting will not affect input handling.
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8.2.1.5 5. Does changing this setting cause the scores of other settings to

change? (CO)

This metric measures whether this setting doesn’t fall into any of the above categories

itself, but changing it will cause changes to the other metrics.
Table 8.6: Metrics for Changes Others

Impact Description
Yes (Y) Changing this setting will likely directly change other metrics.
No (N) Changing this setting will not directly affect other metrics.

Scoring Guidance: A good example of this is the Apache HTTPD MPM model and

.htaccess processing. Besides that, this is open-ended.

Points of interest for Static Analysis:

• Loading DLLs/extensions

8.2.2 External Characteristics

8.2.2.1 1. Difficulty of Determining the Correct Value (CV)

This metric measures how hard it will be for an administrator who has never used this

software to choose the correct value for this setting.
Table 8.7: Metrics for Correct Value

Impact Description
Critical (C) An administrator experienced in other areas is still likely to have

difficulty choosing the correct value for this setting.
High (H) An administrator experienced in other areas is likely to choose the correct

value for this setting, but a less experienced administrator will have
difficulty.
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Impact Description
Low (L) Any administrator will be able to choose the correct value with minimal

difficulty.
None (N) The value of the setting has no practical changes to the program

operation.

Scoring Guidance: Settings which only change a displayed value are likely to fall into

the None value of the metric. Settings with a fixed range of values which are easy to test

and change (see the next metric) may also have a None value.

Points of interest for Static Analysis:

• Consider other possible connections (or lack of connections) between difficulty of

setting a value and its effect category.

8.2.2.2 2. Difficulty of Changing the Value Later (CL)

This metric measures the difficulty of changing a setting once it has been set and the

program has run.
Table 8.8: Metrics for Difficulty Changing Later

Impact Description
Critical (C) Once this setting has been set, it may not be possible to change it.
High (H) Once this setting has been set, it will be a complicated or lengthy process

to change it, or it may require downtime to change.
Low (L) Once this setting has been set, the complexity of changing it may vary, for

example, depending on the length of the program has been run
(e.g. database will need to be migrated)

None (N) This setting can be changed easily and at any time.

Scoring Guidance: Consider whether it will be difficult to change this setting later,

either because the steps required to change it are complex or not documented, or because
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it will require significant effort, or because there is a high likelihood of the change going

wrong and causing damage to the system or data because it will directly invalidate or

render unreadable previously stored data.

This could also apply to software licensing tied to a particular hardware/software

“thumbprint” (e.g. Windows activation or Proxmox activation) where it will not be

possible to make changes without invalidating the license.

Points of interest for Static Analysis:

• Encryption settings - data encrypted at rest may be difficult or impossible to convert

to a new encryption method.

8.2.2.3 3. Frequency of Change (FQ)

This metric measures whether a setting is often changed. (Obscure settings are often more

dangerous and harder to get support for.)
Table 8.9: Metrics for Frequency of Change

Impact Description
Never (N) This setting is only used for specific uses (i.e. debugging during

development) and is not intended for regular use.
Low (L) This setting is usually only changed by experts on this program.
High (H) This setting is commonly changed, but may require expertise to choose

the correct value.
Always (A) Anyone who uses this program is expected to change this setting.

Scoring Guidance: This is like the box on your tax form which says “this will not apply

to most people”.
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8.3 Communicating the Results

8.3.1 Vector String

As inspired by CVSS, the values of each metric can be quickly communicated with a Vector

String.

The UPSS v0.9 vector string begins with the label “UPSS:” and a numeric representa-

tion of the current version, “0.9”. This is followed by /EC: and the abbreviation of the

most severe Effect Category of the setting. Metric information follows in the form of a

set of metrics, each preceded by a forward slash, “/”, acting as a delimiter. Each metric is

a metric name in abbreviated form, a colon, “:”, and its associated metric value in abbre-

viated form. The abbreviated forms are defined above (in parentheses after each metric

name and metric value).

For example, a setting which affects only a displayed value, has no effect con-

cerns, is easy to change, and is commonly changed would produce the vector:

UPSS:0.9/EC:GUI/PU:N/MU:N/SU:N/IS:N/CO:N/CV:N/CL:N/FQ:A.

A setting which turns on debug logging to disk with multiple separate files concur-

rently which will cause a significant impact to performance might produce the vector:

UPSS:0.9/EC:PRF/PU:C/MU:L/SU:Y/IS:N/CO:N/CV:N/CL:N/FQ:N

8.3.2 Metric Values and Scoring Equations

For this rating to be the most useful to a system administrator, there needs to be a clear

hierarchy of the importance of each knob. This can be done by converting each vector

score to a single numeric score. Inspired by CVSS, the formula for calculating the final
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numerical score is created by taking multiple examples of settings from programs we are

very familiar with, deciding what qualitative rating we would expect them to receive,

and assigning weights to each factor so as to achieve the expected results. The scoring

algorithm for UPSS version 1 is still being developed. An excel spreadsheet is available

with more calculation details [118].

CVSS v3.1 assigned values to each of their metrics using metrics based on real world

vulnerability and usage data which is not (yet) available for UPSS. CVSS v4.0 makes the

math even more complicated using multiple lookup tables which are also produced with

the hindsight of almost 20 years of data.

Once a single numeric score is calculated, it can be useful to also map it to a textual

representation. For the purposes of this initial version, we will adopt the scale and use

policy used by CVSS [117], shown in table 8.10.
Table 8.10: Converting numeric scores to ratings

UPSS Score Rating
0.0 None
0.1 - 3.9 Low Importance
4.0 - 6.9 Medium Importance
7.0 - 8.9 High Importance
9.0 - 10.0 Critical Importance

As an example, an UPSS Base Score of 5.0 has an associated severity rating of Medium.

The use of these qualitative severity ratings is optional and there is no requirement to

include them when publishing UPSS scores. They are intended to help administrators

properly assess the consequences of a value change.

Completing the scoring tables for UPSS v1 is left for future work.
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Chapter 9: Application to Real Servers

If you build a better mousetrap, the world will beat a path to your door.

– A quote attributed to, but not actually said by, Ralph Waldo Emerson1

Emerson was wrong: If you build a better mousetrap, the world will build a better

mouse.

– Unknown2

Do these methods we presented actually improve on the status quo of configuration

management and actually help us understand real-world applications? This isn’t just a

better mousetrap, this is a generalizable solution to understanding configuration knobs

that can be applied to a variety of systems.

1Emerson actually said “If a man has good corn or wood, or boards, or pigs, to sell, or can make better

chairs or knives, crucibles or church organs, than anybody else, you will find a broad hard-beaten road

to his house, though it be in the woods” [33]. After his death, the mouse-trap quote started appearing

attributed to him.
2This is probably a spin-off of another famous quote of unknown origin, “If you make something idiot-proof,

someone will just make a better idiot”. The first quote is also wrong about the popularity of the better

mouse trap. It has been suggested based on statistics from the US Patent and Trademark office that mouse-

traps are the “most frequently invented device in U.S. history”[47, 55], so there is no need to be beating

a path to any one inventor’s door. Similarly, Douglas Adams wrote “a common mistake that people make

when trying to design something completely foolproof is to underestimate the ingenuity of complete fools”

[4]. This quote is in a footnote because, unlike almost every other quote, we actually know who wrote it.
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Let us look at existing software packages and see how we can analyze and improve

their configuration.

9.1 Apache HTTPD3

The Apache HTTPD server is one of the most popular web servers on the modern internet,

at one point serving more than 70% of all internet traffic [77]. It is very flexible, allow-

ing an administrator to load dynamically-linked extensions that significantly change the

behavior of the server. These extensions can proxy requests to other applications, create

internal sub-requests for other server resources, invoke other programs through their own

dynamically-linked libraries, or consume and generate content in many other ways.

9.1.1 Reconfiguration based on Request Data

As of this writing, there are 707 configuration directives that can be used in an Apache

HTTPD configuration. Many of these directives can be used multiple times, each instance

applied to the internal directory path for the requested resource or based on a specific URL

pattern. HTTPD allows many configuration items related to request/response handling

to be specified either globally for all requests to the server, inside <Directory> blocks

which will apply to on-disk paths, or inside <Location> blocks will which apply to the

requested URL. Unlike many programs which read the configuration once and require a

restart or signal to reload the configuration, HTTPD can also be configured to read a
3All references to HTTPD code are from the 2.4.x branch - which is currently the actively developed

version, available on GitHub [119], and are up to date as of 2024-02-29. HTTPD is licensed under the

Apache License 2.0
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configuration file - named .htaccess - in every directory, allowing on-the-fly changes to

the configuration of the server. The main server configuration cannot be changed this

way and there are limits, some hard coded and some set in the configuration itself, on

what parts of the configuration can be changed, but it is possible for a user without access

to the main configuration to significantly alter the behavior of the server.

9.1.2 Understanding the Configuration

As of this writing, the most recently released version of Apache HTTPD is 2.4.58, part of

the 2.4 branch. The last version of Apache 2.2 was released in July 2017 and that version

was declared end-of-life in January 2018. The last version of Apache 2.0 was released in

2013 and the last version of 1.3 was released in 2010. Despite the age of these end-of-life

announcements, a significant amount of the developer documentation contains warnings

that it has not been updated for the newest versions; some even from version 1.3 to

2.0 even though that was a significant change to the entire theory of operation of the

program! Importantly, there is almost no documentation for the request processing flow

for the currently supported version of the software [120]. An administrator who wants to

understand more about how the server works cannot read the documentation and expect

to understand the request flow and the effects of a configuration change.

For a large program such as HTTPD, a generated Control Flow Graph or Abstract Syn-

tax Tree will be very large, so even a knowledgeable administrator won’t be able to review

the entire graph and it is critical to be able to find important knobs in a systematic way.

Analyzing and graphing HTTPD also proves to be complicated due to its use of the Apache
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Portable Runtime (APR). APR provides a standardized set of APIs that map to underlying

operating system calls so that the HTTPD developers do not need to worry about different

behaviors in different operating systems, but this has the effect of masking the actual sys-

tem calls from the control flow graph. APR also implements a hook system which makes

the graph more complicated. The hook system allows the incredible flexibility of the

HTTPD module system as it allows modules to insert themselves almost anywhere in the

request/response processing pipeline, but a lot of the HTTPD core is also implemented

using hooks, just in case a module may want to use these functions too. In the case of

.htaccess files, the function that actually parses them, ap_parse_htaccess, calls another

function ap_run_open_htaccess. You won’t find ap_run_open_htaccess by searching the

source code - it is declared with a macro, AP_IMPLEMENT_HOOK_RUN_FIRST(apr_status_t,

open_htaccess,..., which resolves to a loop running every function registered with the

name open_htaccess until one of them succeeds. HTTPD uses the macro APR_DECLARE_-

EXTERNAL_HOOK to declare the implementation of the hook, which expands to the function

ap_hook_open_htaccess. Because the function names created by the macros match and

we are in the core of the program, not in a separate module, we may also assume that

there is only one implementation of the hook and replace all the calls to the hook in the

AST with calls to the underlying function.

By passing the -save-temps parameter to gcc, we are able to see preprocessed source

.i files with expanded APR macros. We trace the open_htaccess function to ap_pcfg_-

openfile, which in turn calls the operating system dependent apr_file_open function

and then confirms that a file was actually opened. The apr_file_open function handles

OS-dependent functions relating to setting the file mode, handling locks for thread-safety,
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opening the file, and setting hooks for cleaning up the memory when the file is closed.

As an aside, if we run these files through the clang -ast-dump function and filter

for any functions which are called that are extern[al], indicating that the function is

supplied by the kernel or stdlib. These functions usually are related to program IO or

process or memory control (shared memory, forks, threads, etc.) and are therefore more

likely to be critical to the performance or security of the program, as we discussed in

earlier sections on security and performance.

9.1.3 Performance of Dynamically Changeable Configuration

Because the configuration can be changed significantly at runtime, it is difficult to model

the behavior of the webserver the way it is generally used. We will start by modeling

the additional overhead of just reading the .htaccess files. Many administrators use

.htaccess files even if they have access to the main server configuration because it

is faster and it allows configuration values to be bundled with individual applications.

If system administrators were aware of the potential performance penalties of having

.htaccess enabled, they might decide that it is better to put all the configuration changes

in the main configuration files.

During every request, the server refers to an in-memory cache of the entire configura-

tion, checking each component of the URL and the on-disk path of the requested resource

against the global configuration and all of the <Directory> and <Location> sections. As

part of this process, when configuration overrides are enabled - using the AllowOverride

or AllowOverrideList directive - as the server traverses the in-memory directory config-
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uration from the root down to the directory of the requested resource, it tries to open

the .htaccess file in each directory and merge its contents with the in-memory configu-

ration for the current request. To improve performance, the directives found are cached

for a single request and any internal subrequests in HTTPD, but they are not cached from

one request to another (request.c, prep_walk_cache). This means the performance of a

single request is expected to change based on the depth of the path where the requested

resource is located.

For this test, we use a short URL, http://10.96.6.12/1.txt, pointing to a text file with

the content “1\n”, and a long URL, http://10.96.6.12/1/2/3/4/5/6/7/8/9/10/11/12/13

/14/15/16/17/18/19/20/21.txt, pointing to a text file with the content “21\n”. For the

initial tests, there are no .htaccess files present anywhere in the directory structure. For

the subsequent tests with .htaccess files, they alternate down the directory tree having

the contents Require all granted and Require all denied.

The code listing below provides a small window into how this processing works.
1067 /* If .htaccess files are enabled, check for one, provided we
1068 * have reached a real path.
1069 */
1070 do { /* Not really a loop, just a break'able code block */
1071
1072 ap_conf_vector_t *htaccess_conf = NULL;
1073
1074 /* No htaccess in an incomplete root path,
1075 * nor if it's disabled
1076 */
1077 if (seg < startseg || (!opts.override
1078 && apr_is_empty_table(opts.override_list)
1079 )) {
1080 break;
1081 }
1082
1083
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1084 res = ap_parse_htaccess(&htaccess_conf, r, opts.override,
1085 opts.override_opts, opts.override_list,
1086 r->filename, sconf->access_name);
1087 if (res) {
1088 return res;
1089 }
1090
1091 if (!htaccess_conf) {
1092 break;
1093 }
1094
1095 /* If we are still here, we found our htaccess.
1096 *
1097 * Calculate our full-context core opts & override.
1098 */
1099 core_opts_merge(htaccess_conf, &opts);
1100
1101 /* If we merged this same htaccess last time, reuse it...
1102 * this wouldn't work except that we cache the htaccess
1103 * sections for the lifetime of the request, so we match
1104 * the same conf. Good planning (no, pure luck ;)
1105 */
1106 if (matches) {
1107 if (last_walk->matched == htaccess_conf) {
1108 now_merged = last_walk->merged;
1109 ++last_walk;
1110 --matches;
1111 break;
1112 }
1113
1114 /* We fell out of sync. This is our own copy of walked,
1115 * so truncate the remaining matches and reset
1116 * remaining.
1117 */
1118 cache->walked->nelts -= matches;
1119 matches = 0;
1120 cached = 0;
1121 }
1122
1123 if (now_merged) {
1124 now_merged = ap_merge_per_dir_configs(r->pool,
1125 now_merged,
1126 htaccess_conf);
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1127 }
1128 else {
1129 now_merged = htaccess_conf;
1130 }
1131
1132 last_walk = (walk_walked_t*)apr_array_push(cache->walked);
1133 last_walk->matched = htaccess_conf;
1134 last_walk->merged = now_merged;
1135
1136 } while (0); /* Only one htaccess, not a real loop */

We run performance monitoring on HTTPD by building with symbols included and

compiler optimizations mostly disabled (CFLAGS="-Og -pg -fno-omit-frame-pointer

-g" ./configure --enable-mpms-shared=all).4 We use only the default-enabled

extensions and the prefork MPM. We then use the Apache Benchmark tool (ab) to make

requests for a text file to the server on the local IP address, using a short path (directly in

the document root) and a long path (20 directories deep), both with AllowOverride off

and with AllowOverride on. Each test was run once 10,000 times and twice 100,000

times to ensure there was no variability between tests. All tests were run on a single Dell

PowerEdge R330 with and Intel Xeon E5-2667 v3 running a fresh installation of Rocky

Linux 9. SELinux is enabled.5

4We also save the intermediate files with macros expanded and dump the control graph, so the full

command is CFLAGS="-Og -pg -fno-omit-frame-pointer -g -fdump-tree-all-graph -save-temps"

./configure --prefix /srv/httpd --enable-mpms-shared=all

5Many modern Linux distributions ship with SELinux enabled in enforcing mode by default. However, even

if SELinux is in permissive mode, HTTPD itself enforces SELinux policies internally, so this doesn’t have a

significant performance impact.
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Table 9.1: Runtimes of .htaccess processing (10k/100k/100k)

URL AllowOverride None AllowOverride All
Long URL 1.367 seconds

/ 13.637 seconds
/ 13.607 seconds

2.002 seconds
/ 20.015 seconds
/ 20.032 seconds

Short URL 1.283 seconds
/ 12.981 seconds
/ 12.989 seconds

1.370 seconds
/ 13.581 seconds
/ 13.590 seconds

Long URL with .htaccess files
present

1.359 seconds
/ 13.572 seconds
/ 13.640 seconds

3.062 seconds
/ 31.042 seconds
/ 31.122 seconds

Short URL with .htaccess files
present

1.287 seconds
/ 12.894 seconds
/ 12.899 seconds

1.431 seconds
/ 14.487 seconds
/ 14.461 seconds

Table 9.2: perf report Event Count

URL AllowOverride None AllowOverride All
AllowOverride All
with .htaccess

Long URL 117,315,746,065 160,914,969,105 235,685,047,836
Short URL 113,810,262,509 117,411,874,763 124,024,410,562

As seen in the results in table 9.1, there is a 5%-6% performance penalty between

serving a file in a very deep path, compared to a shallow path, even with .htaccess pro-

cessing disabled. This entire difference can be accounted for in processing the in-memory

configuration and looping through the configuration for each directory, and the slightly

larger payload due to the longer filename. There is also a 5%-6% performance penalty

between serving a file in a shallow path with .htaccess processing enabled, compared

to .htaccess processing disabled. However, when we look at the performance penalty

for a long path with .htaccess processing enabled, even with no .htaccess files present,

we see a more than 30% increase. Similarly, while there is a 5% penalty for serving a
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deep path file over a shallow path file without .htaccess processing, there is again more

than a 30% penalty in those two cases when .htaccess files are processed. Because the

difference is almost the same between the two cases, it is clear that the major contribut-

ing factor is the attempt to check for and load the .htaccess files in all the intermediate

directories.

Analyzing the perf sampling data collected from the shallow path requests with

.htaccess processing enabled, we were not able to capture ap_directory_walk calling

ap_parse_htaccess for these requests, even after running the test many more times,

showing how insignificant the parse call is (because it isn’t using a significant amount of

processing time, it is less likely to show up in perf sampling). Summing the execution

percentages for the ap_directory_walk functions given by the sampler, we see those

function calls being responsible for more than 2% of the program execution, with the

rest of the difference made up of the kernel checking if it can open the requested file.

Analyzing the data collected from the deep path requests, perf sampling with

.htaccess processing enabled shows that the ap_directory_walk function and the

htaccess parsing functions it calls are responsible for 3% of the total execution time of

the program and the rest of the time difference being made up of kernel IO calls. Syscalls

related to checking for and loading .htaccess files made up the largest share of all

function calls in the entire perf recorded dataset for these requests - the total number of

IO system calls in the perf sample effectively doubled, from 436 to 858, when compared

to the shallow path sampling. For all three other types of requests, almost all of the IO

calls were related to sending the HTTP response over the network socket.

The addition of .htaccess files to be parsed and added to the configuration makes an
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even larger impact, in these tests literally doubling the amount of wall-clock time and the

number of events counted by perf over the case of having .htaccess files disabled.

9.1.4 Locating critical sections in HTTPD

Now that we have shown that a single configuration change, allowing .htaccess files

to be used, can make such a significant difference in the performance of the application,

specifically due to increased kernel IO calls in a loop, we can create a configuration impact

graph and use it to search the code for other places where there is a similar structure to

the graph, indicating potential for a similar issue. We then flag the configuration entries

that control these loops as being more important for the performance of the application.

9.1.5 Scoring

Since we have located AllowOverride as a significant configuration knob, we can look at

how it might be rated with UPSS to explain its importance to an administrator.
Table 9.3: UPSS Metrics for HTTPD’s AllowOverride directive

Metric Score Reason
Effect Category SEC .htaccess can affect all the different categories. Security

Critical is the most severe.
Processor
Usage (PU)

H .htaccess processing is commonly turned on, but we have
shown that it can have a significant impact on processing
speed.

Memory Usage
(MU)

L .htaccess files are usually very small, so loading them
doesn’t consume significantly more memory.

Socket Usage
(SU)

N Listen settings cannot be changed in .htaccess.

Input
Sanitizing (IS)

Y Input and Output filters can be modified in .htaccess.
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Metric Score Reason
Other Settings

(CO)
Y The entire point of .htaccess is to change other settings.

Correct Value
(CV)

H This setting is usually left enabled even if it is not needed.
Many administrators will not understand how or will not
be willing to combine the .htaccess supplied by an
application into the main server configuration.

Change Later
(CL)

L Settings from an existing .htaccess file may need to be
migrated into the server configuration.

Frequency of
Change (FQ)

A The choices for this setting are straightforward, are
frequently changed, and are easy to get support for.

The resulting vector score for AllowOverride is

UPSS:0.9/EC:SEC/PU:H/MU:L/SU:N/IS:Y/CO:Y/CV:H/CL:L/FQ:A.

Based on a non-scientific survey of experienced administrators provided with this infor-

mation, we would expect this to result in a UPSS overall rating of High Importance.

9.2 HAProxy6

HAProxy is a high-performance frontend web proxy, commonly used as a load balancer

in front of multiple webservers. It supports advanced request handling features to split

requests between different backend servers based on almost any metadata (or data) sup-

plied in the request.

I was responsible for setting up a set of highly-available HAProxy servers to replace

6All references to HAProxy code are from the 2.0 branch - which was the actively developed version

when I was first configuring this service for the CS department, available on GitHub [126]. HAProxy

has developed very quickly since then and some of the specific configuration knobs discussed here have

changed. HAProxy is licensed under the GPL and LGPL licenses.
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the department’s proprietary load balancers that were no longer supported by the man-

ufacturer. We started with new server hardware that should have been able to handle

hundreds of thousands of connections at once, but when we moved all of our web traffic

to these systems, traffic slowed to a crawl. We were able to see that the servers were not

overloaded, but the HAProxy processes had a ulimit - in this case a maximum number

of open file handles - enforced by the kernel which was limiting the number of requests

that could be handled. After reading the manual - which is organized several separate

parts, each basically in alphabetical order - at length, we found the parameter maxconn,

controlling the maximum number of connections the server would accept, was set by de-

fault to be very low (this is no longer the case as of HAProxy 2.0) and this would cause

the program to request a lower ulimit when it started up. It took a while to find this im-

portant information - it isn’t in the “Starter Guide” for the program and all the examples

in the “Configuration Guide” use relatively low maxconn values - and once we changed

that value, our performance problems instantly went away.

9.2.1 Understanding the Configuration

HAProxy is much simpler than HTTPD. In this particular case, HAProxy changes the re-

source limits using the setrlimit call, as seen in listing 9.1. Tracing the source for the

parameters to this function, we can see it comes from the value of global.rlimit_nofile,

which is itself set either by parsing it directly from the configuration file (Listing 9.2) or

calculated from other configuration values (global.maxsock).

This is a relatively straightforward example of a single setting that an administrator
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Listing 9.1 HAProxy ulimit settings
1 /* ulimits */
2 if (!global.rlimit_nofile)
3 global.rlimit_nofile = global.maxsock;
4
5 if (global.rlimit_nofile) {
6 limit.rlim_cur = global.rlimit_nofile;
7 limit.rlim_max = MAX(rlim_fd_max_at_boot, limit.rlim_cur);
8
9 if (setrlimit(RLIMIT_NOFILE, &limit) == -1) {
10 /* try to set it to the max possible at least */
11 getrlimit(RLIMIT_NOFILE, &limit);
12 limit.rlim_cur = limit.rlim_max;
13 if (setrlimit(RLIMIT_NOFILE, &limit) != -1)
14 getrlimit(RLIMIT_NOFILE, &limit);
15
16 ha_warning("[%s.main()] Cannot raise FD limit to %d, limit is %d.\n",
17 argv[0], global.rlimit_nofile, (int)limit.rlim_cur);
18 global.rlimit_nofile = limit.rlim_cur;
19 }
20 }

would need to know to change in order to significantly improve performance.

A more complicated setting is cpu-map - this allows the administrator to manually set

how many processes or threads there should be and set the affinity for each one to a

specific processor core. It seems like an administrator would want to set up and directly

“attach” one process to each core, but depending on the actual CPU in use, this could

result in less-than-ideal performance for some users. Some modern CPUs mix cores with

multiple speeds - referred to as Performance Cores (p-cores) and Efficiency Cores (e-cores).

A process with affinity to an e-core will probably not perform as well as a process with

affinity to a p-core. The code for this operation is long and complex, so we will not

include it here, but you can find it in a very similar way to the maxconn/ulimit code we
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Listing 9.2 HAProxy configuration parsing
1 else if (!strcmp(args[0], "ulimit-n")) {
2 if (alertif_too_many_args(1, file, linenum, args, &err_code))
3 goto out;
4 if (global.rlimit_nofile != 0) {
5 ha_alert("parsing [%s:%d] : '%s' already specified. Continuing.\n",
6 file, linenum, args[0]);
7 err_code |= ERR_ALERT;
8 goto out;
9 }
10 if (*(args[1]) == 0) {
11 ha_alert("parsing [%s:%d] : '%s' expects an integer argument.\n",
12 file, linenum, args[0]);
13 err_code |= ERR_ALERT | ERR_FATAL;
14 goto out;
15 }
16 global.rlimit_nofile = atol(args[1]);
17 }

talked about first. HAProxy uses the sched_setaffinity function to tell the kernel how

to schedule these threads/processes. The call to this function is inside an if statement in

listing 9.3 which is guarded by several variables set by configuration entries: nbproc and

cpu_map.

Listing 9.3 Code listing showing how processor affinity is guarded
1 if (proc < global.nbproc && /* child */
2 proc < MAX_PROCS && /* only the first 32/64 processes may be pinned */
3 global.cpu_map.proc[proc]) /* only do this if the process has a CPU map */

9.2.2 Scoring

How would these two directives for HAProxy score?
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9.2.2.1 maxconn

Table 9.4: UPSS Metrics for HAProxy’s maxconn directive

Metric Score Reason
Effect Category PRF Limiting the number of available sockets

significantly impacts performance.
Processor Usage (PU) L This setting itself does not affect

performance, but allows more concurrent
requests which could cause higher load.

Memory Usage (MU) N This setting does not change the amount of
memory HAProxy uses as all buffers are the
same size.

Socket Usage (SU) Y This allows more files to be opened.
Input Sanitizing (IS) N
Other Settings (CO) N
Correct Value (CV) H Administrators might need to experiment

with this setting to find a reasonable value.
Change Later (CL) N

Frequency of Change
(FQ)

A You wouldn’t know it from the manual, but
changing this setting is required to good
performance.

The resulting vector score for maxconn is

UPSS:0.9/EC:PRF/PU:L/MU:N/SU:Y/IS:N/CO:N/CV:H/CL:N/FQ:A.

Based on a non-scientific survey of experienced administrators provided with this infor-

mation, we would expect this to result in a UPSS overall rating of Medium Importance.

9.2.2.2 cpu-map

Table 9.5: UPSS Metrics for HAProxy’s cpu-map directive

Metric Score Reason
Effect Category FNC The administrator will not see full CPU

utilization, but performance may be fine
depending on load.
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Metric Score Reason
Processor Usage (PU) L This setting itself does not affect total load,

but may allow requests to be served faster.
Memory Usage (MU) N This setting does not change the amount of

memory HAProxy uses as all buffers are the
same size.

Socket Usage (SU) N
Input Sanitizing (IS) N
Other Settings (CO) N
Correct Value (CV) L One process per processor is usually a good

choice (for a dedicated server).
Change Later (CL) N

Frequency of Change
(FQ)

H auto should be the default value, but isn’t.

The resulting vector score for cpu-map is

UPSS:0.9/EC:FNC/PU:L/MU:N/SU:N/IS:N/CO:N/CV:L/CL:N/FQ:H.

Based on a non-scientific survey of experienced administrators provided with this infor-

mation, we would expect this to result in a UPSS overall rating of Low Importance. (We

got feedback that many administrators consider this a “micro optimization” that is only

necessary on the busiest servers.)
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Chapter 10: Conclusion

In this dissertation, we have presented the complexity of understanding and analyzing

configuration management for system administration, and explained why there is limited

scientific study in this area, and showed the complexities of beginning this study.

We introduced a framework for studying the impacts of configuration management;

Configuration Impact Graphs, an novel evolution of Control Flow Graphs that allows

us to focus on only the effects of configuration knobs on the execution of a program.

Configuration Impact Graphs allow us to reason about the execution of a program by

helping separate the control an administrator has over the execution of a program through

configuration from the code written by a developer and the data supplied by an end user.

We can do all of that just based on the way each particular piece of information affects

the control flow of the program.

We also introduced a system for determining a hierarchy of configuration knob im-

portance using a standardized scoring system. Scores create as part of the Universal

Parameter Scoring System can be created automatically by static analysis process, man-

ually flagged by developers or knowledgeable administrators, or a combination of both.

Both of these provide an entirely new level of insight into program execution built around

the system administrator as the actor. We have shown how we can apply both of these

innovations on sample programs and real-world production systems.

Now that we have a framework to measure the effects of configuration knob settings,
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we expect to build on these analysis techniques to be able to detect the effects of configura-

tion knobs with decreasing human intervention. This will allow more reliable predictions

about system performance and security and give system administrators more insight into

the systems they operate. We expect to generalize these concepts in ways that can be

applied not just to single applications, but to entire systems running multiple applica-

tions. As the operations of each program can be better understood, this will allow us to

provide a system administrator with recommendations for balancing resource allocations

between multiple programs. We will also discover more about how to detect unsuitable

configuration knob settings to provide further insight on how to manage systems securely

and performantly.

Attempts to study system administration in a scientific setting are often rebuffed with

the objection that it clearly isn’t a scientific problem worthy of study because so little

attention has been paid to the area up to this point (and there must not be any basic

research left to be done in such an area). This type of study is also difficult because

system administrators themselves are hard to study and there are not many people who

cross over between the worlds of research and system administration. Experienced system

administrators don’t trust automated tools to do a system administrator’s job, so any

system which wants to provide advice to an administrator about how a program or service

should be configured needs to be transparent, reliable, and must be configurable itself.

Software only gets more complex as time goes on, as evidenced by the ever-increasing

number of knobs and there is an entire field of configuration analytics waiting to be

studied to help improve the security and performance of the systems we rely on every

day.
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Appendix A: Anecdotes of System Administration

The trouble with any research connected to the work of system administrators is the

prevalence of anecdotes and the lack of data. Entire newspaper columns exist to collect

anecdotes of system administrator mistakes and misbehaviors (e.g. the Who, Me? and

BOFH columns in The Register).

A.1 Everybody does it!

It is taken as a given in many studies [e.g. 35] that Google Search is the starting point for

programmers and administrators when they have questions about how to do something,

although data on the prevalence of this is hard to come by. From my own experience,

system administrators (and many other tech-savvy people) are more likely than an av-

erage user to disable tracking/telemetry features, so it is hard to measure user behavior

directly. (This is potentially why it seems that large software companies remove power-

user-friendly features - they can’t see data showing that the features are actually being

used.) Based on the prevalence of IT support discussions, presentations, andmemes which

all say that Google Search is the techie’s go-to resource to resolve all problems, this seems

to be a valid conjecture.
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A.2 Anecdotes of Uninformed Configuration

These tales are almost always told anonymously, and while they frequently illustrate a

lack of understanding by an administrator who should have a better understanding of the

environment and many perfectly describe uninformed configuration, they lack the detail

- and certainly reproducibility - necessary to serve as a basis for scientific study.

Unless otherwise cited, each of these examples was directly experienced by the author

or told to the author by a participant:

A.2.1 Software Configuration and Physical Danger

It seems tenuous to link uninformed configuration by a system administrator to a risk

to life or limb, but there are many examples. The first software-controlled radiation

treatment machine, the Therac-25, killed or significantly injured at least 6 patients. [62]

It turns out that this was because operators became very familiar with the interface and

were able to enter configuration values faster than the programmers expected and would

use the arrow keys to go back and correct mistakes, sometime triggering a race condition

that would set the physical controls on the machine incorrectly - for our purposes, that

error itself is end-user error. The administrators fixed it by removing keys on the keyboard

to prevent users from going back. Zelkowitz described [110] this and other medical

and technology related disasters as failures of good programming practice and failure

to learn from the past, but the same applies to system operators setting configuration

values. Zelkowitz, Neumann [78] and others also bemoan the apparent failures of new

generations of software engineers and operators to learn from past mistakes and disasters,
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even though the risks can be just as significant.

Configuration values can also include user authorization policies: > A large police

department installed Computer-Aided Dispatch systems in their patrol cars. > Dispatch-

ers used this system to send information about calls to the officers and officers were only

supposed to be able to update information about calls they were assigned to. > A police

officer discovered that he could activate a particular mode that would make the system

think he was a dispatcher even from the computer in his patrol car and would make

creepy pictures pop up and sounds play in other officer’s cars. > This led to some near

crashes and also caused officers to distrust the system that was supposed to help them

respond more quickly to incidents. > The system should have been configured to only

allow supervisors to send these types of messages, but administrators were not familiar

enough with the system and believed it would be too complicated, or believed the feature

could not be abused and changes to the authorization settings were not necessary.

When faced with the challenge of a user not having sufficient permissions to complete

a task, many administrators will react by granting very broad permissions to the user,

often to parts of the system which the user should never need to access. The same phe-

nomenon can also be seen in physical access control systems - for example, a user will

need access to a building outside of the usual schedule, so they are granted unlimited

access to the entire building because more granular permissions are more difficult to set.
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A.2.2 Rushed Changes

Many programming languages have safeguards in place to prevent programmers from

making simple mistakes when working quickly or with minimal understanding of the

language or framework. Type-safe languages force the developer to be clear about what

type of data they think they are operating on. Many languages that are not strictly type-

safe have added warnings when an object of an unexpected or unusual type is encountered.

Even where the program or framework doesn’t enforce “good behavior” by the operator

or software developer, many programming and operations manuals have a Getting Started

section detailing the minimal steps required to start using a piece of software. The Getting

Started sections rarely have way to communicate the consequences of a single change on

the operation of the entire program.

An organization was migrating from a proprietary website load balancing solu-

tion to HAProxy on several powerful servers that should easily have been able

to handle the current load and future growth. The manufacturer of the old

load balancer also would not renew the license for the product because it was

considered End-of-Life. The plan was to move the websites to the new load

balancer individually to make sure the new frontend would not cause any trou-

ble with individual web applications, but the work took longer than expected.

The organization realized that they would not finish the move before the load

balancer license would expire and the load balancer would stop working, so

they moved the rest of their websites during an evening maintenance window

the night before the license expired. In the morning, the organization’s web-
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sites appeared sluggish, but the system resources on the new servers were not

exhausted. The organization could not move back to the old load balancers

because the license was expired and had to debug and fix the new servers in

a production setting. In the end, the entire issue was resolved by changing a

single value in the HAProxy settings. This could have been avoided if system

administrators were able to see how critical this setting was.

Programmers and system administrators often have to focus on a problem and see it

to completion due to what Ortega describes as the desire to make “Progress” [80], but the

line between self-sacrifice and “crunch time” becoming “plan continuation bias” or “get-

there-itis” is very thin. Harford describes [45] “get-there-itis” as the desire to finish the

current attempt without being able to objectively see and analyze the challenges involved.

The administrator or programmer will lose any pretense of discipline, ignoring spelling

and grammar [79], ignoring standardized procedures, ignoring other possible solutions

to the current problem, ignoring any possible problems that will be caused by the current

fix, and completely skipping testing the proposed solution completely.

Parnas concludes [82]:

• Until customers demand evidence that the designers were qualified and

disciplined, [customers] will continue to get sloppy software.

• As long as there is no better software, [customers] will buy sloppy soft-

ware.

• As long as [customers] buy sloppy software, developers will continue to

use undisciplined development methods.
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• As long as [customers] fail to demand that developers use disciplined

methods, [customers] run the risk—nay, certainty—that [customers] will

continue to encounter software full of bugs.

The same is true of configuring systems.

A.2.3 Inadequate Visibility

It is easy to say that software design is to blame for uninformed configuration decisions.

Sometimes an administrator will run into issues of uninformed configuration because

they don’t know everything about the environment, rather than not knowing everything

they need to know about the software. Sometimes being able to know more information

about the environment is not possible, but would be more important for ensuring the best

performance or security outcomes.

Enterprise organizations may delegate IT operations to individual depart-

ments. At this university, the Computer Science Department operates its

own network and the university’s Division of IT acts as an upstream internet

service provider. The only network interaction between the two groups is

with Layer 3 routing using the Border Gateway Protocol (BGP). Improper

BGP configuration has the ability to bring down the internet on a global scale

[13, 24], so DIT and the department both implement routing best practices by

filtering advertised and accepted routes. None of this considers the CPU load

of the router. Processing routing changes is known to cause high CPU load

on routers and manufacturers may make recommendations of an appropriate
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load cushion to ensure the router continues to function. Each side of the layer

3 route does not have the ability to see the CPU load of the router on the

other side of the connection, so it is possible for a simple routing change on

one side to crash the router on the other side, and it isn’t always clear what

settings changes would cause this to happen.
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Appendix B: Compile-time Configuration vs. Run-time Configuration

We established previously that modern system administrators are unlikely to change

compile-time configuration options. Why would a developer choose compile-time config-

uration over run-time configuration? Here is a non-exhaustive summary of some major

considerations.

B.1 Open Source

The source of the program must be available in order to compile it. This clearly would

not apply to most commercial software packages.

B.2 Libraries

There is a well-known maxim among software developers: “don’t ever roll your own en-

cryption”, and developers who ignore this warning often end up with significant security

flaws in their software. This is because doing encryption properly is hard. In other areas,

it could be complicated or annoying to implement software to properly handle complex

standards. From my own experience, this might include email address validation, MIME

email parsing or creation, or URL parsing and routing, to name a few examples. Instead

of creating these parts of a program from scratch, developers are encouraged to make use

of libraries available for this purpose. (There is such a thing as too many libraries and

using libraries can also create a supply-chain security risk, but those are both outside the
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scope of this discussion.) Some of these libraries may only be needed when packaging a

program and not when it is running, so it makes sense to configure and use the library

as part of the compilation and packaging process rather than include the library as a

dependency to run the program.

For example, a web application might use SASS to define display styles, but it must be

compiled to CSS for the browser to be able to use it. The SASS library would be configured

at compile-time and the compiled CSS would be shipped with the software rather than

shipping both the SASS source and the SASS compiler.

B.3 Overhead (or over-worked?)

Many system administrators can go an entire career without needing to compile custom

software and it may not be considered part of the administrator’s job, or it may not be a

high priority to figure out if pre-compiled software is available. Compiling software may

require commercial licensing which is not required to just execute the program (i.e. com-

mercial compilers). Even if the toolchains themselves are available, they may be difficult

to set up or may not operate on every architecture or operating system (i.e. the software

is intended to be cross-compiled).

B.4 Too Many Options

Many options would just not be useful if they had to be compiled into a software package

rather than being set at runtime. Other options which are never modified in the regular

use of the program may be more efficient to set at compile time. Even if it would be more
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efficient to set some options in compile-time configuration, the increased complexity of

distributing many versions of the compiled program may outweigh those benefits.

B.5 Program Bloat

If a program has many options which can never be used together, compile-time configu-

ration can allow sections of the code that can never be used to be removed, resulting in

a smaller binary/object size.
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Appendix C: Drawing Shapes

We try to use shapes to mean the same things in every drawing. We try not to use colors

to indicate an important part of a drawing because we want the drawings to be useful

when printed in black and white or to those who are colorblind. We may use colors to

group similar elements of a drawing if it is not that important to helping understand the

meaning.

Figure C.1 shows common shapes that we use in diagrams throughout this work. Notes

about specific shapes:

• File or "Document: When dealing with a webserver, the output from the program

is often a document, so we use the same symbol for the program output.

Figure C.1 Shape List for Program Diagrams

Control Flow Graphs (and by extension Configuration Impact Graphs) are often as-
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sumed to have a single entry node which, by convention, is usually at the top. Due to

figure generation constraints, our convention is that an entry node for a graph will either

have an arrow pointing in with no source node or will be a double circle. An exit node

will be a square.
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Appendix D: Code Listings

D.1 maitre_d

This is the code listing for the maitre_d server1, followed by the labeled Configuration

Flow Diagram which corresponds to its execution. This program is used as an example

mainly in chapter 5, where the CFG labelling is also explained.
void main()
{

// S1
$CONFIG = load_configuration_from_file("/etc/maitre_d/server.conf");
assert_true(validate_configuration());
$socket = open_socket($CONFIG["listen"]);
setup_signals([ "exit" => &close_program, ])

match ($CONFIG["mode"]) {
// S2
case "static": {

create_static_content_caches();
}
// S3
case "dynamic": {

load_dynamic_content_generators();
}

} // end match ($CONFIG["mode"])

// S4
if ($CONFIG["threaded_mode"]) {

// S5
setup_thread_safe_data_structures();

}

1A maître d’ in a restaurant is combined “host, headwaiter and dining-room manager” and could be con-

sidered a type of server.
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// L
fork_or_thread($CONFIG["threaded_mode"]);

// A - beginning of Main Loop
while (true) {

if ($SIGNALS["exit"]) {
// Z
close_sockets_and_free_memory();
return 0; // exit

}

// This function blocks until a new request is received
$request = get_request_from_socket($socket);
$output = "HTTP/1.0 404 Not Found";

match ($CONFIG["mode"]) {
// B
case "static": {

$output = get_content_from_cache($request);
}
// C
case "dynamic": {

// directory_list("/a/b/c") => ["/a/b/c/", "/a/b/", "/a/", "/"]
$directory_list = directory_list($request);
foreach ($directory_list as $directory) {

if ($script = has_executable_script($directory)) {
// D
$output = execute_script($script);
break;

}
}

}
} // end match ($CONFIG["mode"])

// E
send_to_client($output);

// In this application, logging is done entirely based on attributes
// of the request and response and is not configurable.
if (should_be_logged($request, $response)) {

// F
Log::information($request, $response)
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}
} // end while(true)

} // end main()

Program and Graph Notes:

• To make the graph and code easier to read and compare, in some versions of the

graph we include a node labeled L to make a clear distinction of where the setup

phase ends and the main loop begins, but it does not actually affect control flow

and it is not included in all versions of the graph.

• In a standard program, you would check the return value from the call to fork or

thread to see if you are the parent or child. We will assume this code listing and

control flow graph are always referring to the forked thread/child process because

the only thing the parent thread is doing is monitoring for the program to be signaled

to exit which is not part of this discussion.

• For simplicity we only handle exiting the process at the beginning of the main loop

and we assume some variable has been populated by a value telling us to exit. Tech-

nically, the cleanup phase of a modern (forked or threaded) server is triggered by

an interrupt signal and can happen anywhere in the process. Different signals can

cause the process to gracefully shutdown by finishing serving existing requests but

not accepting any more requests, or may cause an immediate shutdown without

returning any further response to the client.

• When running in dynamic mode, the program searches for an executable script in

every component of the request path, from deepest back to the root.

In the Control Flow Graph in figure D.1, nodes where the exit path is determined
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by a configuration value are shaded with vertical lines. Nodes where the exit path is

determined by data flow are shaded with horizontal lines.

Figure D.1 Control Flow Graph for maitre_d
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D.2 Examples from Section 5.4.2

Listing D.1 Example configuration file for dependent knobs
1 <!-- Somewhere else: Define CONFIG{"ENABLE_SSL"} -->
2 <IfDefined CONFIG="enable_ssl">
3 LoadModule "mod_ssl.so"
4 SSLEngine On
5 SSLCertificateFile /etc/ssl/certificate.pem
6
7 <AllowedUserList>myuser,anotheruser,plony</AllowedUserList>
8 Require allowed-user
9 </IfDefined>
10 <IfDefined ! CONFIG="enable_ssl">
11 SSL Engine Off
12
13 Require all granted
14 </IfDefined>

Listing D.2 Example configuration file where knob dependency is not obvious (“messy”)
1 <!-- Somewhere else: Define CONFIG{"ENABLE_SSL"} -->
2 <IfDefined CONFIG="enable_ssl">
3 LoadModule "mod_ssl.so"
4 </IfDefined>
5
6 <IfModule enabled="ssl">
7 SSLEngine On
8 SSLCertificateFile /etc/ssl/certificate.pem
9
10 <AllowedUserList>myuser,anotheruser,plony</AllowedUserList>
11 Require allowed-user
12 </IfModule>
13 <IfModule ! enabled="ssl">
14 SSL Engine Off
15
16 Require all granted
17 </IfModule>
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Listing D.3 Simplified excerpt of configuration with obviously dependent knobs
1 // S1
2 if ($CONFIG['ssl_server']) {
3
4 // S2
5 load_module("ssl_provider.so")
6 $socket = create_ssl_socket($CONFIG['other_ssl_configuration']);
7
8 if (user_in_allow_list(
9 get_user_with_basic_auth($CONFIG['allowed_user_list'])
10 ) {
11 // S3
12 $action = allow_access();
13 } else {
14 // S4
15 $action = deny_access();
16 }
17 } else {
18 // S5
19 $socket = create_plain_socket();
20
21 // Don't require authentication because password would be sent in clear text
22 $action = allow_access();
23 }
24
25 // W
26 send_response($socket, $action);
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Listing D.4 Simplified excerpt of configuration with dependent knobs that are not obvious
(“messy”)

1 // S1
2 if ($CONFIG['ssl_server']) {
3 // S1A
4 load_module("ssl_provider.so")
5 }
6
7 // S1B
8 if (module_is_loaded("ssl_provider.so")) {
9 // S2
10 $socket = create_ssl_socket($CONFIG['other_ssl_configuration']);
11
12 if (user_in_allow_list(
13 get_user_with_basic_auth($CONFIG['allowed_user_list'])
14 ) {
15 // S3
16 $action = allow_access();
17 } else {
18 // S4
19 $action = deny_access();
20 }
21 } else {
22 // S5
23 $socket = create_plain_socket();
24
25 // Don't require authentication because password would be sent in clear text
26 $action = allow_access();
27 }
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Listing D.5 Simplified excerpt of configuration knobs with side effects that make them
affect other knobs

1 // Example configuration
2 $CONFIG = [
3 'mode' => 'fork|thread', 'number_of_workers' => 10,
4 'count_to' => 100, 'log_every' => 10,
5 'output_file' => 'important.log',
6 ];
7
8 // S1
9 $count = 0;
10 match ($CONFIG['mode']) {
11 case 'fork' => { // S2
12 fork_processes($CONFIG['number_of_workers']); },
13 case 'thread' => { //S3
14 join_threads($CONFIG['number_of_workers']); },
15 }
16
17 // S4
18 // This program behaves differently in threaded execution or forked execution.
19 // Forked Execution: The loop may execute up to ('count_to' * 'number_of_workers')
20 // times. Multiple processes will not share a mutex, potentially damaging the
21 // output file or crashing the program.
22 // Threaded Execution: A race condition makes it not possible to determine the number
23 // of times the loop will be executed, but at least the mutex will be respected.
24 while ($count < $CONFIG['count_to']) {
25
26 // S5
27 if (is_prime($count)) { // S6
28 do_action_1_which_takes_a_long_time();
29 }
30 if (some other conditions and tasks) ... // Not graphed
31 // S7
32 if ($count % $CONFIG['log_every'] === 0) { // S8
33 // A file can only be written by one thread or process at a time
34 get_mutex();
35 write_log($CONFIG['output_file']);
36 release_mutex();
37 }
38 // S9 - $count is incremented non-atomically
39 $count = $count + 1;
40 }
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