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a connected graph. In this model, when a node fails, i.e., the data stored in it becomes lost or unavailable,
the other surviving nodes in the network send information, which is a function of their local stored data,
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We derive information-theoretic bounds on the amount of information communicated between the
nodes in the course of the repair. Moreover, we show that the lower bound on the information exchange
is achievable by modifying codes from the class of Minimum Storage Regenerating (MSR) codes to per-
form intermediate processing. Our analysis extends to both deterministic connected graphs and random
graphs, where we derive conditions on the system parameters that support recovery of the failed node with
complexity lower than relaying.

In the second part of the thesis, we extend our study to general regenerating codes. We derive a



lower bound on the repair bandwidth and formulate repair procedures with intermediate processing for
several algebraic families of regenerating codes. We also address the problem of data retrieval in the
communication-constrained setting, deriving lower bounds and optimal protocols.

In the final part, we consider regenerating codes with nonuniform contribution for node repair on
graphs. We begin with deriving information-theoretic lower bounds for communication complexity of
repair and propose code constructions and repair schemes that attain these bounds. As the main conclusion,
we show that a combination of nonuniform contributions and intermediate processing can further reduce
the communication complexity. Additionally, for repair on graphs in the presence of adversarial nodes that
can introduce errors during repair, we construct codes that support simultaneous intermediate processing
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Chapter 1: Introduction

1.1 Motivation

In today’s era of social media, cloud computing, and the Internet of Things, distributed storage systems
(DSS) form the critical backbone of global web infrastructure. The performance and reliability of these
services hinge on the robustness of their underlying distributed architecture. Modern data centers now
manage multiple exabytes of data, incurring substantial costs—not just in hardware, software, and mainte-
nance—but also in energy and water consumption. As such, it is vital to design systems that can withstand
local faults or partial failures without causing major service disruptions or degrading user experience. This
necessitates the design of resilient redundancy mechanisms at the system level, maintained over extended
periods. However, the traditional method of ensuring reliability by storing multiple replicas of data across
various nodes is resource-intensive and inefficient.

Erasure codes are a popular alternative method of introducing redundancy in the storage system
reducing the massive overhead of replication [31,66,84]. Storing data using an [n, k| erasure code involves
fragmenting the data in k parts and encoding into n parts so that the system can tolerate up to n— k failures.
However, due to node failures, fragments must be periodically replaced as nodes fail, and a key question is
how to regenerate the lost fragments in a distributed way while transferring as little data as possible across
the network. This motivated the construction of a new family of codes, known collectively as regenerating
codes, proposed in [16] and studied in several works thereafter. The authors of [16] derived a lower bound

on the minimum amount of information acquired from the surviving nodes for the purposes of repair.



However, a crucial underlying assumption of their analysis was that every node in the network can directly
communicate to every other node, i.e., full connectivity is assumed.

In this thesis, we address communication complexity of node repair under a more realistic commu-
nication constrained setting. This group of problems is motivated by the assumption that the links between
the nodes are established based on physical proximity and the associated energy constraints, limitations
of the system architecture, or other features with the same effect. In the network environment such as
low-power wide-area networks (LP-WAN), e.g., path loss in narrow-band lower-power IoT, the mentioned
limitations arise naturally as a part of the functioning of the system. In cloud storage platforms, such lim-
itations might arise due to geographical positioning, architectural designs, and varying operational costs
across storage clusters. Hence, from the systems perspective, it is a reasonable assumption to make that
in the event of a node failure, the replacement node might not have direct access to all of the other nodes
selected to participate in the repair process. Moreover, in a dynamic network, where nodes or links may
be added or removed from the network, the connectivity constraints may change over time. Note that
we can restrict ourselves to point-to-point rather than broadcast communication. For distributed storage
systems this is a natural restriction, while for IoT applications this assumption may be imposed because of
energy or privacy considerations. This naturally leads to modeling the distributed system by an arbitrary,
undirected and connected graph whose vertices function as individual data centers and whose edges serve
as the allowed bidirectional communication links between these centers. It is this model that we adopt
in this thesis, with the goals of characterizing how the structure of the graph affects the communication
complexity of repair, and we explore several distinct ways of reducing this complexity.

The organization of the thesis follows a sequence of increasing generality. In Chapter 2, we intro-
duce the system model and study the communication complexity of repair for a family of regenerating
codes called Minimum Storage Regenerating (MSR) codes, designed to minimize storage overhead while

also optimizing the repair bandwidth. In Chapter 3, we lift this restriction, generalizing to any class of



regenerating codes, focusing on specific non-MSR families of interest. In Chapter 4, we generalize our
model even further, allowing more flexibility on the code parameters to study if and when further reduc-
tion in communication complexity of repair is possible. Finally, we discuss some related open questions

in Chapter 5.

1.2 Preliminaries: Regenerating Codes

Let IF be a finite field. Consider a file storage system with n nodes, where a file of size M symbols
over I is encoded into nl symbols, viewed as an [ x n matrix over I, and each column of / symbols
stored in a separate node. The encoding should be such that the data collector, accessing any k£ < n
nodes and downloading their contents, should be able to retrieve the original file of size M. A node failure
corresponds to the loss of [ symbols stored on a node. Note that it is always possible to recover the lost data
by contacting k nodes, downloading their contents to recover the original file of size M, and re-encoding
it to find the lost symbols. However, this method incurs significant download bandwidth of kI symbols.
The framework of regenerating codes provides an alternative to this, allowing one to contact d nodes, with
k < d <n — 1, and downloading 3 symbols from each, with 5 < [, and recovering from the failure. The
key observation here is that the download bandwidth df in this case can be made much smaller than kl,
making the repair much more bandwidth efficient, see Fig. 1.1 for a visual depiction.

Formally, a regenerating code C is a vector code of length n, i.e., an F-linear subspace of (IF')"
whose codewords can be thought of as [ X n matrices. In the context of storage codes, elements of C are
often referred to as n-words whose coordinates are [-vectors over I, and each vector is stored in a different
node. The information contents of the codeword is M symbols of I, implying that |G| = ¢ . We further
assume that any k coordinates suffice to recover the entire encoded information block. A node failure
corresponds to an erasure of the code coordinate that is stored on it. The repair property requires that in

the event of a failure, the contents of the replacement node be a function of any d other coordinates of the
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Figure 1.1: Data collection and node repair of an [n, k, d, [, 3, M| regenerating code

codeword, each of which provides 5 symbols of FF.

Definition 1.2.1. An [n, k,d, [, 3, M| regenerating code (RC) over a finite field F is a subspace of (F\)™

and has the following properties:

* Accessing any k out of n coordinates suffices to recover the original stored file of size M.

* If a coordinate of the code is erased, its contents can be “repaired” by accessing d other surviving

coordinates and downloading 3 symbols from each.
Two notions of repair have been identified in the literature:

1. If the contents of the newly repaired node are the same that were erased due to the failure, it is called

exact repair.

2. If the contents of the newly repaired node are not necessarily the same as the ones of the erased
node but still the two properties of regenerating code listed above continue to hold, then it is called

functional repair.

Clearly, exact repair is a special case of functional repair. However, since for functional repair, the contents

of the replacement node may be different than that of the failed node, every time a failure happens, the data
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retrieval and repair algorithms have to be adjusted to this change. This adds extra complexity to the system
maintenance. For this reason, exact repair is preferred for practical purposes as it simplifies management
of the storage system. In this dissertation, we primarily focus on the more stringent notion of exact repair,
adding remarks whenever the results are extendable to functional repair.

The relationship between the parameters for functional repair was investigated in [16], which estab-

lished the following inequality:

k
M <Y minfl,(d—i+1)8}. (1.1)
=1

The parameter [ determines the storage overhead ("Ml), whereas the parameter 3 is an indicator of the
normalized repair bandwidth (%). For a fixed M, k and d, different pairs of ([, 3) satisfying Eq. (1.1)
with equality give rise to a discrete collection of optimal points. Connecting these points via straight lines,
which physically corresponds to a space-sharing solution, gives rise to the storage-bandwidth trade-off

curve. The two corner points of the curve are the following.

* The Minimum Storage Regenerating (MSR) point: This point is found by first minimizing the per
node storage parameter [ and then finding the minimum value of the per node download parameter
(5. At this point, [ is chosen to be the least possible value according to Eq. (1.1), resulting in

[ < (d— k + 1)p. Setting the above Eq. (1.1) to equality, we get that [ = % Given this value of [,

l

the minimum value of 3 is found to be § = ;——.

Hence, the MSR point is characterized by the

pair

(ZZZZ’BZW_MM)-

It also follows that MSR codes achieve the Singleton bound on the code size (|€| = (F!)¥) and hence

are Maximum Distance Separable (MDS) codes.

* The Minimum Bandwidth Regenerating (MBR) point: The other corner point is found by first min-

imizing the per-node download parameter 5 and then finding the minimum value of the storage



parameter [. The smallest value of S for which Eq. (1.1) can hold satisfies d8 < [. Setting to
equality, we get M = 3% (d — i+ 1)8 = (kd — (¥))B. For this value of 3, the minimum value

of [ is clearly | = df3 and so the MBR point is characterized by the pair

(l _ Md 5= M >
hd— () kd—(3)

The pairs satisfying d8 > [ > (d — k + 1) are called interior points. It is clear that exact repair is

a more narrow requirement than functional repair, so the trade-off curve for exact repair will always be

above that of functional repair. It was shown that at the two extremes, the two curves coincide and explicit

constructions are known for them. For interior points, there exists a gap between the two curves. For a

more detailed overview, refer to the survey in [58].

1.3 Related Work

As noted above, the concept of RCs was first proposed in [16], whose authors described the trade-off
between storage vs bandwidth for this class of codes and defined the two extreme points: MBR and
MSR. Subsequent papers [10, 59, 60, 69, 70, 76, 86] suggested several constructions, some of which are
optimal with respect to the bound (1.1). Several variants such as Cooperative Repair for multiple failures
[71,87], Secure Repair for protection against eavesdroppers [61], Rack-aware repair with different local
and global transmission costs [12,33], error correction during repair to tackle active adversarial scenarios
[73] etc. have been explored. Such constructions have been mostly restricted to the MSR point while some
extensions have been proposed for the MBR point as well.

It was first shown in [78] that there is a gap between the achievability of functional and exact repair
for interior points of the trade-off curve (1.1). This observation was later extended in [49] and [65]. Some

popular code constructions for interior point codes include Determinant Codes [23], Cascade Codes [22],



Codes using multi-linear algebra [19] (also known as Moulin Codes). We again refer the reader to the
detailed and very readable overview in [58].

Prior to this work, repair on graphs using MSR codes was considered in [28, 44] for particular
network topologies, such as tandem networks, grids, and unidirectional rings. A somewhat similar setting
arises when it is assumed that transmitting the data from a subset of nodes incurs a larger cost than for the
remaining nodes [2, 74], resulting in the consideration of two different values of 3 for two class of nodes
(nonuniform download). Another related setting was considered in [41] where the authors assumed that
the links between the nodes (in a fully connected graph) are assigned weights that translate into the cost
of sending symbols over them [41], resulting in a solution with different values of 5 for different helper
nodes. Our assumptions and results are more general in the sense that these papers either relied only on
relaying of repair data and did not afford the option of incorporating data processing at the intermediate
nodes or when data processing was included, it was heavily dependent on the specific network topology.
Another difference arises because the heterogeneity in the network in these works is fixed irrespective of
the location of the failed nodes. At the same time, our setting implies that the cost of transmission from
the node may be high or low depending on whether it is far from the failed node or is among its immediate
neighbors. Arguably, this accounts for a more uniform treatment of the nodes in the network.

Another related communication problem is that of network coding [91] wherein (in its simplest
version) the data is transmitted from a single fixed source to multiple destinations, and where it is assumed
that the intermediate nodes combine the chunks of data on their incoming edges. While intermediate
processing is a shared feature between node repair on graphs and network codes, they address different
objectives. Specifically, while in network coding the message of the source needs to be reproduced at the
receiver, the repair task is to compute a function of the cumulative contents of the helpers at the failed
node. Nevertheless, some tools from network codes prove useful in the problem of node repair with errors.

To conclude this introduction, we note that the general problem of information processing or re-



covery under communication constraints represented by a graph has recently been studied in a number of
specific settings. Among them, locally recoverable codes on graphs [47,48] (and the associated problems
of guessing games on graphs [27] and index coding [5]), their extension to recoverable systems [21], pri-
vate information retrieval on graphs [63], and others. The problem of node repair under communication

constraints introduced here is another instantiation of this broadly defined theme.

1.4 Summary of Contributions

The central topic of this thesis is node repair in graphical storage networks based on efficient encoding
of the stored information using specially designed families of erasure-correcting codes. The main novel
idea that the research summarized in the thesis contributes is related to communication savings in the
repair process related to intermediate processing of the information transmitted over the network for the
purpose of recovering the contents of the failed node. The general idea of information processing in
networks is by no means new: it suffices to recall the relay channel [15,32,79], various decode-and-forward
schemes [11,34,37], or even network coding [1,25,40] (on which we commented earlier), however, the
particular kind of processing that we introduce and develop, yields both new bounds on the communication
complexity and new procedures of designing and using erasure codes in graphical networks.

A related idea, that we also introduce here, is balancing the amount of information sourced from
the helper nodes based on how far they are removed from the failed node. To an extent, we advance the
understanding of code design for optimal communication in this setting, which depends on whether the
system can adjust the number of helper nodes (repair degree) used for repair from one round to another.
We also identify code constructions that should be used to support node recovery for systems with flexible
and fixed repair degree.

The thesis contains 3 groups of main results, presented in 3 chapters, which we briefly describe in

this section. A more detailed discussion of the results is postponed to the respective chapters.



1.4.1 Repair of MSR Codes on Connected Graphs

We develop a comprehensive graph-theoretic framework for node repair under communication constraints,
focusing on Minimum Storage Regenerating (MSR) codes. By establishing general information-theoretic
bounds, we quantify the minimum amount of information that the helper nodes must contribute to repair
single and multiple failures, and derive corresponding lower bounds on communication complexity for any
connected graph. We demonstrate that linear MSR codes support a repair procedure based on Intermediate
Processing (IP) that achieves these bounds and illustrate the protocol with two popular code families:
the product-matrix codes of [59] and diagonal-matrix codes of [88]. Building on the Cooperative Repair
model, we incorporate intermediate processing to effectively handle multiple node failures. Further, we
explore a setting inspired by Rack-Aware storage [12], where helper nodes are allowed to communicate
among themselves prior to repair. We derive lower bounds on overall communication complexity using a
linear programming formulation and also provide matching repair schemes for certain scenarios. Finally,
for repair on random graphs, we determine a range of parameters for the standard Erdés-Rényi ensemble

under which repair procedures supporting IP are advantageous over those based on simple relaying.

1.4.2 Extension to Codes beyond the MSR point

Exploring the diverse landscape of regenerating codes beyond the MSR point, we generalize the funda-
mental lower bound on repair bandwidth for arbitrary code families at non-MSR operating points. We then
move on to develop explicit repair procedures for a broad class of Evaluation Codes—codes defined via
algebraic evaluations of linear functionals—which includes product-matrix MSR codes, now reinterpreted
under a unifying framework. This algebraic perspective enables us to extend the intermediate processing
technique to more general code families, including those introduced in [19], which provide exact repair
evaluation codes at the interior points of the tradeoff curve with the best known parameters. While many

regenerating codes conform to the evaluation structure, we also introduce repair protocols for a family of



interior-point codes that fall outside this model. Additionally, we address the challenge of data retrieval un-
der graph constraints, demonstrating how data processing at intermediate nodes can be adapted to improve

retrieval efficiency, supported by both lower bounds and matching protocols.

1.4.3 Repair on Graphs using Generalized Regenerating Codes

Until this point, we focused on regenerating codes where each helper nodes contribute uniformly towards
the repair of the failed node. Motivated by our graph-constrained environments where proximity to the
failed node influences repair efficiency, we consider a new class of regenerating codes designed to ac-
commodate nonuniform contributions from helper nodes. By allowing closer nodes to contribute more
and distant nodes less, we provide a simple proof for a generalized version of the cut-set bound that ac-
counts for nonuniform participation. We propose a simple stacking technique that yields optimal code
constructions at the MSR point, capable of supporting nonuniform helper contributions. We then extend
the intermediate processing bound to cover non-uniform settings, demonstrating that our construction sat-
isfies the generalized bound at the MSR point, confirming its optimality from the IP perspective. Through
detailed comparisons with earlier bounds, we identify specific parameter regimes—spanning both deter-
ministic graphs and random graph ensembles—where non-uniform contributions lead to tangible reduc-
tions in communication complexity. Lastly, we explore the adversarial setting where some helper nodes
may provide erroneous data. By leveraging techniques from network coding, we establish a robust varia-
tions of the IP bound and propose constructions that preserve the communication advantages of IP while
mitigating the impact of malicious behavior.

The results of this thesis appear in [52,53,56], and [50,51, 54, 55].
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Chapter 2: Repair of MSR Codes on Connected Graphs

2.1 Introduction

In this chapter we focus our attention on the repair of erasures under the communication-constrained
setting when the data is encoded using Minimum Storage Regenerating (MSR) codes, which are arguably
the most interesting and well-studied subclass of Regenerating Codes. We assume that communication
between the nodes is constrained by a (connected) graph G(V, E), where V' is an n-set of vertices and
the cost of sending a unit of information from v; to v; is determined by the graph distance p(v;,v;) in
G. Under a naive approach to this problem, it is still possible to use the known methods of node repair
whereby the chosen group of the helper nodes communicates some functions of their contents to the failed
node. Note however that the data from the helper nodes not directly connected to the failed node will have
to be relayed along some path to the failed node, increasing the bandwidth utilized for the repair. Thus, a
natural question to study is whether there are more economical ways of accomplishing this goal given the
structure of the graph G, under which the data from the far-off helper nodes is processed along the way
and combined with the contents of the intermediate nodes, saving on the overall communication and it is

this question that we answer in this chapter.

2.1.1 Review of MSR codes

Let I be a finite field. A vector code € of length n is an F-linear subspace of (IF!)" whose codewords can

be thought of as [ x n matrices. In the context of storage codes, elements of € are often referred to as

11



n-words whose coordinates are [-vectors over . We further assume that the information contents of the
codeword is kl symbols of IF, in other words, that |C| = ¢*, and that any k coordinates suffice to recover
the entire codeword. Thus, the code has the MDS property, and any n — k erased coordinates can be found
from the remaining k ones, accounting for the optimal erasure correction capacity.

Suppose that the coordinates of the codeword are placed on n different storage nodes, and refer to
the coordinates themselves as nodes. The defining property of MSR codes is related to recovering the
value of an erased coordinate of the codeword, or repairing a single failed node. According to the above
description, we can accomplish this by using the information from & functional nodes and downloading a
total of kI symbols of the field IF. At the same time, this operation supports recovery of the entire codeword,
accomplishing more than we actually need. An important finding of the work [16] was to point out that
we can save on the amount of downloaded information by performing the repair based on the contents of

d > k helper nodes. To achieve the saving, each of the helper nodes provides a function of its contents,

di

and [16] showed that to accomplish the repair it is necessary to download at least ;=7 —

field symbols.
This is smaller than k[ for all k < d < n — 1. A code C with the parameters (n, k, d,[) is called MSR
if it supports node recovery with repair bandwidth meeting the lower bound for the chosen number d of
helper nodes. It is easy to show that for a code to have this property, each of the helper nodes necessarily
provides I /(d — k + 1) field symbols for the recovery of the failed node (the so-called uniform download
property).

Formally, an (n, k, d, 1) linear MDS vector code C over I is called MSR if there are linear functions
h; : Bt — FY/(d=k+1)  — 1. n such that for any j € [n] and any subset {i1, ..., iq} C [n]\{j} there

exists a linear function g; : T4/ (@=k+1) 5 Tl quch that for any codeword C' = (C1,...,C,) € C the

value C; (the contents of the failed node) is found as

Cj = gj(hil (Ciy),- s hid(Ci )
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Slightly more generally, the functions h; could also depend on 7, but this will not be important below. A
number of families of MSR codes are known in the literature, among them constructions of [29,59, 62,75,
86,88], see also a recent survey in [58]. In this thesis, we use two such families to exemplify our approach
to node repair on graphs, namely product matrix codes [59] and diagonal-matrix codes [88]. It will become
apparent toward the end of Sec. 2.3 that any family of [F-linear MSR codes can be incorporated in our repair

scheme.

2.1.2 Overview of the results

The contributions of this chapter are summarized as follows:

* We begin by establishing fundamental bounds on the complexity of repair of single and multiple
failures in the graph-constrained setting in Sec. 2.2. In Sec. 2.3, we provide explicit schemes for
two popular MSR code families to attain the said lower bound. In doing so, we give an affirmative
answer to the question of whether there exist more efficient ways of repair than simple relaying in
the graph-constrained scenario, showing that if the data is encoded using an MSR code, then under
some conditions it is possible to save on the communication cost of node repair compared to simple

relaying of the information.

* Since intermediate data processing is already an essential component of a version of the node repair
problem known as cooperative repair [71], it is therefore of interest to examine possible applica-
tions of cooperative MSR codes to the problem at hand, aiming again at reduced communication
complexity of repair. We show one application of this idea in Sec. 2.4, using a family of cooperative

codes to design a scheme with reduced repair bandwidth in the case of multiple failed nodes.

* In Sec. 2.5 we consider the problem of node repair in the situation when the helper nodes can ex-
change (and process) information before communicating with the failed nodes. We derive a frame-

work to bound below the complexity of repair under this relaxation and use it to compute lower
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bounds on the repair bandwidth in several examples. One of these examples also affords a matching

code construction, again inspired by cooperative codes.

* In Sec. 2.6 we also address the same question for random graphs from the standard Erdos-Rényi
ensemble G, ;, and determine a range of parameters under which the communication cost of repair

with intermediate processing is advantageous over the repair scheme based on the relaying.

2.2 A lower bound on the repair bandwidth

Let C be an (n, k, d,l) MSR code and suppose that each coordinate of a codeword C' € C is written on a
vertex of a graph G(V, ) with |V'| = n. Suppose further that the coordinate Ct, f € [n] is erased, or, as
we will say, that the node vy has failed. Let D C V\{vs},|D| = d be a set of helper nodes. To repair
the failed node, the helper nodes provide information which is communicated to vy over the edges in £.
If one discounts the connectivity constraints, then to accomplish the repair, each of the helper nodes sends
the information to the failed node over the shortest path in GG, and the intermediate nodes simply relay this
information further, possibly supplementing it with their own data. We call this repair strategy accumulate
and forward (AF). To examine options for more economical repair including intermediate processing (IP)
of the information, we begin with deriving a lower bound on the repair bandwidth.

Before proceeding, let us further specify our assumptions. We assume that for the failed node vy,
the helper nodes D are chosen to be the d closest nodes to vy in terms of the graph distance'. These nodes
can be found by a simple breadth-first search on G starting at vy. Denote by G p = (V¢,p, Ef.p) the
subgraph spanned by {v¢} U D. Let t = max,ep p(v,vy). We will use the following notation for spheres

and balls around vy in Gy p :

Tj(vf) = {v € Vip: pv,v5) = j}, Ni(vg) = U Lj(vy),

""This assumption is not restrictive because, whenever the set D spans a connected subgraph, our bounds on communication
complexity apply for the information processing within that subgraph.
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and we refer to the vertices in I'j(v¢) as the helper nodes in layer j. The case ¢ = 1 corresponds to the
much-studied repair scenario for complete graphs [16], and therefore we exclude it from consideration.
Observe that the graph G ¢ p is not necessarily unique; in particular, there may be multiple possible choices
for the helper nodes in the ¢-th layer.

In the next lemma, we derive lower bounds on the amount of information contributed by a group of
helper nodes for the purposes of repair. The lemma is phrased in information-theoretic terms. We assume
that the information stored at the vertices is given by random variables W, i € [n] that have some joint
distribution on ()™ and satisfy H (W;) = [ for all 4, where H (-) is the entropy. For a subset A C V we
write W4 = {W;,i € A}. Forany B C [n], |B| = k, we have that H(F|Wp) = 0 where J is the original
stored file of size M = ki, i.e., the file & can be retrieved from the contents of any k£ nodes. Let Sif be
the information provided to vy by the ith helper node in the traditional, fully connected repair setting, and
let S{7 = {Szf ,i € D}. The RV Sif is a function of the contents of the node v;, and the RVs Sl-f ,ieD

determine the contents of v, or formally,

(i) H(S]|W;) =0,

(i6) H(Wy|Sp) = 0.

From the cut-set bound [16] it follows that H (Slf ) >1/(d — k + 1), and we assume that this is achieved
with equality, i.e., the codes we use have the MSR property. In the next lemma we bound below the amount
of information sent by a subset of helper nodes in an MSR code. The proof that we give is close to the

arguments that have previously appeared in the literature, see for instance [68].

Lemma 2.2.1. Let vy, f € [n] be the failed node. For a subset of the helper nodes A C D let Rf; be a
function of W 4 such that

H(Wy|RY, 5%, 4) =0. @2.1)
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1If|A| > d—k+1, then

H(R) > 1.
2)If|A| <d—k, then
All
H(R) > AL
(RA)_d—k+1

Proof. Part (1): By the assumption (2.1), given the contents of all the nodes in D\ A, the information

contained in RQ is sufficient to repair vy, i.e.,

H(Wy|R), Wpy4) = 0. 2.2)

We have |[D\A| < k — 1. Consider a set B C A with |[B| =k — 1 — | D\ A|. Now,

H(RY, Wp\a, Wg) = H(R),, Wp\ 4, Wy, Wg) > ki, 2.3)

where the equality in (2.3) follows from (2.2) and the chain rule, and the inequality follows from the MDS

property of MSR codes because | D\ A| + |B| + 1 = k. Next observe that

H(R), W4, Wg) < H(RY) + H(Wp\ 4, W)

= H(RL) + (k - 1)1, (2.4)

where the equality again uses the independence of any k& — 1 coordinates in an MDS code. Combining
(2.3) and (2.4), we obtain the claimed inequality.

For Part (2), let C' C D\ A such that |C| = k— 1 and let I = D\{AUC'}. By the assumption (2.1),
we have

H(W| R, We, 81) = 0. (2.5)
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Now,

H(R), We, S) = H(RY, Wy, We, ST) > H, (2.6)

where the equality in (2.6) follows from (2.5) and the chain rule, and the inequality follows from the MDS

property and the fact that |C'| = k — 1. Next observe that

H(R), Wo, 57)

< H(R) + H(We) + H(S])

2.7)
<HR)+HWo) + > H(S])
ieD\{AuC}
(d—(k—1)—|A]L

= H(R) + (k— 1)l +

d—k+1

where we again use the independence of any k£ — 1 coordinates in an MDS code. Combining (2.6) and

(2.7), we obtain the claimed inequality. O
Rephrasing this lemma, we obtain a lower bound on the amount of information transmitted between

the layers in G ¢, p.

Proposition 2.2.2. Let Rj-c be the random variable denoting the information flow from the j-th layer to the

(j — 1)-th layer. Then

‘ Ug:j INCHI 'l}

7y > mi
H(Rj)imln{l, - hil

Proof. Follows from Lemma 2.2.1 by taking A = Uﬁszi(vf). O

Note that Rf in the above proposition represents the joint information transmitted by all the nodes
in layer j to layer j — 1 and hence it does not account for any other communication occurring among the
helper nodes. If G p is a rooted tree, such communication does not occur, and this will be the main (but

not the only) case studied below. In this case we can make our arguments more precise.

Let T’y be a rooted spanning tree of G’y p with root vy (see Fig.1), then it defines the set of de-
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Figure 2.1: Repair tree of the node vy

scendants of each node in 7. Let D(v;) be the set of descendants of v;, and let D*(v;) = D(v;) U {v;}.
The total communication complexity of node repair using the tree 7T’ is bounded below in the following

proposition.

Proposition 2.2.3. Let Jf = {v € V(Ty)\{vs} : |D*(v)| > d — k + 2}. The total communication
complexity 3 for the repair of node vy on the repair tree 1’ is bounded as
D*(v)|!
B> |l + > [l 2.8)

d—k+1
veV(Tr)\({vy}UJy) +

Proof. For every non-root node v ¢ J, we have |[D*(v)| < d — k. Since T is a tree, any outflow of
information out of the subtree spanned by D*(v) passes through the node v, so it needs to transmit at least
|D*(v)| - 1/(d — k + 1) symbols to its immediate parent in 7y by Lemma 2.2.1. Similarly, every node

v € Jy needs to transmit at least [ symbols to its immediate parent by virtue of Lemma 2.2.1. O

For comparison purposes we also write out an expression for the AF repair procedure of MSR codes,
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described in the beginning of this section. Its repair bandwidth can be found as

l
= N, iITi(vp)]) 2.9
Bar = (#(d = [Ni-1(vy) +Zyvfdk+1 2.9)
Note that for any node v ¢ Jy, the AF strategy is trivially optimal. At the same time, for nodes v € Jy a

better communication strategy is not a priori ruled out. This problem is addressed in the next section.

2.2.1 A bound for repair of multiple nodes

Before proceeding further, let us note a simple extension of Lemma 2.2.1 to the case of multiple failed
nodes, which is often studied for regenerating codes under full node connectivity [88]. The repair of
multiple nodes in a graph depends on their mutual placement and their connections to the helpers, and
gives rise to several options. Denote by F' C V the set of failed nodes, and let |F'| = h > 1. To keep the
argument manageable, we assume that recovery of all the nodes in F' relies on a common set D of helper

nodes. With this assumption Lemma 2.2.1 affords the following extension.

Lemma 2.24. Let F' C [n],|F| = h,1 < h < n — d be the set of failed nodes. For a subset of the helper

nodes E C D let Rg be a function of S g such that

H(Wp|R, Sh ) = 0. (2.10)
1)If|E| > d—k+ h, then
H(RE) > hi
2)If|E| <d—k+h—1, then
h|E|l
F
H(Rp) 2 d—k+h

The proof follows closely the proof of Lemma 2.2.1 and is included in the Appendix for complete-
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ness. As above, in Lemma 2.2.4 we sidestepped the specific way of communicating the information from
the helpers to the failed nodes, limiting ourselves to the lower bounds on the information provided by the
helpers. The communication complexity of implementing the repair depends on the topology of the graph
and on the relative location of the failed nodes and the helpers. In Sec. 2.4 we present a construction
that, under certain assumptions, attains the bounds of this lemma, performing the intermediate processing

instead of relaying and gaining in communication complexity over the AF protocol.

2.3 MSR constructions for repair of graph vertices

In this section we show that linear MSR codes support a repair procedure that attains the lower bound
(2.8) on the communication complexity. While this procedure is general, we begin with illustrating it for
product-matrix codes of [59]. Then we consider several examples of graphs, estimating the savings of
repair complexity compared to the AF repair. After that, we show that conceptually the same procedure
applies to the diagonal-matrix codes of [88], and then briefly discuss a general version of this repair

protocol as it applies to all families of F-linear MSR codes.

2.3.1 Product-matrix (PM) codes

We begin with briefly recalling the code construction. Fix the code length n and the dimension parameter
k, and take d = 2k — 2,1 = k — 1. The code € : FE(:=1) — F” encodes k(k — 1) symbols of F into a
codeword of length n with each coordinate formed of [ symbols. To define this mapping, form a matrix
M =[5 ] S2]T, where S7, .52 are symmetric matrices of order /. The number of unique symbols in M

equals 2(1451) = k(k —1). Nextlet z;,i = 1,...,n be distinct elements of IF, let

(I):[lea"',?bn}T
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be a Vandermonde matrix with rows of the form ¢; = (1, z;, ... ,xé_l) and take A = diag(A1,...,A\n)
with \; = 2!,i = 1,...,n. Now form an n x 2] matrix ¥ = [®, A®] The encoding mapping € sends the
matrix M to C' = WM, which is an n x [ matrix, and thus the contents of the node v;,7 = 1,...,n is
given by the product

Ci == ¢, 2hdi] M = $:S1 + N So. @2.11)

To describe the repair procedure from [59], suppose without loss of generality that the helper nodes
form the set D = {1,...,d} and that the failed node’s index is f € [n]\[D]. The original node repair
(erasure correction) procedure proposed in [59] proceeds as follows. The information downloaded by the
failed node vy from the helper node i € D is given by (¢;S1 + X;$;S2) ?, i.e., each helper node provides
one symbol of . Thus, the failed node downloads a d-dimensional vector y = y¢ p given by

T
B T S10¢
y=VYpM¢y; =¥p , (2.12)

Soo}
where U p is the submatrix of ¥ formed of the first d = 2! rows. The matrix ¥ p is square d x d and it
is invertible by construction, so we can compute the vectors (Sl(b?)T = ¢751 and (Sg(;ﬁ?)T = ¢yS>. By
(2.11) the sum ¢ ¢S1 + A ¢Sz equals C, and this completes the repair process.
Now we will modify the repair procedure in a way that supports processing the information received

by the nodes in the repair tree as it is passed to the failed node vy. Note that by (2.12)

¢rMT = y"(UE) 7 (2.13)
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Using (2.11), (2.13), the contents of the node vy can be written as

I I
Cyr=¢rM" =y (¥
)\ffl )\fIl
I
Introduce a d x [ matrix U := (V1)1 and denote its rows by U;,7 = 1,...,d, then we have
)\fIl
d
Cr=> wli. (2.14)
i=1

Note that the matrix U does not depend on the codeword, and can be precomputed. Overall this rewriting
of the repair process (2.12) enables us to separate the contributions of the helper nodes, and offers savings
in the communication cost of repair. Recalling our notation D*(v;), suppose that, instead of transmitting
the symbol y; to its parent, the node transmits the sum » jeD(vi) Yi U;. Since we are now moving vectors
rather than individual symbols along the edges of T', this may seem wasteful; however remember that the
symbols are relayed many times, and that from some point on, the repair process has to move at least [
symbols along the edge by Lemma 2.2.1. To justify the savings, suppose that |D*(v;)| > d — k + 2 = k,
then forwarding the symbols (y;,j € D*(v;)) from v; to its predecessor in T’ amounts to sending at least
k symbols, whereas transmitting the sum > p« () y;U; requires [ = k — 1 transmissions.

Therefore, the communication for repair can be summarized as follows. First, the leaf nodes in T’
send their symbols y; one level up, then the nodes that received these symbols send them together with
their symbols y;, etc. If at any stage a node v; has d — k 4+ 1 or more descendants, then it switches to

transmitting

>yl (2.15)

JED*(v;)

Finally if a node v; received a vector » jeD(v;) Yi U; from its immediate descendant, it adds to it the vector
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y;U; and forwards it to its parent in 7’;.
In summary, we have shown that, for every node v; € Ty with |D(v;)| > d — k + 1 descendants in
T there exists a repair procedure under which v; transmits exactly [ symbols of I to its parent in T'. This

proves the following theorem.

Theorem 2.3.1. Suppose a codeword of a PM code C is written on the vertices of a graph G, and let T’y be
the repair tree of a failed node vy. There exists an explicit repair procedure that achieves the lower bound

in (2.8) with equality.

To match the above procedure to the bound (2.8), recall that each helper node in the PM code

construction provides one symbol of [F for repair.

2.3.2 Examples of graphs

Let us give a few examples in which the proposed repair procedure gains in communication complexity
over the AF repair. For simplicity we will assume that each helper node provides one symbol of [F for the
repair of vy.

1. Suppose that the repair tree T is a star with d rays in which vy is one of the leaves and the
remaining d vertices serve as the helper nodes. Using the AF repair, each of the nonerased leaves sends its
symbol to the center, which then sends d symbols to vy, so o = 2d — 1 = 4k — 5. At the same time,
Bip = 3k — 4 because the symbols of the helpers other than the center are aggregated using (2.15) before
relaying to vy. Another elementary example, which also shows improvement, arises when the repair tree

T is a path on d + 1 vertices.

2. Regular tree. Suppose that G is an (r 4 1)-regular graph, and the repair tree Ty of every node is
(r + 1)-regular as shown in Fig.1. We need to take the depth ¢ of the tree to satisfy (r + 1) Zz;(l) rt > d;

suppose for simplicity that this holds with equality. The communication complexity of the AF repair is
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t—2

Bap=td — (r+1)Y (t—i—1)r'"
i=0
Suppose that » > d— k+ 1, then from the next to last layer we can switch to uploading the linear combina-

tion of the form (2.15), resulting in the repair bandwidth Sip = d+ (d —k)(r+1) Zg;g rt. The difference

t—2

Bar = Bp = (t—1)d—(r+1)> (d—k)+ (t—i—1)
i=0
is positive if d%.lk is small, i.e., if d > k is close to k. Note that the regime of small d — k arises also as a

sufficient condition of repair bandwidth savings for random graphs in Sec. 2.6.

3. Galton-Watson tree. Having in mind a scenario in which the helper nodes are chosen randomly
and independently by the nodes already included in the repair tree T, suppose that it is constructed fol-
lowing a branching process with the root vy, resulting in a Galton-Watson ensemble of random trees T .
In this example we choose a simple “offspring pmf” under which a node has 1 or 2 descendants with
probability p and 1 — p, respectively. Let Z; = |I';(vy)| be the total number of vertices in layer ¢ of T.
Thus, Pr(Z; = 1) =p =1—Pr(Z; = 2) where p € (0, 1) is chosen to satisfy m :=E(Z;) =2 —p > 1
so that we are operating in the supercritical regime. Assuming that a tree of depth ¢ suffices for repair, we

have
t—1 t—1 .
Bap=td—» (t—i)Z; E[Bar) =td— Y (t—i)m'.
i=1 i=1

If we assume that the intermediate processing technique can be applied to layers 7, 1 < ¢ < s, then an easy

calculation yields

s t—1
E[Bwp] = (t—S)d+(d—k+1—t+s)Zmi— Z (t —i)m’
i=1 i=s+1

and so

E[,@Ap—ﬁlp]:Sd—Z(Q—p>i(d—k+1+8—i)

i=1
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which is positive for small values of d — k and large d.

2.3.3 Diagonal-matrix MSR codes

While the product-matrix codes are limited by the code rate k/n < 1/2, the construction of [88] removes
this limitation, providing explicit families of exact-repair MSR codes for all possible values of n — 1 >
d>k.

The codes in [88] are defined in terms of the parity-check matrix which has a block diagonal struc-
ture. Below we assume that the parameters of the (n, k, [) array code C are fixed, and thatd = n—1,1 = r",
where r := n — k. The code is defined over a finite field I of size at least rn. Let {)‘i,j}ie[n],j:O,l,...,r—l be
rn distinct elements of F. For an integer a € {0, 1, ..., — 1} let a; be the i-th digit of its r-ary expansion.
Fori = 1,2,...,n define the matrix A; = diag(\iq,,a = 0,...,1 —1). The code C is formed of the

codewords C = (C1,...,C,) € (F!)™ that satisfy the following set of r parity-check equations:
n
dATCi =0, t=1,...,m (2.16)
i=1

Let C; = (¢ig,a=0,...,1 — 1)T. Since the matrices A; are diagonal, the parity check equations (2.16)
take the form

n
d MNlea=0, t=1,...,r,a=0]1,...1-1 (2.17)
=1

The node repair with no communication constraints proceeds as follows. Assume that the node
i € [n] has failed. We partition the set of coordinates (c; ,) into groups of size ~ whose indices differ only
in the 7th entry. Namely, start with some a € {0,...,l — 1} and consider the set of indices a(i,u) =

(any .oy @ip1, Uy a5—1,...,a1), w = 0,1,...,7 — 1. The information downloaded from the helper node
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J € [n]\{é} is given by ,ugi.) =Y""4e (i,u)- Writing (2.17) for each of the indices a(i, u), we obtain

j7a

)\ﬁ,uci,a(i,u) + Z >\§,aj Caiiw) =0, t=0,1,...,7m—1
J#i

Summing these equations on % and writing the result in matrix form, we obtain the relation

1 1 ... 1 Cira(i0) Sk 1)
(a)
Ai0 Aid e Aip—i1 Cia(i,1) _ z#i )‘j’“f”j?i ) (2.18)
Aot A AL | Gt | |25 Ny “5'?_

This equation permits recovery of the symbols ¢; 4(; ), 0 < u < 7 —1 of the failed coordinate, and varying
a, we recover the other groups of coordinates in the same manner.
To adapt this procedure to repair on graphs, assume that the failed node is ¢ = n and write the vector

on the right-hand side of (2.18) as [M@L, ,ugz)l, e uga_)m]VlT, where

V1 := Vandermonde(A1,4,, A2.a9s -« s An—1,a,_1)

is an r x (n — 1) Vandermonde matrix with columns defined by the arguments. The matrix on the left in

(2.18) is also Vandermonde, denote it by V5. With these notations, (2.18) can be rewritten as

[Cna(n0)s Cnatmys -+ Cnatnr—)Va = =l iy IV
or
[Cn,a(n,())a Cn,a(n,1)y - - 7Cn,a(n,r—1)] = [Mg(;)p M;?%? s 7/‘5:1—)1777,}(]
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n—1
=Sy, (2.19)
7=1

where we denoted U := —VI(Vil)~! and Uj is the jth row of U. This representation is essentially
the same as (2.14), and hence the generic distributed repair scheme described in Sec. 2.3 applies to the
codes considered in this section. Specifically, the matrix U is independent of the codeword, and can be
computed in advance, and once a node v in the repair tree has d — k£ 4+ 1 or more descendants, it switches

(7. This procedure supports repair bandwidth gains over the AF strategy for

to transmitting ZjeD*(v) Jmd

each of the groups of the node components mentioned above.

2.3.4 Node repair for general linear MSR codes

From the examples in the previous sections it is clear that the graph-based repair procedure defined in
(2.15) applies to any F-linear MSR code for which the information downloaded from the helper nodes
is an [F-linear function of their contents (all the known MSR codes are such). Indeed, the download
operation can be written as C'(D)U, where C'(D) is the contents of the helper nodes and U represents the
linear transformation of the form (2.15). Once we reach the helper nodes in T’ with at least d — k + 1
descendants, then we can switch to relaying linear combinations rather than the contents of the helper
nodes. The savings in repair bandwidth will be the same as for the two constructions considered above in

this section.

Remark (MBR codes): For the other extremal point of the storage-bandwidth trade-off [16], i.e.,
the Minimum Bandwidth Regenerating codes, the AF repair strategy is optimal in terms of the repair

bandwidth because the amount of downloaded information is minimized by the code design.
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2.4 Node repair for multiple failures

In this section we present a code construction for the repair of multiple nodes that attains the lower bound
of Lemma 2.2.4. We begin with specifying our assumptions. Suppose that the data is stored on a connected
graph G(V, E), and F' C V is a set of failed vertices of size h. Further, let D, |D| = d be the subset of
helper nodes. The data is encoded using an (n, k, d,[) MSR code, where n = |V| is the number of vertices.
The encoding scheme that we present below further assumes that the communication from D to F' passes
through some fixed node w € D as shown in Fig. 2 for h = 2 and F' = {vy, v2}. This assumption, taken
to fit the structure behind Lemma 2.2.4, suggests that we perform simple relaying along the path(s) from
w to the failed vertices. The repair process becomes more complicated if the failed vertices have different
access points to D, and we do not consider it here. We further assume that the set D spans a connected
subgraph Gp C G and denote by T;, a (rooted) spanning tree of Gp with root w. Finally, denote by
D, (v) the set of descendants of v € V(7)) in the tree T}, and let D7 (v) = D,,(v) U {v}.

Under these assumptions it is possible to write out a bound on the communication complexity of
repair within the set of the helper nodes until the data reaches the node w (after that the data is no longer
processed until it reaches the nodes in F'). The following proposition is an obvious extension of the bound

(2.8).

Proposition 2.4.1. Let J,,, = {v € V(Ty,) : Dy(v) > d — k + h}. The total communication along the
edges of T, for repair of the nodes in F' is bounded below as
Dr (v)|l
BD) > [Jusll+ > Dy v)

VEV (Tw)\Juo 1 d—Fk+h

Below we present a construction of codes and a repair scheme that meets this bound with equality,
attaining the minimum possible communication complexity of repair of the nodes in F' under the assump-

tions discussed above (it is possible that removing these assumptions enables one to further lower the
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communication cost). The scheme relies on the idea of cooperative repair [71]. In this setting, under the
full connectivity assumption, two or more failed nodes connect directly to the same set of helpers, evaluate

partial information about their contents, and then exchange the results to complete the repair.

U1 U2

HELPER SET D

Figure 2.2: Graph topology for repair of multiple nodes

We use this idea for repair on graphs wherein the information from helpers is transmitted along
some path to the failed node, relying on a family of cooperative codes constructed recently in [87]. The
savings come from the fact that in the course of this transmission we can perform intermediate processing
rather than simple relaying. In our presentation for simplicity we assume that d = k + 1, h = 2 as in Fig.
2.2. At the same time it will be obvious that the technique applies to all other feasible parameter regimes.

Let Cbe the [n, k,d = k+1,1 = 3x2"| cooperative repair MSR code from the family constructed in
[871%. Every coordinate C; of a codeword C' = (Cy, ..., Cy) € (F)™isavector {¢;pq : b € {1,2,3},a €

{0,1,...2™ — 1}}. For 2n distinct field elements {\; ; : ¢ € [n],j € {0,1}}, the parity check equations

2We could use other code families, for instance, the codes from [89].
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that define the code are

> N civa=0 V¥ tef{0,1,...,n—k—1}, a€{0,1,...,2" 1}, be {1,2,3}, (220)
=1

where a; is the i-th coordinate in the binary representation of a. Below we use the notation a(i,a; @ 1) to
denote the number obtained from a by flipping the ith bit in its binary expansion. Assume that the failed
nodes correspond to coordinates 1 and 2 and fix a value of @ € {0, 1,...,2"—1}. The standard cooperative
repair under direct connectivity (on a complete graph) proceeds in two steps. In step 1, helper node 7 sends
{citatcizanmar) e €{0,1,...,2"=1}} tonode I and {c;;1,04C; 3 a(2,0001) * @ € {0,1,...,2"—1}}
to node 2. Using a with b = 1 and a(1,a; @ 1) with b = 2 in (2.20) and summing the corresponding

equations, we obtain

t t t
Ao Clla T Al 0101,2,0(Laie1) T A0, (€210 + C22,0(1,a101))

n
+ ) X L (Cita + Cpataen) =0 (2.21)
1=3

forallt € {0,1,...,n — k — 1}. Equations (2.21) form a set of parity checks of an (n + 1,k + 1)
Reed-Solomon code, and hence knowing ¢; 1.4 + € 2.4(1,0,01) 8t k + 1 positions allows node 1 to re-
COVET C1,1,a5C1,2,a(1,a,01) and (21,0 + 0272@(1,&1@1)). A similar argument shows that node 2 can recover
21,05 C2,3,0(2,a001) AN (€1,1,0 +€1.3,0(2,a21))- In step 2 of the repair, node 1 sends (¢2,1,a+¢2,2.a(1,a,91))
to node 2 and node 2 sends (c1,1,4 + 0173,(1(27&2@1)) to node 1, which completes the repair of both node 1
and 2; for details see [87].

To see how intermediate processing at the nodes of the tree 77, can simplify repair on a graph of the
type shown in Fig. 2.2, observe that the first step above, node 1 seeks to learn three code symbols (namely
C1,1,a,C12,a(L,are1) ad (21,0 + €29 4(1,0101))) Of the (n + 1,k + 1) RS codeword, and it does so by

collecting k£ + 1 symbols from k£ + 1 helper nodes. In an RS code, once we know any k + 1 coordinates,
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all the other coordinates of the codeword can be computed via Lagrange interpolation and subsequent

evaluation. This can be expressed in matrix form as follows:

(Cil,l,a + Ci1,2,a(1,a191)

Cl,1l,a
(Ci2,1,a + ciz,?,a(l,m@l)
C1,2,a(1,a181) = U ... Ul
(c21,0 + C22.0(1,001))
_(Cz‘kH,La + Cik+1,2,a(1,a01©1) |
where i1, 79, ..., 141 are the helper nodes and the matrix U = [U; Uy ... Ug,1] is obtained by multiply-

ing an inverse Vandemonde matrix (Lagrange interpolation) and a matrix corresponding to evaluating the
obtained polynomial at the three coordinates being sought. Since the matrix U can again be pre-computed,
anode that has collected the values (¢; 1,0+ €; 2,4(1,a, 1)) from three or more helper nodes, can start trans-
mitting the corresponding linear combinations, much in the same way as was done in Section 2.3. The
above procedure is repeated for node 2 with appropriate adjustments to the subscripts in the last displayed
equation. Step 2 of the repair process is unchanged from that of the standard cooperative repair, and it
yields no communication savings. Exactly as in the case of a single failed node, viz., Theorem 2.3.1, we

can show that this procedure meets the bound of Lemma 2.2.4.

2.5 Repair with information exchange among the helpers

The bounds and constructions presented earlier in this chapter are focused on communication from the
helper nodes to the failed node. In this section we consider a more general problem (and potential sav-
ings in the repair cost) when the helper nodes may communicate with each other before transmitting the
information to the failed node. Recall that a variant of this problem was considered earlier in the literature
under very specific assumptions: The nodes in the storage cluster are organized in subsets, called racks,

and communication between the nodes in the rack does not count toward the repair bandwidth. This model
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enables one to derive tighter bounds on the cost of node repair [33], and there are families of codes that
attain these bounds [12].

Another version of information exchange in the context of erasure recovery appeared earlier in the
problem of cooperative repair, already mentioned in the previous section. In this setting (assuming full
connectivity) several failed nodes contact the same set of helpers and process the received information,
gaining some knowledge about their contents and about the contents of the other failed nodes. They then
exchange information to complete the repair. This problem, introduced in [71], is vaguely reminiscent of
repair on graphs because different nodes of the encoding acquire partial information about the contents of
other nodes. Below we make this link more precise by presenting an example of node repair on graphs
motivated by cooperative repair (albeit in a rather restricted setting).

We begin with establishing a framework for finding a lower bound on the total communication
complexity of repair for general graphs. Let us define some additional notation. Let an (n, k, d,) MSR
code be defined on a connected graph G = (V, E). Assume that the subgraph G¢p = (Vi,p, E¢p)
spanned by the failed node vy and the set of helper nodes D is connected. Construct a directed graph

G¢p = (Vip, Esp) as follows:
* For every edge (u,v) € Efp withu,v € D, add the two directed edges (u,v) and (v, u) to E p.
* For every edge (u,vy) € Ef p, add the directed edge (u, vs) to Ef p.

For an arbitrary communication protocol that repairs the failed node vy, let X, ,,, for (u,v) € E t.Ds
be the total number of symbols sent along the edge (u,v) during the complete protocol. Fix an order of
the edgesin £ = E +,p and let X be the vector of X, ,’s. Let P*(D) be the set of all non-empty subsets
of D. Define a binary matrix M of size (2% — 1) x |E| by setting Mg (yv) = L(u € S Av € S¢), where

5¢ = V;p\S. Letb € R~ with bg = 8- min{d — k + 1,|S|} forall S € P*(D).
Proposition 2.5.1. For the failed node vy and helper nodes D, the total communication complexity of
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repair is bounded below by the solution to the following linear program with | E| variables and 2% — 1

constraints:

minimize 17X
subjectto MX > b,

X

Vv
o

Proof. We only need to justify the inequality M X > b. For any set S € P*(D), Lemma 2.2.1 implies

> Xuw > RL > min{d—k+1,[S[}5.

(uv’U)EEf,D
ueS,weSe

Collecting these inequalities for all S € P*(D), we obtain the claimed set of constraints. O

The key observation here is that the quantity Rfl in Lemma 2.2.1 represents the total outflow of
information transmitted from the set of nodes A for the repair, and hence the bounds still hold irrespective
of the communication among the nodes in set A.

In the remainder of this section we consider two settings in which the bound of this proposition
enables one to prove optimality of communication for recovery while allowing communication between
the helper nodes, namely when the failed node has the largest and the smallest possible number of helpers,
respectively, as immediate neighbors. In both cases we allow arbitrary communication among the helper

set.

2.5.1 The case of the complete graph

This case corresponds to the original repair problem of [16], and the cut-set bound provides the minimum
required download per helper node for the repair of a failed node. In this model, the transmitted data of
each helper node is a function of its own stored content only. Can communication complexity be reduced

if the helper nodes are allowed to exchange information before communicating with the failed node? An
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easy corollary of Proposition 2.5.1 and Lemma 2.2.1 implies that in case of MSR codes the answer is

negative.

Proposition 2.5.2. For the complete graph K, the communication complexity is bounded below by d

and is achieved by having all the helper nodes directly transmit 3 symbols to the failed node.

Proof. Consider the assignment of variables of the LP problem X* with X , = B1(v = vy). Itis
clearly feasible because it corresponds to all the helper nodes transmitting 5 symbols to the failed node.
Indeed, this assignment satisfies the bounds of Lemma 2.2.1 and thus also the inequality constraints of
Proposition 2.5.1. Next we show that X* is optimal by considering the dual LP problem, which has the

form

maximize b'Y

subjectto MTY <1,

Take the assignment of variables Y* with Y& = 1(|S| = 1) for all S C D. Since for two different
S; = {v1} and Sy = {v,} any edge (u,v) € E can belong to at most one of the cuts (51, S¢) or (Sa, S5),

we have that M7Y* < 1. Since 17 X* = bTY* = df3, we conclude that X* is indeed optimal. ]

2.5.2 The case of two neighbors

Assume that the information is encoded with an [n,k,d = k 4 1,[] MSR code and stored on a graph
G(V, E) with |V| = n. Consider the repair graph (no longer a tree) shown in Fig. 2.3 with the failed node
vy connected to two helper nodes which connect to the remaining subset of the helper set.

We will prove that for this graph the minimum required communication for repair equals (d+1)5 =
(k+2)f. To show this, assume that the failed node v relies on a set D of k + 1 helpers for repair, and that
it is connected to two of them, denoted v; and vo. Assume further that the & + 1 helpers span a complete

graph K} 1, where k is the dimension of the MSR code used for the encoding of the data. To link this
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vf

U1 U2

Lo(vy)

k — 1 nodes

Figure 2.3: Repair graph of the node vy that attains the LP lower bound

graph to the LP problem of Prop. 2.5.1, construct a directed graph by replacing every edge between a pair
of helpers with a pair of opposing directed edges, and make a directed edge from each of vy, v2 to vy.

Thus, the new set of directed edges is

E = {((vi,vj),vi,v; € D), and (v, vy), (v2,vy)}

To construct a primal LP program, assign

B ifueTy(vy) U{va},v =11

up) — V2B ifu=v,v=10;

0 otherwise.

This assignment defines a valid repair protocol, so it’s a feasible solution of the LP problem which gives

the value of the objective function to be

17X =(d-1)p+28=(d+1)8 (2.22)
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Construct a dual program Y* = (Y§)g by setting

o3 i[5 =2,5# {v1, v}

oy
I

0 otherwise.

The vector Y* is a feasible assignment of the dual program. To show this, consider an edge (u, v) with
u € D. Our argument depends on whether v € D or v = vy. In the first case, the row of M T contains
d — 2 ones which correspond to the cuts in G4, that contain the edge (u, v) (there are exactly d — 2 such
cuts), so this row times Y* equals one. If v = vy, then u is either vy or vo. Say it is vy, then the row
(vi,vy) contains d — 1 ones which correspond to the cuts that contain the edge (v, vy). Further, Y* = 0
in the coordinate S = {v1, v}, so the nonzeros in the vector Y* and the (M7),, vy overlap in d—2 places,
again satisfying the constraints of the dual program.

To compute the value of the dual problem, note that Y* # 0 in (g) —-1= w coordinates,
and the corresponding entries in b are set to 23. Thus, b’ Y* = w : ﬁ -2f = (d + 1)8, which
equals the value of the primal problem, proving that the repair protocol defined by it yields the minimum
possible communication complexity. Finally, we argue that if there does not exist a repair protocol that
performs better in terms of complexity when the helper nodes form the complete graph, then there cannot
exist a repair protocol that performs better for any sub-graph of the complete graph.

The repair bandwidth (d + 1)/ can be attained by sending the data from all the helper nodes but v;
to the node v1, combining them and passing the result to v (which is the IP repair discussed earlier). This
repair protocol does not involve two-way communication between the neighboring helper nodes. We now

construct another protocol that does involve it, while still having the same communication complexity of

repair.
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2.5.2.1 An alternative optimal protocol with two way communication

We present an encoding/repair scheme for the example in Sec. 2.5.2, Fig. 2.3 that enables recovery of the
contents of the node vy which assumes that the nodes in I'; (v¢) exchange information before passing the
repair data to the node vy. The construction shares some features of cooperative repair, and it relies on
a code family constructed earlier for the case of the complete graph K, [88, Sec.IV]. Namely, suppose
that the information is encoded with an [n, k,d = k + 1,1 = 2"] MSR array code C and the codeword
coordinates are placed on the vertices of a graph G(V, E') with |V | = n. Suppose further that the repair
graph of the failed node vy is as shown in the figure. In accordance with [88], Construction 2, we will
assume that each helper node provides 3 = 2"~ symbols for the repair of v I

Let C = (c1,¢2,...,¢,) € Cbe a codeword with ¢; = (¢;0,¢i1,...,Ci1—1) € F'. The code is

defined by the following parity-check equations:
n
> A cia=0 forallae{0,1,...,1—-1}, t€{0,1,...,n—k—1}
i=1

where (a1, a2, ...,ay) is the binary representation of a. Below we assume that vy = 1, that I';(1) =
{2,3}. and that T'y(1) = {4,5,...,k+2}. Forastring s = (51,52, ...,8,_x_2) € {0,1}"7*=2 consider
the set of 2#+2 values of a for which (aj3, g4, .. ., a,) = s. Isolate a subset of this set by fixing a string
5= (51,89,...,8,_1) € {0,1}*~1 and collecting only those values of a for which (a4, as, . . ., ax12) = &.
Having fixed s and 3, we are left with 8 parity check equations which can be labeled by a binary vector

§e€{0,1}3

t t t
)\1751 Cl?(§7§78) + )\2352027(57375) + )\3753637(57578)

k+2 n
t t o
+ Z )‘i,éifsci,(é,é,s) + E )‘i,si_k_zci,(é,é,s) =0
1=4 i=k+3
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vV 5¢€{0,1}%, te{0,1,....,n—k—1} (2.23)
For fixed § and s, the \’s in the last two sums the same in all the equations. Define

(3,8) _
Ho 15 = Ci(000,5,s) T Ci,(010,3,5) T Ci,(100,3,s)

(8,8) _
M3 715 = Ci(000,5,s) T Ci,(100,3,5) T Ci (101,5,s)

Mg 2. = Ci,(001,5,5) T Ci,(011,3,5) T Ci (111,3,5)

H395 = Ci(011,5,s) T Ci,(110,3,5) T Ci (111,5,s)

For i € {4,5,...,k + 2} the helper node i sends ,ué H 2:#; 22 to node 2 and ,u,éslsz, u:(,) 22 to node 3.

Additionally node 3 sends uésls%, ,u(;;% to node 2 and node 2 sends ,u,(s 8%7 M;(g 5 to node 3.

Node 2, having ugslsz foralli € {3,...,k + 2}, can recover €1,(000,5,5) T C1,(010,4,5)» C1,(100,3,5)- 1O

see this, sum Eqns. (2.23) for § € {000,010, 100} to obtain

t t
A1,0(€1,(000,5,5) T €1,(010,3,5)) T A1,1€1,(100,5,5)

+ /\3,0(02,(0005,5) + 02,(100,5,5)) + )\5 ,1€2,(010,3,s)

?’)Oiugsls?) + Z)‘z 5 3#55151 + Z >‘z 3Si—k— oF 28151) =0
i=k+3

The multiplies of the \’s in this equation form a codeword of an (n+2, k42 = d+1) Reed-Solomon code.
Node 2 collects ug 1 2 foralli € {3,...,k+2} and it already knows (2 (000,5,5) 1 €2,(100,3,5))» €2,(010,3,5)>
and so it can recover (1, (900, s) T ¢1,010,3 s)) and ¢; ,(100,5,5)- Similarly, it can be shown that with ugs )
foralli € {3,...,k + 2}, node 2 can recover (¢ (001,5,5) T C1,(011,3,5)) ad €1 (111,5,5)-

Node 3, using pi(,)slsl) and ,uészsl) foralli € {2,4,5...,k+ 2}, can recover (cy (100,3,5) + €1,(101,5,5))

and ¢y,(000,5,5) and (017(110’&5) + Cl’(1117§75)) and ¢y (011,5,5)- Nodes 2 and 3 send these recovered linear
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combinations to the failed node, which can recover all ¢y (55 ) for § € {0,1}3. Finally this is done for all
§ and s, and this recovers the entire of node 1.

Communication Complexity: Each helper node i € {4,5,...,k + 2} sends two symbols to node
2 and 2 symbols to node 3 for each fixed 5,s. Hence they transmit 4 symbols each resulting in a total
transmission of 4(k — 1) for each fixed §, s. Similarly node 3 transmits 2 symbols to node 2 and node 2
transmits 2 symbols to node 3 for each fixed 3, s. Finally node 2 and node 3 total transmit 8 symbols to
node 1 for each fixed §,s. This is repeated for every possible § and s. Hence the total communication

complexity is

B=(4(k—1)+4+8).2k"1. gn-k=2

=" k4 =Bd-1)+1=(d+1)p

(since | = 2[). This matches the communication complexity of repair attainable with an IP protocol of

Sec. 2.5.2.

2.5.3 Can the repair bandwidth be lower than the IP protocol?

So far we have not identified cases in which communication among the helper nodes reduces the complex-
ity of repair compared to the IP protocol. That this may be possible is demonstrated in the next numerical
example in which the value of the linear program is below the repair bandwidth of the IP scheme. Note
that we still stop short of constructing an actual node repair scheme that would have this value of the
communication complexity.

Consider the graph G ¢ p in Fig. 2.4a with three direct neighbors of the failed node, and let d =

6,k = 5. We assume that vy = 1, and it is directly connected to helper nodes 2, 3 and 4. The six helper
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nodes form a complete graph Kg. The IP technique can achieve the complexity of 7 units by transmitting

along the spanning tree shown in Fig. 2.4b and performing IP (combining the data) at node 3.

(a) The repair graph (b) Repair using IP

Figure 2.4: An example with possibly smaller complexity than IP

To define the LP problem we construct a directed graph G #,p as explained in the beginning of this
section. The linear program of Prop. 2.5.1 in this case has value 6.75 and the assignments of variables are:
the primal program

1 ifue{23,4},v=1,

0.5 ifu,ve{56,7}u+#wv,
0.25 ifue {5,6,7},v e {2,3,4},
0 otherwise;

the dual program:

0.125 if|S| =25 c {2,3,4},

Y§=19025 if[S|=2,5 ¢ {2,3,4},

0 otherwise

Many more similar examples can be constructed for small-size graphs.
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2.6 Node repair on random graphs

In this section we analyze the distributed repair procedure in the case when the underlying graph G(V, E) is
sampled from the G,, , ensemble, where 0 < p < 1. We denote such a random element from the ensemble
as Gy, p. As before, we assume that the coordinates C1, ..., C), of a codeword of an (n, k,d) MSR code
are placed on the vertices vy, ..., v,. The main question that we address is finding relations between the
parameters p, n, k, d such that graph-based repair of the failed node with high probability results in lower
repair bandwidth than the AF strategy. Throughout this section we assume that each helper node provides
one field symbol for the repair of the (single) failed node.

We will assume that p > 10% because if G,, ;, is not connected, then with positive probability the
node vy is isolated, and repair is not possible (the notation f(n) > g(n) means that g(n) = o(f(n))). Fur-
thermore, Pg, (deg(vy) > d) = >, (7)p"(1 —p)™*, which goes to zero for n — oo if d >> np. Thus,
overall this is the parameter regime that may make the graph-based repair (possible and) advantageous
over the agnostic AF repair procedure.

Throughout we will assume that d = ©(n). For simplicity (without loss of generality) we also

assume that each helper node provides only one symbol of [F for the repair of the failed node.

We will use the following two results regarding the random Erdds-Rényi graphs (below P = Pg, ).

Lemma 2.6.1 ([8], p. 50; [26], Sec.7.1). (i) If p*>n — 2logn — oo, and n?(1 — p) — oo, then

P(diam(G,,p) = 2) — 1.

(ii) Suppose that the functions t = t(n) > 3 and 0 < p = p(n) < 1 satisfy

(logn)/t — 3loglogn — oo, pin!~t —2logn — oo,

P Int=2 — 2logn — —o0,
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then P(diam(G,, ) =t) — 1.

Lemma 2.6.2 ((14], Lemma 3). Suppose that p > 10%. Foranye >0andalli=1,...,|logn]|

P(|Ts(2)| < (14 ¢)(np)’) > 1 —1/log’n (2.24)

P(|Ni(z)| < (1+ 2¢)(np)’) > 1 - 1/log®n. (2.25)

2.6.1 Repair threshold

Let ¢ be a fixed integer. We say that t-layer repair of the failed node v is possible if

P(|N¢(v)] > d) — 1asn — oo

and call the minimum ¢ for which this holds the threshold depth for repair. Note that such a ¢ is a function

of n and p. The next proposition establishes a threshold for ¢-layer repair in terms of p.

Proposition 2.6.3. If

(np)t=t =o(n), p'n'~t —2logn — oo, (2.26)

then t is the threshold depth for repair.

Proof. To show that ¢-layer repair is possible, we observe that from Lemma 2.6.1, P(diam(G,, ;) =t) — 1
for all ¢ > 2. This implies that for any failed node v, all the other nodes in the graph are reachable in at

most ¢ steps, and in particular,

N¢(v)| = n > d. To show that ¢ is the smallest radius that supports repair,

observe that by (2.25) for any € > 0

P(|Ni—1(v)] < (1 +2€)(np)™t) — 1. (2.27)
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Since d is a linear function of n, we have the inclusion

{INt-1(v)| = d} C {[Ni-1(v)[/n >0} (n — o0).

Together with (2.27) this implies that P(|Ny—1 (v)|/n > 7) — 0 for any v > 0. O

Remark: Given t, the conditions (2.26) are satisfied if

n—(t—l)/tg(n) < p(n) < n—(t—Z)/(t—1)7 (2.28)

where g(n) > (2log n)l/ ¢. Rephrasing Prop. 2.6.3, we could say that for a given repair depth ¢ the

probability p(n) that satisfies conditions (2.28) is a threshold for repair of depth ¢ in the ensemble Gy, .

2.6.2 Repair bandwidth

In this section we estimate the communication complexity of node recovery on a random graph. Through-
out this section we assume that ¢ is the threshold for repair, i.e., conditions (2.26) hold for ¢, n, and p. We

alsoassumel =d—k +1

Proposition 2.6.4. The repair bandwidth Bap satisfies

P(Bar > td —o(n)) — 1

where t is the threshold for repair as given by (2.26).
Proof. Rewriting the expression for Sar in (2.9), we obtain

t—1

Bar = td =Y (t = )|[Ti(f)]-

i=1
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Let E; = {|T(f)| < (1 + ¢)(np)’} and notice that ¥ := N'_1E; C {Bar > (td — o(n))}. From Lemma

2.6.2 we know that P(Ef) < 1/ log®n for all 4, and thus

t—1

Pr(UZ{Ef) < > Pr(Ef) < t/log’n.
=1
Finally, P(BaF > td — o(n)) > Pr(E) > 1 — 1ogtzn — 1. O

This proposition implies that for large n, most of the helper nodes are at distance ¢ from the failed
node. Note that, assuming (2.26), Lemma 2.6.2 along with Lemma 8 in [14] imply that the size of the
neighborhood T';(v) with high probability grows as c(np)! for some constant ¢ < 1. This provides an
intuitive explanation of the claim of Prop. 2.6.4 for d = ©(n) and (np)'~! = o(n), implying that the AF
repair strategy results in a ¢-fold increase of repair bandwidth compared to full connectivity.

The next proposition gives further insights into the relationship between Sar and ¢.

Proposition 2.6.5. Let d = 0n,0 < 6 < 1, let k(n) be a function of n such that ¢ < k(n)/n < ¢ starting

with some n and let t be the threshold for repair as given by (2.26). We have

0 ift>¢c/d
P(Bar < k(n)) —

1 ift<c/s.

Proof. To prove the first claim in the proposition, compute

P(Bar < k(n)) < P(Bar < en)
t—1
- P(td =S (- i)Tivp)| < En)
=1
t—1
(D (¢ = DITi(vp)] = (t6 —)n)
1

1
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t—1

<P(Y(t = )ITi(vy)| = (15— en | E)P(E) + P(E°),

i=1

where the event E is defined above in Prop. 2.6.4. Conditional on E we have S"/Z1 (t — i)(1 + €)(np)’ =
O((np)t~1), and (2.26) implies that the first term — 0 w.h.p. To complete the proof notice that P(E¢) <
t/log®n — 0.

For the second claim, observe that

P(Bar < k(n)) > P(Bar < cn) > P(Bar < td) =1

concluding the proof. 0

Now let us show that the graph-based repair as defined in (2.15) or (2.19) with high probability has

smaller repair bandwidth. Below we denote x(n) = d — k.

Theorem 2.6.6. Let t be the threshold given in Prop. 2.6.3. Let x(n) be such that x(n)n*~1p* — 0 where

s <t — 1is the largest integer for which this condition holds. Then P(Sip < (t — s)d + o(n)) — 1.

Remark: Since pn — 00, it is easy to check that the assumptions of the theorem are non-vacuous,

i.e., the largest s satisfying the condition exists and is well defined.

Proof. Let T’ be the repair tree with the root vy. By assumption, the distance from the root to the leaves is
t, and we will assume that the helper nodes in I';(vy),i = t,t —1,..., s+ 1 simply relay their information
along the edges, while the nodes in N,(vy) transmit [ = d — k + 1 symbols given by a linear combination
of the form given in (2.15).

Then, for the failed node v, we have

t—s—1

Bip = (t — 5)(d — [ Ne—1(vf)|) + Z (t—s—1)|Ti(vg)| +(d—k+1) Z\I‘ (vp)]
=1 =1
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(t—sd—i—Z\F ve)l(d—k+1—(t—s)) Z T (vyp)|(t — 1)
i=1 1=s5+1

< (t— s)d—i—i\ﬂ(w)\(d— k+1—t+s)).
=1

Proceeding similarly to the proof of Prop. 2.6.4, we obtain

(511) (t—s) d+2 (1+€)(np)'(x (n)+1—t+s))21—s/log2n—>1.
1=1

Now using the assumption x(n)(np)® = o(n) finishes the proof. O

To conclude, we have shown a strict separation between the typical communication cost of node
recovery using the IP repair procedure and the graph-agnostic AF protocol when the number of helpers d

is only slightly more than k. Note the following simple corollary:

Corollary 2.6.7. Let t be the threshold given in Prop. 2.6.3. For x(n) = O(1),

P(,B[p <d+ o(n)) — 1.

Proof. By (2.26), for x(n) = O(1), the condition x(n)n*~1p® — 0 is satisfied for s = ¢ — 1. O

Corollary 2.6.7 supports the following intuition. Since x(n) is a constant, nodes in all layers but
the last can do a very high amount of compression and hence the contribution of those layers to the total
communication complexity becomes insignificant; the complexity is primarily determined by the number
of helper nodes in the last layer which is approximately d. This implies that even in random graphs where
we do not have direct connectivity among all the helper nodes and the failed node, it is possible to bring
down the communication complexity to the same order as that of the case of direct connectivity using IP.

The above theorem and corollary suggest that the communication complexity is primarily controlled

46



by the two parameters p(n) and x(n). One can ask the question, for what values of these parameters, does
the complexity become significantly higher than that of the complexity of repair under full connectivity,
i.e., d. In other words, we wish to study the behavior of 5* — d where 5* is the minimum complexity
over all possible repair schemes®. In this regard, Corollary 2.6.7 says that for x(n) = O(1), we have
p* — d = o(n) with high probability. We will now show that for sparse graphs with high probability the
repair becomes significantly more complex than sending d symbols. The following theorem quantifies this

claim. Its proof relies on Lemma 2.2.1 together with another lemma from [14].

clogn
n

Lemma 2.6.8 ([14], Lemma 2). Suppose that p > for a constant ¢ < 2. Then with probability at

least 1 — o(L), we have forall 1 <i <n

n

9 ,
T3 ()| < E(np)’ (2.29)
10
|Ni(z)| < ?(np)’. (2.30)

Theorem 2.6.9. For p(n) = o(X™)), we have P(8* — d = O(n)) — 1.

n

Proof. Given p(n), let t be the threshold for repair as given in Prop. 2.6.3. Clearly, any helper node
v € Ny(vy) needs to transmit at least one unit of information, so 8* > d — |N;_1(vy)|. Let F, :=
{Ti—1(vs) < 2(np)'~'}. Now consider a node v € Ny_q(vy). From Lemma 2.6.8, the immediate
neighborhood of this node satisfies

IP’<|F1(U)| < %np) >1- 0(2)

n

for some constant ¢ < 2. Let D(v) be the immediate descendants of node v in the repair tree. For every

§ > 0, there exists an n; such that |D(v)| < [T1(v)| < Znp with probability at least 1 — % for every

c

n > ny. Further, since np = o(x(n)), for every € > 0, there exists an ny such that np < ex(n) for every

30ur arguments rely on the information-theoretic lower bounds, so they indeed apply to all possible repair schemes.
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n > ny. Combining, these two statements, we claim that the event E,, . , := {|D(v)| < ex(n)} satisfies

P(E; . ,) <d/nforalle,d > 0,n > max(n,ng).

v,€,m

Since this is true for all v € I';_1 (vy), we have

]P(UUEthl(Uf)E’g,E,n) = ]P(UUEthl(Uf)E’g,E,n|Fn)P(Fn) + P(Uvertfl(vf)E’tc),E,n|FT(7:1)]:P(FT(7:1)

) o

where the last step follows because by the definition of the threshold ¢, (np)!~! = o(n). This implies

that P(Nyer,_, (v;)Ev,en) — 1 forall € > 0. Now by Lemma 2.2.1, for [D(v)| < x(n) the outflow of
communication from the set D(v) U {v} has to be at least | D(v)| + 1 and by the above analysis this is true

for all v € I'y_1 (vy) with high probability. This implies that with high probability

B> d—INalpl+ S (D) +1) 2 d = [Nioa(p)] + Tulog) = 2(d — [Nia(v)]).
vely_1(vy)

Finally, noting that P(|N;—1(vy)| = o(n)) — 1 gives the desired claim. O
This theorem gives a sufficient condition for the separation of complexity of repair on a complete

graph and a sparse random graph.

2.6.3 Random regular graphs

In this section we briefly address node repair on random regular graphs. We single out this ensemble from
a multitude of other options because it is conceivable that the architecture of the storage system places the
same number of servers in close proximity to any single server, and this is modeled by a regular graph.

Let Gy, be the set of all r-regular n-vertex graphs with a uniform distribution on it. We denote a random
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element from this ensemble by G, ,. Assume again that the data is encoded with an (n, k, d, ) MSR code,
and the coordinates C'q, . . . , (), of the codeword are placed on the vertices vy, . . ., Up.

We will derive conditions on the parameters k = k(n),d = d(n) and r = r(n) such that as
n — oo, with high probability the graph-based repair process is advantageous over the AF strategy. We
again assume that d = O(n). Denote by G, ,, the ensemble of graphs with n vertices and m edges and let
Gn,m be a random graph sampled from it.

For the purposes of node repair we need the graph to be connected. In [7], Bollobds showed that
Gy, 1s r-connected with high probability.

Recall that a property of graphs is called increasing if it is inherited from a subgraph to any graph

that contains it. The following equivalence between properties of G, ,,, and G,, - will be used below.

Lemma 2.6.10. ( [26], Corollary 10.11) Let £ be an increasing property of graphs such that G, ,,, satisfies
L with high probability for some m = m(n), where nlogn < m < n?. Then Gn,,r satisfies £ with high
2m

probability for r = r(n) ~ <2,

n

The following proposition is a counterpart to Prop. 2.6.3 for random regular graphs. Here the

definition of the threshold depth of repair is the same as in Sec. 2.6.1.

Proposition 2.6.11. Let d = dn,0 < § < 1 and let t be a fixed integer. Then t is the threshold depth for

repair if

t
1 =o(n), = —2logn — co. 2.31)
n

Proof. For finite ¢, |N;_1(v)] < Y1217 = ©(r') = o(n) < d and so (t — 1)-layer repair is not

possible.

For the other direction, let 7(n) satisfy relations (2.31). Take p(n) = ") then by Prop. 2.6.3

n

Gy,,p satisfies t-layer repair with high probability. Recall a basic fact that the ensembles G,, , and G, ,,, are
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equivalent for all monotone properties (i.e., graphs sampled from them either both have the property w.h.p.

or they both do not). Therefore, the graph G, ,,, with m(n) ~ %2 p(n) = %(") affords t-layer repair with
high probability. Now, satisfying ¢-layer repair is a monotone increasing graph property and so by Lemma

2.6.10 we have that G,, , affords ¢-layer repair with high probability. O

With the threshold conditions established, counterparts of Prop. 2.6.4, 2.6.5 and Theorem 2.6.6
can be proved for G, , by simply replacing np with r and proceeding along similar arguments (which
are in fact simpler because the neighborhood sizes of a vertex afford uniform bounds). In the following

statements, given without proofs, ¢ is the repair threshold as defined in (2.31).

Proposition 2.6.12. The repair bandwidth Sar satisfies

P(ﬁAF > td — 0(71)) — 1.

Proposition 2.6.13. Let d = on,0 < § < 1 and let k(n) be a function of n such that ¢ < k(n)/n < ¢

starting with some n. Then

0 ift>¢c/s
P(Bar < K(n)) —

1 ift <c/é.

fort > ¢/§ we have P(Bar < k(n)) — 0.

Theorem 2.6.14. Let d — k = x(n) be a function of n such that M — O where s < t — 1 is the

largest integer for which this condition holds. Then P(Sip < (t — s)d + o(n)) — 1.

Similarly to the case of G, ;, this shows a strict separation between the typical communication
cost of node recovery using the IP repair procedure and the graph-agnostic AF protocol under a certain
assumption on y(n). A theorem that parallels Theorem 2.6.9 can be also easily established (note that the

bounds of the form given in Lemma 2.6.8 for regular graphs come for free).
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2.7 Concluding remarks

In this chapter we posed and advanced the problem of erasure correction (node repair) when the elements
of encoded information are placed on the nodes of a graph, adopting the total amount of communication for
repair as the figure of merit in the analysis. The main difference of this problem from the standard setting
of regenerating codes stems from the fact that most helpers are not directly connected to the failed node,
and the information transmitted by them can be processed by the intermediate nodes or combined with
the contents of these nodes. We showed that the intermediate processing scheme can be implemented by
linear MSR codes, attaining the general lower bounds on complexity derived in the chapter. These results
were also extended to the case of multiple failed nodes. We also established a framework for the analysis
of repair schemes when the helpers communicate among themselves before contributing data toward the
repair task, and gave simple examples when the arising complexity bounds are attained with equality.
Finally, we studied the repair problem when the underlying graph is random, establishing bounds on the
edge probability under which the intermediate processing scheme provides complexity savings compared
to simple relaying.

While the analysis in this chapter was limited to the MSR point, a natural question to ask is whether
the idea of IP extends to other regenerating code families at interior points of the trade-off curve. We
already remarked that the case for the other extreme point, i.e., MBR point is trivial in the sense that
the AF strategy is optimal. However, there are several other code families which have been constructed
to support exact repair for parameters corresponding to the interior points of the trade-off curve. In the
following chapter we explore this question in further detail.

The results of this chapter appear in [50,52].
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Chapter 3: Extension to Codes beyond the MSR point

3.1 Introduction

While the MSR case is the most widely studied, several interior-point code families are known in the
literature, among them layered [67] and determinant codes [22, 24], and a recent construction of [19],
called Moulin codes by its authors. In the previous chapter, we focused on the repair problem for MSR
codes, proving a lower bound on the communication complexity (bandwidth) of node repair on graphs. We
have pointed out that IP repair is possible for any linear MSR code, although the details of the procedure
depend on the family and are not immediate to work out. It has later become clear that IP repair is driven
less by the MSR property and more by the linearity of the constructions. In this part of our study, we
present IP repair procedures explicitly for several families of regenerating codes constructed in earlier

literature.

3.1.1 Review of Codes at the Interior Points

Recall from Chapter 1, that an [n, k, d, [, B, M| regenerating code satisfies the following cutset bound:

k-1

M < Zmin{l, (d—i+1)p}. (3.1)
=0

As mentioned before, different pairs of (I, 5) satisfying the above with equality give rise to different op-

timal points on the storage-bandwidth tradeoff curve (for functional repair). Due to the added complexity
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of keeping track of the decoding and repair strategies of functional repair, codes for exact repair are more
lucrative for practical implementation purposes. Clearly, the upper bound on the filesize of Eq. (3.1),
derived with the assumption of functional repair in [16], also serves as an outer bound for exact repair
and hence the tradeoff curve for exact repair lies somehwere above that of functional repair. It was first
showed in [68] and later in [78] that there exists a non-zero gap between the two curves and the two points
where they coincide are the two extremal points, namely the MSR and MBR points. Afterwards, several
attempts were made to quantify this gap by proposing better outer bounds for exact repair; see for exam-
ple [18,38,49,65] to name a few. At the same time, several works focused on constructing new exact repair
code families to approach the infeasibility bound from the other side, see [19,22,23] for example. This
has resulted in several explicit regenerating code families whose parameters are between the two extreme
points. These are collectively referred to as interior-point codes and in this chapter we shall study the
performance of these codes under our graph-constrained repair setting.

We continue with the system model defined in Sec. 2.1, with a finite field F' = F,, and with a
code @ C F™ whose codewords (C;, i = 1,...,n) are represented by [ x n matrices over I’ and each
coordinate (a vector in F') stored in a single storage node. The graph G(V, F) with |V'| = n, models the
connectivity constraints of the network where each node has direct access only to its immediate neighbors
in G. In the event of the failure of node vy € [n], D C V\{vs},|D| = d be the set of helper nodes
in the graph G that are the closest to v in terms of graph distance and information is communicated to
vy over the edges in Ey p. Since, we are not restricting ourselves to the MSR point anymore, i.e., the
code C is a general [n, k, d, [, 3, M] regenerating code, each helper node now contributes 3 symbols each

towards the repair of the failed node, where 3 can be any integer between 0 and /, and depends on

!
d—k+1)
the operating point of the trade-off curve. As noted before, the simple relaying technique (AF technique)

can be wasteful in high-depth repair graphs since the same data gets transmitted multiple times. This gives

rise to the problem of attaining savings by processing the information in the intermediate nodes relying on
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the IP approach, an idea that has already been explored for MSR codes in Chapter 2.

3.1.2 Overview of the results

We summarize the contributions of this chapter as follows:

* We prove a general lower bound on the repair bandwidth of any regenerating code which extends

the result from Sec. 2.2. This sets up a benchmark for IP repair in later sections.

* In Sec. 3.4.1,3.4.3, we design IP repair for two families of MSR codes, namely the product-matrix
(PM) codes and their generalization introduced recently by Duursma and Wang [20]. In doing
so, we shift the perspective, viewing them as evaluation codes, i.e., codes whose encoding can be
phrased as evaluation of a linear functional written in a convenient algebraic form. For the PM
codes, the results are already known from Sec. 2.3, but here we write the procedure in a different,

more compact and transparent form.

* Then in Sec. 3.4.5 we turn to interior point codes of [19], which also fall in the family of evaluation
codes. For this family, we explicitly formulate IP repair and estimate the repair bandwidth. Spe-
cializing the bound of Sec. 3.2 to these classes of codes, we compare the efficiency of IP technique
and observe the gap between achievability and the bound. In Sec. 3.5 we consider the family of
determinant codes [23], noting that their construction makes them a natural candidate for IP repair

on graphs.

* Finally, in Sec. 3.6 we study the other basic functionality of these storage codes, namely, data re-
trieval. We note that while the task of data retrieval from an MSR code defined on an arbitrary graph
becomes trivial due to their MDS nature, the situation changes when we lift the MSR constraint.
We estimate the minimum number of symbols required for data retrieval on graphs, and design a

retrieval procedure with optimal complexity at the MBR point.
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For each of the code families discussed, we observe that IP repair results in communication savings
compared to the AF procedure. A general statement characterizing the savings depends on the properties
of the graph G and on the choice of the helper set D in relation to the failed vertex. It is possible to write
it for some special graph families such as regular trees and other simple classes, as was done in Chapter 2,
Sec. 2.3. These statements were formulated for simple graphs such as the regular tree or a path, and they

were also extended to some ensembles of random graphs.

3.2 Bounds on the Repair Bandwidth

In this section we derive a lower bound on the minimum required transmission for a set of helper nodes
for repair of the failed node. The proof technique is similar to that of Lemma 2.2.1, with additional steps
needed to account for the lack of the MDS property of the code. As previously, let the information stored
at the vertices be described by random variables W;, i € [n] that have some joint distribution on (F!)" and
satisfy H(W;) = [ for all 4, where H (-) is the entropy. For a subset A C V we write Wy = {W;,i € A}.
Denote by Sif the information provided to vy by the ith helper node in the traditional fully connected repair

scheme, and let S’]J_f) = {Slf ,i € D}. By definition we have

H(S)) =8, H(S/|W;)=0, H(W[S]) =o0.

We also assume that H(F|Wpg) = 0 for any B C [n],|B| = k, which supports the data retrieval property.
Note, however, that unlike Sec. 2.2, the random variables {W; : i € [n]} do not necessarily satisfy the
MDS property anymore, as we are not restricting ourselves to the MSR point. Hence, we require the

following general result from [68]:
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Lemma 3.2.1. Forany A C [n],|A| < dandi ¢ A

H(W;|Wa) < min(l, (d — | A])).

The above information theoretic formulation of the repair problem, although proposed for the exact
repair problem, is also valid for functional repair with a slight modification: for functional repair we only
focus on the repair cycle of a single node with the help of d helpers whose repair has already been com-
pleted (See Section VI of [68]). Hence the random variable 7V now denotes the data to be reconstructed
at the failed node (which can be different from the data lost prior to this moment.). The next lemma forms
a simple extension of Lemma II.1 in Chapter 2, generalizing it to all functional and exact regenerating

codes at all points of the trade-off curve.

Lemma 3.2.2. Let vy, [ € [n] be the failed node. For a subset of the helper nodes E C D let R}; be a

function of S }; such that

H(Wy|RY, Sh, ;) = 0. 3.2)
If|[E| > d—k+1, then
k—1
H(RL) > M = min{l, (d —i+1)8}.
=1

In particular, at the MSR point we have H (Rg) > 1.

Proof. By the assumption (3.2), given the contents of all the nodes in D\ E, the information contained in
Rf; is sufficient to repair vy, i.e.,

H(Wy|RL, Wp\g) = 0. (3.3)

We have |[D\E| < k — 1. Consider a set A C F with |A| = k — 1 — |[D\ E|. Now, by (3.3)

H(RE,WD\E,WA) = H(RgawD\E7Wf7WA) = M7 (3.4)
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where the first equality in (3.4) follows from (3.3) and the chain rule, and the second follows from recon-

struction property because | D\ E| + |A| + 1 = k. Next observe that

H(RL, Wp\ g, Wa) < H(RL) + HWp\ g, Wa),

and so
H(Rpy) = M — HWp\p, Wa)
k—1
> M =) min{l,(d—i+1)8},
i=1
where the last inequality follows from Lemma 3.2.1. O

Corollary 3.2.3. For an optimal functional repair code that meets the cut-set bound of Eq. (3.1) with

equality, we have H(R};) >(d—k+1)p.

Note that at the MSR point (d — k + 1)3 = [ and we recover Lemma 2.2.1 from Chapter 2. In that
work we also showed that H (Rf;) = [ is achievable at the MSR point. At the same time for all other points
of the tradeoff curve, (d — k + 1) < [. Below in this chapter we show that the value H (Ré) = [ can be
achieved by some code families, and hence it might be possible to improve the bound. We note that the
constructions presented below do not reach the bound proved in this section, leaving an open question of

the optimal repair bandwidth for the IP repair technique and for codes other than the MSR/MBR families.

3.3 IP repair for linear regenerating codes

Referring to the notation of the previous section, our task is to recover the contents of 1. Denote by S ,]: €
FP the symbols of F provided by h for repair, and suppose that S /=g nf(Wh), where Gp, ¢« F' L FBis

a fixed F'-linear map determined by the code. If the symbols S ,]: are available to vy (say, if G is a complete
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graph) then the value of W is found as

Wi =350 rWhi)s Shor(Whs), 5 Shur(Why))

where F¢ p : (FP)4 — F'is another F-linear map. This description, including the linearity assumptions,
fits most known constructions of regenerating codes. It implies that there exists a matrix Uy p € FlxdB
such that

Wy =Usp - [(SI)TLSI)T - [ (ST (3.5)

Writing the matrix Uy p in block form as [U, }{1 U ,{2 U ,{d] with each block of dimensions [ x /3, we can

rewrite (3.5)

Wy => Uls. (3.6)
heD

uf
Thus, there exist linear maps Iy : FB I Fl h € D. Since the matrices U,{ do not depend on the

codeword, the value U }{ Sf{ can be computed at any part of the network by any node with access to S,J:.
This shows that any set of helper nodes A C D, instead of sending {S}{ : h € A}, which requires |A|3
transmissions, can pass along » ;- 4 U }{ S f{ , which requires [ transmissions. Starting from the leaf nodes
in Gy p, the data is moved toward v, and as the set A of the already involved helpers increases in size,
switching to the latter mode involves savings in the repair bandwidth. The following theorem follows

along the lines of our earlier result from Chapter 2 for MSR codes.

Theorem 3.3.1. Suppose a codeword of an [n, k,d,l, 3, M| regenerating code is encoded on the vertices
of a graph G. For a failed node vy let D be the set of helper nodes and let Gy p be the corresponding
repair graph. Let Ty p be the set of spanning trees of Gy p rooted at vy and for any T' € Ty p let
J(T)={veVip\{vs}: |D(T,v)| > d—Fk+ 1} where D(T,v) be the set of descendants of node v in

the repair tree T'. Then there exists an explicit scheme that has the following communication complexity of
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repair for the node vy
Jmin (D) + > ID(Tv)+1)8
s v J(T)0fuy)

3.4 Intermediate Processing for Evaluation Codes

In this section, we show that F'-linear regenerating codes support repair on graphs with lower communi-
cation complexity compared to the AF strategy. In Sec. 3.4.1 we give an alternative description of node
repair using the IP strategy at the MSR point for product-matrix codes and in Sec. 3.4.3 we extend this
procedure to their generalization due to Duursma and Wang [20]. In Sec. 3.4.5 we present the IP repair

procedure for a family of interior-point evaluation codes.

3.4.1 Product-matrix (PM) codes

As our first goal, we rewrite the IP repair of PM codes originally introduced in Chapter 2, Sec.IL.A to
fit the evaluation code paradigm. We begin with a brief introduction to the original description of the
PM framework. PM codes, constructed in [59], form a family of MSR codes with parameters [n, k,d =
2(k—-1),l =k—1,8=1,M = k(k — 1)]. The data file F consists of M uniformly chosen symbols
from a finite field F'. These symbols are organized to form two symmetric matrices .S1, So of order & — 1,
each consisting of (g) independent symbols and hence accounting for a total of M symbols. The encoding
matrix W is taken to be an n X d matrix such that ¥ = [q)| A@} where ® is an x (k — 1) Vandermonde

l l

matrix with rows of the form ¢; = (1, 2,22, . .. ,xéfl),z’ =1,...,nand A = Diag(2}, 2}, ..., 2!,

)is a
diagonal matrix where 1, . . ., z,, are distinct non-zero elements of F'. The encoded message is defined as
C = U(S51]S2)T and the [ symbols of row i of C' are stored in node i. Thus the ith node stores the [-vector
$iS1 + Nihi Sa.

The node repair process goes as follows: assuming that node f € [n] has failed, and the helper

nodes are D C [n]\ {f},|D| = d, helper node i € D sends the symbol of F' found as (¢;S1 + )\igbng)qﬁ}.
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Since the submatrix W p formed of the rows of ¥ indexed by D is invertible, node f can calculate Sy qﬁ}
and Sg(ﬁ} from which it can compute its contents as ¢7.S1 + ArprSa.

To phrase this differently, let s1(y, z) and s2(y, z) be two symmetric polynomials over F' of degree
at most k£ — 2 in each of the two variables (this means, for instance, that s1(y, z) = s1(z,y)). Because
of the symmetry, the total number of independent coefficients is M, so s, s2 can be used to represent
J. Letting x1,...,2z, be distinct points of F', we let node ¢ store the [ coefficients of the polynomial

99 (z) = s1(wi, 2) + 2!

s9(x;, z) for all i € [n].
Using this description of the codes, the IP repair process of Chapter 2 can be phrased as follows.

Let f € [n] be the failed node, let D be the set of d helpers, and let A be a set of helper nodes of size at

leastd — k + 1 = k — 1. For h € D define the polynomial

d—1
l(h)(z) = Zl?zj = H S (3.7)
j=0 ep b T @i

i£h
of degree at most d — 1. Then the set A transmits the [-dimensional vector

I +ai ',
h+ai'p

€1, A) = gM(ay) | . (3.8)

heA

h k—17h
| liotap g |

We show that (i), the failed node can recover its value based on the vector £(f, D), and (ii), the intermediate

nodes can save on the repair bandwidth by processing the received information. To show (i) we prove

Lemma 3.4.1. The content of the failed node f coincides with the vector £( f, D), i.e.,



Proof. Consider the polynomial H(z) = sy(ay, 2)+2*"1ss(ay, z) and note that deg(H) < 2k—3 = d—1.
Thus if we write H(z) = Z?;é gj#’, then the polynomial (/) defined above can be written as

g (z) = E?;g(gj + &];719k—1+j)zj-

Rephrasing, the contents of the node f is

(90 + a’;_lgk—hgl + afr_lgk, s Gk—2 al}_192k—3)T-

At the same time, using (3.7) we can write H(z) in the Lagrange form H(z) = >, g™ (az)I"(2).

The coefficient vector of this polynomial is nothing but £(f, D). O

To show part (ii) we note that the polynomials {l;(z)}rcp do not depend on F and can be com-
puted at any node in the network. So what we care to receive from the helper nodes are the multipliers
{9 (af)}nep- Hence, for any set of helper nodes with |A| < d—k+1, itis gainful to send {g") (af)}nea
rather than the vector {( f, A), since the former requires fewer than [ transmissions. At the same time, when
|A| > d — k + 1, we can transmit the vector £(f, A) of dimension I, meeting the bound of Lemma 3.2.2
and reproducing the result from Chapter 2.

Using multilinear algebra notation (more on it in the next section), we can rephrase the code de-

scription as follows. The encoding is defined as a linear functional

¢ e (F2 ® SQF\k:—l)*7

where S2F*~1 is the second symmetric power (this is another way of saying that the encoding relies on

evaluations of symmetric polynomials). Node i stores a restriction of ¢ to z; ® y; @ F¥~1, where z; =

1, af_l],yi =[1,a... ,ak_2

.~ “]. The contents of the failed node is a vector in the {-dimensional subspace

(xfQyr® Fk=1)*_and the IP procedure recovers the coordinates of this vector in stages that correspond
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to moving along the repair graph toward the failed node. A general version of this idea underlies the repair

procedure in the following sections.

Example 3.4.1. Consider the [n > 7,k = 4,d = 6,1l = 3, = 1, M = 12] PM MSR code, placed on
the graph shown in Fig. 3.1. This graph should be thought of as a subgraph in a large storage network,

formed by locating a helper set for the failed node. Suppose that the root node is erased, and the remaining

Figure 3.1: The graph for Example 3.4.1

6 nodes form the helper set. Since each of them contributes one symbol, the AF repair procedure requires
transmission of 9 field symbols over the edges to complete the repair. In particular, the left most of the
three vertices adjacent to vy sends 4 symbols over the edge connecting it to v;. At the same time, using
the IP procedure described above, this node may only send ! = 3 symbols, showing that a total of 8

transmissions are sufficient. This shows the bandwidth saving capabilities of the IP procedure.

3.4.2 Linear-algebraic notation

In this section, we introduce elements of notation used below to define code families for which we design
IP procedures of node repair.

For a linear space U over F' we denote by U™ its dual space; its elements are linear functionals of
the form ¢ : U — F. The spaces U and U™ have the same dimension and (U*)* = U. A restriction of ¢
to a subspace V C U isdenotedas ¢ | V.

Let U,V be linear spaces of dimensions m and n, respectively, and let us fix bases {u;}!", and

{v;}7_1. The tensor product of U and V' is a linear space U ® V' = {3_,; ai;ju; ® Vj,a;; € F} where
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a;j € F and the tensors u; ® 7; form a basis in U ® V' (thus dim(U ® V) = mn). By definition,
u®V ={>;au®vj,a; € F}andu®V C U®V The dual of a tensor product is the tensor product of
duals, i.e., (U ® V)* = U* ® V*. We denote by TPV := VP the p-th tensor power of V. The dimension
of TPV is nP.

The symmetric power SPV is a linear space of symmetric tensors, i.e., the subspace of 7PV formed
of the tensors invariant under transformations of the form v; ® - -+ ® V) = V(1) ® + -+ ® Uy (p) for any

permutation o. We write symmetric tensors as

E Qiyiy...ipVip O Viy © -+ O Vj,,

01,09, ip
1< <io < <ip<n

where © denotes the symmetric product and a;,;,..;, are elements of F'. By definition, dim(SPV) =

(n%’*l). The space SPV can be thought of as a projection

S: TPV — SPV

that sends the tensor v;; ® V;, ® -+ ® V;, 0V, ©Vj, © --- © U5, wWhere j; < jo < -+ < jp 18 a sorted
copy of i1,142, ..., 1p.

Finally, Ay denotes the exterior (alternating) product of vectors, characterized by z Ay = —y A x;
hence Uy (1) A Ug2) A+ + A Vg(ny = sgn(o)01 A2 A -+ A Uy, where sgn(o) is the signature of the
permutation o. The exterior power APV is a vector subspace of dimension (Z) spanned by elements of the

form v, AU, A AT, 1 <iigp <idg < -+ <ip <, 80 avector in APV has the form

E Qiyig..iq0i; N Vig N -+ NUj,.
11,09, 0yig
1<iy <ig<-<ig<n

The spaces SPV and A9V are formed by the action on TPV of the symmetric and alternating groups,
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respectively.

By convention, T7°V, SV and A’V are taken to be F.

3.4.3 Generalized PM codes

An extension of the PM construction was recently proposed in [20]. The construction of [20, Sec. 4] yields
a family of MSR codes with parameters

k— 1)t k—1 k
mhd:L——LJ: M=t("), 2<t<k<n-—1.
t—1 t—1 t

In this section we follow the paradigm of evaluation codes to introduce an IP node repair procedure for
this code family.

We start with a brief description of the code construction. Let X = F'and Y = FFt+1 Let
L := X ® S'Y and note that dim(L) = M. The encoding ¢ : L — F™ is an F-linear map. To define a
concrete encoding procedure, we fix a basis in L* and let the coordinates of ¢ be the contents of the stored
data.

To support the data reconstruction and node repair tasks, we further choose, for each i € [n], a pair

of vectors x; € X and y; € Y such that
(i) Any t-subset of x;’s spans X.
(ii) Any (k —t + 1)-subset of y;’s spans Y.
(iii) Any d subspaces z; ® y; ® S*2Y span X ® S*~1Y.

The first two properties enable data reconstruction, while the node repair property depends on the third
condition [20].
With these assumptions, the contents of node 7 correspond to the restriction ¢ [z; ® y; © ST™1Y €

(7; ®y; ©.S'"1Y)*. This is consistent with the code parameters: indeed, an element in (z; ®y; © S*~1Y)*
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is completely described by its evaluations on a basis of the space x; ® y; ©® S'~'Y, which requires storing

k—1

"~,) evaluations.

exactly | = (

As before, let f € [n] be the (index of the) failed node and let D C [n]\ { f} be the helper set. Note
that we wish to recover the restriction ¢ [ 7 @ y; © S=1Y. Choose a basis for TrRYr©® S'=1Y and let
T @yr© (Y, ©---OY,;,_,) be one of the basis vectors. Let

y, 00y, 1<n<j - <jask-t+1}

be a basis of S~2Y. The helper node i € D transmits to the failed node the restriction of ¢ to the set of

vectors {z; ® y; © (gjl ORNN Gthfz) ©yr}t.

It becomes easier to think of the above construction once we connect it with PM codes described in

Sec. 3.4.1. For that, take ¢ = 2. In this case, the file size is

dim(L) = dim(X ® §?Y) = dim(F? @ S2FF1) = k(k — 1).

Node i stores ¢ | (z; ® y; © Y), i.e, ¢ evaluated at a basis of z; ® y; ® Y, which requires storing exactly
dim(Y’) = k — 1 symbols. Each node can calculate the symbol ¢(z; ® y; © yy) € F. Now notice that
d vectors {z; ® y;} span X ® Y, and so d values ¢(x; ® y; © ys) account for the evaluations of ¢ on
X ®Y ©yy. From this set of evaluations, we can calculate ¢ on xy ® Y ® y which by the symmetric
product property is the same as ; ® yy © Y. These evaluations form the contents of the failed node.

The IP repair for this construction works as follows. By (iii) above we can write

TpRyYr© @y © 0y, ) =257, O O, ,) OYs

= Z Z @iy yenit—2Ti @ Yi O Yjy,js g © Yrs

1€D j1,..5Jt—2
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where we denoted Y;, . ;,_, = Y5 (ORERNO) Y, Again similarly to the PM codes, any set A C D with

|A| > d — k + 1 can transmit the following single evaluation of ¢ along the path to f:

¢(Z Z i j1eeef—2Ti @ Yi © Yy jen O yf)

T€A ji,oft—2
= Z Z ai?jly‘“’jt72¢(xi ® yl @ y.jlr“:jth @ yf)'
T€EA Ji,.ft—2

This can be done for all basis vectors of the chosen basis of z ® y; ® S*~Y, and that requires | = (5~1)
transmissions, which matches the lower bound of Lemma 3.2.2. Note that the AF repair would require any

set A of helpers to transmit 3| A| symbols of F', which is greater than [ for |A| > d — k + 1.

We have shown that IP repair can outperform direct relaying. Let us give an example to support this

claim.

Example 3.4.2. Consider the use of [n = 7,k = 5,d = 6,1 = 6, = 3, M = 30] generalized PM codes

for the graph shown in Fig. 3.2. Suppose that F' = Fig, and X = F3 Y = F3. Choose distinct {a;}!_,

Figure 3.2: The graph for Example 3.4.2

from F’ and let z; = [1 a? a?] Y = [1 a; a?} . The file of size 30 stored by the system is defined
by the evaluation of a functional ¢ on X ® S3Y". Node i stores the restriction of ¢ to z; ® y; © S2Y’, hence

storing 6 symbols per node.

For the repair of node 1, node i sends the evaluations of ¢ restricted to the tensors {z; ® y; ®
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(ITRORTH }?:1 where the set {g;} forms a basis of Y. Since the six tensors z; ® y; span X ® Y, the set

{20y 09 0y1,1 <j<3;2<i<T}spas X QY OY Oy =X ®y ©Y ©Y. Hence

7 3
¢(x1®y1®9jm2 ZZ 1,5,J1 J2¢ T QY ©Yj ©y1)
i=2 j=1

where {Y;, j, } is a basis of S?Y

Consider nodes 2 and 3. Instead of relaying {¢(z; ®y; © y; ©y1) : i = 2,4,5,7 = 1,2, 3}, node 2
can transmit {3, _, , 5 Z?Zl biji1,ja®(2i ®y2 © 7 ©y1)} for all {Y;, ;, }. The former requires 9 symbol
transmissions while the later requires only 6, and the same holds true for node 3. In total, the AF repair
procedure would require transmission of 3+ (1 + 1+ 14 1+ 3+ 3) = 30 symbols, while the IP procedure
requires only 3+ (1+ 141+ 1+ 2+ 2) = 24 symbol transmissions. This matches exactly with the bound

in Lemma 3.2.2.

3.4.4 Operations on product spaces

In preparation for discussing IP repair with Moulin codes in the next section, we define (following [19])
two operations on tensor product spaces. Let V = F¢% W = FF and U = V & W = Y. We shall
be dealing with spaces of the form TPV @ V ® AW and TPV @ W ® AW where p + ¢ = s — 1 and

p,q > 0. Note that
TPV QV QAW TPV @W @ AW =TPV @ U @ AW,

and hence there are natural inclusion maps from each of these spaces to their direct sum, as well as natural

projection maps from the direct sum to these spaces.
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Define the co-wedge product operator inductively as follows:

VTPV @ A'W — TPV @ W
Ve wr = Ve w
VTPV @ A°W — TPV @ W @ A'W
VRWI Awa 2V Quw Qwy — VR wy R wy
VTPV @ AW — TPV @ W @ AIW

rwAw = Vrew)Aw + (-1)Tv @ w; @ w,

where on the last line w € AW and wy € W. Thus, as a result of applying V, the degree of the wedge
product decreases by one. For tensors of higher ranks, V applies term-wise, and the images are added.
The operator V is clearly linear. Next we define the coboundary operators (differentials) which increase

the degree of tensors. For any v € V' define the linear transformation inductively:

AV AW — U @ AW
w—0
O UQANW - TV U AW
URQW = VRQURQW
OV TPV @ U @ AW — TPHV @ U @ AW

vRuw =0y ()@uew+ (—1)Preoveuew

for all p > 1, ¢ > 0. Note that when ¢ = 0 we take A° = F. In the other direction, for every w € W and
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p > 0,q > 1 define the mappings

W TPV U - TPV @ U @ A'W
vru— (—D)Preouew
O TPV QU @ ATW — TPV @ U @ AT W

rRu®w— (1Pl @uewAw..
Finally for v € U such that u = v 4+ w,v € V,w € W, define
ol =0a) + 0oy

Thus, the overall diagram has the form

v o
S, TV QU@ MW

BXT ayT aXT
w 1%%4

TPV @ U @ AW —2% s TPV @ U @ AW —22 s TPV @ U @ AT -

oy o] oy
aw v

S TPV QU @ AW —4—s

Except for U, this diagram follows the standard construction of the tensor product of chain complexes [64,
Sec.10.1], and the differentials satisfy the usual relations: (9))2 = 0, (9)V)2 = 0 forallv € V,w € W,

and 00 + oV oY = o.

3.4.5 1P for Interior Point Codes

In this section, we switch attention from MSR codes to a class of intermediate-point evaluation codes
introduced recently by Duursma et al. in [19] (see also [58, Sec. 7.2]). Let s be an integer such that

n—1>d>k>s—12> 1. The family of Moulin codes that we discuss has parameters [n, k, d, [, 3, M]
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that satisfy the relations

L= gms (A=) (E)

6 ::§:P+q2372<d'_'k)p(k;1) (3.9)

M = Zp+q:sfl d(d - k);l) (z) - Zerq:s(d - k)p (Z)’

where p > 0, ¢ > 0 throughout. While the general idea of implementing IP for this code family is the same
as before (node contents are given by restrictions of linear maps to subspaces), the detailed description
relies on the operations on tensor products introduced above.

For a fixed s satisfying the constraints above, the file & is chosen to be an element ¢ of the dual
space

@ (TPV @ U @ NTW)*, (3.10)
p+q=s—1

where V, W, U are as in the previous section. The parity checks of the code correspond to the condition of

having the following diagrams commute:

TPV @ AW % . F

~, 7

TPV @ W @ AW
forallp >1,q > 0withp+q¢=s—1,and
Aty — % F ™V —  F
\ / \ / 3.11)

W & AW

for p = 0 and ¢ = —1, respectively.
The file size equals the dimension of the direct sum of the vector spaces (3.10) minus the dimension
of the parity check space, which is exactly M in (3.9). To each node i € [n] we associate a vector u; € U

such that any d of these vectors span U and any k vectors span U/V under the quotient map U — U/V'.
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The i-th node stores the following restriction of the mapping ¢:

o1 P TPV @u e AW).

p+g=s—1

The size [ of the node equals dim(7?V ® u; @ AYW), given by [ in (3.9).
Now suppose that node f € [n] fails and we are provided with a set D C [n] \ {f} of d helpers.

Each node h € D provides the restrictions of its contents to coboundaries:

¢ 10 (TPV @ up © ATW) (3.12)

for each pair p, g with p + ¢ = s — 2. We shall need the following result.

Lemma 3.4.2 ([19], Thm. 4.1). For all possible p,q > 0, such thatp+q=s —2andallv € TPV,w €
AW, we have

30, (Vv @w))) = 60, (v w)) = (~1)Pd(v ® up ® w).

Ifp=0, then gb(@gf(w)) = 0due to (3.11).

The right-hand side of the above equation is one coordinate of the failed node, and the left-hand
side can be computed from (3.12).
The statement of the next lemma appears in [19] without a proof (as a statement in the proof of [19,

Thm. 4.1]). We include the proof here to set up the notation.

Lemma 3.4.3. 1) For all possible p > 1,q > O suchthatp+q=s—landallv € TPV,w € AW, the
tensor v ®@w is contained in the linear span of the union of the spaces {Tp/V Qup, ®A‘1/W} heD p/+q' =s—2-
2) For all possible p,q > 0, such thatp+q = s — 1, forallv € TPV,w € AW, V(v @ w) is

contained in the linear span of the union of the spaces {T?'V & uj, @ AYW e D,p/+q'=s—2-

Proof. 1) Fixp; > 1,q1 > Osuchthatp; +¢ = s— 1. Letv € TPV and w € AW, Fix a basis
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(d—kyP1=t( . .
{Ti®u, ®@w;},_, (o) of TP~V ® uy, ® AYW. Since the set {u }rep spans U, we can write
TPtV AIW
vOWw=MQ - QUpy_1)R 1y @ w,
~—
U

and hence v ® w is an element of TP 1V @ U @ A1 W. So we can write v @w = Y, 1, ;.1 (V; @ up Qw;).
N . k(") 1 .
2) Similarly, for a basis {v; ® up ® gj}jzl A of TPV @ up, @ AL, we can write
Vv ©w) =325 bin(v; @ un ©w;). O
Our main statement in this part is the next lemma, which justifies the IP repair procedure.

Lemma 3.44. Let A C D. For the repair of f, it is sufficient for the nodes in the set A to transmit |

symbols.

Proof. Fixp,q > 0Osuchthatp+qg=s—1. Letv € TPV, w € AYW. If p > 1 then by parts (1) and (2)

of Lemma 3.4.3, we have

30, (Vv @ w))) — 69, (v @ w))

= Z bjn (O, (v ® up ©w;)) — Z ai 5 (0, (Vi @ up, @ w;)).
ih

ih

Note that if p = 0 then the second term on the LHS qﬁ(@uUf (v ® w)) is already 0 by (3.11) and we simply

write using Lemma 3.4.3(2)

S0, (Vv @w)) = bind(0), (v; ® up ®w;)).
7h

By Lemma 3.4.2, the LHS equals (—1)”¢(rv ® uy ® w), and we have recovered one symbol of the failed
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node. For this, the set A need to transmit the element

Z [Z bj,h(ls(agf (Zj & up X gj)) — Z ai,hqﬁ((‘)gf (Pi X up X wi) .

heA

Doing this for any fixed basis {v,w} of TPV ® uy @ AW, for all values of p, g, requires the set A to

transmit a total of [ symbols. O

Observe that whenever |A| > [é}, the IP protocol given by this lemma results in communication

savings compared to the AF repair.

Remark 1. This, however, might not be the optimal savings obtained, as the lower bound of Lemma 3.2.2
gives the following: Let the distributed code be the [n,k,d,l, 3, M| Moulin Code as given in Eq. (3.9).
Let vy, f € [n] be the failed node. For a subset of the helper nodes E C D, let Rf; be a function of S é
such that

H(Wy|R, Sh, ) = 0. (3.13)

If|[E| >d—k+ 1, then

H(RL) > Y dd— k) (k> _ Z (d— k) (S)

pg=s—1 1 ptg=s
el . | -
_ Zz; min { pﬂz:;l(d — k)P (q)’ (d—i+1) p+q§;2(d _ k)p( , ) }

Example 3.4.3. We show how to perform the above IP protocol for a Moulin code with s = 4. The other
parameters we take to be the same as Example 3.4.2, i.e., [n = 7,k = 5,d = 6] and for s = 4 we get
l =26, =11,M = 125. We again use the graph in Fig. 3.2 to demonstrate the savings in required
transmission bandwidth for repair. Note that this code satisfies df = 66 > 1 > (d — k + 1) = 22 and

operates at an interior point of the storage-bandwidth trade-off curve.
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Let V.= FW = F°.U = V& W = FS and let {v;} and {w;} be a basis for V and W,
respectively. The file is seen as a functional in the dual space of ©pyq—3TPV @ U @ ANIW. We choose a
vector u; for each node i such that any 6 of these span U and any 5 of these span W . The i-th node stores
the restriction of ¢ to the space Gpyq=3(TPV @ u; ® ATW). For the repair of the failed node 1, helper
node h is supposed to send the evaluations of ¢ on the restricted spaces of {851 (TPV @up @AW )} ptg=2.

More precisely, node h sends

o 851 (up @ wj, ANwj,)  for all basis elements wj, N wj, of W AW
o 8uUl (Vi, @ up, ® wj,)  for all basis elements v;, of V and wj, for W

o | 851 (vi, @ Vi, @up)  forall basis elements v, @ vy, of V@V

From Lemma 3.4.2, to evaluate ¢ on a tensor v @ u1 Q@ w forv € TPV,w € AW, p + q = 3, which is
one coordinate of the failed node’s contents, we need the evaluations of 0J (v ® w) and 8 (V(v @ w)).

Choosep=1,q=2,s0v € V,w € W AW. Since (v ® w) is in U @ A>°W, we have

S0 (v @ w)) =D D an, 304 (un @ wjy Awyy))

heD j1,j2

and since V(v @ w) isin VoUW,

SOL (Vv @w) =D Y iy jy $(05, (viy @ up @ wyy).

heD i1,j1

Similar equalities can be written for all p,q > 0,p 4+ q¢ = 3.

With reference to the graph in Fig. 3.2, we see that node 2 in the traditional AF scheme sends the
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evaluations

¢ 1 OY ({upn @ W AW bpeoa5), 05 ({V @ up @ Whiea,45), 05 ({V @V @ uptnez.45),

which may require it to transmit up to 33 symbols according to the bound in Lemma 8 of [19]. At the same

time, if node 2 sends only

Z [Z bh,i1,j1 ¢(agl (vi, @ up ® le) - Z ah7j1,j2¢(81€]1 (un ® Wiy A ng)]

h=2,4,5 i1,j1 J1,J2

for every v ® w, its communication comprises 26 symbols. The same is true for node 3. Note that by the
lower bound of Lemma 3.2.2, the number of symbols that either of these nodes contributes for repair is at

least 21.

3.5 Determinant codes

Determinant codes [23,24] represent another well-known family of intermediate-point regenerating codes.
Of several versions of the construction presented by the authors, we follow the one appearing in [24]. To
remind ourselves of the general context, let n, k be fixed, and let d = k. Recall that the tradeoff curve

(3.1) isolates a polygon on the bandwidth-storage plane called the exact repair region. In particular, as

shown in [23], for d = k the exact repair region is a convex hull of & points given by [,,, = ( ij ), Bm =
(T’f;ll),Mm = m(r’flfl) for m = 1,2,...,k and these points are achieved by the determinant code

construction. Moreover, the intermediate points of the bound (3.1) can be achieved by space sharing. In
this section, we observe that determinant codes can be easily adapted to support the IP technique.

Let us begin with a brief description of the code construction (see the original paper [24] for more
details), noting that linearity of the codes is again at the root of this application. Fix some m € [k]. The

symbols of the data file J are arranged in two matrices, denoted below by V' and W, of dimensions /,,, X d
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and l,,,+1 X d, respectively. The rows are of V' are indexed by the m-subsets of the set [d] := {1,2,...,d},
the rows of W are indexed by the (m + 1)-subsets, and the columns of either matrix are indexed by the
elements of [d]. Accordingly we label the data symbols with two subscripts j and A, where j € [d] and

A C [d]. Write these symbols as

V={vajeF|AC]d],|Al =m,je A}

W:{ws,j GF’SC [d]v‘s‘ :m+17j€‘577—5(j) Sm}v

where 75(j) = |{t € S : i < j}|, i.e., in W we do not assign a data element to the largest index within
each of the subsets S. Instead, the largest location within each S is assigned the value that fulfills the

parity check equation

Y (=) Vwg =0,

JjeS
yielding a total of (m‘il) parity symbols. Now assign the data symbols (and in the case of W also the parity
symbols) to the corresponding places in the matrices V' and W, writing them in the locations indexed by
the elements of the subsets, and fill the remaining empty places in the matrices with zeros.
In the next step the matrices V' and W are used to construct an [,,, X d data matrix DD, whose rows

are again indexed by the sets A C [d] and columns by [d], as follows

VA,j ifjeA
daj =

wasgyy ¢ A

Note that |V| + |W| = M,, and My, + (,,%,) = lind, the number of matrix elements in D. Finally, to
obtain a codeword that corresponds to the data file, we multiply D by a d x n matrix ® such that each

k-subset of its rows has full rank over F', for instance a Vandermonde matrix. This yields an [,, X n
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codeword matrix C' over F.

Next we describe the node repair procedure suggested in [24]. For a matrix G denote its ith row
by G . and ith column by G ;. Thus, the contents of the ith node (the ith coordinate of the codeword C')
is given by C'.; = D®. ;. Without loss of generality assume that node 1 has failed and nodes in the set
H = {2,3,...,d + 1} are used as the helper nodes. Define the l,,,_1 X [,,, matrix R, whose rows and

columns are indexed by (m — 1)- and m-subsets of [d], as follows:

(_1)TA(j)¢j’1 if Jyst. A=BU{j}
Rp =

)

0 otherwise,

where ¢; 1 is an element of the matrix . We note that the matrix 12 depends only on the index of the
failed node and can be pre-computed independently at each helper node. To perform repair, the failed
node downloads from helper node ¢ € H the vector RC';. The dimension of this vector is [,,_1, so
on the face of it, the required size of the download exceeds the allotted repair bandwidth 53,,. However,
by [22, Prop. 1] the rank of the matrix R is at most (3,,, so as many symbols suffice to communicate the
vector RC. ; from the ith (helper) node to the failed node.

At the failed node, the vectors RC'. ;,7 € H are written as columns of a /,,,_; X d matrix 7T". Since
C.; = D®.;, we can write T' = RD®. p, where ®. jy is the submatrix of ® formed of the columns
2,3,...,d+ 1. By construction, ®. z is invertible, and the failed node can find the /,,,_1 x d matrix R D.
These elements suffice to recover the contents of the failed node as shown in the following lemma due

to [22], Prop. 2. Since our modification of the repair procedure depends on this statement, we include a

proof in the appendix.
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Lemma 3.5.1. Forany A C [d],|A] = m,

Cag = (1IR3, D (3.14)
€A

where R y\ (;y,. is the row of R with index A\{i}. Thus the contents of the failed node can be recovered

Jfrom the matrix RD.

Note that R 4\ ;3,.D:; is an element in the product R - D, which is exactly the information available
to the failed node. The point that we wish to make is that the described repair procedure can be modified
to support IP repair for determinant codes used on a graph. To formulate it, we need some notation. Let
o T
Cu = cTCl, ... C.Td+1 be a dl,,-dimensional column vector obtained by concatenating columns

2,3,...,d+ 1of C. Define [,,, X l,,, matrices W(i),i =1,...,d, whose rows are indexed by m-subsets

of [d]. For a given m-subset A C [d] the A-th row of W) is defined as:

0 (—1)7A(i)RA\{Z-}7: ifie A

5

0 otherwise

Proposition 3.5.2. The contents of the failed node can be found as
C,1=U0UCg= [U(l)U@) . U(d)} Cy, (3.15)

where U is an l,, X dl,, matrix determined by the contents of the helper set ®. p.

Proof. As before, let C. i and ®. ;7 be the submatrices of the matrices C' and ® with columns indexed by
theset H,s0 C. iy = D ®. 7, or

D=C.py® .
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T
Similarly to C'y, let D = [ DI, DI,... D-Td:| be the flattened matrix D, written as a column vector of

length dl,,. Let 5 = (@_15 ® I, )7 be the dl,,, x dl,, block matrix. Then
D=oyCyg.
Now, according to this relation and (3.14),
C.. = WD = UChy,

where W = [y @) W(d)} and U = [W(l)W(2) W@ | @y, proving (3.15). Moreover, the

matrix U depends only on ®. y, and the proof is complete. O

As before, representation (3.15) supports “pipeline” repair of the contents of C' 1, which can be
spread across the nodes of the helper set. Specifically, instead of transmitting |E|f,, symbols, any set E

of helper nodes can only transmit the vector
S vie,
i€E

which requires sending a total of /,,, symbols over the edges leaving F along the shortest path toward the
failed node. Hence whenever |E| > éﬂm, this procedure accounts for savings in the repair bandwidth over

simple forwarding (the AF repair).

Remark 2. For Determinant Codes, Lemma 3.2.2 does not give us any improvement over the trivial bound

ofH(Rf;) > Bm for any set E. This is because

k—1 k
M,, — Zmin{lm, (k—i+1)Bm} — Bm = My, — Zmin{lm, (k—i+1)Bn} <0
i=1 =1

value of the cutset bound for d = k
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and hence

k—1
My =Y min{ly, (k =i+ 1)Bn} < B
=1

Example 3.5.1. Going back to our running example in Fig. 3.2, choose m = 3, then the code parameters
aren = T,k = d = 6, M = 105, and we obtain an interior-point code operating at the point (l,, =
20, By = 10) of the trade-off curve. As before, suppose our goal is to repair the root node, while all the
remaining 6 nodes serve as helpers. The AF repair procedure would require transmission of 4-1042-30 =
100 symbols while performing intermediate processing at the nodes adjacent to the root node results in a
total of 4- 10+ 2 - 20 = 80 symbol transmissions, saving 10 transmissions at each of the two nodes. While
this example affirms that IP repair entails communication savings, as per Remark 2, we cannot say how

far they are from optimality.

Remark 3. A family of regenerating codes based on determinant codes, termed cascade codes, was in-
troduced in [22]. Their parameters coincide with the parameters of Moulin codes (3.9). A cascade code
is formed by stacking together several determinant codes with different values of the parameter u, called
the mode of the component codes. Cascading together determinant codes of varying modes enables the
authors of [22] to obtain codes for all values d > k as opposed to d = k in the previous section. Repair of
the failed node is performed by concatenating the repair data obtained independently from the constituent
determinant codes. For this reason, the node repair procedure for them can be implemented relying on the

IP repair of determinant codes.

3.6 Data retrieval for codes on graphs

Until now, we have only focused on the node repair aspect of regenerating codes on graphs, circumventing
the more frequently occurring task of data retrieval. The reason behind this is that at the MSR point,

which was the main focus of Chapter 2, the task of data retrieval from a regenerating code defined on an
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arbitrary graph becomes trivial. Since MSR codes are Maximum Distance Separable (MDS) by definition,
any set A of k or fewer nodes has to transmit |A| - [ symbols and there is no hope of compressing this
any further. This implies that in the restricted connectivity setting, when the Data Collector (DC) does not
have direct access to k£ nodes, standard relaying of data is optimal. The situation changes when we lift the

MSR constraint.

Example 3.6.1. The following example shows that for MBR code families the task of data recovery can
be accomplished by downloading fewer than kI symbols from the chosen subset of k£ nodes. Consider the
family of polygonal codes [68], which closely follows the definition of MBR codes. The parameters of
the family are n,k,d =n—1,l =n— 1,8 =1,M = k(n — 1) — k(k — 1)/2. To construct the code,
fix n and k£ and choose an MDS code of length N = n(n — 1)/2 and dimension M over a field F, of
size ¢ > N. The encoding mapping of the polygonal code C,, is formed of two steps. In the first step we
encode M symbols of the file J into a codeword of the MDS code. The length N is chosen to support a
bijection between the coordinates of the codeword and edges of a complete graph K,,, so we place each
encoded symbol on an edge of the graph. Each vertex of K, models a storage node. To complete the data
placement in the system, we assign to each node the symbols written on the edges incident to it. Thereby,
every node carries n — 1 symbols of the encoding, which matches the parameters of the code C,,.

To reconstruct the file &, the DC accesses an arbitrary subset K of k£ nodes of the graph, which in
total contain k(n — 1) symbols of the codeword. Since each pair of nodes shares one common symbol, the
DC downloads /,1 — 1, ..., 1 symbols from the nodes in K (taken in some fixed order). This yields a total
of M stored symbols, so the DC is able to recover the MDS codeword and therefore also the file. Note a

saving of (g) symbols compared to downloading the entire contents of the & nodes.

In this section we elaborate on this example in two ways. First, in Lemma 3.6.1 below we derive a
lower bound on the number of symbols required to complete the data collection task. The bound applies to

all sets of parameters on the storage-bandwidth tradeoff curve (3.1), with a caveat that for the intermediate
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points, we have to allow codes with functional rather than exact repair. At the MBR point the bound is
attainable, as shown by the above example as well as by another example that we consider in this section,

namely the MBR Product-Matrix codes.

3.6.1 Lower bound for the data retrieval bandwidth

For non-MSR regenerating codes, the possibility of reducing the number of downloaded field symbols
motivates us to seek a lower bound on the communication complexity. Let us formally introduce our
model. Like before, an [n, k, d, [, 3, M] regenerating code is defined on a connected graph G = (V, E). A
set of k£ nodes, denoted by K, wish to send their data to the DC for the purpose of recovering the original
file of size M. We assume DC to be an external node (if DC is a node in the graph G itself then it needs to
contact k— 1 other nodes but the analysis remains the same.). To formalize this model, suppose that DC has
direct access only to a subset K C K with |K| < k and let G i be the graph with Vi o = {DC} UK
and E i = {(DC,v) : v € K} U{(u,v) : u,v € K, (u,v) € E}. We will assume that this graph is

connected and all communication for the data retrieval process will be done on this new graph G'g .

Lemma 3.6.1. Foran [n,k,d,l, 3, M| regenerating code and any set A C K of size a, let R 4 be the data

derived as a function W 4 such that H(F|Ra, W\ 4) = 0. Then

k—1

H(Ra)> Y min{l, (d - i)8}. (3.16)

i=k—a

Proof. From Lemma 3.2.1, we know that for any set B = {b1, b2, ..., b5/} C K,

|B| Ll |Bl-1
HWg) =Y HWy,|Wy,_,,...,Wy,) <> min{l,(d—i+1)p} = > minf{l,(d - i)s}.
=1 =1 =0
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From the data retrieval property of the code, we have

N
—_

H(Ra,Wg\a) > ) min{l,(d —1i)8},

s
I
=)

which implies

k—1
H(Ry) > A min{l, (d —i)B} — H(Wg\ a)
11:2 k—a—1
=) min{l, (d — i)} — Z min{l, (d — i)}
z:?l =0
= min{l, (d —7)5}.
i=k—a

]
Specializing bound (3.16) for the MSR and MBR points, we obtain
Corollary 3.6.2. (1) For an [n, k,d,l, 3, M| MSR code and any subset A C K
H(RA) > |A] - L
(2) For an [n,k,d,l, 3, M] MBR code and any subset A C K of size a
k—1
H(Ra)> Y (d—i)B. (3.17)
i=k—a

Remark: Part (1) of this corollary gives a formal proof of our earlier claim as to why standard relaying is
optimal for data retrieval with MSR codes.
Remark: Note that at the MBR point, even for the fully connected setting when the DC has direct access

to k nodes, data retrieval is performed by downloading full contents of the k nodes. At the same time,
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Cor. 3.6.2(2) shows that it might be possible to retrieve the file by downloading fewer symbols. In the next
section we show that this is indeed the case and that bound (3.17) is achievable with PM MBR codes; thus

this bound is in fact tight.

3.6.2 Data retrieval with communication constraints

In this section we describe a data collection procedure on a graph with communication complexity attaining
the bound (3.17), using the PM code family as an example. Let us first recall the standard PM MBR
construction of Rashmi et al. [59]. The parameters of the codes are [n, k,d,l =d, =1, M = kd — (g)]
The data file J is formed of M symbols of the field F', and it is represented by a d x d matrix B that has

the following structure:

Here S is a k x k symmetric matrix and 7" is a k X (d — k) matrix. Together these two matrices contain
(g) +k(d—k)=dk— (g) message symbols. To encode the message, choose n distinct nonzero elements
r1,...,T, of F and use them to construct an n X d Vandermonde matrix ¥ with each row formed of

consecutive powers of one of the x;’s. The n X d codeword matrix is found as

The data retrieval proceeds as follows. Assume that the DC aims at retrieving F by accessing the
stored contents of nodes C', ..., Cy (or any other k-tuple of the nodes). Denote by W;. the submatrix of
U formed by the first k£ rows of W, and write it as W, = [Uy, 1| ¥y, o], where Wy, 1 is a k x k Vandermonde

matrix. Upon retrieving the information from the nodes C1, . . ., C, the DC has access to the k x d matrix

(Wi S+ Wy oTT | Wy i T, (3.18)
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where the left submatrix has k and the right d — k& columns. Since Wy ; is invertible, from the right
submatrix the DC can find the matrix 7. Once found, it gives access to the product ¥ 1.S and then to S,
completing the decoding (data recovery) process.

Inspired by the polynomial description of PM MSR codes in [20], we now present a similar descrip-
tion of the PM MBR codes and show how this achieves the bound (3.17). Since B is a symmetric matrix,

we can associate its elements with the coefficients of a symmetric polynomial s(y, z) such that

min(deg, (s),deg,(s)) < k — 1 and max(deg,(s),deg,(s)) < d—1.

Next, we let node 7 store the d coefficients of the polynomial ¢;(z) = s(z;, z), where z; € F is one of the
elements chosen above. Altogether this forms an equivalent description of the encoding procedure of the
code. It is clear that retrieving the coefficients of any k& of these polynomials results in the retrieval of the
file: for instance, the coefficients of g;,7 = 1, ..., k exactly correspond to the rows of the matrix (3.18).
The standard data retrieval scheme described above suggests acquiring all the coefficients of k
polynomials. We observe that this is in fact not necessary because the file can be recovered by accessing
exactly M elements of the codeword. Without loss of generality, assume that the nodes 1,2, ...,k are
contacted for data retrieval. Node ¢ returns the d — ¢ + 1 symbols {g;(z;) : j = 4,9+ 1,...,d}. To see
that this scheme achieves the bound (3.16), without loss of generality let A = {1,2,...,a}. Then the total
data transmitted by the set Ais Y, 4, {gi(z;) : j =i, +1,...,d}| = Zf:kfaH(d — i+ 1) which

matches the bound. The correctness of the scheme follows from the next lemma.

Lemma 3.6.3. The set of symbols {g;i(z;) : j =i,i+1,...,d,i =1,2,...,k} are sufficient to recover

the original M symbols.

Proof. We have the following set of evaluations of the symmetric polynomial s(y, z) at the points {(z;, z;) :

j=1t,i+1,...,d,i=1,2,...,k}. From node 1, the DC gets d evaluations of the polynomial ¢, (z) of
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degree d — 1, sufficient to find its coefficients. From node 2, the DC obtains {ga2(z;) : i = 2,...,d};
since it already knows go(x1) = s(x2,21) = s(x1,22) = g1(x2), altogether it has therefore access to d
evaluations of go(z) which again suffice to recover its coefficients. By induction, if the DC has recovered
the coefficients of all g,,(z) for m < i for some i < k, then after acquiring further d — 7 symbols from
node i + 1, it will have access to d evaluations of g;;1(z). This process results in recovery of all the

polynomials {g;(z) : 1 <14 < k}, and this completes the data retrieval. O

Example 3.6.2. Consider again the graph from Example 3.4.1 but this time assume that codewords of a
PM MBR code with parameters [n = 7,k = 5,d = 6,1 = 6,8 = 1, M = 20] are placed on the nodes.
Assume that DC has direct access only to node 1, i.e., K = {1}. By the breadth-first search algorithm, the
5 nodes taking part in the data retrieval process are chosen to be nodes 1, 2, 3,4 and 5. Figure 3.3(a) shows
the data transmission required in the traditional setting where each node sends its [ = 6 symbols to the DC
for retrieval of the file. Applying the Corollary 3.6.2(2), we have H (Ry4y) > 2, H(R45,) > 5 and so on.
Figure 3.3(b) shows the optimal data transmission matching the bound (3.17) under the same connectivity
constraints. Examining the results, we see that optimizing the communication results in moving 27 fewer

symbols.

(a) Traditional data retrieval (b) Optimal data retrieval

Figure 3.3: Traditional vs optimal transmission for data retrieval for PM MBR code. In part (b) the graph
G i i is formed of vertices 1 through 5, where K = {1}, K = {2,3,4,5}.
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As noted above, even in the full connectivity setting when DC has direct access to every node,
to perform data retrieval it suffices to download only M symbols, not kI > M symbols as proposed in
the original work [59]. We believe in fact that this is a general phenomenon that applies for all F'-linear

families of MBR codes.

3.7 Concluding remarks

In this chapter, we advanced our analysis of the problem of node repair on graphs, by explicitly con-
structing repair schemes for several families of regenerating codes. Although the proposed protocols of
this chapter are not provably optimal, unlike their MSR counterparts from Chapter 2, they certainly pro-
vide significant savings in data transmission during node repairs. We further analyzed the other important
functionality of such storage systems, namely the data retrieval task, under the present system model of
graph-constrained connectivity and showed how IP can be beneficial for this task.

In the next chapter we explore yet another possibility for reducing communication complexity of
repair even further: by considering a variant of regenerating codes which can support non-uniform con-
tributions from helper nodes during repair. Furthermore, we also address security challenges posed by
adversarial helper nodes, presenting protocols that preserve repair efficiency gains due to IP, despite pos-
sible data corruption by an adversary.

The results of this chapter appear in [51,53].
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Chapter 4: Repair on Graphs using Generalized Regenerating Codes

4.1 Introduction

4.1.1 Heterogeneous and graph-constrained storage systems

Most earlier works on regenerating codes, with a few exceptions mentioned below, assume that any d of
the surviving n — 1 nodes can serve as helpers, and the choice of a particular helper set is not addressed
in the code design. Existing code constructions typically also assume that downloading the same amount
of data from each of the helpers minimizes the communication complexity of repair, and in many cases
(e.g., for MSR codes) one can show that this is indeed true. Constructions with nonuniform download are
considered when the transmission cost from different helpers to the failed node is not the same, giving rise
to heterogeneous regenerating codes. Different versions of such systems include models with two subsets
of nodes assigned different communication costs [3], systems with different link capacities [83], rack-
aware storage [12, 13,30, 33, 80, 81], general models of clustered systems [57, 74], systems with varying
amounts of data downloaded from the helper nodes [82], [42], and general systems with topology-aware
repair [85].

The system model, so far considered in this thesis, which involves placing the nodes of the storage
system on the vertices of a graph G = (V, E'), with the repair information flowing along the edges of the
graph, has a natural connection towards such heteregeneous regenerating codes. Since the cost of sending
a unit of information from v; to v; is determined by the graphical distance (the number of edges in a

shortest path) p(v;,v;) in G, there is a natural bias in the information cost of node repair in favor of the
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helper nodes closer to the failed node vy, suggesting that coding schemes should rely on heterogeneous
codes. In the previous chapters, we showed how the idea of performing intermediate processing (IP)
along the path towards the failed node may provide significant savings in terms of overall communication
complexity of repair in the graph-constrained setting. The immediate follow up question then becomes of
how to combine the idea of heterogeneity, i.e., non-uniform contributions from helper nodes, with the idea
of intermediate processing (IP) to, potentially, reduce the repair complexity even further. In this chapter,

we primarily explore this question.

4.1.2 Repair in the presence of adversarial nodes

The simplest model of errors in a graphical storage system arises from assuming unreliable links across
the network. This problem has been widely analyzed in network coding literature; see [4] and references
therein. For regenerating codes, a straightforward way of handling noise edges, if one assumes that a given
edge does not introduce more than a fixed number of errors, is to simply encode each transmission using a
local error correcting code with sufficient minimum distance and placing a decoder on every node.

The error process is more difficult to handle if the network includes adversarial nodes that try to
interfere with the repair by introducing errors that can affect its outcome. If the information residing
on a node is corrupted, it can spread through the network when this faulty node is chosen to be a helper.
Previous works on error control during repair ([60], [86], [73] and others) all focus on the traditional model
of direct connectivity. These schemes still work in the graph scenario if the nodes rely upon standard
relaying of data, i.e., the AF strategy. At the same time, if the nodes perform intermediate processing,
error amplification can happen, similar to what happens in network coding with errors. This is because
even a single corrupted symbol can potentially affect all the linear combinations evaluated at the node. If
left unchecked, data corruption can quickly spread through the network in the course of multiple failures.

Our main results for repair with errors are related to the model of a limited-power adversary. We
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assume that the adversary may alter the contents of a subset of nodes A C D (not known to the system),
but has no access to the computations performed at any of the nodes. In other words, in this model the
helper nodes perform valid transformations of the data, but their own contents may be corrupted without
their knowledge.

It is also possible to consider an all-powerful adversary that actively controls a vertex and can
alter both the stored data and data that is relayed through that vertex. Coding in the presence of such an

adversary appears to be a more difficult problem [35], [36], and we do not consider it here.

4.1.3 Overview of the results

The results of this chapter are summarized as follows:

* In Section 4.2 we derive a bound for the repair bandwidth (the cutset bound) for the heterogeneous
setting, which includes a previously derived result in [3] as a special case. We also present a stacking
code construction, similar to one in [42], showing that it attains the cutset bound at the MSR point.
These codes support flexible download assignment mentioned above. Note that, while the results of
the previous chapters show that it is possible to perform repair on graphs with download cost smaller

than direct relaying, they do not support the varying download property.

* In Sec. 4.3 we turn our attention to IP repair under the GRC framework. We prove a lower bound
on the amount of information sent by any subset of helpers for repair, which serves as a benchmark
for IP repair in the network. This bound also extends previous results established for the case of
uniform download in Chapters 2 and 3. We also show that the stacking construction proposed in
Sec. 4.2 attains the mentioned lower bound with equality. Next, we present a simple linear-algebraic
argument showing that any family of linear GRCs supports IP repair. The final result of Sec. 4.3

quantifies savings in repair bandwidth that result from using the IP repair scheme.

* In Sec. 4.4 we turn to the problem of optimizing the download amounts from different helpers based
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on their distance to the failed node. An application of the result of [42] shows that, under both IP and
AF strategies, if the number of helpers can be dynamically adjusted once we know the identity of the
failed node, there always exists a uniform download scheme that minimizes the overall download.
With this insight, we show that achieving the optimal download cost amounts to a combination of
choosing the optimal repair degree while also carefully maximizing the benefits of IP. We further
show that for codes with high rate, the best AF strategy is to involve all the remaining nodes in the

repair process.

* In Sec. 4.5, we consider the repair task under the possible presence of adversaries where the main
goal is to counter the spreading of errors while performing IP repair on the graph. Extending the
Singleton bound from network coding, we derive a bound on the repair bandwidth in the presence
of errors for IP repair. We also present a construction that supports repair of systematic nodes in the

presence of a limited-power adversary in the network.

4.2  Generalized regenerating codes

4.2.1 Definition

Motivated by the graph model of the system discussed above, we analyze the problems of optimizing the
repair bandwidth through nonuniform download, varying the repair degree, IP repair, and repair in the
presence of an adversary. In graphical networks, sending the repair data along a path from the helper to the
failed node incurs the cost proportional to the path length, which naturally introduces heterogeneity based

on the graphical distance. Accordingly, we extend the definition of regenerating codes as follows.

Definition 4.2.1 (Generalized regenerating codes (GRCs)). Let B = {; %1:1 be a set of d positive integers.
An [n,k,d,l, B, M| GRC encodes a file F of size M symbols over a finite field F' by storing | symbols in

each of the n nodes such that
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1. (reconstruction) the original file can be recovered by accessing any k out of n nodes;

2. (repair) the contents of any node f € [n| can be recovered by contacting aset D C [n|\{f},|D| =d

of nodes and downloading [3; symbols from node T=1(i), for any bijective mapping T : D — [d)].
The parameter d is called the repair degree.

The mapping 7 corresponds to the allocation of contributions for repair to the set of the helpers,
and it highlights the fact that the assignments can be arbitrary as long they form the set B. Specifically,
the amount of data downloaded from a given helper node may change from one repair round to another
depending on its distance to the failed node. If all the /3;’s are equal, we call such a repair procedure a

uniform download scheme.

4.2.2 The cutset bound

In this section, we present a general form of the communication complexity bounds for the nonuniform
download case. Previously this question was discussed in [93] based on the information flow graph ap-
proach, but the bound we obtain here is easier to interpret and use. For a finite field /' = [F;, we consider a
code C ¢ F™ whose codewords (Ci,i =1,...,n) are represented by [ X n matrices over F'. We assume
that each coordinate (a vector in F') is written on a single storage node, and that a failed node amounts to
having its coordinate erased.

Suppose that the information stored at the nodes is described by random variables W;, i € [n] that
have some joint distribution on (F")" and satisfy H(W;) = [ for all 4, where H(-) is the entropy. For a
subset A C [n] we write W4 = {W;,i € A}. We assume that H(F|W,) = 0 forany A C [n], |4| = k,
which supports the data retrieval property. Let f € [n] be the failed node and let D C [n]\ {f},|D| =d
be the set of helper nodes. Let Sif be the information provided to the failed node f by the ith helper node

in the traditional fully connected repair scheme, and let S 1’; e {Slf :1 € A} forany A C D. By definition
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we have H(Slf) = Br(), and

H(Wg)=M,K C [n],|K| =k
(4.1)

H(S!|W;) =0,ie D; HW;|SL) =o0.

Let A (B) = mingcg),|r|=r D_ic g Bi denote the sum of 7 smallest elements from B.
The following statement gives a general bound for information transmission during repair, giving a

simple extension to the results in [68].
Theorem 4.2.1. For an [n,k,d,l,B, M] GRC,

k—1

M < min{l, Ag_i(B)}. (4.2)
1=0

Proof. For any f € [n],any D C [n] \ {f},|D| = d and any set A C D, we have
H(Wy|Sh, 5%, ) =0,
which implies
H(Wy|Sh) = I(Wp; 8%, 45%) < H(S], 415%)

<H(SL )< > H(S)
i€D\A

= Z Bri)-

i€D\A
Since this is true for any bijective mapping 7, we conclude that

H(W|Wa) < HWy|S) < min{l, Ag_i(B)}. “3)
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Finally,

k
M =HWy) =Y HWi|W;_y)
=1

k—1
< Zmin{l, Ag_i(B)}.

1=0

Remark 4. For the case of uniform download, the bound of this theorem reduces to the inequality
H(W;|Wy4) < min(l, (d — |A|)B, where A C [n],|A| < d,i & A, proved in [68]. If the set B con-
tains only two distinct values, then (4.2) recovers the main result of [3], obtained here with a much shorter

proof.

As in the case of homogeneous systems [16], we define the following corner points of the above

trade-off curve.

Definition 4.2.2. The Minimum Storage (MSR) point of the bound (4.2), is defined by | = Ay_11(B),
and any code that achieves these parameters for a given set ‘B is called an MSR code. Similarly, the

Minimum Bandwidth (MBR) point is defined by | = A4(B) = Zle Bi.

4.2.3 Code construction

In this section, we describe a construction of an [n, k,d, [, B, M] GRC that meets the bound of Theo-
rem 4.2.1 at the MSR point. This construction generalizes the construction of [42], and is reminiscent of
multilevel concatenated codes of [6]. We further show here that for any set B = { Bj }?:1 the constructed
code family achieves the minimal possible per-node storage parameter [ and hence is MSR-optimal in the

sense of Definition 4.2.2. In the next section we prove that this construction is also optimal for IP repair.

Given a repair degree d and a set of integers B = {3; }?:1, we aim to construct a regenerating code
that repairs any failed node f by downloading at most 3; symbols from node 771(j) for any subset of

helper nodes D C [n] \ {f} and any permutation 7 : D — [d]. By relabeling the nodes, we can always
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assume that the set {/3;} is sorted in nondecreasing order. Let u = (p1, . . ., ftd—k+1) be the binary vector

with Wi = ]]‘(Bj>5j71)’j =1,...,d—k+1, where 8y := 0.

Construction 4.2.1. Suppose that B = {3, }?:1 and p are as defined above, and let S = {j : p; #

0}. For every j € S take an MSR code C; with parameters

[, k,d =5 +1,0; = (d—j— k+2)(8; - Bj-1),

Bi = Bj—1, Mj = klj).

The [n,k,d,l, B, M| GRC code is formed by stacking the codes {C;}jcs, where | = Zjes l; and

M = Zjes M;.

The intuition behind the construction is as follows. Upon arranging the 3;s in nondecreasing order,
for every j such that 5; > 3;_1, we add to the stack an MSR code with per node download equal to the

gap 3; — Bj—1 and repair degree d — j + 1.

Participates On.l Y
. .~ partici-
1n repair tes in
of & pfepair
and Gy of €
€ [n,k,d]
Cy [n,k,d—1]
Cy [n,k,d— 3]

I I I
Node I Node 2 Node 3 Failed Node

Figure 4.1: Example: Stacked MSR construction for S = {1,2,4,--- }.

Proposition 4.2.2. The code in Construction 4.2.1 is an [n, k, d] regenerating code that supports repair of

any node f from a helper set D C [n] \ {f},|D| = d by downloading at most 3; symbols of F' from node
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7 Y(j) for any permutation T : D — [d].

Proof. The length n and the data reconstruction parameter & are the same for all the component codes
and hence inherited directly. To prove the repair property, fix a helper set D and a permutation 7 such
that {3;} are in nondecreasing order. Node 7 1(j) participates in the recovery of node f only in the

component codes {C,, : p < j} and hence it sends a total of Z;Zl(ﬁp — Bp—1) = B; symbols. O

The component codes can be chosen from a variety of known MSR constructions. Since the pa-
rameters of these outer codes depend on the given set {(3;}, a convenient choice is the product-matrix
codes [59], which in their basic version work by downloading a single symbol from every helper. By
stacking several codewords of these codes we can obtain any of the component codes C; as in Fig. 4.1,
thereby matching any set of per-node download values as required by the construction.

Next, we show that this construction attains the MSR point as per Definition 4.2.2.
Proposition 4.2.3. Codes of Construction 4.2.1 meet the bound (4.2) with equality at the MSR point.

Proof. The node size for the code of this construction equals

d—k+1
I = (d—=3j—k+2)(Bj - Bj-1)
j=1
d—k+1 d—k+1
= i(Bavi-kr2 = Ba—ikp1) = Y Bi-
i=1 i=1

Since 8; > ;1 for all j, summing the first d of the ;s gives the minimum value over all permutations

7. Thus, the sum on the last line equals Ay_j41(B), matching (4.2). O

4.3 P repair

In the previous section we considered regenerating codes with nonuniform download in general, without

associating them with repair on graphs. In the first part of this section, we continue this line of thought,
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deriving a lower bound on the minimum required transmission for a set of helper nodes for the repair of a
failed node. Then we turn to repair on graphs, showing that linear regenerating codes support IP repair on

graphs, and that the stacking code family attains this lower bound.

43.1 Lower bound

In the next theorem, we prove a generalized version of the IP bound, extending Lemma 3.2.2.

Theorem 4.3.1. Let f € [n] be the failed node. For a subset of helper nodes E C D, let Ré be a function

of S3; such that H(W| R, S1, ;) = 0. Then if |E| > d — k + 1,
k—2
H(RL) > M =Y " min{l, Ag_;(B)}. (4.4)
i=0
Proof. Since we assumed that (Wf|Rf S ]];\ ) = 0, all the more it is true that
H(Wy|R}, Wi\ g) = 0. 4.5)
We have |[D\E| < k — 1. Consider aset A C E with |A| = k — 1 — |D\E|. Now,

H(R}, Wp\g, Wa) = H(Rp;, Wi, W, Wa) > M, (4.6)

where the equality in (4.6) follows from (4.5) and the chain rule, and the inequality follows from the

reconstruction property because | D\ E| + |A| + 1 = k. Next, observe that

H(RL, Wi\ g, Wa) < H(RL) + H(Wp\ g, Wa),
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and so

H(R}) > M — H(Wp\5, Wa)

k—2
> M — Zmin{l,Ad,i(B)},
i=0
where the last inequality follows from (4.3). O

Corollary 4.3.2. (a) Assume that 3; = [ for all i € [d), then we have

k-2
H(RL) > M = min{l, (d —i)8}. (4.7)
1=0
(b) For MSR codes, we have
H(RL) > 1= A p11(B) 4.8)

(c) Assuming in addition uniform download with 3; = [ for all i € [d] at the MSR point, we have

H(RL) > (d—k+1)8. (4.9)

Proof. Part (a) follows directly from (4.4). To prove part (b), recall from (4.2) that at the MSR point, we

have l = Ay 4+1(B) and M = ki, and use (4.4). Part (c) is immediate from (4.8). O

Theorem 4.3.1 bounds below the amount of data necessarily obtained from a subset & C D irre-
spective of the processing performed by the nodes in E, including the IP repair on graphs, discussed in
the next section. Eq. (4.9) in Corollary 4.3.2 is a restatement of Lemma 2.2.1. We already showed that
H (Rj;) = [ is achievable at the MSR point for the uniform download case. Below in this chapter we show
that the value H (Ré) = [ can be achieved by some code families in the non-uniform download case as

well. Note that, in general, for all other non-MSR points of the tradeoff curve, Ay_j11(B) < I.
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The above information-theoretic formulation of the repair problem is also valid for functional repair
with a slight modification: for functional repair we only focus on the repair cycle of a single node from
d helpers whose repair has already been completed (See Section VI of [68]). Hence the random variable
W now denotes the data to be reconstructed at the failed node (which can be different from the data lost
prior to this moment.). The next proposition forms an extension of Lemma 2.2.1, generalizing it to all

functional and exact regenerating codes at all points of the trade-off curve.

Proposition 4.3.3. For an optimal functional repair code that meets the cutset bound of Eq. (4.2) with
equality, we have H(Rf;) > Ag_k+1(B). Assuming in addition uniform download with 3; = (3 for all

i € [d], we have H(Rf;) >(d—-k+1)p.

The proof follows straightforwardly by replacing M in (4.4) with the maximum value of M, given

by the right-hand side of (4.2).

4.3.2 Nonuniform download and regenerating codes on graphs

Limited connectivity of the network is modeled as placing each node on a vertex of a graph G(V, E) with
|V'| = n, where each node has direct access only to its immediate neighbors in G. Suppose further that the
coordinate C'y for some f € [n] is erased, i.e., that the node f € [n] has failed. Below we denote the vertex
in V' that corresponds to f by vy and use f and v; interchangeably. Suppose further that the set D C [n]
of helper nodes is fixed and consists of the immediate neighbors of f as well as of some other nodes. To
accomplish the repair, the helper nodes provide information which is communicated to f over the edges in
Ey p. Each helper node in the graph, starting from the nodes farthest from the failed node, sends data to
the next node along the shortest path towards f. These nodes can be found by a simple breadth-first search
on G starting at f. Denote by Gy p = (V},p, Ey,p) the subgraph spanned by { f} U D, and let T}, p be a

spanning tree of this subgraph with f as the root. Let t = max,cp p(v, f) be the height of this tree. We
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will use the following notation for spheres and balls around f in G p :

Li(f) ={v € V.o plv, f) = 5}, Ni(f) = Ui T5(f),

and we refer to the vertices in I';( f) as the helper nodes in layer j. We have V (Tt p) = LU;I';(f), where
we denote d; := |[;(f)| = d;, with ). d; = d. To accomplish the repair, the helper nodes provide
information which is communicated to f over the edges in Ey p. The overall repair bandwidth for the
repair of f is the total amount of transmitted data across all edges.

Note that there can be multiple possible choices of G ¢ p and Ty p and the communication complex-
ity of repair depends on this choice. The analysis can be made more concrete if we assume that GG satisfies

certain regularity assumptions.

Example 4.3.1. As an example, suppose G(V, E) is a connected t-regular graph. One way to guarantee
the existence of a convenient repair tree is to consider graphs with girth g, in which case a ball of radius
|g/2] — 1 around any vertex is a tree with t immediate neighbors of the center and t(t — 1)'~! vertices
in layer 1. A line of work starting with Margulis’s paper [46] yielded constructions of such graph families
with g > C(n,t)log,_, n, where n is the number of vertices and C(n,t) is a constant. We give concrete

examples of repair on these graphs below.

4.3.3 1P repair for generalized regenerating codes

In this section we present a general framework for IP repair for any linear GRC. Define the repair tree of

the failed node f as a spanning tree of G’y p with the root at f. The main result in this part is as follows.

Theorem 4.3.4. (a) (Existence of IP repair procedure) Suppose that we are given an F'-linear generalized
regenerating code, a failed node f, and a helper node h that is on a path from a subset B C D to f in

the repair tree T p. There exists an F'-linear map that enables one to combine the information from the
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nodes in B U {h}, resulting in an l-dimensional vector sent to f to complete the repair.
(b) (Optimality of the stacking construction) The IP repair procedure for codes of Construction

4.2.1 meets the lower bound (4.8) with equality.

Proof. (a) The proof follows along the lines of the arguments given in Sec. 3.3, with slight modifications
to account for the nonuniform contributions (different 5s). Hence, it is not repeated.

(b) Observe that codes of Construction 4.2.1 are formed of F'-linear MSR codes, so they are them-
selves F'-linear, and therefore support IP repair. Clearly, they also minimize the amount of data sent by
any subset of d — k + 1 nodes at the MSR point.

For a given j and a code C; it is possible to perform IP repair. Specifically, any subset of at least
d — j — k + 2 nodes can perform intermediate processing for C; to compress their repair data to /; symbols
of F'. Therefore overall, the subset of nodes of size d — k + 1 or more can perform IP repair, compressing

their datato > ._¢[; = [ symbols. O

jes

4.3.4 Repair bandwidth gains with nonuniform download

The repair procedure for MSR codes that optimizes the overall communication complexity of repair with
uniform download was presented in Chapter 2. It involves transporting the helper data towards the failed
node, i.e., the root of the tree, along the edges of the tree, whereby nodes having more than d — k + 1
children process the information and send [ symbols relying on the IP technique. Let J be the set of nodes
in Ty p with at least d — k + 1 children and let J; = [;(f) N J be the set of nodes in J at distance ¢ from
the root. For an i ¢ J, let (i) denote the nearest parent of node 7 in .J, and if no such parent exists, then
let P(i) = f.

Clearly, the set J does not change when we switch from the uniform download model to the nonuni-
form one and vice versa. Furthermore, every node in J keeps transmitting ! symbols by relying on the IP

procedure. Indeed, if a node has d — k + 1 or more children in the tree, they jointly must transmit at least
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I symbols for repair because of the bound (4.8), irrespective of whether the (;’s are equal or different.
Assume now that nodes in layer ¢ each contribute 3; symbols for repair with 31 > Bo > -+ > ;.

This can be accomplished by using an [n, k, d, [, B, M| MSR code from Construction 4.2.1 with the set B

l

T 1S the uniform

formed of f3;’s, each appearing d; times, for all i € [t]. Let §; = 5 — [3; where 8 =

download value at the MSR point for the same per-node storage {. Furthermore, let

t
t':zmax(se[t]:ZdiZd—k—l—l).

1=s

It can be checked that the vector i of Construction 4.2.1 in this case is given by

t
N:€1+Zezia

=t/

where x; = Zé:z dj +1and e, € {0,1}4*+1ig a vector with a single 1 in position x.

We denote by A(T,p) the total communication complexity of repairing node f using the repair tree
T, p. Additionally, we use superscripts IP and AF for repair with the IP and AF schemes, and subscripts U
and NU for uniform and nonuniform download. For instance, A{f refers to the communication complexity
of repair with IP and uniform download.

The next theorem states conditions under which the nonuniform download model attains bandwidth

gains over the uniform one.

Theorem 4.3.5. For a fixed B = {f3;} and 7 : D — [d], suppose that a codeword of an [n, k,d,1, B, M]
GRC at the MSR point is encoded on the vertices of a graph G. There exists an explicit scheme that has

the following communication complexity of repair for the node f with repair tree T p:

Mu(Trp)= > 1+> . > plG. ()5 (4.10)

i€ J\{f} i=1 jel';\J;
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Furthermore, the nonuniform contribution model attains savings over the uniform one whenever

YD e P()s >0 (4.11)

=1 jeT\J;
subject to
t'+1 t'+1
Zdi5i+<d—k+1—2di>5ﬂ:0. (4.12)
i=t 1=t

Proof. By Theorem 4.3.4(a), every node in J may transmit only [ symbols. Expression (4.10) is obtained
simply by accounting for the number of symbols transmitted by each node. The condition in Eq. (4.11) is
obtained by comparing the expressions for uniform and nonuniform download. To obtain (4.12), recall our

notation Ay_j1 defined before Theorem 4.2.1. For the graph case considered, it has the following form:
t t
Nikir= Y difi+ (d— E+1— ) di)ﬁt' =1,
i=t'+1 i=t/+1
where the last equality follows from Theorem 4.2.1. Rewriting this using the §;’s, we obtain Eq. (4.12). [

Remark 5. Note that the set J may not include all the nodes capable of performing IP. Indeed, for a choice
of B = {f3;}, any node in the repair tree that accumulates the repair data of a set A such that ), , B; > 1
can gainfully perform IP. Hence, the minimum communication complexity of repair can potentially be even

lower than Eq. (4.10).

Ways of applying Theorem 4.3.5 depend on the structure of the specific graph family. One such

example is given next.

Example 4.3.2. Consider the t-regular Cayley graphs mentioned in Example 4.3.1. Suppose that the

repair tree Ty p is formed of a layers, where a < g/2, then

a—1
d; = t(t — 1)i_1,z‘ <a-—1landd, =d— Zt(t - l)i_1~
i=1
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Suppose further that d, + d,—1 > d — k + 1. To simplify the analysis, we are not including IP since
it is somewhat independent of the current discussion and can be easily incorporated into it. The overall
repair bandwidth for a uniform contribution repair scheme for an [n,k,d,l, = ﬁﬂ, M| MSR code
is MF(Typ) = BY_¢_,id;. Now let us switch to the nonuniform scheme with helper nodes in layer i
contributing 3; symbols each, with 3;’s nonincreasing. From (4.12), we have that d,d, + (d — k + 1 —
dg)dq—1 = 0, with §; = B — B, and the repair bandwidth under this scheme is A%:](TLD) =7 idiB;.

Note that if §, > 0 then 6,1 < 0 and 0; < 041 forall i < a — 2, so we let §; = _d—kiﬁ&a for all

1 < a — 1 and observe that the savings in the nonuniform setting are

AY (Ty,p) — Myu(Ty,p)
a a—1
. da(sa .
i=1 @ i=1

In summary, using the nonuniform scheme results in savings whenever the expression in the parentheses is

positive, which is possible for small k.

We end this section with a remark on the generalization of some of the results. Using other interior
point exact-repair code families as component codes in the stacking construction of Section 4.2.3, one can
get non-MSR GRCs. Existence of IP repair for such codes still follows from Part (a) of Theorem 4.3.4,
however, optimality, i.e., Part (b) of Theorem 4.3.4 might not hold anymore. Conditions for the advantage
of the nonuniform download scheme over the uniform one for such interior point GRCs can be stated

similarly to Theorem 4.3.5.

4.4 Optimizing the helper data and the repair degree

In the analysis up until now, we have focused on the problem of repair on graphs with a fixed repair degree

d. We showed that the framework of GRCs along with the IP technique give nontrivial ways to minimize
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the overall communication complexity of node repair in the graph constrained setting by lowering the
contribution of the farthest away nodes at the expense of increasing the contributions from the nearer
nodes. This gives rise to the question of the limits of this exchange. In the limiting case, one might stop
accessing data from the farthest nodes altogether, effectively decreasing the repair degree d of the repair
process. Indeed, the repair degree need not be a fixed parameter and may be dynamically adjusted if
necessary. Universal constructions of regenerating codes proposed in [86], [43] support the option of such
dynamical adjustment.

At the same time, the original work on regenerating codes [16] showed that (in the fully connected
setting), the repair bandwidth is a decreasing function of the repair degree. This implies that increasing the
repair degree reduces the communication complexity. Based on these contrasting observations, a natural
question to ask is what is the optimal choice of the repair degree under the communication constraints
described by a graph.

In this section we find the minimum repair bandwidth obtained by optimizing the repair degree and
the download amounts with GRCs introduced in Construction 4.2.1 above. We also show that under the
AF repair scheme (i.e., with no intermediate processing), for certain parameter regimes, the overall repair
bandwidth decreases as more and more helper nodes are involved and hence the optimal choice of d is

n — 1. This result is established for both deterministic and random graphs.

Example 4.4.1. To motivate the discussion, let us return to Example 4.3.2, showing that the idea of adjust-
ing the repair degree naturally arises from GRCs. We will show that the maximum savings can be attained
by adjusting the repair degree and switching to the uniform assignment. Expression (4.13) implies that,
as we increase 0, = (3 — B3, above, the advantage of the nonuniform assignment Nif (T p) — A% (Tt p)

increases, attaining the maximum when 6, = 3 or 3, = 0. At this point,

g0,

PP be =0t T,
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l l
Cd—dy—k+1 d—k+1

1<1<a—1,

where d' = d — d, is the new repair degree upon discarding the nodes in layer a. Note also that every
helper node in layers a — 1 and below contributes equally. In summary, the maximum savings are obtained

with a uniform assignment, but with a smaller repair degree.

In the remainder of this section we address the question of the optimal choice of the repair degree
using the already established framework of GRCs with IP. First, note that for a fixed repair tree, finding
the minimum bandwidth can be formulated as a linear programming (LP) problem. It was shown in [42]
that such a problem for GRCs always has an optimal solution that supports uniform contribution from a
possibly smaller set of helper nodes. Leveraging this result, we incorporate the IP repair technique into the
optimization, which becomes feasible because we need to consider only the uniform contribution schemes.

To form the optimization problem, without loss of generality, we start with D = [n — 1] and assume
that node ¢ € D contributes 5; > 0 symbols for the repair of f, where 3; = 0 accounts for the variation of
the repair degree. By Theorem 4.2.1, we have that [ = A,,_;(B), which imposes constraints on our choice

of 3;’s. Recalling Theorem 4.3.5, given a specific choice of the repair tree T’ p, our goal is to minimize

t

Mu(Trp)= > 1+>, > pli,P(0)B8i (4.14)

ieJ\{f} J=14ieT;\J;

over the choices of B = {3; };cp such that A,,_(B) > land 0 < 3; < [ forall i € D. Note that letting
some [3;’s to be 0 does not change the set J, since due to the constraint [ < A,,_;(B), each node in J can
still perform IP!. Since the first term on the right in (4.14) depends only on the set .J, the minimization is

restricted only to the second term. Setting the weights in the linear program to b; = p(i, P(i)), we obtain

!"This observation shows that the savings from IP do not depend on the chosen value of the repair degree.
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the following linear program:

min bZ,Bl
T ieD\J
subject to ZBZ- >, VACD,|Al=n—k (4.15)
i€A

0<B; <1, i€eD.

Below we assume that the costs b;’s are in nonincreasing order relative to 4, which is always possible
by relabeling the nodes in D. This LP problem has been studied in [42] where the authors claimed that
the optimal solution takes the form given in the next theorem. The proof does not seem to appear in the

published literature, so we have included it in the Appendix.

Theorem 4.4.1. ([42], Theorem 1]) There exists an optimal solution of the above LP such that

0 1<i<n—d—1
B = (4.16)

l .

for some d in the range k < d <n — 1.

This implies that among the uniform download schemes, there exists an assignment of [3;’s that
minimizes the repair bandwidth. Let T denote the set of all spanning trees of G rooted at f. Any rooted
spanning tree 7', p with D C [n] \ {f} is a subtree of some element Ty € T. Let o(v) be the number of

descendants of v € D in the tree Ty, p. Then the minimum repair bandwidth is given as follows:

Corollary 4.4.2. Using the stacking construction of codes and the repair (transmission) scheme found in
Theorem 4.3.5, the minimum total communication complexity of repairing the failed node f is
min min  AF (T} p)

Ty€Ty Ty DCTy
D:k<|D|<n—1
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where

l

AP (Typ) = Z min{o(h) +1,(d — k + 1)}m

heD

This implies that for every failed node, there exists at least one optimal repair tree and a corre-
sponding optimal set of helpers such that the uniform contribution from them, combined with IP, gives the
minimum complexity of repair across all GRC-IP schemes. Furthermore, this optimal choice of helpers

can be found in time polynomial in the number of vertices.

4.4.1 Optimizing the repair degree

Sometimes using IP repair may be too complicated for the storage system. In this case the nodes rely
only on the AF strategy and do not perform intermediate processing. This assumption enables us to further

simplify the minimization in Cor. 4.4.2, as shown below. In the following analysis, we will use the notation

I§(f) ={veV:p,f) =4}, NE(f)=U_ TS,

to denote spheres and balls around f in the graph GG, with the superscript denoting the difference with the

notation used in Section 4.3.2.

4.4.1.1 DETERMINISTIC GRAPHS

With the above assumption, the repair bandwidth does not depend on the choice of the repair tree, and

the weights in the linear program are simply the distances to the failed node. We obtain the following LP
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problem:

subjecttoZﬁi >, VAC{Ll,....n—1},|A|=n—k
€A

0<Bi<l, ief{l,....,n—1}.

By Theorem 4.4.1, for some repair degree d . there exists an optimal solution with uniform node contri-

butions. For a givend € {k,k+1,...,n — 1}, define

t

. l
AG () = > idi
=1

where ¢ is such that [N (f)| > d > [NE,(f)|,and d; = [T (f)| for 1 <i <t —1,d; =d— |NZ,(f)|.

Then, the optimal repair degree is given by

dig= argmin  AJF(d).
de{kkt1,...n—1}

As mentioned before, for complete graphs, the quantity AGF(d) is a decreasing function of the repair

degree and so d} = n — 1. We will show that this is also true in general for arbitrary graphs provided that

the code rate is large enough. As the first step, we prove that involving more than k nearest nodes in the

repair process entails saving of the repair bandwidth.

Proposition 4.4.3. For a repair graph, if k € TS (f), then

AYf (k) > A (ING ().

Proof. If k = |NS(f)|, then the claim is trivially true, so assume that [NG(f)] > k + 1. Letp =
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k— NG (f)]. Ford € {k,k+1,...,INS(f)

Forany m € {1,2,...,|NS(f)| — k},

AGF (k) = A (k +m)

for p,m > 1. O

This claim can be further specified if the underlying graph is regular. We will show that for codes

of sufficiently high rate, the repair bandwidth decreases with the increase of the repair degree.

Theorem 4.4.4. Consider repair on a t-regular graph. Let m = maXpey\ {7} p(f,h) be the maximum
height of the repair tree. If

a—1
kE>1+ max tt— 1)1 —i/a),

1<a<m 4
=1

then dyp = n — 1.

Proof. Proposition 4.4.3 implies that Aﬁp(d) becomes smaller as d is increased from k in the correspond-
ing layer. We first show that if d = Z?;ll t(t — 1)*=! for some a, then AfF(d) > ADF(d + 1), that is

involving one extra node from the (a + 1)-th layer does not increase the overall bandwidth. Let

a—1 a—1
K(a)=) it(t—1)"", Cla)=> tt—-1)""+1
i=1 i=1
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Indeed,

ART(d) = AG"(d +1)

a—1 I

=D it ="

1=1
a—1
l
_111 )7
(;Z” T k2

K(a)l — (K(a)+a)l
Cla)—k Cla)—k+1
K(a)l al
" (Cla)—k)(C(a)—k+1) Cla)—k+1

@. Now we show that, as we

which is nonnegative whenever (C'(a) — k)a < K(a) or k > C(a) —
keep involving more nodes in this a-th layer, the overall bandwidth can only further decrease. For some

ze{l,... tt—1)*"1} letd =Y 0"} t(t — 1)"~' 4 z. Then

The function f(x) = % is a continuous function of z in the interval [1,#(t — 1)%~!] and is decreas-
ing on = whenever (C'(a) — k)a < K (a) or equivalently k > C(a) — @ Hence the values {A{}F(d)} at
the points d € {C(a),C(a) + 1,...,C(a+ 1) — 1} form a decreasing sequence. The result now follows

since this analysis applies to all a € {1,...,m}. O]

Example 4.4.2. For the sake of example, suppose that the network is given by the Petersen graph, a cubic
graph on n = 10 vertices with 15 edges. Suppose that a code of length 10 is used to support node repair.
The diameter of the graph is 2, so the height of the complete repair tree is m = 2. By Theorem 4.4.4, if the

parameter k of the code is 3 or more, then dp = 9.
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Example 4.4.3. Let i be an integer satisfying i* = —1 (mod 29), e.g., i = 12. By the LPS construction

[45], the Cayley graph of the group PSL(2,29) with generating set

1 2 1 -2 1+ 2 0

-2 1 2 1 0 1—-24
1—-2 0 1 2 1 -
0 142 —-2i 1 2e 1

is a 6-regular graph with n = 12180 vertices and girth 10. Considering repair on this graph, we see that

by Theorem 4.4.4, if k > 5000 then dy, = n — 1.
Theorem 4.4.4 can be generalized for arbitrary graphs as follows.

Theorem 4.4.5. For any node f in the graph G = (V, E), let my = maxuey\ (5} p(f,h). For a €

{Loomyg} let K(a) = S{ZHTE(S)]Cla) = INGL(H)] + 1 Ik > maxicasm, (Cla) — £12),

then for the repair of node f, dy, =n — 1.

The proof is very similar to the proof of Theorem 4.4.4, and is therefore omitted.

4.4.1.2 RANDOM GRAPHS

In this section, we consider the case when the underlying graph G(V, E) is sampled uniformly from the
Erdos-Rényi ensemble of graphs G, , with p € (0,1). Denote a random element from the ensemble by
Gn,p and the spheres and balls around a node f accordingly by I'?(f) and N (f). For a fixed value of d,

the repair problem was considered and analyzed in [52], where we established the parameter regimes for

which IP repair is beneficial to the AF repair. Following that work, here we assume that p >> brgln, which

ensures that G,, ,, is connected w.h.p., and that £ = ©(n) for the code rate to be asymptotically positive.

112



We say that t- layer repair of the failed node f is possible if
P(|INE(f)| > d) — 1asn — oo.

and call the minimum ¢ for which this holds the threshold depth for repair. We have

U(td— INE, (£)])

AY(d) = d—k+1

We will use the following two results regarding the random Erdds-Rényi graphs (below P = Pg, ).

Lemma 4.4.6 ([8], p. 50; [26], Sec.7.1). (i) If p*n — 2logn — oo, and n?(1 — p) — oo, then

P(diam(G,,p) = 2) — 1.

(ii) Suppose that the functions t = t(n) > 3 and 0 < p = p(n) < 1 satisfy

(logn)/t — 3loglogn — oo, pin!~t —2logn — oo,

P tnt=2 — 2logn — —o0,

then P(diam(G,,,) =t) — 1.

Lemma 4.4.7 (14], Lemma 3). Suppose that p > 10%. Foranye >0andalli=1,...,|logn]|

P(ITF (2)] < (1 +€)(np)') = 1 —1/log’ n

P(INE (z)| < (1+ 2¢)(np)’) > 1 —1/log?n.

We now state the result for the optimal repair degree.
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Theorem 4.4.8. If (np)!=! = o(n), (nni)t —2logn — oo and k = O(n), then

Proof. Define the two events £ = {|NZ ,(f)| < k} and F = {|NZ(f)| = n—1}. Since, (np)*~! = o(n)

abd k = O(n), by Lemma 4.4.7,

P(E) 2 P(INZ, ()] < (1+2€)(np)") = 1

and by Lemma 4.4.6,

P(F) =P(N{(f)| = n—1) = P(diam(Gypy) = 1) — 1

and so P(ENF) > P(E) +P(F) —1 — 1. For any element under the event E N F, by definition
the k-th nearest node from the root f is at distance ¢ from it, and the remaining n — & — 1 nodes are
also at distance ¢ from f. Hence, by using Proposition 4.4.3, AGF(d) is a nonincreasing function of d for

de{k,k+1,...,n—1} O

As a final remark, note that for codes of sufficiently high rate, the repair degree d\p = n — 1. It is
not difficult to show that this conclusion is also true for dj, as the set J does not change with the change of

the repair degree. This is formally justified by an appropriate modification of the proof of Theorem 4.4.4.

4.5 Error Correction during Repair with GRCs on Graphs

In this section, we extend the analysis of node repair using the GRC framework to the adversarial case,
assuming that parts of the network (some helper nodes participating in the repair) contribute corrupted

information. As explained in Section 4.2, such nodes can have a detrimental effect on the repair process
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due to the possible error amplification by IP. We prove a variant of the cutset bound of Theorem 4.2.1 for
this case and propose a code construction to harness the bandwidth saving capabilities of IP while also
counteracting the effects of adversarial nodes. Our proposed solutions make use of tools and ideas from

network coding.

4.5.1 Network Coding preliminaries

In this subsection, we briefly describe the general problem of single source network coding and introduce
the network singleton bound. A network (G, vs, U, R) consists of a directed acyclic graph G = (V, E)
with a single source node v, € V. a set of destination nodes U C V \ {vs}, and a set of non-negative
integers R = { R, : (a,b) € E } to denote the set of capacities of the edges (links) in the network. A link
with unit capacity transmits one symbol of F’ per single use. To accommodate integer capacities R, > 1,
we simply add parallel unit-capacity edges between the nodes a and b. An error is said to occur when
the output of such a unit-capacity edge is different from the input. For a partition (A, B) of the set V, let

cuts (A, B) = {(a,b) € E:ac Abec B} andlet ca(A,B) = X (ap) 4,5) Rap. Additionally, for

Ecuta (
any two nodes s and u, let

cal(s,u) = min  ca(S,U).
(S,U) is a partition of V',
seS,uelU

Definition 4.5.1. A network code over the code alphabet X for the network (G, vs, U, R) with source
message set 2. is a family of local encoding functions {$(qp) : (a,b) € EY such that Plosp) 1 & —> XTvsd
for every (vs,b) € E and Plap) : H(c,a)eE Xrea — XTab for every (a,b) € E,a # vy, where 0 < Tap <
R p. Such a code is said to correct t errors if it recovers the source message at each of the destinations as

long as at most t unit capacity links are subjected to errors.
The network Singleton bound [90] is as follows:

Lemma 4.5.1. Let (G, v,,U,R) be an acyclic network and let ¢ = min,cys ca(s,u). If there exists a
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q-ary t error-correcting code for the network then the number of messages that can be transmitted from s

to U is at most ¢ 2.

4.5.2 A cutset bound for repair with adversarial nodes

We now extend the above framework to node repair. Recall that helper node h € D of a GRC code
contributes 3.3y symbols for the repair of failed node f for some assignment 7 : D — [d]. The following

definition relies on notation from Sec. 4.3.2.

Definition 4.5.2. For a failed node f and its repair graph Gy p = (Vy,p, Ey,p), assumed to be a tree,

define a directed acyclic graph G D= (f/f . E ¢ D) in the following way:

1. Let Vf, p = Vi p and for every edge in Ky p define an edge in E t,p whose direction is defined by

the direction of the data flow in the repair process.

2. Next, for every h € Vi p, h # vy add another vertex h to f/f,D and add a directed edge (ﬁ, h) to

Ef7D

The purpose of adding additional nodes in the graph is to formally define the limited-power adver-
sary that we are considering. Recalling the notation introduced in Sec. 4.3.3, we assume that for a node
h € Vip\{vs}, h e f/f, p stores W}, and computes the functions G ;. The repair data then is trans-
mitted to h € f/ﬁ p via the directed edge (il, h) which, after possibly receiving the repair data from other
nodes, computes the function [ n. (denoted earlier in Sec. 4.3.2 by I, y and forwards to the next node.
The adversary can now be assumed to have control only over the nodes of the former type. The following

relationship holds between the cuts of original repair graph Gy p and the modified graph G f,D"

Proposition 4.5.2. For any set A C D in Gy p, let A={h:heA}in éﬂD. Then

cuts (AU A, f/f’D \ (AU fl)) =cutg(A,Vip\ A).
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Proof. Clearly, cutg(A,vy U{D \ A}) C cutz(AU A, Vip\ (AU A)) as we have not deleted any of
the edges involved in the repair. Further, every newly added edge has either both ends in A or both ends

outside of it, so none of them can be a part of cutz(A U A, Vi p). O

Now we state our main result of this section which gives a variation of Theorem 4.2.1 for the

adversarial case. Let ,.(B) = maxgc(q),|rj=r 2_icr Bi denote the sum of r largest elements from B.

Theorem 4.5.3. Suppose that the data stored on the graph G is encoded using an [n, k,d,l, B = {3; ?:1, M]
Regenerating code. For the repair of a failed node f, let D be the set of chosen helper nodes. Suppose

the limited power adversary has control over a set’ T’ C D,

T| < t of these helper nodes. For any subset

A C D of size at least d — k + 1 + 2t that contains T, we have

k—1
(A, Vip\A) > M =Y min{l, Ag_i41(B)} + 204(B).

i=1

Proof. We begin with transforming the repair problem into a network coding problem (é , s, U, R), and
then apply the network Singleton bound. For a selected repair protocol and transmission scheme, we set G
to be the directed graph G ,D» introduce a dummy source node connected to all the vertices A= {il th e
A} of f/ﬂ p by infinite-capacity edges, and set the sink U to be the failed node vy. Fix some assignment 7
and set the capacity of the edges to be equal to the number of symbols transmitted over them as determined
by the repair protocol. Note that the capacity of an edge of the form (ﬁ, h) for h € D is set to Br(n) by
this assignment. Hence an adversary controlling a set of 7" nodes in Gy p, can inject at most ), - Br(n)
errors. In network coding terms, this implies that the adversary can cause errors in at most ), - Br(n)
unit-capacity edges in G f.D-

We phrase the rest of the proof using the notation used to prove Theorem 4.2.1. Recall that Rf;
is the random variable which is a function of the contents of the helper node set A in the original graph

Gy.p such that H (Wf|R£, S]];\ ) = 0. In words, Ri; is the random variable jointly produced from
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the data stored at the set A of the graph G p that is to be sent to the failed node such that the repair
process is successful. Switching to the language of network coding, the set of vertices Ae f/f, p wants to
communicate the message R£ to the sink node v via the network G'; p, where at most > net Br(n) edges
can inject errors. If the random variable RJ;‘ is supported on a set Z and if ¢ is the mincut between the
source and the destination, then by Lemma 4.5.1, log [Z| < ¢ — 2}, .7 B-1)- Since H(Rf;) < log |Z|,

we obtain

H(R)) <e—2)" B,

heT

By Proposition 4.5.2,

Since this is true for all choices of 7, the tightest lower bound is obtained when, for some 7, >, . Br(n)

Q;(B). Now substituting the lower bound of Theorem 4.2.1 concludes the proof. O

Corollary 4.5.4. At the MSR point, the lower bound takes the form

(B, Vip\ E) > Ag_s1(B) + Qu(B),

which under the uniform download assumption further simplifies to

(B, Vip\E) > (d—k+1+42t)8 =1+ 2t5.
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4.5.3 Code Construction

In this section, we present a code construction that combines error correction with IP, and analyze its
performance relative to the bound of Theorem 4.5.3. The construction supports error control of systematic
nodes in the encoding and is based upon concatenating rank-metric codes with GRC codes at the MSR
point, i.e., Construction 4.2.1. Such concatenation was previously used in [73] for error correction during
data recovery with full connectivity between the nodes. However, our purpose is to correct errors during
the repair process itself, as was done in [86], without sacrificing the benefits of IP on graphs.

Rank-metric codes: Recall that a rank metric code C is an F'-linear subspace of the space of matrices
Fr>™ with distance d(A, B) = rk(A — B). By dnin(€C) we denote the minimum distance of the code.
For our construction we use a classic family of MRD codes, namely the Gabidulin codes. To define them,

recall that a linearized polynomial f(x) € Fym[z] of g-degree ¢ is defined as

t

flz) = Zaia}qi, ar # 0.

1=0

Definition 4.5.3. Let N < m be integers and let g1, - - , gn be elements of Fym linearly independent over
Fq. An [N, K,D = N — K + 1|ym Gabidulin code maps a K-tuple fo, ..., fx—1 of elements of Fgm to

an N-tuple ¢ = (f(g1), f(92),--- , f(gn)), where f(z) = Zfigl 27 is a linearized polynomial.
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Code Construction: The code construction is a concatenation of Gabidulin codes and MSR codes.
Let C; be an [N, K],~ Gabidulin code and let C3 be an F-linear systematic GRC code at the MSR
point with parameters [n, k,d,l = N,B = {f; };l:l]. The data to be encoded comprises Kkm
message symbols of /' = [F, or equivalently Kk symbols of Fim. Partition them in k blocks of K
elements and encode each block using code C;. This gives a matrix A of dimensions k& x N over
Fym.

Next fix a basis of F;= over F' and expand each row of the matrix A, obtaining k£ matrices B @) § =
1,...,kover F. Let BJ(.i) be row 7 = 1,...,m of the matrix B _ Fora fixed j we form a k x N

matrix R; = ((B](-l))Tv ceey (B]('k))T)T-

e .
FEN 22, N We assume that the encoding is

The code Cy defines an F'-linear encoding map
systematic, i.e., there are some k nodes that contain the kN data symbols. Encoding the matrices
R; with the code Ca, we obtain m codewords C; = Ca(R;),j = 1,...,m, viewed as n x N
matrices over F.

Finally, for a fixed ¢ = 1,...,n, we take the rows (C};); and place them on the storage node 1.

Thus, each node contains m /N-dimensional vectors over F’, each of which is a coordinate of its

codeword of the MSR code Cs.

Proposition 4.5.5. The contents of any of the k systematic nodes, viewed as an N dimensional vector over

Fym, forms a codeword of C;.

The proof follows from the fact that the encoding for these nodes is an identity map, so mapping

their contents back to IF;m recovers the original codewords of C;.

Proposition 4.5.6. The resulting code satisfies the k-node data reconstruction and d-node repair proper-

ties.

The proof follows immediately from the properties of the MSR code Cs.
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Remark 6. Note that for recovering a file of size k Km, the required download is kN m symbols over T,
i.e., the communication complexity increses by a factor of R% where Ry = % is the rate of Cy. If the k
nodes contacted for data reconstruction are all the systematic nodes of Ca, then this extra download is not
required, since each of the systematic nodes can locally decode its own Gabidulin codeword and send the

decoded symbols, which requires k K'm symbol transmissions.

Next we show that the above code construction supports repair of systematic nodes with IP despite

the presence of a limited number of adversarial nodes.

Theorem 4.5.7. Let vy be a systematic node. Suppose that a subset T C D of helper nodes with |T| < t
are controlled by a limited-power adversary. If N — K > 2Q,(B), then the repair procedure of vy recovers

the original data.

Proof. Recall that the adversary corrupts the data of at most ¢ nodes {W}, : h € T'}, but it does not affect
the evaluation of the functions {G7, ;} and {I} } defined in Sec. 4.3.3. Since the MSR code is defined
over F', these functions are F'-linear. W.l.0.g. suppose that the adversary changes W, to Wj, + Z;, where

Zy € Iﬁ‘ém. Node h produces the faulty helper data
S (Wh+ Z) = S5 ;(Wh) + S7, 1 (Zn) = Sf s + 27
where Z, hf € Fqﬁ;(m. Performing the IP transform 1, s on this data, we obtain
It o(Sh s+ Z7 ) = UF ¢ Sh ¢+ Up 127 .

Note that the rank of the error term U} fZ,TL 7 is at most (3-(5). Since all the nodes in the network operate
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faithfully, oblivious to the data corruption in some of them, at the failed node the helper data has the form

S UniShs+ D UniZig=Wi+ Y Ui ;7.
heD heT heT

Observe that

rke(> " Un 127 ) < rkg(Up 1 Z5 )
heT heT

< Z Brny < Qu(B).

heT

By Proposition 4.5.5, W is a codeword of an [N, K] Gabidulin code that can correct up to & EK > 4 (B)

rank errors. Hence, the failed node will be able to correct the errors and recover its value. O

Example 4.5.1. Consider the graph with 10 nodes shown in Fig. 4.2 and assume that the node vy has
failed, and all the other nodes form the helper set D. Suppose that one of the nodes, say node 3, is
adversarial, i.e., its contents have been arbitrarily altered. To choose a family of MSR codes, take the codes
of [86] with parameters [n = 10,k = 5,d = 7,1 = 15, 8 = 5]. Using AF repair, we contact d + 2t = 9
nodes and download 5 symbols of helper data from each of them, totaling 95 symbol transmissions. Using
the code construction described above with an [n = 10,k = 5,d = 9,1 = 25,3 = 5] MSR code and a
[N =25, K =15, D = 11] MRD code, we will be able to perform IP, correct one error, and achieve the

communication complexity of 85 symbols. Note that both codes store a file of size 75.

Although the code satisfies the k-node data recovery and d-node repair properties, it is not an MSR
code because it does not meet the cutset bound with equality. Because of the two-layer coding process,
the rate of the resulting code is reduced from % to []\% and, as is to be expected, the rate decreases as we

go for greater distance in the Gabidulin code, i.e., increase N — K.
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Figure 4.2: Repair with errors. Transmission from Node 1 to vy is brought down from 35 to 25 by using
our code construction.

4.6 Concluding remarks

The results of this chapter suggest that design of codes for a distributed storage system with graphical
constraints is governed by the following principles. If we are free to adjust the repair degree in different
rounds of repair, then we should use a code that supports multiple repair degrees such as the constructions
in [86], [43], choosing the number of helpers that optimizes the repair bandwidth under the uniform down-
load assumption. If the graph is sufficiently regular so that this degree does not depend on the failed node,
we can instead rely on standard code families designed for a fixed repair degree. If the repair degree is
fixed by the system constraints, we should use the stacking construction of Section 4.2.3, which allows to
modify the download amounts based on the distance from the helpers to the failed node in each round of
repair. In other words, if a node is included in the set of helpers for a particular failed node and is close to
this node, it provides a larger proportion of the repair data. If in the next round this node is again a helper,
but is far in the graph from the (new) failed node, it provides a small amount of data or, possibly, no data at
all. These solutions depend on the constraints of the storage systems. Whichever of these alternatives the

designer follows, it is also possible to incorporate IP repair with any of the mentioned code constructions,
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gaining further savings of the repair complexity.
Furthermore, when some parts of the network provide corrupted data during repair, it is still possible
to perform node repair on graphs reliably and efficiently without sacrificing the benefits of IP.

The results of this chapter appear in [53,56].
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Chapter 5:  Future Directions & Open Problems

Many facets of designing regenerating codes on networks described by general graphs still await their
study. While we have hinted at some of these problems throughout the text, we summarize the most

interesting ones below.

Improving the protocols for repair of interior point codes: Although the repair protocols proposed for
MSR codes in Chapter 2 meet the lower bound on repair complexity, we note that there exists a gap between
what is achievable through our proposed IP technique and the lower bounds proved for interior point codes
in Chapter 3. We have mentioned that there exists a gap between the tradeoff curve for functional and
exact repair and improved bounds on the file size have been obtained for exact repair codes. It is plausible
that some of the tools used to derive these bounds could be used to improve the Intermediate Processing
bounds proposed in this work. On the other hand, for specific explicit code families, it might be possible

to identify better IP protocols by exploiting the underlying algebraic structures of the interior point codes.

Finding better constructions for generalized regenerating codes: We showed that the use of general-
ized regenerating codes coupled with the idea of nonuniform contributions can reduce the overall repair
bandwidth in graphs. We also remarked that the stacking construction, used in Chapter 4 to construct
optimal codes at the MSR point, can be used in conjunction with other non-MSR codes to construct fam-
ilies of generalized regenerating codes at the interior points. However, due to the fact that the resultant

node size is a sum of that of the component codes, the stacking idea may result in significant system con-
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straints. Hence, it is of interest to design alternative algebraic constructions for such codes that support the
flexibility of nonuniform contributions during different rounds of repair. This would replace the stacking
construction, while possibly reducing the node size (subpacketization) of the coding scheme. While this

would be an interesting advance, we believe that this is a difficult problem.

Constructing codes for the adversarial scenario: Another interesting code construction challenge re-
altes to the adversarial case and involves the construction of coding schemes for the adversarial error model
that support optimal overhead for the repair of all nodes. Recall that the linear nature of the IP schemes
proposed in this thesis naturally exposes them to error propagation, where a single erroneous symbol sup-
plied by a corrupted helper can spread across all symbols, potentially corrupting all the data of the newly
repaired node. At the same time, forgoing IP in the presence of an adversary, while allowing error correc-
tion capability, can significantly increase the overall communication bandwidth for node repair in graphs.
While we showed that it is possible to combat the effect of errors and maintain (to an extent) the bandwidth
saving capabilities of IP, the codes that we constructed are not optimal with respect to the cutset bound of
Theorem 4.5.3, and they only allow for the repair of systematic nodes. Hence, lifting this restriction and
constructing optimal codes for the repair of all nodes which support both IP and error correction remains

an interesting open challenge.

Extensions to general distributed function computation: Finally, we remark that the idea of node repair
using regenerating codes is a special case of distributed function computation on encoded data. The general
description of the later problem is as follows. Suppose that we encode a data vector z € F* to an n-length
codeword ¢ = C(x) using an error-correcting code C and store each coordinate of the codeword in a
different storage node. A function evaluator wishes to compute some function F'(x) of the data where
F : F¥ — T belongs in some class of functions F. Using an MDS code for encoding, this can be

done by connecting to any k£ nodes and downloading their contents, resulting in download complexity
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of k symbols. The question then arises if this computation can be performed with lower complexity
by possibly contacting more than k£ nodes and downloading smaller amounts from them. Such a low-
bandwidth function evaluation requirement arises in several practical scenarios, including gradient coding
[77], homomorphic secret sharing [9] and general coded computation [17,39,92].

It is clear that this question reduces to the problem of regenerating codes when ¥ := {f;(x) =
C(z); : ¢ = 1,---,n}. Recently, it was shown [72] that low-bandwidth function evaluation schemes
for linear functions exist for Reed-Solomon codes. Based on the motivation and results of this thesis, it
is therefore an interesting open direction to explore the problem of low-bandwidth distributed function
computation when communication avenues between the nodes of the network are constrained by a graph,

potentially extending our results.
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Appendix A:  Omitted Proofs

A.1 Proof of Lemma 2.2.4

1) By the assumption (2.10), given the contents of all the nodes in D\ F, the information contained in Rg

is sufficient to repair the nodes {v; : i € F'}, i.e.,

H(Wr|RE, Wp\g) = 0. (A.1)

We have |[D\E| < k — h. Consider aset A C E with |A| = k — h — |D\ E|. Now,

H(RE, Wp\g, Wa) = H(RE, Wp\ g, Wp, Wa) > kl (A.2)

where the equality in (A.2) follows from (A.1) and the chain rule, and the inequality follows from the

MDS property of MSR codes because | D\ E| + |A| + |F'| = k. Next observe that

H<R§7 WD\E? WA) < H(Rg) + H(WD\E7 WA)

— H(RL) + (k — )l (A3)

where the equality again uses the independence of any & — h coordinates in an MDS code. Combining
(A.2) and (A.3), we obtain the claimed inequality.

For Part (2), let A C D\ E such that |A| = k — h and let ] = D\{E U A}. By the assumption
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(2.10), we have

H(Wg|RE W4, SE) =0. (A4)

Now,

H(RE, Wa,SF) = H(RE, Wp, W4, S) > kI (A.5)

where the equality in (A.5) follows from (A.4) and the chain rule, and the inequality follows from the

MDS property and the fact that |A| = k — h. Next observe that

H(R§7 Wa, SF)

< H(RE) + H(Wa) + H(ST)

(A.6)
<SHRR+HWA)+ > H(SH
ieD\{EUA}
hd— (k—h) — |E|)

= H(Rp) + (k— h)l +

d—k+h

where we again use the independence of any £ — h coordinates in an MDS code. Combining (A.5) and

(A.6), we obtain the claimed inequality.

A.2 Proof of Lemma 3.5.1

(see [22]; [58, p.631-2]) Let A; = A\ {i}, 4y = AU{y}, Aviy = (Ay)~i. Below we denote the
elements of the matrices 12, D and ® by lowercase letters. Recall also that wg ; denote elements of the set

W.

Z(_l)TA(i)RA\{i},:D:,i = Z(—l)m(i) Z T A~ LAL

icA icA LC[d],|Li=m
= ()™ Oraiada;+ Y (D™ " v an das
icA icA yeld\A
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= Z ¢z 1dA )i + Z TA(’L Z (—1)TANi’y (y)d)y,ldANi,y,i

icA i€A ye[d\A
= Z¢Z 1dA’L+ Z ¢y712 7'A )+TANzy(y)wAy7i‘
i€cA ye[d]\A i€cA

Now for i # y,

TA(i) + 74, W) ={i€eA:j<i}|+|{zeAuy:z <y}
=Hjedyj<it—ly<i)+{reAy v <y} -1(i<y)
=Hjedy:j<i}+{zeAdyx<y}[ -1

=17a, (1) +74,(y) — 1,

and we obtain

Z( )TA( )RA\{ 3:D.i = Zd)z 1da; + Z Dy,1 Z TAy(z +7Ay(y)—1wAy,i

icA i€cA ye[d]\A i€A
= Z Gindag + Z (~1)4s W, Z 1)y (0 Ayii
icA yeld\A icA
= Z¢i,1dA,i + Z (1) W, 4 (—1)w W )wAy,y
icA ye[d\A
_Z¢zldAz+ Z ¢y,1dA,y—ZdAz¢zl—cAl
i€cA ye[d\A

A.3 Proof of Theorem 4.4.1:

Let £ be the solution space of {;}s suchthat 51 < o < -+ < B,k = Bp—g+1 = -+ = Bn—1. We know
that the optimal solution of the LP lies in £. We call an assignment of {3;}s satisfying the constraints of

the problem and having ; = 0 for i < n — d a d-repair scheme. Let £, be the set of feasible d-repair
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schemes, i.e.,

La={{Bi}:0=01="=Bn—da-1 < Bn-a
(A.7)

< andJrl <-... < ank - ﬁnfkqtl == /Bn—l}.

We call an assignment of download amounts uniform if 3; = #}Hl for all ¢ > n — d any other assignment

with at least one 3; # 5 := #ﬂ a nonuniform one. Clearly,
_, n—1
L=U d:de‘

A priori, the uniform assignment is not necessarily a minimizer of the objective function in (4.15). De-
pending on the costs, there may exist nonuniform assignments that give a lower value of the objective
function than the uniform assignment in some £4. The proof idea is to show that for any such nonuni-
form assignment in £, there exists a d’ < d for which the uniform assignment in £ gives at most the
same value of the objective function as given by the nonuniform assignment in £4. Let {5;} be such a

nonuniform assignment in £; such that

n—1 n—1
> biBi< ) bib. (A8)

i=n—d i=n—d

Since

n—k n—k
o= B>l (A9)
=1

i=n—d

and since the f3;’s are nondecreasing, for any nonuniform assignment,

Bn—k=0B+c (A.10)
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for some integer ¢,0 < ¢ <[ — f.
At the same time, there will be at least one i € {n —d,...,n — k — 1} for which §; < (. To see

that inequality (A.8) can hold, rewrite it as

n—1
> bi(Bi—p) <0

i=n—d

and observe that, since 3; = 8 + cfor all i« > n — k, (A.8) implies that

n—1 n—k—1
Z bic < Z bi(8 — Bi) < by_qc.
i=n—k i=n—d
Here the last inequality holds because the b;’s are nonincreasing. So if b,,_4 > Z?:_n{ i bi» then a nonuni-

form assignment in £ is going to give a lower value of the objective function than the uniform assignment
in £,. Now we show that, even if this is the case, we can lower the value of d to some d’ such that, with
uniform assignment in £ 4, the objective function does not increase.

Below we will assume that (8 + ¢)|l (it is always possible to choose [ large enough so that it is
divisible by the l.c.m.(k + 1, ..., n — 1)). With this assumption, let us take d’' = ﬁ + k — 1 and consider

the uniform assignment in £ . Letting 8 = 8 + ¢, we have [ = (d' — k + 1)8" and

n—k—1 n—k—1

Yo Bizi-p= Y 8,

i=n—d i=n—d’

n—k—1
i=n—d

Since the b;’s are nonincreasing on i, the sum b; 8; takes the smallest value when 3; = 0 for
n—d<i<n-—d —1andp; = forn—d <i < n— 1. Hence, the uniform assignment in £ results
in communication cost at most equal to the cost of the initial nonuniform assignment in £, that we started
with. Since this argument applies for any d, there always exists a minimizing solution to Problem 4.15 in

the form of Eq. (4.16) for some d.
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