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Many data-driven applications entail function computation based on user data, with
accompanying requirements of data privacy. In such an application, a user holding data must
publicly furnish accurate attributes of the data (function recoverability or utility) while
simultaneously protecting the data or the data-generating mechanism (privacy). Two broad
formulations of function computation with privacy are considered: “data privacy’”” which requires
that data or a sensitive attribute of it be protected; and “distribution privacy” in which the workings
of an underlying data-generating algorithm must remain under wraps.

The concept of differential privacy rules the data privacy landscape. Our new approach can
be viewed as a complement. It enables exact characterizations of optimal utility versus privacy
performance tradeoffs, and specifies explicit randomized privacy mechanisms for attaining them.

We consider the following set of problems in the data privacy category. A user’s data is
represented by a finite-valued random variable. Given a function of the data, a querier is required

to recover, with at least a prescribed probability, the value of the function on the basis of a query



response provided by the user. The user devises the query response, subject to the recoverability
condition, so as to maximize privacy of the data from the querier. Privacy is measured by the
probability of error incurred by the querier in estimating the data from the query response.
We analyze single and multiple independent query responses, with each response satisfying the
recoverability requirement, which provide maximum privacy to the user. In the former setting,
we also consider privacy for a predicate of the user’s data. Achievability schemes that constitute
explicit randomization mechanisms for query responses are given, and their privacy compared
with converse upper bounds.

Under the same recoverability constraint, we introduce a more demanding measure of
privacy: list privacy, measured by the probability that the user data is not contained in a list
formed by the querier based on the query response. We obtain a general converse upper bound
for the maximum list privacy which is shown to be tight for the special case of a binary-valued
function.

In another line of work, we consider analog user data represented by a Gaussian random
variable. Given a linear function of the data, a querier is required to recover, with at least a
specified accuracy level, the function value from a query response obtained from the user. The
user devises the query response, subject to the recoverability requirement, so as to maximize
privacy of the data from the querier. Both recoverability and privacy are measured by ¢»-distance
criteria. An exact characterization of maximum user data privacy under the recoverability
condition is derived. An explicit optimal privacy mechanism for the user is given whose privacy
is shown to match a converse upper bound.

Finally, turning to distribution privacy, a user generates n independent and identically

distributed data random variables with a probability mass function (a stand-in for a data-generating



probabilistic algorithm) that must be guarded from a querier. The querier must recover, with a
prescribed accuracy, a given function of the data from each of the n query responses upon eliciting
them from the user. The user chooses the data probability mass function and devises the random
query responses to maximize distribution privacy as gauged by the (Kullback-Leibler) divergence
between the former and the querier’s best estimate of it based on the n query responses. A
basic achievable lower bound for distribution privacy is provided that does not depend on n
and corresponds to worst-case privacy. Next, upper and lower bounds for distribution privacy,
dependent on n, are developed. The former improves upon worst-case privacy and the latter does
so under suitable assumptions; both converge to it as n grows. The converse and achievability
proofs bring out explicit strategies for the user and the querier.

A special feature of all our optimal privacy mechanisms throughout this dissertation is
that they are of the “add-noise” variety and afford ready implementability. Specifically, the user

designs a query response by adding to the function value an appropriate value-dependent noise.
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Chapter 1: Introduction

1.1. Motivation

Various applications in social media and healthcare involve releasing information regarding a
database that hosts users’ data, such as user demographics or success rates in clinical drug trial
records. An important goal is to preserve and enhance user data privacy while ensuring high
accuracy of the information released to a consumer.

A different consideration arises when data is governed by an underlying probability
distribution or generating mechanism, and aggregate information regarding the data has to be
released. An important objective is to protect the data-generating distribution or mechanism, i.e.,
maximize distribution privacy, while guaranteeing recoverability of the released information with
high accuracy. Potential futuristic applications include: an Al-driven financial trader who reveals
trading preferences through daily actions (recoverability) but seeks to guard the workings of an
underlying probabilistic algorithm (distribution privacy); and IoT sensors that must recover user
commands for execution (recoverability) but without the details of user habits being compromised
(distribution privacy).

We develop a new analytical approach involving a general framework for cooperative
function recovery while maximizing individual data or distribution privacy. In our basic model,

a querier, typically a consumer of information, seeks a desired function of a statistical database



with the cooperation of the database user who simultaneously endeavors to maximize data or
distribution privacy. In this dissertation, for the two categories of problems above, we investigate
fundamental tradeoffs that arise between accuracy of function computation and privacy. We study

the following broad questions.

* What are appropriate metrics for data or distribution privacy and accuracy of function

recovery?

* For various measures of privacy and accuracy of recovery, what are the exact tradeoffs

between them?

* What are appropriate release mechanisms, i.e., responses to the querier, that maximize data

or distribution privacy while meeting the accuracy requirement?

1.2.  Prior Work

In data privacy, an important movement that has commanded dominant attention over the years is
differential privacy, introduced in [26], [27] and explored further in [49], [9], [6], [45], [50] among
others. Consider a data vector that represents multiple users’ data. The notion of differential
privacy requires that altering a data vector slightly leads only to a near-imperceptible change in
the corresponding probability distribution of the output of the data release mechanism, which
is a randomized function of the data vector. Upon imposing a differential privacy constraint,
there exists a large body of work that seeks to maximize function recoverability by minimizing a
discrepancy cost between function value and randomized query response, a representative sample
is [35], [68], [7], [34], [33]. In contrast, our work will involve maximizing privacy under a
constraint on recoverability, and can be viewed as a companion approach.
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The following observations are in order regarding the differential privacy framework [71].
The first involves the close relationship between the sensitivity of a function and differential
privacy. The sensitivity of a function is the maximum difference in the values that the function
takes on a pair of adjacent databases, with an appropriate metric measuring distance between
databases. For instance, for a given query function, a differentially private data release mechanism
involves adding to the true function value a Laplace noise whose variance is proportional to the
sensitivity of the query function [27]. However, in practice, either the sensitivity of the query
function is too large or cannot be determined. This can affect implementability of differential
privacy mechanisms. Next, from a legal standpoint, it is unclear what differential privacy
addresses. Concretely, for example, General Data Protection Regulation (GDPR), which is a
regulation in European Union law on data protection and privacy, requires that when information
about a database is released, the Personal Identifiable Information (PII) of any user should not be
inferred from the output. Another requirement for the data release mechanism is that it should
prevent “singling out,” i.e., details about an individual in the database should defy isolation or
identification in a unique manner. It is not clear how a differentially private mechanism adheres
to the two requirements above. Our approach attempts to address these considerations.

Directions other than differential privacy have also been pursued. As mentioned in [73],
these include studies based on clustering (e.g., [69]), t-closeness (e.g., [47]), data pertubation
(e.g., [30]), etc; see [73] for a comprehensive list. Other methods include (p;, p2)-privacy
(e.g., [31]), confidence intervals (e.g., [2]), and cryptographic approaches (e.g., [8]).

Our approach is in the spirit of prior works [64], [12], [66], [48], [38], [74] that deal
with information leakage of a user’s private data with associated nonprivate correlated data. A

randomized version of the nonprivate data is released publicly under a constraint on the expected
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distortion between the nonprivate and public data. The public data is designed such that it
minimizes information leakage, which is measured by the mutual information between public
and private data, under said distortion constraint. These works are based on principles of rate
distortion theory.

In a related data privacy model in [5], [23], maximum a posteriori (MAP) estimates of
private and nonprivate data, that are digital, are formed on the basis of randomized public versions
of the latter. The private, nonprivate and public data are assumed to form a Markov chain. Under
a constraint on the probability of estimating correctly the private data, mechanisms are sought
for said randomization so as to maximize correct MAP estimation of the nonprivate data. In the
same vein, but involving analog data, in [3], [4], [13], [22], private and nonprivate correlated
data with a given joint distribution is considered. In [3], a Gaussian noise, independent of
the private and nonprivate data, is added to the latter and released publicly. The parameters
of the Gaussian noise are obtained as a result of minimizing the minimum mean-square error
(MMSE) in estimating the nonprivate data from the public data. This minimization is done under
a constraint on the MMSE in estimating the private data from the public data. In [4], first a
Gaussian noise independent of the private and nonprivate data is added to the latter, and the sum
is quantized and released publicly. In this case, the parameters of the Gaussian noise are obtained
as a result of maximizing the mutual information between the public and nonprivate data under
a constraint on the mutual information between the public and private data. These works involve
maximizing recoverability under a privacy constraint. In this dissertation, by contrast, we tackle
the complementary problem, where privacy is maximized under a recoverability constraint.

Turning to problem settings of relevance to distribution privacy, an extensive body of prior
work exists on distribution estimation in the context of data privacy (cf. e.g., [25], [32], [14], [37],
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and references therein). Privacy constraints, when explicitly present, are prominently in the sense
of differential privacy. In a series of works [24], [40], [76], [62], [1], [15], samples of user data
are generated according to a probability distribution from a given family of distributions. A
randomized version of each of the samples is made available to a querier, with the randomization
mechanism being differentially private of a given privacy level. The querier then forms an
estimate of the user’s distribution based on the differentially private query responses. Considering
the minmax of the expected /5-distance between the user’s distribution and the querier’s estimate
(maximum and minimum, respectively, over possible user distributions and querier estimators),
its minimum is examined over all the differentially private randomization mechanisms of the
given level. In another line of work [17], [46], [10], [11], [61], sans privacy considerations but
relevant to ours, data samples are generated according to a distribution from a given set. The
objective is for the user to select a distribution that resists estimation by the best estimator under
a divergence cost. Investigated accordingly are the maximum and minimum, respectively, over
user distributions and estimators of the expected divergence between the user distribution and the
estimate. Also, see [43] for a similar minmax study under other loss measures. These works on
distribution estimation, with or without privacy, do not require computation of a function of the

underlying data.

1.3.  Our Approach and Main Contributions

We introduce a general approach for two categories of problems: data and distribution privacy
under function recoverability requirements. In a setting where a querier wishes to obtain a given

function of user data, we seek to design user query responses that not only enable the querier



to recover the function value with a desired utility level but also to maximize privacy of the
user data or the probability distribution that governs the data. Our objective is to characterize
optimal tradeoffs between the extent of data or distribution privacy afforded to the user and the
accuracy level of the function recoverability by the querier, and specify suitable randomization
mechanisms for query responses that attain maximal privacy.

The main contributions of this dissertation are summarized below. Our work on data and
distribution privacy under function recoverability are presented in Chapters 2-4 and Chapter 5,

respectively. Chapter 6 contains closing remarks.

1.3.1. Data Privacy

In Chapter 2, we consider a (legitimate) user’s data that is represented by a finite-valued random
variable (rv) with known probability mass function (pmf). A querier seeks to compute a given
function of the data from a user-provided query response which is a suitably randomized version
of the data. The user forms the query response from which the querier can recover the function
value with probability at least p, 0 < p < 1. Under this requirement, the chosen query response
must afford maximum data privacy. Specifically, the query response must inflict — on the querier’s
best estimate from it of the data value — a maximum probability of error. Beginning with a
single query response, we give an explicit characterization of a randomization mechanism, i.e.,
achievability scheme that enables p-recoverability of the function value and yields the

corresponding maximum privacy, termed p-privacy. In particular, our query-response scheme is
tantamount to an “add-noise” mechanism with the user computing first the function value and

then adding to it a suitable value-dependent noise. Our optimal single query response depends



on the pmf of the data rv only in a limited way through associated minentropies. Furthermore,
when privacy is sought for a predicate or attribute of the user data, we obtain a characterization
of predicate p-privacy and an explicit randomization mechanism that attains it. Next, when
the querier elicits n > 1 p-recoverable and independent query responses, privacy of user data
can degrade while accuracy of function estimation by the querier improves. We provide a
converse upper bound for maximum privacy with respect to such responses, i.e., p-privacy for
every n. When 0.5 < p < 1, this upper bound decays exponentially in n to a limit which
is the querier’s data-estimation error on the basis of a knowledge of the exact function value
(i.e., corresponding to p = 1). The rate of this decay is shown to be the (Kullback-Leibler)
divergence D (Ber(0.5)||Ber(p)). We provide an explicit add-noise achievability scheme with
privacy that converges to the mentioned limit at the same exponential rate. When 0 < p < 0.5,
we again provide an explicit add-noise achievability scheme. While it remains unknown whether
the corresponding privacy is optimal, this scheme is shown to prevent the querier from estimating
exactly the function value for any n. Neither achievability scheme depends on a knowledge of
the pmf of the data rv. Finally, these two achievability schemes are shown to be asymptotically
superior in privacy to a scheme made up of (conditionally) independent and identically distributed
(i.i.d.) repetitions of our optimal single query response; this is done by means of suitable
asymptotic approximations of privacy in terms of Chernoff radii. The superiority of the former
schemes is enabled by rendering an estimation by the querier of the exact function value to be
more error-prone than by the latter scheme, while conforming to the p-recoverability requirement.

Next in Chapter 3, under the same function p-recoverability constraint mentioned above,

we consider a more demanding measure of privacy: “list privacy,” measured' by the probability

IList privacy has been considered earlier in a cryptographic context in [67].

7



that the user data is not contained in a list of prescribed size formed by the querier based on
the query response. This is relevant, for example, in a movie streaming application where a
user requests a particular movie, and the identity of that movie is protected, say, by end-to-end
encryption. But the application might still be interested in the genre of movies that are being
streamed, which a user wishes to be kept private. Here, the movie requested can be thought of
as the user data and the genre as a list, of which the particular movie requested, is a part. In this
case, the function is the identity function.

We develop a general converse upper bound for maximum list privacy. For the special case
of a binary-valued function, the upper bound is shown to be optimal through an achievability
scheme based on an explicit query response.

Next, we turn to a model where user data is analog. For example, when analog biometric
data, such as fingerprint or voice patterns, are collected and certain attributes are released, an
objective is to safeguard the privacy of individual user data while ensuring high utility of the
released information. In Chapter 4, we consider analog user data that is represented by a Gaussian
rv and a querier who wishes to compute a given linear function of the data from a query response
elicited from the user. The query response is a suitably randomized version of the data which the
user forms so as to enable the querier to recover the function value with a prescribed accuracy.
The user’s objective is to maximize the privacy of the data from the querier while adhering to the
recoverability requirement, where both recoverability and privacy are measured by /s-distance
criteria.

In this formulation, the user-provided query response should be such that its expected
ly-distance from the function value is no greater than p, p > 0. Under this recoverability

constraint, we consider a notion of privacy measured by the expected ¢5-distance between the



user data and the querier’s best estimate of it based on the query response, i.e., the corresponding
minimum mean-square estimation error. We provide an exact characterization of maximum
privacy under the p-recoverablity requirement as a function of p, and specify an explicit query
response that attains it. This maximum privacy is shown to be a nondecreasing piecewise affine
function of p, and depends on the linear mapping only through its rank and singular values.
The user implements the optimal query response by attenuating the function value and adding
to it a suitable independent Gaussian noise. This query response constitutes a multidimensional
extension of a scheme in [75] in the separate context of maximizing the MMSE in estimating a
one-dimensional Gaussian rv on the basis of a one-dimensional randomized version of it under a
constraint on the expected /5-distance between the input and the randomized output, where the

maximization is over all possible randomization mechanisms satisfying the constraint.

1.3.2. Distribution Privacy

In Chapter 5, we consider a (legitimate) user’s data to be represented by i.i.d. repetitions of a
finite-valued rv with an underlying pmf that the user chooses and seeks to keep private from a
querier. The querier’s objective is to compute a given function of the data from user-provided i.i.d.
query responses that are randomized versions of the data. The user designs the query responses
in such a way that the querier can recover the function value from every query response with a
prescribed accuracy, while maximizing privacy of the data pmf.

Specifically, the user chooses a data pmf Py of the rv X and produces n > 11i.i.d.? query
responses as the outputs of a stochastic matrix W, with inputs being n 1.1.d. repetitions of X,

such that the querier can recover the function value from each query response with probability

2For n = 1, clearly “i.i.d.” is redundant.



at least p, 0 < p < 1. The querier picks an estimator ﬁn for the pmf Px based on the n query
responses. Our notion of distribution p-privacy for n query responses entails the (Kullback-
Leibler) divergence between Px and the querier’s estimate of it being maximized and minimized,
respectively, with respect to (W, Px) and ﬁn The chosen order of optimization allows ﬁn to
depend on IV, and Px on ﬁn. This setting can be viewed also as that with n queriers to each of
whom the user provides a query response from which the function value can be recovered with a
probability not less than p; the queriers then cooperate to estimate Py from their pooled 7 i.i.d.
query responses.

Our main results are as follows. Considering an arbitrary function, we first provide a
basic achievable lower bound for distribution p-privacy that does not depend on n and represents
“worst-case” privacy. This worst-case privacy is characterized as a function of p and equals the
logsum cardinalities of inverse atoms under the given function, with the number of summands
decreasing as p increases from 0 to 1. We introduce specialized strategies: “sparse pmf” for
the user and “locally uniform estimator” for the querier. Primitive forms of these strategies
play a role in establishing the characterization of worst-case privacy. We then provide upper
(converse) and lower (achievability) bounds for distribution p-privacy — the former for every
n and the latter for all n suitably large. These bounds are shown to be asymptotically tight,
converging to worst-case privacy with increasing n in the worthwhile regime 0.5 < p < 1.
A key facilitating step in our converse proof is the recognition that with the querier’s strategy
restricted to a locally uniform estimator, the user can make do with a sparse pmf and add-noise
query response without sacrificing distribution privacy. The roles of restriction and adequacy are
reversed in the achievability proof. Significantly, the converse and achievability proofs spell out

specifications of explicit user and querier actions.
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Chapter 2: Data Privacy Under Function Recoverability

2.1.  Synopsis

We consider a user’s data to be represented by a finite-valued rv with a known pmf. A querier
wishes to compute a given function of the data from a query response provided by the user. The
user devises the query response, which is a suitably randomized version of the data, so as to
enable the querier to recover from it the function value with a given probability p, 0 < p < 1,
while maximizing privacy of the data. Privacy is measured by the probability of error incurred
by the querier in estimating the data from the query response. Single and multiple independent
query responses, with each response satisfying the recoverability requirement, which provide
maximum privacy to the user are analyzed. In the former setting, we also consider privacy for
a predicate of the user’s data, i.e., a specified attribute of it and described in terms of a given
mapping.

Our model for p-recoverable function computation with associated privacy is described in
Section 2.2. The p-privacy for a single query response is characterized in Section 2.3, and
p-privacy is extended to multiple independent query responses in Section 2.4. Predicate privacy
is presented in Section 2.5. Converse and achievability proofs of results stated in Section 2.4 are
provided in Section 2.6. The inadequacy of (conditionally) i.i.d. repetitions of the optimum p-
privacy scheme of Section 2.3 in the context of Section 2.4 is brought out in Section 2.7. A closing
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discussion is contained in Section 2.8 along with open problems including one that touches on

local differential privacy. The results of this chapter were reported in [54], [55], [56].

2.2. Preliminaries

A (legitimate) user’s data is represented by a rv X taking values in a finite set X’ with |X|= r,
say, and of known pmf Py with Px () > 0, z € X. Throughout this chapter, we shall consider
a given mapping f : X — Z ={0,1,...,k —1},2 < k < r. Let f~! denote the inverse image
of f, with f~1(i) 2 {x € X : f(z) =i}, i € Z. For a realization X = x in X, a querier —
who does not know = — wishes to compute f (x) from a query response (QR) F' (z) provided
by the user, where F'(x) is a rv with values in Z. The QR F(X) must satisfy the following

recoverability condition.

Definition 2.1. Given 0 < p < 1,a QR F' (X)) is p-recoverable if

PF(X)=f(@)|X=2)>p, zei. (2.1)

Condition (2.1) can be written equivalently in terms of a stochastic matrix W : X — Z with the

requirement

W(f(x)|z)>p, ze€d; (22)

which, too, will constitute a p-recoverable QR. Such a p-recoverable F' (X ) or W will be termed

p-QR. Note that p-recoverability in (2.1), (2.2) does not depend on Px.

12



Definition 2.2. A p-QR F(X) will be called an add-noise p-QR if it can be expressed as

F(X) = f(X)+ N mod k (2.3)

where N is a Z-valued rv that satisfies

N —o— f(X) —o— X (2.4)

and with conditional pmf given by

P(N =i|X =2) = P(N =i|f(X) = f(z), X = z)
=P (N =i|f(X) = f(z)) (2.5)

=V (i+ f(z) mod k | f(z)) (2.6)

for some stochastic matrix V' : Z — Z with V (i|i) > p, ¢ € Z; we shall refer to it also as
add-noise p-QR V. Thus, an add-noise p-QR is obtained by adding to the function value f(z) a

noise N whose (conditional) pmf can depend on f(z).

By (2.3)-(2.6), an add-noise p-QR F'(X) with V : Z — Z has the following property:

PF(X)=if(X)=f),X=2)=V(i|f(z)), i€Z, z€X. 2.7)

Definition 2.3. Denoting by Z the rv F' (X) with values in Z, the privacy of a p-QR F' (X)) (or

13



equivalently p-QR W) satisfying (2.1) (respectively (2.2)) is

7, (F) =7, (W) = min P(g(Z) # X) 2.8)

g

where the minimum is over all estimators g : Z — X of X on the basis of F'(X). Clearly, the

minimum in (2.8) is attained by the MAP estimator gy ap = garapw) : £ — X given by

gutaraw (i) = arg max Py (1) W (il2), i€ 2 2.9)

so that (2.8) equals P(gyapw) (Z) # X ). When F'(X) is an add-noise p-QR V as in
Definition 2.2, we shall denote 7,(F) in (2.8) by m,(V'). The corresponding minimum in (2.8)

will be denoted by P(gyapvy (Z) # X) where

gumapvy(i) = arg max Px () V(i|f(z)), i€ Z. (2.10)

Ties in (2.9) and (2.10) are broken arbitrarily.

Remarks:

(i) Our notion of privacy assumes conservatively that the querier is aware of the user’s choice

of privacy mechanism W and pmf Py for computing the MAP estimate in (2.9).

(i) Concerning p-recoverability, we add that there is no loss of generality in (2.1), (2.2) by
not considering an estimate of f(X) on the basis of F'(X); this is so, because the user can

emulate any such estimation strategy of the querier to produce yet another p-QR.
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Definition 2.4. For each 0 < p < 1, the maximum privacy that can be attained by a p-QR is

termed p-privacy and denoted by 7 (p) , i.e.,

T = max 7, (W). 2.11
0= ™ OV @11)

Remark: That the maximum in (2.11) exists will be seen below.

The following simple lemma shows when a p-QR W is also an add-noise p-QR, and will

be helpful in our achievability proofs.

Lemma 2.1. Given 0 < p < 1, fora p-QRW : X — Z with identical rows for all
x € f71(i), i € Z, there exists an add-noise p-QRV =V (W) : Z — Z with the same privacy,
ie, with (V) = m,(W). Conversely, for an add-noise p-QRV : Z — Z, there exists a p-OR

W =W(V): X — Z with identical rows as above, and with 7,(W) = m,(V).

Proof: For a stochastic matrix W : X — Z which satisfies (2.2) and has rows
{(W(/|x), i/ € Z),x € X} that are identical for all z € f~1(i), i € Z, consider a stochastic

matrix V' = V(W) : Z — Z given by
V(ilj) = W(i|z) forevery z € f~'(5), i,j € Z (2.12)

and an associated add-noise QR F”(X) defined as in (2.3)-(2.6) with V' as above. Since

V(ii) > p, i € Z,in (2.12), F'(X) is an add-noise p-QR. To see that w,(V') = m,(W), we have

P(gMAp(V)(F’ (X)) = X) = Y max P(X =z, F'(X) = i) (2.13)

15



where in the right-side,

P(X =z, F(X)=i) = Y P(X=u,f(X)=jF(X)=1
= P(X =ux, f(X) = f(2)Prcopx) (@ f(x), by 2.7)
= Px(x)V(ilf (z))

= Px(z)W(ilz), by (2.12).
Hence, by (2.13),

1—m,(V) = P(gMAp(V)(F’ (X)) = X)

Conversely, given an add-noise p-QR V' : Z — Z, consider a stochastic matrix
W =W(V): X — Z with identical rows for all z € f~!(i), ¢ € Z, defined by (2.12). By the
same steps as above, this I is a p-QR and, furthermore, 7,(W) = 7,(V). [ |

2.3.  p-Privacy for a Single Query Response

A characterization of p-privacy is provided by obtaining first an upper bound for 7(p) and then

identifying explicitly an add-noise p-QR whose privacy meets the bound.
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Let

2" = arg max x(x), x,=arg min x(z), xf =arg acg;@fii) x (z), 1

(2.14)
and suppose that z* € f~!(i*) for some i* € Z, where x*, z,,7* and x}, i € Z, need not be

unique. Further, set

PX (.I'*)
= =" 2.
Pe S Py (27) (2.15)

€2

and observe that 1/k < p. < 1, where the left inequality is by

PX (SE*> > PX <ZC*> . 1

2 Px(x) = X Px(x)  k

i€Z i€Z
The following choice of p-QR W = W, : X — Z will play a material role in the achievability

proof of p-privacy in Theorem 2.2 below:

max{p., p}, i= f(x)
W, (ilz) = (2.16)

Px (z} . .
(1—max{pc,p}>%, i# f(zx), e X, i€ Z.
1# () '

We note that I, has the property that for each i € Z, all rows of W, corresponding to z € f~1 (i)

are identical. By dint of Lemma 2.1, the associated stochastic matrix V, : Z — Z given by

V, (ilj) = W, (ifz) forevery z € /" (j)

17



1= Px(x})

i€Z

Figure 2.1: w(p) vs. p.

max{pc, P}, =]
— (2.17)

Px(x: . ..
(1 — max{p,, p}) Z%(Zw)f)’ i£j, i, €Z
(=

will be also of consequence in achieving p-privacy.

An exact characterization of p-privacy is provided by

Theorem 2.2. p-privacy equals

7 (p) —1—maX{PX (x*),pZPX(x;)} =1-max{p.,p} Y Px(z}), 0<p<L

€2 1€EZ

Furthermore, p-privacy is achieved by the p-QR W, in (2.16) and, additionally, by the add-noise

p-OR V, in (2.17).

Remarks:

18



)

(ii)

By Theorem 2.2,

1—PX(ZL‘*)7 0§p<pc
m(p) =
1_pZPX($Z<)7 pc§P§1
i€z
and is plotted in Fig. 2.1. In particular, for 0 < p < p., m(p) = 1 — Px («*) and is the error
of a MAP estimator of X without any observation. For p = 1, 7(1) = 1 — > Py (z}) is
i€z

the error of a MAP estimator of X on the basis of f(X).

In (2.18), since Y Px (xf) < 1, we get

€2
7 (p) > 1 —max{Px (%), p}. (2.19)
Also, since
> Px(a)) = Px (a%) + Px (z.),
i€z
we get
m(p) <1 —max{Px (z*),p(Px (z*) 4+ Px (z.))} . (2.20)

Combining (2.19) and (2.20),

1—max {Px (z"),p} < 7(p) < 1—max{Px (z"),p(Px (z") + Px (z.))}, 0<p<1.

(2.21)
From (2.21), for a given user data pmf Py, we can obtain worst-case and best-case mappings
f: X — Zfornm(p), 0 < p < 1. It can be seen readily that the lower bound on 7(p)

in (2.21) is attained by any invertible mapping f : X — X" and the upper bound on 7(p)
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in (2.21) is attained by the binary-mapping f : X — {0, 1} given by

1, x#x,.

Thus, as is to be expected, p-privacy increases with decreasing “atomicity” of the mapping
f: X — Z. Specifically, fewer and larger the atoms induced in X by f~1, the better is the
ability of the user to hide the realization of X = z, x € X', from the querier which results

in higher p-privacy.

(iii)) The choice of W, and V, in (2.16) and (2.17), and the value of p-privacy in (2.18), depend
on Py only through Px (x}),i € 2, i.e., Px (f~1(i)) 27 #minF) i € Z, where H, i, (P;)

is the minentropy of the pmf P, = (Px(z)/Px (f7'(2)), = € f7(4)).

Proof: That the two characterizations of 7(p) in (2.18) are identical follows by straightforward
manipulation. We first show that p-privacy cannot exceed the right-side(s) of (2.18), and then

identify a p-QR that attains it.

Converse: Clearly

P(gmaraw) (Z2) = X) > Px (27)

and for every W : X — Z satisfying (2.2),
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leading to

P(garapew) (Z) = X) > max {PX (), p Y Px (x;‘)} . (2.22)

Hence

7, (W) = P(guapw) (Z) #X) <1 — maX{PX (%) ,pZPX (:L’;")} , 0<p<1 (2.23)

i€Z
so that the same upper bound, valid for all W : X — Z subject to (2.2), applies to 7(p), too.

Achievability: We show that the choice of the p-QR W, : X — Z in (2.16) has privacy 7, (W)

equal to the right-side(s) of (2.18). To this end,

1 —7, (W) = P(gmarw,) (Z) = X)

zeX
i€Z
= max < max Px (x)W,(t|x), max Px (x)W, (i|x
S mc{ P ()W 1) P ()1 1)}

= Zmax {PX () max{pe, p}, nglill)%i) Px (x) W, (2]93)} , by (2.16). (2.24)

We claim that

Py (x}) max{p., p} > é{fl@f%) Px (x) W, (i|lz), i€ Z (2.25)

whereupon (2.24) becomes

1 —m, (W,) = max{p., p} > _ Px (z7)

1€EZ

so that the privacy m, (W,) equals the right-side(s) of (2.18). It remains to establish (2.25).
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Considering first the case 0 < p < p,., we must show for each z ¢ f~1(i) that

Px (z7)
> Px(x})

J#f(x)

Px (%) pe > Px (x) W, (i|x) = Px(z) (1 = pc) by (2.16)

1.e.,

(2.26)

which, in turn, would follow if

Pe > Px (I*)

L—p. = 32 Px(x})
A1)

which is tantamount to showing that

Eiamm— 2.27
S el 22

J#f(x)

Clearly, (2.27) holds for each z ¢ f~'(i), as the denominator is either larger than or equal to the
numerator for all ¢ € Z. For the case p. < p < 1, we must show (2.26) with p, replaced by p;

this follows readily since

P o _Pe
1_p_1_pc

;o pe<p<l

For p = 1, we have by (2.16) that W, (i|z) = 1(i = f (x) ), x € X, i € Z, whereby (2.25) holds
trivially.

Finally, that the add-noise p-QR V/, achieves p-privacy follows by Lemma 1. |

Remark: The p-privacy achieving p-QR W, and the corresponding add-noise p-QR V, in

Theorem 2.2 are not unique. For instance, see Remark (i) following Theorem 2.4, Remark (i)
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following Theorem 2.5 and Remark (ii) after Theorem 2.8.

2.4. Multiple Independent Query Responses

Consider a general setting where, for a realization X = x in X', a querier wishes to compute
f(z), z € X, from p-QRs {(Fy(z), x € X)}}_,, n > 1. The rvs {F; (X)}}_, are taken to be
conditionally mutually independent, conditioned on X, but not necessarily identically distributed,
with each F; (X) satisfying the p-recoverability condition (2.1). Correspondingly, consider

stochastic matrices {W, : X — Z}}_, such that

P(Fy(X)=i1,...,F(X) =in|X = 2) = [[ P(F, (X) = it X = )

Wt ('Lt‘x), xEX, Zl,,'lnEZ (228)

|
=

t=1

say, with each W, satisfying (2.2). Similarly, for add-noise p-QRs F;(X) as in Definition 2.2

with {V; : Z — Z where V,(i|i) > p,i € Z}},,

n

P(Fy(X) = i1,.... Fu(X) = in| X = 2) = [[ Vil f(2), @€ X, i1,... 00 € 2. (229)

t=1

In all contexts, denote Z; = F} (X),t=1,...,n.
This formulation is pertinent when the main objective of the querier is to improve its
estimation accuracy (beyond p) of a given f(X) by soliciting multiple p-QRs whereas the user

designs said p-QRs so as to maximize the privacy of its data X. Precisely, for a MAP estimator

hmap of f(X) on the basis of {F; (X)}}, in (2.28), we have
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> ma {p, max P (f(X) =1), P (Bin(n, p) > EJ + 1)} (2.30)

1E€EZ

where Bin(n, p) is a binomial rv with parameters n > 1 and 0 < p < 1. In particular, for
0.5 < p < 1, the right-side of (2.30) tends to 1 as n — oco. See Appendix A.2 and Lemma 2.6.
In addition to possibly improving the estimation accuracy of f(X), privacy can erode, the details

of which are given below. We first define p-privacy for the setting mentioned above.

Definition 2.5. For each 0 < p < 1 and n > 1, the p-privacy that can be attained by p-QRs
{F;(X)}7, asin (2.28) with each F}(X) satisfying (2.1) (or equivalently each W, satisfying (2.2))
is

T (p) = max T, (Wi, oo, W), (2.31)

(f(l“)lw)>P wex

where

w, (Wi, ..., W,) :n;in P(gn (Z1,...,Z,) # X),

with the minimum being taken over all estimators g, : Z" — X on the basis of {F;(X)},_, .

Thus,

Tp (Wh--an) :P(QMAP(W1 ..... W) (le‘-uZn) %X) (2.32)

where

n
GMAP(W,...,Wn) (i1, ...,1,) = arg maX Px (z H (i¢] ), i, € Z.
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Similarly, for add-noise p-QRs { F;(X)}7; as in (2.29), we define

7Tp<‘/17--'7vn)zp(gMAP(V1 ..... Vn)(Zb’Zn>7£X>

with

n
IMAPMV,... V) (B1, .., in) = aIg maX Py (x H (| f ( Wy

in € Z.

(2.33)

Of particular interest will be the cases W, = W or V, =V, ¢t = 1,...,n, when we write (2.32)

and (2.33) as

7, (W") = P(gmap wny (21, -, Zn) # X)

and

Tp (Vn) = P(gMAP(V") (Zl, ceey Zn) 7& X)

We provide first in Section 2.4.1 an upper bound for p-privacy , (p) which is valid for each

0 < p < 1andevery n > 1. Next, in Section 2.4.2, considering the realms 0.5 < p < 1 and

0 < p < 0.5 separately, we show corresponding explicit achievability schemes. However, unlike

in Section 2.3 for the case n = 1, the lower bound for ,(p) from the achievability schemes

below, that use add-noise p-QRs, need not coincide with the upper bound in Section 2.4.1 for any

finite n > 1. These upper and lower bounds for 7, (p) are rendered into more convenient, albeit

blunter forms in Section 2.4.3. Proofs of the theorems in Sections 2.4.1 and 2.4.2 are contained

in Section 2.6.
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2.4.1. Converse

We now present, as a converse result, an upper bound for 7,(p), n > 1. For 0 < p < 1, set

T.(p) = min {1 — pe,min {1 P (Bin(n,p) < [gJ) }} S Py(al), n=1 (234

i€Z
and note that 0 < I',(p) < 1.

Theorem 2.3. For each 0 < p < 1 and for everyn > 1,

malp) < 1= 3" Px(a}) + Tu(p).

1€EZ
Remarks:

(i) For0 < p <1landn =1, since

i(p) = (1 —max{pe.p}) Y Px (7)),

i€Z

we have that the upper bound for 7,(p) above reduces to that for 7(p) in the right-side

of (2.23).
(ii)) When Z = X and f : X — X is a one-to-one mapping, the upper bound for 7, (p) becomes
T(p) <Ta(p), 0<p<1,
since > Pyx(xf) = > Px(z)=1.

iEX reX
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2.4.2. Achievability

Throughout our achievability proofs, for the sake of convenience and without loss of essential

generality, we assume that

Px(z?) > Px(al,,), i=0,1,....k—2. (2.35)

242.1. Realm0.5<p<1

Our achievability scheme uses the following stochastic matrix V; : Z — Z, not depending on

Py, given by
P L=
Vi(ilj) = 1—p, jevenandi=j+ 1modkorjoddandi=j—1 (2.36)
0, otherwise,

\

for i, j € Z. Thus, for k even, the k x k-matrix V] is block-diagonal with exactly k/2 blocks of

2 X 2-matrices

For k odd, the upper-left (k — 1) x (k — 1)-submatrix of V; is similarly structured with (k —1)/2
such blocks, and with the kth row being V1 (0|k — 1) =1 —pand Vi(k — 1|k — 1) = p.

See Fig. 2.2. Corresponding to V; : Z — Z in (2.36), consider the conditionally i.i.d. p-QRs
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1% 1—p\ 0 0 [
e S U R S S
0 0 : P 1—p: :
U et Y N
R N S
1 S N S
[ [ \1_p p
(a) k even
[ p 1—pi O 0 ]
A=p p 1 OO0 e
0 0 7 p 1-—p |
00 Jl=p p L
1 1 1
l l p 1-p;0
U U L t=p _p_ 10
| 1l—p 0 ! p ]
(b) k odd

Figure 2.2: Add-noise p-QR V;.

{Z, = F,(X)}"_, given by (2.29) as

P(Fy(X)=iy,...,Fo(X) = in|X = 2) = [[ Vi (il f () . (2.37)
t=1
For0 < p <1, set
Anlp) = P (Bin(n,p) < gJ) ( Y Py (ﬁ)) , o n>1 (2.38)
i€Z: 1 0dd

and note that 0 < A,,(p) < 1.

Theorem 2.4. Let 0.5 < p < 1. For every n > 1, the add-noise p-QRs {Z;, = F,(X)},
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in (237)with'V, : Z — Z in (2.36) yield privacy

T, (V1) = 1= Px (2]) + Au(p). (2.39)
I€EZ

Remarks:

@

(i)

(111)

Observe that when Py is the uniform pmfon X, forn =1, 7, (V1) = 1 —kp/r = 7(p), the
latter by (2.18). On the other hand, 7, (V) can be strictly smaller than 7(p); for instance
for ¥ = Z ={0,1,2}, Py = (0.5,0.3,0.2), f(z) = x, and p = 0.6, it is straightforward

to show that 7(p) = 0.4 whereas 7, (V1) = 0.38.

When f: X — X is a one-to-one mapping, we get from (2.39) that

T (V") > An(p), 05 <p<L

Observe that using the achievability scheme V, specified by (2.36), for every realization of
the p-QR F,(X) =i, i € Z,t =1,...,n, we can infer that the user’s data X will be from
alist of size | f~1(s) N f~' (i + 1 mod k) | if 7 is even or | f~1(:) N f~1(i — 1)| if ¢ is odd.
Therefore, even though there is privacy for the exact value of the user data, privacy is lost
if the querier seeks only a list containing X [70]. This motivates the concept of list privacy

in Chapter 3.

2422, Realm 0 < p <0.5

Our achievability scheme uses p-QRs as in (2.37) with V; replaced by 15 : Z — Z, not depending

on P, which is:
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for0 < p < 1/k,

, LjEZ (2.40)

| =

Va(ilj) =

and for 1/k < p < 0.5,

= Eﬁémj7j:{ﬁiJBy”wk—Liz{ﬁd{ﬂ,uwk—l

0, otherwise.

\

(2.41)

In particular, for 1/k < p < 0.5, the k x k-matrix V3 consists of {ﬁJ diagonal blocks

P

of HJ X HJ -matrices, each with identical elements equal to 1/ EJ ; and a single “filler” block

of size k£ mod EJ X k mod HJ with identical elements equal to 1/ (k: mod L J) . The latter is

1
p

vacuous if { k J BJ =k, i.e., k mod HJ = 0. See Fig. 2.3.

H
[1/3 1/3 1/3, 0 0 0.0 0 ]
/3 1/3 1/3, 0 0 0,0 0
1/3.1/3 /3,0 0 00 0
0 0 0 '1/3 1313 0 0
O 0 0 .:1/3 1/3 1/3, 0 0
o o0 0 ,1/3 1/3 1/3, 0 0
0 0 0!0 0 0'1/2 1/2
L 0 0 0r0 0 0 11/2 1/2 ]

Figure 2.3: Add-noise p-QR V; for p = 1/3 and k = 8.

Theorem 2.5. Let 0 < p < 0.5. For everyn > 1, the add-noise p-QRs {Z; = F,(X)};_, in (2.37)
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with Vi replaced by V5 : Z — Z in (2.40), (2.41) yield privacy

1 — Py (2%), 0<p<3:
i
(V) =141 - PX<xL1J), kmod [L] £0, 1<p<05 (2.42)
=0 P

—_
|
g
>
N
&
*
=
o
~
-
3
o
[
—_—
o
I
=
==
A\
R
A
o
ot

Remarks:

(i) For 0 < p < 0.5, the privacy 7, (V") above lacks dependence on n. However,
for0 < p < 1/k,

mp (V') = mp (Vo) = 1 = Px (%) = m(p)

where the last identity is by (2.18). Thus, for n = 1, the add-noise p-QR with V; too

achieves p-privacy, as did V,, in Theorem 2.2.

(ii) On the other hand, for 1/k < p < 0.5, V5 can be strictly inferior to V, for n = 1; for

instance, with Py being the uniform pmf on X', by Theorem 2.5 with £ mod EJ # 0,

(Vo) =1— +1]-<1-

[ AT

where the last two identities are by Theorem 2.2.

2 IR DO I SO
s
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2.4.3. Asymptotic Implications

Theorems 2.3 and 2.4 yield effective upper and lower bounds for 7,(p). Upon rewriting these
bounds with a slight weakening, useful information can be extracted including the limiting behaviour

of m,(p) as n — oo. Specifically by Theorem 2.3, for each 0 < p < 1 and for every n > 1,

ma(p) < 1= Px(a) + Tulp) (2.43)

€2

and by Theorem 2.4, for 0.5 < p < 1 and for every n > 1,

ma(p) = my (V') 2 1= Px (a7) + An(p)- (2.44)

i€Z

For 0.5 < p <1, (2.43) and (2.44) are interpreted as follows. Note that
(1) =1- ZZ Py (x}) is the privacy afforded to the user when the querier has the exact value of
i€
f(X). The additional privacy gained by the user due to the p-recoverability for p < 1 is between
I'n(p) and Ay (p).
Estimates of P (Bin(n,p) < |%|) appearing in I',(p) and A,(p) (cf. (2.34) and (2.38))
lead to bounds for 7, (p) in (2.43) and (2.44). Let Ber(«) denote a Bernoulli rv with the probability

of “1” being cv, 0 < o < 1. Hereafter, throughout the dissertation, all logarithms and exponentials

are with respect to the base 2.

Lemma 2.6. (i) Foreach 0.5 < p < 1andeveryn > 1,

rrrow |-n0 (Br( 5] llper )] < £ (@it < [5])
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< (31 1) o [ (o2 31) o))

(ii) Foreach 0 < p < 0.5 and for everyn > 1,

Proof: See Appendix A.1. |

Lemma 2.6(i) leads to the following useful bounds for 7, (p).

Proposition 2.7. For each 0.5 < p <1,

(i)

T (p) < 1= Py (@)+(ng + 1) exp {—nD (Ber(% gD HBer (p)>] S Py (a))

1€EZ €2

for all n such that
qu + 1) exp {—nD (Ber(% LgJ) HBer(p))] < 1 —min{p, p.}.
(ii) for everyn > 1,

T (p) = 7, (V")

> 1 ; Py (5)+ - i e {—nD (Ber(% {SD HBer(p))] (ie;()dd Py (@)) |
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Proof: The assertions follow directly by applying the upper and lower bounds in Lemma 2.6(i)

to the right-sides of (2.43) and (2.44), respectively, and recalling (2.34) and (2.38). [ |

We close this section with the asymptotic implications of Theorems 2.3, 2.4, 2.5 and
Proposition 2.7. Considering first the (more interesting) realm 0.5 < p < 1, the upper bounds
for m,(p) in Theorem 2.3 and Proposition 2.7(i), as also the lower bounds in Theorem 2.4 and

Proposition 2.7(ii), converge according to

limm,(p) =1 - Px(2}) =7(1), 05<p<1 (2.45)

i€Z

(see Remark (i) after Theorem 2.2), i.e., the error probability of a MAP estimator of X on
the basis of a knowledge of f(X). Furthermore, both the sets of bounds converge at the same
exponential rate in n with the (n-dependent) exponent itself tending to D(Ber(0.5)||Ber(p)) > 0.
Thus, in the realm 0.5 < p < 1, the asymptotic privacy in (2.45) is that which is provided to the
user when the querier forms an accurate MAP estimate of f(X) w.p. 1 from p-QRs {Fx(X)},,
followed by a MAP estimate of X that is compatible with the estimated f(X).

In the realm 0 < p < 0.5, the upper bound for 7,(p) in Theorem 2.3, by Lemma 2.6(ii),

equals

1 — max{p., p} Z Py (z7) (2.46)

i€z
for all n > 1, which is the p-privacy for n = 1 in Theorem 2.2. As remarked after Theorem 2.5,
this upper bound is unattainable, in general, by add-noise p-QRs {F;(X)},_ with V5 : Z — Z

in (2.40), (2.41). Hence, an interpretation as above in the complementary realm is lacking as is
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the answer to the putative tightness (or not) of the mentioned bound. However, since

ma(p) = m, (Vi) > 1= Px (a7) = m(1),

€2

where the strict inequality is evident from Theorem 2.5 (by comparing the expressions in (2.42)
with 1 — > Py (7)), we can conclude that no accurate estimate of f(X) w.p. 1 is possible from
i€Z

p-QRs {F}(X)}7, for any n, unlike for 0.5 < p < 1.

2.5. Predicate Privacy

We consider a model where privacy is sought for a predicate of the user’s data which is a specified
attribute of it described in terms of a given mapping. The user designs the p-QR that maximizes
the “predicate privacy” of the data, i.e., minimizes the likelihood of the querier learning the
predicate of the user’s data from the p-QR. Since such predicate learning by the querier is less
difficult than learning the data itself, predicate privacy is more stringent than data privacy.

Our aim is to derive p-privacy for a predicate Y = h(X) of X, where

h:X—Y={0,1,...,m—1}, 2 <m < r,is agiven mapping.

Definition 2.6. Given a (predicate) mapping h : X — Y = {0,1,...,m —1},2 < m < r, the
predicate privacy of a p-QR F' (X)) (or equivalently p-QR W) satisfying (2.1) (respectively (2.2))
is

T (F) = m,(W) £ min P(g'(Z) #Y) (2.47)

L g

where the minimum is over all estimators ¢’ : Z — ) of Y = h(X) on the basis of Z. Since the

minimum in (2.47) is attained by a MAP estimator
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9rviap = Gaapowy © £ — Y given by

! ) — P(Y =u. 7 =i
QMAP(W)(Z) arg I;leaf ( Y, i)

- Px ()W (iz), icZ, (248
arg max mhzl(y) x (2) W (ilz), i (2.48)

we have that (2.47) equals P(g), 4 py(Z) # Y). For 0 < p < 1, the maximum predicate privacy
that can be attained by a p-QR is termed predicate p-privacy and denoted by 7’(p), i.e.,
7 (p) = max 7, (W). (2.49)

CwWW(f@))ze ©
reEX

When h : X — Y = X is the identity mapping, predicate p-privacy in (2.49) specializes to

p-privacy in (2.11). With h being the identity mapping, since we get from (2.48) that

P (g;MAP(W)(Z) ] Y) < P (garapav)(Z) # X). it holds that 7' (p) < 7(p), 0 < p < 1.
Theorem 2.8 below provides an exact characterization of 7/(p). Its proof builds on that for

7(p) in Theorem 2.2 and is relegated to Appendix A.3. Define

j* = argmax Py (h7'()))

Px(i,j)=Px (f'(0)nh7'(j), i€Z, jel, (2.50)
ji =argmax Px(i,5), 1€ 2Z (2.51)
jEY

and

PG
‘ Z Px (Zh]z*)’

1€EZ

(2.52)
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where the maxima above need not be attained uniquely. Observe that max {%, %} <p <1

The right inequality is by

Z PX (Zaj*>

/ 1€EZ

Pe=w—p T =1
Z PX (27.71'>
€2

while the left inequality follows from

Py (hG7)  Px(h7(G")
> Px (g~ % Px(F 1)

1€EZ €2

1
m

= Px (h7'(j")) >

and

P (W) o _Px(WNG7) o Px(hM(G7) L

> Px (i gi) = X Px (h7M(7)) — X Px (BTM(G) K

€2 i€Z 1€Z

The following p-QR W/ : X — Z specified for x € X, 7 € Z, j € ), is relevant to the
achievablity proof of predicate p-privacy below.
For p/, =1

Wolilz) = 1(f(z) = i) (2.53)

and for p, < 1,

(
Px (i.j}) —Px (i)
> Px(Lif)—Px(h=1(5))’

max{pl, p} + (1 — max{p, p})

W ilz) =
. PX( ) x (2,7) . .
(1 maX{pc?p}> %:ZPX( ) —Px ( 1@))7 1 # f(x)7 j - h(x)
\
(2.54)
Theorem 2.8. Predicate p-privacy equals
7'(p) = 1 — max {PX )).p>_ Px(i.j; } (2.55)
1€EZ
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=1-max{g,,p} > Px(i,jj), 0<p<L (2.56)

1€EZ

Furthermore, predicate p-privacy is achieved by the p-QR W in (2.53) and (2.54).

Remarks:

)

(i)

(iii)

Note that W/ has the property that for each 7 in Z, j in ), all rows corresponding to x
in f~1(i) N h='(j) are identical. Pursuant to Lemma 2.1, W) can be interpreted as an
add-noise p-QR obtained by adding to f(X) a noise N that satisfies the Markov condition

N —o— f(X),h(X) —o0— X.

When h is the identity mapping, W/ in (2.54) does not coincide with W, in (2.16); in fact,

W! reduces to

;

max{pe,p) + (1= max{p ))<= e = (@),

Wi (i) =

(1 = max{pe, p}) = P( (> -r w), i # f(x).

\

By Theorem 2.8 and Theorem 2.2, 7 (W) = n(p) = 7, (W,). On the other hand, and
unlike W,, the p-QR W/ is not of the add-noise type in the sense of Definition 2.2 and also

depends on the entirety of Px.

From (2.50), (2.51) and recalling (2.14), in the right-side of (2.55),

Px (h71(j%) <1—Px(x,) and > Py (i,j5) <> Px (f71(0) =1,

€2 1€Z
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so that

'(p) > 1 —max{l — Px (z.),p}, 0<p<L (2.57)

From (2.57), for a given mapping f : X — Z and user data pmf Py, we can characterize
the worst-case predicate mapping h: X — Y ={0,1,...,m — 1}, 2 <m < r, for
©(p), 0 < p < 1. When 1 — Px(z,) < p < 1, it can be verified that the lower bound

in (2.57) is attained by the predicate mapping h given by

Y = h(X)=0(f(X)), where6: 2 Y =1{0,1,....m—1}, 2<m <k, (2.58)

is any mapping. Next, when 0 < p < 1 — Px(z,), the lower bound in (2.57) is attained by

the binary-valued mapping h : X — {0, 1} given by

h(x) = (2.59)
1, x#ux,.

The worst-case predicate mappings for 7'(p), 0 < p < 1, described above, afford the
following interpretation. When p = 1, the querier has full knowledge of f(X) and so
can compute any function of f(X). Therefore, for 1 — Px(z,) < p < 1, the worst-case
predicate mapping for 7/(p) takes the form of (2.58). For p = 0, the p-QR for computing
f(X) is less reliable to the querier. Therefore, for 0 < p < 1 — Px(z,), the worst-case
predicate mapping for the user is the one that has the lowest atomicity, i.e., a binary-valued

mapping, specifically (2.59).

(iv) Theorem 2.8 covers the setting when privacy is sought for a randomized function Y of the
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v)

2.6.

data X with the (finite-valued) rvs X, Y having a given joint pmf. Specifically p-privacy
for Y corresponds to predicate p-privacy in Theorem 2.8 with X, h(X), f(X) and F(X),
where

X=(XY), MX)=Y, [(X)=[f(X), F(X)=2,
(with an abuse of notation in f).

In a similar vein, Theorem 2.8 also covers the setting with “private data X, correlated
nonprivate data Y and publicly released data 2> alluded to in Chapter 1. Formally,

p-privacy for the mentioned setting equals predicate p-privacy in Theorem 2.8 applied to

X, h(X), f(X)and F(X), where

X=(X,Y), h(X)=X, f(X)=Y, F(X)=Z

Converse and Achievability Theorems

2.6.1. Converse Proof

Proof of Theorem 2.3: For Wy, ... W, satisfying (2.2),

P(QMAP(W1 ..... W) (Zl, ceey Zn) = X) > P(QMAP (W1) (Zl) = X)

> max {PX ("), p Z Px (xf)} (2.60)

1€EZ
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by (2.22). Also,

For each ¢ € Z and for [ = L%J +1,...,n,set

A (7)) = {(i1,...,4,) € Z" : i occurs [ times in (i1, ...,0,)} . (2.62)
Then, in (2.61),
P(gmar wi,....wo) (Z1s - Zn) = X) 2 Z Z max Px (z) HWt (ie] )
€2 = LgJ_H (4150esin ) €A (2) t=1
> > Px () Z Z HWt (ie|z7)
i€EZ 1= L%J +1 (Z1 ..... ’Ln)E.Al(’L) t=1
=Y Px(x})si(n) (2.63)
i€Z
where
sin)= Y si(n) (2.64)
S
with
st(n) = [Tw:Glay), ie 2. (2.65)
(il ,,,,, in)G.Al (Z) t=1
To understand the functional dependence of st(n) on (W (i|z}), ..., W, (i|z}) ), consider as an
instance all (iy,...,4,) € A(i) withiy = ... =4, =dandi;, # i, t =1+ 1,...,n. The
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corresponding sum for such (iq,...,i,) € A;(i) in (2.65) equals

n

(HWt (ﬂﬁ)) > [T we(ila?) = (HWt (ﬂﬁ)) [T a-witile).

(il+1 ,,,,, z‘n)GZ"_l t=Il+1
1t #1, t=l4+1,..., n

In this manner, we observe that si(n) reduces to a sum of (7) terms (corresponding to the
locations of [ is), each of which is a product of W} (i|z})-terms for [ locations of ¢ in {1,...,n}
corresponding to occurrences of i, and (1 — W, (i|x}) )-terms in the remaining (n — [) locations.
Thus, s!(n) is a function of (W (i|z}), ..., W, (i|x})).

We seek a suitable lower bound for s;(n) in terms of p and n, to which end we make the
Claim: Fori € Z, s;(n) is a nondecreasing function of each W (i|x}),t =1,...,n.

By (2.64), the claim and the observation following (2.65), s;(n) is bounded below in an
identical manner for ¢ = 0,1,...,k — 1, upon replacing each W, (i|x}),..., W, (i|z}) by p, in

accordance with (2.2). By said observation, we have from (2.64) fori = 0,1,...,k — 1 that

= P (Bin(n, p) > LgJ +1). (2.66)

Then from (2.63),

Plowiar wh......wy (Z1, - Z) = X) > (Z Py (x;‘)) P (Bin(n,p) > gJ + 1) (267
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Combining (2.60) and (2.67), we get

i€z
. n %
= max {pc, max {p, p (Bm(n, p) > bJ + 1) }} Z Px (z})
€2
= Px(z}) = Tulp)
1€EZ
from which the assertion of the theorem follows since W4, . .., W, were arbitrary subject to (2.2).

It remains to establish the claim, and it suffices to do so withz = 0, ¢t = 1, i.e., we show that
so(n) is nondecreasing in W, (0|z}). From the observation following (2.65), s{(n) is a sum of
() terms, each of which is a product of W, (0|x})-terms for [ locations of ¢ in {1,...,n} where
0s occur and (1 — W, (0|zf) )-terms for the remaining (n — {) locations. Thus, each of these (7))
terms will have either W, (0|zf) or 1 — W; (0]z) in it (depending on whether or not i; = 0).
The latter possibility yields a term with —W/; (0|zj) which is seen to be canceled by a suitable
term from sh™(n). Also, s§(n) = W, (0]x}) t]i W (0]xg) . Thus, so(n) consists of terms with
+W, (0]|zf) or with no Wi (0|xf) , and thereby is linear and nondecreasing in W; (0|x) . This

proves the claim. [ |

2.6.2. Achievability Proofs

The choice of V; : Z — Z (2.36) for the proof of Theorem 2.4 takes its cue from the proof
of Theorem 2.3. The first lower bound in (2.63) results upon discarding those (i1, ... ,i,) in

Z", n > 1, in which the most frequent symbol from Z occurs no more than ng times. The
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specific choice of V; in (2.36) ensures that the number of such occurrences is at least L%J + 1.

Proof of Theorem 2.4: We have

Pgwarvy) (Z1,. .- Za) =X)= > max Px(z H (i f ( (2.68)

Whenp =1, V; : Z — Z in (2.36) has 1s along its diagonal and Os elsewhere. Hence, the

right-side of (2.68) equals > Px (z}). Since A, (1) = 0, (2.39) holds (with equality).
1€Z

Hereafter we take 0.5 < p < 1. By the form of Vj in (2.36), for each x € X only those
(11,...,1,) € 2" yield nonzero contributions in (2.68) when consisting of i; = f(x); and i; =
f(z)+1mod k for f(z) evenori; = f(x)—1for f(z) odd. Accordingly, we distinguish between

the cases when £ is even or it is odd.

(1) k even: Fori =0,2,...,k — 2, set
B.(i) ={(i1,...,1n) € Z" 1iy =dori; =i+ 1}. (2.69)

Then in (2.68),

P(QMAP(Vl”) (Zv,....Z0) = X)

- - Z ZEB D) zef~1 (n)lax (i+1) HV1 Zt|f 2.70)

where for each i = 0,2, ...,k — 2 and for each (i1, ...,4,) € B,(i),

n
max )
zef~1(H)Uf~1(i4+1) I:I t|f
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with [; (i1, ..., 1,) being the number of is in (i1, . . ., i,). The first term in {-, -} above is no larger

than the second if

log

1 Pz

Li(i,oin) Smlip) = |5 [ = %
et

Since 0.5 < p < 1, we observe by the assumption in (2.35) that 7,,(é, p) < |5 |; and

Ta(i,p) < % —1foreven ' n.

Then fori = 0,2, ...,k — 2 and when 7,,(¢, p) > 0, by (2.71) we get in (2.70) that

Z max : Px(x)H%(it|f($))

LzEefH)Uf T (i+1
7

l=n—7n(%,p) I=7n(i,p)+1
* - n n— k = n n—
< Px(z},) Y (Z)pl (1—p)" "+ Px(a?) (l>pl (1—p)" (2.72)
(2]

where the first term in the previous inequality readily follows from the observation above, since

n— [%J > L%J + 1 for odd n
n_Tn(Z7p> >

% + 1 for even n.

'"When P (z}) = P (2},,), we get 7,(i,p) = n/2 for even n. In this case, replacing 7,,(i, p) = n/2 by
Tn(i,p) = n/2 — 1 does not alter subsequent calculations.

45



Note that when 7, (4, p) < 0, this upper bound in (2.72) remains valid. By (2.70) and (2.72),

P(gMAP(Vln) (Zv,...,Z0) = X)

< Z [PX (z74) P (Bin(n, p) > LSJ + 1) + Px (x]) P (Bin(n,p) > LgJ + 1>

i=0,2,...,.k—2

n

+ Py (a) P (Bin(n, ) < bJ)}
— (Z Px (ﬁ)) P (Bin(n,p) > {gJ + 1> + < Z Px (a::‘)) P (Bin(n,p) < LgJ)

i€Z i=0,2,...,k—2
(2.73)
= " Px(x7) = An(p). (2.74)
€2
(ii) k odd: Fori = 0,2,...,k — 3, set B,(7) as in (2.69), and
Bn(k’—l) :{(Zl,,Zn) GZnZtZOOTZt:k’—l}
Then
P(gMAP(V{‘) (Zv,...,Z,) = X)
< Cmax  Px(x) [ [Vl f (=) (2.75)
1202, b3 (i, iy B (i) " DUITEHD =1
£ ma  Pe@]viGse)
(i1sin) By (k—1) t=1
2 n n
< * i > | = * i < | =
< <; Py (xl)> P (Bln(n, p) > bJ + 1> + io;k_g Px (z}) P (Bln(n, p) < bJ)

+ Py (1) (P (Bin(rn.p) > | 5] +1) + P (Binn, ) < LgJ))
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_ (Z Py <mz>) P (Bin(n.p) > | 2] +1) + ( > Pl >) P (Bin(r.p) < [ 5])

i=0,2,...,k—1

where in the inequality above, the first two terms on the right-side obtain a la (2.73). When
(i1,.--,in) = (0,...,0) (the all-zero sequence), the maximum in (2.75) is over x in f~1(0) U
f~Y (1)U f~1(k —1). The preceding calculations are, in effect over z in f~'(0), and are justified
since Py (z§) p" > Px (x7) (1 — p)" > Px (z}_;) (1 —p)" for 0.5 < p < 1.

The assertion of the theorem holds by (2.74) and (2.76). |

Proof of Theorem 2.5: We have
Plowsens) Zo o 20 =X) = max Pe(o) [[Wldf@). @
When 0 < p < 1/k, we get from (2.40) that
Plgwap(vpy (Z15- -+, Zn) = X) = Px (27)

so that 7, (V3') = 1 — Px («*) . Considering next 1 /k < p < 0.5, by the form of V5 in (2.41), for

each
k 1
G
only those (iy,...,%,) € Z" yield nonzero contributions in (2.77) when

o111

1
iy € St SRS {—J—l L ot=1,...,n,
HER 7] /
p p
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and for each

L {fl (H BJ) U...Uf1<k1>}

only those (iy,...,4,) € Z" yield nonzero contributions in (2.77) when

zte{ﬁgﬂ EJ/{1} t=1,....n
Fom':o,...,QﬁJ —1),set

o=

and, when the filler block above exists,

Then in (2.77), with the filler block existing

e n

— max Px(x Va(ie| f(x
i=0  (i1,...,in)ECn (1) xef_l(iL%J)U~~-Uf—1((i+1)LH_1) ( )H ( | ( ))
+ Z max Px () H Va(ie| f())

(i1 in)echzJJ) a:ef1<MSJJUJ>U..U]«1(;€_1) i
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o) 5 )
mod; o . %L%J
kmod || (i i

where (2.78) uses (2.35) and |C, (/)| = (HJ)” 'cn QﬁD‘ - (k: mod M)n. In the

absence of the filler block, clearly

The assertion of the theorem follows. |
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2.7. Inadequacy of Repetitions of Optimum Single Query Response for

Multiple Query Responses

Theorem 2.2 establishes the optimality of the add-noise p-QR W, : X — Z, or equivalently
V, : Z — Z, in achieving p-privacy 7(p), 0 < p < 1, for n = 1. Upon choosing W; = W,
orV; =V,,t=1,...,n,n > 2 in (2.28) or (2.29), respectively, how does the corresponding
privacy 7, (W) or m, (V') compare with the achievable privacy in Theorems 2.4 and 2.5? In
the regime of all suitably large n, we show below that the former does not exceed the latter and,
in fact, can be strictly smaller.

To this end, the concept of Chernoff information [16] plays a material role. Given a
stochastic matrix V' : Z — Z, define its Chernoff radius, denoted C'(V'), as the minimum of

pairwise Chernoff information quantities:

C(V) = min C(j,7)

J#5’
5. EZ

_ . _ . A YA 1-A

= min |- min log (Z V(il)*V (il5") )] , (2.79)
j7j,62 €2

noting that C'(V') > 0 with C'(V') > 0 iff all the rows of V" are distinct.

Also useful will be the next two technical lemmas. Let f(X) be a Z-valued rv with pmf

P(f(X):z’)— Peled) ez

Y Px(x))

ez

with 27,1 € Z, asin (2.14). Let Zt, t =1,...,n, be conditionally mutually independent
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Z-valued rvs conditioned on f(X), with

1
We use the notation A = exp(—nB) to mean lim ——log A = B (cf. e.g., [44]).
n n

Lemma 2.9. For 0 < p < 1, consider add-noise p-QRs { F;(X) };=, with (2.28) holding for every
n> 1, where Wy =W, t > 1, and W : X — Z has identical rows for all v € f~1(i),i € Z,

and has associatedV : Z — Z in (2.12).

(i) The corresponding privacy for everyn > 1 is

7, (W) =, (V") =1— (Z Py (x;.k)) P (gMAp(Vn) (Z], o Zn) - f(X)) . (2.80)

i€Z

(ii) Furthermore,
m, (V) — (1 ~) Px (@)) = exp [-nC(V)]. (2.81)
i€Z
Proof-

@

(i1, )EZ™ ved t=1
n
= > max  Px(a) [[W (o)
(i1,yeeeyin ) EZT IEL;-JéZ () t=1



(’Ll ..... zn)eZ" t=1
=Y ma PGV G (). bye
(i1,yeeeyin ) EZ™ t=1
= > max Pe) [TV Gl (2.82)
(%1,.00sin ) EZ™ t=1
Px(l'*>
= ZPX (ﬁ)) Z maX—J*HV(itlj)
<i62 (i1,0nmin)EZP ez lé Px (a}) =1
= <Z PX (Ij)) P (gMAP(V") (Zl, ey Zn> = f(X)) (283)
i€z

where the third equality above is by the assumed form of V.

The first assertion in (2.80) follows from (2.82) and the second from (2.83).

(i) By [44, Theorem 2],

P (gureevn (21,0, 2) # F0) = exp [-nC (V)]

which, applied to (2.80), yields (2.81).

Remark: Observe that a direct application of [44, Theorem 2] to

Tp (Wn) =P (gMAP(W") (Zl, ey Zn) 7é X)

is not useful as it yields

7o (W) = exp [-nC(W)
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where the Chernoff radius of W : X — Z is C(W) = 0 owing to the presence of identical rows

when k£ <r — 1.

Lemma 2.10. For V, in (2.17) and V; in (2.36), we have

C (V1) = D(Ber(0.5)|[Ber(p)) = —log2y/p(1 —p), 0<p<1

and for 0.5 < p <1

C (V,) = —log 2y/max{p., p} (1 — max{p., p}), k=2

C (V,) > —log 2y/max{p., p} (1 — max{p., p}), k> 3.

Proof: First observe that for 0 < p < 1,

1
C (V1) = sup lo
= e, A=) (1)

1
= log
. A . 1—-X\ 1—\ 1 A
Jdnf pA (1 =p) "+ p 72 (1 = p)
1
=log ———
2y/p(1—=p)

= D(Ber(0.5)||Ber(p))

(2.84)

(2.85)

(2.86)

(2.87)

where the infimum is attained as a minimum at A = 0.5; and C'(V;) = oo for p = 0 and p = 1.

The last equality above is by a simple calculation.
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Turning to (2.85), for k = 2,

1
C(Vo) = sup lo ) i 1-x )
) e, Cara{e A1 (1 = a1+ (it o) (1 = w1

1
= log ;
2y/max{p., p} (1 — max{pe, p})

in the manner of (2.87).

To show (2.86), for j # j’in Z,

1

C (4,7) = sup lo — — = sup (1 —X\)Da(V,(.IDVL(.]5 (2.88

() = 500 Tog st = s (L= DALV @289
i€z

where D, is the Rényi divergence of order A [65]. For each A € (0, 1), since D, satisfies the data

processing theorem [29, Theorem 1], we get

DA(Vo(1)IIVo(.15')) = Dx (Ber (Vo(5'1)) [|Ber (Vo(5'157)))

= D, | Ber M(l—max{p p}H) HBer(max{p o)
> Px (x7) i i

i#j

(2.89)

Claim: For k > 3 and 0.5 < p < 1, the right-side of (2.89) is strictly larger than

Dy (Ber (1 — max{p., p}) ||Ber(max{p.. p})) .
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Then applying the claim to (2.88), for all j # j" in Z,

C(4,5') > sup (1 —A)Dy (Ber (1 — max{p., p}) |[Ber(max{pc, p}))

0<A<1

> 0.5D.5 (Ber (1 — max{p., p}) ||Ber( max{p., p}))

= —log 2v/max{p,, p}(1 — max{p., p})

which yields (2.86).
It remains to prove the claim. Note that for k > 3, Px(z7}/) / > Px (z]) < 1andso
I#j

M(l — max{p., p}) < 1 — max{p., p} < max{p., p}
> P (a7) ; ; )

i#j

since max{p., p} > 0.5. Then, it suffices to show that D, (Ber(«)||Ber(53)) is (strictly) decreasing

ina for0 < a < 5. We have

d 1 At 1 - a-p)

— D, (Ber(a)||Ber(p)) = P — ( /\) ( 1ﬁ> (2.90)

da T g (1-a) (- )
Since A € (0, 1), the right-side of (2.90) is negative iff

) ) 1— g\ 1— 3\
A—1 pl—A 1 . A—1 1 . 1-A “ ]
S (=) =) e () > (5

which holds since o < f3. n

Finally, we show that the privacy of add-noise p-QRs {F;(X )}, under (2.29) for every

n > 1with V;, = V,, ¢t > 1, is no better than with V; = V; or V; accordingly as 0.5 < p < 1 or
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0 < p < 0.5; and, in fact, the former can be strictly smaller than the latter.

Proposition 2.11. For all n suitably large (depending on case below):

(i) 0< p <05
mo (V3") 2 7, (V5') 5 (2.91)
(1) 0.b<p<1:
k=2 -
T, (V") >m (V') p<pe (2.92)
(V") =m (V). p=pe (2.93)
k>3 —
7, (V") > m, (V)'). (2.94)
Proof

(1) See Appendix A.4.

(i) For 0 < p < 1, we have by Lemma 2.9(i1),

m, (V) — (1 —) Px (x;)) = exp [-nC (V)] (2.95)

€2

and by Theorem 2.4 for 0.5 < p <1,

T, (V") — (1 —-)  Px (ﬁ))

€2
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> Ap(p), n=>1
= exp [ — nD(Ber(0.5)||Ber(p))], by (2.38) and Lemma 2.6(i)

— exp[—nC(V1)], by (2.84). (2.96)

For £ =2 and 0.5 < p < p., by (2.84) and (2.85),

C(V1) = —log2y/p(1 —p) < —log2+/pc(1 — p.) = C(V,)

so that (2.92) holds by (2.95) and (2.96). For k = 2 and p > p,, observe in (2.36) and (2.17)

that V; = V,, whereby (2.93) holds. For £ > 3 and 0.5 < p < 1, by (2.84) and (2.86),

C (Vi) = —log2y/p(1 — p) < —log2y/max{p., p} (1 — max{p., p}) < C(V,)

and so (2.94) holds by (2.95) and (2.96).

2.8. Discussion and Open Problems

The choice of probability of error as a measure of recoverability as well as privacy is driven by
considerations of tractability and obtaining exact answers. In particular, it enables us to identify
optimal or asymptotically optimal p-QRs in our achievability proofs. However, observe that (2.1)
or (2.2) is a pointwise (in X = x, x € X) measure of recoverability while (2.8) or (2.11) is

an average (in Z = ¢, ¢ € Z) measure of privacy. In symmetry with the pointwise measure of
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recoverability, it would be preferable to consider a redolent measure of privacy in (2.8), (2.11)

that is pointwise in Z = 1, viz.

m(p) = max min P Z X|Z=1), 0<p<I1. 2.97
() wrlioze 2 (gmapwy (Z) # X | ) p (2.97)

What would be the characterization of 7(p) given by (2.97)?

As mentioned above, we have used the probability of error criterion to measure privacy. In
a different formulation, privacy can be defined in terms of more discerning measures such as ;-
or Ly-distances between user data and the querier’s estimate of it which penalizes deviation of
the querier’s estimate from its true value. Will the resulting insights be qualitatively different?

The choice of W, : X = ZorV, : Z2 — Z in (2.16), (2.17), depending on Px through
Px (z}), 1 € Z, yields maximal privacy for a single p-QR for all 0 < p < 1. However, for
the case of multiple conditionally independent p-QRs, our achievability schemes in Section 2.4,
that do not depend on Py, perform variously according to the value of p. In particular, for
0.5 < p < 1, conditionally i.i.d. add-noise p-QRs {F;(X)}2, with V; : Z — Z in (2.36)
are asymptotically optimal with privacy 7, (V;*) converging to the limit of the upper bounds for
p-privacy 7, (p), n > 1, in Theorem 2.3. However, when 0 < p < 0.5, our add-noise p-QRs with
Vo1 Z — Zin (2.40), (2.41) yield privacy 7, (V;*) not depending on n, which, in general, does
not meet the corresponding upper bound in (2.46). Thus, it remains open whether conditionally
independent p-QRs {W, },, that are Px-dependent or are not necessarily of the add-noise variety,
can outperform 7, (V}") or 7, (V3"). Indeed, the goodness of our upper bound for 7, (p) in (2.46),
0 < p < 0.5 (that does not depend on n), is unresolved. These observations are analogous — in

our setting — to the “composition” results for differential privacy (cf. e.g., [42]).
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In Section 2.4, the objective of the querier is to compute f(X), for a prespecified f, from
multiple p-QRs provided by the user. In an alternative formulation where an “adversarial querier”
elicits multiple p-QRs for various choices of functions in order to isolate the value of X and

compromise data privacy.

2.8.1. Local Differential Privacy

We close with a suggested framework for examining the work in this chapter in the context of
differential privacy that was described in Section 1.2 and is now restated. Consider a database
that hosts multiple users’ data that, in our setting, constitutes a data vector. Differential privacy
stipulates that altering a data vector slightly leads only to a near-imperceptible change in the
corresponding probability distribution of the output of the privacy mechanism, i.e., query
responses that are randomized functions of data vectors. An altered formulation would seek to
adhere to the function recoverability requirement and additionally guarantee differential privacy
for the data vector, while simultaneously maximizing data privacy. However, unlike in a
differential privacy setting, our model lacks a notion of closeness between data vectors. Instead,
we consider local differential privacy (e-LDP) [24], [40], [76], [62], which is a more general
and conservative measure of privacy compared with differential privacy (see [24]). Specifically,

e-LDP, € > 0, requires a QR W : X — Z to satisty

v, ¥’ € X, j€Z. (2.98)

The objective of the user is to select the randomization mechanism that enables function

recoverability and maximizes data privacy while simultaneously being locally differentially private.
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For each j € Z, p-recoverability in (2.2) and (2.98) with 2’ € f~1(j) imply that

p,  x€f(j)

Furthermore, we must have

1= W(ila)2p+ k-1, zex

;7
JjEZ

whence

1

< 1. 2.
PE T = Do © (2.59)

Thus, an e-LDP QR W : X — Z will be a p-QR for p as in (2.99), implying that f cannot be
p-recoverable for p violating (2.99).

For e > 0 and p satisfying (2.99), what is a characterization of p-privacy in (2.31) under
the additional requirement that the p-QRs are locally differentially private? To this end, for
establishing a converse bound, how would we incorporate the e-LDP constraint (2.98) in the proof
of Theorem 2.3? With regard to achievability, it is significant that the e-LDP requirement (2.98)
would preclude the p-QRs used in the proofs of Theorems 2.4 and 2.5 (with zeros in the associated
stochastic matrices). For that reason, to begin with, we can compare the performance of well-
established e-LDP mechanisms RAPPOR [28] and Randomized Response [41] with the converse
bound. However, in general, a closed-form expression for p-privacy under an e-LDP constraint is
not apparent. Therefore, as a first step, can a particularization to the special case of a binary-

valued mapping f : X — {0,1} make the characterization of p-privacy tractable? These
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problems are open.
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Chapter 3: List Privacy Under Function Recoverability

3.1.  Synopsis

We consider a user’s data to be depicted by a finite-valued rv with known pmf and a querier who
wishes to compute a given function of the data from a user-provided QR. The user fashions the
QR so as to enable the querier to recover from it the function value with a prescribed probability
p, 0 < p < 1, while maximizing list privacy of the data. List privacy is measured by the
likelihood of the querier guessing a list of prescribed size, based on the QR, to which the data
value belongs. We derive a general converse upper bound for maximum list privacy; and for the
special case of a binary-valued function, the mentioned upper bound is shown to be tight through
an achievability scheme, consisting of a suitable QR.

List p-privacy is described in Section 3.2 and the main results are given in Section 3.3.
The concluding discussion Section 3.4 also contains relevant open problems. The results of this

chapter were reported in [56], [60].

3.2. Preliminaries

Consider the model as in Chapter 2 and outlined in Section 2.2 before Definition 2.1. A QR

F(X)or W : X — Z that satisfies the p-recoverability condition described in Definition 2.1 is
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termed a p-QR.
Definition 3.1. Let £; be the set of all [-sized subsets of X', 1 <[ < r. Foragivenl,1 <[ <,
the (I-)list privacy of a p-QR F(X) or W satisfying (2.1) or (2.2) is

T (F) = m) (W) £ min P (X ¢ g (F(X))), 3.1)

p

where the minimum is over all estimators g : Z — £;. The minimum in (3.1) is attained by a

maximum a MAP estimator

) N L ‘ .
Iriapaw) (i) = arg max P(X el Z=1i) =arg max ZPX ()W (ilz), i€ Z. (3.2)

xeL

Ties in (3.2) are broken arbitrarily. For 0 < p < 1, the maximum list privacy that can be attained
by a p-QR is termed list p-privacy and denoted by 7 (p), i.e.,
()2  max 7D(W).

W (f(z)|x)>p ©
reX

In this chapter, too, we shall assume conservatively that the querier knows the pmf Py and
the p-QR F'or IV.

Remarks:

(1) Our work in Chapter 2 was concerned primarily with privacy for the data X. The associated
concept of p-privacy 7(p) for X is a special case of list p-privacy 7(")(p) for list size [ = 1.
Clearly, list privacy is a more stringent notion than (data) privacy since 7)(p) < 7(p).

Also, for 1 <’ <l < 7,70 (p) < 7)(p).
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(i1) The list privacy framework addresses the drawback mentioned in Remark (iii) after

Theorem 2.4 in Chapter 2 by choosing a suitable list size .

Our objective is to characterize list p-privacy, and identify explicitly p-QRs that achieve

them, 0 < p < 1. This objective is met below in part for 7() (p).

3.3. List p-Privacy

Our characterization of list p-privacy 7 (p), 0 < p < 1, is partial. We provide an upper bound
for 7()(p), and an achievability proof for the special case of a binary-valued mapping f : X —
Z =1{0,1}. A general achievability proof is not yet in hand.
For any A C X, we denote by [A], the set of ¢ largest Px-probability elements in A,
0 <t < |A|< r; in particular, [A], = 0 and L; £ [X], is the set of ¢ largest Px-probability
elements in X'. Define
A, £ arg max

ACX:
0<[Al<!

Px(8) +p 3 Px ([F71(0) \ A] mm{HAL,f_l(i)\M})] L 0<p<l (33)

i€Z

Theorem 3.1. (i) List p-privacy is bounded above according to

—1—

Px(8) + 93 Px ([ 0N A i, fl@\w)] L 0<p<L (G4

i€Z
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(ii) For f : X — Z = {0, 1}, it holds that

7O(p) =70(p) =1— | Px(A,)+p 3 Px ([f*l(z') \A,,}HAP|> L 0<p<l.
1€{0,1}

Remarks:
(i) The maximizing A = A, in (3.3) need not be unique.

(ii) In the right-side of (3.4), m(f)(p) is piecewise affine in p € [0, 1]. See, for example, Fig. 3.1.

(iii) The form of m(f) (p) in (3.4), (3.3) affords the following interpretation for the querier’s best

list estimate. For p = 0, i.e., a “useless” p-QR F(X) = Z, the querier’s best (MAP)
estimate of a list is L. For p = 1, i.e., a full knowledge of f(X), say f(X) =i in Z, the
querier’s best list estimate will contain [f~'(7)] . (1f-1(s)- For any intermediate value of

p, the expression in (3.4) captures a tradeoff between these extremes.

@iv) Forl =1,

W (p) = 1 — max {max Px(x pz maX Px(x }

xef
which, by Theorem 2.2 equals p-privacy 7(p). Thus, Theorem 3.1 is tight for [ = 1.

(v) The special case f : X — Z = {0, 1} enables an achievability proof through a suitable

choice of p-QR below.
The following technical lemma, whose proof is relegated to Appendix B, states properties
of A, and m(f) (p) in (3.3), (3.4) of pertinence to the achievability proof of Theorem 3.1(ii).

Lemma 3.2. (Properties of A, and m&l)(p) in (3.3), (3.4), (3.5))
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s (p) Binary-valued mapping f : {0,1,...,6} — {0,1} and
[ = 3 with

fO)=f1)=f(2)=0, f3)=f(4)=f(5)=f(6)=1
and Px(0) =0.3, Px(1) = 0.2, Px(2) = 0.15,
Px(3) =0.1, Px(4) = 0.1, Px(5) = 0.1, Px(6) = 0.05.

0.35

B T e

- - -

0.05L________

0 0.6 067 075 1

p

Figure 3.1: ¥ (p) vs. p

(i) A,=UJ A, Nnf1E)=U [f_l(i)]mpmf,l(m, ie, A,N f1(i) consists of [N, N f71()]-

€2 1€EZ

largest Px-probability elements in f~1(i), i € Z.

(ii) For f : X — Z ={0,1}, A, satisfies

L= A 716\ A, i€ {01} (3.6)
(iii) m(f)(p) in (3.3), (3.4) is piecewise daffine, continuous and nonincreasing in p € [0, 1], with

71.7(})(0) =1—-Px (LEk) ) ﬂ-q(j)(l) =1- Z Px <[f_1(2)} min{l,|f*1(i)\}> . 3.7

€2
(iv) |A,|is nonincreasing in p, 0 < p < 1, with |Ag|=land 0 < |A;|< max{0, l—migl |71}
1€

(v) |A,| is piecewise constant in 0 < p < 1 with |A,|=1— j for p € [pj,pj+1], 0 < j <,

where po =0<py < ... < p < pip1 = L;and p;, j = 1,...,1, is the solution to

max
ACX:

|A|=l—j+1 icZ

Px(A)+p Z Px ([f_l(i) \ A} min{j_1,f1(z‘)\/\|}>]
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= max
ANCX:
[A[=l—j

1€EZ

Proof of Theorem 3.1:

(1) Forevery p-QR W : X — Zin (2.2),

l
1= 7DW) = P (X € g spon(2))

l .
=Y P (X €4l ipu(2).2 =)

1€EZ

= max P (X € L,Z = 1)

LeLl;
i€Z
= Z Eneagl( Z Px (x)W (i|x)
i€z z€eL
S :
> max Z Px ()W (i|x)

€2 0<IAISE 2eU[F T O] a1 enan

= max {ZPX >

iz osfila Locd ze[f_l(i)\A]min{z—\MAf—lm\Al}

Px(N)+p) Px ([f_l(i) \ A min{j,|f1(i)\A’|}>] ‘

(3.8)

Pl i)

> max [ZPX > pX(x)W(ux)]

0<|AILT €2 = xEA Ie[f_l(i)\A}min{lf\A\,\f‘l(i)\A\}
1y
= e A)+ PZ Px ([f (i) \ A] min{l—|A\,|f*1(i)\A\})
0<[Al<t =

which yields (3.4).

(3.9

(ii) For f : X — {0, 1}, we note by Lemma 3.2(ii) that 7" () in (3.4) simplifies to 7\’ (p)

in (3.5).
We present a p-QR that achieves (3.4). By Lemma 3.2(iii), we know that 7

affine, continuous and nonincreasing in p € [0, 1], with ! )(O) =1—-Px(L
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that

m(p) =1—Px (L)), 0<p<p,

u

i.e., p; is the largest value for p for which m(f)(p) = 1— Px (L}). Note that for 0 < p < py,

A, = Lj. For the choice of p-QR W, : X — {0, 1} given by

max{p, p1}, i=f(x)
W, (ilx) = (3.10)

1 —max{p,p1}, i# f(z), x€ X, i€{0,1},

we get

l
17 (W,) = P (X € g3 4pqus(2))

= > max ;PX(I)WO(¢|x). (3.11)

1€{0,1}

With A, as in (3.3), and noting by Lemma 3.2(ii) that | — |A,|< [f~1(i) \ A,|, « € {0,1}, we

claim that the maxima in (3.11) are attained by L, ¢ = 0, 1, in £; given by
o 0=0,1L (3.12)

Forany A C X, let [A]Z denote the (not necessarily unique) :th-largest Px-probability element in
Ayi=1,...,|A]. Let |[A, N f~1(i)] = a;, © € {0,1}. Using Lemma 3.2(i) in (3.12), said claim

means that

L= [ W] apa, VIO,
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10— [f—1(1)]a1 U [f_1<0)]ao+z—|Ap\ (3.13)

attain the maxima in (3.11). We first consider the case p > p;. With the choice of W, in (3.10),

for the maximum in (3.11) for s = 1 to be attained by L', it suffices if

pPx ([f 1)) 1) > (1= p) Py ([f1(0))™ ™) (3.14)

and

(1= p)Px ([f71(0)]) > pPx ([f (1)) 141y (3.15)

If ag = 0 ora; + 1 — |A,|= [ f~*(1)], then it is enough to show (3.14), as (3.15) is vacuous. If
ap = |f71(0)] or a; + 1 — |A,|= 0, then again it is adequate to show (3.15), as (3.14) is vacuous.

Since A, attains the maximum for the expression within [-] in (3.3),

R DY PX( \A}HAPQ

1€{0,1}
> Px(0)+p 3 Pr ([ ONA] gy ) - AC A 0SIAS L (16)

1€{0,1}

By choosing A = A, U [f~*(0)]“*! in' (3.16), we get

EYDY PX( \A]17|Ap|)

1€{0,1}

> Px (AU IO ) +p 30 Pr ([N (U O], )

1€{0,1}

"'We know that since p > p1, |A,|< [—1, and therefore, A = A,U[f~1(0)]?0 ! is a valid choice for A in (3.16).
Also, by a straightforward calculation, I — |[A|< [f~1(i) \ A|, i =0, 1.
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which reduces to (3.14). Similarly, by choosing A = A, \ [f(0)]* in? (3.16), we get (3.15).
For establishing that the maximum in (3.11) for i = 0 is attained by L°, similarly it is

sufficient to show that

pPx ([f—l(o)]ao-&-l—\Apl) > (1 _ P)PX ([f—l(l)]aﬁ-l) (3.17)

and

(1= )Py ([ (D) > pPy ([f7 (@)oY (3.18)

This is done by choosing A = A, U [f~!(1)]* "t and A = A, \ [f~1(1)]** which give (3.17)
and (3.18), respectively, by similar calculations as for the case 7 = 1.

When p < py, it is readily seen in (3.13) that L' = L° = [f~!(1)], U[f~'(0)],, = L7, and

al
attain the maxima in (3.11).

Finally, upon substituting (3.12) in (3.11), the resulting ng) (W,) equals the upper bound

P (p) in (3.5). This completes the proof of achievability. [
Remark: Observe in the proof of Theorem 3.1(i) that in obtaining the bound (3.9), a list of size
less than [ will be chosen for the second summation in the right-side of (3.8) if A, is such that,
for some 7 in Z, it holds that I — |A,|> |[f~*(¢) \ A,|. This would suggest an apparent slackness

in the upper bound on 7(p). We provide next an example to show that this is not necessarily the

case. Consider the mapping f : {0,1,...,4} — {0,1,2} with

f0)=f(1)=0, f(2)=f(3)=1 and [f(4)=2

2As noted, we only need to show (3.15) if ap > O and a; +1— |A,|< |f~1(1)|. Then with A = A, \ [f~1(0)],
it can be verified easily thatif ag > 0 and a; + 1 — |A,|< |f~1(1)|, then I — |A|< [f~1(i) \ A], i =0, 1.
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The list size [ = 2, and Px is the uniform pmf on X. By a straightforward calculation, we obtain

l—p, 5<p<1
() = 4 3 1 1
™' (p) 55 3Sp=3
3 1

Observe that for 1/2 < p < 1, A, = 0, due to which I — [A,|=2 > |f~(2) \ A,|= 1. But the

p-QRW :{0,1,...,4} — {0, 1,2} given by

P, i€{0,1,2}, € f1(i)
1—p, i=0, z€{2,3)
Wiile) =91-p, i=1, ze{0,1}
I—p ie{0,1}, z=4

0, otherwise,

has list privacy 1 — p for 1/2 < p < 1. Therefore, for 1/2 < p < 1, m(f)(p) is optimal even

though I — [A,|=2 > |f~1(2) \ A= 1.

3.4. Discussion and Open Problems

By Theorem 3.1, we have obtained an upper bound for list p-privacy that is tight for binary-valued
functions. What is the exact characterization of list p-privacy for functions that are not binary-

valued? With regard to the converse, from the derivation of ) (p), we get that the querier’s best
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list estimate, based on ¢ in Z, has the structure that it consists of elements from the highest Px-
probability elements in X’ and the highest Py-probability elements in f~'(4). This natural form

of the querier list estimate suggests the optimality of P (p). In that case, what is the optimal

p-QR, i.e., p-QR attaining a list privacy of m(f)(p), for functions that are not binary-valued? By
Lemma 2.1, observe that W, (3.10) is an add-noise p-QR. Can p-QRs, not necessarily of the

add-noise type, be considered for achieving list p-privacy? These questions are open.
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Chapter 4: Gaussian Data Privacy Under Linear Function Recoverability

4.1. Synopsis

A user’s data is represented by a Gaussian rv and a querier seeks to compute a given linear
function of the data from a QR provided by the user. The QR is a suitably randomized version
of the data that the user constructs so as to enable the querier to recover the function value with
a prescribed accuracy, parameterized by p > 0. Under this recoverability requirement, the user
wishes to maximize privacy of the data from the querier. Both recoverability and privacy are
measured by /s-distance criteria.
Our model for p-recoverable linear function computation with associated privacy is

described in Section 4.2 and the derivation of p-privacy is given in Section 4.3. A closing
discussion along with relevant open problems are contained in Section 4.4. The results of this

chapter were reported in [52], [53].

4.2. Preliminaries

Let a user’s data be represented by a R"-valued redundant Gaussian rv X ~ A (0, I,) with
covariance matrix [,,, n > 1, the identity matrix of size n. A querier wishes to compute a given

linear function of the user data AX, where A € R™*" and has rank 1 < r < min {m,n}. The
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querier obtains from the user a QR Z that is a R™-valued rv generated by a conditional probability

distribution Pz x. The QR Z must satisfy the following recoverability condition.

Definition 4.1. Given p > 0, a QR Z is p-recoverable if
E[|AX - Z|"] <p, (4.1)

where the expectation is with respect to the distribution of (X, Z). Such a p-recoverable Z will

be termed p-QR. We note that the distribution of Z will depend, in general, on p.

Remark: Note that unlike in Chapters 2 and 3, recoverability decreases with increasing p > 0.

Definition 4.2. Given p > 0, the privacy of a p-QR Z satisfying (4.1) is
m,(Z) 2 inf E[||X — g(2)|I°] = mmse (X|2) (4.2)
g9

where the infimum is taken over all (Borel) measurable estimators g : R™ — R"™ of X on the
basis of Z. Clearly, the infimum in (4.2) is attained by an MMSE estimator so that 7,(Z7) is

mmse(X |Z), where mmse(X|Z) denotes the MMSE in estimating X on the basis of Z.

Definition 4.3. Given p > 0, the maximum privacy that can be attained by a p-QR 7 is termed

p-privacy and denoted by 7 (p) , i.e.,

7(p) 2 sup 7, (Z). (4.3)
PZ\XI]E[”AX*ZHQ]SP

Our objective is to characterize p-privacy 7(p), p > 0, and identify a p-QR that achieves
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it, and is addressed next.

4.3. Gaussian Data p-Privacy

Theorem 4.1 below provides an exact characterization of p-privacy in (4.3). This is done by
obtaining first an upper bound (converse) for 7(p), p > 0, and then identifying a p-QR whose
privacy meets the bound (achievability).

Throughout the rest of the chapter, we consider a particular singular value decomposition

A=USVT, (4.4)

where U and V are, respectively, m X m- and n X n-orthonormal matrices. In” (4.4), the m x n

matrix S containing the singular values of A and represented by

Sij = 4.5)
0, otherwise, ie{l,...,m}, je{l,...,n},
is such that
0<s <o <sp, (4.6)
where s1, ..., s, are the nonzero singular values of A. Let S be the r x n-matrix consisting of

the first r rows of S; the remaining m — r rows of S are all-zero rows.

Recalling that U and V' are orthonormal matrices and using (4.4), (4.5), standard calculations,

'Some notation relevant for the rest of the chapter: For a matrix B, we denote its transpose and trace by B” and
tr(B), respectively. For arv Y, var(Y") will denote the trace of the covariance matrix of Y.
The columns of U and columns of V' are the left-singular vectors and right-singular vectors of A, respectively.
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T

repeated in Appendix C.1 for the sake of completeness, show that var(AX) = tr (AAT) = 3~ 2

and

mmse (X |AX) =n —7.

Theorem 4.1. p-privacy equals

— S =
7m(p) =n —r+ min %,1—|—p—21,...,r—1+ 21 e, p=>0.
51 53 Sy
Remarks:
(i) By Theorem 4.1 and (4.6),
(
n—T—l—%, 0<p<s?
”—T+1+%, s <p<si+ss
m(p) =
r—1
p—.Zsf r—1 r
n—r+r—1+-—5—, st<p< > s?
" i=1 i=1
n, DI

\ =1

(4.8)

(4.9)

is piecewise affine in p. For example, a plot of 7(p) vs. p is given in Fig. 4.1 for n = 5,

m=r=23, s1 =2, so=3and s3 = 4.

(ii) In particular, for p = 0, w(p) = n — r which, from (4.7), is the error of an MMSE estimator

of X on the basis of AX. For p > Y s? = tr (AAT) = var(AX), 7(p) = n = var(X) is
=1

the error of a MMSE estimator of X without any observation.
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;1 is 20 r
Figure 4.1: m(p) vs. p.
(iii) p-privacy 7(p), p > 0, is a nonincreasing function of each individual singular value when

the remaining  — 1 singular values are fixed.

The following Lemmas 4.2 and 4.3 are pertinent to the proof of Theorem 4.1. Their proofs

are relegated to Appendix C.2.

Lemma 4.2. For p > 0,

sup inf E [||X —g(Z)H2] = sup inf E [HX —g(Z)HQ} (4.10)

Pyix E[|AX-2|*]<p ¢ Py [||svrx-z|[*]<p ¢

where the R™-valued rv Z represents a generic stand-in for a p-QR under recoverability of

SVTX.

Remark: Since V is orthonormal and X ~ N (0,1,), X = VTX has the same distribution
as X. Hence, the right-side of (4.10) can be interpreted as p-privacy under recoverability of
SX, X ~ N(0,1,). For reasons of ease of notation, we do not use this observation for the

proof of Theorem 4.1.

The significance of Lemma 4.2 is that p-privacy under recoverability of AX from Z is
equivalent to p-privacy under recoverability of SV7X from Z. Recalling that S is the r X n-
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matrix consisting of the r nonzero rows of .S, the covariance matrix of the R"-valued rv SVTX
is a diagonal matrix SST, an observation that facilitates establishing the converse for the proof
of Theorem 4.1.

The following notation is relevant for the rest of the chapter. For given R"-valued rvs ¢

and ¢, let the components of ® — ¢ be denoted by [(® — ¢),,..., (P — gb)m]T.

Lemma 4.3. For p > 0,

sup inf E [HX —g(Z)HQ} = sup inf E [HX —g(2)
PyxB[||sVTX-Z )] <p I Py E[||SVTX-2|%] <o 9
el|(5v7x-2) =
=1,...,7r

]
(4.11)

By Lemma 4.3, we can restrict the class of p-QRs Z for recovering SV7 X in Lemma 4.2
to those specified Z for the recoverability of SVT X, as detailed under the supremum in the right-

side of (4.11) without any loss in p-privacy.

Proof of Theorem 4.1: Using Lemmas 4.2 and 4.3, we get in (4.3) that

m(p) = sup inf E [||X — g(2)|’]
Py xE[[|[AX—Z|1*|<p

= s wfE[x - e(2)]

Py E[||svrx-2|*]<p g

~ 2
- sup inf E {HX - g(Z)H } . (4.12)
Paa]lvrx-2) < °

2
J<s2,

We establish (4.8), with (4.12) serving as the springboard. First, we prove a converse proof
showing that 7(p) cannot exceed the right-side of (4.12). Then an achievability proof shows the

78



reverse inequality by identifying an explicit p-QR that attains the right-side of (4.12) as p-privacy.

Starting with the converse, we have that for every R"-valued rv Z, generated according to

a Py y satisfying the constraints in the right-side of (4.12),

Ews } <) E[‘(SVTX—Z)i2] < il @13
so that
sl -oof]
<E _X—V§T< 557) " 2 (4.14)
|- vsr (s87) T svrx e vt (s5T) " svix —var (s5) 2
— i |[x - vsr (ss7) " svrx|
v (|vsr (s57) " svrx - ver (s57) ZH
4om | x7 (1 -ver (ss7)” sw)T var (s57) " (sv7x - 2)

+2E

~ mimse (X5V7X) +E vaT (557) " (5v7x - 2) H @.15)
w7 (svrsvrvsr (s57) " sv) C(557) " (5v7x - 2)

— mmse(X[UTAX) £ E ' 5 (357) " (3vrx - 2)| @.16)

— mmse(X|AX) + Z S—EE U (sv7x - 7) 2} @.17)

:n_r+§s_1?]g [ESVTXZL Il @.18)
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where: (4.14) uses the MMSE estimator of X on the basis of SVTX, leading to the first term

in (4.15); the first term in (4.16) is obtained since S is the matrix consisting of the nonzero rows

of S and (4.4); the second terms in (4.16) and (4.17), and the first term in (4.18), are obtained

by the orthonormality of V', (4.5) and (4.7), respectively. Considering the second term in the

right-side of (4.18), fort = 0,1, ...

7T’

1 . |2
SE U (Sv7x - 2) }
S; 7
=1
t 1 ~ 5 T 1 ~ 2
-3 =E “(SVTX— Z) } +Y SE “(SVTX - 7) } (4.19)
Sz i 83 i
i=1 ¢ i=t+1
L1 o 2 1 <& o 2
< Z?E U(sv X—Z)i } +?+1‘Z E U(sv X—Z>i } . using (4.6)
=1 i=t+1
t r
11 N N\ 2 1 N N 2
- (_2_2_)1@ “(SVTX—Z) } + 5> E U(SVTX—Z) }
S S 7 S 7
i—1 i t+1 t+1 ;4
/1 1
<y (—2 - —) 2+ -2, using (4.13)
o1 \%i St St+1
t
p— 28t
=t ——a, (4.20)
St+1
from® which we get
r—1 )
—~ 1 &1 T =\ |2 . P p— 82 P z:zl 5i
) ‘(SV X—Z)} <mind L1420 e 2L b @)
Si (] Sl 82 87,,

=1

3In the right-side of (4.19), the first and second terms are vacuous for ¢ = 0 and ¢t = r, respectively. In the
right-side of (4.20), the second term and the summation in the second term are vacuous for ¢ = r and ¢t = 0,

respectively.
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Using (4.21) in (4.18), the right-side of (4.12), and therefore 7(p), is bounded above as

r—1
— 2
o p—st g
m(p) <n—r+min ?,1—1—7,...,7’—1—4—7,1” . (4.22)
1 2 r

Next, we demonstrate achievability of the privacy in the right-side of (4.12) by describing
explicitly a p-QR for the purpose. This p-QR represents an extension of the scheme in [75,
Theorem 13] in the separate context of maximizing (i.e., under worst-case noise) the MMSE of
estimating a one-dimensional Gaussian rv on the basis of a one-dimensional noisy version of
it under a constraint on the expected /¢»-distance between the input and the noisy output. The
scheme in [75, Theorem 13] has the structure of attenuation of the input followed by additive
independent Gaussian noise which will be the case for our achievability scheme, too, and is
therefore an extension. To this end, by Lemmas 4.2, 4.3, it suffices to show a p-QR 7 = Zo for

the recoverability of SVT X and satisfies the constraints in (4.13). Our p-QR is the R"-valued rv

given by
Z,=D,SVT'X + D,,N (4.23)
where
: P1 Pr
Da:dlag<1—8—2,...,1—§>7
1 T
2 2
- P Pr
D,,, = diag ( pL— S—; Y S—2> (4.24)
1 T
where diag(dy, . .., d,) denotes a diagonal matrix with (diagonal) elements (d, ..., d,), and

N ~ N(0,1,) is a R"-valued zero-mean Gaussian rv independent of X. Thus, Z, entails
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attenuating SV7X by D, and contaminati

D, N. The values of py, ..

ng it with an additive independent Gaussian noise

., pr 1n (4.24) are chosen for various ranges of values of p as follows.

¢ 0<p<si: pi=p pp=--=p =0
o si<pS<sits;: p=si,p=p—s;ps=-=p=0;

r—1
.2 2 _ E
PL=S15-+yPr—1 = S8p_1, Pr =P — §
=1

2

79

(4.25)

We show in Appendix C.3 that Zo as in (4.23), (4.24), (4.25) satisfies the constraints in (4.13)

(with 7 = ZO). Observing that X and Zo

of (4.12) is bounded below by
)
|x-e[xz1] (e[z.2))"

(x-[xz]) (e[22])"

inf E {Hx — 9(Z,)
g9

= mmse <X|Zo>
=E

=E

r (B [XXT]) — tr (E x27| (e |2.27]) E [

are jointly Gaussian, we have that the right-side

2

Zo

20>TX]

(4.26)

(4.27)

Z,XT

)
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~ ~ ~ -1 ~
— () —tr <JnVSTD§ (DQSVTInVSTDZ + DnOITDZ(,) DQSVTIH)
~ ~ o~ -1 ~
—n—tr (ST DT <DaSST DT+ Dmeo) DaS) . since V is orthonormal ~ (4.28)

:n_rJng, (4.29)
i=1 "t

where the second term in the right-side of (4.28) is calculated using

- 2
D,SST DT = diag (s% + % —2p1,...,50+ Pr 2pr> ,

1 s
2 2
) P Py
DnoDZO = diag (p1 — —%, ceey Pro— —2> 5

and fori e {1,...,r}, j€{l,...,m},

0, otherwise,

and

2

~ ~ o~ -1 ~
ST pT (DaSSTD[{ + D,ngo> D,S = diag <1 - p—2) .
57 52

By recalling the equivalence of the right-sides of (4.8) and (4.9) and substituting (4.25) in (4.29),

we get that the right-side of (4.12), and therefore 7(p), is bounded below as

r—1
2 p—> 58
. P p— 5 i=1
m(p)Z2n—r+ming 5, 1+—5—,...,r=1+—"— 7. (4.30)
51 52 Sy
The theorem follows from (4.22) and (4.30). |
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Remark: Recalling (4.4), let U be the m x r-matrix containing the first » columns of U. The
achievability scheme ZO = Dag VT X+D,,N (4.23) is for maximizing privacy under recoverability
of SVTX. The corresponding achievability scheme or p-QR for the recoverability of AX,
denoted by Z,, is Z, = U Daf] TAX + U D,,oN which can be shown readily from the proof
of Lemma 4.2, and also has the same features of attenuation and independent additive Gaussian
noise.

We conclude this section by extending p-privacy to the case when the querier wishes to
compute an affine function AX + b of the Gaussian user data X ~ N (0, I,,), n > 1, for a given

A as in Section 4.2, and b € R™. In Definition 4.3, (4.3) becomes

m(p) = sup inf E[||X —g(2)|] (4.31)

Pz x E[|AX+b-Z|*| <p

= sup inf E[||X — g (Z —b)|]

Py xE[|AX—(Z-0)|1P]<p ¢
|

from which we conclude that 7(p) as in (4.31) is equal to the right-side of (4.8). Observe that

= sup inf E {HX —g (Z)
PyxE[||ax-2|"]<p ¢

7(p) does not depend on b, as is to be expected.

4.4. Discussion and Open Problems

We give a heuristic explanation of the form of 7(p) in (4.8). By Lemma 4.2, note that the
recoverability of AX is equivalent to the recoverability of SV7 X, and therefore SV7 X, which
consists of 7 components. We recall that S is the matrix composed of the 7 nonzero rows of 5,

due to which AX consists effectively of » components corresponding to the 7 singular values of
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A. At p = 0, the querier is provided the exact value of AX. From (4.23), (4.24), (4.25), observe
that as p increases to s?, the component of AX corresponding to the smallest singular value of A
is concealed from the querier. As p increases further, more components of AX are hidden from
the querier, with each subsequent component corresponding to a larger singular value of A. This
explains the piecewise affine form of 7(p), p > 0, in (4.8). Therefore, for lower values of p,
i.e., in the high recoverability regime, only those components that correspond to smaller singular
values of A, can be concealed from the querier.

This work is an initial foray into tackling the larger objective of characterizing data privacy
under function recoverability, where the data is of the analog type. Therefore, several open
questions remain some of which are stated next.

For reasons of mathematical tractability, we have assumed that the covariance matrix of
the Gaussian user data X 1s [,,. The problem of computing p-privacy for an arbitrary (positive-
definite) covariance is open. We conjecture that the form of 7(p) (piecewise affine in p) and the
structure of the achievability scheme (attenuation and independent additive Gaussian noise) in
Theorem 4.1, will hold.

A natural extension of this work involves the querier obtaining from the user multiple QRs
each satisfying the p-recoverabilty condition, analogous to the model in Chapter 2.4. Specifically,
given user data X ~ N (0,1,), a querier receives multiple p-QRs Zy,...,Z;, t > 1, each
satisfying (4.1) and generated by conditional distributions Pz, |x, ..., Pz x. The p-QRs are

taken to be conditionally mutually independent, conditioned on X, but not necessarily identically
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distributed. Correspondingly, for each p > 0 and ¢t > 1, the p-privacy m(p) is defined as

m(p) = sup inf E[||X — g (Z1,..., Zt)HQ}
PZl\X’“wPZ”X: gt
E[|AX-Zi|?]<p, i=1,...t

where the infimum is taken over all estimators g; : R™** — R" of X on the basis of 71, ..., Z;.
The task is to characterize m;(p) and obtain the rate of decay of 7,;(p) with ¢. A candidate for the
for p-QRs is (4.23) with mutually independent Gaussian noise rvs added to them. Will this be
optimal in attaining 7;(p)?

Another broader extension of this work entails recoverability and privacy being measured
by /,-distance and ¢,-distance criteria, p,q > 1, respectively. We seek a characterization of

Tp,q(p) given by

Tpa(p) = sup inf E[|X —g(2)]].

Py x E[|AX-Z|"]<p 9
Does the structure of the solution in Theorem 4.1 change?
Finally, it is also of interest to examine p-privacy under recoverability of an arbitrary but
given measurable function f : R — R™, m > 1, not limited to being linear. This problem, of
a more demanding nature owing to the (possible) nonlinearity of the mapping f, requires a new

approach.
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Chapter 5: Distribution Privacy Under Function Recoverability

5.1.  Synopsis

We consider a user’s data to be represented by i.i.d. finite-valued rvs generated according to a
pmf that the user selects and seeks to keep private from a querier who wishes to compute a given
function of the data. For this purpose, the querier elicits user-provided i.i.d. query responses
that are suitably randomized versions of the data. The user devises the query responses so as
to allow the querier to recover the function value from every query response with a prescribed
probability p, 0 < p < 1, while maximizing distribution privacy of the data pmf as determined
by the divergence between the data pmf and the querier’s best estimate of it based on the query
responses. We first provide a basic lower bound for distribution privacy that does not depend
on the number of query responses and represents worst-case privacy. Then, converse upper and
achievability lower bounds for distribution privacy, dependent on the number of query responses,
are derived through specific user and querier strategies.

A suggestive interpretation of distribution p-privacy entails Nature generating its secrets
according to a maximizing (data) pmf as above, say Px = P, that is hardest for a mortal querier
to fathom under the function recoverability requirement above. A mortal user who wishes a high
degree of distribution privacy, but is constrained unlike Nature, can emulate it upon choosing a

feasible Px that is proximate to P5.
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Our model for distribution p-privacy is described in Section 5.2. The worst-case distribution
p-privacy, demonstrated by an achievability proof, is given in Section 5.3. Section 5.4 defines
specialized user and querier strategies, and states the converse and achievability theorems which
are proved in Section 5.5. Distribution p-privacy for the special case of a binary-valued mapping
is characterized in Section 5.6. A closing discussion is provided in the concluding Section 5.7,

and mentions unanswered questions. The results of this chapter were reported in [57], [58], [59].

5.2. Preliminaries

A user generates data represented by i.i.d. rvs Xq,..., X,,, n > 1, with pmf Px and with X,
taking values in a finite set X’ of cardinality |X'|= r > 2. Consider a given mapping f : X —
Z={0,1,....,k—1},2 < k < r. Let f~! denote the corresponding preimage mapping with
fHz) £ {reX: f(x) =2}, z € Z. For realizations X; = 1,...,X,, = ¥, a querier —
who does not know 2" = (z1,...,x,) or Px — wishes to compute f(z;),..., f(z,) from QRs
Zy, ..., Ly, that are Z-valued rvs provided by the user. Each QR Z;, ¢ =1, ..., n, is required to
satisfy the p-recoverability condition described in Definition 2.1.!

The p-QRs 7y, ..., Z, are assumed to satisfy

P(Z'=X"=a"Y 2 P(Zi=21,...., Zn =2 X1 =71, ..., X = 7)

I
=

P(Zt = Ztht = l't)
1

~+
l

W (z)|zy), a™ e X" 2" e 2", (5.1)

I
=

1

~
Il

'As observed in Remark (ii) after Definition 2.3, there is no loss of generality by considering the p-QR rvs
Zy,...,Zn tobe Z-valued. If Z;, ¢ = 1,...,n, had an alphabet larger than Z, the querier would estimate f(X)
based on Z;. However, the user can emulate any such estimation strategy of the querier to produce another Z-valued

p-QR.
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whereupon since X4, ..., X, are i.i.d., so too are 71, ..., Z,, with pmf

(PxW) (z) & ZXPX(x)W(z|x), z € Z. The user chooses the pmf Px and the p-QRs
kS

Z1, ..., 24, or equivalently W. The querier observes 7, ..., Z, and seeks to estimate Px by

means of a suitable estimator ]3n : Z" — A,, where A, is the r-dimensional simplex associated

with X

The measure of discrepancy between the pmf Py and the querier’s estimate 13n is
m (WP, B) 28 [D (PylIPa(27)], 0<p <1 (52)

where D(-||-) denotes divergence and expectation is with respect to the pmf PxWW. The user
and querier devise (W, Py) and ]37“ respectively, to maximize and minimize 7, (p, W, Px, ]3n>
As in Chapters 2-4, our notion of distribution privacy assumes conservatively that the querier
is cognizant of the user’s choice of the randomized privacy mechanism W which depends on
0 < p < 1; this dependence is not displayed explicitly in the right-side of (5.2) so as to help

contain notational growth.

Definition 5.1. For 0 < p < 1, distribution p-privacy is

m(p) & suwp inf  sup m (pW Py, B, n>1 (5.3)
W:W(f(z)|z)>p Pn:Z"—Ar Px€A,
reX

where W is asin (2.1) and 7, <p, W, Px, ﬁn> is given by (5.2).
Remarks:

(i) The order of maximizations and minimization in (5.3) accommodates the dependence of
]3n on IV (and p) in providing a conservative measure of distribution privacy. On the other
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hand, privacy, if gauged by inf sup sup in (5.3), would be larger, in general, but would not
P, W Py

allow the querier to be aware of the privacy mechanism W.

(i) We note that 7, (p) in (5.3), if defined instead in terms of sup sup inf, would equal zero
W Px Py
unrealistically. Also, reversing the roles of Py and P, (Z") in D (-||-) in (5.2), (5.3) leads

to an unrealistic 7,(p) = oco.

(iii) Clearly, it suffices to restrict the querier’s estimators ﬁn in (5.3) to those that satisfy
P, (z") (z) > 0, 2" € 2", x € X. If the querier were to assign P, (2") (z) = 0 to any
xr € X, the user can choose Px(z) > 0 for that = (since by (5.3), Px can depend on 13,1),

thereby rendering 7, (p) = oc.

A justification is in order of our model above and choice of divergence as the measure
of distribution privacy in (5.2). First, from a purely heuristic standpoint, for a fixed p, any
meaningful privacy measure should display the qualitative feature that the associated distribution
privacy is nondecreasing with decreasing “atomicity” of a given mapping f : X — Z. In other
words, the fewer and larger the atoms induced in X by f~!, the better is the ability of the user
to conceal a pmf Px from the querier. As will be seen below, the concept of distribution p-
privacy defined in terms of divergence in (5.2) brings out this behavior in precise terms and
quantifies its dependence on p and n. In fact, our main results in Theorems 5.3, 5.4 and 5.5
below depend on f : X — Z only through the sizes |f~!(j)|, j = 0,1,...,k — 1. Thus,
our divergence formulation is divulgent and also eminently tractable. While other measures of
discrepancy between distributions could have been used, any reasonable choice ought to yield
answers that do not veer significantly from our divergence-based results that bear out heuristics.
We emphasize that our model has features that have been biased deliberately against the user
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to make for a conservative (i.e., diminished) extent of privacy. The recoverability requirement
in (2.1), (2.2) is imposed stringently for every ¢ = 1,...,n, rather than for only over a block
of length n p-QRs; the latter, in the limit n — oo, would ask only for asymptotic recoverability.
Next, as assumed in (5.1), the p-QR W is fixed fort = 1, ..., n, whereby 71, ..., Z, are rendered
1.1.d. Moreover, as mentioned before Definition 5.1, the querier is allowed knowledge of the p-QR
W. If the user were permitted time-varying p-QRs W;, t = 1,... n, it remains open whether a
suitably modified definition of distribution p-privacy could lead to privacy enhancement.

Two elementary attributes of 7, (p) are contained in

Proposition 5.1. For 0 < p < 1, m,(p) is nonincreasing in n > 1. Furthermore,

m(p) <logr, n>1. (5.4)

Proof: To show that 7, 1(p) < m,(p), n > 1, observe by (5.2), (5.3) that in 7,1(p), for every

fixed W,

_inf sup E [D (PXH]BnH (Z"H)ﬂ <  inf sup E [D (PXH]3n (Z"H)ﬂ
Pn+1:Z”+14)AT Px Pp:Zntl A, Py

(5.5

where, with an abuse of notation, a restricted estimator ]/3; : Zntt — A, yields the same estimate

for all 2”1 € Z"*! with common 2" (thereby ignoring 2, 1). Then, noting that the expectation

in the right-side of (5.5) with respect to 2" € Z"*! is effectively over 2" € Z", we get
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from (5.5) that

inf sup E [D (PX|]I3n+1 (Z”“)ﬂ < inf sup E [D <PXHZ3n (Z"))} . (5.6)

Pn+1 PX P, PX

Taking sup on both sides of (5.6) yields m,1(p) < m,(p).
W
Turning to (5.4), upon choosing ﬁn (z") () =1/r, 2" € Z™, x € X, we getfrom (5.2), (5.3)

that

Tn(p) < sup sup Z (PxW)" (2") (logr — H (Px)) = logr —inf H (Px) = logr.
W Px ZnezZn Fx

|

Given 2" € Z", let Q™ = Q™ (2") be its n-type, i.e., the empirical pmf on Z associated

with 2" (cf. e.g., [20]). For a given n-type Q™ on Z, let Tow be the set of all sequences

in Z" of type Q. Let Q™ be the set of all n-types on Z. Denote (PxW)" (Tom) =

; (PxW)™ (2™). As shown next, it is adequate to consider querier estimators P,: oM™ —
2"€T G (n)

A, that are based on the type Q™ of 2" in Z", with said type serving, in effect, as a sufficient

statistic. Then, a convenient representation for m,(p) in (5.3) is provided by

Lemma 5.2. For(0 < p <1,
malp) = sup inf sup - (PxW)" (Tow) D (PP (Q)) (5.7)

W B PX pmyegm

with ﬁn (Q(")) representing identical estimates in A, for all 2" € Tgm).
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Proof: Observe that for fixed WV, ﬁn, Px,

(oW PP = 3 Y (W) (@) D (PxlIPa (1) (5.8)

QM eQn) 2"eT, o)

For a fixed Q™ € Q™) since (PyW)"(2") is the same for all 2" € Toy), if P,(2") were to vary

across 2" € Tgm), the querier picks as new estimator ﬁn given by

o)

B, (Z"), 2" € Ty
S 2 P e

zZneT, o)

(with an abuse of notation), denoted as P, (Q™); by the convexity of D (Px/||-), this will only
serve to decrease the right-side of (5.8), bearing in mind the inf with respect to ﬁn in the right-side

of (5.3). Then the right-side of (5.8) becomes
> (W) (Toe) D (PxlIPa (@) (5.9)
QM e

leading to (5.7). |

5.3.  Worst-Case Privacy

In this section, we present an achievability result that affords a basic lower bound for 7,(p) as
a function of p, and also a characterization of 7,(p) for low values of p; none of these bounds
depends on n. This lower bound will be lent additional significance in Section 5.4 by the converse
and achievability results of Theorems 5.4 and 5.5, respectively. Also, the choice of a “sparse” user

pmf Py and a “locally uniform” pmf as the querier’s estimate in the proof of the following result
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will motivate the concepts of a “k-sparse pmf” in Definition 5.4 and “locally uniform estimator”

in Definition 5.2 below.
For Px in A,, denote the derived pmf P4 (f~*)on Z,1=1,...,k, by

Pl (1) £
-1 -1
n(Gr) (i)
_01 . _01 Py (F'D) . Pe (T (k- 1) (5.10)
lrep;gtions
In particular, for [ = 1 we denote
(5.11D)

= Py (f71) = (Px (f70)) , Px (f71(1)) ..., Px (fH(k—1))).

Py (f71) £

Also, forl =1, ..., k, let Z; denote a generic [-sized subset of Z, with Z;, = Z.

We define
(
log| U f71()| =log|fH(Z2)| =log|X|=1logr, 0<p<1
A JEZkK
w(p) =
1 1| = 1 (4 A <l i<i<k-1
\g}g 0g jgaf (7) max OgjeZlef @D, m<p<y 1Z1L :
(5.12)
which, under the assumption
(5.13)

OO = T k=)
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yields, for 1/k < p < 1, the simplification

L 1<I<k—1. (5.14)

-1
max logz ‘fﬁl(j)‘ = logz ‘fﬁl(j)
=0

ZZCZ
JEZ
It is verified readily from (5.12) that w(p) is nonincreasing in 0 < p < 1.

We show next that w(p) bears the significance of “worst-case” distribution p-privacy.

Theorem 5.3. For eachn > 1, 7,(p) is nonincreasing in 0 < p < 1, and
Ta(p) > w(p), 0<p<1 (5.15)

and

. (5.16)

| =

Tn(p) = w(p) =logr, 0<p<

Remark: By Theorem 5.3, for the “single-shot” case n = 1, my(p) = logr, 0 < p < 1/k, and
m(p) > w(p), 1/k < p < 1. However, a full characterization of 7, (p) for 1/k < p < 1 remains

open.

Proof: For each n > 1, it is obvious by (5.3) that 7, (p) is nonincreasing in 0 < p < 1.

Turning to (5.15), we shall show that

U rG)

JEZ

L 1<i<k (5.17)

>
n(p) 2 max log

from which (5.15) is deduced readily.

Assume (5.13) without loss of essential generality. Fix [ € {1,...,k}. For0 < p < 1/I,
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the user selects

W,: X — Z as
-1
5, ze U ), j=01,...,1-1
Wi(jlz) = r=o (5.18)
k—1
L ze U ), j=rf(a).
U=l
Clearly, PxW;, = P (f~1) in Ay, (see (5.10)). Expressing sup in (5.3) as
Px€eA,
sup sup
(00,0 1) €A 141
o) !
PxeAPL(f~1)= 7, R 7,041 ..... ap_1
ZAH
repetitions
we obtain from (5.3), noting that the expectation in (5.2) is with respect to
PxWi=P (f) =d' & | 2 Toan . ai (5.19)
———
[ repetitions
that
mn(p) > inf sup sup Eq [D (PX||ﬁn (Z"))]
P, (aval ~~~~~ akfl)eAka»l PxiP;((f_l)ZQl o
> sup inf  sup  Eg [D (PX||13n (Z"))]
(apyap—1)€Ag—141 Pn Px:PL(f~1)=a! o
> sup inf sup D (Px||R). (5.20)

(00— 1) EAR 141 ReAr Px:PL(f~hH=a!

Now, observe in (5.20) that for a fixed (o, oy, ..., 1) € Ag_14+1, @ “sparse” pmf Px € A, of
limited support size k — [ + 1 with probabilities o, oy, . . . , a1, respectively, on (single support)

-1
symbols in each of |J f~1(1"), f~1(1),
=0
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., fY(k — 1) satisfies the constraint P, (f~!) =a! = (a/l,...,a/l,qy, ..., c_1).
Furthermore, such a Px with these support symbols being the lowest R-probability symbols in
l,UL YD), 72, ..., fH(k—1), respectively, will serve to maximize D (Px/||R). Accordingly,
the pmf R € A, that maximizes said lowest probabilities (without knowledge of Py) and thereby

minimizes D (Px||R), is a “locally uniform” pmf, viz.

-1
=2 ze U )
'=0

P rEf0) i=ho k=1

for some (5, 5y, ..., Br—1) € Ak_i+1. Then in (5.20), for a fixed (o, oy, ..., a—1) € Ap_yi1,

J=l 7=

Uf

+ D ((a,u, .. o) ||(By By - - -5 Br—1))

= inf alog
(5 BloesBr—1)EAK_141

k—1
N+ ajlog|f7()|
j=l

= «alog

-1
Ur@
I'=0

k-1

+D_ajlog |£71(5)] (521)
=l

with the minimum attained by (5, 3, . . ., Bk—1) = (a, ay, . .., ag_1). Combining (5.20) and (5.21),

Tn(p) = sup alog

(,pyests 1) E€EAL 141

-1
Ur@
I'=0

k—1
+Y aylog|f71()]|
=l
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= log (5.22)

-1
Ut
'=0

with the maximum attained by
a=1l,aq=---=a,_1=0 (5.23)

upon recalling (5.13). This establishes (5.17) with the obvious replacement by the right-side
therein of the right-side of (5.22).
Turning to (5.16), observe that with [ = k and 0 < p < 1/k, we get from (5.22) that

Tn(p) > logr. With Proposition 5.1, (5.16) follows. [

The results of Theorem 5.3 are interpreted as follows. Theorem 5.3 guarantees a worst-case
(i.e., n-free) level of distribution p-privacy w(p), 0 < p < 1. Specifically, for 1 < [ < k —1
determined by p according to (5.12), m,(p) is at least w(p) = max logjél If71(5)], i.e., the
logsum of the sizes of the [ largest atoms in the f~!-partition of X. This guaranteed p-privacy is
achieved by the user’s choice of Px as a point mass on any symbol in the union of these [ atoms
(cf. passage following (5.20), and (5.23)) and p-QR W as in (5.18). Then, the resulting pmf
Px W, on Z has (restricted) support on the f-images in Z of these [ atoms in X, and is uniform
among them (5.19). This helps explain the form of w(p). We note at this point that Theorem 5.5
below will describe an achievability scheme whose privacy, for large and suitable but finite n, can

exceed w(p) while tending to it as n — oo. Moreover, Theorem 5.3, together with Theorem 5.4,

will establish that lim 7,(p) = w(p) for 0.5 < p < 1.
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5.4. Distribution p-Privacy

Our main Theorems 5.4 and 5.5 constitute, respectively, converse and achievability results for
distribution p-privacy, and yield n-dependent upper and lower bounds for ,(p). Instrumental to
their proofs are user and querier strategies that employ special constructs. Among the querier’s
estimators ]3n S0 5 AL n > 1, pertinent to our converse and achievability proofs for
mn(p), respectively, will be classes of “locally uniform estimators” and “smooth estimators.”
Furthermore, from the user’s standpoint, “k-sparse pmfs Py’ and, recalling Definition 2.2, add-

noise p-QRs are material in the converse proof.

Definition 5.2. Let 3" = {5™ (Q™)} ,n > 1, be a set of pmfs in A, indexed by

Qmegm

Q™ ¢ Q™ with each member pmf being of form

B (QM) = (5(@ (Q)Y, B (™), ... 8™, (Q(n>)>. A locally uniform estimator P
Q™ — A, is defined for each Q"™ € Q™ by
5" Q™)

PV (QU) () = Byt we ) € 2.

Definition 5.3. Consider any partition of Z into &’ < k atoms and, with an abuse of notation,
label the atoms by Z' = Z'(k') = {0,1,..., k' — 1}. Let Q'™ be an n-type on Z’, T the set
of all sequences in 2™ of type Q'™ and Q'™ the set of all n-types on Z'. A smooth estimator
]3n : Q’(") — A,, n > 1, is such that for some v,, > 0,4, > 0and ¢, > 0, n > 1, with

Vn

1 Y
limv, =0, lim4, =0, lime, =0 and 2% =o (-) implying lim 2% =0, (5.24)
n n n n n C

CTL n
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it holds for Q'™ # Q"™ on Z’ with var <Q’(”), Q”(")> < 7, that
var (ﬁn (Q’ (")> ,ﬁn (Q” ("))> < 4n, where var(+, ) denotes variational distance (in Ay or A,);
and for each Q'™ € '™ P, (Q’ (")> (x) > ¢,, x € X. Denote the class of all such estimators

by S, = S, (K), n > 1.

Remark: A smooth estimator has the feature that QRs with neighboring types lead to proximate
pmf estimates by the querier. Its second feature of full support X" is motivated by Remark (iii)

following Definition 5.1.

Definition 5.4. A k-sparse pmf Py’ on X is defined by
PP(z) = oy, forsomez € f7'(j), j € 2,

and for some k-pmf (v, g, ..., ag_1) in Ag.

Definition 5.5. Let V(p) be the set of all stochastic matrices V' : Z — Z with V' (j|j) > p, j €

Z.Foreach V € V(p), set

Ap(V) = {a € Ay : a = BV for some 3 € Ay}. (5.25)

Recall from Lemma 2.1 that for an add-noise p-QR V' : Z — Z, there exists a p-QR
W =W(V): X — Z with identical rows for all z € f~'(i), i € Z, such that 7,(W) = 7,(V).
Throughout the rest of the chapter, for an add-noise p-QR V' : Z — Z, we shall denote by WV
the corresponding p-QR W (V) : & — Z.
Remarks:
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(i) For any Py in A, and add-noise p-QR V : Z — Z with the corresponding p-QR WV :

X — Z, it follows that PxW" = Py (ffl) V, both being in A.

(i) For V € V(p), 0.5 < p < 1, V is diagonally-dominated so that V= exists [63, Theorem

3.3.9].

The following (information geometric) notion will be pertinent for our converse Theorem 5.4.
For Q™ in Q™ and V € V(p), 0.5 < p < 1, let

Q(Q™) 2arg min D (Q™]|Q) (5.26)

QeAL(V)

be the reverse I-projection of Q™ on A (V); and for all p > 0, the minimum exists by [19,
Theorem 3.4] since Ay (V) is a closed convex set in R* and contains at least one pmf with support
equal to Z as V(j|j) > p, j € Z. Noting by (5.25) that Q (QM™) V= lies in Ay, let &, (Q™)
be its positivized” version in A, defined as

n(QEW) V) () +1

K (Q™) (j) = T , jEZ. (5.27)

Observe that x,, (Q(")) is in Ay has full support Z.

If the user chooses an add-noise p-QR V' : Z — Z, then Zy,..., 7, are i.i.d. with
(common) pmf Py WV = Px(f~1)V (see (5.11)) and Px(f~1)V belongs to A(V)
(see Definition 5.5). The querier, with full knowledge of V| and having observed a sequence 2"
in Z" of type Q™, forms a maximum likelihood estimate of the query response pmf Px (f~)V

as @ (Q(”)) (5.26). Therefore, if the querier is restricted to using a locally uniform estimator (see

2The positivization serves to avoid zeros in r,, (Q(™)) .
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Definition 5.2), a natural choice for 3™ as an attendant proxy for Py (f~!) is x,, given by (5.27)
and this plays a role in our converse result below.

We now state Theorems 5.4 and 5.5 whose proofs are contained in Section 5.5. Hereafter,
we make Assumption (5.13) without loss of essential generality; this assumption is made only
for the sake of notational convenience. In particular, the upper bound in Theorem 5.4 for 7, (p),
0.5 < p < 1, tends to the lower bound in Theorem 5.3 as n — oo. Theorem 5.5 gives a lower
bound for 7, (p), 1/k < p < 1, that approaches, as n — oo, worst-case privacy in Theorem 5.3.
A notable characteristic of Theorems 5.3, 5.4 and 5.5 is that for all 0 < p < 1, the asymptotically
optimal limits in n of m,(p) are in terms of the logsum cardinalities of inverse atoms (images)
under f, with the number of summands decreasing as p increases.

In the range 0.5 < p < 1, a converse (upper) bound for 7,(p), n > 1, and thereby for

lim 7, (p), is given by

Theorem 5.4. For 0.5 < p < 1 and everyn > 1,

Ta(p) < w(p) +Tnlp) = max log |7 ()] +Tu(p); (5.28)
where
Lu(p) £ sup  sup > " (Tow) D (aV'|lx. (Q™)). (5.29)
VeV(p) aeAg(V) QM e
Furthermore,
lim I',,(p) =0 and limm,(p) = max log |f7'(j)]- (5.30)
n n VIS
Remarks:
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(i) In (5.28), note that w(p) = max log|f~1(j)| by (5.12); and additionally under (5.13),
JE

w(p) = log[f~(0)].

(11) In general, a closed-form expression is not available for the reverse I-projection @ (Q(”) )
in (5.26); an iterative method for computing it is described in [19, Example 5.1]. Hence,

K (Q™) in (5.27) and T, (p) in (5.29) lack explicit expressions.

The following achievability result is for 1/k < p < 1; for 0 < p < 1/k, Theorem 5.3

above already characterizes 7, (p).

Theorem 5.5. Let 1/k < p < 1. For appropriate add-noise p-QRs V' = V (p), it holds that for

the (restricted) class of smooth estimators for the querier

it sup o (WY, P B) 2 (o) + Aalp) M)

Pnesn PX
1 1
(ng\f )|+ A ))An(m, <Py 1SI<k-1 (53D

for all n large enough, where for | = (p) < LgJ,
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Hgl 16) m{M lp}l< i)
log | 1+ —2 '

°Z, 1726 lp—z< L}lelp—l>
Lﬂzq
£ ) < i
Au(p) & VOS]
Lﬁ -1 min {"l(ﬁﬁﬂ Ip l( 1—-lp )
=10 ' L8]
log = _ 3_27
Sl (1)
[ ]i-1
\

_ n(1—Ip)] A
f 1(] ((1nl/)) —(1—lp) .
An(p) 210g | 1+ l_|1 0l T - Z—
e [f710)]
7=0
and for all | = [(p),
QUEURE
3e Ve
A .
Anl(p) =1 p; with ¢ > 1.
Furthermore
lim A,(p) =0, lim A\,(p) =1, = <p<l1
and
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lim inf sup 7, (p, WV,PX,ﬁn> > w(p)
n pP,eS, Px

1
—log Y | 7'()l; 1

<p<=-, 1<i<k-—1 (536)

Remarks:

(i) The proof of Theorem 5.5 will show achievability with the user’s choice of Py taking the
form of appropriate sparse pmfs. Note that the left-side of (5.31) serves as a lower bound

for 7, (p) for the class of smooth querier’s estimators.
-1
(i) In (5.31) and (5.36), w(p) = log >_ |f~1(j)| by (5.12) and (5.13).
=0

(iii) Our result in Theorem 5.5 must be qualified. In (5.31), the log terms in (5.32), (5.33) can

equal 0 for some values of n. For a larger set of ns, A,(p) = O (log (1+2)) = O (3).

Also, 1 — A\, (p) = O (%) , ¢ > 1. Consequently, the right-side of (5.31) strictly exceeds

w(p) for all large and suitable (but for those from the mentioned set) n.

The proofs of Theorems 5.4 and 5.5 are provided in Sections 5.5.1 and 5.5.2, respectively.
We close this section by interpreting the results of Theorems 5.3, 5.4 and 5.5 when
particularized to f : X — Z = X being a one-to-one mapping. Thena p-QR W : X — X is an

r X r-stochastic matrix with diagonal elements > p. Loosely speaking,

(a) for 0 < p < 0.5, itis clear that no accurate estimation of Px from 7, ..., Z, — in the sense

of the right-side of (5.3) tending to 0 as n — oo — is possible by the querier;

(b) on the other hand, for 0.5 < p < 1, strongly consistent estimation of Px by the querier is
possible.
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In this context, by Theorem 5.3, for all n > 1,

=w(p) =logr, 0<p<
Ta(p) (5.37)

>w(p) =logl, pg7<p<

S =

which, since w(p) > 0 for 0 < p < 0.5 by (5.37), reinforces (a) above. Next, w(p) = 0 for

0.5 < p < 1by (5.37), and Theorem 5.4 gives that for every n > 1,

Ta(p) < Thlp)

by (5.28), (5.29), where the inner and outer suprema in (5.29) are over all « in the row space of
W and all p-QRs W : X — X, respectively. Also, lign Tn(p) = 0 by (5.30), in keeping with (b)
above. However, by Theorem 5.5, for large and suitable but finite n, a positive distribution
p-privacy of at least A,,(p)\,(p) > 0 can be achieved, in effect owing to the querier being
unable to estimate Px accurately from Zy,...,7,. Here, A,(p) and \,(p) are specialized

from (5.32), (5.33) and (5.34), respectively, with k = r and |f~*(j)| =1, 7=0,...,7r — 1.

5.5. Converse and Achievability Theorems

The following technical Lemmas 5.6 and 5.7 are pertinent to the proofs of Theorems 5.4 and 5.5,

respectively. Their proofs are relegated to Appendix D.1.

Lemma 5.6. Consider a k-partition A = (Ao, A1, ..., Ax—1) of X with A; # 0, j € Z. Let P

be a pmf on X and P(A) = (P(Ao), P(A1),...,P(Ak_1)) the corresponding pmf in Ay. Fix

106



8= (8o, B1,...,Pr-1) € Ay and let Q be a pmf on X given by

_ B

Q(JJ)—W,QZEAj,jEZ.
J

Then

D(P||Q) < D (P(A)||8) + Y P(A;)log|4|

jeZ
with equality iff P is a k-point mass with

P(x}) = P(A;) for some :1:; €A, jeZ. (5.38)

J

Lemma 5.7. Consider pmfs P,Q and Q, on X such that support (P) C support (Q) C
support (Q,). Then

D(P|Q) > D (P||Q,) — 2@ Q0)

Qmin
o

where Q™" is the smallest nonzero value of Q,.

5.5.1. Converse Proof

Since the querier’s estimator 13n : Z" — A, of Px is based on the Z-valued observations
Z1, ..., 24y, areasonable procedure entails the estimation of Py in two steps, without sacrificing
the essence of the infimum in (5.3). In a first step, ]3n estimates Py (f~1) from Zi, ..., Z,. Next,
ﬁn estimates Py by uniformizing Px (f~!) over symbols in each inverse atom under f; any
nonuniform assignment of Py (f~!) would be undesirable as it would enable the user to put the

entire Px-probability on the lowest 13n- probability symbol in an inverse atom. This suggests the
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essential optimality in (5.3) of locally uniform estimators.
Proceeding with this reasoning, a crucial facilitating step for the proof of Theorem 5.4 is to
show that when the querier uses a locally uniform estimator, the user’s actions can be limited to

k-sparse pmfs and add-noise p-QRs without loss of distribution privacy.

Lemma 5.8. Fix 0 < p < 1. For everyn > 1 and ™ = {6(”) (Q(")) }Q(")eg(n)’

sup inf sup m, <p,I/V,PX,ﬁnﬁ(n)> =sup inf sup m, (p, WV,P)S(p,ﬁf(n)> . (5.39)
w ﬁg(n) Px Vv ﬁf(n) P;{p

Proof: Since the suprema in the right-side of (5.39) are over restricted sets, it suffices to show
that (5.39) holds with “< .” Specifically, we show that for every Px and p-QR W there exist Py’

and add-noise p-QR V' such that

mo (. W, P, BY) < (0, WY PRI (5.40)
To this end, let
P¥(x) = Px (f~'(j)), forsomez € f~'(j), j € Z (see Definition 5.4) , (5.41)

and let add-noise p-QR V' : Z — Z be specified as follows:

- for j with Py (f~'(j)) > 0:
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- for j with Px (f71(j)) = 0:
VL) -

The corresponding p-QR WV : X — Z is as follows:

- for j with Py (f~'(j)) > 0: foreach x € f~1(j)

. Px (2 . .
W) = Y W), ez

e f=1(j)

- for j with Py (f71(j)) = 0: for each z € f~1(5)
WY (j'|x) =

From (5.41), (5.42) and (5.43), it is clear that for each j € Z,

PXW ZPX ]|x

TeEX

- S Px(@)W(jle)

FEZ:Px(f~1(G"))>0 xzef~1(j")

1/ Px(x
= > Px (') > W(l()m

JE€Z:Px(f~1("))>0 z€f=1(5")

— Z PP (z"y WY (j|2'), forsome 2’ € f~1(j

J'€2:Px (f~1(5)>0

= (PEWY) (j)
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where the fourth equality above uses (5.41) and (5.42). Then, using (5.9) and (5.41) - (5.44),

mo (0 WP, P = ST (PRWY) (T) D (PP (Q)) . (5.45)
Qe

Moreover, by Lemma 5.6,

D (PxlIB” (@) < D (Px (/) 118 +]; Py (f1(5)) logl f (5)]
=D (PLIR" (@) (5.46)

by (5.41) and Definition 5.2. By (5.45) and (5.46), and recalling (5.9)

m (0 W, P, B <0 S0 (PEWY)" (T) D (PRIB™ (@)
Qmegm

=, <p7 WV, P)S(p7 ﬁf(n)) 7

which is (5.40). |

Proof of Theorem 5.4: In (5.3), upon restricting the querier’s choice to locally uniform estimators

and using Lemma 5.8, we get
Tn(p) < sup ggg) SPUS}? T (p, wY Pff,P/B(n)) (5.47)

For fixed add-noise p-QR V and Py, let

a=PIWY =PF(f V. (5.48)



Since p > 0.5, V! exists (see Remark (ii) following Definition 5.5). Then, upon fixing P,

too, using (5.9) and (5.48) we get

T, <p’ WV, P)S(p, ﬁf(n>> _ Z a” (722(”)) D (P;(p||ﬁ7€}(n) (Q(n))>

QM egn)

= > a"(Tgw) D(PY (S 118" (Q™))

Qe

+) PP (7)) loglf () (5.49)
JEZ

by equality in Lemma 5.6. Next, note from (5.48) that
Py (f_l) =aV L (5.50)
Then, from (5.49) and (5.50),

T (p, wVY, P, 135(")> < max log|f ™ (j)|
je

+ Y o (Tom) (aV‘lHﬂ(”) (Q(">)>. (5.51)

QM eg)

Hence, in (5.47) upon using (5.48) - (5.51),

Ta(p) < max log|f ™ (j)|

+sup inf sup Z a” (TQ(n)) D (g vt

Vo B0(QM) aea(V) himcgm

) (Q<n>)>

= max log|f~'(5)|

jeZ
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+ sup inf sup Z a” (TQm)) D (g V™ (Q(n))) )

vliErZes P (QM) QAW g g
Upon choosing 3™ (Q(”)) = Kn, (Q(")) (see (5.27)) and by Definition 5.5, which defines V(p),
we get

Ta(p) < max log|f ' (j)|+ sup  sup Yo" (Tom) D (a V7 |k, (Q™))
jeZ VEV(p) QeAY) o m

which is (5.29).

Next, to show (5.30), observe that

Io(p)= sup sup Eq [D(aV7'||kn (T0))]
VeEV(p) acAn(V)

where the Q™ -valued rv T, has underlying pmf a€ A, (V). Continuing

Ih(p)= sup sup Eq
VeV(p) acAg(V)

5 @) s 220

jeZ

— s sup Y Ea | (V) () o
VeV(p) acdi(V) oz

< Z sup sup Eq |:(QV_1) (7) log < (5.52)

‘S VeV(p) aeaw(V)

Denoting the rvs in [- - -] in (5.52) above by
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we show in Appendix D.2 that

lim sup sup E[|®)(a, V)] =0, j€Z. (5.53)
" VeV(p) aeAg(V)

Then, by (5.52) and (5.53), the first assertion in (5.30) obtains. The second assertion in (5.30)

follows from (5.52), (5.53) and (5.12), (5.15) with [ = 1. |

5.5.2.  Achievability Proof

z bl !
z 0 1 1 . 1 k—1
Up...p: :0...0
1| : iyl 1
D...pi I
" T TR
Lo P k=t I
1 ! 1
Ol :
RN :
k-1 R TURREN(
1 1
LPx P :
I
1-Ip :
k=1 ‘ ,
e
AR ¥
' !
1
e PP 0]
0 0 0 1
v : I dao v
0 0 0 1
k—T ——

Figure 5.1: V} : Z2 — Z

Proof of Theorem 5.5: Fix 1/k < p < 1. As in the statement of the theorem, [ = [(p) is

determined by
1

< p <
I+1 P>

1
7 1<I<k-1 (5.54)

We consider separately the cases [ < ng and [ > ng .
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The proof proceeds in the following four steps for each of the cases | < | 4| and® [ > | %] :

1. description of chosen add-noise p-QRs V; : Z — Z and V; : Z — Z for the two cases,

respectively;
2. reduction in the choice of querier estimators induced by V; and V5;
3. selection of a set of sparse pmfs with suitable range cardinality;

4. establishment of the sufficiency of locally uniform querier estimators and identification of a

specific such estimator.

These steps are described next with some of the details provided in Appendix D.3.

k| .
Casel < |%]:
Step 1: The user selects Px (to be specified later) and an add-noise p-QR V; = Vi(p) : Z2 — Z

described next. It is assumed that the rows of V; are arranged in order, respectively, according to

F740), f71(1), ..., f~1(k — 1); this entails no loss of generality. Set
I'=10(p) =k — {—J l. (5.55)

Clearly 0 < I’ < [. Then, as illustrated in Fig. 5.1, V; : Z — Z is chosen as follows:

« the top-left (k — ') x (k — I')-subblock of V; consists of |¥| = k%l/ diagonal blocks of

1-ip .

[ x [-matrices with all entries equal to p, and with the remaining entries being —;

* the bottom-right I’ x [’-subblock is an identity matrix;

3For k = 2, only the case [ < | £ occurs.
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* the bottom-left [’ x (k — I’)-subblock and the top-right (k — {") x {’-subblock consist of

ZEros.

In the specification of V; above, note that k — I’ — [ > 1 since

FJZ % > % — 2 so that k—l’—l:FJl—ZZQZ—l:lzl. (5.56)
[ 5] 3 l

The rationale for our specific choice of V; : Z — Z is guided by two features. First, it is
advantageous for the user if V; has as few distinct rows as possible. Second, each diagonal
element must be at least p, by the p-recoverability constraint. Thus, the chosen V; : Z — Z has
| % | blocks of [ rows that are identical (and distinct among such blocks), with | %] I x I p-blocks
along the diagonal, except for boundary fillers.

Step 2: With V; : Z — Z as above and for any Px in A,, Px(f~1)Vi € Ay has identical
entries in each of [%| = %7 blocks (each with [ entries); and possibly I’ distinct entries
Px (fY(k=1)),...,Px (f~'(k — 1)) . Accordingly, consider a reduced set resulting from Z,

namely

k=1 k-1 k-l
Z’é{o,l,..., il e +z'—1} (5.57)

obtained by merging those symbols in Z that lie within each of the mentioned blocks, and thereby

of diminished cardinality

k-1 k
K =K(p) = l +1I'= EJ +UI' <k (5.58)

on which Px (f~')V} can have possibly different probability values. The resulting merged
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Figure 5.2: V/ : Z2 — 2’

probabilities on Z’ are obtained as Py (f~!)V{, where V| = V/(V}) : £ — Z’is obtained
by merging blocks of [ columns of V; (and their elements). Then, V/ : Z — Z’ is as illustrated
in Fig. 5.2, and is described as follows.

For0<j<k—land0<j <k —1,

Vi(7'l7)

(

lp? jI:071,...7k/_l/—]_’ ]:j,.l77(‘]/+1)l_1

l(kl__l/lfl)> ]’:0,1,’]{"_[/_1’ ]7&],[;,(],+1)l—1,]§]€—l,—1
= 3

1, (j,:k/_l/,j:k_l,),u-,(j/:k/—1,j=/{:—1)

0, otherwise.

(5.59)
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For the user’s choice of V; : Z — Z as above, its effect on the querier’s estimation of Py is
governed by V/ = V/(V4) : Z — Z'in (5.59). Let Q'™ denote the set of all types on Z"". Then

precisely, referring to (5.9), we claim that

it s 30 (P ()W) (Taw) D (PellPa (@)

ﬁ":Q(n) —Ar Px QM egn)

= if  osup Y. (Px(f7Y) %’)"(722/<n>>D<PXHJ3n (Q’“‘))) (5.60)

p .o
Pn-Q/ *)AT PX Ql("L)EQ’(")

with an obvious abuse of notation of 13n in the right-side. To this end, observe that all 2" € 722(n>
for some (fixed) Q™ € Q™ result in (possibly different) 2™ € Z'™ but of a common type
Q' ) e o ("), by the merge described in the passage preceding (5.57); furthermore, different
Q™ € Q™ can map into the same ' ) e g Using this observation and mimicking the
proof of Lemma 5.2, the claim in (5.60) follows.

Hereafter in this proof, we restrict attention in (5.60) to smooth estimators 13n ;9 SQJNN

A,.. Then, recalling (5.9), we get from (5.60) that

_inf  sup m, (p, Wvl,PX,ﬁn)
P'nesn(k/'/) PX

= inf sup Z (Px(f~Hv)" <7%2'(")) D (PXHﬁ" (Q/(n)>>

Pnesn(k/) PX

Q/<”)€Ql(”)
= inf sup sup Z a” (722,(@) D (PXHIBn (Q’(”)>) ) (5.61)
PoeSn (k') a€Ay Px:Px(f~HV/

=a QMg

The sum in the right-side of (5.61) is bounded below further as follows: for each a € Ay, we

restrict attention to those types Q'™ € Q'™ that are close to types Q'™ () which approximate
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«. Then,

>, o (TQW) D (PX||]3n (Qr(m))

Q/(n)egx(n)
> 3 a" Ty ) D (Pl (@) .62
QMeQ™: var(Q™M,Q ™ () <7m
where
-/ -/
Q'(")(g)(j’) _ (n%ij )—‘ : j/ —1,..., ¥ -1 and Q/(n)(g)(()) —1_ Z [n%gj )—I (5.63)

J'#0

and -y,, will be specified below. For )’ (n) () in (5.63) to be a pmf in Ay, it suffices for & € Ay

and n to satisfy

J'#0
which, in turn, is implied if
na(j’) +1 E —1
1-— — = q(0) — > 0. 5.64
> a(0) = —— > (5.64)

J'#0

In Appendix D.3, we shall show that & € Ay can be restricted further and n chosen large enough
with

n > No(k') = 2K/, (5.65)

so that (5.64) holds (without any dependence of N, on «).
Since P, is a smooth estimator in S,, (k'), Var<Q’ ) ¢ (g)) < 7, implies

Var<ﬁn (Q’(")> ,ﬁn (Q’(") (g))) < %, and ﬁn (Q’(") (g)) () > ¢, >0, z € X (see
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Definition 5.3). Then in the right-side of (5.62), by Lemma 5.7,

var (B, (Q™), P, (Q'™(a
D (PxHISn (Q/<n>)) >D (PxHﬁn (Q/(m(g))) - (Zm(ii (12’;(54?2) (x() >)>

reX

A

> D (PP (@ (@) - 2. (5.66)

Cn

Hence in (5.62), using (5.66),

>, o (TQW) D (PX||}3” (Q/(m))

Q' Megr(m)

> {D (PxlIP (@ @) - Z—] > o (Tyw). (5.67)

QM e ™: var(Q™,Q ™ (a) ) <yn

Next, in the right-side of (5.67), with 7}, denoting a Q’ ™)_valued rv with underlying pmf o € Ay,

we get

2. a” (7'Q,<n>) =P (Var (TA, Q" (g)) < %) (5.68)

Q' MeQ™: var(Q™,Q' ™ (a)) <yn
=1—-P (Var (TJL, Q’(n) (g)) > %)
>1—-P (Var (T!, a) + var <g, Q'™ (g)) > %)

(5.69)

>1-P (Var (Th, ) >y — W) (5.70)

where (5.69) is by the triangle inequality for var(-, -), and (5.70) holds since
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var (g, Q’(”) (g)) < &n_l) by (5.63). Denoting

2k — 1)
€n = Tn — (n s

we obtain by [21, Lemma 3] that

{54V
~

P (var(T;,a) > ¢,) < 36(‘” '

for all n such that

€, >0 and nel > 20K

Now, pick

[(In21
Yo =5 —Cn ogn’ n>land( >1
n

so that lim ~,, = 0. Then (5.73) holds for all n > N, (k") determined by

5y/n¢In2logn > 2(k' — 1),

and for all n > Ny (k') determined by

!/ 2
25cn2logn + K =D ogr 1), /S 1021087 o oo
n n

Then for n > max{N; (k’), Na(k')}, (5.72) holds, and thereby by (5.71) and (5.74),

2K - 1)) _ ) ()

P <Va1‘ (T;HQ) > Y —
n

ns
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so that in (5.68)

3e ( 4(k'5}12\/f>

P (Var (T,;, Q'™ (g)) < %> >1-2% 7 (5.76)

nC

where the right-side above is nonnegative for n > N3(k’). Upon gathering (5.61), (5.62), (5.67),

(5.68) and (5.76), we get that for all n > max{Ny(k"), N1(k"), No(k"), N3(k')},

_inf  sup m, (p, WY Py, ﬁn)
Pnesn(kl) PX

3 3€<4(k’5}18)\/2‘)
> inf sup sup {D (PXHPn (Ql(n) (Q))) - ﬁ:| l———

Po€Sn(K) €l Px:Px(f~hHV{=a n¢

(5.77)

Step 3: It remains to reduce the right-side of (5.77) to (5.31), (5.32), (5.34). The main steps are
outlined below and the details are given in Appendix D.3. First, for o € Ay, a straightforward

manipulation using (5.59) shows that Px(f~')V] = a can be written as

J'(+1)-1 3 (1+1)-1 1
wPx | |J O+ (1= U ') —PX< U f—l(j)> X

j:j/l j:j,l j:klil/
1—1
z(k—p> =a(f), j/=0,1,... K -1 —1, (5.78)

and Py (f7'() =ali), j/ =K -1 ,.. k-1 (5.79)

k'—1
J14+1)-1 a(j') =1 (z7%) (1 - kZ l g(J’))
j=k'—U'
Pl |J O] = — =01, K -1,
j=j'l lp—1(5"5)
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Then in (5.77), fixing P, c Sp(k') and a € Ay,

sup D (PXHﬁn (Q’(n)(g)>) = sup D (PXHﬁn <Q’(n)(g)>) (5.81)

szpx(ffl)vllzg PxiPXw (5.79), (5.80)

where Px ~ (5.79),(5.80) connotes Py consistent with (5.79) and (5.80). Next, consider a

derived mapping f’ ~!. 2’ - X defined in terms of f~! : Z — X as follows:

3 (1+1)—1
) U '), =01 K=t
) =9 " (5.82)

FUk =K 44, =k -1, . k-1

and define a k’-sparse pmf Py’ on X as in Definition 5.4 with £/, j' € Z" and [’ ~! in lieu of
k, 7 € Z and f~! therein. The right-side of (5.81) is bounded below further by a restriction
to k'-sparse pmfs Py’ on X whose support symbols are the lowest ﬁn (Q’ (n) (g))—probability
symbols within f/~'(5'), j/ = 0,1,...,k" — 1. Additionally, pick o € Ay in (5.77) with a(j") =

0, /=K —1,...,k — 1. Then a straightforward substitution in (5.77) using (5.81) and (5.82)

yields that
_inf  sup sup D (PX||ﬁn (Q’(n) (g)))
P€Sn(k') a€Ay Px:Px~(5.79), (5.80)
> inf sup
ﬁnesn(k,) gGAk/:
a(5)=0, j'=k'=U,...k' -1
E—1-1 . 1-1 : 1-1
Z a(j') =1 (z7%) o a(j') =1 (35%) 1 (5.83)
1—1 l—l . Fay n Y *
= =l (=) lp—=1(=%) thnl{l( | P, (Q’( )(g)) (z)
zef (5

where the coefficient of each log term is in [0, 1].
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Step 4: In (5.83), observe that for every ﬁn Q'™ 5 x , there exists a locally uniform estimator

(see Definition 5.2, with &’ replacing k and f'~' replacing f~!), depending on ﬁn, and specified

(n) _ [ pn) An))}
b {B (Q omegm’ L

with 50 (@) = (8" (@), 8" (@) ... 4, (@) € Aw and

- 5@

P (@) <x>=ﬁ’ ve ), fez
P, (@) (£7'()

- | If/—>1(j/)| L ae 7)), SeZ

and with the obvious property that

I T
min ﬁn (Q’(")(g)) (x) B ﬁn <Q’(n)(g)> (f/_l(j/))

zef' = (5)

, jeZz.

Hence, inf in the right-side of (5.83) can be restricted to inf , and becomes

Pn ﬁg(n)
inf sup
PP Ves, (k) a€A:
a(3)=0, j'=k'—U,...k'—1
k' —1I'—1 -/ 1—1 . 1 .
o —1 _/p (67 —1 P 1=
Z a(j’) (k I z) ] _(J) (k 171) lf (5.84)

(")l
= lp—1 (kl l/lp ) 0g ( ) ﬁf(m (Q,(n) ) - 1

Finally, a further lower bound for (5.84) in Appendix D.3, taken together with (5.77), yields

m(p) = (log £ (0)] + An(p) ) Au(p) (5:85)
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where

( _ n ,l
1 1 72::1 |f/71(]/)| mm{ I— l(knl l)-l Ip _l(kl_;/lzl) .
8T o) =) en”?
k' —l'—1 1. 1
,21 GO < 1 (0)]
An(ﬂ) < - 1= '
| kjélllf'_l(ﬂl)‘ min{[ l(k:zllil)—‘ lp *l(kl z/l l) 4
RGN BRI o1() e
W L
> TGN > 1(0)]
\ 3=l
(5.86)
and
(2525
Mlp) 21— — (5.87)

From (5.82), the passage following it, and (5.83), we have that the user-selected Py is a k’-sparse
pmf with associated mapping [ described by (5.82). Additional details of the specific k’-sparse
pmf chosen by the user are provided in Appendix D.3.

Thus, for the case | < |%], (5.31) with (5.32), (5.34) follow from (5.85), (5.86), (5.87)

2

upon recalling (5.55), (5.58) and (5.82).

k.
Casel > |£|:
Step I: The user selects an add-noise p-QR V5 = V5(p) : Z — Z under the assumption that the
rows of V, are arranged in order, as in the previous case, according to f~*(0), f~*(1),..., f*(k—

1). The user-selected Px will be specified later. Let I’ = I'(p), Z’ and k' = K'(p) be as
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k—T
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Figure 5.3: V, : Z2 — Z
in (5.55), (5.57) and (5.58), respectively. Note that
7= < = <2 and - >——>1 impli Ploq
Z_ng—l—l_% 1+% an 1212 implies LJ

Hence, !’ =k — 1> 1and ¥ = 1+ k — [. As illustrated in Fig. 5.3, V5 : Z — Z is chosen as

follows:

all the entries of the top-left [ x [-subblock are p;

the bottom-right (k — [) x (k — [)-subblock is an identity matrix;

the bottom-left (X — [) x [-subblock and the top-right [ x (k — [ — 1)-subblock consist of

ZEeros;

the remaining entries are 1 — [p.
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The rationale for this structure of V : £ — Z is similar to that for the case | < | %] (see passage

following (5.56)), noting that Lﬂ = 1 gives a single p-block.

Step 2: Consider the stochastic matrix Vj = VJ(V3) : Z — Z’, obtained by merging the first [
columns of V5, and described next.

For0<j<k-—1land0<j <k —1,

Vi(5'l7) = (5.88)

0, otherwise.

Using identical arguments as in the case | < \_%j with V; and V/ replaced by V5 and V5,

respectively, the claim (5.60) holds and we get

_inf  sup m, (p, WVQ,PX,ﬁn>

PoeSn (k') Px

= inf sup Z (PX(ffl)VQI)n (TQ’(”)> D <PXH]3” (Ql(n)>>

P.eSn (k) Px

Q/(n)eg/(n)
= inf sup sup Z a” <722/(n>> D (PXHﬁn (Q/(n)>> :
Pn€Sn (k') a€Ay Px:Px(f~HVy=

Q@ Ql(n) c Q/(n)

Following the same steps from (5.61) - (5.77), we get that for all

n > max{No(k"), N1 (k'), No(k"), N3(k')}
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inf  sup 7, (p, WY Py, ﬁn)

P,eSu(k') Px
(sl
> inf  sup sup [D (PXHﬁn <Ql(n)(g)>> - h] I - e—c ;
PreSn (k') a€ly Px:Px(f~1HVi=a Cn n
(5.89)
where Ny(k"), N1(k'), No(k"), N3(k') are described in (5.65), (5.73) - (5.77).
Step 3: In the right-side of (5.89),
sup sup D (PX||]3n (Q,(n) (Q)))
a€ly Px:Px(f~1)Vi=a
> sup sup D (PXHﬁn (Q’(”) @))) . (5.90)

ISTAVNE Px:Px(f~1)Vy=a
a(j)=0, j'=2,...k'—1

If « € Ay is such that*a(j') =0, j/ =2,..., k' — 1, then Px(f~!)V, = a, using (5.88), gives

Px (f”1(0)> = %}) (5.91)
Py (f,-1<1)> _a(l) _121 —lp) (5.92)
Py <f’_1(j’)> —0, =2 . k-1, (5.93)

where f/~': 2’ — X is defined in (5.82). Then in the right-side of (5.90),

sup s D (Pl (@)

[eIS7AVNE Px:Px(f~1)Vy=a
a(j)=0, j'=2,...k'—1

‘Forl =k —1,ie., I’ =1, k' = 2, there are no constraints on q.
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= sup sup D (PXHﬁn (Q’(n) (g))) . (5.94)

[ISYANWE Px:Px~ (591), (5.92), (5.93)

The right-side of (5.94) is bounded below further by a restriction to &’-sparse pmfs Py’ on X
whose support symbols are the lowest P, <Q’ (n) (g)) -probability symbols within f'~'(5"), j' =

0,1,...,kK — 1, and we get

sup sup D (PXHﬁn (Q/(n) (Q)))

A€l Px:Px~ (591), (5.92), (5.93)

1
S sup a(0) o (0)
ASLWE lp P min P, (Q/(n) (g)) (z)
a(3")=0, j'=2,...k'—1 z€f~1(0)
1) —(1-— 1) —(1-— 1
Ol GV log a(l) —(1—1p) _ . (5.95)
lp lp min P, (Q"(a)) (x
zef' (1)
Using (5.95) in (5.89), we obtain
_inf  sup sup D (PXHﬁn (Q’(n) (g))) >
Pr€Sn (k') a€ly Px:Px(f~Y)Vi=a
0 1
_inf sup _Q—( ) log a(0) —
PL,eSn (k') . QGAk/i lp lp min Pn <Q/(n) (Q)) (37)
a(j)=0, j'=2,...k'~1 zef'=1(0)
1)—(1—-1 —(1—
Lat ==t [am)=(-ip) 1
lp lp min P, (@) (2)
zef'~1(1)

Step 4: Using the same reasoning as in the case [ < L%J ,we canrestrict  inf  above to locally
Pn€Sn (k')
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uniform estimators inf (see Definition 5.2) so that
P e (k)

. a(0) a(0) L/ (0)]
inf sup a—10g ~an
R g5, LR (@0@) ()
a(l) = (1—1p), [a(l)—(1-1p) )
N | _ (5.96)
e R (o) ()

A further lower bound for (5.96) in Appendix D.3, taken together with (5.89), yields (5.85) where

) B (1 —1p)) 3,
An(p) 2log [ 1+ —— n - = (5.97)
7 ( el f/~1(0)] lp Cn
and Wiy
A 3@( 5Ve )
An(p) &1 = ——. (5.98)
n

From (5.96), we have that the user-selected Py is a k’-sparse pmf with associated mapping f’
described by (5.82). Additional details of the specific k'-sparse pmf chosen by the user are
provided in Appendix D.3.

Hence, when [ > | %], we get (5.31) along with (5.33), (5.34) from (5.85), (5.97), (5.98)
upon recalling (5.55), (5.58) and (5.82).

Finally, in both cases | < | %] and ! > | %], (5.35) follows afrom (5.32) - (5.34) and (5.24);

in particular, in the former case, observe in (5.32) that
1—1p 1—1p
|| =ll—— by (5.55
(Lﬂz—z) (k—l/—l>’ y (5-39)
<lp, by (D.18) (in Appendix D.3).

129



Also, (5.36) is immediate from (5.31) and (5.35).

5.6. Special Case: Binary-Valued Function

In this section, we provide in Theorem 5.9 below a characterization of distribution p-privacy

for the special case of a binary-valued mapping f : X — Z = {0,1}. The lower bound on

m(p), 0 < p < 1, is obtained by utilizing Theorem 5.5. Furthermore, we recall from Remark

(ii) following Theorem 5.4 that an explicit upper bound for I',,(p), 0 < p < 1 —for a general f —

is not available. However, for the special case of a binary-valued mapping f : X — Z, we obtain

a closed-form expression for an upper bound for I',,(p), and therefore, 7, (p).
Theorem 5.9. For [ : X — Z ={0,1} and for 0.5 < p < 1, the following hold.

(i) For the class of smooth estimators for the querier,

sup inf - sup m, (. W, Py, B,) > ( max log| £~ (j)| + An<p>) Mlp).

W P,eS, Px ]6{071}

for all n large enough, where

r— max |f71(j)|min{[n(1n—_pﬂ, p} —(1—p) A

M) 2 log (14220 e
) Zloe | 1+ = [0 2p—1 n
7€{0,1}

and

50(3%)

e I3} €

Mlp) 21— : with ¢ > 1.
n

(ii) For everyn > 1,

T(p) < max log ‘f_l(])‘ +Tn(p),
]6{011}
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where I, (p) = O <h\)§ﬁ”) with

log(n + 2) Inn+1 logn n+ 2
T, (p) <2 , log %
(o) < me{(ar—nn 2n202p — ) 20p—1)n 8

vn+1 n+2 2ﬁ10g(n+2)+21 1
J— O p—
n on | T (2p— /i Sntl 2

+exp { <p<1 (5.103)
Proof:
(1) We obtain (5.99), (5.100), (5.101) from a straightforward application of Theorem 5.5.

(i1) See Appendix D.5. |

5.7. Discussion and Open Problems

A minimum level of distribution p-privacy equal to worst-case privacy w(p), 0 < p < 1,is
guaranteed by Theorem 5.3 since 7, (p) > w(p) for every n > 1, with w(p) being achievable.
Under Assumption (5.13), w(p) = log IZ: |f~1(4)|, where [ is determined by p (see (5.12)). For
j=
low recoverability, i.e., p < 1/k, the user can pick a p-QR W : X — Z with all entries = 1/k,
which renders Px W to be the uniform pmf on Z for any Px. Clearly, the querier’s best estimate
for Py is the uniform pmf on X', with a resulting distribution p-privacy of log r, which also equals
w(p) for p < 1/k. On the other hand, for high recoverability, i.e., p > 0.5, for the user’s choice
of any pmf Px and p-QR W, standard estimation methods show that the querier can estimate
exactly Px (f71) in Ay (see (5.11)) from Z™ as n — oo. Then, for p > 0.5, distribution p-

privacy informally equals  inf sup D (Px||lg(Px (f71))), where g is an “estimator” of
g A=A, Px €A,
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Px on the basis of Px (f~'). It is shown in Appendix D.4 that

inf  sup D (Pxllg (Px (f7'))) = max log |f(j) (5.104)

g:Ar—=Ar pyeA,

thereby explaining the value of w(p) for p > 0.5 in (5.12) with [ = 1. Intermediate increasing
values of pin (1/k,0.5] give w(p) = log li: |f~1(4)| with [ decreasing from & — 1 to 2 in

j=
(5.12), (5.14).

Theorem 5.5 shows how achievable distribution p-privacy can be improved beyond worst-
case privacy w(p) for large and suitable but finite n. The underlying heuristic that governs
appropriate user and querier strategies is as follows. Under the function p-recoverability constraint,
the user picks a sparse pmf for the data and an add-noise p-QR that serve to smear the resulting
pmf on Z to be nearly uniform, at least over a subset corresponding to the images of the largest
atoms in X induced by f~!'. The querier thereby is able to recover the function value with
probability at least p, but the attendant estimate of the data is forced to be nearly uniform over
such atoms. The resulting gain in achievable distribution p-privacy over w(p) is specified by
Theorem 5.5.

The preceding observations show why distribution p-privacy defined in terms of divergence
in (5.2) leads to useful insights in Theorems 5.3 and 5.5, complemented by the converse
Theorem 5.4 that is valid in the practically interesting regime p > 0.5.

However, our analysis techniques suffer from shortcomings, too, suggesting room for
improvement. Specifically, our approach fails to deliver a converse when 1/k < p < 0.5 (owing

to a potential noninvertibility of V! for p < 0.5; see Remark (ii) after Definition 5.5) On a
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related note, Theorems 5.3 and 5.4 imply that

lim 7, (p) =w(p), 0<p<1/k and 0.5 < p < 1.

It remains unknown if the limit above holds also for 1/k < p < 0.5. Next, in the proof of
Theorem 5.5, our approach resorts to a smooth estimator for the querier (see Definition 5.3),
especially its properties in (5.24)) in order to evade a divergence-borne fly in the ointment
in (5.61)-(5.66). However, this raises the question of whether the converse Theorem 5.4, if
restricted to such smooth querier’s estimators, could lead to an increased upper bound than
in (5.28), (5.29). This, too, remains unanswered. Furthermore, the additional restriction placed on
large n in Theorem 5.5, as mentioned in Remark (ii1) after the theorem statement, is a weakness.
We conjecture that the add-noise p-QRs Vi : Z2 — Z and V5, : Z — Z in the proof of
Theorem 5.5 in Section 5.5.2 are adequate even without this restriction.

In Section 2.8.1, we proposed a framework for investigating data p-privacy in the context of
differential privacy. Likewise, we conclude this section by suggesting a framework for examining
distribution p-privacy in the context of differential privacy. From Section 2.8.1, recall the notions
of differential privacy, local differential privacy (e-LDP), and why we chose the latter over the
former. The same considerations will hold in the case of distribution p-privacy as well. Also,
recall that a p-QR that is e-LDP cannot violate (2.99). What is a characterization of distribution
p-privacy under the additional requirement that the p-QRs have to conform to the e-LDP (2.98)
constraint? The problems posed in Section 2.8.1, now in the distribution p-privacy setting, are
pertinent. Additionally, what will be the corresponding worst-case distribution p-privacy under

e-LDP restriction? This line of inquiry remains open.
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Chapter 6: Closing Remarks

We close by highlighting key features of our approach and results.

All our models for studying data and distribution privacy are structured in a way that is
biased intentionally against the user and in favor of the querier — so as to make for a conservative
extent of privacy. Precisely, we assume throughout that the querier is aware of the privacy
mechanism, i.e., specific p-QR used by the user. Additionally, in Sections 2.4 and 5.2, where
multiple query responses are elicited from the user, we impose the strict requirement that each of
the query responses satisfies the p-recoverability constraint rather than a fraction of them. This
requirement, too, works against the user.

An advantageous characteristic of all our achievability schemes is that they are of the add-
noise type. This involves the user devising the query response by adding to the true function value
a noise whose distribution can depend on said value. This makes all our proposed randomization
algorithms eminently implementable. Another desirable attribute of our results is, that our
(asymptotically) optimal p-QRs are “universal” in the sense of not depending on the user’s data
distribution.

Finally, we close by mentioning how our framework tackles the issues concerning differential
privacy raised in Section 1.2. In our data privacy setting in Chapter 2, the user data X can

constitute a data vector consisting of multiple users’ data. Since privacy is ensured for the entire
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data vector, this prevents singling out. Also, the predicate privacy formulation in Section 2.5
addresses the requirement that any PII of the user should not be determined from the QR. This
can be done by suitably tuning the predicate mapping to the specific PII that needs to be protected.
In all of our privacy mechanisms, the sensitivity of the function does not play a role. Therefore,

the problem of the impracticality of determining the sensitivity of a function does not arise.
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Appendix A:

A.1. Proof of Lemma 2.6

(1) Foreach0 < p <1,

where TBer( ) denotes the set of all n-length binary sequences of “type” Ber( ), i.e., with

t
L n
n

t 1s (and (n — t) 0s), so that

n n
max P(T ¢ )SP(Binn, < {—J) < <L—J—|—1> max P(T ¢ >
0<t< L%J Ber(;) ( p) 2 2 0<t< L%J Ber(;)
(A.1)
Using well-known bounds for the probability of all n-length sequences of a given type
(cf. [20, Lemma 2.6]), for each 0 < p < 1, and noting that the number of types for binary

sequences of length n equals n + 1,

. i - exp [—nD <Ber (%) HBer (p)ﬂ <P (Tyos))
< exp [—nD (Ber (%) HBer (p))} (A2)
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and noting that for 0.5 < p < 1,

iy 2 (o (3 ) =0 (ne (1 5] [fori) a0

we have, by (A.2) and (A.3), from (A.1) that

o[- s (2] i) < (o < 2]
< (1) 1) oo (o (3 2]) )]

(i1) We have that

P <Bin(n”0> = LgJ + 1) - i <7Z> pr—p)""

Z (TZ), since 0 < p < 0.5

<p, since2y/p(l—p) <lfor0<p<1.

The assertion follows. [ |
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A.2. Proof of (2.30)

Since p and max P (f(X) = i) are obvious lower bounds for the left-side of (2.30), it suffices to
S

show that
Phwise (Fi(X), ..., Fu(X)) = f(X)) > P (Bin(n, p) > LSJ +1). (Ad)

The proof bears a resemblance to that of Theorem 2.3 above and so we shall refer to pertinent

details therein. We have

Since

:ZP(F1<X):i1a--->Fn(X) = in| f(X) =5, X = ) P(X = 2| f(X) = J)
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je
(i1,0ryin) EZ zef~1(j) t=1

591D SIS SRR () SRV E) §
1€2 1= | 2|41 (i1msin) EAI() zef~1(4) =1

ZZ Z Px(z) Z HWt (ielz)
i€Z zef~1() 1= 2 |41 (@esin) €A(D) ¢=1

Mimicking (2.63)-(2.66), observe that the sum above within (-) is bounded below by

P (Bin(n, p) > L%J + 1). Clearly, (A.4) follows. [ |

A.3. Proof of Theorem 2.8

Starting with the converse part, we have that

and for every p-QR W : X — Zin (2.2),

PGhapow) (2)=Y) = jmax > Px(a)W(ile) > p ) max Px(i,j) = p)_ Px(i,jf)
€2 / z€eh~1(j) i€Z ! i€Z

where the first equality uses
P(Y=jlX=2,Z=i)=1(j =h(x)).

The converse proof is completed similarly as for Theorem 2.2.
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Turning to the achievability part, since p/, < 1, observe in (2.54) that

> P (i) = Px (h7'(4)) = Y _Px (Lj;) = Px (h7'(j%)) > 0.

lez lez

We have that 1 — 7, (W) equals

P(grrapawy (Z) =Y) = r;lea;(P (Z =1i,Y =j)
i€Z
= Zmax > Px(@)Wi(ilz). (A.6)
€2 zeh=1(5)

When p, = 1, we get in (A.6), upon using (2.53), that

P(grrapowry (Z Z max Z Px(z) = Z Py (i,57) . (A7)

I€EZ xeh*l(j)ﬂffl(i) €2

When p!, < 1, for each i € Z the summand in (A.6), upon using (2.54), is

max Z | Px (z)Wo(ilx) + Z | Px (x)Wo(ilz)
xzeh=1(5)Nf~1(i) a€h~1(H\f1(9)
PX (Zaj*) - PX(Zvj)
= max Px(z) ¢ max{p,, p} + (1 — max{p,, p - ,
| 2 Pl qmaditord £ (=m0 s o G
zeh~1(H)NF~1(4) lez

Py (i,j7) — Px(i, ]
+ >, Px(w)q(1—max{p,p}) x ( q*) PX( 7)
zeh(H\F 1)

B Px (4,57) — Px(i,j) npy
= ma | ma{f p} P (i.J) + (1= max{ol. p}) 5= 70— p gy (n())

ez
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It suffices to show that the right-side of (A.8) is bounded above by max{p., p} Px (i, j}) for each
i € Z; this is done below. Then, in fact, the right-side of (A.8) equals max{p., p} Px (i, j}) as
seen by setting j = j in the term within |- - -].
First consider the case when max{p., p} < 1. Itis seen from (2.52) that for each j € J,
max{pl,p} o Px (h'(5%)) Px (h~'(5))

— > .
1 —max{pl,p} — 1—p. IZZPX (L, j;) — Px (h=1(5%)) — IZZPX (L, ;) — Px (h71(y))
c c
(A9)

Using (A.9) in (A.8), and since Px (h='(j)) > 0, j € Y, we get that the right-side of (A.8) is
bounded above by max{p.., p} Px (i, jI). Also, this is true trivially when max{p., p} = 1. Hence,
we get that for each i € Z, the right-side of (A.8) equals max{p., p} Px (i, j;). This, combined

with (A.6)-(A.8), yields

0, (W)) =1 —max{gl, p} Y _ Px (i, j;).

i€Z

This completes the proof of the theorem. |

A.4. Proof of Proposition 2.11(1)

The following two lemmas are pertinent. Recall from (2.14) that 2* = arg max Px () is in
S

1 (i*) for some (fixed) i* € Z.
Lemma Ad4.1. ForV,: Z — Zin (2.17),
(i) when p. < p < 1, no two rows can be identical;

(ii) when 0 < p < p,, if the rows V,(+|j) and V,(-|j"), j # 7', are identical, then each coincides
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with the row V,(-|i*), in which case Px(z}) = Px(x}) = Px (z*). Furthermore, the

number of identical rows of V,, cannot exceed L%J .

Proof: With 0 < p < 1, if the rows of V,, : Z — Z corresponding to j # j' in Z are identical,

then

V(ily) = V(ili), i€ Z\{jJ'}

1.e.,
Px (z) P (z}) : -
(1 — max{p., p}) m = (1 — max{p., p}) —Z Pyah) € Z\{j.j'}
I#j U#j
whence
Py (a7) = Px (23); (A.10)

and furthermore

V(ilj) =V(ily"), 1€{5,i'}

which, using (A.10), gives straightforwardly that

Py (z
max{p., p} = ﬁ%, i€{j.j'} (A.11)

lez

(i) When p > p,, recalling (2.15)

Px (a7) Px (z*)
S Py (af) 3 Py(a) e < maxee )

lez lez

which violates (A.11) for i € {7, j'}, so that no two rows of V,, : Z — Z can be identical.
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(i) When 0 < p < p,, suppose that the rows V,(+|j) and V,(-|7’) are identical for some j # j'.

Then (A.11) holds which, upon recalling (2.15), is tantamount to

Px(z%) = Px(a) = Px(z*) = Px(aL.). (A.12)

To show for j # i* that V,(i|j) = V,(i|i*), i € Z, consider first i« € {j,i*}. Then,

using (A.12),

Vi) = pee Vili'li) = (1= p0) ;;f(( =) 5 P P =
and similarly,
V1i%) = (1= po) e il Vi) =
S P i) — P (a1
And fori € 2\ {j,i*},
Volili) = (1= p.) > PX](Z)( )PX@) = é);fézﬂ = Vi (ili").

Lastly, if the number of identical rows of V,, : Z — Z is a, then aPx (z*) < > Px (),

whence o < L%J .
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For S C Z, let

js =arg max Py (z7), Rs=(2\5)U{jsh, (A13)

where jg and Rg need not be unique. Let fRS (X) be a Rg-valued rv with pmf

= ) Px (z}) ,
P( XI)I—Z, € Rs. A.14
leRg
Consider the stochastic matrix Vg, : Rg — Z given by
Vrs ={V(ilj),i € Z,j € Rs} (A.15)

n

and let {ZtRS } be conditionally mutually independent Z-valued rvs conditioned on f Rre(X),
t=1
with

Pos o o= Vigs t=1,...n. (A.16)

Let C (Vg,) be the Chernoff radius restricted to Rg, i.e., with the minimum in (2.79) being

instead over all j # j' in Rg.

Lemma A.4.2. For 0 < p < 1, consider add-noise p-QRs {F,(X)};_, with (2.29) holding for

everyn > 1, where Vi =V, t > 1. If V : Z — Z has identical rows {V (-|j),j € S}, then

™ (V") = (1 - > Px (ﬁ)) = exp [-nC (Vgs)]

i€Rg

for Rg and Vi, in (A.13) and (A.15), respectively.
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Remark: If the rows of Vi, : Rg — Z are distinct in Lemma A.4.2, then C' (V) > 0. If the

rows of V' : Z — Z are distinct, then S = ¢, Rg = Z and Vi, = V.

Proof-

P (guapermy (Z1, ..o Zy) = X) = | > max Px(z) [V (il f(2)

(91, 0in)EZT t=1

= > max  Pe(@) [[Vlf@)
(31,..., in)EZM < ]éz () t=1

— Z max Px (x;‘) H V (ig|7)
(31,..-, in)EZM I t=1

= max Py (x V (3|5
. “%EZHG(Z\S)US X ( ]) E (4¢]7)

= > max Px(a) [Vl
(%1,eerin)EZT JEs t=1

(A.18)

where (A.17) is by the identicality of the rows {V (-|5), j € S}, and fr,(X) and {Z/S}7

are as in (A.14) and (A.16), respectively. The assertion follows by applying [44, Theorem 2]

to (A.18).

Turning to the proof of Proposition 2.11(1), first observe by Theorem 2.5 that for

0<p<0.5andeveryn > 1,
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> Px (a}) — max § Px(z%), Px (x;LIO > 0. (A.19)

We consider two cases: p > p. and 0 < p < p.. When p > p., by Lemma A .4.1(i), all the

rows of V, : Z — Z are distinct so that C'(V,) > 0. Then, by (2.95),

€2

hm 7, (V1) (1—ZPX ) =

which upon comparison with (A.19), yields (2.91) in this case.

In the case 0 < p < p., V, : Z — Z can contain identical rows. By Lemma A.4.1(ii)
and upon invoking assumption (2.35) without loss of generality, the identical rows must be those
corresponding to {0, 1,...,a — 1} (with the remaining rows being all distinct), where a < LiJ
is the number of identical rows. By applying Lemma A.4.2, with S = {0,1,...,a — 1}, js =0

and observing that C' ((Vo) Rs) > 0, we get

lim 7, (V)')) =1— Z Py (x

i€Rg
)

1 — Py (2%, a:k@{pﬂ:k
1— 3> Px (x7), a<l<:<:>L7iJ<kz
\ 1€{0,a,a+1,....k—1}
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1 — Py (z%), L}LJ =k

<
* 1
1 - > Px(a}), |L| <k
ie{o,| X |,| & |+, k—1}

1_PX(x*)v pc:%
< 1—{%JP - kmodLiJ%O 1cp. <05
— = X $LiJ 3 pe 9 k Pec = U

ke 1

1—hp1CZJJ Py (2 kmodLiJzo L) <05

\ i=0 *\ilE] ) pe Tk c-
= 7. (V3')

<7, (V§), 0<p<p.

which, upon recalling by Theorem 2.5 that 7, (V5") is the same for all n, establishes (2.91). W
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Appendix B:  Proof of Lemma 3.2

Proof of Lemma 3.2:

(i) We need to show that

A N0 = [ @]y pory T E 2 (B.1)

Writing the term within [-] in (3.3) with A = A, as

> | Px (Ap N f‘l(i)> +pPx [ [fTHH N\ AN f‘1<z'>]min{l_mp‘,'f_l(Z.)\Ap‘i . (B2

i€Z N ~~ g
-~

In (B.2), for each i € Z, focusing on the term within [-], if (B.1) is violated, there exists an
element in _ -  of higher Px-probability than the minimum Px-probability element in

—~—
Swapping them would lead to a higher value of [] since p < 1, thereby contradicting the
optimality of A, in (3.3). Therefore, (B.1) holds.

(i1) Assume

L= A= [f71(0) \ Al (B.3)

and

L= NS IFTHI) N A
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Let

A, 0 6| = ai, i€ {01},

which give
A= D a (B.4)
ie{0,1}
and
@O\ A= (@) —as, i€ {0,1}, (B.5)

and using Lemma 3.2(i),

u o), . (B.6)

Substituting (B.4), (B.5) in (B.3), we get

L= [f7H0)|> ar. (B.7)

Consider the set /~\p given by

A= [ D], pmr oy Y O], - (B.8)

0

Since I — [f=1(0)|> ay > 0, |f~1(1)|> I — |f~1(0)| and |A,| =1 — [f~1(0)|+ao < I A = A, is

a valid choice for the expression within [-] in (3.3). We claim that choosing A = /~\p gives a larger
value for the expression within [-] in (3.3), thereby contradicting the optimality of A,, and, in

turn, proving that (B.3) cannot hold. To establish the claim above, with A = A, in the expression
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within [-] in (3.3), and using (B.6), we get

] =Px (I (O)]aw) + pPx (IS O\ O)ao] 10y ) +
P (IF 7 War) + pPx ([ O Wlad] gy ) (B.9)

and upon choosing A = A, in [-] in (3.3), and using (B.8), we get

[ =Px (1F7 O)a) + 2P ([ O\ O] s 0y ) +

Px ([f 7 (liip-20y1) + Px ([f_l(l) \ [ D101 \f—1(0)|—a0> : (B.10)

Observe that in (B.9), (B.10), by (B.7), [f‘l(l)]a1 C [f‘l(l)]Hf_l(O”, and since p < 1, the claim
holds.

Similar arguments apply if we assume
L= [Ap|> [f 1)\ Ay| and T —[A,[< [f7H(0) \ A,

or

L= Al 1F7 () \ Al and 1= [A,]> 7700\ A,

Therefore, (3.6) is true.

(iii) Consider 1 — 7y’ (p) max. a(p,l') where

a(p,l') = max B (p,I', A)
|A]=U

150



Bp.l' N) = Px(A) +p)  Px (U_l(i) \A] min{l—zc|f*1<z‘)\A|}> ’

€2

where |A|=I. For each fixed 0 < [’ <[ and fixed A C X with |A|=1, B(p,l', A) is affine and
nondecreasing in p. Hence, « (p, I’) — as the maximum of finitely many affine and nondecreasing
functions in p — is piecewise affine, continuous and nondecreasing in p. In turn, 1 — m(f) (p)
— as the maximum of [ 4+ 1 such functions « (p, ") — also is piecewise affine, continuous and
nondecreasing in p. The values of P (p) at the end points p = 0 and p = 1 in (3.7) follow from
a straightforward calculation.
(iv) For I’ = 0, a(p, 0) is linear in p with «(0,0) = 0 and

a(1,0) = 3 Py <[f_l(i)]mm{l"f,l(i)lo; and for ' = 1, a(p, 1) = Px (L}). And for 0 < I' < [,
a(p,l') is piecewise affine, continuous and nondecreasing in p € [0, 1] as noted in the proof of

(iii). Further, observe that for 0 < 1} <1}, </,
a(0,17) < a(0,15) while o (1,1}) > a(1,15)
where the latter is immediate upon examining

a(Ll) = max
|A]=l

Px(A)+ ) Px ([f’l(i) \ A min{ll’,lf—l(i)\/\}>]

i€Z
and observing that « (1,1") < a (1,1’ — 1), etc. The claim in (iv) follows.

(v) The claim follows readily from |A | taking values in {0, 1,...,{}, property (iv), and p

ranging continuously in [0, 1].
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Appendix C:

C.1.

Calculation of var(AX ) and mmse (X |AX)

We have

var(AX) = tr (AA") = (USVIVSTUT) = (USSTU") =t (SS7) = Z 57

Next, noting that X and AX = US VTX are jointly Gaussian, we have

mmse (X|AX) = mmse (X|USV"X)

E HX ~E[X (Usv'x)"| (E|UsvTx (UsVTx)"]) Tusvix

|

E <X ~E[x (Usv'x)"| (E|UsvTx (UsVTx)"]) o USVTX> ) X]

tr (E[XX"])
—tr (E X (Usv'x)"| (| (UsV'X) (USVTX)TD_l E [USVTXXT]>
(L) — e (LVSTUT (USVTLYSTUT) T USVTL)

-t (ST (55)7"S) =n -
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C.2. Proofs of Lemmas 4.2, 4.3

Proof of Lemma 4.2: Recalling (4.4), we have
E[|AX - Z|’] =E ||U (U"AX - U7 2) || =E [[|sv"x - 07 2],
from which we get

sup inf E [||X — g(Z)||2}
PZ|X1E[HAX—ZH2]SP

= sup inf E [”X — g(UTZ)HQ]
Pzix E[|SVTX-UT Z|*|<p

= sup inf E [”X - g(Z)”z] ., since U is orthonormal.
PayxE[[|sVTX -2 ] <p g

Proof of Lemma 4.3: Since the supremum in the right-side of (4.11) is over a restricted set

compared with the left-side, it suffices to show that (4.11) holds with “<,” i.e.,

sup inf E [HX —g(Z)HQ] < sup inf E {HX —g(2) 2] :
PoxE[||svix-z|"]<p 7 Py xE[||5vix-2|*]<p ¢
B[|(Sv7x-2) || <s?
i=1,...,r

(C.1)

Since S contains only r nonzero rows, SV X in the left-side of (4.11) is a R™-valued rv

containing at most 7 nonzero elements. Recalling that S is the r x n-matrix consisting of the
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nonzero rows of .5, it is easily seen that

sup inf E [HX —g(Z)HQ] = sup inf E [HX —9(2)

Py x E[||svTx-2|%] <o g Py x E[||SvTX-2|"] <o 7

g
(C2)

where Z is a R"-valued rv denoting a p-QR under recoverability of SV7X. For every R”-valued

. ZT} T, consider the R”-valued rv Z given by

Z-{Zﬂi@E“(éVTXF—Z)I

Vi) (& (v 2)

(C.3)
Observe that
EU@WX—Zxﬂz EW@ﬂX_@fy EU@WX_ZXZS§ (C.4)
52, E“@WX—ZX2>£
SED@WK—Z>1,Z—L 7,

from which, owing to the constraint under the supremum in the right-side of (C.2), we get

E[HSVTxu—Z

Q}SEMmﬂX—ZW]gp (C.5)

Since

\.NZ

X —o— Z —o—
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and using data processing inequality for MMSE [77], [75], we get

. ~ 2
inf E [||X - (2)|"] <inf B {HX —g(2) ] . (C6)
g g
We have shown that for every R"-valued rv Z that satisfies the p-recoverability constraint, there
exists another R"-valued rv Z (C.3) that also satisfies the p-recoverability constraint (C.5) and

additionally, due to (C.4), meets the constraints

N N\ |2

EU(SVTX—Z) }Ss?, i=1,...r (C.7)

Therefore, using (C.5), (C.6), (C.7), we get
. ~ 2
sup inf £ [HX —g(Z)”Q] < sup inf E MX —g(2) 1 ,
PZ-‘X:]E[HSVTX_ZW]S,; g PZ‘X:E[”SVTX—ZHQ]S;) g
E[|(SVTx-2) || <s?

which along with (C.2) gives (C.1). |

C.3. Verification that Z, satisfies (4.13)

For:=1,...,r,

E U (SVTX _ Z) 2} —E U (évTX —D,SVTX — DnoN>i 2}
_E “ (SVTX - DGSVTX>i 1 +pi— g—i

[ 7
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A
»
=0N

Next,

E [HS’VTX -7,

1 _ Z E U (SVTX —D,SVTX — D,wN>
=1

i

=> pi, using (C.8)
=1
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Appendix D:

D.1. Proofs of Lemmas 5.6 and 5.7

Proof of Lemma 5.6: Assume first that

0<p;<land 0<P(4;) <1, jeZ.

Then

DI =3 3 Pl)log ﬂ)

JEZ zEA; TA;]

DI

JEZ x€A; JEZ

=y > P(x)logpﬂ ZP ) log| 4]

JEZ xz€A;
:Z Z P(x log +Z

JEZ zEA; JjEZ

= —[H(P) = H(P(A))] + A)18) + ) P(A;)loglA;|

JjEZ

Aj) log| 4|

A)B)+ ) P(A;)log|4;].

JEZ

Equality holds above iff H (P(.A)) = H(P) which is tantamount to (5.38).
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Next, if P(A;) = 0 for some j € Z, the claim holds upon replacing > throughout by
jEZ

> . Finally, if 8; = 0 for some j € Z, the only nontrivial case (when the right-side
JEZ:P(A;)#0

does not become oo) is when 5; = 0 implies P(A;) = 0; then the claim holds with the same

replacement as above. [ |

Proof of Lemma 5.7: We have

DPIQ) -D(PIQ) = S Pla) log

zE€support (Qo)

< ¥ rw (G

ze€support (Qo)

z€support (Qo

Hence,

P(z)

DFIQ-D(PIQI < 3, 75 Q@) = Q@)
zesupport (Qo) °

< o var(Q.Q.)

so that
Y@ Qo) < p(pig) - D (Pl < L)
qun Q;nm

whence

D(PIQ) = D (P|Q,) - %.
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D.2. Proof of (5.53)

To establish (5.53), we write for any € > 0,

sup sup K H@% (a, V)H
VeV(p) acAg(V)

< sup  sup  E[[®] (a,V)]1(|2] (2, V)] > €)]
VeV(p) acAg(V)

s sp B (| @ V)] 19 (V)] <)
VeV(p) acAg(V)

< sup  sup EH@%(Q,V)‘E(}@%(Q,V)} >e€)] +e
VeV(p) acAp(V)

< sup sup log(n+ k)P (|<I>f1 (v, V)| > e) +e (D.1)
VeV(p) acAp(V)

since

j o @V ()
@7 (@, V)] < |(@V™) () log ==yl

< 1.log = log(n + k), by (5.27).

1
1/(n+k)

Since € > 0 is arbitrary, (5.53) will follow from (D.1) if for any € > 0,
lim log(n+#k) sup  sup P (|® (e, V)| >€) =0.

VeV(p) acAr(V)

For V € V(p), let v; denote the j column of V™!, j € Z. Noting that (aV ') (j) = av;, we
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write

log(n+ k) sup sup P (\q)fl (a, V)] > 6)
Vev(p) acAg(V)

=log(n+k) sup sup P <
VeV(p) aclik(V)

Kn (Tn> (]

avjlog &)‘ > e>

av;
<log(n+k) sup sup P <gy- log ——2— > e)
Vev(p) aceAg(V) ! ﬁn(Tn)O)

av;
+log(n+k) sup sup P (—gy- log ——2— > e) :
VeV(p) acAg(V) ! ’in(Tn)(])

(D.2)

Considering the first term in the right-side above and noting by (5.27) that x,,(T,,)(j) > 1/(n+k),

clearly the probability equals 0 if € > av;log(n + k) so that it suffices to consider

€

avjlog(n+k) > € or av,

Then, in (D.2),

P (QVJ‘ 10%% > €> =P (mn(Tn)(j) < av; 72?’]’)

<P (’{n(Tn)(]) < Ql/j2_6)

Q(T,)v; < av; 27 (1 + %)) , by (5.27)

s 2)
> av, (1 o (1 " §>)+> (D4)

k
where 2+ £ max{0,z}, z € R. Denote for o € R*, |all; £ 3 |a;|; and for V' € V(p),

J=1

o}

(Tn)’/j — Qv

Il
s

VAN
w
N N

(Tn)v; — av;

o)
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V-, = max | |l1- Then, in (D.4),

k
12p—1

(D.5)

Q(Tn)v; — av;

<||@@) - of Il <||@m) - a

V< @) ~a

since for a strictly diagonally-dominated V' € V(p), we have by [72, Theorem 1] and [51, Section

3, Theorem 1] that ||V ||, < k/(2p — 1), noting that p > 0.5. Furthermore,

H@(Tn) —a

<|em) -

T~ all

<22 <\/D (T01Q(T) + VD (Tn||a)> . by [18, Lemma 11.6.1]

< 2v/2In2 D (T,||er), by (5.26). (D.6)

Hence, in (D.4), by (D.5), (D.6),

P (Quj log & > (—:)

Fin(T0)(J)
<P (\/m > %QW (1 -2 (1 + §>)+>
<P|D(Tya) > (zzz—lnlj 1Og2(i+ . ((1 _g (1 + %)>+>2 D.7)

using (D.3). Denoting the threshold above by 7 (p, €, n), straightforward manipulation yields that

1 (p7 €, TL)
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with
(2p — 1)%€%c?

iy (-2 +k) T <e<1-27

cl(pa 6) =

for all n > Niy(e, k,c) = k/((1 —¢)2°—1). Then, in (D.7) for all n > Ni(e€, k,c), by [18,

Theorem 11.2.1], the first term in the right-side of (D.2) is

< log(n + k)P (D (Tula) > M)

~ log®(n + k)
< log(n + k) exp [—n (IOgC;éz?k) _ klog(T;lnL 1))}
< exp {— (C1(p, E)m — (k4 1)log(n + k))}

since log(n + k) < (n + k) whereby because

lim ¢ (p,€) — (k+1)log(n + k) = oo,

log?(n + k)

we get

lim log(n+ k) sup sup P (gz/j log L > e> =0.
n R,

(1) ()

VeV(p) acly(p)

Turning to the second term in the right-side of (D.2), and considering

sup sup P (—ow» log & > (—:)
VeV(p) aeA(V) = ’fn(Tn)(]) ’

(D.8)

D.9)

note that the probability is 0 for e > —awv; log av;. Then, since —av; log av; < 0.5, considering

—av;logar; > € for 0 < e < 0.5,
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— (@(Tn)uj > av;2° (1 . %) B %)
< P(@(Tn)uj —ay| > av; <2€ (HS) B 1) ) %>
(Hc??(m —a V], 2 a (26 (1+§) ) 1) ) %>

by the first inequality in (D.5)

(ol 02)) 1)),

by the last inequality in (D.5)

<P ( DT > 22— (t*((—:) (26 (1 + E) - 1) - %) +> . by (D.6) and (D.10)

P

IN

2kv2In2 n
(D.11)
2
_ (2/) — 1>2 * € k 1 i

where t*(¢) in (D.11) is the solution of —tlogt = € for t € [0,0.5). Denoting by 7 (p, €, n) the

threshold in (D.12), we observe that 72(p, €,n) > ca2(p, €) > 0 with

(2p —1)%d?

Cg(p,G):W, 0<d<t*(€) (26—1>

for all n > Ny(e k,d) = (1 — kt*()29)" /(t*(¢) (2° — 1) — d) . Then, bounding above the

second term in (D.2) upon treating the probability in (D.12) in the manner of (D.8), and observing
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that
lim cy(p, €)n — (k+ 1)log(n + k) = oo,

we have

av;
lim log(n+ k) sup sup P (—gu log —2—— > e) =0. (D.13)
n ’ Kn(Tn) (5)

VEV(p) acelg(V)
Upon combining (D.9) and (D.13), we get (5.53).
D.3. Lower Bound for (5.84), (5.96) and Proof of (5.64), (5.65)

Lower bound for (5.84): We first bound (5.84) below by restricting the supremum further

according to

inf sup
P Mes, iy el
a(j)=0, j'=k'—U',..k'—1
K —1'—-1 . 1—1 . -1 L
Z a(j’) =1 (k—l’fl) lo a(j’) =1 ( ,l/fl) L)
1-lp

g _ ~3(n
= =l =) lp—1(z%) B (Q’(n) (@) (f71(5)

> inf sup
ﬁﬁ(") €S (k/) geAk/:
! ! 1-1 . : I—”l<klf/lzz)-| ;
1(55%) Se(i) Sming ——EZE=L p b, /=1, k-1 -1

’“"z’:‘l a(j) ~1 (1’“_1T'lpl) g [ 20— (El;fp,) )l
iz el (=) p=1(=%) B! (Q’(n) (@) (f7G")

Observe from (5.63) that '™ () € @ () is the same for all o € Ay satisfying the constraints
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in the right-side of (D.14). Hence, with
P (@) (£7'0)) =8 JeZ

for some 3 = {fo, B1,. .., Br—1} € Ap, the right-side of (D.14)

> inf sup
BEAR qeA,, ~right-side of (D.14)

{Z o)~ (E55) | (@W — ) If "1@’)') } .

§=0 lp—1 (kl—_l’lﬁl) lp—1 (klf’lfl) 6j/

(D.15)
For each fixed 8 € Ay, we further bound below the expression in (D.15) by limiting the
supremum to a maximum over a finite set {a, : t = 1,..., k' — '} madeupof k' — ' = |%| > 2

elements (see (5.56), (5.57)) specified by

1—1p 1—1p

with & — I’ nonzero elements; and fort = 2,... k' — ', oy = ((0), 4 (1),..., (K — 1))
specified by

( 1-Ip

lp— (min {—W(’“;l/‘lﬂ , lp} —1 (kl__l,lfl)) . j'=0

(%), =1t =2t K = -1
o (j') = .

min{w, lp}, j=t—1

0, jJ >k =

(D.17)

A description of the &’ — I' — 1 values above is as follows: Fort =2, ... k' = l', ,(t — 1) =
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min { L b o) = — -2 = a0 = = - 1) =1 (5

and o, (j') = 0, j' > k' — I'. We now check that when « is from the set {o, : t =1,... k' — '},
the coefficients of the log terms in (D.15), i.e., the right-side of (5.78) under (D.16), (D.17), take

values in [0, 1]. For this, it suffices to verify that [ (kl%,lfl) < a0) <lp, t=2,... K =1.

Observe that

1-1 11
z(k—p> < (A=00) e from (556), k —1' —1> 1

- =1 [ 7
<lp, usinglp>1/(l+1) > 1/2from (5.54), (D.18)
n 1—’lp _
so that min {M, lp} —1 (,:T,lfl) > (. Therefore,

. [nl (klfil’lﬁl)—‘ 1— lp ! /
gt(O)—lp—(mm{T,lp —l(m) <lp, t=2,.... k' =1,

and

() Ly
ato =t o { DL (150
1—1p 1—1p
> 1p - <1p—z(m)) :l(m>’ t=2., K1

This completes the verification.

Now set l
nl( 2=l
min{ ( l(k;lzul)—‘ ’ lp} —1 (kl__l/lfl)
A
i = — . (D.19)
lp—1 (%)
Then the supremum in (D.15) reduces to a maximum over k&’ — [’ choicesof a,, t = 1,..., k' =1',
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given by (D.16), (D.17). Then, with p,, as in (D.19), the right-side of (D.15) is bounded below as

, Hn l0g (Mn%) + (1 = ) log ((1 - un)%) ,

|/ (0)]
Bo

A Y WA T —1
-+, tin log (un 7 1>|> + (1 — pn) log ((1 - un)w) (D.20)
Bk’—l’—l 60

> inf max{log
éGAk/

where the tth term, 1 <t < k&’ — I is obtained by evaluating the expression within {-} in (D.15)

at ;. Moreover, the right-side of (D.20) is

—1
= giergk, max {log Mﬁ#’
=17 - =1
R e e A (R H SLED

Hence, for the case | < [£|, the user-selected pmf Py is one among a set of k' — I’ k’-sparse
pmfs with associated mapping f’ (5.82) and Py (f’_l) =a,t=1,...,k=1.

Since foreach 8 € Ay, By, - .., fiv—1 do not appear in (D.21), it is sufficient to consider
B € Ay such that

Be—v=+=Br_1=0, (D.22)

For every 0 < 3y < 1, we solve the inner inf max in (D.21), which, using (D.22), is equivalent

to
- il
inf max - (D.23)
BryeBr _y_q: 1< <K —1'—1 Bjr
B;r>0, §'=1,.. k'~ ~1
K —1'—1
Z 5.7-/—1*50
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We claim that
E—l'—1
SO

1= 1
max Gl > = (D.24)

1<)/ <k'—I'—1 By 1 -5

since, if

k=l'-1

1f G jgl ik

max <
1</ <k'—1'—1 ﬁjl 1— 0

E=U'—1

gl

ie., < =1 K =T =1
By 1 —fo
54 k'—1'—1
flilj/ <—J flilj”a jlzlv"‘vk,_l/_]-a
U< T2 3 1

and by summing over ;' = 1,..., k" — I’ — 1 on both sides

|
E—l'—1 Z BJ" E—l'—1 E—l'-1
=1

DTN A 2 = 317G

j'=1 j''=1 j"=1

which is a contradiction. Also, by choosing

=1/
ﬂj’: ‘f (j)| (1_50)7 jlzla"'ak/_l/_L

R
> 1l
j'=1
we get
E—1'—1 .
11— -/
gy e
inf max AR . (D.25)
BiyBys _y 1 1</ <k'—U'—1 B 1—po
B;r>0, =1,k —1'~1
g
Z lezlfﬁo
i=1

Thus, the expression in (D.23) equals the (common) right-sides of (D.24), (D.25), using which

168



the lower bound in (D.21) becomes

—1 0
ogiélofgl max{log —lf 50( >’,
)
4= J 1—1
Hn log Hn = + (1 - Nn) log <<1 - ,un)w> . (D26)
1= 5o Bo

The first term in (D.26) is decreasing in 0 < 3y < 1 and the second term is convex in 0 < 5y < 1

since it can be written as

K —l'—1
D (Ber(s1,)|[Ber(1 = Bo)) + pnlog Y [/~ (5) + (1 = pa) log | /7 (0)] (D.27)

Jj'=1

with the minimum being attained at 3y = 3, = 1 — pu,. Straightforward but tedious calculations

show that the terms intersect exactly once at

K —1'—1 -1

PORTato!

=1
60 = ﬁ(l)l = 1+ - |f/—1(0)| (1 :u’n) u" Hon )

and' the first term is larger than the second when 3y < ) and smaller when 3, > ;. We now
—U—1 —r—1

distinguish between the cases | f'~'(0)| > Z 175" and | f/~1(0)] < Z £

a [f~1(0)] > i 1|f’ Y()): Tt holds that

j'=1

" /
0260

"When p, =0, 8 = 1.
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1.e.,

Wal-lo
>
1+ —— - (1= pan) 5 o Hn >1—pn
POl
which is
E—1'—1
1 1
SO = D 1T = )
j'=1

K-l—1
because (1 — ,un)#%n < 1land|f ' (0)] > z 171G Then 1nf 1n (D.26) is attained as a

minimum at 5, = 3, and becomes
Wt
SR
log £ (0)] +log | 1+~ (1= o) ™" o | (D.28)
[~ (0)]
with i, as in (D.19).
—I—1
(i) | f71(0)] < Z |£/71(4)| - We have that (D.26) is bounded below as
j'=1
K —l'—1
> — _ =1
> Jnf D (Ber(l— py)|[Ber(Bo)) + pn log 21 1+ (1= ) Jog [ /7 (0)]
]_
WUt
=17
= log | £~ (0)] + ptn log L—— : (D.29)
V(]

Note that the second log term in (D.29) is positive.

From (D.28) along with the observation that (1 — j,,) Tt > 1 /e and (D.29), we obtain the

desired lower bound for (5.84) which along with (5.77) and (D.19) gives (5.85), (5.86), (5.87).
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Lower bound for (5.96): Turning next to the task of bounding (5.96) below, we have

a(0) /~H(0)]

inf sup 20) log
Sp(n) ol lp o pp (Q’(n)(g)> (f7(0))

a() ~(1-1p), () = (1 -Ip) 7 )
'y b P (@) ()

in u @ a(0) |fl_1(0)|
? aives 2 e P\ B (@) ()

B es, ()
1-lp<a(l)< M0t
g(‘j/)zoz ]/:2 7777 k-1

a(l) = (L=lp), [ a() = (1-1Ip) Fi]
Io o B (@) (1)

(D.30)

In this case, too, observe from (5.63) that Q'™ () € & ™) remains unchanged for all & € Ay

satisfying the constraints in the right-side of (D.30). Hence, with
P (@™ @) (1)) =8y JeZ,

for some 3 = {fo, B, ..., Br—1} € Ay, the right-side of (D.30)

- . {gm) log (ng) If/‘ﬁ 0<o>|)

- BeAy a€Ayr: lp
1-lp<a(l)< M0t
a(j")=0, j'=2,....k' =1

o) = (1=1p), (gm —(1-1p) |f"1(1)l) } DA

+
lp lp B

We further bound (D.31) below by replacing the supremum by a maximum of the expression
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within {-} in (D.31) evaluated at two points o, o, given by

a, = (lp,1—=1p,0,...,0)
o, (1_ [n(L—Ip)] [n(1—1p)] O’.__’O)_

) )
n n

(D.32)

When « = o, the coefficients of the log terms in (D.31) are in [0, 1]; and when a = a,, the same

holds upon observing that 0 < a,(0) < lp. Then with

[n(1=lp)] 1—-1
- o —U=l)
lp

) (D.33)

the expression in (D.31) is bounded below by

1—1 —1 —1
Auf  max {bg O g, 108 (en'fﬁ&) + (1 - 0,)log ((1 gl 60(0)') }

(D.34)

where the two terms within {-} in (D.34) are obtained by evaluating the term within {-} in (D.31)

at o, and o, respectively. Hence, for the case [ > L%J , the user-selected pmf Py is one among
two k’-sparse pmfs with associated mapping ' (5.82) and Px (f'') = q,, t = 1,2.

For every 8 € Ay, Ba,. .., Bw—1 do not appear in (D.34), so that it suffices to consider

B € Ay that satisfies

fo="-+=Pp_1=0
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whereby (D.34) becomes

inf  max {log|f/_—1(0)|,9nlog (en'f'_l“ﬂ) (1 6,)log (<1 —en)w)}.

0<fo<1 Bo 1—f Bo
(D.35)

K —l'—1
Observe that (D.35) is the same as (D.26) with j, replaced by 6,,and  >> [ £~ (5")| by | £/~ (1)].
=1
Since, by the assumption in (5.13), | f/~'(0)| > |f"~'(1)|, applying the same steps from (D.26) -
K=l —1
(D.28) for the case | < | %] and 1£750) > S |75, we get that (D.35) equals
=1
f ()]

log | £/~ H(0)| 41 (1+—1—9n 193"0n). D.36

From? (D.36) and the fact that (1 — Qn)% > 1/e, we get the desired lower bound for (5.96)

which along with (5.89) and (D.33) gives (5.85), (5.97), (5.98).

Proof of (5.64), (5.65): To show (5.64), (5.65) for the case | < | 4|, we have from (D.16), (D.17)

that

({2520 (5
Y ((nz(i‘szlﬂ _z (kl__llfl»
1

1
— — since from (5.54), [p >
n

b

>
I+1~

Y

DN | —

2When 6,, = 0, the expression in (D.36) reduces to log | f ~*(0)|.
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so that the last inequality in (5.64) holds if

>0 ie., n> No(k') =2K. (D.37)

Next, for the case [ > | %], from (D.32),

1-1 1-—1 1 1.1 1
mingt(())zl_uzl_w:lp__z___
t=1,2 n n n_ 2 n

and, in this case too, (D.37) holds. |

D.4. Proof of (5.104)

First, choosing g : A, — A, given by

Py (f71(5))

g(Px (f71) (x) = TEIDIR z € ), jeE 2,

the left-side of (5.104) is maximized by Px being a point-mass on any z € f~'(0). Then, (5.104)
holds with “< .”
Next, the reverse inequality “>" in (5.104) obtains from mimicking the steps in (5.20) with

[=1. |
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D.5. Proof of Theorem 5.9

By Theorem 5.4, with 0.5 < p < 1, we have for every n > 1 that

mu(p) < w(p) +Tu(p) = max log |F715)] + Talp), (D.38)
where
[(p) = sup  sup Z a” (722@1)) D (gV’lein (Q("))) ) (D.39)
VeV(p) QeAg(V) QM eQ(m)

Each V' € V(p) can be written as

V(0]0) =1=V(1]0) = po, V(1]1) =1-V(0[1) =1—py, forsomep < py,p1 < 1. (D.40)

Then, a = [1 — a, a] € Ay(V) must satisfy

1 —po <a<p, (D.41)

since forany 8 = [1 — 3, 5] € Ay and V € V(p) as in (D.40),

a=pV=[1-((pp+p+1)B+1~po),(po+p1+1)B+1—p

implies that

1—po <a<p.
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Moreover, in (D.39),

po 1—po _(1— (11—
aVl=[1-a a :{1—0‘ (L=po) a=( p(])] (D.42)
1= p pot+tpr—1  po+pr—1
- M1 1

Also, Q™ = {(1— £ 1) 0 <i<n}. Using (D.40), (D.41) and (D.42) in (D.39), we get

n

: : a—(1—po) ,
[.(p) = sup sup P (Bin(n,«a) =1i) D (Ber (—) HBer(mn(z))) :
p<po,p1<1 1-po<a<ps ; po+p1—1

(D.43)
1 1)). Foragiven V € V(p) in (D.40), we have from (5.26) that

~ () 1
_ _ _ = i — <1 <n.
Q ((1 = n)> arg =~ min D <Ber (n) HBer (oz)) , 0<i<n

Clearly, when 1 — py <

where £, (i) £k, ((1 -

i
ESpl»

~ 11 7 7
1——, - = i D|B — HB - 11— <
@ (( n n)) arg l—pIonSlgSm ( er( ) . (a)> Po =

n n

S|~

When £ > py, note that for a € [1 — py, p1],

o0 (oo () o) =5 (=2 2) <o

so that D <Ber (4) HBer (a)) is decreasing in « € [1 — py, p1]. Therefore,

[
|
o
o I3l

~ i ; Z.
1——,— _ . pl(B i HB i,
o((-22)) - g (o) o £

n
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Similarly, when % < 1 — pg, we can show that D (Ber (%) ‘ ‘Ber (a)) is increasing in

a € [1 — po, p1], and therefore,

@((1—£,£>) =arg min D<Ber <£) HBer(a)) =1— po, 1<1—p0.
nn 1—po<a<p: n n

Finally,
.
P1, % > P1
~ T 1 ' '
e\wn)) = s l-pm<i<p (D44)
1 — po, % < 1= po,
\
so that from (5.27), using (D.44),
.
E¥e T >
i —(1-pp)
N n| S——— | +1 .
Kin(l) = (po n:l_2 ) ’ 1—po < % < m (D.45)
o w<1-ro

We have from (D.39),

n

: \oa— (1= po) (
I.(p) < sup sup P (Bin(n, ) = 1) log ,
p<po.p <1 1-po<asp Zz_; po+p1—1 fin ()

a—(1—po)
potp1—1

n

| (e=(-p0)

. . o — (1 — ,0()) <po+p1—1 )

+ sup sup P (Bin(n, a) = 1) (1 — log —.
p<po,,<1 1-po<a<p ; po+p1—1 1 — K (4)

(D.46)

We shall now obtain an upper bound on the first term of the right-side of (D.46).
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By using (D.45) in the first term of the right-side of (D.46), we get

3

a ) <a*(1fpo))
J— J— 171
P (Bin(n, ) = 1) c po log o

n

P(Bin(na):z’)a_(l_po)lo 1 a—(l—po)loga—(l—po)
pot+pr—1 T ru(i)  potpr—1 po+p1—1

7

a—(1—po)
= P (Bin(n,a) < n(1 — —————log(n +2
(=) S by +9)

anJ

pog P (Bin(n.a) = ) “=C=M o | 1[0l = )] < g )

+ P (Bin(n, a)>np1)a_<1_p0)lo n—|—2+04—(1—,00)10ga—(1—p0)
po+pr—1 n+1l  po+p—1 po+pr—1

< P (Bin(n,a) < [n(1 — po)]) a=(1=p)

< ot _110g(n—|—2)
nmJ a—(1—po)

P (Bin(n, a) = i) L log = [ 1(In(l = po)[ +1 < [np1))
1 20)]-+1 po+p1— Kn (1)

a—(1—=p), n+2 a—(1=p), a—(1-p)
+ P (Bin(n,a) > |n lo + lo , (D.47)
)> nenl) po+p1—1 n+1l  po+p—1 gpo+p1—1

where the inequality above uses k,, ([n(1 — pg)]) > 1/(n+2) in (D.45). In (D.47), if [n(1 — po) |+
1 < [np1], then

[np1]

—(1— 1
sup Z P (Bin(n, ) = 1) o /) log :
L—po<apr ;T 41 po+p1—1 K (7)
(1~ (] —
Lo po)loga (1 —po)
potpr—1 po+p1—1
[np1]
~ (- 1
= max sup Z P (Bin(n, a) = 1) a = (1= po) log —~
1-po<a<l—pot it po)] 41 po+p1—1 K (1)

—(1 = —(1 =
+04 ( Po)lo a—( Po)’
po+p1—1 po+p1—1
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[np1]
o= (1= po)
1
) 8 i)

Z P (Bin(n,a) =i
po+p1—1

sup
1=po+3 <O<P1 j—n(1—po)]+1

a—(l—P0>lo O‘_(l_p())}. o

po+p1—1 potpr—1

In the first term within {-} in (D.48), [n(1 — po)] + 1 < |np; | implies 1 — po + % <p <L

Considering the first term within {-} in (D.48),
1

Ko (7)

[np1] o — (1 _ )
Y P(Bin(n,a)=1) P0) 1og
po+p1—1

sup
1=po<a<l=poty i—[n(1—po)]+1
a— (1= po) lo o — (1= po)
po+p1—1 potpr—1
Lnp1] :
L—po+,;—(1—
Po n ( ,00)) log (n + 2) )

Z P (Bin(n, ) = 1) ( pR—

i=[n(1—po)]+1

<
using (D.45)and o <1 — py + —
n

1 2
< M) since Lo 2 P, P1 Z p- (D49)
(2p—1)n
Next, in the second term within {-} in (D.48),
[rp1]
— (11— 1 —(1— —(1—
> Pl =) S gy S E M, 0= L)
i=Tn(1—po)]+1 Po+p1— k(i) po+p1— po+p1—
[rp1]
- (1- 1 —(1- —(1—
= Y P(Bin(n.a)=i) " +( p(i) log =+ o +( p(i) s & +( p(i)
- K (i - _
i=[n(1-po)]+1 Po T P1 po + p1 po + p1
[rp1] , .
L (1- i_(1—
- po+p1—1 po+p1—1
i=[n(1—po)]
[rp1] i ( ;
i ; ——1—p0)) »— (1= po)
+ P (Bin n,o) =1 _n log 2 . (DSO)
Z (Binir, ) )( po+p—1 po+p1—1

i=[n(1-po)]

We claim that the sum of the second and fourth terms in the right-side of (D.50) has the following
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upper bound:

a—(1—po), a—(1=po)
po+p1—1 po+p1—1
[np1] i i
i (1- i (1- Inn+ 1
+ Y P@Bin(na)=i) (-2—"Y ( _pO) log 2 ( _”0) < n”f .
i=Tn(1—po)] Po + p1 1 Po + pP1 1 2In 2(2,0 1)\/5
(D.51)
Next, considering the remaining two terms in the right-side of (D.50),
[np1 ]
— (1 - 1
P (Bin(n,a) =) = =r0)y, 1
po+p1r—1 7 Ku(i)
i=[n(1-po)]+1 "
[rp1] ‘ ‘
i (1= i1
+ Y P(Bin(na)=i) = (L= p0) = (L= 0]
. po+p1—1 po+p1—1
i=n(1—po)]
np1 ] 2—(=r0)
) ~ [ a—(1—=po) 1 1
= X PBnma)=i) (S | B |
i=[n(1—po) 41 o [y
%—(1—%) lo %—(1—P0)
po+p1—1 po+p1—1
[n(1—po)] _ (1— [n(1—po)l _ (1 _
. Po) (1—po)
+ P (Bin(n, o) = [n(1 — - lo e
(Bin(n.0) = [n(1L = p)]) —=——= P log —=
[np1] i
. . o — n 1
< Z P (Bin(n, a) = 1) pr— log )
i=[n(1—po)]+1 0 ! <T;70+P1—1 >
[np1] (1 ) (%*(1*P0)>
. N @ — 1= Po pot+p1—1
+ Z P (Bin(n, ) = 1) o _11 PR
i=[n(1—po)]+1 0T "
[n(1=po)] _ (1 _
. . Po)
since if [n(1 — +1<|npl,lo n <0
[n( ro)] < [np1], log oo+ pr—1 S
[mp1] ‘ i
a— = 1
< P (Bi =1 nl]
< Z_: (Bin(n, a) = i) ot pr— 108 i
i=[n(1=po)]+1 o1
[rp1] ,
—(1- 2 —n(l -
+ Y P(Bin(n,a)=i) T ( _po)lo ("+ - n(1 — o) — )
po+p1—1 n i—n(l—po)+po+p—1

i=[n(1—po)]+1
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using (D.45)

_ log(n(po+p1 = 1) - i

P (Bin(n,a) =1) |aa — —
T PBnm ) =) o
[np1]
n+2 . L a—(1—po)
+ log P (Bin(n,a) =1) ——=
2 (Bin(n, &) =4 1

i=n(1—po)]+1

) (D.52)

< logn E Ha _ Bin(n, )
2p—1 n

} n+ 2
+ log

where the inequality in (D.52) is obtained using p < pg,p1 < 1 and the expectation is with

respect to Bin(n, o). We have by Jensen’s inequality [39] that

E[Q_Bin(n,a) } < |E a_Bm(n,a) 2] _ a(l—a)’ (D.53)
n n n
so that (D.52) is bounded above by
logn n+ 2
< — 41 . D.54
o2 —Dvn % 059

Using (D.49), (D.54) in (D.48), we get that if [n(1 — po)] + 1 < |[np1],

[np1]

. N a— (1 —po
sup Z P (Bin(n, a) = 1) +( — 1) log D)
1-po<a<pi i=[n(1—po)]+1 Po P1 n

a—(l—Po)lo a — (1 —po)
po+p1—1 po+p1—1
log(n + 2) Inn+1 logn
<
max{ 2p— Un ' 2n2(2p — /i | 22p— 1)/ ©

2
logn:; } (D.55)
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Next, in (D.47),

P (Bin(n, ) < (1~ po]) 2=C = by + 2

< P (Bin(n,«a) <n(l —pg) + 1) H log(n +2)
an(oom-2] = (1= p0)

< exp
pot+p1—1

log(n + 2), using Hoeffding’s inequality [36].

(D.56)

112
Let o« — (1 — po) = t in (D.56). Straightforward calculations show that exp [-2n(t=2)’] tis

maximized at ¢t = HZ— Vﬂ"“ and (D.56) is bounded above by

[Vn+1 n+2]1++vn+1log(n+2) .
< exp - , sInce py > p, po = P
. n 2n | 2n 2p—1
< [Vn+1 n+2]vV2n+v2nlog(n+ 2)
ex -
- p_ n 2n | 2n 2p—1
[ 1 2] V21 2
< exp Vin+1  n+2] V2log(n+ ) D57
n 2n | (2p—1)v/n
Finally, in (D.47),
, a—(1—=py), n+2 n+2
P (Bin(n,a) > |n lo <lo . D.58
(Bin(n, @) Lplj)pﬁpl_l g7 Slog - (D.58)

Using (D.55), (D.57) and (D.58) in (D.47), the first term in the right-side of (D.46) is bounded

above by

n a—(1—po)
: L a—(1—=po) ( po+p1—1 )
sup sup P (Bin(n, a) = 1) lo ,
p<po,p1<1 1—po<a<pi ; Po+ p1— 1 ﬁn(z)
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[ n+1 n—i—Q] V2log(n +2)
2n | (2p-1)vn
log(n + 2) Inn+1 . logn o n+ 2
(2p— n 2In2(2p— v/n ' 22p—/n 02
n+ 2
X (01 = po)] + 15 g )+ log "2
log(n + 2) Inn+1 logn n+ 2
< log 212
= max{ 29—’ 2In2(2p — )/ | 2@2p—1)v/n =8

{\/n—i-l n+21 V2log(n + 2) n+2
+ exp — 1

nre D.59
n | @p—Dvn |t n D:59)

Turning to the second term in the right-side of (D.46),

n

1 — ( (1 Po))
—(1— —
sup sup Z P (Bin(n, ) = 1) (1 _a=( Po)) lo Pt

p<po,p1<1 1—po<a<pr 7 po+p1—1 1 — k(i)

n

(1-a)—(1-p) <(1_a)_(l_pl)>

. . — ) — — P pot+p1—1

= sup sup g P (Bin(n,1 — «a) = 1) log —
p<pom<l 1-po<a<p ‘=5 po+p1—1 1 — k(i)

(D.60)

In (D.60), leti = n — i and @ = 1 — a.. Then, (D.60) is

(1=p1)
. A S (1 —Pl) <po+prl>
sup sup P (Bln n,a) = z) log —. (D.61)
p<po,p1<1 1—p1<a<po ZX_: (n. ) po+p1—1 L — Kp(n —1)

Observe from (D.45) that
)
it £> po
L= fn(n—i) = n<é0if)>+_lv 1—p1 <5 < po
w3 S<l-n
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Therefore (D.61) is identical to the first term in the right-side of (D.46) with pg and p; interchanged

and hence is also bounded above by (D.59). Finally, we get that

log(n + 2) Inn+1 logn n+2
T,(p) <2 , 1
(r) = maX{(Qp—l)n 2220 — i | 22p—1)vn 8
vVn+1  n+2]2v2log(n +2) n+2
+ exp — + 2log ——,
n 2n (20— 1)v/n n+1

which along with (D.38) yield (5.102), (5.103).
It remains to show the claim (D.51). Given pg, p1 > p > 0.5, let g, : [1 — po, p1] — R be
the first order Taylor polynomial of

—(1— —(1—
Y ( Po)logy ( Po)’
po+p1—1 pot+p1—1

1—po<y<pi,

atl—po+%§a§p1,givenby

a—(1—po)
a—(=p), a—({1—po) In o5 +1

[0 - - — 9 1 - S g .
(D.62)
The left-side of (D.51) is
Cz—(l—po)lo a— (1= po)
po+p1—1 po+p—1
[mp1] ' ;
i (1= i (1=
- Y P(Bin(n.a)=1i) = (1= p0) g n =L =p0) (D.63)

—1 -1
i=Tn(po)] po+ p1 po+ p1

[np1] i

_ Z P (Bin(n, a) = 1) <_ ;Lpo_%—(lpl__pi) log %ﬂo_flpl__pi) — Qa (%))

i=[n(1—po)]
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[np1]

+ ) P(Bin(n,a):i)qa(£>+o‘_(1_Po)10 a— (1= po)

. (D.64)
i=[n(1-po)] n potp—1 gt -1
; y—(1—po) y—(1—po)
Since — po+p1—1 log po+p1—1

is a concave function of 1 — py < y < py, using [11, Lemma 2],

— (1= — (1=
Sy ey =B mm) gy <o,
po+p1—1 po+p1—1

so that (D.64) is bounded above by

[np1] -
— (1 — — (1=
Z P (Bin(n,a) = i) ¢q (1) n a—(1—po) loo & (1 —po)
. n po+p1—1 po+p1—1
i=[n(1—po)]
=" P(Bin(n,a) = i) ¢u <i) Lo (1= p) log “ (1 —po)
P n po+p1—1 po+p1—1
3 P (Bin(n, ) = 1) qa (i) . (D.65)
n
i< [n(l—po)] V i>|np1 ]
From (D.62),
a—(1—po)
W) > ‘lnm+—f)lf()l+1‘|y—a|
Ga -
Y 2 (po + p1— 1)
and
P (Bin(n,a) = i) qa (l) __a—(1—=po) log (1= po)
o n po+p1—1

po+pr—1°
from which (D.65) is bounded above by

Z P (Bin(n, a) = 1)

:1<[n(l—po)] V i>|np1

< (Z P (Bin(n, a) = 1)

a—(1=po)
[ o ‘ln po+p1—1 +1
n

In2(po +p1—1)

: +p1-1
i) et !
n In2(py+p1—1)
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< (Z P (Bin(n, o) = 1)

? Inn+1
- — —_— D.66
n ozD n2(2p—1) (D.66)

where the inequality in (D.66) uses 1 > pg,p1 > pand o > 1 — py + % Next, using (D.53)

in (D.66) we get that (D.66) is bounded above by

< Inn+1
~2In2(2p—1)y/n

which completes the proof. |
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