
ABSTRACT

Title of dissertation: ANALYZING SEMI-LOCAL LINK COHESION
TO DETECT COMMUNITIES AND
ANOMALIES IN COMPLEX NETWORKS

Catherine Schwartz, Doctor of Philosophy, 2021

Dissertation directed by: Professor Wojciech Czaja
Department of Mathematics

Link cohesion is a new type of metric used to assess how supported an edge is rela-

tive to other edges, accounting for nearby alternate paths and associated vertex degrees. A

deterministic, scalable, and parallelizable link cohesion metric was shown to be useful in

supporting edge scoring and simplifying highly connected networks, making key cohesive

subgraphs easier to detect. In this dissertation, the link cohesion metric and a modified

version of the metric are analyzed to determine their ability to improve the communities

detected in different types of networks when used as a pre-weighting step to traditional

algorithms like the Louvain method. Additional observations are made on the utility of

analyzing the modified metric to gain insights on whether a network has community struc-

ture. The two different link cohesion metrics are also used to create vertex-level features

that have the potential for being useful in detecting fake accounts in online social networks.

These features are used in conjunction with a new interpretable anomaly detection method

which performs well with a small amount of training data, yielding the potential for human-

in-the-loop interactions that can allow users to tailor the type of anomalies to prioritize.



ANALYZING SEMI-LOCAL LINK COHESION TO DETECT
COMMUNITIES AND ANOMALIES IN COMPLEX NETWORKS

by

Catherine Schwartz

Dissertation submitted to the Faculty of the Graduate School of the
University of Maryland, College Park in partial fulfillment

of the requirements for the degree of
Doctor of Philosophy

2021

Advisory Committee:
Professor Wojciech Czaja, Chair
Professor John Benedetto
Professor Radu Balan
Professor Vince Lyzinski
Professor Ramani Duraiswami



© Copyright by
Catherine Schwartz

2021



Dedication

To my sweet little Arthur.

ii



Acknowledgments

There are many people to thank for their support in finishing my thesis while working

full-time. Without their advice and encouragement, I would not have been able to complete

my doctorate.

First, I thank my advisor, Wojtek, for never giving up on me, for guiding me in the right

directions, for always being patient and kind, and for believing I could get it done even

when I didn’t. Thank you to Alex Cloninger for suggesting that Wojtek be my advisor,

and to Chae Clark and Arijit Sehanobish for making classes and grad school life more

enjoyable. Thank you to Dr. Duraiswami for mentoring me through my Masters thesis and

to Dr. Duraiswami, Dr. Benedetto, Dr. Balan, and Dr. Lyzinski for being on my committee.

I’d also like to thank Dr. O’Leary and Dr. Levy for their guidance and help. Many thanks to

Alverda McCoy, Jessica Sadler, and Mark Lai for helping me through all the bureaucratic

aspects of graduate school, at which I am so terrible.

I owe many thanks to the Johns Hopkins University Applied Physics Laboratory, which

provided an ideal environment to complete my degree while working. Thank you to Cetin

Savkli for involving me in internal research and development projects that have led to

published papers on interesting topics that I could expand into my thesis, and thank you

to Amanda Galante and Jonathan Cohen for being collaborators. I am grateful for my

supervisors Lauren Kennell, Aaron Katz, Amanda Galante, Cetin Savkli, and David Sil-

berberg who encouraged me to focus on completing my thesis and also to Cathy Hurley,

John Piorkowski, Phil Graff, Jeff Lin, and Paul Markakis for their support. JHU/APL has

incredible benefits for those looking to work on their PhD, with paid time for employees

to use towards complete their thesis, flexibility to go part-time easily, and encouragement

to attend conferences. Many ideas in the thesis came from insightful conversations with

Carlo Vittorio Cannistraci at the Complex Networks 2019 Conference in Lisbon, which I

attended courtesy of JHU/APL.

iii



I would also like to thank my mentors, supervisors, and colleagues from my previous

jobs at Sphere of Influence and Lockheed Martin. I am grateful to John Sipple for endless

guidance, interesting conversations, and encouragement. I have learned so much through

working and talking with you throughout the years. Thank you to Chris Kauffman, Thad

Sheer, Teresa Smith, Erik Stein, Scott Pringle, Gail Raper, Mark Levedahl, Cheri Erb, Bob

Kennedy, and Don Harmon for being great leaders and for supporting and encouraging

me. Thanks to Joel Klein, Zach Price, Scott Love, Kathleen Crumrine, Sanda Klacar, Art

Dorsey, Dennis Freeman, Debbie Pederson, Gary Roth, and Dick Walker for making work

enjoyable and fun. I’ve learned so much from all of you.

Without the great experience in the mathematics department of my undergraduate in-

stitution, James Madison University, I would have never considered getting my doctorate.

Thank you to the great professors there, including Dr. Deb Warne, Dr. Pruett, Dr. Taalman,

Dr. Brown, Dr. Rosenhouse, and Dr. Lubert, for making mathematics fun and encouraging

me to study it further.

To Callie, Rachael, Kelli, and Stephanie, thank you for always being there for me. I’ve

loved our many adventures and fun times together and cherish our friendships. I am also

grateful for my board game friends both in Alexandria and at JHU/APL for making life

more fun.

I’m eternally grateful for my mom and dad who have always been there for me and

to my in-laws who have been extremely supportive as well. Lastly, I’d like to thank my

husband, Jon, for his unwavering support and love, and my son, Arthur, whose arrival

made me focus on completing my degree. You are already such an amazing little man, so

friendly to people you meet, and so encouraging to me, making me want to be the best

person I can be.

iv



Table of Contents

Dedication ii

Acknowledgements iii

1 Introduction 1

2 Graph and Network Science Preliminaries 7
2.1 Introduction to Graph Theory . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.2 The Structure of Real-World Networks . . . . . . . . . . . . . . . . . . . . 15
2.3 Community Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.3.1 Clustering Perspective of Community Detection . . . . . . . . . . . 30
2.3.2 Derived Edge Weights for Modularity Maximization . . . . . . . . 34
2.3.3 Other Perspectives of Community Detection . . . . . . . . . . . . . 36
2.3.4 Community Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 38

2.4 Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
2.5 Network Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

2.5.1 Random Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
2.5.2 Benchmark Graphs with Planted Partitions . . . . . . . . . . . . . . 49
2.5.3 Popularity×Similarity Graphs . . . . . . . . . . . . . . . . . . . . 50
2.5.4 Popularity×Similarity Graphs with Community Structure . . . . . . 53

3 Link Cohesion for Networks Influenced by Popularity×Similarity Optimization 56
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3.2 Motivation for Studying Popularity×Similarity Graphs (nPSO Graphs) . . . 59
3.3 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
3.4 Inversely Proportional Link Cohesion . . . . . . . . . . . . . . . . . . . . 67
3.5 Maximum Density Core (MDCore) . . . . . . . . . . . . . . . . . . . . . . 76
3.6 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . . . 78
3.7 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

3.7.1 Benchmark nPSO Graphs . . . . . . . . . . . . . . . . . . . . . . . 81
3.7.2 S2 verses S3 verses Combined Weights . . . . . . . . . . . . . . . 82

v



3.7.3 Louvain Method with Pre-Weighted nPSO Graphs . . . . . . . . . . 85
3.7.4 Scalability of Inversely Proportional Link Cohesion . . . . . . . . . 88
3.7.5 Experiments with Other Community Detection Algorithms . . . . . 92
3.7.6 Graphs with Degree Assortative Community Structure . . . . . . . 97
3.7.7 Communities in the Email Network from the Research Institute . . . 100

3.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

4 Link Cohesion for Networks with Degree Assortative Community Structure 106
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106
4.2 Motivation for Studying LFR Benchmark Graphs . . . . . . . . . . . . . . 108
4.3 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112
4.4 Local Community Link Cohesion . . . . . . . . . . . . . . . . . . . . . . . 113
4.5 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . . . 123
4.6 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

4.6.1 Benchmark LFR Graphs . . . . . . . . . . . . . . . . . . . . . . . 125
4.6.2 Benefits to Using Only S2 and S3 Weights . . . . . . . . . . . . . . 126
4.6.3 Comparison of the Two Different of Link Cohesion Metrics . . . . . 130
4.6.4 Louvain Method with Pre-Weighted LFR Graphs . . . . . . . . . . 131
4.6.5 Scalability of Local Community Link Cohesion . . . . . . . . . . . 133
4.6.6 Experiments with Other Community Detection Algorithms . . . . . 137
4.6.7 Additional Observations about Local Community Link Cohesion . . 146
4.6.8 Communities in the Co-authorship Network of Published Researchers156

4.7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

5 Sybil Detection in Online Social Networks Using Link Cohesion 165
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
5.2 Motivation for Using Link Cohesion Metrics to Detect Sybils . . . . . . . . 168
5.3 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
5.4 Local and Semi-Local Structural Attributes for Sybil Detection . . . . . . . 172
5.5 Noise-Enhanced Automatic Gaussian Mixture Model (NEAGMM) . . . . . 178
5.6 Random Subspace Mixture Model using NEAGMMs . . . . . . . . . . . . 182
5.7 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . . . 185
5.8 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186

5.8.1 Subspace Selection Study . . . . . . . . . . . . . . . . . . . . . . . 188
5.8.2 Small Percent Training Study on Other Benchmark Datasets . . . . 189
5.8.3 Benchmark Graphs with Injected Anomalies . . . . . . . . . . . . . 191
5.8.4 Anomaly Detection on Benchmark Graphs with Injected Anomalies 195
5.8.5 Interpretability of Anomaly Detection Results . . . . . . . . . . . . 198
5.8.6 Sybil Detection with Human-in-the-Loop Interaction . . . . . . . . 206

5.9 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210

Bibliography 213

vi



List of Tables

2.1 Community sizes inspired by research from anthropologist Robin Dunbar. . 39

3.1 Graph-level metrics for GEU , GLFR, and GnPSO . . . . . . . . . . . . . . . 60
3.2 Baseline pre-weighting methods used for community detection . . . . . . . 80
3.3 Community detection methods used on weighted and unweighted graphs . . 80
3.4 Parameters for nPSO benchmark graphs. . . . . . . . . . . . . . . . . . . . 81

4.1 Parameters for LFR benchmark graphs. . . . . . . . . . . . . . . . . . . . 126
4.2 Predicted community size distribution in GDBLP from different methods. . . 159

5.1 Attribute sets used for Sybil detection. . . . . . . . . . . . . . . . . . . . . 177
5.2 Anomaly detection methods used as baselines for comparison to RSMM . . 186
5.3 Summary of benchmark anomaly detection datasets . . . . . . . . . . . . . 188
5.4 ROC-AUC on benchmark anomaly detection datasets with 60% training . . 190
5.5 ROC-AUC on benchmark anomaly detection datasets with 5% training . . . 190
5.6 Avg. ROC-AUC on benchmark graphs with injected Sybils w/ 60% training 196
5.7 Avg. precision on benchmark graphs with injected Sybils w/ 60% training . 196
5.8 Avg. maximum percentile of different anomalies in the benchmark graphs . 197
5.9 Avg. ROC-AUC on pre-processed graphs w/ injected Sybils w/ 60% training 207
5.10 Avg. precision on pre-processed graphs w/ injected Sybils w/ 60% training . 208
5.11 Avg. maximum percentile of different anomalies in pre-processed graphs . . 208

vii



List of Figures

1.1 Toy networks representing two different community structure paradigms. . . 3

2.1 The seven bridges of Königsberg . . . . . . . . . . . . . . . . . . . . . . . 7
2.2 Examples of different types of graphs . . . . . . . . . . . . . . . . . . . . 9
2.3 Different types of special graphs . . . . . . . . . . . . . . . . . . . . . . . 12
2.4 Degree distribution and related plots for an example scale-free network . . . 18
2.5 Graphs with and without ‘community structure’ . . . . . . . . . . . . . . . 24
2.6 Highlighted trusses of a graph . . . . . . . . . . . . . . . . . . . . . . . . 26
2.7 Rich-club coefficient plots of an example network . . . . . . . . . . . . . . 28
2.8 The configuration model (CM) . . . . . . . . . . . . . . . . . . . . . . . . 47
2.9 The Maslov-Sneppen (MS) method . . . . . . . . . . . . . . . . . . . . . . 48
2.10 A small example Popularity×Similarity graph (PSO graph) . . . . . . . . . 52
2.11 A small example non-uniform Popularity×Similarity graph (nPSO graph) . 54

3.1 Degree distribution and related plots for GEU , GLFR, and GnPSO . . . . . . . 61
3.2 Rich-club coefficient plots for GEU , GLFR, and GnPSO . . . . . . . . . . . . 62
3.3 Community related plots for GEU , GLFR, and GnPSO . . . . . . . . . . . . . 63
3.4 Delineation of all 1-hop, 2-hop, and 3-hop simple paths between two seed vertices. 70
3.5 Four examples of connected seed vertices. . . . . . . . . . . . . . . . . . . 74
3.6 Maximum Density Core(MDCore) pruning algorithm on a random graph. . 77
3.7 InvProLinkCo verses raw and normalized S2 and S3 weights using NMI . . 83
3.8 InvProLinkCo verses raw and normalized S2 and S3 weights using CCE . . 84
3.9 NMI and CCE for nPSO EU using the Louvain method with pre-weighting 86
3.10 NMI and CCE for nPSO BHLP1 using the Louvain method with pre-weighting 87
3.11 NMI and CCE for scaled nPSO EU graphs using the Louvain method . . . 89
3.12 Compute times for nPSO graphs using the Louvain method . . . . . . . . . 90
3.13 NMI and CCE for nPSO graphs using other community detection methods . 93
3.14 NMI for InvPrLinkCo verses unweighted community detection on nPSO EU 94
3.15 CCE for InvPrLinkCo verses unweighted community detection on nPSO EU 94
3.16 NMI for InvPrLinkCo verses unweighted community detection on nPSO BHLP1 95
3.17 CCE for InvPrLinkCo verses unweighted community detection on nPSO BHLP1 95
3.18 NMI and CCE of the Louvain method with InvPrLinkCo on LFR SSGC . . 98
3.19 Community structure of LFR SSGC with µ = 0.6 and its MDCore . . . . . 99
3.20 Comparison of results from the benchmark graphs to GEU . . . . . . . . . . 101

viii



3.21 Community structure of GEU and its MDCore . . . . . . . . . . . . . . . . 103

4.1 Examples of a disconnected and a connected S2uv local community . . . . . 116
4.2 A connected S3uv local community . . . . . . . . . . . . . . . . . . . . . . 117
4.3 Two different disconnected S2uv local communities . . . . . . . . . . . . . 121
4.6 Comparison of LoCoLinkCo to InvPrLinkCo on toy networks . . . . . . . . 131
4.7 NMI and CCE for LFR BHLP using the Louvain method with pre-weighting133
4.8 NMI and CCE for scaled LFR BHLP graphs using the Louvain method . . 135
4.9 Compute times for LFR graphs using the Louvain method . . . . . . . . . . 136
4.10 NMI and CCE for nPSO graphs using other community detection methods . 138
4.11 Compute time comparison to other community detection methods . . . . . 139
4.12 NMI for LoCoLinkCo verses unweighted community detection on LFR BHLP140
4.13 CCE for LoCoLinkCo verses unweighted community detection on LFR BHLP140
4.14 NMI for LoCoLinkCo verses unweighted community detection on LFR BHLP S141
4.15 CCE for LoCoLinkCo verses unweighted community detection on LFR BHLP S141
4.16 NMI for LoCoLinkCo verses unweighted community detection on LFR MSPM142
4.17 CCE for LoCoLinkCo verses unweighted community detection on LFR MSPM142
4.18 NMI for LoCoLinkCo verses unweighted community detection on LFR KRH143
4.19 CCE for LoCoLinkCo verses unweighted community detection on LFR KRH143
4.20 NMI for LoCoLinkCo verses unweighted community detection on LFR SSGC144
4.21 CCE for LoCoLinkCo verses unweighted community detection on LFR SSGC144
4.22 Assortativity and rich-clubness of benchmark graphs . . . . . . . . . . . . 148
4.23 LoCoLinkCo verses geom. mean of an edge’s degree for LFR KHR . . . . 150
4.24 LoCoLinkCo verses geom. mean of an edge’s degree for other LFR graphs . 152
4.25 LoCoLinkCo verses geom. mean of an edge’s degree for nPSO graphs . . . 154
4.26 Example HSBM graph . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156
4.27 LoCoLinkCo verses geom. mean of an edge’s degree for HSBM graph . . . 157
4.28 Community structure of GDBLP and its MDCore . . . . . . . . . . . . . . . 158
4.29 Comparison of detected communities from different methods for GDBLP. . . 160

5.1 Toy scenarios demonstrating the combination of subspace scores . . . . . . 184
5.2 Example attribute subspaces using link cohesion metrics . . . . . . . . . . 193
5.3 Subspaces of an example LFR benchmark graph with injected Sybils . . . . 199
5.4 Subspaces of an example nPSO benchmark graph with injected Sybils . . . 200
5.5 Interpretable bar plots showing attributes most anomalous for a state vector 202
5.6 Subspaces of a true normal data point predicted anomalous . . . . . . . . . 204
5.7 Subspaces of a true anomalous data point predicted anomalous . . . . . . . 205
5.8 Subspace densities with and without pre-processing . . . . . . . . . . . . . 209

ix



Chapter 1: Introduction

Graphs, which are structures containing the pairwise relationships between objects,

have been studied since the 18th century [96]. A graph generated from a real-world system

is typically referred to as a network and complex networks are real-world graphs with non-

trivial topological structure. Complex networks are everywhere, from people connected by

friendships in social networks, to web pages connected by hyperlinks in the world wide

web, to neurons connected by synapses in the brain. Since the turn of the 21st century, the

ability to collect, store, and analyze exponentially more data than ever before has enabled

scientists to discover properties of networks that are common across many different fields

of study, leading to a new field of study called network science [19]. A common property

that most networks are thought to have is community structure, meaning a network can be

partitioned in a way that the partitions, called communities, are more densely connected

within than between. Knowing the community structure of a network can provide valuable

information: for social networks, communities might represent groups that share a high

level of mutual trust or could provide insights on how information or viruses are spread

[249]; for the world wide web, communities could provide topical categorizations of web

pages [281]; in connectomes, communities may provide insights on how the brain functions

[109]. Because of its importance, community detection has been well studied over the past

two decades as illustrated by the fact the initial paper on the topic, written by Michelle

Girvan and Mark Newman in 2002, has been cited over 15,700 times [111].

In many real-world networks, it has been found that the sizes of communities within a
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network can vary widely, often distributed in such a way that there are many more smaller

communities and a few larger communities [141]. It is conventionally thought that objects

in a network that are highly connected to other objects would be members of larger com-

munities, like in the toy network shown in Figure 1.1a [102, 141, 199]. In 2018, Alessandro

Muscoloni and Carlo Vittorio Cannistraci proposed an alternative paradigm for community

structure where highly connected objects can be found across all community sizes like in

the toy network shown in Figure 1.1b. Both paradigms create realistic community struc-

ture patterns observed in the real world. For the latter, imagine members of a large research

institute interacting with each other. A network can be created where each member rep-

resents an object in the graph and two members are connected in the graph if they have

sent an email back and forth to each other at least once in an 18-month time period. If the

research institute is divided into departments, it seems likely that the structural patterns in

the network would be affected by it. Research institutes are often structured in a hierar-

chical fashion. For example, at the Johns Hopkins University Applied Physics Laboratory

where I am employed, the lab is divided into departments, which are further divided into

branches, which are further divided into groups, which in turn are further divided into sec-

tions. Individuals within a section are highly likely to be connected to each other and likely

to be connected to others in their group. It is less likely that people in unrelated sections

of different departments would be connected to one another. At the same time, leaders at

each level are likely to be connected with those that fall under their leadership and con-

nected to other leaders at varying levels in the hierarchy. Lastly, it is possible that small

departments can play key roles in the organization, requiring some individuals in these

departments to reach out to a larger number of people across other departments. Since

the sizes of the departments can vary widely, there potentially can be very well-connected

members in small departments, similar to the community structure in the new paradigm.

Alternatively, consider computer science researchers that collaborate on published journal
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articles, conference and workshop proceedings, or monographs. A network of researchers

can be created in which a pair are connected if they co-authored at least one paper in the

period of several decades. One could argue that the type of communities expected in such

a network would better correspond the conventional paradigm of community structure. It

seems reasonable to assume that smaller communities would be made up of researchers

that frequently collaborate with each other, but less with others. Since they have fewer

people to collaborate with, they would not be amongst the highest connected in the net-

work. Alternatively, researchers who collaborate with a lot of other researchers are likely

to collaborate with each other and also collaborate with less connected researchers, creating

larger communities.

(a) Conventional Community Structure (b) Alternative Community Structure

Figure 1.1: Toy networks representing two different community structure paradigms. The color
and shape of the objects in the toy networks correspond to communities. The size of each object is
proportional to how connected it is to others. Black lines connect objects in the same community
while orange lines connect objects in different communities. (a) A toy network with community
structure following the conventional paradigm in which objects that are highly connected to other
objects are only found in larger communities (b) A toy network with the community structure fol-
lowing the alternative paradigm where highly connected objects can be found in communities of
any size.

While the e-mail network from the research institute and the co-authorship network of

published researchers have more intuitive notions of what types of community structure

to expect, there are complex networks where it is less clear. For example, online social

networks very likely have strong community structure but which paradigm it would fall
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under is harder to determine – it may be a mix or neither. As an additional complication, it

can be hard for the maintainers of online social networks to prevent people from creating

multiple false identities [88]. While it would be difficult for a person not working at the re-

search institute be able to obtain an internal email account or for a ‘fake’ computer science

researcher to be able to collaborate with other researchers in a peer reviewed publication,

it can be easy to create fake accounts in online social networks. Nefarious actors can take

advantage of this by creating numerous fake accounts, connecting them together and re-

questing connections with benign users who may be apt to connect to anyone who makes a

request [139]. Accounts created in such a way, called Sybils, can be difficult to distinguish

from real users, but being able to make the distinction is important – Sybils can be used

to gain private user information usually only shared with friends of friends [99], to scam

vulnerable individuals out of large sums of money [142, 204], or to trick people into send-

ing images of themselves that can be used for blackmail [142, 190]. In 2012, malicious

actors created a fake Facebook account impersonating NATO’s most senior commander,

Admiral James Stavridis, and were able to deceive other high-ranking officials into accept-

ing friendship requests from the account [149]. Personal information was then harvested,

including email addresses, phone numbers, dates of birth, family pictures, and messages

revealing beliefs and states of mind. Such information could be used to produce detailed

profiles of potential targets, to blackmail individuals, or to create convincing deep fakes

of people not typically in the public spotlight [24, 58]. Detecting Sybils is an example of

an anomaly detection task. Anomaly detection in networks is a newer research area that

has a large number of important applications. Anomalies in a network are objects, rela-

tionships, or substructures that deviate significantly from the typical patterns observed in

the network and could correspond to fake malicious accounts in online social networks or

diseases in the brain. A 2015 survey by Leman Akoglu, Hanghang Tong, and Danai Koutra

on graph-based anomaly detection has been cited over 950 times [7].
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The work in this dissertation analyzes a new type of metric called link cohesion, a mea-

sure used to assess the strengths of the relationships within a network proportional to how

supported it is by other relationships within semi-close proximity, for the purpose of im-

proving the communities and anomalies detected by traditional algorithms. This type of

measure is particularly beneficial in social networks – if two people are connected, they are

more likely to have a stronger connection if they have many friends in common or have

many friends that are friends with each other, particularly if those involved are not con-

nected to many others in the network. A deterministic, scalable, and easily parallelizable

link cohesion metric was originally proposed by Cetin Savkli, Amanda Galante, Jonathan

Cohen and myself in 2019 [239]. The link cohesion metric was used to create informa-

tive simplified graphs of highly connected networks for both visualization purposes and

to be used to detect cohesive subgraphs that highlight important groups of objects that are

amongst the most densely connected in a network.

Chapter 2 provides a preliminary introduction to graph theory and network science,

including definitions related to the structure of real-world networks, a review of commu-

nity detection and anomaly detection in networks, and descriptions of the different net-

work models used throughout the dissertation. Chapter 3 analyzes the benefits of using the

link cohesion metric proposed in [239] to improve communities detected in real and syn-

thetic networks that have community structure similar to the alternative paradigm described

above. Chapter 4 analyzes the benefits of using a modified link cohesion metric to improve

communities detected in real and synthetic networks that have community structures simi-

lar to the conventional paradigm described above. The modified metric incorporates equa-

tions used for link reliability and link prediction proposed by Carlo Vittorio Cannistraci,

Alessandro Muscoloni, and Ilyes Abdelhamid in 2018 [45, 182]. Additional observations

are made on the potential of analyzing the modified metric to gain insights on if a network

has community structure or not, with the possibility of obtaining clues on the type of com-
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munity structure a network may have. Chapter 5 analyzes the benefits of using both of

the link cohesion metrics to create vertex-level features that can be used to detect Sybils

in online social networks. Chapter 5 additionally makes use of an interpretable anomaly

detection method originally proposed by Cetin Savkli and myself earlier this year [238].

It has been shown that when the appropriate link cohesion metric is used to pre-weight

a graph with one of the community structure paradigms described above, communities de-

tected by algorithms that maximize modularity are improved in all benchmark graphs. In

certain situations, other community detection algorithms pre-weighted with the link cohe-

sion metrics obtain even better performance improvements though in other situations per-

formance could sometimes degrade. To assist in determining which link cohesion metric is

expected to provide a benefit when used to pre-weight a network, several exploratory data

analysis tools are introduced. These tools are used to better understand real-world networks

that exhibit both types of community structure. Additionally, the performance on bench-

mark graphs that are generated to have similar properties as these real-world networks were

found to be informative in determining which algorithms would perform well on the real-

world networks and which would not. In addition to being useful to detect communities,

the two link cohesion metrics are shown to be beneficial for anomaly detection. Different

attribute sets and different anomaly detection algorithms were all used to detect anomalies

similar to Sybils in online social networks that are injected into benchmark graphs with

each type of community structure. The best performing anomaly detection method was de-

signed to be interpretable both for understanding what attributes contribute most to a data

point being consider anomalous and for determining which subspaces a data point is most

anomalous in relative to the training data. A user could use the tools for human-in-the-loop

interactions that may further improve performance results which is made further possible

since the method was shown to perform well with a small percent training data.
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Chapter 2: Graph and Network Science Preliminaries

2.1 Introduction to Graph Theory

Graph theory can be traced back to a paper published by Leonhard Euler in 1736 where

he proved that there was no way to walk through the city of Königsberg that would cross

each of its seven bridges, illustrated in Figure 2.1a, once and only once [96]. He completed

the task by converting the problem into a simplified structure shown in Figure 2.1b. Al-

though the term graph was not introduced until 1878 by James Joseph Sylvester [256], the

structure in Figure 2.1b is what now is refer to as an graph.

(a) The seven bridges of Königsberg (b) Graph of the seven bridges

Figure 2.1: Graph theory originated in 1736 with a paper published by Leonhard Euler on the
seven bridges of Königsberg. (a) Map of Königsberg with the seven bridges highlighted in green
and connected land masses enumerated (b) Graph of the seven bridges.

Definition 2.1.1. A graph G = (V,E) is defined by a set of vertices V = {v1,v2, ...,vN}

and a set of pairs of vertices E = {(u,v), where u,v ∈ V}. A pair of vertices e = (u,v) is
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called an edge. A directed graph has ordered pairs of vertices. An undirected graph has an

edge set E such that if (u,v) ∈ E,(v,u) ∈ E as well. A multigraph is a special type of graph

where the set of edges is a multiset, meaning pairs of vertices can have multiple edges.

Sylvester introduced the new term to draw connections between structures found in the

field of Chemistry and structures studied in Algebra. Graphs are sometimes referred to as

networks when they come from a real-world example, with the vertices sometimes referred

to as nodes and the edges sometimes referred to as links. While this section will review

some basic concepts in graph theory, common structural patterns observed in real-world

networks will be discussed in the next section. The vertex and edge terminology will be

used throughout the dissertation for both networks and graphs for consistency, with a graph

being called a network only if it comes from a real-world system.

As stated in the definition, graphs can be directed or undirected. An example of a

directed graph is shown in Figure 2.2a. Euler’s graph in Figure 2.1b is an example of an

undirected graph. Additionally, graphs can be weighted or unweighted.

Definition 2.1.2. A weighted graph G = (V,E,ω) is defined by a set of vertices V =

{v1,v2, ...,vN}, a set of pairs of vertices E = {(u,v), where u,v ∈ V}, and a function

ω : V ×V → R with ω(V ×V \E) = 0. If the graph is undirected, then ω(u,v) = ω(v,u).

If ω(E) = 1, then G is an unweighted graph.

An example of a weighted graph is shown in Figure 2.2b. The graphs in Figures 2.1b

and 2.2a are both unweighted graphs. Another type of graph is a simple graph.

Definition 2.1.3. A simple graph is an unweighted, undirected graph containing no self-

loops or multiple edges. A self-loop is an edge that connects a vertex to itself. As stated

previously, multiple edges occurs when two vertices have more than one edge (in the same

direction for directed graphs) connecting them.
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(a) Directed graph (b) Weighted graph

(c) Simple graph (d) Simple graph with two components

Figure 2.2: Examples of different types of graphs. The size of each vertex is relative to its degree.
(a) Directed graph (b) Weighted graph (c) Simple graph (d) Simple graph with two components

Vertex v6 in the graph shown in Figure 2.2a has a self-loop. There are multiple edges

between vertices v1 and v4 and between vertices v3 and v4 in the graph shown in Figure

2.1b. Figure 2.2c is a simplified version of the graphs in Figure 2.2a and Figure 2.2b where

directed edges, self-loops, multiple edges, and edge weights are removed to create a simple

graph.

A common way to represent a graph is with its adjacency matrix.

Definition 2.1.4. Let G = (V,E,ω) be a graph with N = |V |. The adjacency matrix for G

is the N×N matrix A such that

Auv =

 1 if (u,v) ∈ E,

0 otherwise.

If the graph is unweighted, then Auv = ω(u,v).

The adjacency matrix can be used to compute different metrics and measures of a graph.

9



Metrics and measures at the graph-level, vertex-level, and edge-level are used to describe

the structure of a graph. Often vertex-level measures are additionally summarized with

graph-level metrics. Basic graph-level measures include the size of the graph, the number

of edges in the graph, and the density of the graph.

Definition 2.1.5. Let G = (V,E) be a graph. The size of the graph is defined to be the

number of vertices N = |V | and the number of edges in the graph is defined to be L = |E|.

The density of the graph is defined as δ = L/Lmax where Lmax =
(N

2

)
= N(N−1)/2 if G is

undirected and Lmax = 2
(N

2

)
= N(N−1) if G is directed.

If the graph is weighted, then another graph-level measure of importance is the total

weight.

Definition 2.1.6. The total weight of a weighted graph G=(V,E,ω) is W = 1
2 ∑u,v∈V ω(u,v).

The most common vertex-level metric is the degree.

Definition 2.1.7. The degree of a vertex v ∈V of a graph G = (V,E) is kv = |{(u,v) : u ∈

V,(u,v)∈E}|. If the graph is directed, then the degree or total degree is kv = ktotal
v = k−v + k+v

where the in-degree is k−v = |{(u,v) : u∈V,(u,v)∈ E}| and the out-degree is k+v = |{(v,u) :

u ∈ V,(v,u) ∈ E}|. If the degree of a vertex is 0, the vertex is called an isolated vertex. If

v = vi, then kvi is shortened to ki.

The degree can be seen as a measure of centrality of a vertex. A centrality measure

is a metric capturing the importance, power, or influence of a vertex or edge in a given

graph, typically used in the context of real-world networks [33]. Terms related to degree

are neighbors and neighborhood.

Definition 2.1.8. Let G = (V,E) be a graph with u,v ∈V . u and v are said to be connected,

adjacent, or neighbors if (u,v) ∈ E. The neighborhood of a vertex v ∈ V is defined as
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N (v) = {x ∈V |(x,v) ∈ E}. x ∈V is said to be a common neighbor to u,v ∈V if x ∈N (u)

and x ∈N (v).

If G = (V,E) is a simple graph, then the degree of vertex v ∈V is equal to the size of its

neighborhood, kv = |N (v)|, and can be computed by summing up the rows or columns of

its corresponding adjacency matrix. The statistics of the degrees of the vertices in a graph

can be rolled up into graph-level metrics.

Definition 2.1.9. Let G = (V,E) be a graph with N = |V |. The maximum degree of

the graph is defined to be kmax = max{kv|v ∈ V}, the minimum degree is defined to be

kmin = min{kv|v ∈V}, and the average degree is defined to be 〈k〉= 1
N ∑v∈V kv. The degree

sequence is defined to be a list of N numbers [k1,k2, ...,kN ] where ki is the degree of the ith

vertex.

If a graph is weighted, then in addition to the degree of each vertex, the weighted degree

can be calculated. This term is also referred to as the strength of the vertex.

Definition 2.1.10. The weighted degree or strength of a vertex v ∈ V of a weighted graph

G = (V,E,ω) is sv = ∑u∈N (v)ω(u,v). If the weighted graph is also a directed graph,

then the strength or total strength is sv = stotal
v = s−v + s+v where the in-strength is s−v =

∑u∈N (v)ω(u,v), and the out-strength is s+v = ∑u∈N (v)ω(v,u).

Another related term is the average strength in a weighted graph.

Definition 2.1.11. The average strength of a vertex v∈V of a weighted graph G=(V,E,ω)

can be defined as savg
v = 1

kv
∑u∈N (v)ω(u,v).

Special types of graphs can be described in terms of the conditions on the degrees of

their vertices.
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Definition 2.1.12. Let G = (V,E) be a graph with N = |V |. If kv = N− 1 for all v ∈ V ,

then the graph is a complete graph. If N−1 vertices have degree 1 and 1 vertex has degree

N−1, then the graph is a star graph. If kv = k for all v ∈ V , then the graph is a k-regular

graph. A ring lattice is a k-regular graph whose vertices v ∈ V are connected to its k/2

closest neighbors on each side when laid out in a circle equi-distanced apart in R2.

A complete graph is a k-regular graph with k = N−1. Examples of these special types

of graphs are shown in Figure 2.3. Another special type of graph is a subgraph.

(a) Complete graph (b) Star graph

(c) 4-regular graph (d) Ring lattice with k=4

Figure 2.3: Different types of special graphs with N = 8. The vertex’s size is relative to its degree.
(a) Complete graph (b) Star graph (c) An example 4-regular graph (d) Ring lattice with k=4.

Definition 2.1.13. A subgraph GS = (VS,ES) of a graph G = (V,E) is a graph whose vertex

set VS is a subset of V and whose edge set ES is a subset of E, that is VS ⊆ V and ES ⊆ E.

If the edge set ES =
⋃

u,v∈VS

(u,v) ∈ E, then the subgraph is called an induced subgraph. The

graph G is referred to as a supergraph of GS.

Certain subgraphs have special names based on their structure. Two types of subgraphs

with special names are called cliques and connected components.
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Definition 2.1.14. A clique is a subgraph in which each of its vertices are connected to all

others, making it a complete graph. A maximal subgraph with respect to a given property is

a subgraph that satisfies the property such that no larger subgraph with that property exists

in G, which contains them. A clique is generally defined only if it is a maximal subgraph.

Figure 2.2c contains two 3-vertex cliques: one 3-vertex clique is made up of vertices

VS1 = {v1,v2,v3} and the other 3-vertex clique is made up of vertices VS2 = {v4,v5,v6}. The

study of complete subgraphs goes back to at least 1935 [94] when Paul Erdős and George

Szekeres used the special subgraphs in their reformulation of Ramsey theory, although the

term clique was not introduced until 1949 when Duncan Luce and Albert Perry used the

term to describe a group of people whom all know each other in a social networks [157].

Definition 2.1.15. A subgraph is connected if every pair of vertices can be joined by a

path. A maximal connected subgraph is called a connected component or just component.

A graph is connected if it only has one connected component.

The number of connected components is an important graph-level topological invariant

of a graph. In topological graph theory, it can be interpreted as the zeroth Betti number of

a graph. In algebraic graph theory, it equals the multiplicity of 0 as the eigenvalue of the

Laplacian matrix of a graph. All of the example graphs up to now have been connected. The

graph in Figure 2.2d is not connected, and instead has two components: one component

is made up of vertices VS1 = {v1,v2,v3} and the other component made up of vertices

VS2 = {v4,v5,v6,v7,v8}. There are two components in Figure 2.2d because, for example,

there is no path that connects vertex v1 to vertex v8.

Definition 2.1.16. A path (sometimes referred to as a walk) between u,v ∈ V of a graph

G = (V,E) is a sequence of edges in E which join vertex u to vertex v. The length of a path

is equal to the number of edges in the path. A path of length h from vertex u to vertex v,
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sometimes referred to as h-hop path, can be described as the ordered list of vertices starting

from u and ending with v that are connected by the edges in the path.

Special types of paths of interest are shortest paths, simple paths, trails, and cycles.

Definition 2.1.17. A shortest path between two distinct vertices u,v∈V in a graph G = (V,E)

is a path connecting vertex u and vertex v with the shortest length. The length of the short-

est path between u and v is called the distance between u and v. The length of the longest

shortest path between any pair of distinct vertices in a graph is called the diameter of the

graph. The average distance across all pairs of distinct vertices is called the characteristic

path length, L.

The diameter of a graph and the characteristic path length of a graph are graph-level

metrics. The characteristic path length of the graph in Figure 2.2c is 1.78. The two shortest

path between v1 and v8 in the graph are (v1,v3,v4,v7,v8) and (v1,v3,v4,v6,v8) which both

have length 4. 4 is the diameter of the graph. Shortest paths do not visit the same vertex

twice, making them both simple paths and trails.

Definition 2.1.18. A simple path is a path with no repeated vertices. A trail is a path with

no repeated edges.

Definition 2.1.19. A cycle is a non-empty trail which the only repeated vertices are the first

and last. A k-cycle is a cycle of length k. A triangle, N, is a 3-cycle. A rectangle, �, is a

4-cycle.

An example of a triangle in Figure 2.2c is (v1,v2,v3) and an example of a rectangle in

the same graph is (v4,v6,v7,v8). Analyzing cyclic properties between connected edges can

be used to provide alternative definitions of adjacency.

Definition 2.1.20. Two edges a and b are triangle adjacent, denoted aNb, if a and b share a

triangle. Two edges a and b are triangle-connected if aNb or if there exist edges e1,e2, ...,en
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such that aNe1, enNb, and eiNei+1, for i = 1, ...,n− 1. Two edges a and b are rectangle-

adjacent denoted a�b, if a and b share a rectangle, that is, a 4-cycle. Two edges a and b

are rectangle-connected if a�b or if there exists edges e1,e2, ...,en such that a�e1, en�b,

and ei�ei+1 for i = 1, ...,n−1 [71].

In the Königsberg bridge problem described at the beginning of this section, Euler’s

goal was to find a trail that visits each edge exactly once. By analyzing the degrees of

vertices in graphs, Euler was able to prove that such a path would only be possible in graphs

that have only 0 or 2 vertices with odd degree. Since the graph in Figure 2.1b has 4 vertices

with odd degree, no such path exists. Graph theory has been used to solve a number of

difficult real-world problems by analyzing characteristics of the underlying mathematical

structures including the traveling salesman problem [32], the Chinese postman problem

[171, 260], and the four-color theorem [12].

2.2 The Structure of Real-World Networks

While graph theory is the study of mathematical structures, network science is an inter-

disciplinarity field focused on finding and understanding common patterns found in real-

world complex networks with non-trivial topological structures across a broad range of

domains [45, 46, 139, 182, 208, 212, 254, 261]. Similar to how Euler represented the real-

world Königsberg bridge problem as a graph made up of land masses connected by bridges,

many complex systems can be represented as graphs with up to billions or more vertices and

even more edges – from people connected by friendships in social networks, to web pages

connected by hyperlinks in the world wide web, to neurons connected by synapses in our

brain [199]. Network science is a relatively new field of study that emerged at the beginning

of the 21st century [19]. Prior to the advent of computers and the internet (which itself is

an example of a network of computers connected by data connections such as optical fiber
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cables or telephone lines [199]), understanding commonalities between diverse networks

was near impossible due to the difficulties in mapping out the connections in large net-

works and sharing that information across disciplines [19]. With modern day tools, storage

capacity, and ease of collaboration, many observations have been made that has improved

our ability to locate terrorists and criminals in social networks [212], find information on

the internet [208], and understand neurological disorders in our brains [254].

This section will review some of the main distinctive patterns found in the structure of

real-world complex networks across many domains. These patterns are sometimes studied

based on how they would vary if the size of the network grew infinitely large. While

definitions in this section are specifically defined in terms of networks, they can also be

used for graphs. In the last section of this chapter, network models that scientists have used

to better understand the patterns observed in real-world networks will be reviewed.

The first observation relates to the sparsity of networks.

Definition 2.2.1. A network G = (V,E) with N = |V | is sparse if its density δ → 0 as

N→ ∞. Otherwise, the network is dense.

Sparsity regimes can be defined by how the average degree, 〈k〉, of the network grows

as the size of the network grows [159].

Definition 2.2.2. A network G = (V,E) with N = |V | is extremely sparse if the average

degree, 〈k〉, remains constant as N→ ∞ [37, 199].

In extremely sparse networks, L = |E| increases in proportion to N = |V |, which in turn

implies that O(L+N) algorithms are equivalent to O(N). Many real-world networks are

extremely sparse. For example, in social networks the number of friends a person has is

not expected to depend on the population of the whole world. Most networks discussed in

[199] are extremely sparse networks or networks where 〈k〉 → logN as N → ∞. Another
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sparsity regime are networks where 〈k〉 →
√

N log logN as N → ∞ [159]. Often times,

only a static network is available for analysis. In this case, sparsity of the network can be

measured based on if 〈k〉 ≤ dlogNe (sparse network), if dlogNe < 〈k〉 ≤ d
√

N log logNe

(highly connected network), or if 〈k〉> d
√

N log logNe (denser network). Most real-world

networks are not dense, though research has shown that certain types of networks densify

over time, accumulating new edges faster than new vertices [147].

The next set of observations relate to the degrees of the vertices in a network.

Definition 2.2.3. The degree distribution pk = p(k) : Z0+→ R0+ of a network G = (V,E)

is defined as pk =
|{v∈V |kv=k}|

|V | .

For a given k, pk is equal to the fraction of vertices in the network with degree k, or

equivalently the probability that a vertex chosen uniformly at random from the network

will have degree k. An example degree distribution is shown in Figure 2.4a. Almost all

real-world networks have degree distributions that are right-skewed [199]. The degree

distribution in Figure 2.4a additionally follows a power law k−γ with γ = 3 starting at

k∗min = 20. This property can more easily be seen in the cumulative distribution function

(CDF) Pk = ∑
∞

k′=k pk′ shown in Figure 2.4b where Pk ∝ k−(γ−1). Degree distributions that

exhibit this type of property are called scale-free. Although there is so single agreed upon

definition, scale-free networks are often studied in network science. The formal definition

from [43] is provided here as a reference.

Definition 2.2.4. A network is a perfect scale-free network if pk = (γ − 1)kγ−1
min k−γ for

2< γ < 3 [199]. A network is a (weak) scale-free network if its degree distribution pk ∝ k−γ

for k ≥ k∗min > 1 where k∗min must cover at least 50 vertices. A network is a strong scale-

free network if additionally 2 < γ < 3 [43]. The power-law cut-off degree of a scale-free

network is kcut = kminN
1

γ−1 which is the expected maximum degree of a perfect scale-free

network [19].
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Figure 2.4: Scale-free network with N = 5000 vertices where γ = 3 and characteristic path length
L = 4.6. (a) Degree distribution of the network (b) Cumulative degree distribution of the network
(c) Hop plot of the network

The emphasis on 2 < γ < 3 is motivated by additional properties of networks that occur

in this range [19, 199]. While there have been numerous claims that many real-world

networks are scale-free, the prevalence may be less frequent than originally thought [43,

64]. Nevertheless, scale-free networks have degree distributions that are strongly right-

skewed as seen in many real-world networks and there exists networks models that can

provide an explanation for their prevalence [20, 209], as discussed in Section 2.5.

The degree distribution or related degree sequence of a network alone cannot be con-

sidered as a comprehensive characterization of a network. Because of this, Mark Newman

introduced the concept of assortativity in 2002 [192].

Definition 2.2.5. Let G = (V,E) represent a network with corresponding adjacency matrix

A and with L = |E|. The assortativity coefficient is the Pearson correlation coefficient of

degree between pairs of adjacent vertices,

r =
∑u,v∈V (Auv− kukv/2L)kukv

∑u,v∈V (kuδuv− kukv/2L)kukv
, (2.1)

where δuv is the Kronecker delta. Networks with r > 0 are called assortatively mixed and

networks with r < 0 are called disassortatively mixed.
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While r can theoretically range from [−1,1], often the magnitude of r is not large

meaning the correlation is not especially strong. That said, knowing the sign of the co-

efficient can be useful in understanding behavior on the network [199]. It has also been

shown for certain network models the assortativity coefficient tends to 0 as the size of the

network grows [206]. In 2003, Mark Newman published that social networks tend to be

assortatively mixed whereas most other types of networks tend to be disassortatively mixed

[199, 202]. In 2004, Sergei Maslov, Kim Sneppen and Alexei Zaliznyak found that many

real-world networks tend to be disassortatively mixed because the number of edges that can

fall between high-degree vertex pairs is limited [163]. Although the assortativity coefficient

relates specifically to the degrees of the vertices in the network, assortativity can be used to

describe other attributes related to the network including non-structural attributes that may

be associated with the network, such as age, race or gender in social networks [199]. A

survey of research related to the assortativity in networks was completed by Rogier Noldus

and Piet Van Mieghem in 2015 [206].

Another observation of real-world networks relates to the characteristic path length

of its underlying graph. Often times, the characteristic path length scales logarithmically

with the size of the network (L ∼ logN) [167]. A useful plot related to the characteristic

path length is called the hop plot, introduced by Michalis Faloutsos, Petros Faloutsos and

Christos Faloutsos in 1999 [97], which depicts the average fraction of vertices within h

hops. The hop plot corresponding to the degree distribution in Figure 2.4a is shown in

Figure 2.4c. Even as a network grows large, often the number of hops to reach any other

vertex is relatively small in real-world networks.

The next set of observations relate to the number of triangles found in the network,

sometimes referred to as transitivity, which can be measured by common vertex-level and

graph-level metrics. The vertex-level metric called the local clustering coefficient will first

be introduced.
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Definition 2.2.6. The local clustering coefficient of a vertex v in a network G = (V,E) is

ccv =
2|{(u,x) : u,x ∈N (v),(u,x) ∈ E}|

kv(kv−1)
. (2.2)

ccv is the count of all distinct pairs of vertices that are neighbors of vertex v and neigh-

bors of each other (which create triangles) divided by the total number of pairs of neighbors

of vertex v. It is a measure of how close a vertex’s neighborhood is to being a clique and

was introduced in 1998 by Duncan Watts and Steven Strogatz [273]. If ccv = 1, then the

1-hop neighborhood of v is a complete graph making the subgraph a clique. If ccv = 0,

then the 1-hop neighborhood of v is a star graph. Two related graph-level metrics are the

average local clustering coefficient and the global clustering coefficient.

Definition 2.2.7. The average local clustering coefficient of a network G = (V,E) with

N = |V | is defined as

cc =
1
N ∑

v∈V
ccv. (2.3)

Definition 2.2.8. The global clustering coefficient of a network G = (V,E) is defined as

gcc =
3×|N|

|connected triples of vertices|
, (2.4)

where a N is a 3-cycle and a connected triple is a vertex connected directly to an unordered

pair of others.

The factor of three in the numerator of the global clustering coefficient equation arises

because eachN gets counted three times when connected triples are counted in the network.

gcc represents the probability in a the network that two of a vertex’s neighbors would be

neighbors of each other. A form of the global clustering coefficient was originally proposed

by Duncan Luce and Albert Perry in 1949 [157]. Although the two metrics measure a sim-

ilar value, they can be orders of magnitude different in some cases. A pattern observed in
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real-world networks is that lower degree vertices tend to have higher ccv values on average

[97, 199, 266]. Additionally, real-world networks tend to have significantly higher clus-

tering than random graphs generated with the same graph-level metrics. A network that

has high clustering compared to random graph, yet a similar characteristic path length is

considered to be a small-world network [126, 191, 273].

High clustering values can be an indication of another important observation of real-

world networks: networks tend to have stronger clustering within specified groups of ver-

tices than between those groups of vertices, though it is typically stated that these groups

are just more densely connected within than between. While the induced subgraphs created

using such groups of vertices, often referred to as communities, can be overlapping or non-

overlapping, the focus of this dissertation is on non-overlapping communities. There is no

single commonly agreed upon definition for communities. A general definition is provided

and will be compared to other definitions that have been proposed.

Definition 2.2.9. A undirected network G = (V,E,ω) is said to have community structure

if its vertices can be partitioned into M mutually exclusive groups of vertices VCi for i =

1, ..,M such that the induced subgraph of each group creates communities, Ci = GCi =

(VCi,ECi,ωCi) for i = 1, ..,M, which satisfies that

∀v ∈Ci,

∑
u∈VCi

ω(u,v)

|VCi|−1
> max


∑

u∈VCj

ω(u,v)

|VC j |
, j = 1,2, ..,M and j 6= i

 . (2.5)

A community is a subgraph such that the average strength of each vertex with the other

members of its group exceeds the average strength of the vertex with the vertices of any

other group. Often times, networks are unweighted and then the average strength with

respect to a group can be interpreted as the average number of edges with other members

the group. While this definition does not take clustering (the presence of triangles) into
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account, it is possible to derive edge weights that do. This is discussed in Chapters 3 and 4.

Before continuing the discussion of communities in networks, some community-level

and vertex-level measures related to communities will be defined.

Definition 2.2.10. Given a community C =GC = (VC,EC) of a network G= (V,E), the size

of the community is equal to NC = |VC| and the number of internal edges in the community

is equal to LC = |EC|. Let VC′ =V \VC be the set of vertices not part of community C. An

edge (u,v)∈ E is an internal edge if u,v∈VC and it is an external edge if u∈VC and v∈VC′

or if u∈VC′ and v∈VC . The internal degree of the of a vertex v with respect to community

C is defined as

kint
v (C) = |(u,v) : u,v ∈VC,(u,v) ∈ E|. (2.6)

If C is the true community of v then it can be abbreviated as kint
v . The external degree of

the vertex v with respect to community C is defined as

kext
v (C) = |(u,v) : u ∈VC and v ∈VC′,(u,v) ∈ E|. (2.7)

If C is the true community of v then it can be abbreviated as kext
v . For each vertex v, the

mixing rate is equal to

µv =
kext

v
(kext

v + kint
v )

. (2.8)

Additional community-level and graph-level metrics will be introduced in the next sec-

tion. A graph with community structure is shown in Figure 2.5a where there are 5 com-

munities, each represented in a different color and shape, with the internal edges in black

and the external edges in orange. Definition 2.2.9 is similar to the weak definition of com-

munity used by Santo Fortunato and Darko Hric in their 2016 User Guide to Community

Detection in Networks, except he assumes the weights are probabilities. Often, the graphs

used for community detection are unweighted and one does not have access to the weight

22



of each edge. While it is possible to use the definition for unweighted graphs, there are

cases in which it would seem a graph should have community structure but does not based

on the definition. For example, the unweighted graph in Figure 2.5b does not have commu-

nity structure based on Definition 2.2.9. While it might seem as though the graph could be

split into two communities, no matter which community v8 is placed into the criteria would

not be met. There are also cases in which an unweighted graph generated from a random

model can be said to have community structure based on Definition 2.2.9, such as the one

in Figure 2.5c.

Fortunato uses the Definition 2.2.9 as an improvement on definitions proposed by Fil-

ippo Radicchi, Claudio Castellano, Federico Cecconi, Vittorio Loreto, and Domenico Parisi

in 2004 [222] and Yanqing Hu, Hongbin Chen, Peng Zhang, Menghui Li, Zengru Di and

Ying Fan in 2008 [125]. The previous definitions used sums instead of averages and there-

fore did not handle community structures with potentially large differences in community

sizes, which is often seen in real-world networks [141]. For example, the graph in Fig-

ure 2.5d would not be considered to have community structure by either of the previous

definitions mentioned.

While the proposed definitions of community have been shown to have some flaws, they

can be useful in understanding what the goal of a community is. Many other definitions

have been defined in addition to these. For example, in 2006, Mark Newman proposed

that a community could be defined as an indivisible subgraph [197]. In 2012, Comandur

Seshadhri, Tamara Kolda, and Ali Pinar propose that a community is a module with large

internal clustering coefficient, using this statement to prove that any such community must

contain a dense Erdős -Rényi subgraph (see Subsection 2.5.1 for details about Erdős -Rényi

graphs) [248]. In 2018, Alessandro Muscoloni and Carlo Vittorio Cannistraci propose that

communities can be defined by angularly separated regions in a hyperbolic space where

the radius represents vertex centrality and the angular displacement between two vertices
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(a) Graph w/ ‘community structure’ (b) Graph w/o ‘community structure’ 1

(c) Random graph w/ ‘community structure’ (d) Graph w/o ‘community structure’ 2

Figure 2.5: Graphs with and without community structure. Graphs with community structure based
on Definition 2.2.9 show each community represented in a different color and shape. Internal edges
are shown in black and external edges are shown in orange. (a) Unweighted graph with community
structure based on all definitions (b) Unweighted graph without community structure based on Def-
inition 2.2.9 (c) Unweighted random graph with community structure based on Definition 2.2.9 and
based on the definition proposed by Yanqing Hu et al. in 2008 [125] (d) Unweighted graph without
community structure based on definitions proposed by Filippo Radicchi et al. in 2004 [222] and
Yanqing Hu et al. in 2008 [125].

resembles their topological proximity. Since angular displacement represents topological

proximity, angularly separated regions would contain groups of spatially close vertices that

are more densely connected between each other than with the rest of the network (See Sub-

sections 2.5.3 and 2.5.4 for more context) [185]. While there have been numerous other

proposed definitions, one commonality is that communities should represent partitions of

the network where each partition is more densely connected internally than externally. It

has been observed that many real-world networks exhibit community structure, and the

communities can provide a deeper understanding of the overall network. For social net-

works, communities might represent groups that share a high level of mutual trust or could
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provide insights on how information or viruses are spread; for the world wide web, com-

munities could provide topical categorizations of web pages; in connectomes, communities

may provide insights on how the brain functions [199]. Partitioning the network into com-

munities based on the structure of the network is a task in itself called community detection.

Community detection will be discussed in the next section.

Certain types of networks, especially social networks, often additionally have a large

number of interesting cohesive subgraphs, community-like objects focused only on how

densely connected the subgraph are. Cliques are the most cohesive subgraph with a density

equal to 1, but there are often a number of cohesive subgraphs that occur more frequently

than expected yet are not complete graphs. n-cliques [9, 156], n-clans [173], n-clubs [173],

and k-plexes [247] are relaxations of a clique that can be valuable to study, but are difficult

to enumerate on large networks. Introduced by Stephen Seidman in 1983, the k-core is a

maximal (single-component) subgraph in which each member is adjacent to at least k other

members [246]. While k-cores are easier to enumerate, they are not necessarily cohesive. In

2008, Jonathan Cohen introduced a new type of cohesive subgraph with a goal of defining

a structure that had benefits of the more cohesive subgraphs like n-cliques, n-clans, n-clubs,

and k-plexes, but were easier to enumerate like the less cohesive k-cores [69].

Definition 2.2.11. A k-truss is a non-trivial, one-component subgraph such that each edge

is reinforced by at least k− 2 pairs of edges making a triangle with that edge. A summit

truss is a maximal truss whose edges are not in a truss of higher support.

The trusses of Figure 2.5a are highlighted in Figure 2.6. In 2019, Cohen presented a

weighted extension to trusses and defined a strong k-truss to be a k-truss with the additional

constraint that each pair of its edges are triangle-connected. In the same paper, he also

introduced k-trapeze which have square requirements instead of the triangle requirements

of the k-truss [71].
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(a) 4-trusses (b) 5-trusses (c) 6-trusses

(d) 7-trusses (e) 8-trusses (f) Summit trusses

Figure 2.6: Highlighted trusses in the graph from Figure 2.5a.
(a) 4-trusses (b) 5-trusses (c) 6-trusses (d) 7-trusses (e) 8-trusses (f) Summit trusses

The cohesive subgraphs introduced above are all independent of the type of vertices

involved, as long as they satisfy the properties of the subgraph structures. Certain cohesive

subgraphs are of interest by paying special attention to the type of vertices involved, which

can play a large role in the network as a whole. In particular, a wide range of networks from

different domains have been shown to have its highest degree vertices form a more cohesive

subgraph than would be expected in a random graph with the same degree distribution.

First, a set of graph-level metrics are defined that measures how densely connected the

highest degree vertices are and then a graph-level metric is defined for determining if they

are more densely connected than would be expected in a random graph with the same

degree distribution.

Definition 2.2.12. Let G>k = (V>k,E>k) with N>k = |V>k| be the induced subgraph of a

graph G = (V,E) such that ∀v ∈ V>k, kv > k. The rich-club coefficient of a network is
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defined as

φ(k) =
2|E>k|

N>k(N>k−1)
. (2.9)

The rich-club coefficient is a metric first proposed by Shi Zhou and Raúl J. Mondragón

in 2004 [289]. Because of its dependence on k, the overall network will have a set of rich-

club coefficients that describe it. Some networks with right-skewed degree distributions,

such as power-law distributions, create densely connected subgraphs with its highest degree

vertices by random chance, as can be confirmed by a high expected number of edges in a

random degree preserving multigraph (see Definition 2.5.1). In order to understand if the

highest degree vertices are connected more than random, a set of null models are generated

and compared against to create a single scalar graph-level metric independent of k.

Definition 2.2.13. Let G = (V,E) be a network with corresponding rich-club coefficients

φ(k) for all degrees k in G. Let φ MS
i (k) for i= 1, ...,1000 be the rich-club coefficients of null

models, created by randomly rewiring G using the MS method (see Subsection 2.5.1). Let

φ MS
mean(k) =

1
1000 ∑i φ MS

i (k) be the average value for each k of the null models and φ MS
sd (k) =√

∑(φ MS
i (k)−φ MS

mean(k))2

1000 be the standard deviation for each k of the null models. Additionally,

let φ z(k) = φ(k)−φ MS
mean(k)

φ MS
sd (k)

be the normalized z-scores of φ(k) and φ
z,MS
i (k) = φ MS

i (k)−φ MS
mean(k)

φ MS
sd (k)

be the normalized z-scores of each φ MS
i (k). The network and each of the null models

will have a peak z-score, represented as φ z
max = max [φ z(k)] and φ

z,MS
max,i = max [φ z,MS

i (k)],

respectively. The rich-clubness (p-value) of the network is defined as

R=
|φ z,MS

max,i > φ z
max|

1000
, (2.10)

and a network is considered to be a rich-club network ifR< .05 at a 5% confidence level.

In 2017, Alessandro Muscoloni and Carlo Vittorio Cannistraci proposed the notion of a

rich-club p-value to create a single scalar value representing the rich-clubness of a network
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Figure 2.7: Example rich-club network with corresponding rich-club coefficients of the network
and null models (1000 MS graphs) depicted. (a) φ(k) of the network in black with the average of the
null models, φ MS

mean(k), shown in blue, errors bars represent the standard deviation, φ MS
sd (k), for each

k. For illustrative purposes, φ(k)-φ MS
mean(k) is shown in green with corresponding standard deviation

represented with error bars. (b) Histogram of the 1000 φ
z,MS
max,i of the null models with φ z

max shown
as a vertical red line. R is equal to the number of φ

z,MS
max,i values that are to the right of the red line

divided by 1000, in this case 0. Therefore, the network is very likely a rich-club network.

[183]. Definition 2.2.13 is a refinement of the one proposed by Muscoloni and Cannistraci,

utilizing z-scores to account for higher variations sometimes observed for higher degrees

in the null models. Additionally, a different null model is used than the one suggested in

[183]. Figure 2.7a depicts φ(k) of an example network in black with the average of the

null models, φ MS
mean(k), shown in blue with errors bars representing the standard deviation,

φ MS
sd (k), for each k. For illustrative purposes, φ(k)-φ MS

mean(k) is shown in green with corre-

sponding standard deviation represented with error bars. Figure 2.7b is a histogram of the

1000 φ
z,MS
max,i of the null models with φ z

max shown as a vertical red line. R is equal to the

number of φ
z,MS
max,i values that are to the right of the red line divided by 1000, in this case

0. Therefore, the network is very likely a rich-club network. Rich-clubness can be viewed

as a more specific notion of assortativity, where only the connectivity of vertices beyond a

certain degree are of concern. Rich-club networks have been observed in social networks
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[265], biological networks [73, 261], and technological networks [289].

2.3 Community Detection

In the previous section, it was stated that communities can play an important role in real-

world networks across different domains. But communities need to be detected, which is

not a straight-forward task. Part of the reason is that, as stated previously, there is no single

agreed upon definition for community. Additionally, different research areas view com-

munity detection from different perspectives leading to some confusion. Part of the data

science process is understanding the motivation for using an analytic in order to determine

which method is best to select. In 2017, Michael Schaub, Jean-Charles Delvenne, Martin

Rosvall, and Renaud Lambiotte published a focused review of the different motivations

that underpin community detection to provide applied network scientist a problem-driven

classification of different methods. In it, they state that community detection can be broken

down into four broad perspectives which can be useful in selecting the appropriate method:

(1) community detection as minimization of some form of constraint violation; (2) com-

munity detection framed as a discretized analogue of data clustering, in which densely knit

groups of vertices are to be found; (3) community detection aiming to identify structurally

equivalent vertices in a network, leading to notions such as stochastic block models; and (4)

community detection looking for simplified descriptions of the dynamical flows occurring

on the network [241]. The types of communities introduced in the previous section most

closely align with the data clustering perspective. Community detection approached from

this perspective will be introduced first and subsequently compared to approaches from

other perspectives. Community evaluation metrics will also be discussed.
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2.3.1 Clustering Perspective of Community Detection

Some of the early proposed methods to find partitions of densely knit groups of vertices

first provided a definition of community and then used the definition in an algorithm search-

ing for and optimal partition. For example, in 2004, Filippo Radicchi, Claudio Castellano,

Federico Cecconi, Vittorio Loreto, and Domenico Parisi proposed a divisive hierarchical

clustering algorithm that incrementally removed weakest weighted edges if doing so would

not create components that did not meet their community definition [222]. The weak-

est edges were determined by computing an edge-level metric called the modified edge-

clustering coefficient similar to the local clustering coefficient discussed in the previous

section. The resulting algorithm had a runtime of O(N2). In 2008, Yanqing Hu, Hongbin

Chen Peng Zhang, Menghui Li Zengru Di, and Ying Fan proposed a heuristic algorithm that

assigns vertices to communities and iteratively reassigns them to better communities until a

steady state is reached. The final solution ensures the resulting communities satisfied their

new definition of community [125] with a runtime of O(N2). The algorithm developed by

Hu et al. is similar in nature to an algorithm proposed by Usha Nandini Raghavan, Réka

Albert, and Soundar Kumara in 2007 called label propagation (Label Prop) [223]. Label

propagation starts with every vertex in its own community, and then iteratively reassigns

them to the community “label” occurring with the highest frequency among its neighbors,

with ties broken uniformly at random. The steady state solution of label propagation would

additionally meet the definition of community proposed by Hu et al. [125] and in practice

has near linear runtime, O(N).

The most popular approach used for finding densely connected communities is maxi-

mizing a metric called modularity. Modularity is a term introduced by Mark Newman and

Michelle Girvan in 2004 [201].

Definition 2.3.1. Let G = (V,E,ω) be an undirected graph with M communities such that
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each of its vertices v∈V is assigned to a community cv ∈ {Ci}1≤i≤M. Modularity is defined

as

Qω =
1

2W ∑
u,v∈V

[
ω(u,v)− susv

2W

]
δ (cu,cv), (2.11)

where δ is the Kronecker delta. For an unweighted graph, modularity is equal to

Q =
1

2L ∑
u,v∈V

[
Auv−

kukv

2L

]
δ (cu,cv). (2.12)

For an unweighted graph the left hand term is equal to 1
2L ∑uv Auvδ (cu,cv) measuring

the fraction of edges that fall within the communities [63]. Since this term is equal to 1 in

the trivial case where all vertices belong to a single community, the expected value of the

same quantity in the case of a random degree-preserving multigraph is subtracted from it to

obtain a useful metric (see Definition 2.5.1, but note that it has been assumed that when L

is sufficiently large the ‘-1’ in the denominator can be ignored). Modularity can range from

[-1,1]. In practice, Q ≥ .3 of an unweighted graph means that a network has significant

community structure [63, 201].

Modularity was originally introduced as a way to quantify the strength of community

structure at each split of a network for a divisive hierarchical clustering algorithm, specif-

ically one that removed edges with the highest re-calculated edge betweenness metric at

each step [201]. This method was shown to produce meaningful communities but was

computationally expensive – O(L2N) or O(N3) for extremely sparse networks – making it

difficult to run on large networks [222]. Mark Newman proposed another algorithm in 2004

that instead optimized the modularity term itself. While finding the true optimal modularity

of a network is an NP-hard problem, Newman took a “greedy” approach using agglomer-

ative hierarchical clustering [195] creating an algorithm that would run in O((L+N)N)

or O(N2) for extremely sparse networks. In the same year, Aaron Clauset, Mark New-
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man, and Cristopher Moore proposed an algorithm, termed the Fast Greedy algorithm, that

solves the same greedy optimization as [195] but exploits shortcuts and uses sophisticated

data structures to improve runtime to O(N log2 N) [63].

Arguably the most popular modularity maximization algorithm, proposed by Vincent

Blondel, Jean-Loup Guillaume, Renaud Lambiotte, and Etienne Lefebvre in 2008, is called

the Louvain method which has been shown to run in linear time, O(N), for extremely sparse

networks [34]. The Louvain algorithm is a heuristic algorithm divided into two phases

which are repeated iteratively. Initially, all vertices v ∈V in an assumed weighted network

G = (V,E,ω) are assigned a different community. Then, for each vertex v, the neighbors

u of v are considered and evaluated based on the gain in modularity that would take place

by removing v from its community and placing it in the community of u. If v is a vertex in

an isolated community that is moved into community C, then the gain in modularity can be

computed as

4Qω =

[
∑in+2sv,in

2W
−
(

∑tot+sv

2W

)2
]
−
[

∑in

2W
−
(

∑tot

2W

)2
−
( sv

2W

)2
]
, (2.13)

where ∑in is the sum of the weights of the edges inside C, ∑tot is the sum of the weights

of the edges connected to the vertices in C, sv is strength of vertex v, sv,in is the sum of the

weights of the edges from v to vertices in C and W is the sum of the weights of all the edges

in the network. A similar expression is used in order to evaluate the change of modularity

when v is removed from its community. The vertex v is placed in the community for which

the gain is maximized (with a tie breaking rule), but only if the gain is positive. The process

is repeated sequentially for all vertices until no further improvement can be achieved, com-

pleting the first phase. The second phase of the algorithm consists in building a new graph

whose vertices are now the communities found during the first phase. Edges between ver-

tices of the same community create self-loops in the new graph and the weight of the edges
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between the new vertices is equal to the sum of the weights of edges between the vertices

in the corresponding communities. Phase 1 and Phase 2 can be iteratively repeated, with

the final result being the communities from the iteration that yields the highest modularity.

Despite its popularity, there are number of drawbacks to using modularity maximization

algorithms, including the Louvain algorithm. The first is that modularity has a well-known

resolution limit in which communities with less than
√

Wξ/2 total edge weight may fail to

be resolved, where ξ is the maximum weight of an intercommunity edge. Santo Fortunato

and Marc Barthelemy first proved in 2007 that this occurs for unweighted networks (where

W = L and ξ = 1) [101] and Jonathan Berry, Bruce Hendrickson, Randall LaViolette, and

Cynthia Phillips extended the result to weighted network in 2011 [30]. Modularity is also

extremely sensitive to even individual connections, which is problematic since many real

graphs, particularly in biology and in the social sciences, are reconstructed through error

prone experiments and surveys. If two small subgraphs happen to be connected by a few

false edges, modularity will put them in the same cluster, inferring a relationship between

entities that in reality may have nothing to do with each other [100]. Relatedly, Marek

Ciglan, Michal Laclavı́k, and Kjetil Nørvåg demonstrated in 2013 that sometimes the de-

tected communities may be made up a single or a few very large communities that contain a

majority of the vertices in the network [60]. This problem was further investigated by Paul

Wagenseller, Feng Wang, and Weili Wu in 2018 [269]. Additionally, it has been shown

that it is particularly hard to detect communities in sparse networks by using modularity

optimization since the expected maximum modularity for a random graph increases when

the average degree decreases [100]. There can also be a large number of high modularity

partitions close to the maximum that are not structurally similar [114]. This issue, called

extreme degeneracy, is quite problematic since finding the true maximum is NP-hard and

heuristics are used that are often non-deterministic meaning they could provide very dif-

ferent partitions for the exact same graph given a reordering of the vertices. But even if an
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algorithm was able to maximize modularity properly, modularity has non-local behavior

in which small modifications to graph can cause vertices to have very different commu-

nity assignments [39]. Additionally, purely random graphs can generate high modularity

scores [230]. Modularity also favors equal sized partitions, which was proven by Huiyi

Hu, Thomas Laurent, and Mason Porter, and Andrea Bertozzi in 2013 [124]. A number of

techniques have been proposed to account for these shortcomings [16, 55–57, 100]. One

approach is to weight the edges in a network in a way that incorporates structural informa-

tion and use the weighted network in the modularization maximization algorithm.

2.3.2 Derived Edge Weights for Modularity Maximization

In 2011, Jonathan Berry, Bruce Hendrickson, Randall LaViolette, and Cynthia Phillips

demonstrated that edge weights could be derived that would allow for smaller clusters to be

resolved compared to its corresponding unweighted graph. Specifically, they demonstrated

that in a weighted graph, communities with less than
√

Wξ/2 total edge weight may fail

to be resolved, where ξ is the maximum weight of an intercommunity edge. Therefore, if

edge weights could be derived such that ξ is small enough, then there would no longer be

a limit on the size of a community that could be detected [30]. In the same year, Alireza

Khadivi, Ali Ajdari Rad, and Martin Hasler also demonstrated that appropriately chosen

edge weights such that the total sum of the edge weights leaving each community was

much smaller than the total edge weight inside the corresponding communities would also

mitigate problems with extreme degeneracy [131].

A number of edge weights, which can be considered edge-level metrics or measures,

have been used to improve community detection results when used as a pre-weighting step.

The metrics can be categorized as local, semi-local, and global.

Definition 2.3.2. A local metric depends only on a vertex or edge and its direct neigh-
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bors. A semi-local metric depends only on a vertex or edge and its neighbors within a

small pre-defined neighborhood size greater than 1. A global metric requires knowledge of

potentially of all of the vertices or edges in a graph to be computed.

Edge betweenness is a global metric that was first used in 2002 by Michelle Girvan

and Mark Newman in a divisive hierarchical clustering algorithm [111]. Edge betweenness

measures the fraction of shortest paths that pass through the edge and is a generalization

of the vertex-level betweenness centrality metric introduced by Linton Freeman in 1977

[105]. In 2004, Santo Fortunato, Vito Latora, and Massimo Marchiori proposed using an-

other global metric, information centrality, as an improvement over edge betweenness in

highly mixed networks [103]. Both edge betweenness and information centrality rely on

computing the shortest paths across all vertices in the network, which is computationally

expensive. In the same year, Filippo Radicchi, Claudio Castellano, Federico Cecconi, Vit-

torio Loreto, and Domenico Parisi proposed using a local metric that could be generalized

to be a semi-local metric, called the modified edge clustering coefficient which was less

computationally expensive than the methods previously proposed [222]. While the mod-

ified edge clustering coefficient accounted for short cycles, it did not perform as well in

sparse networks where few short cycles exist. To mitigate this issue, I. Vragović and En-

rique Louis propose using a semi-local loop coefficient which would take loops of any

length into account in a trade-off with computational complexity [267]. In 2011, Jonathan

Berry, Bruce Hendrickson, Randall LaViolette, and Cynthia Phillips proposed using a semi-

local measure called neighborhood coherence that take cycles of length 3 and 4 into account

in the single metric [30]. In the same year, Alireza Khadivi, Ali Ajdari Rad, and Martin

Hasler proposed balancing the global edge betweenness metric with a local metric called

the common neighbor ratio [131]. In 2012, Pasquale De Meo, Emilio Rerrara, Giacomo

Riumara, and Angela Ricciardello developed the κ-path semi-local edge metric which uses
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fixed length random walks to efficiently compute the importance of edges [83]. In 2013,

Marek Ciglan, Michal Laclavı́k, and Kjetil Nørvåg proposed using a local metric to ac-

count for degree assortativity [60]. In 2015, Haiyan Zhang, Chenxi Zhou, Xun Liang, Xi

Zhao, and Yaping Li proposed a semi-local metric that truncates the SimRank algorithm,

creating a natural balance between local and global information about a network [286]. In

2017, Alessandro Muscoloni, Josephine Maria Thomas, Sara Ciucci, Ginestra Bianconi,

and Carlo Vittorio Cannistraci propose a more involved set of measures derived by find-

ing a coalescent embedding into a hyperbolic circle using machine learning techniques.

As an initial step, Muscoloni et al. pre-weight the vertices in the network with a local

repulsion attraction metric and the global edge betweenness metric for comparison [189].

Also in 2017, Heman Shakeri, Pietro Poggi-Corradini, Nathan Albin, and Caterina Scoglio

investigated using a global analysis called loop modulus which incorporates the probabil-

ity distribution on all cycles in the graph [250]. In 2020, Behnaz Moradi-Jamei, Heman

Shakeri, Pietro Poggi-Corradini, Michael Higgins proposed a method called renewal non-

backtracking random walks (RNBRW) which create global edge weights representing the

probability of an edge participating in a cycle of any length [176].

2.3.3 Other Perspectives of Community Detection

As mentioned in the introduction to this section, there are other notions of community

detection than the clustering perspective that was discussed in Subsection 2.3.1.

Graph partitioning is closely related to community detection, but instead of having a

goal of maximizing the internal density of each community, its focus is on minimizing

some form of constraint violation. Unlike graph clustering, graph partitioning typically

requires a target number of partitions to be specified with an objective, such as minimiz-

ing the external degree of the partitions while creating partitions that are as balanced as
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possible. A common approach to graph partitioning is to use eigenvectors, first proposed

by Brian Kernighan and Shenin Lin 1970 [129]. In 2013, Huiyi Hu, Thomas Laurent, and

Mason Porter, and Andrea Bertozzi reformulate modularity optimization into minimizing

an energy functional that consists of a total variation term and an `2 balance term [124].

Stochastic block models or SBMs can be used to detect structurally equivalent vertices

in a network: vertices are similar if they share the same kind of connection patterns to other

vertices. While graph clustering is typically used to find assortative structure in networks,

SBMs are able to find more general connectivity patterns than typical graph clustering al-

gorithms, such as core-periphery structure and disassortative structure [102]. SBMs work

best with Poisson or Bernoulli degree distributions, which is dissimilar to many real-world

networks. In 2011, Brian Karrer and Mark Newman introduced degree-correlated block

models to preserve the degrees of vertices [127]. In 2016, Vince Lyzinski, Minh Tang,

Avanti Athreya, Youngser Park, and Carey Priebe, investigated community detection tech-

niques with hierarchical stochastic block models (hsbm) [159]. A planted partition model is

a very specific case of the general stochastic block model, in that the intra-community edge

probabilities are all equal to the same value pin and the inter-community edge probabilities

are all equal to the same value pout . In 2016, Mark Newman proved that optimizing modu-

larity is equivalent to maximizing the likelihood that the planted partition model reproduces

the network [198].

The last perspective of community detection focuses on the processes that take place

on a network and is closely related to the clustering perspective. Unlike the other three

perspectives that focus on the structure of the network, this perspective views communities

as dynamical building blocks of the network. In 2005, Pascal Pons and Matthieu Latapy

proposed a method falling under this perspective that uses random walks, called Walktrap

[218]. In 2007, Martin Rosvall and Carl Bergstrom proposed a method called Infomap that

maps the information flow of the network [232]. While the focus of such algorithms is not

37



on the structure of the network, densely knit groups within the network would cause, for

example, a random walker to be trapped for a significant amount of time [241].

2.3.4 Community Evaluation

Community detection algorithms can be evaluated using both generated benchmark

graphs or real-world networks. Often times, ground truth communities of real-world net-

works are not available to compare performance against. Even if they are, sometimes they

are not reliable or not expected to correspond to the structural topology. In these cases, a

number of measures are used to investigate if the communities strike a balance between

two separate properties: cohesion and separation. A community is considered to have high

cohesion if it has a relatively high number of internal edges. A community is considered to

have high separation if it is connected to other communities with relatively few edges.

Definition 2.3.3. Let C be a community of a graph G = (V,E). The internal edge density is

the ratio between the number of internal edges of C and the number of all possible internal

edges,

δ
int
C =

kint
C

Nc(Nc−1)
(2.14)

and the conductance of the community is defined as

ΦC =
kext

C

kint
C + kext

C
. (2.15)

Internal edge density is a community-level feature often used to measure the cohesive-

ness of a community, with higher values desired. Conductance is a popular community-

level metric that takes both the cohesion of the community and the separation of the com-

munity from the rest of the network into account, with lower values desired. A more

complete list of definitions can be found in Santo Fortunato and Hric’s 2016 User Guide
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to Community Detection in Networks [102]. In 2018, Paul Wagenseller, Feng Wang, and

Weili Wu argue that the size of the communities detected by an algorithm matters as a

metric for evaluation, since some algorithms can produce large communities that make up

a majority of the vertices in the network [269]. They suggest breaking down how many

communities fall into the sizes shown in Table 2.1. These sizes correspond to community

sizes researched by anthropologist Robin Dunbar [90].

Table 2.1: Community sizes inspired by research from anthropologist Robin Dunbar.

Size Closeness
4-5 Support clique

6-15 Sympathy group
16-50 Close friend

51-150 Casual friend
151-500 Acquaintance

501-1500 Just a face

In the case that ground truth communities exist or generated benchmark graphs are used,

most network scientists evaluate detected communities using normalized mutual informa-

tion which is a metric introduced by Ana Fred and Anil Jain in 2003 [10] and tailored for

community detection in 2005 by Leon Danon, Albert Diaz-Guilera, Jordi Duch, and Alex

Arenas [82]. Ground truth communities are considered the true communities, although if

they come from a real-world network, it should be kept in mind that they might not align

with the structural topology.

Definition 2.3.4. Normalized mutual information (NMI) is a metric used to determine how

much information the true communities, denoted by C, and detected communities, denoted

by D, have in common:

NMI(C,D) = 2I(C;D)
H(C)+H(D)

, (2.16)

where H(C) is the entropy of C and I(C;D) is the mutual information between C and D.
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Note that NMI(C,D) = 1 if and only if the true communities are identified perfectly,

otherwise the value is less than 1. If the detected communities and true communities are

independent, the metric has expected value of 0. More information about NMI can be

obtained in [200].

Another metric measures how far off the number of communities detected by the algo-

rithm is from the true number of communities, which is a useful network next to NMI.

Definition 2.3.5. Let C denote the true communities and D denote the detected communi-

ties. Then, community count error (CCE) is defined as

CCE(C,D) = |D|
|C|

, (2.17)

where |D| represents the number of communities in D.

Note that CCE(C,D) = 1 if and only if the number of detected communities equals the

number of true communities. CCE is less than 1 when fewer communities are detected than

there are true communities. If CCE is greater than 1, more communities are detected than

there are true communities. The community count error is used in a comparative analysis

of community detection algorithms completed in 2016 by Zhao Yang, René Algesheimer,

and Claudio Tessone [283].

2.4 Anomaly Detection

Community detection algorithms require that every vertex be assigned to a single com-

munity, even if some vertices are not good fits for any community. This has the possibility

of corrupting the communities detected by certain algorithms. As noted earlier, modu-

larity maximization algorithms can be sensitive to even individual connections [100] and

the real-world is full of spurious connections and even spurious entities. Xiaowei Xu,
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Nurcan Yuruk, Zhidan Feng, and Thomas Schweiger introduce a novel community detec-

tion algorithm called SCAN in 2007 that additionally detects outlier vertices that are not

strongly connected to any community and hub vertices which bridge communities [278].

The algorithm utilized a local edge-level structural similarity metric which considered two

vertices to be similar if the number of common neighbors shared between their vertices

normalized by the geometric mean of their degree was relatively large. Specifically, the

algorithm required a threshold on the similarity score to be considered a strong connection

and a number of strong connections to be considered a core member of a community. If

the vertex did not have enough strong connections to meet the definition of a core member

of a community, it was considered either an outlier or a hub depending on if their edges

connected to one or more core communities. The downside to this approach is that the

two parameters need to be specified by the user. In 2010, Heli Sun, Jianbin Huang, Jiawei

Han, Hongbo Deng, Peixiang Zhao, and Boqin Feng introduced a modified version of the

algorithm called gSkeletonClu that automatically determines the optimal threshold on the

similarity scores [255].

Determining outlier vertices and hub vertices compared to core-community vertices

is one approach to detecting anomalies in a graph. In their 2015 survey on graph-based

anomaly detection, Leman Akoglu, Hanghang Tong, and Danaiwould Koutra categorize

this type of anomaly detection algorithm as a community-based anomaly detection method

in static graphs [7]. While Akoglu et al. also discuss anomaly detection on dynamic graphs,

the focus this dissertation is anomaly detection on static graphs that do not change over

time. Akoglu et al. provide a definition for anomaly detection on static graphs.

Definition 2.4.1. Given a static graph, the goal of anomaly detection is to find the vertices

and/or edges and/or substructures that are “few and different” or deviate significantly from

the patterns observed in the graph.
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They categorize anomaly detection algorithms on static graphs as structure-based meth-

ods and community-based methods. In 2012, Qi Ding, Natallia Katenka, Paul Barford, Eric

Kolaczyk, and Mark Crovella introduce a structure-based method motivated by communi-

ties that determines vertices with the lowest local clustering coefficients to be anomalous

in terms of intrusion detection [85]. They relate vertices with the lowest clustering coeffi-

cient (and highest betweenness) to be cut-vertices and deem them “antisocial” which they

hypothesized would be an important indicator of intrusion. This approach worked better

than determining antisocial behavior based on communities detected using modularity due

to the issues with modularity discussed in Section 2.3. In 2015, Naeimeh Laleh, Barbara

Carminati, and Elena Ferrari propose a risk measure based on topological attributes in on-

line social networks to detect Sybils [139]. The topological attributes used by Laleh et. al

are similar in concept to the measures used by Ding et al. in that they give an indication

of community. Specifically, triangle counts and ratios of degree to triangle counts are used

which are more likely to be found within communities.

Another example of a structure-based method is ODDBALL which was proposed by

Leman Akoglu, Mary McGlohon, and Christos Faloutsos in 2010 [6]. Akoglu et al. derive a

number of attributes for each vertex based on structural characteristics of the 1-hop neigh-

borhood around the vertex called an egonet and observe expected patterns of how those

attributes should relate to each other. Specifically, they focus on relationships between

pairs of egonet attributes and define anomalies a graph to be vertices that have distinctly

different patterns in their paired attributes. While they were able to observe expected be-

havior in specific pairs of attributes, the authors note that another approach would be to

feed generated attributes into traditional outlier detection methods for clouds of points us-

ing all attributes. The techniques used to detect anomalies on point cloud datasets can be

categorized as Classification Based, Clustering Based, Nearest Neighbor Based, Spectral,

Information Theoretic, and Statistical [52]. Akoglu et al. noted the importance of analyz-
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ing attributes in pairs and the importance of interpretability, which should be considered

when choosing which traditional outlier detection method to use. Luca Becchetti, Carlos

Castillo, Debora Donato, Stefano Leonardi, and Ricardo Baeza-Yates proposed a method

in 2006 which extracted attributes from a graph and used them in traditional point cloud

data algorithms to detect web spam [23]. In 2018, Dieudonne Mulamba, Indrajit Ray, and

Indrakshi Ray create a Sybil detection method based on the classification of users based on

structural attributes extracted from the graph [177]. Mulamba et al. use traditional classifi-

cation methods such as AdaBoost, KNN, and Random Forest to classify users as malicious

or benign.

Another type of structure-based methods is proximity based, in which the graph struc-

ture is used to quantify closeness of vertices in the graph to identify associations. Such

approaches are useful to find vertices with close connections to known anomalous ver-

tices. Lastly, another type of community-based anomaly detection is anomalous subgraph

detection [251]. Navraj Singh, Benjamin Miller, Nadya Bliss, and Patrick Wolfe define

anomalous subgraph detection as a binary hypothesis test and propose using sparse princi-

pal component analysis as a solution.

2.5 Network Models

Network models can be used to better understand the significance of the different struc-

tural patterns in real-world networks, to provide possible explanations of why certain struc-

tural patterns are common and how they are affected by changing certain parameters, or to

help test algorithms on their ability to achieve an objective on graphs similar to real-world

networks. In previous sections, different random graph models have been used as null mod-

els to understand structural patterns in real-world networks, like determining if a network

has community structure using modularity or determining if a network is a small-world

43



network or a rich-club network. Another class of network models are growing models that

explore the mechanisms by which networks are created. Unlike the models previously men-

tioned, these models may provide an explanation as to why certain structural patterns are

common in the real-world. The most well-known example of this type of network model is

called the Barabási-Albert (BA) model introduced in 1999 by Albert-László Barabási and

Réka Albert [20] at the start of the field of network science (a related model was first stud-

ied by Derek Price in the 1970s [221]). With the BA model, graphs are generated using a

preferential attachment mechanism that provides a possible explanation for why scale-free

networks are prevalent in real-world settings. The structure of such graphs are for the most

part a result of a succession of random processes in which the most popular vertices are

preferred by later vertices added in the model. A contrasting mechanism of network for-

mation is called structural optimization. One such model will be introduced that balances

the popularity dimension from preferential attachment with a similarity dimension. Lastly,

network models can be used to determine the effectiveness of algorithms build for speci-

fied tasks. For example, graphs built with different community structure paradigms can be

used to determine how well algorithms are able to detect their communities with different

parameters settings and also how well they are able to scale to larger and larger graphs.

2.5.1 Random Graphs

A random graph is a network model which is generated in a random way aside from

having selected properties fixed. The simplest random graph sets only the number of ver-

tices N and the number of edges L. Specifically, L distinct pairs of vertices are chosen uni-

formly at random from all possible pairs of vertices and connected with an edge. Graphs

generated from this type of model are typically referred to as Erdős -Rényi (ER) graphs

with parameters N and L after Pál Erdős and Alfréd Rényi who published a series of papers
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on their properties from 1959-1968 [93].

A related model was introduced by Edgar Gilbert in 1959 in which the number of

vertices N is still set, but instead of fixing the number of edges L, each pair of vertices is

connected with equal probability p [110]. These models, typically still referred to as ER

graphs but with parameters N and p, are easier to study probabilistically, with the ability to

derive expected properties of the model. For example, the expect characteristic path length

is LER = logN
log〈k〉 and the expected global clustering coefficient is gccER = 〈k〉

N . Comparing a

network’s characteristic path length and clustering coefficient to the values expected from

ER graphs are used to determine if it is a small-world network, as mentioned in Section

2.2 [126, 191, 273]. The average number of edges, the average degree, the expected degree

distribution, the average number of components, and the average diameter, in addition to

other properties can all be calculated probabilistically.

One of the main properties of real-world networks that is not reflected in ER graphs

relates to their degree distribution. Instead of having a distribution that are close to a

power-law distribution, the degree distributions of ER graphs have Poisson distributions

particularly as the sizes of the graphs increase. The degree distribution is an important

property of a network, so being able to understand how the degree distribution affects other

properties is of interest.

The configuration model (CM), termed by Béla Bollobás in 1980 [36], is a type of

random graph network model in which the degree sequence is fixed. Therefore, if the de-

gree sequence creates a power-law distribution, the ensemble of graphs generated using the

configuration model will also have power-law distributions by construction, though with a

caveat. Given a network, the configuration model generates a graph by cutting each edge

in half as shown in Figure 2.8a and then rejoining each stub with equal probability. Al-

ternatively, a degree sequence can be provided and vertices with stubs equivalent to the

degree sequence will be created. The procedure of randomly rejoining stubs with equal
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probability allows for the resulting graphs to have self-loops and multiple edges, and there-

fore multigraphs instead of simple graphs, particularly for small dense graphs as shown in

Figure 2.8b. As the size of the graph grows, self-loops and multiple edges are less likely

to be prevalent, though as will be discussed they will still often occur. Graphs generated

using the CM are called random degree-preserving multigraphs. The signature property of

the configuration model is the expected number of edges between two specified vertices u

and v in a resulting multigraph which is often used as a reference.

Definition 2.5.1. Let G = (V,E) be a multigraph generated using the configuration model.

The expected number of edges between vertices u,v ∈V is equal to kukv/(2L−1).

Let u,v ∈ V be vertices in a multigraph generated using a configuration model G =

(V,E). In its generation, let ev1 be one of the stubs of vertex v. ev1 has equal probability of

connecting to any of the remaining stubs in the graph. There are 2L−1 remaining stubs in

the graph, with ku of them being connected to vertex u. Therefore, the probability that ev1 is

connected to one of the stubs connected to vertex u is ku/(2L−1). Since there are kv stubs

around vertex v, each contributes equally to the expected number of edges between the two

vertices in Definition 2.5.1. As the size of a graph grows, the number of self-loops and

multiple edges is expected to decrease, but it is dependent on the properties of the degree

sequence.

The expected number of edges between two vertices in the configuration model is most

famously used in the modularity metric, though it is assumed that when L is sufficiently

large the ‘-1’ in the denominator can be ignored (see Definition 2.3.1) [63, 201]. Other

properties that can be calculated probabilistically using a configuration model are the ex-

pected clustering coefficient and expected assortativity coefficient [193, 202].

Many real-world networks are scale-free, with many low degree vertices and a few

vertices with very high degrees. In these cases, the configuration model tends to create

46



(a) Stubs of a complete graph with N = 4

(b) 100 random graphs built using the configuration model of a complete graph with N = 4

Figure 2.8: The configuration model (CM) can be used to generate randomized degree preserving
versions of a network, but resulting graph is a multigraph that may have self-loops and/or multiple
edges particularly for small and dense graphs. (a) Stubs of a complete graph with N = 4 (b) 100
random multigraphs built using the configuration model of a complete graph with N = 4

multiple edges amongst the highest degree vertices even if the network is large and sparse

[170]. For example, in 2004, Sergei Maslov, Kim Sneppen, and Alexei Zaliznyak showed

that for a network with 12,772 edges built from the internet, the two highest degree vertices

with kv = 1,458 and ku = 750 would have an expected 43.5 edges between them [163].

Unfortunately, creating a random graph without self-loops or multiple edges via the stubs

approach is difficult. Rejecting edges that would create self-loops or multiple edges could

lead to many edges not being able to be connected. Therefore, a different approach was

proposed by Sergei Maslov and Kim Sneppen in 2002 [162].

Given a network, rewired versions of the network can be created by randomly switching
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pairs of edges, so long as no multiple edges or self-loops are created. Specifically, in a

given iteration, suppose the edges (u1,v1) and (u2,v2) are selected, as shown in Figure

2.9. The edges (u1,v1) and (u2,v2) would be removed and replaced with edges (u1,v2)

and (u2,v1) so long as it would not create multiple edges or self-loops. This is repeated

a certain number of times, typically a multiple of the number of edges in the graph, for

example 100L times. Note that all graph generated using this approach and starting with a

complete graph will yield the same complete graph. If starting from a degree sequence and

not a network, a random graph is generated using the degree sequence for initialization.

While it is not possible to derive expected values of different properties for such a model,

it is often useful to generate a large sample of such graphs to understand characteristics of

random graphs with a specified degree sequence. For example, this technique is used to

determine if a network is a rich-club network (see Definition 2.2.13). It is also possible to

make additional constraints on the types of edges to select to ensure additional properties

exist in the resulting graphs [141, 163, 183, 290]. Graphs using the Maslov-Sneppen (MS)

method are often called rewired networks or MS graphs.

Figure 2.9: In one iteration of generating a Maslov-Sneppen (MS) rewired network, two edges are
selected at random. If switching the partners among the two edges would not create self-loops or
multiple edges, the partners are switched.
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2.5.2 Benchmark Graphs with Planted Partitions

A commonly agreed upon notion is that random graphs do not have community struc-

ture [19]. To understand community structure or build graphs to be used to evaluate the

performance of community detection algorithms, community structure needs to be part of

the network model. One approach is to plant partitions representing communities in a graph

based on a set of parameters, which will be discussed in this section.

The first benchmark for community detection was proposed by Michelle Girvan and

Mark Newman in 2002 [111], referred to as GN graphs. GN graphs consist of 128 vertices,

each with an average degree of 16, divided into four communities of 32 vertices each. The

amount of mixing between communities can be varied by modifying a parameter corre-

sponding to the conductance of the communities (see Definition 2.3.3) or mixing rate of

the vertices (see Definition 2.2.10). All vertices have equal degree and each community is

the same size, which is not a good proxy for real networks with community structure.

Proposed by Andrea Lancichinetti, Santo Fortunato, and Filippo Radicchi in 2008, LFR

graphs, generalize different aspects of the GN graphs to allow for different numbers of ver-

tices with degree distributions and community size distributions that can be right-skewed

as observed in many real-world networks [141]. To generate LFR graphs, users can spec-

ify the number of vertices N, the average degree 〈k〉, the maximum degree kmax, a degree

distribution scaling parameter γ , a community size distribution scaling parameter β , the

minimum and maximum community sizes, denoted as cmin and cmax respectively, and the

mixing parameter µ in order to perform controlled evaluations of algorithms. The degree

distribution and community size distribution are both assumed to follow power laws, with

exponents γ and β respectively. The mixing parameter µ is an average of the mixing rate

for all the vertices in the graph (see Definition 2.2.10), but as the size of the graph increases,

the standard deviation becomes small and most vertices have a mixing rate nearly equal to
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the set µ . Since the µ is the same for all vertices, this value is also equal to the conduc-

tance of each generated community (see Definition 2.3.3). Typically, µ is varied to study

performance under several mixing conditions. LFR networks are planted partition models

[102, 198], and it has additionally been shown that LFR networks are special versions of

degree-correlated stochastic block models [127].

An LFR graph is generated by first creating a degree sequence with the degree distribu-

tion scaling parameter γ that has an average degree 〈k〉 and maximum degree kmax. Then

the configuration model (see Subsection 2.5.1) is used to create a random graph with such a

degree sequence. Community sizes are then determined using the community size distribu-

tion scaling parameter β , cmin, and cmax. Vertices are initially homeless, then are assigned

to communities iteratively so long as the community size exceeds the internal degree of

the vertex. Once all vertices are assigned to a community, the network is rewired (See the

Maslov-Sneppen method in Subsection 2.5.1) such that the degrees of all vertices stay the

same, but the internal and external degrees are modified to match µ as best as possible.

2.5.3 Popularity×Similarity Graphs

The random graphs in Section 2.5.1 and graphs generated with the BA model [20]

do not explain the high level of clustering found in many real-world networks. In 2012,

Fragkiskos Papadopoulos, Maksim Kitsak, Ángeles Serrano, Marián Boguná, and Dmitri

Krioukov proposed a structural optimization growing network model that provides a pos-

sible explanation. Their model balances two competing values: popularity and similarity

[209]. The concept of popularity is the main force behind the preferential attachment mech-

anism – newer vertices added to a model prefer to connect to more popular vertices with

higher degree than less popular vertices with lower degree. Papadopoulos et al. introduce

another concept called similarity, which can be modeled using a measure like cosine simi-
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larity, to determine the angular distance of vertices randomly placed on a circle. Laying out

vertices in a circle is similar in concept to how a ring lattice graph is created [273]. Instead

of the vertices being laid out equi-distance apart, new vertices are added one by one at an

angular coordinate chosen uniformly at random, as shown in Figure 2.10a. Popularity can

be modeled by mapping birth time to a radial coordinate rt such that rt = lnNt where N is

the number of vertices in the final generated graph, making the oldest vertices more popular

than newer vertices as shown in Figure 2.10b. The result projects the vertices into a plane

instead of a circle, as shown in Figure 2.10c. In this scenario, optimizing between popu-

larity and similarity is simply analogous to finding the nearest neighbors using hyperbolic

distances where popularity is the radial coordinate and similarity is the angular coordinate.

Graphs generated using the Popularity Similarity Optimization (PSO) model are referred to

as Popularity×Similarity graphs or PSO graphs.

Papadopoulos et al. show that graphs generated using their model still provide an ex-

planation for scale-free networks, with different γ values able to be modelled by simulating

popularity fading in which older vertices lose popularity over time. Their networks are also

able to explain high levels of clustering, since similar vertices have many triadic closures

amongst their close neighbors. Varying levels of clustering can be introduced with a tem-

perature parameter T = [0,1), in which high temperatures allow for vertices to be randomly

connected to further away vertices. The two other important parameters of the model are

the number of vertices in the network, N, and a parameter equal to half the average degree

of a vertex, m = 〈k〉/2. An example Popularity×Similarity graph built using T = 0.1 is

shown in Figure 2.10d.

Instead of projecting to a circle, it would be possible to project to the unit sphere to al-

low for more complex similarity patterns between vertices. Distances on a unit sphere have

been studied for various applications [28, 92] and were investigated for the inverse problem

of finding angular coordinates of real-world networks [186, 189]. Preliminary investigates
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Figure 2.10: A small example Popularity×Similarity graph, (a) angular coordinates vs vertex
birth order (b) radial coordinates vs vertex birth order (c) angular and radial coordinates in R2 (d)
Standard graph layout.

of the inverse problem showed that projecting onto a unit sphere did not provide benefits

over projecting onto a unit circle for many real-world networks and generated graphs, al-

though this is an unfair assessment for the generated graphs since the Popularity×Similarity

graphs are generated using a 2D geometrical model. An example real-world network where

there is an improvement in 3D over 2D can be found in [186]. It would be interesting to

investigate the inverse problem for a Popularity×Similarity graphs that are generated using

a 3D geometrical model.

52



2.5.4 Popularity×Similarity Graphs with Community Structure

The vertices in Figure 2.10c are placed uniformly at random around a circle and any

perceived gaps are due to randomness. Therefore, except for random fluctations, the are

not angular regions containing groups of spatially close vertices that are more densely con-

nected between each other than with the rest of the graph. This means there is no specified

community structure in Popularity×Similarity graphs that could be used for community

detection or link prediction, where link prediction is a task of predicting the existence of an

edge between two vertices in a network. To mitigate this, in 2018, Alessandro Muscoloni

and Carlo Vittorio Cannistraci introduced a modification to the PSO model that samples an-

gular coordinates in a non-uniform way [185]. Specifically, the only modification between

the method proposed by Muscoloni and Cannistraci compared to the method proposed by

Papadopoulos et al. is how the angular coordinates are determined.

In the model proposed by Muscoloni and Cannistraci, the user is able to specify the

means in radians, standard deviations in radians, and mixing proportions of their desired

communities. This means that the user is able to specify the number of communities and

relative expected sizes of those communities. The parameters are used to generate a mix-

ture of Gaussians which can be randomly sampled to generate the angular coordinates. The

angular coordinates generated in Figure 2.11a were based on 5 equidistant means around

the circle with standard deviations equal to 1
6 ∗

2π

5 (where * represents scalar multiplca-

tion) and mixing proportions all equal to 1
5 . The radial coordinates in Figure 2.11b and

method for creating edges in Figure 2.11c are the same as in the method proposed by Pa-

padopoulos et al., but the resulting graph can be said to have community structure as seen

in Figure 2.11d. The internal edges in Figure 2.11d are in black while the external edges

are in orange. Otherwise, the colors in Figure 2.11 indicate which of the 5 communities a

vertex is assigned to. Graphs generated using the non-uniform Popularity Similarity Opti-
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Figure 2.11: A small example non-uniform Popularity×Similarity graph with 5 communities
equally spaced around a circle with equal proportions. Color (and shape in (d)) indicates the com-
munity of the vertex (a) angular coordinates vs vertex birth order (b) radial coordinates vs vertex
birth order (c) angular and radial coordinates in R2 (d) Standard graph layout with internal edges in
black and external edges in orange.

mization (nPSO) model can be referred to as Popularity×Similarity graphs with community

structure, non-uniform Popularity×Similarity graphs, or nPSO graphs.

It should be noted that researchers have shown that graphs generated using the original

PSO model with uniform sampling has shown to create graphs with inherent community

structure. Specifically, earlier this year, Bianka Kovács and Gergely Palla demonstrated

that graphs generated using the PSO model contain communities for a wide range of the

parameters by analyzing the modularity of communities detected on the resulting graphs
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using traditional methods like the Louvain method [136]. The random sampling can create

natural gaps causing angular separations that create community structure. The nPSO graphs

are still needed to test community detection, for ground truth purposes. It should be noted

that if the specified community sizes in the non-uniform Popularity×Similarity graphs are

large relative to the size of the graph, there may be natural inherent community structure

inside the defined communities due to random fluctuations. This could cause community

detection algorithms to detect more communities than specified by the model.
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Chapter 3: Semi-Local Link Cohesion Metrics for Networks Influenced

by Popularity×Similarity Optimization

3.1 Introduction

Network science became a field of study at the beginning of the 21st when modern

day tools, storage capacity, and ease of collaboration allowed researchers to study com-

mon patterns found in real-world complex networks across different domains [19]. One

common pattern that many networks seem to have is community structure, meaning a net-

work can be partitioned in a way that the partitions, called communities, are more densely

connected within than between [111]. Knowing the community structure of a network can

provide valuable insights: for social networks, communities might represent groups that

share a high level of mutual trust or could provide insights on how information or viruses

are spread; for the world wide web, communities could provide topical categorizations of

web pages; in connectomes, communities may provide insights on how the brain functions

[199]. That said, the communities in a network have to be detected which can be a challeng-

ing task [100]. Most real-world networks do not have reliable meta-data that corresponds to

the underlying structure of the network [123, 215], therefore generated benchmark graphs

where the community structure is defined are important for testing the performance of com-

munity detection algorithms [102].

The earliest generated benchmark graphs for community detection in network science

were proposed by Michelle Girvan and Mark Newman in 2002 [111], called GN graphs.
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GN graphs consist of 128 vertices with equal degrees broken into four equal sized com-

munities (see Subsection 2.5.2 for more details about GN graphs). In 2008, Andrea Lanci-

chinetti, Santo Fortunato, and Filippo Radicchi proposed a new benchmark that generalizes

different aspects of the GN graphs to allow for different numbers of vertices with degree

distributions and community size distributions that can be right-skewed as observed in

many real-world networks [141]. Both the degree distributions and community size distri-

butions in these LFR graphs are created artificially and many other patterns found in real-

world networks such as higher than random clustering, small-worldness, scale-freeness,

and rich-clubness are only observed in LFR graphs due the planted structure (see Subsec-

tion 2.5.2 for more details about LFR graphs). That said, methods for community detec-

tion are often compared based on their performance on LFR graphs [30, 102, 131, 176,

283, 286]. In 2018, a new type of benchmark for community detection was proposed by

Alessandro Muscoloni and Carlo Vittorio Cannistraci where many of the observed patterns

of real-world networks come naturally based on how the graphs are generated [185]. These

benchmark graphs are build off of a growing network model proposed by Fragkiskos Pa-

padopoulos, Maksim Kitsak, Ángeles Serrano, Marián Boguná, and Dmitri Krioukov in

2012 that optimizes connections of new edges between competing notions of attractive-

ness: popularity and similarity [209]. In the Popularity×Similarity Optimization (PSO)

model, vertices are projected such that a radial coordinate corresponds to the popularity

of a vertex and an angular coordinate corresponds to the similarity between vertices. As

newer and increasingly less popular vertices are added to the growing graph uniformly at

random across angular coordinates, hyperbolic distances are used to determine connec-

tions to older vertices (see Subsection 2.5.3 for more details about the PSO model). The

benchmark graphs proposed by Muscoloni and Cannistraci, called nPSO graphs, add non-

uniform distributions for angular coordinates to be drawn from yielding a new notion of

community structure (see Subsection 2.5.4 for more details about nPSO graphs).
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nPSO graphs seem like they should have community structure similar to what is found

in real-world networks based on how they are generated, but even somewhat trivial graphs

built using the benchmark have communities that do not fit the conventional paradigm. For

example, the partition generated using the ground truth communities of the unweighted

graph in Figure 1.1b (also shown in Figure 2.11d) would not be considered proper com-

munity structure based on the criteria in Definition 2.2.9. In this chapter, we provide an

example of why it is important to study nPSO graphs based on their ability to create pat-

terns observed real-world networks that LFR graphs are not able to create. We additional

show that a recently proposed link cohesion metric [239] is able to improve the communi-

ties detected by traditional algorithms in nPSO graphs when used as a pre-weighting step

and demonstrate that the deterministic link cohesion metric computation is scalable and

easily parallelizable.

The link cohesion metric was originally introduced by Cetin Savkli, Amanda Galante,

Jonathan Cohen and myself in 2019 to create informative simplified graphs of highly con-

nected networks for both visualization purposes and to be used to detect cohesive sub-

graphs, specifically trusses (see Definition 2.2.11), that highlight important groups of ver-

tices that are amongst the most densely connected in a network [239]. The idea for the

metric and for creating simplified graphs was proposed by Savkli, who also wrote the ini-

tial implementation in Java. I created the experimental platform for evaluation on LFR

graphs and comparison to a baseline algorithm and conducted the experiments. Galante

wrote the original paper and helped choose which parameters to use for evaluation. Cohen

provided insights used to determine the final form of the metric found in the original pa-

per and suggested its name. At the conference where the paper was presented, Cannistraci

suggested I use nPSO graphs as a benchmark in addition to the LFR graphs, leading to this

additional research. Wojciech Czaja suggested that the link cohesion metric and related

terms should be formalized with mathematical definitions. For this research, I reintroduce
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the link cohesion metric with more formal definitions and reimplement the metric using

a different approach, enabling it to scale to much larger graphs. The new implementa-

tion is written in R, which allows for easier evaluation with various traditional community

detection algorithms.

3.2 Motivation for Studying Popularity×Similarity Graphs (nPSO Graphs)

SNAP datasets (the Stanford Large Network Dataset Collection) [148] contains a large

number of networks, but only one network has non-overlapping ground truth communi-

ties, specifically, the email-Eu-core network has 1,005 vertices, 25,571 edges, and 42 non-

overlapping communities of varying sizes. The network was generated using email data

from a large European research institution where only internal emails were considered,

whereas the original dataset also contained emails between members of the institution and

people outside the institution. Each vertex in the email-Eu-core network represents a mem-

ber of the research institution and an edge exists if the two members sent an email back

and forth to each other over an 18 month period of time. The ground truth communities

correspond to the department an individual belongs to. The original purpose of the dataset

was not for community detection, but to study how networks grow over time [147]. The

network was first used with its communities denoted in a paper by the original author a

decade later to study local graph clustering [284]. The nature of the dataset makes it a good

candidate for community analysis because it seems plausible that the department structure

of the research institution would lead to groups in the network that are more densely con-

nected within than between. While the original network is directed with self-loops, for

community detection purposes a simple graph version (see Definition 2.1.3), GEU , is made

resulting in 1,005 vertices and 16,064 edges. Additional graph-level metrics of GEU can

be found in Table 3.1. The degree distribution of GEU and related plots can be found in
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Figure 3.1. The rich-club coefficient plots of GEU with a comparison to the null models

can be found in Figure 3.2. Figure 3.3 contains plots related to the community structure

of GEU . See Chapter 2 for related definitions. Note that distances for GEU are based on

the largest connected component (see Definition 2.1.15) which contains all but 19 isolated

vertices (see Definition 2.1.7).

Table 3.1: Graph-level metrics for the simplified email-Eu-core network, GEU , and for the
best LFR graph, GLFR, and best nPSO graph, GnPSO, each chosen out of an ensemble of
1,000 generated using parameters similar to GEU . See Chapter 2 for related definitions.

Graph-level Metrics GEU GLFR GnPSO
Size of Graph 1005 1000 1000

Number of Edges in the Graph 16,064 15,273 15,864
Density of the Graph 0.064 0.061 0.064

Average Degree 32 31 32
Minimum Degree 0 17 16
Maximum Degree 345 228 361

Assortativity -0.026 -0.002 -0.045
Characteristic Path Length 2.584 2.379 2.445

Average Local Clustering Coefficient 0.450 0.176 0.439
Global Clustering Coefficient 0.267 0.134 0.224

Rich-Clubness (p-value) 0.000 0.000 0.000
Number of Communities 42 41 42

Minimum Community Size 1 11 5
Max Community Size 109 109 95

There are a few reasons one might want to find benchmark graphs similar to GEU . First,

ground truth communities in real-world networks are based off of meta-data that are only

a proxy for the underlying structure of the network [123, 215]. Finding a benchmark that

creates similar structural patterns provides evidence that the ground truth has some merit.

Second, once a benchmark similar to a real-world network is found, understanding the

performance of different community detection approaches on the benchmark graphs can be

used to determine how well the approaches might work on the real-world network. Lastly,

developing algorithms that work well on a single network is not necessarily helpful – by
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(g) GEU hop plot
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(h) GLFR hop plot
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(i) GnPSO hop plot

Figure 3.1: Degree distribution and related plots (see Figure 2.4 for more details) for the simplified
email-Eu-core network, GEU , and for the best LFR graph, GLFR, and best nPSO graph, GnPSO, each
chosen out of an ensemble of 1,000 generated using parameters similar to GEU . First row contains
the degree distributions, second row contains the degree CDFs, third row contains the hop plots.
First column are plots corresponding to GEU , second column are plots corresponding to GLFR , third
column are plots corresponding to GnPSO. The hop plots of GLFR and GnPSO stop at h = 4 because
the fraction of vertices within 4-hops reaches 1.0 in both cases.

generalizing to a set of benchmark graphs, new approaches can be more broadly understood

on when they should be used.
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(c) GnPSO rich-club coefficients

Figure 3.2: Rich-club coefficient plots (see Definition refdef:rcpval and Figure 2.7 for more details)
for the simplified email-Eu-core network, GEU , and for the best LFR graph, GLFR, and best nPSO
graph, GnPSO, each chosen out of an ensemble of 1,000 generated using parameters similar to GEU .
(a) Rich-club coefficients for GEU (b) Rich-club coefficients for GLFR (c) Rich-club coefficients for
GnPSO

The goal of creating benchmark graphs similar to GEU is not to find graphs that match

GEU exactly. The fact that GEU has 1,005 vertices does not need to be matched exactly,

since 19 of those vertices are isolated vertices that would not be reflected in a benchmark

anyhow. Additionally, 3 of the 42 communities in GEU have less than 3 vertices which is

specifically avoided in the benchmark graphs.
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Figure 3.3: Community related plots for the simplified email-Eu-core network, GEU , and for the
best LFR graph, GLFR, and best nPSO graph, GnPSO, each chosen out of an ensemble of 1,000 gen-
erated using parameters similar to GEU . First row contains the mixing rates (see Definition 2.2.10)
for each vertex, second row contains the conductance (see Definition 2.3.3) of each community,
third row contains the internal edge density (see Definition 2.3.3) of each community. First column
are plots corresponding to GEU , second column are plots corresponding to GLFR , third column are
plots corresponding to GnPSO.

An attempt is first made to create LFR graphs similar to GEU with an emphasis placed

on getting the most similar maximum degree vertices with the correct number of communi-
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ties. To generate LFR graphs, users can specify a number of parameters controlling the size

of the network, the degree distribution, and the community size distribution. To obtain LFR

graphs similar to GEU , called LFR EU, the number of vertices was set to N = 1,000, the

average degree was set to 〈k〉= 32, the maximum degree was set to kmax = 345, the degree

distribution scaling parameter was set to γ = 2, the community size distribution scaling pa-

rameter was set to β = 1.5, the minimum and maximum number of communities were set

to cmin = 3 and cmax = 109 respectively, and the mixing parameter was set to µ = .55. With

LFR graphs, differing numbers of communities are made for each realization. Because a

high degree vertex cannot be placed in a community unless its internal degree is less than

the community size, it is difficult for this particular set of parameters to create the smaller

community sizes that would be needed to get up to 42 communities. γ = 2 is used, yielding

an instance that contained 41 communities whereas using γ = 3 only ever produced a much

smaller number of communities. Out of an ensemble of 1,000 LFR graphs with the stated

parameters used, the graph with the greatest number of communities and highest degree is

considered the best LFR graph, GLFR, for the sole purpose of creating plots and metrics for

comparison to GEU .

Unlike LFR graphs, nPSO graphs allow the user to set the number of communities but

the maximum degree of a graph is determined by the growing model and is dependent on

parameters m and γ . To obtain nPSO graphs similar to GEU , called nPSO EU, the number

of vertices was set to N = 1,000, the parameter equal to half the average degree of a vertex

is set to m = 16, and 42 equidistant means around the circle are set with standard deviations

equal to 1
6 ∗

2π

42 (where * represents scalar multiplication). The mixing proportions are used

to create unequal sized communities, specifically, the proportions are set using a power

law with exponent β = 2.6. An additional condition is made that all communities in a

generated nPSO graph must have at least 3 vertices. A temperature of T = 0.3 is used to

create similar clustering and the degree distribution scaling parameter is set to γ = 3 for the

64



nPSO graphs so that maximum degree in each benchmark graph is similar to GEU whereas

setting γ = 2 creates vertices with much larger maximum degrees. Out of an ensemble of

1,000 nPSO graphs with the stated parameters used, the graph with the lowest maximum

degree is considered the best nPSO graph, GnPSO, for the sole purpose of creating plots and

metrics for comparison to GEU .

Structural details about GLFR and GnPSO can be found in Table 3.1 and Figures 3.1,

3.2, and 3.3. While a number of graph-level and vertex-level metrics similar to GEU can

be incorporated into either type of benchmark graphs, a major difference is seen in the

characteristics of the communities. The mixing rate (see Definition 2.2.10) for each vertex

and the conductance (see Definition 2.3.3) of each community in GLFR are quite uniform,

whereas in the real-world network these values can vary quite significantly. Low degree

vertices are often connected to high degree vertices outside of their community in GEU ,

leading to the wide ranges of mixing rates for these vertices and high conductance values for

smaller communities. This is expected in networks with hierarchical structure, discussed

by Erzsébet Ravasz and Albert Barabási in 2003 [228] and further analyzed by Sara Nadiv

Soffer and Alexei Vázquez in 2005 [253].

Claim 3.2.1. (CS) nPSO benchmark graphs are able to generate graphs with hierarchi-

cal community structure (see Figures 3.3a, 3.3d, 3.3c, and 3.3f) whereas LFR benchmark

graphs cannot (see Figure 3.3b and 3.3e), leading to community structure much more simi-

lar to certain real-world networks. For example, the benchmark nPSO EU described above

is a relatively good approximation of GEU , a simplified version of the email-Eu-core net-

work from SNAP datasets [148].

nPSO graphs do not have community structure similar to the conventional paradigm.

For example, the partition generated using the ground truth communities of the unweighted

graph in Figure 2.11d would not be considered proper community structure based on the
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criteria in Definition 2.2.9. Modularity (see Definition 2.3.1) is a measure often used to

assess a partitioning of a network into communities where, for an unweighted network, the

fraction of edges that fall within the communities is compared to what would be expected

in a randomized degree-preserving multigraph (see Definition 2.5.1). Small communities

with high conductance (see Definition 2.3.3) have a large fraction of their edges falling

outside their communities – if a network is unweighted, these communities may negatively

contribute to the modularity score. Modularity maximization is one of the most common

techniques in density centric community detection, used by the popular Louvain method

(see Subsection 2.3.1).

Claim 3.2.2. (CS) Without proper weighting, community detection algorithms that max-

imize modularity are at risk of not being able to resolve smaller communities which can

have high conductance in nPSO graphs (see Figure 3.3d) and similarly networks influenced

by Popularity×Similarity optimization (see Figure 3.3e).

In this chapter, the benefits of pre-weighting networks influenced by Popularity×Similarity

optimization with the link cohesion metric proposed in [239] in order to mitigate these

problems are analyzed.

3.3 Related Work

While there have been a large number of studies on the performance of community de-

tection algorithms on LFR graphs [30, 102, 131, 176, 283, 286], less research has been con-

ducted on studying the performance of community detection algorithms on nPSO graphs.

This is in large part due to the fact that nPSO graphs were proposed only a few years ago,

in 2018. In the paper that introduced this new benchmark, an initial glimpse at the de-

tectability of its ground truth communities was conducted by analyzing the NMI of the

detected communities using the Louvain method for a variety of parameter settings. A
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follow-up study was published the same year by Alessandro Muscoloni and Carlo Vitto-

rio Cannistraci where the performance of the Louvain method was compared to Infomap,

Walktrap, and Label Prop in a variety of parameter settings [184] (see Subsections 2.3.1

and 2.3.3 for more details about these methods). Additionally, the performance of these

algorithms on the unweighted nPSO graphs are compared to the nPSO graphs weighted

using the inverse hyperbolic distances described in [189]. The process of finding inverse

hyperbolic distances involves a number of steps, the first among them is to pre-weight the

network with either local or global structural metrics. The focus of this chapter is to ana-

lyze local, semi-local, and global structural metrics (see Definition 2.3.2) that can improve

the communities detected by traditional algorithms. The results in this chapter may lead to

a better pre-weighting approach that can be used in the initial step of finding inverse hy-

perbolic distances as well. The inverse hyperbolic distances are used to weight real-world

networks with performance improvement demonstrated for the Louvain method, Infomap,

Label Prop and Walktrap in [189]. Some research into new types of community detection

algorithms for nPSO graphs has also been investigated, such as greedy routing techniques

[47, 98, 187], Markov clustering [91], and self-adapting switching [271].

A wide range of local, semi-local, and global edge metrics (see Definition 2.3.2) have

been proposed to improve the communities detected by traditional algorithms, mostly

tested on LFR graphs. These are discussed in Subsection 2.3.2.

3.4 Inversely Proportional Link Cohesion

A new type of metric was introduced in [239] called link cohesion.

Definition 3.4.1. Link cohesion is a type of metric used to assess how supported an edge is

relative to other edges, accounting for nearby alternate paths and associated vertex degrees.

One benefit of link cohesion metrics is that they are semi-local (see Definition 2.3.2)
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by design, whereas many other metrics are either local or global. Prior to formalizing the

precise definition of the link cohesion metric introduced in [239], definitions related to

alternate paths will be introduced. Note that all graphs are assumed to be simple graphs

(see Definition 2.1.3).

Definition 3.4.2. Let G= (V,E) be a graph with u,v∈V and let h∈Z+. The set containing

all nh ∈ Z0+ simple paths of length h, also called h-hop simple paths, between u and v is

defined as

Shuv = {(u,z1
1, ...,z

1
h−1,v),(u,z

2
1, ...,z

2
h−1,v), ...(u,z

nh
1 , ...,znh

h−1,v)}, (3.1)

where u and v are called the seed vertices and zi
j for i = 1, ..,nh and j = 1, ..,h−1 are the

intermediate vertices in the simple paths of length h between the seed vertices.

Simple paths were defined in Definition 2.1.18. Additionally, recall that connected

vertices are defined in Definition 2.1.8.

Definition 3.4.3. Let G = (V,E) be a graph with u,v∈V . Simple paths of length 2 or more

between connected seed vertices u and v are considered alternate paths of the edge (u,v).

If the length of a simple path is equal to 2 or 3 it is considered a nearby alternate path.

Although Definition 3.4.2 is generalized for simple paths of any length, 1-hop, 2-hop,

and 3-hop simple paths will be analyzed closer.

Definition 3.4.4. Let G = (V,E) be a graph with u,v ∈ V . There is n1 = 1 1-hop simple

path between any connected vertices u and v. Therefore, the set containing all 1-hop simple

paths between connected vertices u and v can be defined as

S1uv = {(u,v)}. (3.2)
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Note that there are no intermediate vertices in S1uv.

Definition 3.4.5. Let G = (V,E) be a graph with u,v ∈V . Given there are n2 ∈ Z0+ 2-hop

simple paths between vertices u and v and given li = zi
1, the set containing all 2-hop simple

paths between u and v is defined as

S2uv = {(u, l1,v),(u, l2,v), ...,(u, ln2,v)}. (3.3)

Note that if n2 = 0, then S2uv = {}.

Definition 3.4.6. Let G = (V,E) be a graph with u,v ∈V . Given there are n3 ∈ Z0+ 3-hop

simple paths between vertices u and v and given si = zi
1, ti = zi

2, the set containing all 3-hop

simple paths between u and v is defined as

S3uv = {(u,s1, t2,v),(u,s2, t2,v), ...,(u,sn3, tn3,v)}. (3.4)

Note that if n3 = 0, then S3uv = {}.

Figure 3.4 provides an example of connected seed vertices u and v with all of the 1-hop,

2-hop, and 3-hop simple paths connecting u and v delineated. The 2-hop and 3-hop simple

paths are considered nearby alternate paths of the edge (u,v). Note that 2-hop simple paths

between connected seed vertices create triangles and 3-hop simple paths between connected

seed vertices create rectangles (see Definition 2.1.19).

One way to measure the cohesiveness of an edge (u,v) is to weight it inversely pro-

portional to number of edges that the vertices u and v are expected to have in a random

degree-preserving multigraph (see Definition 2.5.1). This well-known value, kukv/(2L−1)

where ku is equal to the degree of vertex u and L is the number of edges in the graph, is

used in a number of equations including modularity (see Definition 2.3.1 and note that the

term is approximated as kukv/2L).
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Figure 3.4: Delineation of all 1-hop, 2-hop, and 3-hop simple paths between two seed vertices.

Claim 3.4.7. Edges that have a higher expected number of edges in a random degree-

preserving multigraph are less likely to be an indication of cohesiveness [239]. This can

be extended to measure the cohesiveness of alternate 2-hop, 3-hop, and other higher order

simple paths by weighting each edge of a simple path independently in the same way and

multiplying the values together.

While technically the edges are not independent, accounting for the dependency could

cause the inverse estimated number of edges to be undefined which is not desirable. Raw
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scores for an edge created using these concepts are not meaningful unless they are assessed

relative to the scores of other edges in the graph, therefore, the weights are normalized to

the interval [0,1). An additional benefit of normalizing the weights between [0,1) is that

weights computed taking different simple path lengths into account can be combined into

a single metric.

Definition 3.4.8. Let G = (V,E) be a graph with L = |E|, let h∈Z+, and let Shuv be the set

of all h-hop simple paths between vertices u,v ∈ V . The raw Inversely Proportional Link

Cohesion weights involving h-hop simple paths, which can be referred to as the raw Sh

Inversely Proportional Link Cohesion weights, are defined as

rInvPrLinkCo Sh(u,v) =


1

ku∗kv
∑

z1,...,zh−1∈Shuv

1
ku∗kv∗(kz1∗...∗kzh−1)

2 if u,v ∈V,

0 otherwise,
(3.5)

where z1, ...,zh−1 are the intermediate vertices of Shuv and * represents scalar multiplica-

tion. Since there are no intermediate vertices in S1uv, the default sum is defined equal to

1. If the set of simple paths Shuv is empty, the default sum is defined to equal 0. The aver-

age raw Inversely Proportional Link Cohesion weight involving h-hop simple paths, which

can be referred to as the average raw Sh Inversely Proportional Link Cohesion weights, is

defined as

µrInvPrLinkCo Sh =
1

2L ∑
u,v∈V

rInvPrLinkCo Sh(u,v). (3.6)

The normalized Inversely Proportional Link Cohesion weights involving h-hop simple

paths, which can be referred to as the Sh Inversely Proportional Link Cohesion weights,

are defined as

InvPrLinkCo Sh(u,v) =
rInvPrLinkCo Sh(u,v)

µrInvPrLinkCo Sh + rInvPrLinkCo Sh(u,v)
. (3.7)

71



Inversely Proportional Link Cohesion is defined as

InvPrLinkCo(u,v) =
1
2

InvPrLinkCo S2(u,v)+
1
2

InvPrLinkCo S3(u,v)+ ε, (3.8)

where ε is equal to machine epsilon.

The final form of Inversely Proportional Link Cohesion is different than what was pro-

posed in [239] in that it only takes into account 2-hop simple paths with

rInvPrLinkCo S2(u,v) =
1

(kukv)2 ∑
l∈S2uv

1
k2

1
(3.9)

for connected seed vertices and 3-hop simple paths with

rInvPrLinkCo S3(u,v) =
1

(kukv)2 ∑
s,t∈S3uv

1
(kskt)2 (3.10)

for connected seed vertices, leaving out 1-hop simple paths between connected seed ver-

tices. After further analysis, it seems the current proposed definition has some further ben-

efits over the former. Since 1-hop simple paths have no intermediate vertices, connected

vertices u and v would have raw S1 Inversely Proportional Link Cohesion weights equal to

rInvPrLinkCo S1(u,v) =
1

kukv
. (3.11)

This term is already taken into account when calculating Inversely Proportional Link

Cohesion for simple paths of higher order. A benefit of not including the 1-hop simple paths

is that vertices not connected by any 2-hop or 3-hop alternate paths will have a score equal

to ε . While this may not be ideal in some networks, for social networks it can provide valu-

able insights as a person that is not connected to any friends or friends of friends of another

person is not likely to be members of the same community even if the two people are con-
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nected. Additional benefits discussed in Subsection 4.6.2 are also relevant here. Subsection

4.6.8 contains an analysis of a network that has some vertices that are only connected to

other vertices without nearby alternate paths. The benefit of taking both 2-hop simple paths

and 3-hop simple paths into account is analyzed in Subsection 3.7.2 and Subsection 4.6.7.

Higher order simple paths are not taken into account because the computational complex-

ity increases and the benefit added is not expected to be much. For social networks, higher

order simple paths get increasingly less meaningful as the characteristic path length (see

Definition 2.1.17) is often relatively small. Larger characteristic path lengths may indicate

that using higher order cycles would be beneficial, observing the corresponding hop plot

may provide better insights (see Figure 2.4c as an example).

Claim 3.4.9. Because it takes both the edge connected seed vertices into account along

with edges in nearby alternate paths (see Equations 3.5 and 3.8), Inversely Proportional

Link Cohesion is one way of measuring the strength of an edge based on the cycles it is

part of.

A number of researchers have found triangles, rectangles, and cycles of higher order

occur more frequently within communities than between [30, 176, 222, 250, 267]. That

said, triangles and rectangles commonly occur amongst the highest degree vertices in nPSO

graphs and networks influenced by Popularity×Similarity optimization, but these vertices

are often spread across all the communities which conflicts with the previous statement.

The prevalence of triangles and rectangles amongst the highest degree vertices in nPSO

graphs are due to the popularity optimization causing rich-clubness (see Definition 2.2.13)

[185]. That does not imply that analyzing cycles is not beneficial in nPSO graphs – rela-

tively more cycles will occur amongst higher degree vertices that are part of the same com-

munity and cycles that occur amongst lower degree vertices typically only occur within

communities due to the similarity optimization. Inversely Proportional Link Cohesion
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would give higher weight to the cycles involving low degree vertices and less weight to

cycles involving high degree vertices as would be desired. Vertices that happen to be con-

nected but are not involved in any cycles would have a weight equal to ε to mark it as

an edge but not give preference to it for community detection purposes. Other weighting

techniques that take cycles into account do not take the degrees of all the vertices involved

in the cycles into account the way that Inversely Proportional Link Cohesion does.

Figure 3.5: Four examples of connected seed vertices with 2-hop alternate paths highlighted. In-
versely Proportional Link Cohesion would give the largest weight to the edge connecting the seed
vertices in Example 3 and the lowest weight to the edge connecting the seed vertices in Example 1.
The edges connecting seed vertices in Examples 2 and 4 would have weights in between.

Consider the four examples in Figure 3.5. All seed vertices are connected by an edge

and connected by 3 additional 2-hop simple paths. In Example 1, the seed vertices are
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both high degree vertices connected by other high degree vertices, which would obtain a

relatively small Inversely Proportional Link Cohesion weight. While it is possible that these

seed vertices are part of the same community, they may just be connected because of their

popularity if they are influenced by Popularity×Similarity optimization. In Example 2, the

seed vertices have the same degrees as the seed vertices in Example 1, but are connected

by other lower degree vertices. Relative to Example 1, it would seem more likely that

the seed vertices in Example 2 are part of the same community. In Example 3, the seed

vertices are both low degree vertices connected by other low degree vertices. While it is

possible that these seed vertices are part of different communities, it seems more likely

that they are part of the same community due to their similarity if they are influenced by

Popularity×Similarity optimization. In Example 4, the seed vertices have the same degrees

as the seed vertices in Example 3, but are connected by other high degree vertices. It is less

likely that the seed vertices in Example 4 are part of the same community compared to the

seed vertices in Example 3, though it is still possible.

Claim 3.4.10. (CS) Inversely Proportional Link Cohesion weights provide relatively larger

scores to edges that connect low degree vertices more likely to be connected in an nPSO

graph due to their similarity and relatively smaller scores to edges that connect high degree

vertices more likely to be connected in an nPSO graph due to their popularity as expected,

assuming they are from the same graph.

All of the comparisons are relative – if the average degree in the graph that these ex-

amples came from is 60, all vertices in these examples would have degrees on the lower

end compared to the rest of the graph, meaning all may be indicative that the seed ver-

tices are part of the same community. Because of this, normalization is important for more

meaningful scores.
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3.5 Maximum Density Core (MDCore)

When link cohesion metrics and the now named Inversely Proportional Link Cohesion

metric were introduced, the link cohesion metric was used to create a simplified graph

called MDCore.

Definition 3.5.1. Let G = (V,E,LinkCo) be a graph weighted by a link cohesion metric,

abbreviated as LinkCo. Let N>0 represent the number of vertices with degree greater than

0 and LinkCo represent the average link cohesion score for the remaining edges. Link

cohesion density is defined as

ρ = N>0 ∗LinkCo, (3.12)

where * represents scalar multiplication. The Maximum Density Core MDCore is a sub-

graph of G obtained by removing edges in G starting with the weakest LinkCo weight,

computing the ρ after each edge is removed, until all edges are removed. The vertices in G

and edges that are included when the link cohesion density, ρ , is maximized is called the

MDCore of G.

The link cohesion metric does not need to be recalculated during the pruning process

since they are informed by the original graph. An example of MDCore pruning algorithm

on a random graph is shown in Figure 3.6. Figure 3.6a shows the link cohesion density as a

function of the number of weakest edges removed, with the maximum density marked with

a red vertical line. Figure 3.6b is the random graph used in Figure 3.6a and Figure 3.6c is

the resulting MDCore of the random graph.

The simplified MDCore of the random graph is much easier to visualize than the ran-

dom graph itself, with only 12% of the vertices that are in its supergraph. There is not

any obvious community structure in the random graph, unlike in the other examples where

MDCore is used in this dissertation that show clear community structure, specifically in
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(a) Maximum Density Core(MDCore) pruning algorithm on a random graph

(b) The random graph: MS graph (see
Subsection 2.5.1) of the graph in Figure 3.19a

(c) MDCore of the random graph with
vertices sized by the degrees in the supergraph

Figure 3.6: Maximum Density Core(MDCore) pruning algorithm on a random graph. (a) Link
cohesion density ρ as a function of the number of weakest edges removed to demonstrate the max-
imum density pruning algorithm. (b) The random graph used in the MDCore pruning algorithm
example (c) The resulting MDCore with vertices sized by the degrees in the supergraph.

Figures 3.19c, 3.21c, and 4.28c.

Claim 3.5.2. (CS) The MDCore of a graph can be used as a tool to determine if the graph

has community structure (see Figures 3.19c, 3.21c, and 4.28c) or not (see Figure 3.6c).

Determining that there is not obvious community structure was not possible in the un-

simplified graph, as Figure 3.6b and Figure 3.19a look very similar without the pruning.

The benefit of MDCore was originally shown based on the ability to find meaningful co-

hesive subgraphs, specifically trusses (see Definition 2.2.11), in the simplified graph which
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was not possible in highly conneced graphs otherwise [238].

Although it is out of the scope of the dissertation, it has been observed that creating an

MDCore with InvPrLinkCo weights on nPSO graphs often separates communities into dif-

ferent connected components due to the consistent patterns generated by the nPSO model.

Similarly, it has been observed that creating an MDCore with LoCoLinkCo weights on

LFR graphs often separates communities into different connected components due to the

consistent patterns generated by the planted partition model. On real-world nerworks, MD-

Core has been observed to look more like Figures 3.19c, 3.21c, and 4.28c. MDCore works

best on large networks or networks that are highly connected, which, as will be seen in

Subsection 3.7.5 and Subsection 4.6.6, it is also when the link cohesion metrics provide the

most benefit when used as a pre-weighting step for community detection.

3.6 Implementation and Experimental Setup

To calculate the deterministic Inversely Proportional Link Cohesion weights for a par-

ticular graph, a simple approach was used as a proof of concept, though a number of tech-

niques could be used to create much faster implementations. To compute Inversely Pro-

portional Link Cohesion for a particular edge, an approach similar to depth first search is

used to loop through the neighbors of the seed vertex with fewer neighbors to find simple

paths between connected seed vertices. When a path is found, the degrees are used to add

to the metric. The computational complexity of computing all edge weights is O(N) for

extremely sparse networks (which are often assumed in network science [199], see Defini-

tion 2.2.2) with a constant term equal to 〈k〉2 where 〈k〉 represents the average degree of the

network, defined to be constant as the size of extremely sparse networks grow. Note that if

only S2 weights are calculated, the constant term is equal to 〈k〉 as implemented, and more

specifically incorporating paths of length h would have a constant term equal to 〈k〉h−1. The
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algorithm is also easily parallelizable, as each edge can be computed independently with

semi-local information. The original implementation used matrix multiplies with special

attention paid to ensure no circular loops between pairs of vertices were included. While

fast and efficient for smaller sized networks, the approach does not scale to larger networks

with tens of thousands or more vertices.

The Inversely Proportional Link Cohesion computation was written in R to leverage the

community detection algorithms written in the igraph package [75]. The nPSO benchmark

graphs are written in Matlab [185], so the matlabr package is utilized to run blocks of Mat-

lab code [181]. The LFR benchmark graphs are written in c++ and are called by invoking

a system command [141]. The future.apply package is used for parallelization [29]. All

baseline weighting metrics are also written in R, parallelizing when possible. RNBRW is a

different type of parallelization requiring the doParallel [116] and foreach [117] packages.

All experiments were run on MacBook Pro laptops, either on my old laptop with a 2.9

GHz Quad-Core Intel Core i7 Processor and 16 GB of memory, a loaner laptop when my

old laptop had problems which had a 2.9 GHz Dual-Core Intel Core i7 Processor and 16

GB of RAM, or my new laptop with a 2.4 GHz 8-Core Intel Core i9 Processor with 64 GB

of RAM.

3.7 Results

Inversely Proportional Link Cohesion (InvPrLinkCo) introduced in this chapter (see

Definition 3.4.8) will be compared against several baseline pre-weighting methods, listed

in Table 3.2. Local Community Link Cohesion (LoCoLinkCo) introduced in the next chap-

ter (see Definition 4.4.7) will also be used for comparison purposes. Some cycle-based

methods are more computationally expensive even when parallelized, so a comparison to

cycle-based baseline methods will be completed separately from the other methods with
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a more narrow focus. The baseline pre-weighting methods were initially introduced in

Subsection 2.3.2.

Table 3.2: Baseline pre-weighting methods used for community detection with the type
designating if it is a local, semi-local, or global metric (see Definition 2.3.2). Also included
is a short description and a reference to the paper initially introducing the method. A
‘◦’ symbol in the type column highlights methods that are cycle-based. Methods were
originally introduced in Subsection 2.3.2.

Name Type Description Initital Paper
CN Ratio Local Percentage of common neighbor vertices [130]

RA2 Local A repulsion attraction rule [189]
Modified ECC Local◦ Modified edge clustering coefficient [222]
NeighborCo Semi-Local◦ Neighborhood coherence [30]
SimRank3 Semi-Local Truncated SimRank after 3 iterations [286]
RNBRW Global◦ Renewal non-backtracking random walks [176]

Khadivi et al. Global ‘Inverse EB’ multiplied by ‘CN Ratio’ [131]
Inverse EB Global Normalized inverse edge betweenness [111, 131]

The main community detection algorithm used will the Louvain method, but other

community detection methods are used to understand the benefits of pre-weighting with

InvPrLinkCo for a wider range of algorithms. All of the community detection methods can

be found in Table 3.3, which were originally introduced in Section 2.3.

Table 3.3: Community detection methods used on weighted and unweighted graphs. Meth-
ods were originally introduced in Section 2.3.

Name Description Initital Paper
Louvain method Heuristic method that maximizes modularity [34]

Fast Greedy Agglomerative hierarchical clustering that maximizes modularity [63]
Label Prop Heuristic method that propagates labels until a steady state is reached [223]

Infomap Method that minimizes the description length of a random walk [232]
Walktrap Method assuming that short random walks stay inside a community [218]
HSBM Hierarchical Stochastic Block Models [159]

Because ground truth is avaliable for all of the benchmark graphs and GEU , the re-

sults are presented as normalized mutual information, abbreviated as NMI (see Definition

2.3.4), and community count error, abbreviated as CCE (see Definition 2.3.5). Results
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are summarized from 30 random repetitions. When comparing against non-cycle-based

methods, mean values are plotted with 95% confidence intervals, assuming normal distri-

butions. When comparing against cycle-based methods, boxplots are shown. The baseline

pre-weighting methods, community detection methods, and evaluations metrics will also

be used in the next chapter.

3.7.1 Benchmark nPSO Graphs

In addition to the parameters for nPSO graphs introduced in Section 3.2, which will

be referred to as nPSO EU, the benchmark graphs used in [184] will be used to motivate

using a combined S2 and S3 weight. Specifically, nPSO graphs with all combinations of

N = [100,500,100], m = [10,12,14], and T = [0.1,0.3,0.5] are used with γ = 0.3, where

angular coordinates are sampled according to a Gaussian mixture distribution with equal

proportions and 8 components. Additionally, a benchmark was created to be more similar to

the LFR benchmark graphs introduced in [30], which is referred to as nPSO BHLP1. The

degree distribution and corresponding plots for a graph generated using these parameters

with T = 0.3 can be found in Figure 2.4. nPSO BHLP1 graphs are much sparser than

nPSO EU and nPSO BHLP1 graphs have positive assortativity unlike most nPSO graphs

[185]. Additionally, benchmark graphs are generated that scale nPSO EU to larger sizes.

The parameters for all the benchmark nPSO graphs are summarized in Table 3.4.

Table 3.4: Parameters for nPSO benchmark graphs.

Parameter Baselines [184] nPSO EU nPSO EU S1 nPSO EU S2 nPSO BHLP1
N [100,500,100] 1000 [1000,..,10000] [1000,..,10000] 5000
m [10,12,14] 16 16 16 4
T [0.1,0.3,0.5] [0.1,0.3,0.5] 0.3 0.3 [0.1,0.3,0.5]
γ 3 3 3 3 3
β NA 2.6 2.6 2.6 2

Number of Communities 8 42 N*.042 42 150
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3.7.2 S2 verses S3 verses Combined Weights

The first experiment uses the benchmark graphs introduced in [184] and compares the

raw Inversely Proportional Link Cohesion weights (rInvPrLinkCo S2 and rInvPrLinkCo S3

from Equation 3.5) and the normalized Inversely Proportional Link Cohesion weights (In-

vPrLinkCo S2 and InvPrLinkCo S3 from Equation 3.7) to InvPrLinkCo (see Equation 3.8),

which combines InvPrLinkCo S2 and InvPrLinkCo S3 equally into a single value. The

mean NMI in Figure 3.7 and the mean CCE in Figure 3.8 are obtained by comparing the

ground truth nPSO communities to the detected communities from the Louvain method

when the above mentioned methods are used to pre-weight the graphs. The results of the

detected communities by the Louvain method on the unweighted graphs are also shown for

comparison.

As expected from Claim 3.2.2, the Louvain method consistently undercounts the true

number of communities. While the S2 scores (both raw and normalized) yield higher mean

NMI values when N = 100, the normalized S3 score yield higher mean NMI values when

N = 1000 (see Figure 3.7). Comparing the mean CCE in Figure 3.8 leads to better insights

on why. With lower N = 100 and the same m, a parameter equal to half the average degree,

the communities are being merged together by the algorithm whereas with higher N = 1000

and the same m, using the edge weights breaks ground truth communities apart. Since

communities in nPSO graphs are defined based on angular separation, when the community

sizes are large relative to the number of vertices in the graph, natural angular separation

occurs randomly as discussed in Subsection 2.5.4 [136]. While the separation may not

be as large as the pre-defined breaks, it makes sense that certain weighting schemes may

highlight the separations. As shown in [185], the characteristic path lengths (see Definition

2.1.17) are smaller for nPSO graphs where N = 100 compared to nPSO graphs where

N = 1000 that have the same m. Specifically, when the characteristic path length is 2 or
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(g) N=1000, m=10
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(h) N=1000, m=12
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(i) N=1000, m=14

Figure 3.7: Community detection on nPSO graphs with 8 communities. The nPSO graphs have
parameters N = [100,500,1000], m = [10,12,14], T = [0.1,0.3,0.5], γ = 3 and angular coordinates
sampled according to a Gaussian mixture distribution with equal proportions and 8 components.
The combined Inversely Proportional Link Cohesion metric is compared to normalized and raw
S2 and S3 Inversely Proportional Link Cohesion weights. The unweighted graph is also used as a
reference. The plots report for each parameter combination the mean NMI with 95% confidence
intervals from 30 random repetitions.

less, using just S2 may be beneficial. As a default, using the combined S2 and S3 weights

yield the best overall performance with the InvPrLinkCo S2 weights also yielding good

results overall. It is assumed that the general behavior is similar for all link cohesion

metrics.
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(h) N=1000, m=12
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Figure 3.8: Community detection on nPSO graphs with 8 communities. The nPSO graphs have
parameters N = [100,500,1000], m = [10,12,14], T = [0.1,0.3,0.5], γ = 3 and angular coordinates
sampled according to a Gaussian mixture distribution with equal proportions and 8 components.
The combined Inversely Proportional Link Cohesion metric is compared to normalized and raw
S2 and S3 Inversely Proportional Link Cohesion weights. The unweighted graph is also used as a
reference. The plots report for each parameter combination the mean CCE with 95% confidence
intervals from 30 random repetitions.

Claim 3.7.1. (CS) A link cohesion metric that combines scores from nearby alternate paths

of length 2, which have been found to be better at resolving small communities (see Figures

3.8a, 3.8b and 3.8c), and scores from nearby alternate paths of length 3, which have been
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found to be better at keeping larger communities intact (see Figures 3.8g, 3.8h and 3.8i),

was shown to provide improved performance when used to pre-weight the Louvain method

across benchmark graphs with just small communities and benchmark graphs with just

large communities (see Figure 3.7).

The benefit of using only S2 and S3 weights (as opposed to S1 weights) are shown in

Subsection 4.6.2 and additional benefits of using both S2 and S3 for another link cohesion

metric is shown in Subsection 4.6.7.

3.7.3 Louvain Method with Pre-Weighted nPSO Graphs

Most real-world networks do not have equal community sizes [141], which were as-

sumed in the benchmark graphs of the previous section. In this section, community detec-

tion results from the Louvain method will be presented on benchmark graphs created for

the purpose of reflecting particular real-world networks. Specifically, nPSO EU was built

to be similar to GEU from Section 3.2 and nPSO BHLP1 was modelled after parameters

for LFR graphs introduced in [30] where the average degree was chosen based on its simi-

larity to the average degree of the world wide web. In each case, InvPrLinkCo is compared

against the baseline pre-weighting methods shown in Table 3.2 and LoCoLinkCo which

is introduced in the next chapter (see Definition 4.4.7). Because some of the cycle-based

methods are more computationally expensive, experiments are run on a single temperature,

T = 0.3, instead of varying the value, as is done with the non-cycle-based methods. The

InvPrLinkCo S2, InvPrLinkCo S3, along with LoCoLinkCo S2 and LoCoLinkCo S3 from

the next chapter are also used as a comparison in the cycle-based methods. The community

detection results for nPSO EU are in Figure 3.9 and the community detection results for

nPSO BHLP1 are in Figure 3.10.

Although the two different benchmark graphs are quite different from each other in
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Figure 3.9: Community detection results for nPSO EU using the Louvain method with different
pre-weighting methods. The unweighted graph is also used as a reference. The plots in (a) and (b)
report the mean NMI and mean CCE for non-cycle-based methods with 95% confidence intervals
from 30 random repetitions. The plots (c) and (d) report for T=0.3 the boxplots of NMI and CCE
for cycle-based methods over 30 random repetitions.

terms of their average degree, their characteristic path length (see Table 3.1 and Figure 2.4),

and their assortativity (nPSO EU graphs are disassortatively mixed while nPSO BHLP1

graphs are assortatively mixed), InvPrLinkCo performs better than the other baseline pre-

weighting methods.

Claim 3.7.2. (CS) InvPrLinkCo can improve the communities detected by the Louvain

method in a wide range of real-world inspired parameter settings for nPSO graphs with

unequal community sizes (see Figures 3.7, 3.8, 3.9, and 3.10) and improved the communi-
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Figure 3.10: Community detection results for nPSO BHLP1 using the Louvain method with dif-
ferent pre-weighting methods. The unweighted graph is also used as a reference. The plots in (a)
and (b) report the mean NMI and mean CCE for non-cycle-based methods with 95% confidence
intervals from 30 random repetitions. The plots (c) and (d) report for T=0.3 the boxplots of NMI
and CCE for cycle-based methods over 30 random repetitions.

ties detected by the Louvain method more than other baseline pre-weighting methods (see

Figures 3.9 and 3.10).

Interestingly, using the InvPrLinkCo S2 weights by themselves also works well on

these more realistic benchmarks likely because there tends to be a larger number of smaller

communities and a few larger communities [141]. As will be seen in the next section, the

InvPrLinkCo S2 weights can be commuted faster than the combined weights, so it certain

situations it may be beneficial to use just the S2 weights instead of both.
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Nearly all of the methods undercount the number of true communities, particularly in

the denser benchmark. This is as expected from Claim 3.2.2. The next best performing

baseline pre-weighting methods are RA2, the local repulsion attraction metric [189], and

the measure proposed by Khadivi et al. that combines the global edge betweenness metric

and local metric common neighbor ratio metric [130, 131].

Claim 3.7.3. (CS) Taking the degrees of the nearby alternate paths into account creates

cycle-based weights that are better than the other cycle-based baselines (see Figures 3.9c

and 3.10c) which cannot differentiate between triangles and rectangles among high degree

vertex often from different communities that create a rich-club due to their popularity and

triangles and rectangles among low degree vertices tied together due to their similarity (see

Figures 3.9d and 3.10d).

It should also be noted that while LoCoLinkCo, the link cohesion metric introduced

in the next chapter, usually provides a benefit over an unweighted approach, it does not

perform as well as some of the other pre-weighting methods.

3.7.4 Scalability of Inversely Proportional Link Cohesion

The scalability experiments were conducted on nPSO graphs similar to the nPSO EU

graphs. The nPSO model fails to generate graphs with much more than 10,000 vertices,

therefore graphs are scaled from 1,000 to 10,000 using logarithmic spacing. Two differ-

ent versions of scaling the parameters are analyzed: nPSO EU S1 which scales number of

communities proportional to the size of the graph and nPSO EU S2 which keeps the num-

ber of communities the same as nPSO EU. Both scaling approaches use a constant T = 0.3.

The community detection results from the Louvain method are shown in Figure 3.11 with

the corresponding compute times shown in Figure 3.12. Figure 3.12 also contains compute

times for the cycle-based methods for nPSO EU and nPSO BHLP1 with T = 0.3.
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Figure 3.11: Community detection results for scaled nPSO EU graphs using the Louvain method
with the selected pre-weighting methods. The unweighted graph is also used as a reference. The
plots in (a) and (b) report the mean NMI and CCE for nPSO EU S1 with 95% confidence intervals
from 30 random repetitions. The plots in (c) and (d) report the mean NMI and CCE for nPSO EU S2
with 95% confidence intervals from 30 random repetitions.

The performance of the algorithms degrade for the unweighted Louvain method (with

a confidence interval that the true difference in means is not equal to 0 being (-0.2061,-

0.1635) using a Welch Two Sample t-test), the Louvain method weighted with InvPrLinkCo

(with a confidence interval that the true difference in means is not equal to 0 being (-

0.0517, 0.0429) using a Welch Two Sample t-test), the Louvain method weighted with

InvPrLinkCo S2 (with a confidence interval that the true difference in means is not equal
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Figure 3.12: Compute times for nPSO graphs using the Louvain method. The plots in (a) and
(b) contain the mean compute times with 95% confidence intervals from 30 random repetitions for
nPSO EU S1 and nPSO EU S2 using the Louvain method with the selected pre-weighting methods.
The plots in (c) and (d) contain the boxplots of compute times from 30 random repetitions for the
cycle-based methods on nPSO EU graphs and nPSO BHLP1 graphs with T=0.3.

to 0 being (-0.0530, -0.0434) using a Welch Two Sample t-test), and the Louvain method

weighted with RA2 (with a confidence interval that the true difference in means is not equal

to 0 being (-0.0557, -0.0430) using a Welch Two Sample t-test) as the size of the graphs in-

crease when the community sizes are proportional to the size of the graphs (nPSO EU S1).

The nPSO EU graphs have very small communities that are hard to resolve, and keeping
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the community sizes proportional to the size of the graphs enables the very small commu-

nity sizes to persist. The resolution limit states that communities smaller than
√

Wξ/2 total

edge weight may fail to be resolved, where ξ is the maximum weight of an intercommunity

edge [30, 101]. Therefore, it makes sense that in general as the size of the graphs grow the

performance degrades. Interestingly, the communities detected using the LoCoLinkCo as

the pre-weighting method improve (with a confidence interval that the true difference in

means is not equal to 0 being (0.0358, 0.0682) using a Welch Two Sample t-test). Based

on how the LoCoLinkCo weights are designed, this makes sense because although there

are a constant number of communities, they become more spread out as the size of the

graphs grow as there is a constant average degree. The performance of the Louvain method

weighted with the method proposed by Khadivi et al. did not significantly change (with a

confidence interval that the true difference in means is not equal to 0 being (0.0085, 0.0109)

using a Welch Two Sample t-test).

When the number of communities remain constant as the size of the graphs grow

(nPSO EU S2), the performance increases for all of the tested pre-weighting methods.

Interestingly, the performance of the Louvain method on the unweighted graphs does not

improve. As the size of the graphs increase, the sizes of the communities grow since there

are a constant number of communities. Therefore, the resolution limit becomes less of

a problem [101]. With proper weighting, the ξ is small enough such that the Louvain

method is able to resolve the smaller communities of the larger graphs [30] but in an un-

weighted network, ξ = 1 and the smaller communities are still unable to be resolved. The

pre-weighting method proposed by Khadivi et al. improves faster than RA2 for larger

graphs, although at N = 10,000 both algorithms obtain near perfect community detection

similar to InvPrLinkCo. LoCoLinkCo is the only pre-weighting method tested that does

not obtain near perfect detected communities at N = 10,000 due to merging communities,

which is somewhat expected based on how LoCoLinkCo is designed compared to how
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Popularity×Similarity graphs are formed.

InvPrLinkCo S2 performs about the same as InvPrLinkCo and is significantly faster, as

shown in Figure 3.12.

Claim 3.7.4. (CS) Although the factors are different, both InvPrLinkCo and InvPrLinkCo S2

scale similarly to the Louvain method on unweighted graphs (see Figures 3.12b and 3.12c).

3.7.5 Experiments with Other Community Detection Algorithms

While pre-weighting the Louvain method with InvPrLinkCo provides better results than

other pre-weighting methods and the unweighted Louvain method, there are other com-

munity detection options that may perform better on the benchmark nPSO graphs. First,

the InvPrLinkCo weighted and unweighted Louvain method is compared against the other

community detection methods listed in Table 3.3 on nPSO EU and nPSO BHLP1 with

results shown in Figure 3.13.

While the Louvain method pre-weighted with InvPrLinkCo obtains higher mean NMI

than Infomap on nPSO EU with statistically significance for T = 0.3 with a 95% confi-

dence interval from a paired t-test equal to (0.0078,0.0221) and for T = 0.5 with a 95%

confidence interval from a paired t-test equal to (0.0168,0.0307), it is not true for T = 0.1

which has a 95% confidence interval from a paired t-test equal to (-0.0030, 0.0066). In-

fomap obtains higher mean NMI for nPSO BHLP1 for all temperatures and Label Prop

obtains higher mean NMI than the Louvain method pre-weighted with InvPrLinkCo on

nPSO BHLP1 with statistically significance for T = 0.1 with a 95% confidence interval

from a paired t-test equal to (0.0120,0.0255) and for T = 0.3 with a 95% confidence in-

terval from a paired t-test equal to (0.0085,0.0150), it is not true for T = 0.5 which has a

95% confidence interval from a paired t-test equal to (-0.0046, 0.0008). The InvPrLinkCo

are not specific to the Louvain method and have the potential to improve the communities
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Figure 3.13: Community detection results for nPSO graphs using the Louvain method plus In-
vPrLinkCo compared to other unweighted community detection methods described in Section 2.3.
The plots in (a) and (b) report the mean NMI and CCE for nPSO EU with 95% confidence in-
tervals from 30 random repetitions. The plots in (c) and (d) report the mean NMI and CCE for
nPSO BHLP1 with 95% confidence intervals from 30 random repetitions.

detected by other methods. Therefore, Figures 3.14, 3.15, 3.16, and 3.17 show results from

experiments testing the potential performance improvements from using InvPrLinkCo to

pre-weight the other community detection methods. All experiments use 30 random repe-

titions and the 95% confidence intervals are reflected in the plots.

Experiments using InvPrLinkCo to pre-weight a variety of community detection algo-

rithms lead to a number of observations.
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Figure 3.14: NMI for InvPrLinkCo verses unweighted community detection on nPSO EU.
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Figure 3.15: CCE for InvPrLinkCo verses unweighted community detection on nPSO EU.
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Figure 3.16: NMI for InvPrLinkCo verses unweighted community detection on nPSO BHLP1.
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Figure 3.17: CCE for InvPrLinkCo verses unweighted community detection on nPSO BHLP1.
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Claim 3.7.5. (CS) Pre-weighting the highly connected nPSO EU graphs with InvPrLinkCo

provide higher mean NMI values (see Figure 3.14) and more accurate predictions on the

number of communities (see Figure 3.15) for all community detection methods tested

(e.g. the Louvain method, the Fast Greedy algorithm, Label Prop, Infomap, Walktrap,

and HSBM).

Label Prop pre-weighted with InvPrLinkCo obtains higher mean NMI values for all

other methods except HSBM pre-weighted with InvPrLinkCo for T = 0.3. That said, La-

bel Prop is able to most closely predict the correct number of communities even compared

to HSBM. The fact that InvPrLinkCo is able to improve the performance of all commu-

nity detection methods implies that all methods had some sort of resolution limit, as the

improvement was due to the ability to resolve more communities.

For the sparser nPSO BHLP1 graphs, not all community detection methods improved

when pre-weighted with InvPrLinkCo, although the Louvain method, Fast Greedy, and

Walktrap do improve significantly. Pre-weighting modularity-based methods such as the

Louvain method and the Fast Greedy algorithm properly is expected to resolve some issues

with modularity in general, which will be discussed in Subsection 4.6.2, and specifically for

nPSO graph which was stated in Claim 3.2.2 and the performance results on the benchmark

graphs reflect this.

Claim 3.7.6. (CS) InvPrLinkCo has been shown to consistently improve the communi-

ties detected by algorithms that maximize modularity (e.g. the Louvain method and Fast

Greedy algorithm) on all of the nPSO benchmark graphs tested, which include graphs with

only small communities (see (a)-(c) in FIgures 3.7 and 3.8), graphs with only large com-

munities (see (g)-(i) in FIgures 3.7 and 3.8)), and both highly connected (see Figures 3.14a,

3.14b, 3.15a, 3.15b, and 3.11) and sparse graphs (see Figures 3.16a, 3.16b, 3.17a, 3.17b)

with unequal community sizes.
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HSBM threw an exception when pre-weighted with InvPrLinkCo. Infomap and Label

Prop had obtained high mean NMI on the unweighted graphs with the ability to accurately

determine the correct number of communities whereas pre-weighting with InvPrLinkCo

causes these methods to break true communities apart.

Claim 3.7.7. (CS) Certain non-modularity based community detection algorithms obtain

degraded performance when InvPrLinkCo is used to pre-weight sparse networks, with a

hypothesis for why this occurs being that both Infomap and Label Prop are able to utilize

cycles of higher order into their solution on unweighted graphs, therefore focusing on only

shorter cycles when the characteristic path length is relatively high causes a degradation in

the performance.

3.7.6 Graphs with Degree Assortative Community Structure

Based on how the InvPrLinkCo weights are derived and how Popularity×Similarity

graphs are formed, it is expected that pre-weighting nPSO graphs and networks influenced

by Popularity×Similarity optimization would help improve the communities detected by

traditional community detection algorithms when they are highly connected, as seen in

the previous section. Highly connected graphs of this type yield low characteristic path

lengths and many short cycles that particularly involve high degree vertices due to their

popularity even if they are not part of the same community [228, 253]. An alternative

paradigm for community structure is degree assortative community structure, where higher

degree vertices are only found in the larger communities, as seen in Figure 1.1a. Figure

3.18 shows the community detection results of the unweighted Louvain method compared

to the Louvain method pre-weighted with InvPrLinkCo on a highly connected benchmark

with degree assortative community structure.

In the largest communities of a graph with degree assortative community structure, a

97



0.00

0.25

0.50

0.75

1.00

0.0 0.2 0.4 0.6 0.8
µ

N
M

I

(a) NMI of the Louvain method on LFR SSGC

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(b) NMI of the Louvain method on LFR SSGC

Figure 3.18: NMI and CCE of the Louvain method with InvPrLinkCo verses an unweighted Lou-
vain method on highly connected LFR benchmark LFR SSGC (see Table 4.1).

disproportionate number of high degree vertices would be members meaning connections

with these vertices are as meaningful as connections to lower degree vertices, particularly

if there are many triangles and rectangles. InvPrLinkCo would take these connections into

account, but heavily discount them. This causes the largest communities to have many

internal edges to have low weight, which when used as pre-weighting to community de-

tection methods like the Louvain method can degrade performance as seen in Figure 3.18.

Subsection 4.6.3 illustrates the InvPrLinkCo weights on a toy network with degree assor-

tative community structure, which makes the degradation in NMI understandable. While it

can be seen that the mean NMI degrades with InvPrLinkCo in Figure 3.18a, the number of

communities does not change significantly as shown in Figure 3.18b.

Visualizing the MDCore of the graph (see Section 3.5) can provide insights into the

particular vertices that have the lowest corresponding edge weights, making them more

likely to be the vertices placed into the wrong communities. Specifically, Figure 3.19 is an

example highly connected graph with degree assortative community structure built using

LFR graphs, specifically, the LFR SSGC benchmark (see Table 4.1) whose community re-
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sults were shown in Figure 3.18. Figure 3.19c illustrates the MDCore of the graph with a

large number of the isolated vertices coming from the largest communities, as can be deter-

mined by looking at the community of the highest degree vertices (the size of the vertices

correspond to the degree of the supergraph). Vertices part of the largest communities that

are part of the largest connected component are not tightly bunched together, as are many

of the smaller communities made up of only low degree vertices.

(a) LFR SSGC graph with µ = 0.6
visualized using Pointillist

(b) Community Structure of LFR SSGC
graph with µ = 0.6

visualized using Pointillist

(c) MDCore of LFR SSGC graph with µ = 0.6 visualized using Pointillist

Figure 3.19: Community structure of the highly connected LFR benchmark LFR SSGC (see Table
4.1) with µ = 0.6 and its MDCore. (a) LFR SSGC with µ = 0.6 graph (b) Community Structure of
LFR SSGC with µ = 0.6 (c) MDCore of the LFR SSGC with µ = 0.6 with InvPrLinkCo [239].
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Claim 3.7.8. (CS) Using InvPrLinkCo weights on highly connected graphs with degree

assortative community structure may cause algorithms that maximize modularity to place

vertices that are part of the largest ground truth communities into the wrong predicted

communities (see Figures 3.18b and 3.19c), leading to a degredation in NMI (see Figure

3.18a).

Because InvPrLinkCo provides large benefits to nPSO graphs with hierarchical commu-

nity structure but not LFR graphs with degree assortative community structure, it is impor-

tant to make efforts to understand the type of community structure to expect from a network

before using the pre-weighting method and to understand that communities with a dispro-

portionate number or higher degree vertices may fail to be resolved when InvPrLinkCo is

used to pre-weight a community detection method.

3.7.7 Communities in the Email Network from the Research Institute

Now that it is understood how pre-weighting affects the performance of community

detection methods on benchmark graphs, the performance will be measured on the real

world network, GEU , discussed in Section 3.2. The nPSO EU benchmark was created to

be similar to GEU when T = 0.3 (see Claim 3.2.1). The performance of all the community

detection methods with and without pre-weighting using InvPrLinkCo and all the other

baseline pre-weighting methods with the Louvain method was measured on their ability to

predict the ground truth communities, corresponding to departments a person is a member

of, in GEU . The NMI values of each approach was compared to the mean NMI of the

approach obtained on nPSO EU when T = 0.3, with results shown in Figure 3.20. Three

methods are left off of the plot, specifically the weighted and unweighted HSBM which

threw an exception probably due to the isolated vertices in the graph and the unweighted

Label Prop which obtained an NMI of 0.03 due to placing all of the vertices in the largest
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connected component into a single community.
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Figure 3.20: Comparison of the mean NMI from the benchmark graphs to the NMI from GEU for
all weighted and unweighted approaches tested on the benchmark graphs.

Claim 3.7.9. (CS) While the NMI values on the real-world network GEU (a simplified

version of the email-Eu-core network from SNAP datasets [148]) are consistently lower

than the mean NMI on the benchmark graphs which were created to be similar to GEU ,

the linear correlation between the two values is 0.92 (see Figure 3.20) across all of the

community detection methods that provided reasonable results.

The two top performing approaches switch ordering, with Infomap pre-weighted with

InvPrLinkCo obtaining an NMI of 0.75 and Label Prop pre-weighted with InvPrLinkCo ob-

taining an NMI of 0.71. Walktrap pre-weighted with InvPrLinkCo obtains the third highest

NMI of 0.68, the Louvain method pre-weighted with InvPrLinkCo obtains the fourth high-

est NMI of 0.67, and the Louvain method pre-weighted with InvPrLinkCo S2 obtains the

fifth highest NMI of 0.66.

Since there is ground truth to GEU , further analysis can be conducted to understand the

consistent degradation in performance on the real-world network compared to the bench-

mark graphs. Figure 3.21 contains visualizations of GEU and its ground truth communities.
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Figure 3.21c illustrates the MDCore of GEU (see Section 3.5) and it can be seen that many

of the highest degree vertices are part of the same community, which is broken apart in the

MDCore. Interestingly, it seems the community is not as densely connected as the highest

degree vertices typically are in nPSO graphs, a shown in Figure 3.2a. The induced sub-

graph generated using the vertices of this community along with the vertices of three other

communities are shown in Figure 3.21d.

The fact that many of the highest connected vertices are all part of the same community

is different than nPSO graphs. Specifically, 10 of the top 23 highest degree vertices are

part of the ground truth community corresponding to department 36 including all of top 6

highest degree vertices. This is also different than degree assortative graphs, as department

36 is the 18th ranked department in terms of size, only a fifth of the size of the largest

department. By randomly selecting three other departments of smaller and larger sizes to

department 36, it can be seen that they all strongly interact with department 36. Depart-

ments 19 and 21 interact a fair bit with one another, whereas department 3 does not interact

with departments 19 and 21 aside from a single connection. It is additionally interesting to

note that 13 of the vertices in department 21 do not interact at all with other members in

their department which is also dissimilar to what would be expected in an nPSO graph. It

would be hard for a community detection algorithm to place the 13 vertices into the correct

department when there are no connections to other vertices in the department. This analysis

was easy to do due to the interpretable visualization of MDCore.

Claim 3.7.10. (CS) As demonstrated in this subsection and Subsection 3.7.6, the MDCore

(see Definition 3.5.1) of a graph can be used to easily understand what errors a community

detection algorithm would likely make when using a link cohesion metric (see Figures

3.19c and 3.21c and related commentary).
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(a) GEU graph
visualized using Pointillist

(b) Community Structure of GEU graph
visualized using Pointillist

(c) MDCore of GEU visualized using Pointillist

(d) Selected communities in GEU graph where higher edge
weights are highlighted in white

Figure 3.21: Community structure of GEU and its MDCore. (a) GEU graph (b) Community Struc-
ture of GEU (c) MDCore of GEU with InvPrLinkCo [239]. (d) Selected communities in GEU graph
where higher edge weights are highlighted in white.
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3.8 Conclusions

In this chapter, we make a case for studying nPSO graphs (see Claim 3.2.1), but with-

out proper weighting algorithms that maximize modularity would have trouble resolving

smaller communities (see Claim 3.2.2). A new link cohesion metric (see Definition 3.4.1)

called Inversely Proportional Link Cohesion (see Definition 3.4.8) is built on the proposi-

tion that edges that have a higher expected number of edges in a degree-preserving random

graph are less likely to be an indication of cohesiveness (see Claim 3.4.7). The metric is

a cycle-based method (see Claim 3.7.3) that is particularly suited for nPSO graphs (see

Claim 3.4.10). Although the factors are different, Inversely Proportional Link Cohesion

is observed to scale similarly to the Louvain method (see Claim 3.7.4) as expected (see

Section 3.6) with a benefit that it is easily parallelizable since each edge cam be computed

independently.

We provide motivation for combining nearby alternate paths of length 2 and 3 into a

single metric (see Claim 3.7.1) which is shown to outperform other baseline pre-weighting

methods (see Claim 3.7.2) including other cycle-based methods (see Claim 3.4.9), in di-

verse nPSO graphs which were chosen to be similar to real-world networks. Additionally,

Inversely Proportional Link Cohesion is shown to consistently improve all community de-

tection methods tested (e.g. the Louvain method, the Fast Greedy algorithm, Label Prop,

Infomap, Walktrap, and HSBM) on a highly connected nPSO benchmark (see Claim 3.7.5)

and to consistently improve the communities detected by algorithm that maximize modu-

larity (e.g. the Louvain method and the Fast Greedy algorithm) on a highly connected and

sparse benchmark graphs (see Claim 3.7.6). Not all methods yielded higher NMIs on the

sparse nPSO benchmark, with a hypothesis being that Infomap and Label Prop are able to

make use of higher order cycles (see Claim 3.7.7). It was also shown that some effort should

be taken to understand the expected community structure of a real-world network, as using
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Inversely Proportional Link Cohesion to pre-weight highly connected graphs with degree

assortative community structure can lead to degraded communities (see Claim 3.7.8). A

preliminary analysis on how to determine the community structure on a network without

ground truth is explored in Subsection 4.6.7 of the next chapter.

The performance of all of the community detection methods with and without weight-

ing on GEU , the simplified version of the real-world email-Eu-core network from SNAP

datasets [148], was compared against the mean performance on the benchmark graph cre-

ated to be similar to GEU (see Claim 3.2.1) and they were found to have a strong linear

correlation (see Claim 3.7.9). The Maximum Density Core (MDCore – see Definition

3.5.1) was shown to highlight the community structure in graphs with the ability to draw

some insights from visualizing it (see Claim 3.7.10) while not falsely creating community

structure when used on random graphs (see Claim 3.5.2).

Because Inversely Proportional Link Cohesion was shown to degrade certain graphs

with degree assortative community structure (Claim 3.7.8)), the next chapter introduces a

new link cohesion metric (see Definition 4.4.7) that is design to perform better on networks

with such structure. While this chapter and the next are focused on the benefits of using link

cohesion metrics to improve the communities detected by traditional community detection

methods, link cohesion metrics may also be used for various anomaly detection purposes

(see Section 2.4). For example, the isolated vertices in the MDCore of a graph can be

seen as one type of anomaly, similar to the hub vertices and outlier vertices detected in

[278]. Link cohesion metrics can also be used in proximity-based anomaly detection that

are useful to find vertices with close connections to known anomalous vertices [7]. In

Chapter 5, the link cohesion metrics proposed in this chapter and the next will be used to

create vertex-level features (see Definitions 5.4.7 and 5.4.8) that can be used to detect fake

accounts in online social networks.
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Chapter 4: Semi-Local Link Cohesion Metrics for Networks with Degree

Assortative Community Structure

4.1 Introduction

In Chapter 3, a case was made for studying nPSO graphs as a benchmark for community

detection by demonstrating that they could create structural patterns observed in real-world

networks that LFR graphs were unable to create. Does that make studying LFR graphs

obsolete? In this chapter, we advocate for why it is still important to study LFR graphs

based on their ability to create structural patterns observed in real-world networks that

nPSO graphs are not able to create. As demonstrated in Subsection 3.7.6, community

detection techniques shown to work well for one paradigm of community structure do not

necessarily work well for a different paradigm of community structure. The fact that LFR

graphs can generate patterns observed in real-world networks that the nPSO graphs cannot

and vise-versa provides some evidence that researchers and practitioners should take time

to understand the type of community structure they expect from a network they are studying

before determining what methods to use for community detection.

The link cohesion metric proposed in Chapter 3, called Inversely Proportional Link

Cohesion (see Definition 3.4.8), heavily degraded the communities detected by traditional

algorithms on highly connected LFR graphs with degree assortative community structure

(see Subsection 3.7.6). Because most highly connected vertices in nPSO graphs are joined

together based on their popularity, not because they are part of the same community, a
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metric that heavily discounts connections among the highest degree vertices makes sense.

In highly connected LFR graphs with degree assortative community structure, the vertices

with the highest degrees are often part of the same community. Heavily discounting the

connections involving the highest degree vertices in such a graph may cause some vertices

belonging to the largest communities to have larger weights connecting them to vertices

outside their community. If Inversely Proportional Link Cohesion is used to pre-weight

the network, such weights could cause these vertices to be placed in the wrong community

when traditional algorithms are used.

That said, determining edge weights by taking the degrees of the vertices along simple

paths connecting seed vertices into account has shown to be beneficial. Traditional com-

munity detection algorithms still have difficulty on certain LFR graphs due to issues such

as the resolution limit [30, 100, 101], extreme degeneracy [100, 114, 131], non-locality

[39], sensitivity to noise [100], and the tendency to create a giant community consisting of

a majority of the vertices [60, 269] that may be benefitted by a related approach. In this

chapter, we define a new link cohesion metric that incorporates equations used for link reli-

ability and link prediction proposed by Carlo Vittorio Cannistraci, Alessandro Muscoloni,

and Ilyes Abdelhamid in 2018 [45, 182]. These equations take the degrees of vertices along

simple paths into account, but rewards connections among these vertices instead of penal-

izing them as is done in Inversely Proportional Link Cohesion [239]. In this chapter, we

demonstrate how, when used to pre-weight networks, the new link cohesion metric is able

to improve the communities detected by traditional algorithms in LFR graphs, which in

many cases have degree assortative community structure, and demonstrate that the compu-

tation of the new deterministic metric is scalable and parallelizable. We additionally make

observations of the new metric which may provide insights on determining what type of

community structure a network may have, or if it has community structure at all.

Using the equations from link reliability and link prediction applications in a link cohe-
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sion metric was proposed by Cannistraci at the conference where the original link cohesion

paper was presented [239]. Cannistraci also made Matlab code available to compute the

equations. Wojciech Czaja suggested the new metric and related terms should be formal-

ized with mathematical definitions. For this research, I introduce the equations used for

link reliability and link prediction from a different perspective and implement the new met-

ric in R, which allows for easier evaluation with various traditional community detection

algorithms.

4.2 Motivation for Studying LFR Benchmark Graphs

While nPSO graphs (see Subsection 2.5.4) have been show to be able to create realistic

community structure found in real-world networks (see Section 3.2), they are unable to

create degree assortative community structure where higher degree vertices are only found

in the larger communities, as seen in Figure 1.1a. Specifically, the degree of a vertex is

encoded in a radial dimension independent of the angular dimension representing similar-

ity, as illustrated in Figure 2.11. Since communities are determined by angular separation,

it is not possible to create communities that do not include higher degree vertices without

additional modifications to the model.

Is degree assortative community structure a good paradigm for real-world networks? A

number of researchers have indicated it is. Specifically, in their 2016 User Guide to Com-

munity Detection in Networks, Santo Fortunato and Darko Hric suggested that degrees can

be used as proxy for group membership in certain types of networks [102]. In his second

edition textbook on Networks published in 2018, Mark Newman suggested that smaller

average values of the local clustering coefficients for higher degree vertices compared to

lower degree vertices may be due to smaller groups being constrained to having lower

degree because they have relatively few fellow group members to connect to [199]. He
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also suggested that social networks are assortatively mixed for the same reasons. Consider

computer science researchers that collaborate on published journal articles, conference and

workshop proceedings, or monographs. A network of researchers can be created in which a

pair are connected if they co-authored at least one paper in the period of several decades. It

seems reasonable to assume that smaller communities would be made up of researchers that

frequently collaborate with each other, but less with others. Since they have fewer people

to collaborate with, they would not be amongst the highest connected in the network. Alter-

natively, researchers who collaborate with a lot of other researchers are likely to collaborate

with each other and also collaborate with less connected researchers, creating larger com-

munities. These are the exact characteristics of degree assortative community structure.

One of the networks in SNAP datasets (the Stanford Large Network Dataset Collection)

[148] is the DBLP collaboration network which corresponds to the largest connected com-

ponent (see Definition 2.1.15) of the network of computer science researchers described

above, created using the DBLP bibliography [79]. The DBLP network, which will be re-

ferred to as GDBLP, has N = 317,080 vertices, 1,049,866 edges, and 13,477 ground truth

overlapping communities where authors who published to a certain journal or conference

form a community. It should be noted that the paper first introducing the DBLP network

explicitly states that its ground truth communities are very different than ‘communities’

that identify tightly-connected clusters within a given graph [15]. Although the ground

truth communities are repurposed for density-based community detection [280], they are

not used in this paper. It is possible that separating the original network to only the largest

connect component could make a some of the ground truth communities meaningless. That

said, it should still be a reasonable assumption that the density-based communities would

have degree assortative community structure in its largest connected component.

Although they do not necessarily create degree assortative community structure, many

parameter settings for LFR graphs (see Subsection 2.5.2) do create communities of this
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nature. Because a vertex cannot be placed in communities whose sizes are smaller than

its corresponding internal degree, the resulting community structure in LFR graphs are

degree assortative in many cases. Specifically, when the sizes of the communities are small

relative to the largest degrees in the graph, the most highly connected vertices will only be

able to be placed in the larger communities. If the sizes of all communities are larger than

the degree of the most highly connected vertex in the graph, then the resulting community

structure will not necessarily be degree assortative (see Subsection 2.5.2 for more details

about LFR graphs).

The average degree of the GDBLP is 6.6 with a minimum degree of 1 and a maximum

degree of 343. While it is good practice to scale up to larger graph sizes using a benchmark,

starting with graphs of smaller sizes are usually easier to study. Based solely on the mini-

mum degree, maximum degree, and the size of the GDBLP, a maximum degree for a similar

graph with a smaller number of vertices can be determined by assuming a power-law dis-

tribution and determining the matching power-law cut-off degree (See Definition 2.2.4). In

this case, using γ = 3.17 would create a power-law cut-off degree of 342.8 for the GDBLP

and would correspond to a maximum degree of 50.7 for a graph with 5,000 vertices. In ex-

tremely sparse networks (see Definition 2.2.2), which most social networks are assumed to

be, the average degree remains constant as the size of the network grows, so a scaled down

GDBLP graph would have the same average degree. In 2011, Jonathan Berry, Bruce Hen-

drickson, Randall LaViolette, and Cynthia Phillips created a benchmark using LFR graphs,

called LFR BHLP, where the number of vertices was set to N = 5,000, the average degree

was set to 〈k〉= 8, the maximum degree was set to kmax = 50, the degree distribution scal-

ing parameter was set to γ = 2, the community size distribution scaling parameter β = 1.5,

the minimum and maximum number of communities were set to cmin = 3 and cmax = 105

respectively, and the mixing parameter was varied using values, µ ∈ [.1, .2, .3, .4, .5]. Since

the parameters are similar to the properties of the scaled down GDBLP graph and the com-
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munity structure of the benchmark is degree assortative, as the community sizes can be

smaller than the degrees of the vertices, this benchmark is used for related experiments.

Claim 4.2.1. (CS) LFR benchmark graphs are able to generate graphs with degree assorta-

tive community structure whereas nPSO benchmark graphs cannot, leading to community

structure asummed to be more similar to certain real-world networks such as GDBLP, the

DBLP collaboration network from SNAP datasets [148]. Based on similar graph properties,

the LFR BHLP benchmark is deemed to be a good approximation of GDBLP.

Degree assortative community structure and the graphs generated by the LFR bench-

mark have community structure similar to the conventional paradigm. Even for somewhat

higher mixing rates, the average strength of a vertex is expected to be larger with mem-

bers in its own community compared to average strength of the vertex with the vertices

of any other community which aligns with Definition 2.2.9. That said, the settings where

LFR graphs create degree assortative community structure are also ones where modularity-

based algorithms have particular difficulty. Specifically, modularity-based algorithms have

a well-known resolution limit where communities smaller than
√

L/2 may fail to be re-

solved, where L is the number of edges in the network [101]. Additionally, it has been

shown that it is particularly hard to detect communities in sparse networks by using modu-

larity optimization since the expected maximum modularity for a random graph increases

when the average degree decreases [100]. The parameter settings for LFR graphs similar to

the DBLP network have an average degree 〈k〉= 8 < log(5000) = 8.5 even for the smallest

graphs analyzed, making it an extremely sparse network (See Definition 2.2.2). Addition-

ally, the fewer the edges, the more likely that random connections unrelated to community

structure can cause smaller communities to be merged together leading to a tendency to cre-

ate a giant component consisting of a majority of the vertices [60, 100, 269]. Small changes

in the network may also cause inconsistencies in local regions of a network [39] and it is
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possible that there are a large number of high modularity partitions close to the maximum

that are not structurally similar, a problem called extreme degeneracy [100, 114, 131].

While a number of these issues are only seen in modularity optimization algorithms, many

community detection methods have resolution limit issues and difficulty with very sparse

networks [100]. In this chapter, the benefits of pre-weighting networks that have degree

assortative community structure with a new link cohesion metric in order to mitigate these

problems are analyzed.

Claim 4.2.2. Without proper weighting, community detection algorithms that maximize

modularity are at risk of not being able to resolve smaller communities in LFR graphs

and similar networks with degree assortative community structure as it is the precise set-

ting where there is a well-known resolution limit [101]. Additionally, if the graphs are

extremely sparse, as GDBLP and LFR BHLP are, additional problems arise [100] includ-

ing issues that happen at a local scale [39] where adding semi-local information may be

beneficial.

In this chapter, the benefits of pre-weighting networks that have degree assortative com-

munity structure with a link cohesion metric that incorporates equations from link reliabil-

ity and link prediction [45, 182] in order to mitigate these problems are analyzed.

4.3 Related Work

A number of techniques have been proposed to account for these shortcomings, for

example, [16, 55–57, 100]. One approach is to weight the edges in a network in a way that

incorporates structural information and use the weighted network in the modularization

maximization algorithm. A wide range of local, semi-local, and global edge metrics (see

Definition 2.3.2) have been proposed to improve the communities detected by traditional

algorithms. These are discussed in Subsection 2.3.2.
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4.4 Local Community Link Cohesion

As stated in Definition 3.4.1, link cohesion is a type of metric used to assess how sup-

ported an edge is relative to other edges, accounting for nearby alternate paths (see Defini-

tion 3.4.3) and associated vertex degrees. One benefit of link cohesion metrics is that they

are semi-local (see Definition 2.3.2) by design, whereas many other metrics are either local

or global. In Chapter 3, a link cohesion metric called Inversely Proportional Link Cohesion

was defined (See Definition 3.4.8) that weighted each edge in an alternate path inversely

proportional to their expected number of edge in a random degree-preserving multigraph

(see Definition 2.5.1). This gives less weight to alternate paths made up of high degree ver-

tices even if those high degree vertices are part of many alternate paths between two seed

vertices. In such a case, the intermediate vertices in the alternate paths may have many

connections amongst themselves that could be used as an indication that the seed vertices

are part of the same community, particularly in networks with degree assortative commu-

nity structure. Prior to defining the new link cohesion metric that takes such a notion into

account, which will be referred to as Local Community Link Cohesion, a few terms are

defined that can be used to identify the connections between the intermediate vertices in

the alternate paths. Note that all graphs are assumed to be simple graphs (see Definition

2.1.3).

Definition 4.4.1. Let G = (V,E) be a graph, let h ∈ Z+, and let Shuv be the set of all h-hop

simple paths between vertices u,v ∈V . The set of Shuv common neighbors is defined as

CN Shuv = {zi
j} 1≤i≤nh

1≤ j≤h−1
, (4.1)

where zi
j for i= 1, ..,nh and j = 1, ..,h−1 are the intermediate vertices of Shuv. If x ∈ CN Shuv,

then x is an Sh common neighbor of u and v.
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Shuv is first defined in Definition 3.4.2. Note that a common neighbor from Definition

2.1.8 is equivalent to an S2uv common neighbor.

Definition 4.4.2. Let G = (V,E) and let CN Shuv be the set of Shuv common neighbors of

u,v ∈V where h ∈ Z+. The Shuv local community of u and v is defined as

LoCo Shuv = GCN Shuv = (VCN Shuv,ECN Shuv), (4.2)

where VCN Shuv = CN Shuv and

ECN Shuv =
⋃

x,y∈VCN Shuv

(x,y) ∈ E. (4.3)

The Shuv local community, LoCo Shuv, is the induced subgraph with the vertex set

being equal to CN Shuv. It is important to note that the Shuv local community is defined

in terms of Shuv common neighbors. Although more vertices may be common neighbors

for different path lengths h, only Shuv common neighbors and connections between those

vertices are considered for the Shuv local community. See Supplemental Figure 2 in [182]

for an illustration of the distinction. An Shuv local community is connected if it is has only

one connected component and it is disconnected if all its vertices are isolated vertices.

Definition 4.4.3. Let G = (V,E) be a graph, let CN Shuv be the set of Shuv common neigh-

bors of u,v ∈V where h ∈ Z+, and let LoCo Shuv be the Shuv local community of u and v.

The other vertices in V not including u,v, or the Shuv common neighbors are defined as

O Shuv =V \ (CN Shuv∪{u,v}). (4.4)

An edge (x,y) ∈ E is an internal local community edge relative to LoCo Shuv if x,y ∈

CN Shuv and it is an external local community edge relative to LoCo Shuv if x ∈ CN Shuv
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and y ∈ O Shuv or x ∈ O Shuv and y ∈ CN Shuv. An edge is a non-local community edge

relative to LoCo Shuv if it is not an internal local community edge or an external local

community edge relative to LoCo Shuv. The internal local community degree of a vertex x

relative to LoCo Shuv is defined as

kint
x = |(x,y) : x,y ∈ CN Shuv,(x,y) ∈ E| (4.5)

and the external local community degree of the vertex x relative to LoCo Shuv is defined as

kext
x = |(x,y) : x ∈ CN Shuv and y ∈ O Shuv,(x,y) ∈ E|. (4.6)

Figure 4.1a is an example of a disconnected S2uv local community, Figure 4.1b is an

example of a connected S2uv local community, and Figure 4.2 is an example of a connected

S3uv local community. The connected (see Definition 2.1.8) seed vertices in Figure 4.1a

and 4.1b have the same degree, the same number of 2-hop simple paths (see Definition

2.1.18) connecting them, and the vertices in the 2-hop simple paths have the same degrees

in both examples. This means that the edges connecting the seed vertices would have the

same weight computed using Inversely Proportional Link Cohesion. The two examples can

be differentiated if the cross interactions among the S2uv local communities are analyzed.

In Figure 4.1a, none of the vertices in the S2uv local community are connected to each other

so all the edges of the S2uv common neighbors are external to the S2uv local community

(with the exception of the edges connecting them to u and v which are considered non-

local) whereas in Figure 4.1b, all of the vertices in the S2uv local community are connected

to each other yielding several internal S2uv local community edges. All else being equal,

it would seem more desirable to have a higher cohesion score for the edge connecting the

seed vertices in Figure 4.1b compared to the edge connecting the seed vertices in Figure
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4.1a.

(a) A disconnected S2uv local community

(b) A connected S2uv local community

Figure 4.1: Examples of S2uv local communities with all 2-hop simple paths between seed vertices
delineated. (a) a disconnected example (b) a connected example.

Similar to how communities from a partitioning of a network are evaluated (see Defi-

nition 2.3.3 and Definition 2.3.1), it is desirable for local communities to both be cohesive

with more internal local community edges and to be separated from the rest of the network

with less external local community edges. One way to create a measure that takes these

into account would be to place the internal local community degrees of the vertices in the

local community into the numerator of an equation and to place the external local commu-
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Figure 4.2: A connected S3uv local community with all 3-hop simple paths between seed vertices
delineated. Some of the local community edges are internal and some are external.

nity degrees of the vertices in the local community into the denominator of an equation.

It is possible that either internal local community degree or the external local community

degree of a vertex could equal 0 in some scenarios. For example, the internal local com-

munity degree of all the S2uv common neighbors in Figure 4.1a is 0 and the external local

community degree of l3 in Figure 4.1b is 0. Because of this, using these values in cer-

tain equations could cause a term to be undefined if in the denominator or cause a term to

equal 0 if in the numerator, removing valuable additional information. Therefore, modified

versions of the terms are defined.

Definition 4.4.4. Let G= (V,E) be a graph and let LoCo Shuv be the Shuv local community

of u,v ∈ V where h ∈ Z+. The modified internal local community degree of a vertex x

relative to LoCo Sh is defined as

k̃int
x = kint

x +1 (4.7)

and the modified external local community degree of the vertex x relative to LoCo Shuv is
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defined as

k̃ext
x = kext

x +1. (4.8)

This simple modification is similar in concept to treating the edges along the simple

paths as independent in the calculation of Inversely Proportional Link Cohesion. There

are a number of ways one could combine the modified internal local community degrees

in the numerator of an equation and the modified external local community degrees in the

denominator of an equation. The equations for link prediction take the geometric mean of

each, so that if one common neighbor along a simple path has low degree it is strongly

reflected in the score for the whole simple path. Geometric means are also used in [238]

for similar reasons.

Definition 4.4.5. Let G = (V,E) be a graph, let h∈Z+, and let Shuv be the set of all simple

paths of length h between u,v ∈ V . The Cannistraci-Hebb formulas for simple paths of

length h are defined as

CH2 Sh(u,v) = ∑
z1,...,zh−1∈Shuv

(k̃int
z1
∗ ...∗ k̃int

zh−1
)

1
h−1

(k̃ext
z1
∗ ...∗ k̃ext

zh−1
)

1
h−1

, (4.9)

where * represents scalar multiplication.

The 2 in the abbreviated name for the Cannistraci-Hebb formulas is to remain somewhat

consistent with the naming in [182] and these formulas were a revision to a previously

proposed formula [182, 188]. Note that for paths of length 2, the Cannistraci-Hebb formula

is equal to

CH2 S2(u,v) = ∑
l∈S2uv

k̃int
l

k̃ext
l

(4.10)
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and for paths of length 3, the Cannistraci-Hebb formula is equal to

CH2 S3(u,v) = ∑
s,t∈S3uv

√
k̃int

s ∗ k̃int
t√

k̃ext
s ∗ k̃ext

t

. (4.11)

Claim 4.4.6. (CS) The Cannistraci-Hebb formulas in Definition 4.4.5 would provide rel-

atively higher scores to edges that have a local community with lower conductance (see

Definition 2.3.3) and high modularity (see Definition 2.3.1), which corresponds to the con-

ventional paradigm of community structure (see Definition 2.2.9) that LFR graphs generate

(see Section 2.5.2).

While link cohesion metrics are specifically to measure the strength of existing edges

in a network, the Cannistraci-Hebb formulas are used for link prediction and are therefore

intended to be used when an edge is not present in a network. Carlo Vittorio Cannistraci,

Gregorio Alanis-Lobato, and Timothy Ravasi originally motivated similar equations for

link prediction by analyzing the statement made by Donald Olding Hebb in 1949: neu-

rons that fire together wire together [121]. One interpretation of the statement is that new

connectivity between non-interacting neurons emerge and form due to how the neurons are

embedded and interact as a cohort. Considering only the network topology, this interpreta-

tion can be formalized as topological link prediction in complex networks [46]. Imagining

that the seed vertices are not already connected by an edge, Figures 4.1a, 4.1b, and 4.2 can

illustrate the link prediction problem and were originally used to do so in [188]. Similar

formulas to those in Definition 4.4.5 are also used for link reliability in [45], which would

be used for existing edges in a network. In both link reliability and link prediction, the

degrees of the seed vertices are not necessarily important and are therefore not part of the

equations.

For a link cohesion metric, taking the seed vertices into account is important as highly
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connected vertices are more likely to be connected at random than lower degree vertices. In

Figure 4.3, two example disconnected S2uv local communities are shown. Each example is

based on connected seed vertices, each connected by 3 additional 2-hop simple paths. The

intermediate vertices in the two examples have the same degrees, so if the seed vertices

are not taken into account their scores would be equal. To motivate why this is not ideal,

consider the DBLP network discussed in Secion 4.2. Assume there are two prominent

computer science researchers that collaborate with the greatest number of other researchers

but generally study very different topics. It is possible that the two have found a common

topic of interest to publish on together. It is also possible that they have a few common

collaborators, either because those researchers switched topics from graduate school to

post graduate research or for other reasons. The fact that they have so many collaborators

makes a few common collaborators less notable and should be reflected with a smaller

Local Community Link Cohesion score. Alternatively, consider two researchers that have

hardly collaborated with any other researchers. If they published a paper together and

have of few common collaborators, it would be a better indication that they are part of the

same community compared to same situation with the prominent researchers. Therefore,

a term is added in the Local Community Link Cohesion metric that weights the connected

seed vertices inversely proportional to their expected number of edges in a random degree-

preserving multigraph (see Definition 2.5.1) to create the relative scoring as desired. Raw

scores for an edge created using these concepts are not meaningful unless they are assessed

relative to the scores of other edges in the graph, therefore, the weights are normalized to

the interval [0,1). An additional benefit of normalizing the weights between [0,1) is that

weights computed taking different simple path lengths into account can be combined into

a single metric.

Definition 4.4.7. Let G = (V,E) be a graph with L = |E|, let h∈Z+, and let Shuv be the set
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Figure 4.3: Two example disconnected S2uv local communities. Example 1 has high degree con-
nected seed vertices and Example 2 has low degree connected seed vertices, each connected by 3
additional 2-hop simple paths. The intermediate vertices in Example 1 and Example 2 have the
same degrees. Local Community Link Cohesion is defined such that the edge connecting the seed
vertices in Example 2 has a higher weight than the edge connected the seed vertices in Example 1.

of all simple paths of length h between u,v ∈V . The raw Local Community Link Cohesion

weights involving paths of length h are defined as

rLoCoLinkCo Sh(u,v) =


1

ku∗kv
∑

z1,...,zh−1∈Shuv

(k̃int
z1
∗...∗˜kint

zh−1
)

1
h−1

(k̃ext
z1
∗...∗˜kext

zh−1
)

1
h−1

if u,v ∈V,

0 otherwise,

(4.12)

where z1, ...,zh−1 are the intermediate vertices of Shuv and * represents scalar multiplica-

tion. Since there are no intermediate vertices in S1uv, the default sum is defined equal to 1.

If the set of simple paths Shuv is empty, the default sum is defined to equal 0. The average

raw Local Community Link Cohesion weight involving paths of length h is defined as

µrLoCoLinkCo Sh =
1

2L ∑
u,v∈V

rLoCoLinkCo Sh(u,v). (4.13)

The normalized Local Community Link Cohesion weights involving paths of length h,
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which can be referred to as the Sh Local Community Link Cohesion weights, are defined as

LoCoLinkCo Sh(u,v) =
rLoCoLinkCo Sh(u,v)

µrLoCoLinkCo Sh + rLoCoLinkCo Sh(u,v)
. (4.14)

Local Community Link Cohesion is defined as

LoCoLinkCo(u,v) =
1
2

LoCoLinkCo S2(u,v)+
1
2

LoCoLinkCo S3(u,v)+ ε, (4.15)

where ε is equal to machine epsilon.

Claim 4.4.8. (CS) Because it takes both the edge connected seed vertices into account

along with edges in nearby alternate paths (see Equations 4.13 and 4.15), Local Community

Link Cohesion is one way of measuring the strength of an edge based on the cycles it is

part of.

Aside from how the intermediate vertices along the simple paths are weighted, Local

Community Link Cohesion follows the same design choices as Inversely Proportional Link

Cohesion. Specifically, only 2-hop simple paths with

rLoCoLinkCo S2(u,v) =
1

kukv
∑

l∈S2uv

k̃int
l

k̃ext
l

(4.16)

between connected seed vertices and 3-hop simple paths with

rLoCoLinkCo S3(u,v) =
1

kukv
∑

s,t∈S3uv

√
k̃int

s ∗ k̃int
t√

k̃ext
s ∗ k̃ext

t

(4.17)

between connected seed vertices are taken into account. Therefore, vertices not connected

by any 2-hop or 3-hop alternate paths will have a score equal to ε . While this may not

be ideal in some networks, for social networks it can provide valuable insights as a person
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that is not connected to any friends or friends of friends of another person is not likely

to be members of the same community even if the two people are connected. Additional

benefits discussed in Subsection 4.6.2. Subsection 4.6.8 will show that a number of the

researchers in the DBLP network have connections to other researchers but without any

nearby alternate paths. The benefit of taking both 2-hop simple paths and 3-hop simple

paths into account is analyzed in Subsection 3.7.2 and Subsection 4.6.7. Higher order

simple paths are not taken into account because the computational complexity increases

and the benefit added is not expected to be much. As stated previously, for social networks,

higher order simple paths get increasingly less meaningful as the characteristic path length

(see Definition 2.1.17) is often quite small. Larger characteristic path lengths may indicate

that using higher order cycles would be beneficial, observing the corresponding hop plot

may provide better insights (see Figure 2.4c as an example). It also may be beneficial to use

cycles of higher order in networks where all the communities are larger than the highest

degree vertex. Note that this statement is made independent of sparsity, but community

sizes in sparser networks would need to be relatively smaller than the community sizes in

denser networks in order for the previous statement to hold. This is discussed in Subsection

4.6.7.

4.5 Implementation and Experimental Setup

To calculate the deterministic Local Community Link Cohesion weights for a particular

graph, an approach similar to the one used to compute the link reliability and link predic-

tion scores was taken 1. The computational complexity of computing all edge weights is

O(〈|CN S3uv|〉N) for extremely sparse networks, where 〈|CN S3uv|〉 is the average num-

ber of S3 common neighbors between two seed vertices. Note that if only S2 weights are

1https://github.com/biomedical-cybernetics/Cannistraci Hebb network automata
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calculated, the term is equal to 〈|CN S2uv|〉 as implemented, and more specifically incor-

porating paths of length h would have a constant term equal to 〈|CN Shuv|〉. The term is

inside the big O notation, because it depends on how the sizes of the communities scale.

The algorithm is easily parallelizable, as each edge can be computed independently with

semi-local information.

The Local Community Link Cohesion computation was written in R to leverage the

community detection algorithms written in the igraph package [75]. The LFR benchmark

graphs are written in c++ and are called by invoking a system command [141]. The fu-

ture.apply package is used for parallelization [29]. All baseline weighting metrics are also

written in R, parallelizing when possible. RNBRW is a different type of parallelization

requiring the doParallel [116] and foreach [117] packages.

Most experiments were run on MacBook Pro laptops, either on my old laptop with a

2.9 GHz Quad-Core Intel Core i7 Processor and 16 GB of memory, a loaner laptop when

my old laptop had problems with a 2.9 GHz Dual-Core Intel Core i7 Processor and 16 GB

of RAM, or my new laptop with a 2.4 GHz 8-Core Intel Core i9 Processor with 64 GB of

RAM. Some of the larger run are done on a cluster using slurm on compute nodes with 128

AMD ROME Cores and 2 TB of RAM.

4.6 Results

Local Community Link Cohesion (LoCoLinkCo) introduced in this chapter (see Def-

inition 4.4.7) will be compared against several baseline pre-weighting methods, listed in

Table 3.2. Inversely Proportional Link Cohesion (InvPrLinkCo) introduced in the previous

chapter (see Definition 3.4.8) will also be used for comparison purposes. Some cycle-based

methods are more computationally expensive even when parallelized, so a comparison to

cycle-based baseline methods will be completed separately from the other methods with
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a more narrow focus. The baseline pre-weighting methods were initially introduced in

Subsection 2.3.2.

The main community detection algorithm used will the Louvain method, but other

community detection methods are used to understand the benefits of pre-weighting with

InvPrLinkCo for a wider range of algorithms. All of the community detection methods can

be found in Table 3.3, which were originally introduced in Section 2.3.

Because ground truth is available for the benchmark graphs, the results for the bench-

mark graphs are presented as normalized mutual information, abbreviated as NMI (see

Definition 2.3.4), and community count error, abbreviated as CCE (see Definition 2.3.5).

Results are summarized from 30 random repetitions except for the benchmark that scales to

500,000 vertices and using community detection methods other than the Louvain method

where only 10 random repetitions were used. Note that the experiments on the bench-

mark that scales to 500,000 using only the Louvain method were done with 30 random

repetitions. When comparing against non-cycle-based methods, mean values are plotted

with 95% confidence intervals, assuming normal distributions. When comparing against

cycle-based methods, boxplots are shown.

Because reliable ground truth is not available for GDBLP, the communities are evaluated

based on the number of communities detection in various size ranges which were chosen

based on research conducted by Robin Dunbar (see Table 2.1), as was done in [269]. Addi-

tionally, conductance (see Definition 2.3.3) and internal edge density (see Definition 2.3.3)

are used as well.

4.6.1 Benchmark LFR Graphs

In addition to the parameters for LFR graphs introduced in Section 4.2, which will

be referred to as LFR BHLP, the benchmark graphs proposed by other authors will also be
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analyzed [131, 176, 239]. Additionally, LFR BHLP will be scaled up to graphs that contain

500,000 vertices. The parameters for all the benchmark LFR graphs are summarized in

Table 4.1.

Table 4.1: Parameters for LFR benchmark graphs.

Parameter LFR BHLP [30] LFR BHLP S LFR MSPM [176] LFR KRH [131] LFR SSGC [239]
N 5000 [5000,..,500000] 500 1000 1000
〈k〉 8 8 7 20 30

kmax 50 N1/2.17 12 50 300
γ 2 2 2 2 2
β 1.5 1.5 1 1 1.5

cmin 10 10 30 10 9
cmax 105 N1/1.83 70 50 300

µ [0.1,..,0.5] 0.3 [0.1,..,0.5] [.05,..,0.8] [.05,..,0.75]

Claim 4.6.1. (CS) All of the benchmark graphs (e.g. LFR BHLP, LFR BHLP S, LFR KRH,

LFR SSGC) except for LFR MSPM have degree assortative community structure, since

the community sizes can be smaller than the highest degree vertices in the graphs. For

the LFR MSPM benchmark, the highest degree vertices have degree 12 but the smallest

community sizes are 30, therefore the highest degree vertices can appear in any of the

communities making the community structure not degree assortative.

4.6.2 Benefits to Using Only S2 and S3 Weights

Modularity (see Definition 2.3.1)is the measure optimized in the Louvain method and

the Fast Greedy algorithm. The equation for modularity reveals the competing trade-off

of optimization algorithms that work by maximizing modularity: the first term is maximal

when there are many edges contained within the communities whereas the second sub-

tracted term is minimized when a graph is split into many small communities with low

total degrees. Because of this, algorithms that optimize modularity can often form large

communities by merging communities that are smaller than a certain threshold which de-
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pends on the total number of edges in the network and on the degree of inter-connectivity

between the communities [140]. In [30], it was shown that weighted modularity algorithms

may fail to resolve communities with less than
√

Wξ/2 total edge weight, where W is the

total edge weight in the network and ξ is the maximum weight of an intercommunity edge.

When the graph is unweighted, W = |E| and ξ = 1. In the extreme case, algorithms that

optimize modularity are unable to separate cliques (see Definition 2.1.14) connected only

by a single edge into disjoint communities. Adding weights to a network that lowers the

weight of the edges between communities can therefore help modularity maximization al-

gorithms resolve smaller communities. Figures 4.4a, 4.4c, and 4.4e illustrate the resolution

limit problem with 3 example unweighted graphs used in [154] and Figures 4.4b, 4.4d,

and 4.4f illustrate how add LoCoLinkCo can help mitigate the resolution limit. Here, Kn̂

denotes a complete subgraph, or clique, with n̂ vertices.

In the example of Figure 4.4a which contains a clique with 50 vertices and two cliques

with 3 vertices all connected by a single edge, the Louvain method merges the two small

cliques K3-K3 into one community and pulls the connected vertices of K50 into the small

community. By adding the LoCoLinkCo as edge weights in 4.4b, the Louvain method is

able to separate the cliques correctly. This is because the edges connecting the cliques are

not supported by any 2- or 3- hop alternative paths and therefore ξ = ε where ε is equal

to machine epsilon, and very small communities are able to be detected. The example

of Figure 4.4c contains a clique with 25 vertices and three cliques with 5 vertices. The

Louvain method merges the three smaller communities K5-K5-K5 into one community in

the unweighted graph, but is able to resolve all of the cliques with the LoCoLinkCo weights.

In Figure 4.4e, a ring of cliques with 5 vertices each are tied together by single edges. The

optimal modularity is obtained by merging K5 communities together in pairs as seen with

the communities generated by the Louvain method. Adding the LoCoLinkCo edge weights

helps the Louvain method separate each clique into it own community, as shown in Figure
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(a) K50-K3-K3
without edge weights

(b) K50-K3-K3
with LoCoLinkCo edge weights

(c) K25-K5-K5-K5
without edge weights

(d) K25-K5-K5-K5
with LoCoLinkCo edge weights

(e) 30K5 clique circle
without edge weights

(f) 30K5 clique circle
with LoCoLinkCo edge weights

Figure 4.4: Resolution limit in modularity maximization algorithms mitigated with LoCoLinkCo
edge weights. Communities shown in different colors are those detected by Louvain method. Simi-
lar benefits would be obtained using InvPrLinkCo.

4.4f. InvPrLinkCo would also yield similar benefits as it also only uses S2 and S3 weights.

Note that the weighting proposed in [239] also used S1 weights, which would not provide

as much benefit due to the larger intercommunity weights it would assign.

Although modularity seems as though it would be a local quality measure since each

community contributes separately to the value, it tends to exhibit counterintuitive non-local

behavior [39]. Specifically, adding a single vertex to a small graph can completely change

the optimal partitioning of the graph as shown in Figures 4.5a and 4.5c. Modularity opti-

mization algorithms also have trouble with satellite vertices as shown in Figure 4.5e. The

optimal clustering of a clique is to keep all its vertices together in the same community, but

adding leaves to a clique will separate the vertices of the clique into different communities.

Lastly, figures 4.5e and 4.5g show the scaling behavior of modularity. By simply doubling

128



the graph in Figure 4.5e, the detected communities are completely altered in 4.5g. Figures

4.5b, 4.5d, 4.5f, and 4.5h illustrate how adding LoCoLinkCo edge weights mitigates the

counterintutive behavior by encoding semi-local community information into the edges of

the graphs. InvPrLinkCo would also yield similar benefits. Fixing these non-local behav-

iors are particularly crucial in sparser graphs, such as GDBLP, where satellite vertices are

expected.

(a) Non-local behavior 1
without edge weights

(b) Non-local behavior 1
with LoCoLinkCo edge weights

(c) Non-local behavior 2
without edge weights

(d) Non-local behavior 2
with LoCoLinkCo edge weights

(e) K3 with leaves
without edge weights

(f) K3 with leaves
with LoCoLinkCo edge weights

(g) Scaling behavior
without edge weights

(h) Scaling behavior
with LoCoLinkCo edge weights

Figure 4.5: Counterintuitive behavior of modularity mitigated with LoCoLinkCo edge weights.
Communities shown in different colors are those detected by the Louvain method. Adding a single
vertex to (a) as shown in (c) completely changes the detected communities. A clique with satellite
vertices are split apart in (e), but if the graph is doubled a different behavior is seen. Pre-weighting
with LoCoLinkCo makes the communities detected by the Louvain method exhibit more desirable
behavior. Similar benefits would be obtained using InvPrLinkCo.

Claim 4.6.2. (CS) Using the combined S2 and S3 weights that does not include S1 weights

or weights from higher order cycles should in theory be beneficial to both highly connected
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graphs affected by the resolution limit (see Figure 4.4) and sparse graphs affected by coun-

terintuitive non-local behavior of modularity (see Figure 4.5) when used to pre-weight

algorithms that maximize modularity.

4.6.3 Comparison of the Two Different of Link Cohesion Metrics

To better understand the similarity and differences between the link cohesion metric

proposed in this chapter to the link cohesion metric proposed in the previous chapter, a

quick analysis is conducted on the toy networks from Chapter 1 (see Figure 1.1). Figure

4.6 illustrates the LoCoLinkCo edge weights proposed in this chapter and the InvPrLinkCo

edge weights proposed in the previous chapter by varying the line thickness of the edges.

The InvPrLinkCo weights are clearly higher inside communities in the nPSO graph

shown in Figure 4.6b. While InvPrLinkCo weights tend to be higher inside some commu-

nities in the LFR graph shown in Figure 4.6a, there are some several high edge weights

between communities and many of the edge weights within the largest community are very

small as expected. The LoCoLinkCo weights are high within communities in the LFR

graph as shown in Figure 4.6c, and although there are high weights between communi-

ties, the highest edge weight of a vertex tends to be within its true community. This is not

necessarily the case for LoCoLinkCo weights in the nPSO graph shown in Figure 4.6d,

particularly for the higher degree vertices.

The Louvain method correctly finds the ground truth communities in the unweighted

LFR graph and the weighted graphs with InvPrLinkCo and LoCoLinkCo. The Louvain

method places the two highest degree vertices in the unweighted nPSO graph in the wrong

communities and merges the two smallest communities into one. With the LoCoLinkCo

weights, the Louvain method is able to separate the two smaller communities, but still

places the two highest degree vertices in the wrong communities. With the InvPrLinkCo
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(a) LFR graph with InvPrLinkCo (b) nPSO graph with InvPrLinkCo

(c) LFR graph with LoCoLinkCo (d) nPSO graph with LoCoLinkCo

Figure 4.6: Comparison of Local Community Link Cohesion (LoCoLinkCo) to Inversely Propor-
tional Link Cohesion (InvPrLinkCo) on the example LFR graph from Figure 1.1a and the example
non-uniform Popularity×Similarity (nPSO) graph from Figure 1.1b. The thickness of each edge
corresponds to its weight. (a) LFR graph with InvPrLinkCo edge weights (b) nPSO graph with
InvPrLinkCo edge weights (c) LFR graph with LoCoLinkCo edge weights (d) nPSO graph with
LoCoLinkCo edge weights.

weights, the Louvain method only places the highest degree vertex in the wrong commu-

nity.

4.6.4 Louvain Method with Pre-Weighted LFR Graphs

The main benchmark used in this chapter is LFR BHLP as is motivated in Section

4.2, which will be used to compare LoCoLinkCo to other pre-weighting methods shown

in Table 3.2 along with InvPrLinkCo from the previous chapter with the Louvain method.
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Additional experiments with the Louvain method on the other benchmark graphs will be

shown in Subsection 4.6.6 for side by side comparison to other community detection al-

gorithms. Because some of the cycle-based methods are more computationally expensive,

experiments are run on a single mixing parameter µ = 0.5, instead of varying the value, as is

done with the non-cycle-based methods. The normalized S2 and S3 Local Community Link

Cohesion weights (LoCoLinkCo S2 and LoCoLinkCo S3) along with normalized S2 and

S3 Inversely Proportional Link Cohesion weights (InvPrLinkCo S2 and InvPrLinkCo S3)

from the previous chapter are also used as a comparison in the cycle-based methods. The

community detection results for are shown in Figure 4.7.

LoCoLinkCo significantly outperforms non-cyclic-based methods, with higher NMI

and closer estimates to the true number of communities. It should be noted that unlike in

Subsection 3.7.6, InvPrLinkCo provides significant benefit when used as a pre-weighting

step to the Louvain method compared to the unweighted Louvain method for this bench-

mark. This is true for many of the LFR benchmark graphs, which are not as highly con-

nected as the benchmark graph used in 3.7.6 (specifically LFR SSGC from Table 4.1) and

do not have high degree vertices as large as in LFR SSGC. The next best performing base-

line pre-weighting method is the cyclic-based NeighborCo which was originally introduced

in the same paper that the parameters for this benchmark graph were introduced [30]. That

said, LoCoLinkCo still performs significantly better, as indicated by the paired t-test on the

NMI which yields a confidence interval of (0.0273,0.0321).

Claim 4.6.3. (CS) LoCoLinkCo can improve the communities detected by the Louvain

method in a difficult real-world inspired parameter setting for LFR graphs with both res-

olution limit issues and sparsity issues (see Claim 4.2.2) more than other baseline pre-

weighting methods (see Figures 4.7).
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Figure 4.7: Community detection results for LFR BHLP using the Louvain method with different
pre-weighting methods. The unweighted graph is also used as a reference. The plots in (a) and (b)
report the mean NMI and CCE for non-cycle-based methods with 95% confidence intervals from
30 random repetitions. The plots (c) and (d) report for T=0.3 the boxplots of NMI and CCE for
cycle-based methods over 30 random repetitions.

4.6.5 Scalability of Local Community Link Cohesion

The scalability tests were conducted on LFR graphs similar to the LFR BHLP graphs.

Graphs are scaled from 5,000 to 500,000 using logarithmic spacing. By assuming a power-

law distribution and determining the matching power-law cut-off degree (See Definition

2.2.4), a γ = 3.17 creates the maximum degree of the LFR BHLP. Therefore, N1/2.17 is
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used as the maximum degree as N increases. A similar approach is used to determine the

maximum community size. It is assumed that the community sizes follow a power-law

distribution, so β = 2.83 is used to match the benchmark. Note that in both cases, the mini-

mum value is assumed to be 1, which is not actually true. The community detection results

from the Louvain method are shown in Figure 4.8 with the corresponding compute times

shown in Figure 4.9. Results are shown in Figures 4.8a, 4.8b, and 4.9a are experiments

run on a laptop with 4 logical cores and results shown in Figures 4.8c, 4.8d, and 4.9b are

experiments run on a single large machine in a cluster. Results shown in Figures 4.9c and

4.9d are run on a cluster using Slurm so that the number of cores could be specified.

It is interesting to note that the NMI of all methods take a large dip starting at N =

31,622. This is due to the LFR benchmark switch the minimum degree from 3 to 2 to

balance the increasing maximum degree with the constant average degree, where a number

of the vertices with degree 2 are not supported by any 2-hop or 3-hop alternate paths, as

can be determined by counting the number of vertices that have an average strength (see

Definition 2.1.11) equal to machine epsilon. This will be discussed more in Subsection

4.6.8. As the size of the graphs grow, all methods are able to determine the correct num-

ber of communities. This means the dip in mean NMI causes vertices to be placed into

incorrect communities compared to the community detection method splitting or merging

communities. This makes sense, since the dip is due to the vertices with edges that are

not supported by any 2-hop or 3-hop alternate paths. Instead of creating new communities

from these vertices, they are misplaced due to equal strengthed edges.

In Figures 4.9a and 4.9b, a change in the scaling of the compute times is noticed at

the same point where the performance of the mean NMI degrades. This may be due to an

increase in the number of common neighbors for some vertices with the scaled parameters

as the highest degree vertices increases slower than the size of the largest communities.

As shown in Figures 4.9c and 4.9d, all baseline cycle-based method are parallelized, but
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Figure 4.8: Community detection results for LFR BHLP S using the Louvain method with dif-
ferent pre-weighting methods. The unweighted graph is also used as a reference. The plots in (a)
and (b) report the mean NMI and CCE for LoCoLinkCo and InvPrLinkCo with 95% confidence
intervals from 30 random repetitions run on a laptop with 4 cores. The plots in (a) and (b) report the
mean NMI and CCE for LoCoLinkCo with raw and normalized S2 and S3 LoCoLinkCo weights
with 95% confidence intervals from 30 random repetitions run on a cluster with 128 cores.

some of the methods are much more computationally expensive than LoCoLinkCo. Specif-

ically, NeighborCo and RNBRW are quite computationally expensive as implemented.

NeighborCo is implemented in a similar way to InvPrLinkCo, except the method relies

on several iterations to determine edge weights. RNBRW is implemented similar to the
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Figure 4.9: Compute times for LFR graphs using the Louvain method. The plots in (a) and (b)
contain the mean compute times with 95% confidence intervals from 30 random repetitions for
LFR BHLP S using the Louvain method with the selected pre-weighting methods, (a) with 4 cores
on a laptop and (b) with 128 cores on a cluster. The plots in (c) and (d) contain the boxplots of
compute times from 30 random repetitions for the cycle-based methods on LFR BHLP graphs with
µ=0.5, (c) with 4 cores using Slurm on a cluster and (d) with 16 cores using Slurm on a cluster.

Python implementation shown in [175].
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4.6.6 Experiments with Other Community Detection Algorithms

While pre-weighting the Louvain method with LoCoLinkCo provides better results than

other pre-weighting methods and the unweighted Louvain method, there are other com-

munity detection options that may perform better on the benchmark LFR graphs. First,

the LoCoLinkCo weighted and unweighted Louvain method is compared against the other

community detection methods listed in Table 3.3 on LFR BHLP and LFR BHLP S with

results shown in Figure 3.13. The compute times for the other community detection algo-

rithms, as implemented in the igraph library, are shown in Figure 4.11.

Both Infomap and Label Prop obtain high mean NMI, with Label Prop able to more ac-

curately predict the correct number of communities and Infomap overshooting the number

of communities. All of the baseline community detection algorithms also has the dip in per-

formance at N = 31,622. Note that only 10 random repetitions were run for LFR BHLP S

and that HSBM was not run on LFR BHLP S.

The LoCoLinkCo are not specific to the Louvain method and have the potential to

improve the communities detected by other methods. Therefore, Figures 4.12, 4.13, 4.14,

4.15, 4.16, 4.17, 4.18, 4.19, 4.20, and 4.21 show results from experiments testing the poten-

tial performance improvements from using LoCoLinkCo to pre-weight the other commu-

nity detection methods. All experiments use 30 random repetitions and the 95% confidence

intervals are reflected in the plots.

Experiments using InvPrLinkCo to pre-weight a variety of community detection al-

goirithms lead to a number of observations.

Claim 4.6.4. (CS) LoCoLinkCo has been shown to consistently improve the communi-

ties detected by algorithms that maximize modularity (e.g. the Louvain method and Fast

Greedy algorithm) on all of the tested LFR benchmark graphs with degree assortative com-

munity structure, which include graphs with degree assortative community structure(see

137



0.00

0.25

0.50

0.75

1.00

0.1 0.2 0.3 0.4 0.5
µ

N
M

I

(a) NMI for LFR BHLP Cluster Comparison

0

1

2

3

0.1 0.2 0.3 0.4 0.5
µ

C
C

E

(b) CCE for LFR BHLP Cluster Comparison

0.5

0.6

0.7

0.8

0.9

1.0

104 105 106

N

N
M

I

(c) NMI for LFR BHLP S Cluster Comparison

0

1

2

3

4

104 105 106

N

C
C

E

(d) CCE for LFR BHLP S Cluster Comparison

Figure 4.10: Community detection results for LFR graphs using the Louvain method plus In-
vPrLinkCo compared to other unweighted community detection methods described in Section 2.3.
The plots in (a) and (b) report the mean NMI and CCE for LFR BHLP with 95% confidence in-
tervals from 30 random repetitions. The plots in (c) and (d) report the mean NMI and CCE for
LFR BHLP S with 95% confidence intervals from 10 random repetitions.

Figures 4.12a, 4.12b, 4.14a, 4.14b, 4.18a, 4.18b, 4.20a, and 4.20b), graphs without degree

assortative community structure (see FIgures 4.16a and 4.16b). Only in the benchmark

graph that does not have degree assortative community structure (LFR MSPM) does pre-

weighting with LoCoLinkCo cause the modularity maximization algorithms to predict a

number of communities further away from the true number of communities (see Figures

4.13a, 4.13b, 4.15a, 4.15b, 4.19a, 4.19b, 4.21a, 4.17a, and 4.17b).
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Figure 4.11: Compute time comparison to other community detection methods using
LFR BHLP S. The plot contains the mean compute times with 95% confidence intervals from 10
random repetitions.

As stated, while the improvement in the LFR benchmark graphs without degree assor-

tative community structure is statistically significant for the Louvain method pre-weighted

with LoCoLInkCo compared to the unweighted Louvain method (with confidence inter-

vals that the true difference in means is not equal to 0 being (0.0030, 0.0082) for µ = 0.1,

(0.0113, 0.0261) for µ = 0.2, (0.0423, 0.0870) for µ = 0.3, (0.0678, 0.1105) for µ = 0.4,

and (0.0569, 0.0796) for µ = 0.5 using a Welch Two Sample t-test) – see Figure 4.16a)

and more obviously the Fast greedy algorithm (see Figure 4.16b), the weights cause the

algorithm to split communities apart as shown in Figures 4.17a 4.17b. This is due to the

large community sizes relative to the degree of the largest vertices in the graphs – lower

cycles are not very common even within a community.

Claim 4.6.5. (CS) Pre-weighting the highly connected LFR SSGC graphs with LoCoL-

inkCo provide higher mean NMI values (see Figure 4.20) and more accurate predictions

for the number of communities (see 4.21) for all community detection methods except

HSBM (see Figures 4.20f and 4.21f).

It should be noted that HSBM determines the number of communities by using the
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Figure 4.12: NMI for LoCoLinkCo verses unweighted community detection on LFR BHLP.
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Figure 4.13: CCE for LoCoLinkCo verses unweighted community detection on LFR BHLP.
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Figure 4.14: NMI for LoCoLinkCo verses unweighted community detection on LFR BHLP S.
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Figure 4.15: CCE for LoCoLinkCo verses unweighted community detection on LFR BHLP S.
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Figure 4.16: NMI for LoCoLinkCo verses unweighted community detection on LFR MSPM.
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Figure 4.17: CCE for LoCoLinkCo verses unweighted community detection on LFR MSPM.
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Figure 4.18: NMI for LoCoLinkCo verses unweighted community detection on LFR KRH.

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(a) Louvain method

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(b) Fast Greedy

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(c) Label Prop

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(d) Infomap

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(e) Walktrap

0.0

0.5

1.0

1.5

2.0

0.0 0.2 0.4 0.6 0.8
µ

C
C

E

(f) HSBM

Figure 4.19: CCE for LoCoLinkCo verses unweighted community detection on LFR KRH.
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Figure 4.20: NMI for LoCoLinkCo verses unweighted community detection on LFR SSGC.
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Figure 4.21: CCE for LoCoLinkCo verses unweighted community detection on LFR SSGC.
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standard “elbow-finding” methodologies [159], and it is possible that tuning could increase

the number of communities it detects.

With the LFR KRH benchmark graphs shown in Figures 4.18 and 4.19, which are also

relatively highly connected, most methods under most of the mixing conditions show an

improvement in mean NMI and mean CCE when pre-weighted with LoCoLinkCo. The

exception again is HSBM and when µ = 0.65 for Infomap. Sometimes adding the LoCoL-

inkCo weighting causes the methods to over predict the number of communities, as is seen

with Infomap and Label Prop for higher mixing parameters, although the added weights

helps the Walktrap algorithm detect fewer communities yielding closer values to ground

truth.

Sparser graphs, as are the LFR BHLP (Figures 4.12 and 4.13), LFR BHLP S (Figures

4.14 and 4.15), and LFR MSPM (Figures 4.16 and 4.17) benchmarks, the benefits are less

clear for algorithm not based on maximizing modularity. This is similar to the observations

made in Chapter 3 (see Subsection 3.7.5). In many of these cases, pre-weighting with Lo-

CoLinkCo causes the community detection algorithms to break true communities apart. As

stated previously, a hypothesis for why this occurs is that Infomap, Label Prop, and Walk-

trap (for graphs not influenced by Popularity×Similarity optimization) are able to utilize

cycles of higher order into their solution on unweighted graphs, therefore focusing on only

shorter cycles when the characteristic path length is relatively high causes a degradation in

the performance.

Claim 4.6.6. (CS) Similar to Claim 3.7.7, certain non-modularity based community de-

tection algorithms (e.g. Infomap, Label Prop and sometimes Walktrap) obtain degraded

NMI when LoCoLinkCo is used to pre-weight sparse networks (see Figures 4.12, 4.14, and

4.16), but unline in the nPSO graphs (see Figures 3.17c and 3.17d), Infomap and Walktrap

all seem to have a tendency to over predict the true number of clusters when unweighted
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(see Figures 4.13, 4.15, and 4.17) which is exacerbated when weighted with LoCoLinkCo.

The degradation is less significant when the ground truth communities are small in size,

leading to resolution limits that may be benefitted by the weights. When the ground truth

communities are large, as is the case with the LFR MSPM benchmark, pre-weighting with

LoCoLinkCo yields significantly degraded detected communities.

4.6.7 Additional Observations about Local Community Link Cohesion

While in many cases, pre-weighting graphs with LoCoLinkCo edge weights yield de-

tected communities more similar to ground truth for many community detection algorithms,

having a way to determine when pre-weighting would likely degrade performance is im-

portant. It is also important to be able to determine if a graph has no underlying com-

munity structure, as obtaining predicted communities in a random graph is not helpful.

Link cohesion weights are deterministic, unlike most community detection algorithms.

Therefore, making determinations on whether or not a graph has community structure

or if LoCoLinkCo is expected to improve performance based on the distribution in link

cohesion weights has some appeal. An additional concern is determining if the underly-

ing community structure is more similar to the type of community structure obtained from

Popularity×Similarity optimization or degree assortative community structure, as using the

right link cohesion metric has been shown to make a difference.

While certain graph-level attributes such as the size of a graph and the average local

clustering coefficeint (see Definition 2.2.7) or global clustering coefficient (see Definition

2.2.8) can be obtained in either nPSO graphs or LFR graphs, it is of interest to know if

other graph-level attributes could be used to classify which type of community structure a

graph likely has. In general, LFR graphs tend to have smaller maximum degree vertices,

otherwise the largest communities would be very large. That said, there are many graphs
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that have maximum degrees in a range that could yield either type of community struc-

ture. In 2005, Manuel Middendorf, Etay Ziv, and Chris H. Wiggins investigated using the

frequency of certain subgraphs to determine network type [169]. In 2011, James A. Hen-

derson and Peter A. Robinson analyzed attributes related to the clustering coefficient (see

Definition 2.2.8) and the characteristic path length (see Definition 2.1.17) on its effects on

network structure [122]. Before analyzing local community link cohesion, which contains

semi-local information related to clustering and characteristic path length which encoding

details about the presence of triangle (3-cycle) and rectangle (4-cycles) subgraphs while

additionally taking degrees of the vertices in the subgraphs into account, the assortativity

coefficient (see Definition 2.2.5) and the rich-clubness (p-value) (see Definition 2.2.13) are

studied as candidates for making the distinction on the type of community structure. Fig-

ure 4.22 shows the values obtained from these measures for the LFR BHLP, LFR MSPM,

and LFR KRH benchmark graphs. Not shown are LFR SSGC which consistently yield

negative assortativity coefficient values with rich-clubness (p-value) close to 0 for small

µ , nPSO EU which consistently yield negative assortativity coefficient values with rich-

clubness (p-value) always equal to 0, and nPSO BHLP1 which consistently yield positive

assortativity coefficient values with rich-clubness (p-value) always equal to 0.

While nPSO graphs are almost always rich-club networks, some examples in [185]

show some parameter settings that create graphs that are not rich-club networks (a different

null model is used for determining if a graph is a rich-club network, with difference scores

instead of z-scores [183]).

Claim 4.6.7. (CS) Assortatively mixed rich-club networks, disassortatively mixed rich-

club networks, and assortatively mixed and disassortatively mixed graphs that are not rich-

club networks can be created using both nPSO graphs and LFR graphs.

One interesting observation of certain LFR graphs are that they can sometimes have
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(a) Assortativity Coefficient for LFR BHLP
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(b) Rich-clubness (p-value) for LFR BHLP
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(c) Assortativity Coefficient for LFR MSPM
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(d) Rich-clubness (p-value) for LFR MSPM
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(e) Assortativity Coefficient for LFR KRH
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(f) Rich-clubness (p-value) for LFR KRH

Figure 4.22: Assortativity and rich-clubness of benchmark graphs. The plots in (a) and (b) report
the mean assortativity coefficient and rich-clubness (p-value) for LFR BHLP with 95% confidence
intervals from 30 random repetitions. (c) and (d) show similar plots to (a) and (b) for LFR MSPM.
(e) and (f) show similar plots to (a) and (b) for LFR KRH.

anti rich-club network behavior – rich-clubness p-values that are consistently high as seen

in Figure 4.22b. This is probably due to the highest degree vertices being placed in different
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communities. With a majority of the connections being made within the communities, they

are less likely to be connected to each other than a fully random graph.

Claim 4.6.8. (CS) An anti rich-club network with rich-clubness p-values that are consis-

tently high, as seen in Figure 4.22b, is characteristic of an LFR graph that is not likely to

be observed in nPSO graphs.

That said, this may be a characteristic of the LFR benchmark as such a network has not

been observed in the real-world networks analyzed though the highest degree vertices in

Figure 3.2a seem to be anti rich-club between degrees k = 150 to k = 200.

A preliminary analysis is conducted on analyzing the LoCoLinkCo weights to deter-

mine if a graph has community structure. Specifically, LoCoLinkCo weights are plotted

verses geometric mean of vertex degrees of the edges in a graph. The first set of plots

shown in Figure 4.23 are using the LFR KRH benchmark that has very different assor-

tativity coefficients and rich clubness p-values as µ is varied. When the mixing between

communities is very low e.g. µ = 0.2 in Figure 4.23a, there is a separation between the

internal community edges and the external community edges. Also shown in the top row

are similar plots for a rewired version of the graph in Figure 4.23b (an MS graph, see Fig-

ure 2.9) and an ER graph in Figure 4.23c (See Subsection 2.5.1) generated with the same

number of vertices and edges. Both random graphs have a distinctive pattern due to the

LoCoLinkCo S2 weight and LoCoLinkCo S3 weights being uncorrelated.

As the mixing rate is increased to µ = 0.6 in Figure 4.23d, the edges with low geometric

mean of their vertex degrees obtain a wider range of weights with internal community

edges taking on values that external community edges also have. The edges connecting

the highest degree vertices tend to have larger LoCoLinkCo edge weights if they are part

of the same community and lower LoCoLinkCo edge weights if they are part of different

communities. The corresponding random graphs have the same distinctive pattern as the
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(a) An example graph of
LFR KRH µ = 0.2
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(b) MS graph of
LFR KRH µ = 0.2

10 15 20 25 30

0.
0

0.
2

0.
4

0.
6

0.
8

Geom. Mean of Edge's Degrees

Lo
C

oL
in

kC
o

(c) ER graph of
LFR KRH µ = 0.2
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(d) An example graph of
LFR KRH µ = 0.6
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(e) MS graph of
LFR KRH µ = 0.6
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(f) ER graph of
LFR KRH µ = 0.6
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(g) An example graph of
LFR KRH µ = 0.8
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(h) MS graph of
LFR KRH µ = 0.8
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(i) ER graph of
LFR KRH µ = 0.8

Figure 4.23: LoCoLinkCo verses geom. mean of an edge’s degree for LFR KHR. The first row
is based on an example graph with mu = 0.2, the second row is based on an example graph with
mu = 0.6, and the third row is based on an example graph with µ = 0.8. In each case, the LFR
graph is compared to rewired version, aka an MS graph, and an ER graph with the same size and
average degree.

other random graphs. When µ = 0.8 in Figure 4.23g, the LFR KRH graphs seem to become

mostly random as well, obtaining very similar patterns to the randomized versions of the

graph, particuarly the rewired version.

Unlike the assortativity coefficient, which is a graph-level metric, visualizing LoCoL-
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inkCo edge weights verses the geometric mean of the vertex degrees of the edges in a graph

gives insights into how the highest degree vertices are mixed. While the rich-clubness p-

value also provides a value that can lead to insights on how the highest degree vertices

are mixed, the single value is not able to reflect the difference between highly connected

vertices within a community that tend to be connected with large LoCoLinkCo weights

and highly connected vertices in different communities that tend to be connected with low

LoCoLinkCo weights.

Figure 4.24 contains similar examples for the other LFR benchmkark graphs. Both

the example LFR BHLP graph shown in Figure 4.24a and the example LFR SSGC graph

shown in Figure 4.24g have similar separation among edges that connect the highest degree

vertices. The example LFR MSPM graph shown in Figure 4.24d looks similar to a random

graph. This is because it is the LFR benchmark without degree assortative community

structure. Since the graph is sparse and the community sizes are much larger than the high-

est degree vertices in the graphs, communities likely contain more higher order cycles than

triangles and rectangles. Note that the density of the LFR MSPM graphs are higher than

the densities of the LFR BHLP since the LFR BHLP graphs have an order of magnitude

more vertices. The pattern differences are due to the sizes of the communities relative to

the degrees of the vertices. The rewired graph of LFR SSGC shown in Figure 4.24h has

a very different pattern than the rewired graphs of the other examples. This is because the

LFR SSGC graph has highly connected vertices with a maximum degree of 300 compared

to the other benchmark graphs that have much lower maximum degrees. Therefore, the

highest degree vertices are all likely to be connected to each other in the MS graphs simply

because they have many more edges compared to other vertices.

The next set of plots shown in Figure 4.25 are of the nPSO benchmark graphs from

Chapter 3. Unlike the distinctive separation seen in the edge weights connecting the high-

est degree vertices in the benchmark graphs with degree assortative community structure,
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(a) An example graph of
LFR BHLP µ = 0.5
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(b) MS graph of
LFR BHLP µ = 0.5
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(c) ER graph of
LFR BHLP µ = 0.5
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(d) An example graph of
LFR MSPM µ = 0.3
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(e) MS graph of
LFR MSPM µ = 0.3
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(f) ER graph of
LFR MSPM µ = 0.3
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(g) An example graph of
LFR SSGC µ = 0.5
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(h) MS graph of
LFR SSGC µ = 0.5
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(i) ER graph of
LFR SSGC µ = 0.5

Figure 4.24: LoCoLinkCo verses geom. mean of an edge’s degree for other LFR graphs. The first
row is based on an LFR BHLP graph with mu= 0.5, the second row is based on an LFR MSP graph
with mu = 0.3, and the third row is based on an LFR SSGC graph with µ = 0.8. In each case, the
LFR graph is compared to rewired version, aka an MS graph, and an ER graph with the same size
and average degree.

the highest degree vertices in the nPSO graphs all tend to have similar values. This makes

sense, as the most popular vertices are typically from various communities but connected

to each other due to their popularity. In highly connected graphs, such as the example

nPSO EU graph and the real-world GEU graph, the edges connecting the highest degree
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vertices have mid-range LoCoLinkCo edge weights. In sparser graphs, such as the exam-

ple nPSO BHLP1 graph, the edges connecting the highest degree vertices have very low

LoCoLinkCo edge weights since there is larger separation in the graph overall. When this

is the case, there are no edges that connect high degree vertices with high LoCoLinkCo

edge weights, as was seen in Figures 4.23 and 4.24.

The random rewired networks (MS graphs) of the highly connected graphs influenced

by Popularity×Similarity optimization follow a pattern similar to the rewired network of

LFR SSGC shown in Figure 4.24h for the same reasons. The highest degree vertices in

the MS graphs have many more edges than the other vertices and with so many connec-

tions, they are very likely to be connected. The rewired graph of nPSO BHLP1 shows a

very different pattern which makes it look like the highly connected graphs influenced by

Popularity×Similarity optimization. The main difference is that there are much fewer ver-

tices that have higher LoCoLinkCo edge weights by chance, compared to the graphs with

true community structure.

Based on these observations, a number of preliminary claims are made that need to be

further analyzed.

Claim 4.6.9. (CS) Graphs with degree assortative community structure and more than one

large community may have two distinct sets of weights for edges connecting the highest

degree vertices (see Figures 4.23a, 4.23d, 4.24a, and 4.24g) if the mixing rate of the ver-

tices (see Definition 2.2.10) is not too high (see Figure 4.23g) while graphs influenced by

Popularity×Similarity optimization are only expected to have one set that has mid-range

weights (see Figures 4.25a and 4.25g) to low weights (see Figure 4.25d),, but not high

weights due to the high penalty of cycles made up of just high degree vertices (see Claim

3.4.10).

Claim 4.6.10. (CS) Erdős -Rényi (ER) graphs have a distinct disjoint pattern in graphs
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(a) An example graph of
nPSO EU T = 0.3
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(b) MS graph of
nPSO EU T = 0.3
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(c) ER graph of
nPSO EU T = 0.3
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(d) An example graph of
nPSO BHLP1 T = 0.3
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(e) MS graph of
nPSO BHLP1 T = 0.3
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(f) ER graph of
nPSO BHLP1 T = 0.3
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(g) The simplified graph of
the email-Eu-core [148], GEU
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(h) MS graph of
GEU
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(i) ER graph of
GEU

Figure 4.25: LoCoLinkCo verses geom. mean of an edge’s degree for nPSO graphs. The first row
is based on an nPSO EU graph with T = 0.3, the second row is based on an nPSO BHLP1 graph
with T = 0.3, and the third row is the GEU graph from Section 3.2. In each case, the LFR graph is
compared to rewired version, aka an MS graph, and an ER graph with the same size and average
degree.

plotting the LoCoLinkCo weight of an edge verses the geometric mean of the vertices

degrees of the edge with two clusters away from a LoCoLinkCo weight of 0 (see Figures

4.23c, 4.23f, 4.23i, 4.24c, 4.24f, 4.24i, 4.25c, 4.25f, and 4.25i) due to the LoCoLinkCo S2

and LoCoLinkCo S3 weights being uncorrelated.
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Claim 4.6.11. (CS) Graphs with a maximum degree on the same order of magnitude as an

expected maximum degree of an ER graph may yield MS graphs similar to ER graphs (see

Figures 4.23b, 4.23e, 4.23h, 4.24b, and 4.24e), whereas graphs with a maximum degree an

order of magnitude larger than the expected maximum degree of an ER graph may yield

MS graphs that are strongly correlated (see Figures 4.24h, 4.25b, and 4.25h) if the graphs

are not sparse (see Figure 4.25e).

Claim 4.6.12. (CS) Graphs not influenced by Popularity×Similarity optimization that have

large communities relative to the size of the maximum degree in the graph may have similar

patterns to ER graphs (see Figure 4.24d). This may be indicative that higher order cycles

are needed to detect community structure.

The last analysis of the LoCoLinkCo edge weights to determine community structure

is done on a Hierarchical Stochastic Block Model (HSBM) introduced by Vince Lyzinski,

Minh Tang, Avanti Athreya, Youngser Park, and Carey Priebe in 2016 [159]. Such a graph

has block community structure with different motif patterns within the communities, as

shown in Figure 4.26. The Louvain method pre-weighted with LoCoLinkCo weights are

able to correctly identify the 8 communities. The LoCoLinkCo weights for the graph are

shown in Figure 4.27. In Figure 4.27, the LoCoLinkCo weights for internal edges of each

of the predicted communities, which align exactly with the ground truth communities, are

shown separately as well.

First, there is clear separation between the edges found within communities and edges

between communities, as shown in FIgure 4.27a. Additionally, different motifs show dif-

ferent patterns in the LoCoLinkCo edge weights of the internal community edges shown in

(b)-(h) of Figure 4.27. Unlike in [159] where the exact block structure can be recovered,

only relative patterns in the probability of being connected is reflected in each community.

Specifically, it is hard to discern the B1 and B3 which have similar connection patterns but
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Figure 4.26: An example HSBM graph similar to the graph in [159].

arranged in a different order in the motif. That said, it is interesting to see the structure

reflected in the plots.

Claim 4.6.13. (CS) Hierarchical stochastic block models with motif substructures have

patterns that can partially be observed by looking at the LoCoLinkCo weights verses the

geometric mean of the vertex degrees of the corresponding edge.

4.6.8 Communities in the Co-authorship Network of Published Researchers

Without ground truth communities, the performance of community detection algo-

rithms on GDBLP needs to be evaluated in a different way. First, does GDBLP have com-

munity structure? And if so, what type? The observations from Subsection 4.6.7 can be

used in the analysis. It is as assortatively mixed rich-club network, which could mean any-

thing. Figure 4.28 shows the GDBLP graph, the LoCoLinkCo weights verses the geometric

mean of the vertex degrees of its edges, and the MDCore of the graph using LoCoLinkCo

weights (see Section 3.5)).
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(a) Edges in the
entire HSBM graph
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Figure 4.27: LoCoLinkCo verses geom. mean of an edge’s degree for the HSBM graph from
Figure 4.26. The first figure illustrates all of the edges, both internal community edges shown
in rainbow colors and external community edges shown in gray. The remaining figures show the
internal community edges for each predicted community, which aligns exactly with the blocks of
the SBM.

Claim 4.6.14. (CS) LoCoLinkCo weights of the graph GDBLP have the distinctive pattern

that edges connecting the highest degree vertices either have relatively high LoCoLinkCo

weights or near zero LoCoLinkCo weights (see Figure 4.28b) expected for graphs with

degree assortative community structure. Additionally, observing the MDCore of GDBLP
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(a) GDBLP

visualized using Gephi
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(b) LoCoLinkCo verses the geometric mean
of the vertex degrees of the edges in GDBLP

(c) MDCore of GDBLP visualized using Gephi

Figure 4.28: Community structure of the GDBLP and its MDCore. (a) GDBLP graph (b) LoCoLinkCo
verses geom. mean of an edge’s degree for GDBLP graph (c) MDCore of GDBLP with LoCoLinkCo.

LoCoLinkCo weights seem to highlight structure that does not seem random (see Figure

4.28c).

An additional interesting observation of GDBLP made form analyzing the LoCoLinkCo

weights is that 43,181 vertices have edges that are not supported by any nearby alternate

paths of length 2 or 3. This was also observed in the LFR BHLP S graphs. When 10

LFR BHLP S graphs were generated with the same number of vertices as GDBLP, the mean

number of vertices that had edges that were not supported by any nearby alternate paths of
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length 2 or 3 was 45,912. 6 of the 10 graphs had a value in the 70 thousands and 4 had a

value of 1. The average number of communities in the benchmark graphs is 3,227 with a

standard deviation of 72. The maximum community size in the benchmark graphs is 1,010

with a standard deviation of 4.

As was done in Paul Wagenseller III and Feng Wang in their 2018 paper analyzing com-

munities without ground truth, predicted communities are judged based on their community

size distributions. The community sizes are chosen to reflect research done by Robin Dun-

bar shown in Table 2.1. The results for the weighted and unweighted community detection

methods are shown in Table 4.2. Figure 4.29a illustrates how the communities detected by

different methods are related to each other by computing the NMI of each pair of commu-

nity detection method.

Table 4.2: Predicted community size distribution in GDBLP from different methods.

Method \Community size range 1-3 4-5 6-15 16-50 51-150 151-500 501-1500 1501-5000 5000+ Total
Louvain method unweighted 0 8 98 30 3 18 61 45 12 275

Louvain method w/ LoCoLinkCo 518 717 798 159 65 151 226 22 0 2,656
Fast Greedy unweighted 274 767 1,475 426 84 36 23 12 10 3,109

Fast Greedy w/ LoCoLinkCo 574 888 1,298 380 131 139 122 54 0 3,586
Label Prop unweighted 3,142 4,962 10,635 4,340 488 40 1 1 1 23,610

Label Prop w/ LoCoLinkCo 6,570 8,612 16,769 4,231 146 6 0 0 0 36,334
Infomap unweighted 741 1,704 6,781 6,977 744 22 2 0 0 16,971

Infomap w/ LoCoLinkCo 3,288 3,972 10,159 6,922 304 2 0 0 0 24,647
Walktrap unweighted 10,036 6,978 10,183 2,864 323 31 6 1 1 30,45

Walktrap w/ LoCoLinkCo 69,024 11,519 14,125 1,787 54 4 0 1 0 96,513

Claim 4.6.15. (CS) As was seen in the benchmark graphs that were generated to be similar

to GDBLP, weighted and unweighted Infomap and Walktrap and weighted Label Prop detect

significantly more communities than the weighted Louvain method and the weighted Fast

Greedy algorithm (see Table 4.2), although they do not necessarily reflect true communities

as shown in Figure 4.15.

Note that the number of detected communities by the Louvain method with LoCoL-

inkCo and the Fast Greedy method with LoCoLinkCo are surprisingly close to the bench-

mark graphs, although the size distribution is different. The over count on the number of
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(a) NMI comparison of detected communities from different methods for GDBLP
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(b) Conductance comparison
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(c) Internal edge density comparison

Figure 4.29: Comparison of detected communities from different methods for GDBLP. A com-
parison of the conductance and internal edge density of the unweighted methods can be found in
[269].
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communities by the other algorithms seems to be exacerbated by the fact that co-authors

form cliques, which may be the reason why Label Prop on the unweighted network gen-

erates so many more communities than in the similar benchmark graphs where the correct

number of communities was consistently detected. Note that the unweighted Label Prop

also performed significantly different on real-world network compared to the related bench-

mark graphs in the previous chapter as well.

Because of this, a case can be made that the communities detected by the methods that

maximize modularity pre-weighted with LoCoLinkCo may be best. While large commu-

nities in the range of 1501-5000 are created using LoCoLinkCo with the Louvain method

and Fast Greedy algorithm, extremely large communities of size greater than 5,000 which

are created by the unweighted modularity maximization algorithms are removed with the

LoCoLinkCo weights are used.

Figure 4.29a shows that the Louvain method weighted with LoCoLinkCo provides com-

munities that have higher NMI with the unweighted Infomap and the unweighted Label

Prop which performed well in the benchmark graphs, though with such little data there

is not a way to test for significance. The conductance of the communities (see Definition

2.3.3), shown in Figure 4.29b, have a higher mean value for the Louvain method weighted

with LoCoLinkCo (0.1175) than the Fast Greedy algorithm weighted with LoCoLinkCo

(0.1218) with a p-value of 0.02 that the true difference in means are not equal using a

Welch two sample t-test. There is not a statistically significant difference in the internal

edge densities (see Definition 2.3.3) shown in Figure 4.29c.

The conductance and the internal edge densities of the unweighted community detec-

tion methods on GDBLP can be found in [269]. While Infomap yields higher internal edge

densities than the Louvain method weighted with LoCoLinkCo, the conductance are worse

providing more evidence that the Louvain method weighted with LoCoLinkCo may be

best.
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Claim 4.6.16. (CS) Making observations based on how algorithms perform on benchmark

graphs with proposed similar characteristics to a network without ground truth may be

used to make judgements as to which algorithm provides the best results on the real-world

network (see Claims 3.7.9, 4.6.6, 4.6.3, 4.6.4, and 4.6.15)).

4.7 Conclusions

In this chapter, we make a case for studying LFR benchmark graphs as they are able

to create degree assortative community structure which is not possible by nPSO bench-

mark graphs (see Claim 4.2.1). Many of the LFR benchmark graphs used in the literature

have degree assortative community structure, but not all (see Claim 4.6.1). We suggest

that the particular conditions that create degree assortative community structure in LFR

benchmarks are the same cases in which algorithms that detect communities by maximiz-

ing modularity have the most difficulty (see Claim 4.2.2) and that by creating a new cycle-

based (see Claim 4.4.8) link cohesion metric (see Definition 3.4.1) called Local Community

Link Cohesion (see Definition 4.4.7) which incorporates formulas used for link prediction

and link reliability (see Claim 4.4.6) can help resolve some of these issues. This was

demonstrated to be true in small toy examples (see Claim 4.6.2) and in the a number of

LFR benchmark graphs studied in the literature (see Claims 4.6.3 and 4.6.4). Additionally,

pre-weighting a highly-connected LFR benchmark graph with LoCoLinkCo was shown to

provide higher NMI values for all community detection methods (e.g. the Louvain method,

the Fast Greedy algorithm, Label Prop, Infomap, and Walktrap) except HSBM (see 4.6.5).

Note from the previous chapter that LoCoLinkCo did not improve highly connected nPSO

benchmark graphs, so some effort should be taken to understand the expected community

structure of a real-world network.

To investigate possible exploratory data analysis techniques that can be used to deter-
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mine the expected community structure of a network, graph-level metrics from both nPSO

graphs and LFR graphs were analyzed which were both found to be able to create assor-

tatively mixed rich-club networks, disassortatively mixed rich club networks and assorta-

tively and disassortatively mixed graphs that are not rich-club networks (see Claim 4.6.7).

One interesting finding is that certain LFR benchmark graphs create anti rich-club networks

with consistently high rich-clubness p-values which nPSO benchmark graphs are unlikely

to create (see Claim 4.6.8). A number of claims are then made on the utility of analyzing

LoCoLinkCo verses the geometric mean of the vertex degrees of an edge as graphs with

degree assortative community structure, graphs influenced by Populairty×Similarity opti-

mization, random graphs, and hierarchical stochastic block models all seem have distinct

patterns (see Claims 4.6.9, )4.6.10, 4.6.11, 4.6.12, and 4.6.13). As stated previously, the

MDCore graph (see Definition 3.5.1 and Claims 3.5.2 and 3.7.10) can also be used as an

exploratory data analysis technique to understand community structure.

These exploratory data analysis techniques are used to provide insights into whether the

GDBLP graph corresponding to the DBLP collaboration network from the SNAP datasets

[148] has community structure or not, and if so which type. Note that GDBLP does not

have non-overlapping ground truth communities, so determining the type of community

structure would otherwise be done solely based on speculation as was done in Section 4.2.

The MDCore graph provided evidence that GDBLP has community structure and the plots

of LoCoLinkCo verses the geometric mean of the vertex degrees of an edge of GDBLP were

similar to the benchmark graphs with degree assortative community structure (see Claim

4.6.14). The community detections that were not modularity-based created a larger number

of predicted communities (see Claim 4.6.15) as expected based on the performance of the

algorithms on sparse LFR graphs (see Claims 4.6.6, 4.6.3, and 4.6.4). Therefore, finding or

creating benchmark graphs similar to a real-world network has shown to be a valuable way

of evaluating the performance of different community detection approaches (see Claims
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3.7.9, 4.6.15, and 4.6.16).

While the community structure of GEU and GDBLP were easier networks to have insights

into the type of community structure to expect, it is not so easy for other networks. For

example, unlike the members of the research institute that make of the vertices in GEU and

the research scientists that make of the vertices of GDBLP, a wide range of different types of

users and bots can make up the vertices of online social networks with different purposes

of using the network. Therefore, the underlying community structure could be degree

assortative, could be hierarchical, or could be a mix or neither. To side step the issue, in the

next chapter where online social networks are analyzed, both type of benchmark graphs are

used as models of the online social network so that a preliminary analysis can be done on

whether the vertex-level features generated using the link cohesion metric from this chapter

and the previous chapter can be used to detect fake accounts.
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Chapter 5: Interpretable Sybil Detection in Online Social Networks Using

Semi-Local Link Cohesion Metrics

5.1 Introduction

Online social networks (OSNs) such as Facebook, LinkedIn, Twitter, and Instagram,

are becoming increasingly prevalent across the world, as illustrated by Facebook’s steady

gain over a 12 year period to 2.8 billion active monthly users in the fourth quarter of 2020

[258]. Their popularity makes OSNs attractive environments to criminals and bad actors

who can easily disguise themselves with fake accounts. In 2012, malicious actors created

a fake Facebook account impersonating NATO’s most senior commander, Admiral James

Stavridis, and were able to deceive other high-ranking officials into accepting friendship re-

quests from the account [149]. Personal information only shared with friends of friends on

the network was then harvested, including email addresses, phone numbers, dates of birth,

family pictures, and messages revealing beliefs and states of mind. Such information could

be used to produce detailed profiles of potential targets, to blackmail individuals, or to cre-

ate convincing deep fakes of people not typically in the public spotlight [24, 58]. In 2019,

it was reported that more than 120 accounts were found impersonating three of the United

States military’s highest-ranking generals [204] with the problem only getting worse [142].

Scammers also create fake accounts with stolen pictures impersonating active-duty sol-

diers to target vulnerable women who may be tricked into sending them money [142, 204]

or impersonating young women to seduce service members into sexual activities online for
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the purpose of gathering evidence for blackmail [142, 190]. Additionally, malicious actors

have been found to pose as recruiters or talent agents with enticing opportunities, target-

ing current and former government employees with access to classified material [164]. In

April of 2021, the Centre for the Protection of National Infrastructure in the United King-

dom (UK) stated that at least 10,000 UK nationals have been approached by fake profiles

tied to hostile states on LinkedIn over the past five years [74]. Those who connect to the

fake accounts put themselves at risk of being solicited for sensitive information and put

organizations they have work for more at risk by making the fake accounts look more le-

gitimate to their employees since they have more shared contacts. With a goal of obtaining

as much sensitive information as possible, this tactic has been successful on a number of

the targeted individuals, some who have even gotten to the point of selling classified in-

formation to foreign contacts met in this way and are now serving prison sentences [275].

Successful fake accounts used in these scenarios are often created in small batches to make

the identities more realistic, since the control of multiple identities on the network can be

used convince benign users that the accounts are real. In their 2002 article, John R. Douceur

defines the forging of multiple identities a Sybil attack on the system [88].

While it can be easy for maintainers of OSNs to block bot accounts or accounts that

are attempted to be made in bulk, Sybil attacks are more sophisticated and harder to de-

tect [88, 205]. Sybils can be effectively created at a smaller scale by making some initial

connections among a small set of fake accounts, then sending requests for connections

to benign users more likely to connect to anyone who makes a request [139]. Once the

Sybils are created, they can be used on their intended targets or sold on web for varying

prices [272]. While efforts are made to make the accounts look legitimate, researchers have

shown that certain structural attributes are able to make different types of Sybils detectible

[17, 107, 108, 139, 177]. Mimicking local structural attributes of benign users is easy, such

as the number of connections the account has. Attributes built using semi-local informa-
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tion (see Definition 2.3.2) are able to capture structural details encoding community related

characteristics that would require much more time and effort to emulate with connections

to real users. Creating enough fake accounts to copy semi-local patterns without depending

on real users to accept requests would require a large number of fake accounts, which as

stated previously can often be blocked [205]. If the maintainers of OSNs are able to more

easily find Sybils based on their semi-local structural characteristics, then the asymmetric

advantage that criminals and bad actors have by easily hiding in OSNs may be minimized.

In this chapter, an initial analysis on using Inversely Proportional Link Cohesion (see

Definition 3.4.8) and Local Community Link Cohesion (see Definition 4.4.7) to create

semi-local attributes for detecting Sybils in OSNs is conducted. Because of the ubiquity

of the problem, Sybil detection is approached as an anomaly detection task on a whole

network. It is assumed that one would not be able to create a reliable labelled dataset

on a real OSN denoting which users are benign and which users are Sybils, therefore, an

unsupervised approach is used. Specifically, an interpretable anomaly detection method

recently proposed by Cetin Savkli and myself earlier this year, called Random Subspace

Mixture Model (RSMM) [238], will be considered and compared to a number of baseline

approaches.

The initial concept of RSMM was invented by Savkli, with certain design aspects deter-

mined jointly based off of experimental results run by myself. The initial implementation

of the algorithm was written in Java by Savkli which I made callable from Python while

additionally creating an implementation using purely Python code. Using Python allows

for easier comparison to baseline anomaly detection algorithms. I designed and conducted

the experiments and prioritized the interpretability of the model. Wojciech Czaja suggested

using Inversely Proportional Link Cohesion and Local Community Link Cohesion for an

anomaly detection problem that utilized the interpretability of RSMM, leading to the re-

search in this chapter.
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5.2 Motivation for Using Link Cohesion Metrics to Detect Sybils

There are a number of techniques criminals and bad actors can use to create Sybil ac-

counts. While they are described more in depth in [139], a brief overview will be made here.

Sybils can be made by fully connecting a set of fake accounts to create a tight-knit com-

munity, then making requests to highly connected people such as celebrities and politicians

who often connect with people unknown to them, resulting in fake accounts with dense

local communities. Alternatively, they can be made by creating some connections among

a set of fake accounts, then randomly sending friend requests out without discrimination

until a certain number of connections are made, creating fake accounts with sparse local

communities. A third approach is to loosely connect a set of fake accounts, then randomly

send out friend requests to users part of a few specific communities in hopes of making the

accounts look more legitimate. Often, they are only successful in creating connections with

real users that have more contacts, but nevertheless, they are able to create fake accounts

with somewhat normal local communities. In each case, effort is typically made to have

a number of contacts in the range of a benign user. That said, all of these approaches are

likely to have semi-local structural patterns that are different than benign users.

Inversely Proportional Link Cohesion (see Definition 3.4.8) and Local Community Link

Cohesion (see Definition 4.4.7) are two examples of link cohesion metrics which are used

to assess how supported an edge is relative to other edges, accounting for nearby alternate

paths (see Definition 3.4.3) and associated vertex degrees. By accounting for nearby alter-

nate paths and associated vertex degrees, semi-local information is encoded into the link

cohesion edge weights. These metrics correspond to different ways of measuring the im-

portance of mutual friendship connections in a network. Connected pairs of users that have

a large number of mutual friends or friends who are friend with each other will have higher

link cohesion weights, particularly if those involved are not connected to many others in
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the network. As a result, higher weights are a good indication of common community or

mutual trust as demonstrated by their ability to improve the communities detected by tra-

ditional algorithms when used as a pre-weighting step (see Chapters 3 and 4). Vertex-level

measures can be created by calculating their average strength when the edge weights from

these metrics are used (see Definition 2.1.11). When used in combination with the local

clustering coefficient (see Definition 2.2.6), another vertex-level metric used to measure

the importance of mutual friendship connections, it is hypothesized that Sybil accounts

will be easier to detect. Most benign users naturally have a majority of their connections

with people who are also friends with each other or are friends of friends [139]. Sybils, on

the other hand, are easiest to create by sending out random requests for friendship, which

would yield connections to people who are likely not connected to each other. If effort

is made to send requests to users that are part of particular communities, it may be more

difficult to obtain a large number of accepted connections. It is expected that the Sybil

accounts, independent of how they are created, would have different semi-local structural

characteristics than benign users.

In order to test this hypothesis, Sybils that fit the patterns described above are injected

into a network, then structural measures are extracted from the network and fed into un-

supervised anomaly detection algorithms. The extracted structural measures, also called

attributes, and the algorithms are compared based on their ability to single out the Sybils as

anomalies. An OSN from SNAP datasets (the Stanford Large Network Dataset Collection)

[148] is used as a reference, specifically, the Orkut social network which has 3,073,411

vertices and 117,185,083 edges, which will be referred to as GOrkut . GOrkut additionally

has 6,288,363 overlapping communities that are not utilized in this analysis. The dataset

was created by crawling a subset of the Orkut from October 3, 2006 to November 11, 2006

in which the researchers were able to obtain 11.3% of the user population at the time of

the crawl [172]. One concern of partial web crawls is that high degree vertices tend to be
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oversampled while low degree vertices tend to be under sampled. That said, one of the

purposes of obtaining the dataset was so that researchers could understand the structure of

OSNs enough to be able to develop techniques to defend against Sybil attacks [172].

Claim 5.2.1. (CS) While studying characteristics of the GOrkut can provide guidance on

how to create benchmark graphs with similar structure, injecting Sybils directly into GOrkut

and determining their detectability using traditional anomaly detection algorithms may lead

to inconclusive results. The Orkut network may already include a number of anomalies, so

assessing errors can be complicated. A complementary approach is to create benchmark

graphs with similar characteristics to the real-world network and inject the Sybils into the

benchmark graphs. While this could oversimplify the complexity of the real-world net-

work, it may provide valuable insights that can be used to further understand the problem.

One issue is that it is hard to have an intuitive notion of what the community struc-

ture should look like for GOrkut . To sidestep this issue, both LFR graphs (see Subsection

2.5.2) and nPSO graphs (see Subsection 2.5.4) are used as benchmark graphs to determine

the ability to detect Sybils in networks with either community structure paradigm. For

ease in analysis, benchmark graphs with 10,000 vertices are used. Since the GOrkut is a

social network, it is assumed to be extremely sparse (see Definition 2.2.2) [199] meaning

the average degree would remain constant as the size of the network grows (or is scaled

down). Based solely on the minimum degree, maximum degree, and the size of GOrkut ,

a maximum degree for a similar graph with a smaller number of vertices is determined

by assuming a power-law distribution and determining the matching power-law cut-off de-

gree (See Definition 2.2.4). While the GOrkut has overlapping communities, they do not

necessarily provide insights into the sizes and numbers of non-overlapping communities.

General assumptions are made about community sizes based on research from anthropol-

ogist Robin Dunbar (see Table 2.1). The parameters used for the LFR graphs and nPSO
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graphs are described in Subsection 5.8.3.

5.3 Related Work

Sybil detection has been an active area of research over the past 15 years with a compre-

hensive review [226] and survey [8] published in the past few years. To demonstrate their

ability to detect Sybils, some researchers use real-world datasets containing corresponding

meta-data such as which accounts were suspended that are used as proxies for ground truth

Sybil attacks [107, 108]. Others inject Sybils directly into real-world networks to measure

their detectability [139, 177]. Another approach used is to merge datasets together that

contain real accounts and known fake accounts [177]. For evaluation on purely synthetic

networks, an approach used is to create synthetic benign network and a synthetic Sybil

network, both with the Barabási-Albert (BA) model [20], and connect the two with ran-

dom attack edges [107, 108, 177]. This approach assumes that a large number of Sybils

can be created, specifically the synthetic Sybil network used in [107, 108] is 40% the size

of the synthetic benign network and the synthetic Sybil network used in [177] is almost

exactly the same size as the benign network. In this chapter, LFR graphs and nPSO graphs

with known community structure are used generate synthetic benign networks instead of

graphs generated from the BA model which generally have low clustering and no commu-

nity structure. It is assumed that large synthetic Sybil networks are not as easy to create, as

it has recently been stated that maintainers of OSNs are able to block such requests [205].

Instead, Sybils with dense local communities, sparse local communities, and normal local

communities are injected into the synthetic benign networks similar to the approach used

by [139].

A wide range of local, semi-local, and global structural attributes (see Definition 2.3.2)

have been proposed to detect Sybils [8, 108, 139, 177, 226]. The attributes used in [139]
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are most similar in nature to the semi-local attributes proposed in this chapter, and hence

will be used as a baseline for comparison.

Using derived structural graph metrics and measures as attributes for detecting anoma-

lies in an unsupervised way has been successfully done in various applications including

intrusion detection and spam detection [7, 23, 85]. In [6], derived structural graph attributes

from weighted graphs are analyzed in pairs so that interpretable observations can be made.

Certain pairs were found to have common patterns which could be used for general anomaly

detection purposes. In this chapter, structural attributes are studied in pairs, but there are not

consistent patterns that are expected between all pairs of attributes. The method proposed

in [238] is used as the main approach for unsupervised anomaly detection due to its ability

to build arbitrary models between pairs of attributes and intrinsically determine which data

points are the most anomalous compared to the rest. While other interpretable anomaly

detection methods exist [11, 48, 80, 81, 158, 168, 252, 257, 293], they do not evaluate pairs

of attributes in this way.

Human-in-the-loop interactions discussed in Subsection 5.8.6 is similar to semi-supervised

learning [27, 67, 78]. It is possible that online social networks could be combined with out-

side datasets to better detect Sybils with data fusion techniques being a method to combine

such information [66].

5.4 Local and Semi-Local Structural Attributes for Sybil Detection

A number of vertex-level structural metrics and measures have been proposed to be

used as attributes for detecting Sybils in OSNs. The following 6 definitions introduce the

attributes proposed by Naeimeh Laleh, Barbara Carminati, and Elena Ferrari in 2015 [139],

which are the most similar in concept to the new attributes proposed in this chapter. Laleh

et al. used the attributes to assign risk scores to the direct contacts of a user based on the
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deviation of their divergency factors, whereas they will be used for network-wide anomaly

detection in this chapter. The first 3 attributes are local attributes.

Definition 5.4.1. Let G = (V,E) be a graph with v ∈V and let kv represent its degree. The

log of the degree is a vertex-level measure defined as

logkv = logkv. (5.1)

The attribute in general will be referred to as logk.

Definition 5.4.2. Let G= (V,E) be a graph with v∈V and let tv represent its triangle count,

the number of triangles v is a part of in G. The log of the triangle count is a vertex-level

measure defined as

logtv = log tv. (5.2)

The attribute in general will be referred to as logt.

Definition 5.4.3. Let G = (V,E) be a graph with v ∈V and let kv represent its degree and tv

represent its triangle count. The ratio between the degree and triangle count is a vertex-level

measure defined as

ratektv =
kv

tv
. (5.3)

The attribute in general will be referred to as ratekt.

While Laleh et al. used degree and triangle count as their attributes, the log of the values

are used in Definitions 5.4.1 and 5.4.2. The distributions of the raw values are highly

skewed in a typical network which is mitigated by taking the log without any change to

the ordering of the values. Both Definition 5.4.2 and Definition 5.4.3 capture community

related information, as triangles tend to appear more often in communities [30, 222]. The

next 3 attributes are semi-local attributes.
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Definition 5.4.4. Let G = (V,E) be a graph with v ∈V and let avgkv represent the average

degree of all direct contacts of v. The log of the average degree is a vertex-level measure

defined as

logavgkv = logavgkv. (5.4)

The attribute in general will be referred to as logavgk.

Definition 5.4.5. Let G = (V,E) be a graph with v ∈V and let avgtv represent the average

triangle count of all direct contacts of v. The log of the average triangle count is a vertex-

level measure defined as

logavgtv = logavgtv. (5.5)

The attribute in general will be referred to as logavgt.

Definition 5.4.6. Let G = (V,E) be a graph with v ∈V and let avgkv represent the average

degree of all direct contacts of v and avgtv represent the average triangle count of all direct

contacts of v. The ratio between the average degree and average triangle count is a vertex-

level measure defined as

avgratektv =
avgkv

avgtv
. (5.6)

The attribute in general will be referred to as avgratekt.

Similar to Definitions 5.4.1 and 5.4.2, the log of the values proposed by Laleh et al.

are used in Definitions 5.4.4 and 5.4.5. Both Definition 5.4.5 and Definition 5.4.6 capture

average community related information on all direct contacts of a vertex. Note that Defini-

tions 5.4.5 and 5.4.6 contain information in a 2-hop neighborhood around a vertex v since

a vertex x in a triangle of one of the direct contacts u of vertex v can be at most a distance 2

from the vertex v. Similarly, Definition 5.4.4 contains information in a 2-hop neighborhood

since the degree of a direct contact u of vertex v can require knowledge of vertices 2-hops
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away from the vertex v. The next two definitions make use of the link cohesion metrics de-

fined in Chapters 3 and 4 and are semi-local attributes that contain information in a 3-hop

neighborhood around a vertex.

Definition 5.4.7. Let G= (V,E, InvPrLinkCo) be a graph weighted using Inversely Propor-

tional Link Cohesion and let u,v ∈ V . The average Inversely Proportional Link Cohesion

weight is a vertex-level measure defined as

iplcavg
v =

1
kv

∑
u∈N (v)

InvPrLinkCo(u,v). (5.7)

The attribute in general will be referred to as iplcavg.

Definition 5.4.8. Let G = (V,E,LoCoLinkCo) be a graph weighted using Local Commu-

nity Link Cohesion and let u,v ∈V . The average Local Community Link Cohesion weight

is a vertex-level measure defined as

lclcavg
v =

1
kv

∑
u∈N (v)

LoCoLinkCo(u,v). (5.8)

The attribute in general will be referred to as lclcavg.

Claim 5.4.9. (CS) Inversely Proportional Link Cohesion (see Definition 3.4.8) and Local

Community Link Cohesion (see Definition 4.4.7) weight each edge in a network based on

alternate 2-hop and 3-hop simple paths connecting their corresponding seed vertices (see

Definition 3.4.2). Because they make use of semi-local information which corresponds

to community structure, the link cohesion metrics are proposed to be good candidates to

create vertex-level attributes that can be used to detect anomalies in a network.

An alternate 3-hop simple path connecting two seed vertices can contains a vertex at

most 2-hops away from either seed vertex. For an intermediate vertex that is 2-hops away

175



from a seed vertex, determining its degree may require knowledge of vertices that are an

additional 1-hop away from the seed vertex. Therefore, these link cohesion metrics contain

information within a 3-hop neighborhood around a seed vertex. Unlike Definitions 5.4.5

and 5.4.6 that took an average of community related information on the direct contacts of a

vertex, Definitions 5.4.7 and 5.4.8 contain more detailed community related information for

a specified vertex, as described in Section 5.2. The following definition is for a well-known

local attribute, which was originally defined in Definition 2.2.6.

Definition 5.4.10. Let G = (V,E) be a graph with v ∈V . The local clustering coefficient is

a vertex-level measure defined as

ccv =
2|{(u,x) : u,x ∈N (v),(u,x) ∈ E}|

kv(kv−1)
. (5.9)

The attribute in general will be referred to as cc.

The local clustering coefficient captures community-related information within a 1-

hop neighborhood, similar to Definitions 5.4.2 and 5.4.3. Specifically, the local clustering

coefficient measures how similar the 1-hop neighborhood around a vertex is to a complete

graph, which would create a score of 1, verses a star graph, which would create a score

equal to 0.

The 9 definitions defined in this section are all vertex-level measures that can be used

to detect Sybils in OSNs. Once these measures are calculated on a network, they can be

extracted and placed into a matrix to be fed into traditional anomaly detection algorithms.

Definition 5.4.11. Let G = (V,E) with N = |V | and let A be a set of D ∈ Z+ vertex-level

measures, also referred to as attributes. A dataset can be created containing the attributes
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for each vertex in V , specifically,

XN×D =



x11 x12 ... x1D

x21 x22 ... x2D

... ... ... ...

xN1 xN2 ... xND


, (5.10)

where XN×D ⊂ RD and xi j represents the jth attribute in A of the ith vertex. A state vector

of X represents data for a specific vertex i, xi.

There are 5 different combinations of attributes that will be analyzed in the Results

section, shown in Table 5.1. AS1 and AS2 are used in [139]. Although the attributes were

used in a different type of algorithm, the purpose was still to detect Sybils. Using AS2

was shown to obtain better performance results than AS1. AS3 are the three new attributes

introduced in this chapter. AS4 and AS5 combines the new attributes with the previous two

attribute sets.

Table 5.1: Attribute sets used for Sybil detection.

AS1 [logk; logt; ratekt; logavgk; logavgt; avgratekt]
AS2 [ratekt; avgratekt]
AS3 [iplcavg; lclcavg; cc]
AS4 [ratekt; avgratekt; iplcavg; lclcavg; cc]
AS5 [logk; logt; ratekt; logavgk; logavgt; avgratekt; iplcavg; lclcavg; cc]

There are many different techniques that can be used to detect anomalies given a set

of attributes. To obtain results that are interpretable, a similar technique will be used that

Leman Akoglu, Mary McGlohon, and Christos Faloutsos promoted in their 2010 confer-

ence paper [6] which was recently awarded the “Most Influential Paper Award” at the 2020

Pacific-Asia Conference on Knowledge Discovery and Data Mining. In their paper, care-

fully chosen attributes from weighted graphs were analyzed in pairs. Common patterns
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were observed and formalized into new rules (in their case, power laws). In graphs where

a majority of the vertices follow the rules they discovered, the few vertices that did not

would be considered anomalies. Akoglu et al. also noticed some outliers occurred that also

obeyed their rules, so they additionally used the density-based anomaly detection algo-

rithm called LOF [42] and combined the two resulting scores by summing their normalized

values. There was not an attempt to combine scores across different pairs of attributes.

In this chapter, all pairs of attributes in each carefully chosen attribute set will be scored.

Unlike in [6], the pairs of attributes in our attribute sets do not have common patterns

that can easily be described by a rule. Instead, Gaussian Mixture Models are used to

fit 2-dimensional subspaces of the attribute sets. Certain design enhancements are made

to mitigate singularity issues and automatically determine the number of components for

Gaussian Mixture Models built with any input dimension, as will be discussed in the next

section. The scores from each 2-dimensional subspace are combined into a single score in

a way that is able to be heavily influenced by very low scores in a few subspaces while still

accounting for the scores across all subspaces, as will be discussed in Section 5.6.

5.5 Noise-Enhanced Automatic Gaussian Mixture Model (NEAGMM)

In their 2021 Unifying Review of Deep and Shallow Anomaly Detection [233], Lukas

Ruff, Jacob R. Kauffmann, Robert A. Vandermeulen, Grégoire Montavon, Wojciech Samek,

Marius Kloft, Thomas G. Dietterich, and Klaus-Robert Müller stated that “one of the most

basic approaches to multivariate anomaly detection is to compute the Mahalanobis dis-

tance from a test point to the training data mean. This is equivalent to fitting a multivariate

Gaussian distribution to the training data.” Gaussian mixture models (GMMs) are similar

in concept, but are able to model more complex distributions. A Gaussian mixture is a

composition of multivariate Gaussian distributions where each component c has a weight
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wc proportional to the overall data that belongs to that component. Given that XN×D ⊂ RD

represents a dataset with N data points and dimension D, the combined probability distri-

bution, f Ĉ(x), is of the form:

f Ĉ(x) =
Ĉ

∑
c=1

wc fc(x) =
Ĉ

∑
c=1

wc

(2π)
D
2 |Σ̂c|

−1
2

exp

{
1
2
(x− µ̂c)

T
Σ̂
−1
c (x− µ̂c)

}
, (5.11)

where Ĉ is the number of components, µ̂c is the D dimensional vector that represents the

mean of component c, and Σ̂c is the D×D covariance matrix of component c.

Given a set of training data, the maximum likelihood estimate (MLE) of the Gaussian

mixture parameters cannot be directly computed. That said, the Expectation-Maximization

(EM) algorithm can be used to estimate the model parameters from the training data [166]

which is a well-established method, as illustrated by the fact that all of the main scientific

computing languages have libraries with default implementations to compute GMM pa-

rameters through EM [13, 44, 54, 150, 214, 244]. While the EM algorithm is guaranteed

to have likelihood estimates that monotonically increase with each iteration, a couple of

drawbacks to using GMMs are that it can produce singular covariance matrices in certain

situations and the number of components need to be set by the user. These issues have

led to other approaches being adopted over GMMs [233]. To mitigate these issues, two

modifications were introduced by Cetin Savkli and myself in a paper that will be published

later this year [238]. GMMs that are built using both of these modifications will be referred

to as Noise-Enhanced Automatic Gaussian Mixture Models (NEAGMMs).

The first modification handles the issue with singular covariance matrices. As the di-

mensionality of the data grows, sparsity of the distribution can result in pancake-like mix-

ture components causing singularities, though singularities can also occur in 2 dimensions.

Claim 5.5.1. Adding a small amount of noise to the data after the data has been standard-
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ized can prevent GMMs from erroring due to singularity issues.

The data can be standardized by transforming each attribute using a z-transformation,

z = (x− µ̃)/σ̃ , (5.12)

where µ̃ and σ̃ represent the mean and standard deviation, respectively, of an attribute

according to the global distribution. After this transformation, each attribute can be varied

by adding a small amount of noise,

z→ z+η , (5.13)

where η is distributed according to a normal distribution N(0,ζ ). Because the noise is

added in z space, ζ is a dimensionless and universal parameter of the model.

Most real-world data is noisy with measurements being only an estimate of the real

underlying values. By acknowledging this, an assumption can be made that adding a small

amount of noise to the data collected will not negatively impact the ability to model the true

real-world patterns that one is trying model. In this chapter, it is assumed that ζ = 0.01 can

be used to represent the uncertainty in the collected data which was shown in [238] to be a

value that can safely be used to avoid singularities without adding significant noise to the

data. The concept of adding noise to enhance the performance of methods has been suc-

cessful in numerous algorithms [1, 14, 53, 68, 207, 216]. Osonde Osoba and Bart Kosko

proposed an approach that added noise directly into the steps of the EM algorithm to obtain

better clustering in their 2013 paper [207]. Adding noise to the input data is similar in con-

cept to the independence assumption in Chapter 3 and the modified degree computations

of Definition 4.4.4 in Chapter 4 where it has been shown that allowing for a less accurate

theoretical mathematical definition can yield the ability to obtain an overall better solution
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in practice. An added benefit of creating noisy input data is that it allows for NEAGMM to

build probabilistic models on categorical and mixed datasets, which is not typically possi-

ble with GMMs due to singularity issues. One hot encoding can be used to map categorical

attributes onto binary numerical attributes which can then be used in NEAGMM.

The second modification is a simple way of automatically determining the number of

components Ĉ without overfitting the training data, where it is assumed that a model con-

taining more components is more likely to be a model that overfits the training data. For

each proposed value of Ĉ, an EM procedure is performed to converge to a solution f Ĉ(x)

using the available components provided yielding a corresponding maximum likelihood

estimate L̂. The quality of the mixture model solution is measured using the Bayesian

Information Criterion (BIC, [243]),

BIC = log(N)ν−2log(L̂), (5.14)

where ν is the degrees of freedom of the model. Using BIC values with GMMs is common

practice [13, 44, 150, 151, 214]. It is a measure used to prevent overfitting that, in addition

to the degrees of freedom of the model, also takes into account the number of data points.

The number of components Ĉ is determined by searching for a minimum BIC with the

lowest component number to prevent overfitting. The search is performed starting with

Ĉ = 1 and incrementing the number of components until the BIC score starts increasing.

This is similar to the approach used in [150]. Since mixture models are dependent on initial

conditions, the number of initiations to perform for each GMM is set to 3 to minimize

influence of the initial state and to help ensure the minimum BIC is chosen appropriately.

The measures taken to prevent overfitting with too many components can help the algorithm

handle contaminated data in which the training data contains both normal and anomalous

data points.
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The combined steps used to fit a NEAGMM to a set of training data can be found in

Algorithm 1. To obtain the anomaly score for a state vector, the state vector is standardized

then the score of the trained NEAGMM model is returned where small values representing

less probable and therefore more anomalous values.

Algorithm 1 The fit method for NEAGMM

Require: XN×D: The training data, ζ : Noise standard deviation (default 0.01), n init: The
number of initializations to perform (default 3)

1: Standardize XN×D
2: Add Noise with ζ

3: Fit a GaussianMixture f Ĉ(x) with the noisy standardized data and n init for Ĉ = 1.
4: Set BestBIC to the BIC value from f Ĉ(x) for Ĉ = 1
5: Set BestGaussianMixture to f Ĉ(x) with Ĉ = 1
6: for Ĉ=2,3,... do
7: Fit a GaussianMixture f Ĉ(x) with the noisy standardized data and n init
8: Calculate BIC value from f Ĉ(x)
9: if (BIC < BestBIC):

10: Set BestBIC to BIC value using f Ĉ(x)
11: Set BestGaussianMixture to f Ĉ(x)
12: else:
13: return BestGaussianMixture as the neagmm(x)

5.6 Random Subspace Mixture Model using NEAGMMs

NEAGMMs are defined to build models on datasets with any number of attributes. Ruff

et al. stated in their 2021 Unifying Review of Deep and Shallow Anomaly Detection that

while algorithms like GMM “perform fairly well for low dimensional problems, they suffer

notoriously from the curse of dimensionality: the sample size required to attain a fixed

level of accuracy grows exponentially in the dimension of the [attribute] space.” Many

researchers have studied ways of using dimensionality reduction techniques to improve

models [61, 65, 76, 77, 87, 224, 276]. One approach used to mitigate this issue is to use

dimensionality reduction techniques in conjunction with GMMs [282, 294]. The RSMM
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proposed by Cetin Savkli and myself in [238] uses an alternative approach.

Claim 5.6.1. The dimensionality of a model can be reduced by creating an ensemble of

low-dimensional subspaces which naturally handles singularities due to high-dimensionality

and allows for the ability to ascribe an anomaly to specific attributes within an anomalous

state vector.

For a chosen subspace dimension d < D and a specified number of desired subspaces

M̂, the algorithm first ensures that the number of subspaces would allow for an equal repre-

sentation for each attribute which is needed to ensure correct statistical limits. Specifically,

M̂ must satisfy

M̂ ∈ α× LCM(d,D)

d
, (5.15)

where LCM represents the least common multiple and α ∈ Z+. Additionally, M̂ must

satisfy

M̂ ≤
(

D
d

)
(5.16)

(D
d

)
represents ‘D choose d’ – the maximum number of distinct subspaces of D with di-

mension d. As an example, when constructing d = 6 dimensional subspaces for a D = 20

dimensional dataset, the available M̂ values would be M̂ ∈ {10;20; ...;38,760}. If the spec-

ified number of desired subspaces does not equal one of these values, the next highest M̂ is

used, or the maximum M̂ is used if the desired number is out of range.

Claim 5.6.2. Creating a balanced participation of each attribute in the subspace dimensions

will lead to more interpretable results, as will be demonstrated in Subsection 5.8.5.

Once M̂ is ensured to meet the criteria, Ŝ is defined to contain M̂ randomly generated

distinct subspaces of dimension d from D. Note that if the subspaces dimension is small,

for example d = 2, and the dimension of the dataset is not too large, for example D< 10, all

subspaces can be enumerated easily without the need for randomness. For each subspace
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in Ŝ, a NEAGMM is trained and stored for evaluation. The method to fit a RSMM to a set

of training data is outlined in Algorithm 2.

Algorithm 2 The fit method for RSMM

Require: XN×D: The training data, d : Dimensionality of a subspace, M̂ : Number of de-
sired subspaces, ζ : Noise standard deviation (default 0.01), n init: The number of
initializations to perform (default 3)

1: Set M̂ to the next closest value that satisfies Equation 5.15
2: Set Ŝ to be a set of M̂ randomly generate distinct subspaces of dimension d from D
3: for i=1,2,...,M̂ do
4: Use Algorithm 1 to build neagmmi(x) using XN×d with d = Ŝ[i], ζ , and n init

Once trained, scores across all of the subspaces can be combined using geometric aver-

aging, specifically,

rsmm(x)≡

(
M̂

∏
i=1

neagmmi(x)

)1/M̂

, (5.17)

which is able to be heavily influenced by very low scores in a few subspaces while still

accounting for the scores across all subspaces.

This concept is illustrated in the two toy scenarios of Figure 5.1 (analogous to Figure 2

in [292]). Geometric averaging works best when scores close to 0 represent anomalies. In

practice, to prevent a score of 0 from setting the combined result to 0, which would prevent

the ranking of anomalies among the most anomalous subspaces, a machine epsilon is added

to every subspace score. This approach was used in Equations 3.8 and 4.15 as well.

Figure 5.1: Toy scenarios demonstrating the combination of subspace scores (lower scores
means more anomalous) that are (a) diverse and (b) clustered with a single near-zero value.
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Claim 5.6.3. Geometric averaging is a desirable combination method when lower scores

close to 0 correspond to anomalies (see Figure 5.1).

An ensemble of low-dimensional subspaces where each subspace has the same dimen-

sion d built with equal representation from the attributes provides a result that is inter-

pretable. Given a specified anomaly rate, when the model labels a point to be anomalous,

attributes can be ranked based on how often they are part of subspaces that characterize the

point as anomalous compared to how often they are part of subspaces that characterize the

point as normal. Additionally, the result can be explained by noting which subspaces yield

the smallest percentile rankings of the subspace scores for the anomalous state vector. Both

approaches will be illustrated in Subsection 5.8.5.

5.7 Implementation and Experimental Setup

One of the most appealing aspects of NEAGMM and RSMM is in the simplicity of their

implementation. The Algorithm 1 can be implemented using any existing method to fit a

GaussianMixture to a set of data and Algorithm 2 makes use of Algorithm 1. Both have

easily been implemented in both java and python. The java implementation uses a cus-

tom Expectation Maximization algorithm initializing the clusters with k-means result from

Apache commons math library and the python implementation has leveraged the Gaus-

sianMixture implementation provided by the scikit-learn toolkit [44, 214]. The python

implementation also builds off of the PyOD toolkit [288].

The computational complexity of a single EM iteration with respect to the number of

data points is O(N). The different NEAGMM models fitted for each subspaces in Algo-

rithm 2 is completely independent, so RSMM is easily parallelizable and therefore very

fast to build.

All experiments were run on MacBook Pro laptops, either on my old laptop with a 2.9
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GHz Quad-Core Intel Core i7 Processor and 16 GB of memory or my new laptop with a

2.4 GHz 8-Core Intel Core i9 Processor with 64 GB of RAM.

5.8 Results

The local and semi-local attributes from Section 5.4 are tested in 5 different combina-

tions shown in Table 5.1 on their ability to detect Sybils in benchmark graphs similar to the

Orkut network described in Section 5.2 and further outlined in Subsection 5.8.3. RSMM

is used to detect Sybils, but also compared to baseline anomaly detection algorithms de-

scribed in Table 5.2. All of the baseline algorithms except NEAGMM can be found in

PyOD [288], a popular open-source Python toolbox for performing scalable outlier detec-

tion on multivariate data with a single, well-documented API. The NEAGMM algorithm

introduced in Section 5.5 and used as the base algorithm for RSMM is also used as a base-

line for comparison, but instead of using the subspace dimension d, a mixture model is built

using all attributes with dimension D. All of the algorithms are run with default parameters,

including RSMM whose parameters are selected in Subsection 5.8.1.

Table 5.2: Anomaly detection methods used as baselines for comparison to NEAGMM and
RSMM. Baseline algorithms can be found in the PyOD toolkit [288].

Name Type Description Initial Paper
CBLOF Proximity-Based Clustering-Based Local Outlier Factor [120]

FB Outlier Ensembles Feature Bagging using LOF [145]
HBOS Proximity-Based Histogram-based Outlier Score [113]
IForest Outlier Ensembles Isolation Forest [153]
KNN Proximity-Based k-Nearest Neighbor [227]
LOF Proximity-Based Local Outlier Factor [42]

OCSVM Linear Model One-Class Support Vector Machines [242]
COPOD Probabilistic Copula-Based Outlier Detection [152]

VAE Neural Networks Variational AutoEncoder [132]

Before experiments are done to detect Sybils, in order to demonstrate the benefits of
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RSMM standard anomaly detection benchmark datasets from the ODDS repository [229]

and the UCI repository [89] are used to compare the performance of the anomaly detec-

tion methods. All multi-dimensional point datasets from the ODDS repository with at least

5,000 data points and a dimesion of at least 5 are used. Additionally, a real-world dataset

from Smart Buildings introduced in [252] is also used. To test on categorical datasets,

the 2 largest relevant categorical datasets from the UCI repository were also incorporated.

Each dataset was constructed to have a relatively small number of anomalies, a, with the

percentage of anomalies, a% = a/s range from 1% to 32% across the 12 datasets, sum-

marized in Table 5.3. The Nusery dataset from the UCI repository is converted into an

anomaly detection dataset by setting two smallest classes, recommend and very recom, as

the anomalous class. The Mushrooms dataset from the UCI repository is converted into

an anomaly detection datset by keeping all the edible data points as the normal points and

randomly selecting 792 of the 3,916 poisonous data points to be the anomalies1. Datasets

with at least 5,000 data points were selected in order to test the performance of the algo-

rithms on their ability to perform with a small percentage of training data (down to 5%),

which required a larger starting size. To select the default parameters of the algorithms, 3

additional datasets from the ODDS repository were selected based on their varying range

in dimensions.

The results are presented as ROC (i.e., True Positive vs. False Positive) Area Under

the Curve (ROC-AUC). For the benchmark graphs with injected Sybils, the ROC-AUC

values can be very similar from different attributes sets and different anomaly detection

algorithms, so the average precision at the anomaly percent cut-off is also used as a met-

ric, meaning if 1% of the data is anomalous then precision is measured on the top 1%

most anomalous values. The average precision removes information as to if the remaining

110 different random samplings of the poisonous data points were conducted and there was not a statisti-
cally significant difference in the results
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Table 5.3: Summary of anomaly detection datasets ordered by dimensionality.

Dataset s n Attribute Type a (a%)
Mammography (MM) 11,183 6 Numerical 260 (2.3%)

Annthyroid (AT) 7200 6 Numerical 534 (7.4%)
Smart Buildings (SB) 60,425 8 Numerical 1,921 (3.2%)

Shuttle (SH) 49,097 9 Numerical 3,511 (7.2%)
Forest Cover (FC) 286,048 10 Numerical 2,747 (1.0%)
Pen Digits (PD) 6,870 16 Numerical 156 (2.3%)
Satellite 1 (S1) 6,435 36 Numerical 2,036 (32%)
Satellite 2 (S2) 5,803 36 Numerical 71 (1.2%)
Optdigits (OD) 5216 64 Numerical 150 (3%)

Mnist (MN) 7603 100 Numerical 700 (9.2%)
Nursery (NS) 12,960 27 (8) Categorical 330 (2.5%)

Mushroom (MR) 5,000 117 (22) Categorical 792 (16%)

anomalies are near the cut-off or far from the cut-off, therefore the maximum percentiles

for each Sybil type is also presented for RSMM.

5.8.1 Subspace Selection Study

While random subspaces are used by the RSMM algorithm, the subspace dimension d

was analyzed in conjunction with the number of subspaces M̂. Selected datasets from the

ODDS not used for benchmark comparisons, such as the Thyroid (N = 6), Breast Cancer

(N = 30), and Arrhythmia (N = 274) datasets, were used for this study based on their vary-

ing dimensionalities. Candidate subspace dimensions were set to d ∈{2,3,4,
√

N,2
√

N,3
√

N}

and candidate number of subspaces were set to M̂ ∈ {N,2N,3N,4N,50,100,500}. It was

found that lower dimensional subspaces, even as small as d = 2, obtained the best results

for many datasets and that selecting M̂ as a function of N was generally better than an set

integer, but not significantly. A benefit of using d = 2 is that the subspaces can be easily

visualized which can help with interpretability. Therefore, the default parameters are set to

d = 2 and M̂ = 4N.
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Special considerations are made for categorical data in which one-hot encoding is used,

for example the Nursery dataset and the Mushroom dataset. If a dataset with numerical

attributes is set to d = 2, a dataset with one-hot encoded categorical attributes is set to

d = 2 ∗ c where c is equal to the average number of categories an attribute has. In future

work, leaving categorical attributes unexpanded as an input to the RSMM algorithm and

expanding within the subspaces so that handling mixed categorical and numerical attributes

is even more seamless can be explored.

Claim 5.8.1. (CS) Default parameters can be chosen for RSMM which are expected to

work well in a variety of anomaly detection applications where pair-wise interactions yield

valuable information. Using such default parameters can lead to more interpretable results,

interpretable methods can be transferred to higher dimensional subspaces which may be

better for certain data types.

5.8.2 Small Percent Training Study on Other Benchmark Datasets

The next experiments compare the performance on the anomaly detection datasets in

both the normal testing paradigm and with just a small percent of training data used. First,

results are generated by randomly splitting the dataset described in Table 5.3 into 60%

training data and 40% testing data with 10 iterations are run for each of the dataset. As

shown in Table 5.4, RSMM is competitive with all of the other algorithms including the

prominent Isolation Forest algorithm. The RSMM algorithm scores the highest in terms of

ROC-AUC with a score of 85.23% which is 2.3% higher than IForest at 82.87%. RSMM

ranks first in half of the datasets, more than any other algorithm. It is also interesting to

observe that the performance of RSMM on the benchmark datasets did not degrade with

an increase in the dimensionality of the datasets. Even when a small subset of the possi-

ble subspaces are selected, the RSMM algorithm scored well on the higher dimensional
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datasets. RSMM also performs best on the categorical datasets.

Table 5.4: Mean and standard deviation of ROC-AUC scores as % for benchmark datasets
(mean and standard deviation is calculated using 10 independent trials using 60% training
data, highest mean highlighted in bold); Rank of mean is shown in parenthesis (lower is
better). RSMM outperforms all baselines.

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
MM 82±2 (9) 75±2 (10) 84±2 (6) 86±2 (4) 84±2 (6) 73±3 (11) 87±2 (3) 91±2 (1) 89±1 (2) 84±2 (6) 86±2 (4)
AT 66±2 (10) 79±4 (4) 61±3 (11) 82±2 (3) 79±1 (4) 72±2 (7) 68±2 (8) 77±1 (6) 67±2 (9) 88±1 (2) 90±1 (1)
SB 80±1 (7) 48±4 (11) 93±1 (3) 81±4 (6) 70±1 (9) 55±2 (10) 85±0 (5) 94±0 (1) 90±0 (4) 80±9 (7) 94±1 (1)
SH 61±2 (9) 48±3 (11) 99±0 (2) 100±0 (1) 65±0 (8) 53±1 (10) 99±0 (2) 99±0 (2) 99±0 (2) 84±9 (7) 98±0 (6)
FC 94±0 (2) 57±2 (10) 71±0 (9) 88±2 (5) 78±1 (8) 54±1 (11) 95±0 (1) 88±0 (5) 93±0 (3) 90±1 (4) 87±1 (7)
PD 88±4 (7) 47±4 (10) 92±1 (5) 95±1 (1) 75±2 (9) 47±4 (10) 93±1 (3) 91±1 (6) 94±1 (2) 76±6 (8) 93±1 (3)
S1 75±1 (3) 56±2 (10) 76±1 (2) 71±1 (5) 68±1 (6) 56±2 (10) 66±1 (8) 63±1 (9) 68±5 (6) 73±2 (4) 80±1 (1)
S2 100±0 (1) 46±10 (10) 98±1 (6) 100±0 (1) 95±1 (8) 46±10 (10) 100±0 (1) 98±1 (6) 99±1 (5) 94±1 (9) 100±0 (1)
OD 77±5 (3) 45±6 (9) 87±1 (1) 71±5 (4) 37±2 (11) 45±6 (9) 50±2 (8) 68±1 (5) 51±1 (7) 55±5 (6) 86±1 (2)
MN 85±1 (1) 72±2 (8) 57±1 (11) 80±3 (6) 85±1 (1) 72±2 (8) 85±1 (1) 77±1 (7) 85±1 (1) 81±6 (5) 58±2 (10)
NS 50±8 (6) 55±5 (2) 49±20 (8) 51±8 (3) 49±8 (8) 51±4 (3) 49±3 (8) 46±8 (11) 50±19 (6) 51±6 (3) 57±9 (1)
MR 84±2 (8) 54±4 (10) 87±1 (5) 91±1 (3) 92±1 (2) 52±3 (11) 86±1 (7) 88±1 (4) 87±1 (5) 74±18 (9) 94±1 (1)
AVG 79±2 (7) 57±4 (10) 80±3 (6) 83±3 (2) 73±2 (9) 56±3 (11) 80±1 (5) 82±1 (3) 81±3 (4) 78±6 (8) 85±2 (1)

The next results shown in Table 5.5 are generated by randomly splitting the dataset

described in Table 5.3 into 5% training data and 95% testing data with 100 iterations are

run for each of the dataset. The performance of the algorithms did not drastically degrade

and the ranking of most algorithms stays the same on average, only changing by one at

most.

Table 5.5: Mean and standard deviation of ROC-AUC scores as % for benchmark datasets
(mean and standard deviation is calculated using 100 independent trials using 5% training
data, highest mean highlighted in bold); Rank of mean is shown in parenthesis (lower is
better). RSMM outperforms all baselines.

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
MM 82±2 (9) 81±2 (11) 83±1 (8) 86±1 (4) 84±1 (6) 81±2 (10) 87±1 (3) 90±0 (1) 88±2 (2) 83±2 (7) 86±1 (5)
AT 70±5 (8) 78±6 (4) 69±5 (10) 82±2 (3) 76±5 (6) 74±5 (7) 70±4 (9) 78±0 (5) 69±3 (11) 89±2 (2) 89±2 (1)
SB 80±3 (7) 59±5 (11) 93±1 (2) 82±4 (6) 62±3 (10) 64±5 (9) 85±1 (5) 94±0 (1) 90±1 (4) 79±7 (8) 92±2 (3)
SH 65±5 (9) 52±7 (11) 99±0 (5) 100±0 (1) 76±2 (8) 52±5 (10) 99±0 (3) 99±0 (2) 99±0 (4) 90±10 (7) 97±2 (6)
FC 94±1 (2) 72±4 (10) 72±3 (11) 88±3 (7) 83±2 (8) 74±3 (9) 95±0 (1) 88±0 (6) 93±0 (3) 90±1 (4) 88±1 (5)
PD 92±6 (6) 90±5 (10) 92±1 (5) 95±1 (1) 93±5 (4) 91±5 (8) 93±2 (3) 90±0 (9) 94±1 (2) 81±7 (11) 91±2 (7)
S1 74±3 (4) 61±4 (10) 78±3 (1) 71±2 (5) 75±2 (3) 61±3 (11) 67±1 (6) 63±0 (9) 66±4 (8) 67±4 (7) 76±3 (2)
S2 100±0 (1) 100±0 (4) 98±0 (10) 99±0 (7) 100±0 (2) 100±0 (6) 100±0 (3) 97±0 (11) 98±0 (9) 98±1 (8) 100±0 (5)
OD 67±14 (7) 71±6 (4) 86±2 (1) 71±6 (5) 53±17 (8) 73±6 (3) 51±5 (11) 68±0 (6) 52±4 (9) 51±8 (10) 84±2 (2)
MN 84±3 (7) 86±2 (3) 57±2 (11) 79±3 (8) 87±2 (1) 87±7 (2) 85±2 (5) 77±0 (9) 85±2 (4) 85±2 (6) 65±2 (10)
NS 50±9 (6) 50±13 (6) 49±15 (9) 51±11 (1) 50±7 (4) 50±10 (5) 51±9 (2) 47±7 (10) 50±14 (8) 51±10 (3) 45±11 (11)
MR 83±4 (9) 82±7 (10) 86±1 (5) 88±3 (1) 86±3 (6) 80±9 (11) 84±3 (8) 88±0 (3) 85±2 (7) 87±3 (4) 88±2 (2)
AVG 78±5 (8) 74±5 (11) 80±3 (6) 83±3 (2) 77±4 (9) 74±5 (10) 80±2 (5) 82±1 (3) 81±3 (4) 79±5 (7) 83±2 (1)

While the remaining experiments will be done using the standard 60% training and 40%
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testing, it is beneficial to know that the performance does not necessarily degrade when

only a small percent training is used. This makes it possible for a human to be in the loop,

checking the most anomaly data points in a set of training data using the interpretable plots

shown in Subsection 5.8.5 and validating with potentially outside information. As will be

seen in Subsection 5.8.6, it is possible to obtain improvements if anomalies of interest are

removed from a training set. While this may be daunting if a large amount of training data

is needed, it maybe possible with only a small amount of training data required.

Claim 5.8.2. (CS) RSMM obtains the highest average ROC-AUC value and highest av-

erage ranking compared to 10 baseline algorithms on all of the ODDS multi-dimensional

point datasets with at least 5,000 data points and at least 5 dimensions, in addition to an-

other recently introduced multi-dimensional point dataset [252], and a couple of the largest

categorial datasets from the UCI repository both when 60% training data is used (see Table

5.4) and when 5% training data is used (see Table 5.5).

5.8.3 Benchmark Graphs with Injected Anomalies

To generate graphs similar to GOrkut , the LFR benchmark parameters used were N =

10,000, the average degree was set to 〈k〉= 70, the maximum degree was set to kmax = 630,

the degree distribution scaling parameter was set to γ = 3, the community size distribution

scaling parameter was set to β = 1.5, the minimum and maximum number of communities

were set to cmin = 38 and cmax = 630 respectively, and the mixing parameter was set to

µ = .6 to create similar clustering. Similarly, the nPSO benchmark parameters used were

N = 10,000, the degree distribution scaling parameter was set to γ = 3, the parameter equal

to half the average degree of a vertex is set to m = 35, and 66 equidistant means around the

circle are set with standard deviations equal to 1
6 ∗

2π

66 (where * represents scalar multiplica-

tion). The mixing proportions are used to create unequal sized communities, specifically,
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the proportions are set using a power law with exponent β = 1.5. The temperature was set

to T = 0.7 to create similar clustering. 10 random graphs of each type were generated. For

simplicity, they are referred to as LFRi and nPSOi where i ∈ 1, ..,10.

In each benchmark graph, four additional types of anomalous users are added: Sybils

with normal local communities, Sybils with dense local communities, Sybils with sparse

local communities, and Creepers, all originally introduced by Naeimeh Laleh, Barbara

Carminati, and Elena Ferrari in 2015 [139]. Laleh et al. injected Sybils directly into GOrkut ,

therefore the approach used to generate the anomalous users is different in a couple of

ways. While 100 users of each type were injected into GOrkut which has 3,073,411 vertices

making the anomalies just 0.01% of the data, 25 users of each type were injected into the

benchmark graphs making the anomalies 1% of the data. Additionally, the Sybils with

normal local communities in this chapter leverage the ground truth communities that are

available from the benchmark graphs.

Sybils with normal local communities, abbreviated as normal Sybils, are generated ini-

tially using an ER graph N = 25 and p = 0.25. Then a minimum of 3 ground truth com-

munities and a maximum of 5 ground truth communities are selected and candidate benign

users in those communities above the median degree are randomly selected proportional

to their degree until each normal Sybil has a number of edges equal to a uniform random

number between the average degree in the benchmark graph minus one tenth of a standard

deviation to the average degree plus a standard deviation. The normal Sybils are shown as

pink squares in the example benchmark graphs in Figure 5.2.

Sybils with dense local communities, abbreviated as dense Sybils, are generated by cre-

ating a complete graph with 25 vertices, then randomly making connections to the vertices

with the 25% highest degrees proportional to the degree of the vertices until each dense

Sybil has a number of edges equal to a uniform random number between the average de-

gree in the benchmark graph to the average degree plus a standard deviation. The dense
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Figure 5.2: Example attribute subspaces using link cohesion metrics. The top two rows
show two of the LFR graphs and the bottom two rows show two of the nPSO graphs. Each
subspace combination of lclcavg, iplcavg, and cc are shown.
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Sybils are shown as green diamonds in the example benchmark graphs in Figure 5.2.

Sybils with sparse local communities, abbreviated as sparse Sybils, are generated by

creating 25 isolated vertices, then randomly making connections to edges in the benchmark

graph until each sparse Sybil has a number of edges equal to a uniform random number

between the average degree in the benchmark graph to the average degree plus a standard

deviation. The sparse Sybils are shown as blue triangles in the example benchmark graphs

in Figure 5.2.

A last type of anomaly, called a Creeper, is added to represent real users with fake ac-

counts that are not as threatening as Sybils. Similar to sparse Sybils, they are generated by

creating 25 isolated vertices, then randomly making connections to edges in the benchmark

graph until each sparse Sybil has a number of edges equal to a uniform random number be-

tween the average in the benchmark graph minus a standard deviation (or the minimum

degree in the benchmark graph if it is larger) to the average degree. The Creepers are

shown as light blue circles in the example benchmark graphs in Figure 5.2.

Two examples of the LFR graphs are shown in (a)-(c) and (d)-(f) in Figure 5.2 and two

examples of the nPSO graphs are shown in (g)-(i) and (j)-(l). The first column shows a

visualization of the subspace using lclcavg and iplcavg, the second column shows a visual-

ization of the subspace using cc and iplc, and the third column shows a visualization of the

subspace using cc and lclcavg. While the patterns are similar when they are generated using

the same benchmark, the two different benchmarks look quite different. The two different

example shown for each benchmark were chosen based on their extreme (highest and low-

est) ROC-AUC scores using attribute set 5 (AS5 from Table 5.1). The injected anomalies

show up in small clusters instead of randomly being spread across the subspace space. As

observed by Meghanath Macha and Leman Akoglu in 2018 [160], almost all existing work

in the anomaly detection literature assume anomalies to be scattered, but often times there

are anomalous patterns that constitute interpretable “signatures”.
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Claim 5.8.3. (CS) The injected anomalies into the benchmark graphs show up in small

clusters (see Figure 5.2) similar to what has recently been observed of a number of anoma-

lies in datasets [160].

The patterns in the anomalies shown in Figure 5.2 fit this newer way of looking at

anomalies, and visualizing the attributes in low dimensional subspaces makes it more clear

that it is the case. Therefore, it is expected that RSMM, which conducts anomaly detection

on the low dimensional subspaces, will perform well.

5.8.4 Anomaly Detection on Benchmark Graphs with Injected Anomalies

To test the ability to detect the injected anomalies in the benchmark graphs, results are

generated by randomly splitting the dataset described in Table 5.3 into 60% training data

and 40% testing data with 10 iterations are run for each of the dataset. The average mean

and standard deviation of the average ROC-AUC scores, average precision values, and

maximum percentiles for each anomaly type from the 10 iterations are aggregated for each

attribute set and benchmark type combination. Additionally, mean and standard deviation

of the average ROC-AUC scores, average precision values, and maximum percentiles for

each anomaly type from the 10 iterates are aggregated for each attribute set combining

both benchmark types. As shown in Table 5.4, RSMM is competitive with all of the other

algorithms in terms of the ROC-AUC scores, but all are so close it is hard to compare

with many algorithms obtaining 100% (rounded) ROC-AUC. As shown in Figure 5.7, the

Mean and standard deviation of the average precision is able to better differentiate the

performance of the different algorithms on the 5 different attribute sets on each benchmark

and the combined benchmark. It is clear that different algorithms perform better and worse

in the two different benchmark types, so looking at the average and standard deviation of

both combined is of interest. RSMM obtains the highest mean average precision score
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when attribute set 5 (AS5) is used from Table 5.1.

Table 5.6: Mean and standard deviation of the average ROC-AUC scores as % for the
benchmark graphs with injected Sybils (average ROC-AUC is calculated using 10 inde-
pendent trials using 60% training data, highest mean of the average ROC-AUC highlighted
in bold); Rank of mean across all attribute sets and anomaly detection algorithms (lower is
better).

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
AS1 LFR 99±0 (12) 98±0 (24) 98±1 (23) 98±1 (19) 96±2 (32) 97±1 (28) 98±1 (22) 94±1 (37) 97±1 (30) 98±1 (25) 99±0 (15)
AS2 LFR 82±5 (50) 85±4 (46) 86±5 (43) 85±4 (45) 81±5 (52) 85±4 (47) 85±4 (44) 81±4 (51) 89±2 (41) 82±5 (48) 82±5 (49)
AS3 LFR 100±0 (8) 79±3 (53) 96±2 (33) 99±0 (11) 69±4 (54) 69±2 (55) 99±0 (9) 94±0 (36) 98±0 (21) 99±0 (14) 100±0 (3)
AS4 LFR 100±0 (6) 98±0 (20) 98±1 (26) 99±0 (17) 86±3 (42) 97±1 (29) 99±0 (13) 95±1 (35) 99±0 (18) 91±5 (39) 99±0 (10)
AS5 LFR 100±0 (2) 96±1 (31) 100±0 (4) 100±0 (7) 90±2 (40) 95±1 (34) 100±0 (5) 97±0 (27) 99±0 (16) 92±5 (38) 100±0 (1)

AS1 nPSO 91±3 (29) 93±2 (25) 90±2 (33) 92±2 (27) 98±1 (20) 88±4 (35) 90±2 (32) 88±2 (34) 87±2 (37) 99±0 (13) 96±2 (24)
AS2 nPSO 80±2 (39) 76±3 (47) 65±4 (54) 80±3 (41) 78±4 (43) 76±4 (48) 72±4 (50) 76±3 (46) 71±3 (52) 78±4 (45) 78±4 (44)
AS3 nPSO 100±0 (1) 72±2 (51) 98±1 (18) 100±0 (7) 54±3 (55) 69±2 (53) 100±0 (2) 98±1 (9) 99±0 (15) 92±3 (28) 99±0 (8)
AS4 nPSO 100±0 (3) 84±3 (38) 97±2 (22) 99±0 (11) 88±3 (36) 79±4 (42) 100±0 (4) 98±1 (17) 99±1 (14) 91±6 (30) 100±0 (5)
AS5 nPSO 100±0 (6) 80±3 (40) 97±1 (21) 98±1 (16) 93±3 (26) 75±3 (49) 99±0 (12) 97±1 (23) 98±1 (19) 91±5 (31) 99±0 (10)
AS1 Both 95±4 (28) 96±3 (26) 94±5 (30) 95±3 (27) 97±2 (22) 93±5 (31) 94±4 (29) 91±4 (36) 92±5 (32) 99±1 (16) 98±2 (18)
AS2 Both 81±2 (43) 80±5 (44) 76±11 (52) 82±3 (42) 80±3 (49) 80±5 (45) 79±7 (50) 78±4 (51) 80±10 (48) 80±4 (47) 80±4 (46)
AS3 Both 100±0 (1) 76±5 (53) 97±2 (21) 99±0 (9) 62±9 (55) 69±2 (54) 100±0 (4) 96±2 (23) 99±1 (13) 96±4 (25) 100±0 (6)
AS4 Both 100±0 (3) 91±8 (35) 97±1 (19) 99±1 (11) 87±3 (40) 88±10 (39) 99±0 (10) 96±2 (24) 99±1 (14) 91±6 (37) 100±0 (7)
AS5 Both 100±0 (2) 88±9 (38) 99±1 (15) 99±1 (12) 92±3 (33) 85±11 (41) 100±0 (8) 97±1 (20) 99±1 (17) 91±5 (34) 100±0 (5)

Table 5.7: Mean and standard deviation of the average precision scores as % for the bench-
mark graphs with injected Sybils (average precision is calculated using 10 independent
trials using 60% training data, highest mean of the average precision highlighted in bold);
Rank of mean across all attribute sets and anomaly detection algorithms is shown in paren-
thesis (lower is better).

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
AS1 LFR 62±8 (17) 45±8 (43) 53±4 (30) 55±9 (26) 53±2 (29) 40±8 (48) 55±11 (23) 45±2 (44) 46±6 (40) 46±3 (41) 68±8 (12)
AS2 LFR 48±8 (39) 42±6 (47) 52±4 (31) 55±8 (25) 44±3 (45) 40±5 (49) 48±4 (38) 45±2 (42) 49±6 (37) 51±8 (35) 51±8 (34)
AS3 LFR 63±14 (16) 49±2 (36) 27±10 (52) 55±4 (24) 26±1 (53) 44±3 (46) 54±11 (27) 25±1 (54) 28±5 (51) 56±6 (21) 74±5 (4)
AS4 LFR 69±2 (9) 61±4 (18) 57±8 (20) 71±3 (7) 52±3 (32) 54±3 (28) 71±2 (8) 65±4 (15) 69±4 (10) 25±6 (55) 65±4 (14)
AS5 LFR 76±3 (2) 57±4 (19) 74±6 (3) 72±5 (6) 51±3 (33) 55±5 (22) 74±2 (5) 68±5 (11) 67±5 (13) 30±4 (50) 88±2 (1)

AS1 nPSO 54±2 (29) 44±5 (49) 51±1 (34) 47±1 (45) 62±3 (16) 47±7 (46) 48±0 (42) 44±2 (48) 46±2 (47) 61±3 (17) 53±2 (31)
AS2 nPSO 49±0 (39) 24±3 (53) 57±9 (19) 48±0 (41) 49±0 (36) 24±4 (54) 49±0 (40) 44±1 (50) 47±2 (43) 49±0 (36) 49±0 (36)
AS3 nPSO 93±6 (1) 51±3 (32) 68±6 (14) 79±7 (6) 23±2 (55) 51±3 (33) 90±8 (3) 74±1 (13) 78±8 (8) 36±4 (52) 55±4 (27)
AS4 nPSO 90±8 (2) 57±3 (20) 56±5 (24) 78±6 (9) 56±5 (23) 54±2 (30) 84±10 (4) 66±2 (15) 78±7 (11) 47±11 (44) 79±5 (7)
AS5 nPSO 82±8 (5) 54±3 (28) 60±2 (18) 57±2 (22) 55±2 (25) 55±3 (26) 78±7 (10) 49±1 (35) 57±2 (21) 37±9 (51) 76±5 (12)
AS1 Both 58±7 (21) 45±7 (48) 52±3 (31) 51±8 (34) 58±5 (20) 44±8 (50) 52±8 (32) 44±2 (49) 46±4 (45) 53±8 (29) 60±10 (17)
AS2 Both 48±6 (40) 33±10 (53) 55±8 (25) 52±7 (33) 46±2 (44) 32±9 (54) 48±3 (39) 45±2 (47) 48±4 (41) 50±6 (38) 50±6 (37)
AS3 Both 78±18 (4) 50±3 (35) 48±22 (42) 67±14 (11) 25±2 (55) 47±5 (43) 72±20 (10) 50±25 (36) 53±26 (30) 46±11 (46) 64±11 (15)
AS4 Both 80±12 (2) 59±4 (19) 56±6 (22) 74±6 (7) 54±5 (26) 54±3 (27) 77±10 (5) 65±3 (13) 73±7 (8) 36±14 (51) 72±8 (9)
AS5 Both 79±6 (3) 56±4 (23) 67±9 (12) 64±9 (14) 53±4 (28) 55±4 (24) 76±5 (6) 59±10 (18) 62±7 (16) 34±7 (52) 82±7 (1)

As stated previously, the average precision scores have the disadvantage of removing

information – how close are the remaining anomalies to the cut-off threshold? In Table

5.8, the average and standard deviation of the maximum percentile are shown. Here, it can
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more clearly be seen that attribute set 2 (AS2) from Table 5.1 has a difficult time differenti-

ating normal Sybils and sometimes dense Sybils, with average maximum percentiles much

larger than the 1 percentile that is expected. The most difficult type of anomaly to detect

using attribute set 5 (AS5) is the dense Sybil due to the difficulty in detecting it in nPSO

graphs. This leads to a average maximum percentile across both benchmarks of 3 where it

is expected to be 1, as is the case with the other types of anomalies using AS5.

Table 5.8: Average maximum percentile of different anomalies in the benchmark graphs
with injected Sybils. The ranks in parentheses are for the row and column among similar
benchmark type, respectively.

Data Normal Sybil Dense Sybil Sparse Sybil Creeper
AS1 LFR 8±2 (4,4) 2±2 (3,4) 1±0 (1,2) 1±0 (2,3)
AS2 LFR 89±26 (4,5) 4±4 (3,5) 2±1 (2,5) 1±0 (1,1)
AS3 LFR 1±0 (2,1) 1±0 (1,1) 2±0 (4,4) 2±0 (3,5)
AS4 LFR 4±1 (4,3) 1±1 (2,3) 1±0 (3,3) 1±0 (1,4)
AS5 LFR 2±0 (4,2) 1±0 (1,2) 1±0 (3,1) 1±0 (2,2)

AS1 nPSO 3±1 (3,4) 25±13 (4,4) 1±0 (1,1) 1±0 (2,2)
AS2 nPSO 95±3 (4,5) 38±16 (3,5) 1±0 (2,3) 1±0 (1,3)
AS3 nPSO 2±0 (2,3) 1±0 (1,1) 2±0 (4,5) 2±0 (3,5)
AS4 nPSO 1±0 (3,2) 2±1 (4,2) 1±0 (2,4) 1±0 (1,4)
AS5 nPSO 1±0 (3,1) 5±3 (4,3) 1±0 (2,2) 0±0 (1,1)
AS1 Both 5±3 (3,4) 13±15 (4,4) 1±0 (1,2) 1±0 (2,3)
AS2 Both 92±5 (4,5) 21±21 (3,5) 2±1 (2,4) 1±0 (1,1)
AS3 Both 2±1 (2,2) 1±0 (1,1) 2±0 (4,5) 2±0 (3,5)
AS4 Both 2±1 (4,3) 2±1 (3,2) 1±0 (2,3) 1±0 (1,4)
AS5 Both 1±0 (3,1) 3±3 (4,3) 1±0 (2,1) 1±0 (1,2)

Claim 5.8.4. (CS) Overall, the newly proposed attributes that include those derived from

the link cohesion metrics provide benefit over the baseline attributes both when used inde-

pendently and jointly with the baseline attributes.

Claim 5.8.5. (CS) Using all 9 attributes with the RSMM algorithm provided near 100%

average ROC-AUC (see Table 5.6) and the highest average precision 5.7 when both LFR

graph and nPSO graphs are considered as the base benchmark On the best performing
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results, 3% of the anomalies would be observed to find all anomalies which make up 1%

of the data.

As shown in Figure 5.8, Creepers are one of the easier anomalies to detect due to both

their low degree and their complete randomness. Unfortunately, Creepers are the least

important type of anomaly. As will be seen in the next section, it may be possible to

visualize where these types of anomalies fall across the different subspaces. If there is a

human in the loop that is looking to remove anomalies from a training set to make them

more detectable by the algorithm, these anomalies can be left in to encourage the algorithm

to not alert when they come up.

5.8.5 Interpretability of Anomaly Detection Results

To start, a benefit of RSMM is that each of the subspaces and corresponding densities

can be visualized. FIgure 5.3 is a visualization of all of the subspaces for AS5 for LFR1

from (a)-(c) in Figure 5.2 and Figure 5.4 is a visualization of all of the subspaces for AS5

for nPSO6 from (g)-(i) in Figure 5.2. Since this is an academic study for learning about

the attributes and the RSMM algorithm, the data points are plotted in different colors and

shapes based on if they are true normal data points (TN) or true anomalous data points (TA)

and whether they are from the training data or the test data. In both cases, the subspaces

from 5.2 are outlined in a purple box. The value on top of each subspace corresponds to

the number of gaussian components, Ĉ were used to build the NEAGMM. The red lines

outline the decision boundary based on the anomaly rate on whether a data point should be

considered anomalous, with data points falling inside being labelled as so. In each figure,

the subspaces are ordered by their BIC.

While obtaining a high average ROC-AUC and high average precision is valuable for

an anomaly detection algorithm, understanding why a data point is anomalous is extremely
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Figure 5.3: Subspaces of an example LFR benchmark graph with injected Sybils.
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Figure 5.4: Subspaces of an example LFR benchmark graph with injected Sybils.
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important in determining how to handle it.

Claim 5.8.6. (CS) A benefit of RSMM is that analyses can be conducted across the sub-

spaces to understand how much each attribute contributes to a given data point being

anomalous. While each subspace has different ranges in scores, a decision threshold can

be determined for each subspace based on the anomaly rate of the dataset a% (or assumed

anomaly rate). For a given data point, the attributes can be ranked based on the number of

subspaces it is a part of that predicts the point to be anomalous (PA) compared to the num-

ber of subspaces it is a part of that predicts the point to be normal (PN). The comparison of

PA to PN across attributes is fair since all subspaces are generated randomly and have the

same dimension k.

Note that for all attribute sets from Table 5.1, all possible combinations of subspaces are

used for RSMM. Several examples of bar plots that contain aggregate information for each

attribute can be found in Figure 5.5. Note that the xâ notation is such that â represents its

anomaly ranking, where x1 is the most anomalous point, x2 is the second most anomalous

point, etc, just for better understanding by the reader. Because for these benchmark graphs

there is ground truth on what is an anomaly, this information is used in Figure 5.5 to better

understand the RSMM algorithm. The color of the border corresponds to whether the

corresponding data point is a true normal point (with a blue border) which would mean it

was part of the LFR graph or the nPSO graph or if it is a true anomalous point (with a red

border) which would mean it was one of the injected anomalies. The text within the figure

is written in red if the data point is predicted anomalous and written in blue if the data point

is predicted normal. The subfigures are increasing in how anomalous the point is predicted

to be, specifically (a) is of x18, (b) is of x22, (c) is of x36, (d) is of x38, and (e) is of x41.

Note that FIgure 5.5a is a true normal point that is predicted to be anomalous. What is

beneficial about the bar plots is that the two most anomalous attributes in Figure 5.5a are
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(a) LFR1 subspaces trained with anomalies included

(b) LFR1 subspaces trained with anomalies included

(c) LFR1 subspaces trained with anomalies removed

(d) nPSO6 subspaces trained with anomalies included

(e) nPSO6 subspaces trained with anomalies removed

Figure 5.5: Interpretable bar plots showing attributes most anomalous for a state vector. See text
for more details.
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logt and logk, which corresponds to a high degree vertex. Since the networks are scale-

free (see Definition 2.2.4), high degree vertices are expected to be not very common and

therefore while it makes sense that one might show up to be anomalous, it is not very inter-

esting or beneficial in detecting Sybils. Alternatively, a less anomalous (but still predicted

anomalous) example of a true anomaly is shown in Figure 5.5b. Here, the most anomalous

attributes are lclcavg and iplcavg which are expected to be important in detecting Sybils.

Figures 5.6 and 5.7 highlight these two points in the different subspaces and also rank the

subspaces based on the percentile of the data point relative to the training data, with lower

percentiles shown first.

Claim 5.8.7. (CS) If a user is familiar with the attributes of a dataset, knowing which

attributes are most anomalous across the subspaces may be informative (see Figure 5.5).

Additionally, visualizing where a data point lies in the subspaces with that have the lowest

percentile scores relative to the training data can be used to make additional insights (see

Figures 5.6 and 5.7).

Seeing where each point lies in the subspaces can provide a user with more information

as to how anomalous a data point may be. The underlying data is not actually a mixture of

Gaussians, and attributes like logt and logk still are right-skewed even when the logarithm

is used. By analyzing Figure 5.6, it can be seen that the true normal data point (the same

as the one in Figure 5.5a) follows the general patterns in the dataset although the combined

score makes it seem anomalous. Alternatively, the data point in Figure 5.7 corresponding

to a true anomalous point in Figure 5.5b is part of a small cluster distinct from the majority

of the other data points.

Back to the bar plots, third example is of a true normal point that is predicted normal,

shown in Figure 5.5c, where one attribute (logk, which is less indicative of a Sybil by itself)

is more anomalous across different subspaces than not, but the other attributes are charac-
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Figure 5.6: Subspaces of a true normal data point predicted anomalous.
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Figure 5.7: Subspaces of a true anomalous data point predicted anomalous.
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terized as normal across most subspaces. Alternatively, Figure 5.5d is of a true anomalous

point that is predicted normal where it can be seen that while it is predicted normal, two

of the attributes expected to be important in detecting Sybils are more anomalous than not

across the different subspaces. Lastly, in Figure 5.5e which represents a true normal point

predicted as normal, one anomaly that may be indicative of a Sybil is anomalous in all

subspaces, but none of the other attributes are anomalous in any other subspace.

Claim 5.8.8. (CS) The techniques used in this section to understand anomalies in the test

set can be also used after an initial trained model to then process the outliers in the training

dataset. Assuming the anomalies can be understood on whether they are desired anomalies

or not, anomalies can be removed and the model can be retrained on the now pre-processed

training set.

As shown in Subsection 5.8.2, anomaly detection algorithms can still perform well

with a small amount of training data. While it was not necessary to do on a relatively small

dataset with N = 10,000 vertices, on real-world networks with billions of vertices it may

be very beneficial to do so. In the next section, results are generated assuming that a human

was able to analyze the training data using the techniques described in this section with

possible outside verification as to which users were benign and which were anomalous. It

is assumed that the anomalous users were able to be removed from the training dataset. The

question is, how would that affect the performance of the anomaly detection algorithms if

this were to be achieved?

5.8.6 Sybil Detection with Human-in-the-Loop Interaction

Assuming that a human-in-the-loop is able to look through the training data after an ini-

tial RSMM is trained to determine which points in the training data are true anomalies and

which are not using the techniques described in the previous section, the anomaly detec-
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tion experiments are re-run on the pre-processed training data to compare the performance

across different attribute sets and different anomaly detection methods. 10 independent tri-

als are run using 60% training with the anomalies removed to represent the pre-processing

and 40% testing with the average ROC-AUC shown in Figure 5.9, the average precision

shown in Figure 5.10, and the average maximum percentile shown in Figure 5.11.

Table 5.9: Mean and standard deviation of the average ROC-AUC scores as % for the
pre-processed benchmark graphs with injected Sybils (average ROC-AUC is calculated
using 10 independent trials using 60% training data, highest mean of the average ROC-
AUC highlighted in bold); Rank of mean across all attribute sets and anomaly detection
algorithms (lower is better).

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
AS1 LFR 98±1 (35) 100±0 (14) 98±1 (36) 98±0 (33) 100±0 (18) 100±0 (15) 98±1 (32) 95±1 (44) 96±1 (41) 100±0 (19) 99±0 (25)
AS2 LFR 83±4 (50) 86±4 (46) 83±6 (52) 85±4 (48) 83±5 (51) 85±4 (47) 84±4 (49) 81±4 (55) 88±2 (45) 82±6 (53) 82±5 (54)
AS3 LFR 99±0 (26) 100±0 (9) 98±0 (39) 99±0 (30) 100±0 (6) 100±0 (1) 100±0 (22) 96±0 (42) 98±0 (31) 100±0 (4) 100±0 (6)
AS4 LFR 99±0 (28) 100±0 (5) 97±1 (40) 98±0 (38) 100±0 (17) 100±0 (10) 99±0 (27) 95±1 (43) 98±0 (34) 100±0 (13) 100±0 (16)
AS5 LFR 100±0 (23) 100±0 (2) 100±0 (21) 99±0 (24) 100±0 (11) 100±0 (2) 100±0 (20) 98±0 (37) 99±0 (29) 100±0 (12) 100±0 (8)

AS1 nPSO 91±3 (42) 100±0 (21) 92±1 (40) 92±2 (39) 99±0 (27) 100±0 (18) 92±2 (41) 90±2 (43) 88±2 (44) 100±0 (19) 97±2 (38)
AS2 nPSO 80±4 (48) 82±3 (46) 75±3 (55) 80±2 (47) 80±4 (49) 82±3 (45) 79±3 (52) 76±3 (54) 78±2 (53) 80±4 (50) 80±4 (51)
AS3 nPSO 100±0 (17) 100±0 (9) 98±1 (34) 99±0 (25) 100±0 (5) 100±0 (1) 100±0 (14) 99±1 (30) 99±0 (23) 100±0 (1) 100±0 (10)
AS4 nPSO 100±0 (22) 100±0 (5) 98±1 (37) 99±0 (28) 100±0 (12) 100±0 (1) 100±0 (20) 98±1 (31) 99±1 (29) 100±0 (5) 100±0 (16)
AS5 nPSO 99±0 (26) 100±0 (8) 98±1 (35) 98±1 (32) 100±0 (12) 100±0 (1) 99±0 (24) 98±1 (36) 98±1 (33) 100±0 (10) 100±0 (15)
AS1 Both 94±4 (42) 100±0 (17) 95±3 (41) 95±3 (39) 100±0 (21) 100±0 (15) 95±4 (40) 92±3 (43) 92±4 (44) 100±0 (19) 98±2 (33)
AS2 Both 81±3 (50) 84±3 (45) 79±6 (54) 83±3 (48) 81±3 (51) 84±3 (46) 82±3 (49) 79±4 (55) 83±5 (47) 81±3 (52) 81±3 (53)
AS3 Both 100±0 (22) 100±0 (9) 98±1 (34) 99±1 (26) 100±0 (6) 100±0 (1) 100±0 (18) 97±2 (37) 99±1 (27) 100±0 (3) 100±0 (8)
AS4 Both 99±0 (25) 100±0 (4) 97±1 (36) 98±1 (32) 100±0 (14) 100±0 (7) 99±0 (23) 97±2 (38) 99±1 (30) 100±0 (12) 100±0 (16)
AS5 Both 99±0 (24) 100±0 (4) 99±1 (29) 99±1 (28) 100±0 (10) 100±0 (2) 100±0 (20) 98±1 (35) 99±1 (31) 100±0 (10) 100±0 (13)

Unlike in the non-preprocessed example, RSMM does not perform best overall, al-

though it does obtain better scores than the non-preprocessed example. Not only does its

average precision increase, but all anomalies in the testing set can be found by looking

through only 1% of the data which corresponds to the true anomaly rate (with rounding).

Another difference is the best performing attribute set is AS3 which includes just the three

new attributes proposed in this chapter. With the anomalies removed in the training data,

which was possible due to the interpretability of RSMM, the best performing anomaly de-

tection algorithm becomes LOF which obtains near perfect average precision values. To

understand both why RSMM improves and why LOF obtains the best performance, Figure

5.8 shows what learned model looks like for RSMM on the data that contains anomalies in
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Table 5.10: Mean and standard deviation of the average precision scores as % for the pre-
processed benchmark graphs with injected Sybils (average ROC-AUC is calculated using
10 independent trials using 60% training data, highest mean of the average precision high-
lighted in bold); Rank of mean across all attribute sets and anomaly detection algorithms
(lower is better).

Data CBLOF FB HBOS IForest KNN LOF OCSVM COPOD VAE NEAGMM RSMM
AS1 LFR 50±7 (42) 88±2 (12) 51±4 (41) 52±8 (40) 77±7 (18) 88±3 (11) 56±10 (38) 45±2 (49) 47±3 (46) 78±2 (17) 73±5 (21)
AS2 LFR 47±3 (45) 60±9 (34) 45±3 (50) 48±4 (43) 55±9 (39) 61±9 (33) 48±3 (44) 46±2 (48) 46±2 (47) 59±11 (36) 59±9 (37)
AS3 LFR 39±10 (51) 97±3 (2) 28±8 (54) 36±4 (52) 97±2 (5) 99±1 (1) 65±7 (32) 26±0 (55) 29±6 (53) 97±2 (3) 96±1 (6)
AS4 LFR 67±5 (31) 96±1 (8) 59±12 (35) 68±7 (28) 75±3 (19) 93±2 (10) 71±2 (24) 68±3 (27) 67±5 (30) 86±3 (15) 80±5 (16)
AS5 LFR 71±2 (23) 97±2 (4) 71±7 (22) 70±4 (25) 87±3 (14) 96±2 (7) 73±2 (20) 70±4 (26) 67±6 (29) 87±3 (13) 94±2 (9)

AS1 nPSO 49±0 (41) 80±5 (20) 48±1 (50) 45±1 (54) 70±3 (29) 84±5 (17) 49±0 (44) 45±1 (53) 49±0 (44) 78±3 (23) 56±3 (35)
AS2 nPSO 49±0 (44) 52±4 (37) 43±3 (55) 48±1 (51) 49±0 (42) 55±7 (36) 49±0 (44) 46±1 (52) 49±0 (44) 49±0 (44) 49±0 (42)
AS3 nPSO 83±10 (19) 98±1 (9) 67±3 (31) 74±3 (28) 99±2 (5) 100±0 (2) 91±7 (14) 75±1 (27) 78±8 (24) 100±1 (3) 96±4 (10)
AS4 nPSO 80±8 (21) 98±1 (7) 57±3 (34) 63±3 (32) 95±4 (12) 100±0 (1) 83±9 (18) 70±1 (30) 77±7 (25) 99±1 (6) 85±8 (16)
AS5 nPSO 75±4 (26) 98±1 (8) 52±2 (38) 49±1 (40) 95±4 (13) 99±1 (4) 79±8 (22) 51±2 (39) 59±2 (33) 96±1 (11) 88±9 (15)
AS1 Both 49±5 (45) 84±5 (16) 50±3 (44) 48±6 (47) 73±6 (23) 86±5 (14) 52±8 (41) 45±2 (54) 48±3 (50) 78±3 (18) 64±9 (28)
AS2 Both 48±2 (49) 56±6 (36) 44±3 (55) 48±3 (48) 52±7 (42) 58±6 (34) 48±2 (46) 46±2 (53) 48±2 (51) 54±8 (38) 54±8 (39)
AS3 Both 61±25 (31) 97±3 (5) 47±21 (52) 55±20 (37) 98±2 (3) 100±1 (1) 78±15 (19) 50±25 (43) 54±26 (40) 98±2 (2) 96±3 (9)
AS4 Both 73±9 (22) 97±2 (7) 58±8 (35) 65±6 (27) 85±11 (15) 96±4 (8) 77±9 (20) 69±2 (26) 72±8 (25) 92±7 (10) 82±7 (17)
AS5 Both 73±4 (24) 97±2 (6) 61±11 (30) 60±11 (33) 91±6 (12) 98±2 (4) 76±6 (21) 61±10 (32) 63±6 (29) 91±5 (11) 91±7 (13)

Table 5.11: Average maximum percentile of different anomalies in pre-processed bench-
mark graphs. The ranks in parentheses are for the row and column among similar bench-
mark type, respectively.

Data Normal Sybil Dense Sybil Sparse Sybil Creeper
AS1 LFR 7±2 (4,4) 1±1 (3,4) 1±0 (1,1) 1±0 (2,4)
AS2 LFR 90±26 (4,5) 3±4 (3,5) 3±1 (2,5) 1±0 (1,1)
AS3 LFR 1±0 (2,1) 0±0 (1,1) 1±0 (3,4) 1±0 (4,5)
AS4 LFR 2±0 (4,3) 1±0 (1,3) 1±0 (3,3) 1±0 (2,2)
AS5 LFR 1±0 (4,2) 1±0 (1,2) 1±0 (2,2) 1±0 (4,3)

AS1 nPSO 3±0 (3,4) 22±14 (4,4) 0±0 (2,1) 0±0 (1,3)
AS2 nPSO 93±4 (4,5) 35±20 (3,5) 0±0 (2,1) 0±0 (1,1)
AS3 nPSO 1±0 (3,3) 1±0 (4,1) 1±0 (2,5) 0±0 (1,5)
AS4 nPSO 1±0 (3,1) 2±1 (4,3) 0±0 (2,1) 0±0 (1,2)
AS5 nPSO 1±0 (3,2) 2±1 (4,2) 0±0 (2,1) 0±0 (1,3)
AS1 Both 5±3 (3,4) 12±15 (4,4) 1±0 (1,1) 1±0 (2,4)
AS2 Both 91±4 (4,5) 19±21 (3,5) 2±1 (2,5) 1±0 (1,1)
AS3 Both 1±0 (4,1) 1±1 (1,1) 1±0 (3,4) 1±0 (2,5)
AS4 Both 1±0 (3,3) 1±1 (4,3) 1±0 (2,3) 1±0 (1,2)
AS5 Both 1±0 (3,2) 1±1 (4,2) 1±0 (1,2) 1±0 (2,3)
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the training dataset and on the data in which the anomalies were removed.

(a) LFR1 subspaces trained with anomalies included

(b) LFR1 subspaces trained with anomalies removed

(c) nPSO6 subspaces trained with anomalies included

(d) nPSO6 subspaces trained with anomalies removed

Figure 5.8: Subspace densities with and without pre-processing.
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Figure 5.8a and Figure 5.8c visualize the probability densities of the RSMMs that are

trained with the anomalies included. The dark blue represents less probable areas with

the lighter blue representing more probable but still predicted anomalous areas. The or-

ange represents areas inside of the red borders which represents predicted normal areas.

In Figure 5.8a, it can be seen that small components are centered around several of the

anomalies and in Figure 5.8c, the anomalies are distinct enough to create regions in which

the data points would be predicted normal. To a user, these regions would look anomalous

if the techniques were used that were proposed in Subsection 5.8.5. Figure 5.8b and Figure

5.8d visualize the probability densities of the RSMMs that are trained with the anomalies

removed. Now the anomalous test data shown in the blue regions do not have gaussian com-

ponents centered around them. That said, since the data is not truly Gaussian, the model

is only an approximate fit. With the anomalies removed, LOF which a proximity-based

model that does not assume a specific distribution is able to perform best.

Claim 5.8.9. (CS) Overall, the anomaly detection performance improves when the training

set is pre-processed (see 5.9, 5.10, and 5.8 compared to 5.6, 5.7, and 5.8). The RSMM

provides some visualizations that are interpretable (see Figures 5.3, 5.4, 5.5, 5.6 and 5.7))

and therefore can be used to assist the process. The algorithm has been shown to perform

well on a small amount of training data (see Claim 5.8.2) making a potentially smaller

amount of data for a user to verify.

5.9 Conclusions

In this chapter, we propose using benchmark graphs with community structure as a

way to analyze possible attributes and anomaly detection algorithms that may be useful in

detecting malicious fake accounts called Sybils so that performance can be evaluated more

easily, though it may oversimplify the problem (see Claim 5.2.1). Because online social
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networks are quite complicated, it is hard to determine which type of community structure

it may have, therefore two different benchmark graphs with community structure are used

to evaluation. Anomalies are injected into the benchmark graphs that are consistent with

those studied in literature and they are found to create small disjoint clusters in some of

the proposed attribute spaces 5.8.3 that make use of the link cohesion metrics proposed in

Chapters 3 and 4 (see Claim 5.4.9 and Definitions 5.4.7 and 4.4.7).

A new anomaly detection method is introduced that builds off of Gaussian mixture

models but adds a small amount of noise to the training data prevent singularity issues (see

Claim 5.5.1) and determines the number of components automatically, yielding a Noise-

Enhanced Automatic Gaussian mixture model (NEAGMM). A Random Subspace Mixture

Model (RSMM) is an algorithm that reduces the dimensionality of a model by creating

an ensemble of low-dimensional subspaces (see Claim 5.6.1) with balanced participation

from each attribute (see Claim 5.6.2) and geometric averaging to combine subspace at-

tribute scores (see 5.6.3). Default parameters are selected that provide good performance

on datasets not part set used in the main experiments but also have an added benefit of being

more interpretable than using subspaces of higher dimension, though once the model is un-

derstood higher dimensions would also provide interpretable results (see Claims 5.8.1 and

5.8.6). The algorithm was shown to obtain the highest mean ROC-AUC with correspond-

ing highest average ranking on a wide range of standard multidimensional point datasets

compared to 10 baseline community detection algorithms when both 60% training data was

used and 5% training data was used (see Claim 5.8.2).

For detecting Sybils, the newly proposed attributes based on the link cohesion metrics

from Chapters 3 and 4 were shown to provide an overall benefit compared to the baseline

attributes (see Claim 5.8.4) with the best overall performing metric in terms of average

precision using all 9 attributes and the RSMM anomaly detection algorithm. As stated

previously, RSMM was designed to be interpretable (see Claims 5.8.1 and 5.8.6) both to

211



understand what attributes contribute most to a data point being consider anomalous (see

Figure 5.5 where the balances attributes are useful from Claim 5.6.2) and to determine

which subspaces a data point is most anomalous in relative to the training data (see Figures

5.6 and 5.7) and Claim 5.8.7). Given a user who understand the data and is able to interpret

the results, it is possible that the techniques described could be used to process training

data after an initial models is built to verify outliers that are expected and outliers that they

would want marked as anomalies and therefore remove them from the training set (see

Claim 5.8.8). Since small amount of training data has shown to yield anomaly detection

results that are not severely degraded, validating a small fraction of the data may not be

so daunting given visualization tools. If a user is able to correctly understand the data and

remove anomalies, it is shown that the performance of the anomaly detection algorithms

would significantly improve with this human-in-the-loop interaction (see Claim 5.8.9).
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[168] B. Micenková, R. T. Ng, X. H. Dang, and I. Assent. Explaining outliers by subspace
separability. In 2013 IEEE 13th International Conference on Data Mining. IEEE,
2013.

[169] M. Middendorf, E. Ziv, and C. H. Wiggins. Inferring network mechanisms: the
drosophila melanogaster protein interaction network. Proceedings of the National
Academy of Sciences, 102(9), 2005.

224



[170] R. Milo, N. Kashtan, S. Itzkovitz, M. Newman, and U. Alon. On the uniform gen-
eration of random graphs with prescribed degree sequences. Technical Report, 21,
2003.

[171] E. Minieka. The chinese postman problem for mixed networks. Management Sci-
ence, 25(7), 1979.

[172] A. Mislove, M. Marcon, K. P. Gummadi, P. Druschel, and B. Bhattacharjee. Mea-
surement and analysis of online social networks. In Proceedings of the 7th ACM
SIGCOMM Conference on Internet Measurement, 2007.

[173] R. J. Mokken. Cliques, clubs and clans. Quality & Quantity, 13(2), 1979.

[174] J. Moody. Peer influence groups: identifying dense clusters in large networks. Social
Networks, 23(4), 2001.

[175] B. Moradi-Jamei. Detecting communities and performing statistical inferences on
networks through renewal non-backtracking random walks. Kansas State University
Doctor of Philosophy, 2020.

[176] B. Moradi-Jamei, H. Shakeri, P. Poggi-Corradini, and M. J. Higgins. A new method
for quantifying network cyclic structure to improve community detection. Physica
A: Statistical Mechanics and its Applications, 2020.

[177] D. Mulamba, I. Ray, and I. Ray. On sybil classification in online social networks
using only structural features. In 2018 16th Annual Conference on Privacy, Security
and Trust (PST). IEEE, 2018.

[178] E. Müller, I. Assent, P. Iglesias, Y. Mülle, and K. Böhm. Outlier ranking via subspace
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