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In 2008, Satoshi Nakamoto introduced Bitcoin, the first digital currency
without a trusted authority whose security is maintained by a decentralized
blockchain. Since then, a plethora of decentralized applications have been pro-
posed utilizing blockchains as a public bulletin board. This growing popularity
has put pressure on the ecosystem to prioritize scalability at the expense of
trustlessness and decentralization.

This work explores the role cryptography has to play in the blockchain
ecosystem to improve performance while maintaining minimal trust and strong
security guarantees. I discuss a new paradigm for scalability, called naysayer
proofs, which sits between optimistic and zero-knowledge approaches. Next, I
cover two on-chain applications: First, I show how to improve the security of a
class of coin mixing protocols by giving a formal security treatment of the con-
struction paradigm and patching the security of an existing, insecure protocol.
Second, I show how to construct practical on-chain protocols for a large class of
elections and auctions which simultaneously offer fairness and non-interactivity
without relying on a trusted third party. Finally, I look to the edges of the

blockchain and formalize new design requirements for the problem of backing



up high-value but rarely-used secret keys, such as those used to secure the re-
serves of a cryptocurrency exchange, and develop a protocol which efficiently
meets these new challenges.

All of these works will be deployed in practice or have seen interest from
practitioners. These examples show that advanced cryptography has the poten-
tial to meaningfully nudge the blockchain ecosystem towards increased security

and reduced trust.
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Chapter 1

Introduction

Bitcoin [NakO8| was the first digital currency to successfully implement a fully
trustless and decentralized payment system. Underpinning Bitcoin is a block-
chain, a distributed append-only ledger to record transactions. In Bitcoin,
the blockchain’s consistency is enforced via a “proof-of-work” (PoW) consen-
sus mechanism in which participants solve difficult computational puzzles (hash
preimages) to append the newest bundle of transactions (a block) to the chain.

Ethereum [Butl4] introduced programmability via smart contracts, special
applications which sit on top of the consensus layer and can maintain state
and modify it programmatically. This has led to the emergence of a number of
decentralized applications enabling more diverse functionalities.

Unfortunately, as the number of applications and their users has increased,
developers have been forced to sacrifice trustlessness and sometimes even secu-
rity or privacy in favor of performance and scalability. This dissertation uses
cryptographic tools to enable blockchain applications which are both practical
and secure while staying true to the original blockchain ethos and minimiz-
ing trust. All the works discussed were created in collaboration with industry
practitioners and have seen interest or deployment in the blockchain ecosystem.

In Chapter 2] I introduce the necessary background and building blocks used
throughout this dissertation.

Chapter [3] describes naysayer proofs, a new paradigm for verifying zero-
knowledge proofs in the so-called optimistic setting. One notable application of
naysayer proofs is for scalability, where it sits between the existing solutions—
optimistic rollups and zero-knowledge rollups—and can provide better perfor-
mance and accessibility for certain parties in rollup ecosystems. Since their
publication, naysayer proofs have seen interest in production deployment from
at least two startups (that I am aware of) in the blockchain space.

In Chapters[]and 5] I move to on-chain applications. Chapter [ analyzes the
security of a class of coin mixing services which require minimal functionalities
of the underlying blockchain, rendering them highly interoperable. I discuss two
gaps in the formal treatment of a previous protocol and attacks which exploit
them. To close this gap, I introduce a new primitive called blind conditional



signatures (BCS) and use it to prove the security of two new coin mixing pro-
tocols. Chapter 5| describes Cicada, a smart contract protocol for realizing the
first fair and non-interactive on-chain elections and auctions. This resolves im-
portant security and usability hurdles present in previous systems, which are
widely used for on-chain governance votes or sales of digital goods such as non-
fungible tokens (NFTs). Cicada is accompanied by a Solidity smart contract
implementation, making it easily deployable on Ethereum and a large number
of “layer 2” (L2) chains. Furthermore, we have reached out to Optimism, one
of the largest L2s in the Ethereum ecosystem, to discuss the use of Cicada for
their retroactive public goods funding (retroPGF) voteH

Finally, Chapter [] moves off-chain and looks at securing the edges of the
system: cryptocurrency wallets. I envision a system that allows users to con-
veniently back up their rarely-used, high-value keys (such as the signing keys
of high-balance wallets). This new setting necessitates a novel set of design re-
quirements. I develop new security definitions that capture them and construct
a UC-secure protocol that implements threshold BLS signatures in our new
model. The protocol is practically efficient for the envisioned large numbers
of custodians: for a 67-out-of-100 threshold configuration, setup takes 170ms
and signing less than 1lms. This design was created with collaborators from
Lit Protocoﬂ and the Linux Foundation and is in the process of being adopted
in production by the former. An Apache 2.0-licensed implementation is also
publicly available in Hyperledger Labﬂ a popular open source organization.

I conclude in Chapter [7] by discussing potential future directions for these
three works and a broader outlook on the role of cryptography in blockchains.

https://community.optimism. io/docs/governance/l
https://www.litprotocol.com/|
https://github.com/hyperledger- labsl
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Chapter 2

Preliminaries

Contents
I _Notationl . - - « « ¢ v v v v v et 3
2.2 Non-interactive Proof Systems| . . . ... .. ... 4
2.3 Bilinear Pairings| . . . . ... ... .......... 5
2.4 Shamir Secret Sharing| . .. ... .......... 5
2.5  Digital Signatures| . . . ... ... 000000 6

[2.5.1  BLS Signatures| . . . . . . ... o000 6

2.6 KZG Polynomial Commitments|. . . . .. ... .. 7
2.7 Pedersen Commitmentsl. . . . .. ... ....... 8
[2.8  Universal Composability (UC) Framework| . . . . 8

2.1 Notation

T use [n] to denote the range {1,...,n}. For other ranges (mostly zero-indexed),

we explicitly write the (inclusive) endpoints, e.g., [0,n]. Concatenation of vec-
tors X,y is written as x||y. Let A be the security parameter. I use the uppercase
variable X for the free variable of a polynomial, e.g., f(X). I use a calligraphic
font, e.g., S or X, to denote sets or domains. When applying an operation to
two sets of equal size ¢ I mean pairwise application, e.g., Z = X + ) means
z; = x; +y; Vi € [¢]. Sampling an element x uniformly at random from a set
X is written as x «$ X. I use := to denote variable assignment, y « Alg(x)
to assign to y the output of some algorithm Alg on input z, and y «s Alg(x)
if the algorithm is randomized (or sometimes Alg(z)s— y). When I want to
be explicit about the randomness r used, I write y < Alg(z;7). An algorithm
is PPT if it runs in probabilistic polynomial time and a function is negligible
if it vanishes faster than any polynomial. I use D; =) D5 to denote that two
distributions D1, D, have statistical distance bounded by a negligible function
negl()).



For a non-interactive proof system II, I write m < II.Prove(z;w) to show
that the proving algorithm takes as input an instance z and witness w and
outputs a proof 7. Verification is written as II.Verify(z, ) and outputs a bit b.

I distinguish the key-pairs used in a signature scheme (vk, sk for “verification”
and “signing” key, respectively) from those used in an encryption scheme (ek, dk
for “encryption” and “decryption” key, respectively).

2.2 Non-interactive Proof Systems

A language £ C {0,1}* is a set of elements. In this dissertation, I will only
consider the set of NP languages. Every language £ € NP has a corresponding
polynomially-decidable relation R, (i.e., decidable by a circuit C(z,w) such
that |C| € poly(]z|)) such that if z € £, Jw s.t. (z,w) € Rz, with w € poly(|z]).
Conversely, I may refer to the language corresponding to a relation R as Lx.

Definition 1 (Non-interactive proof system). A non-interactive proof system
IT for some NP language L is a tuple of PPT algorithms (Setup, Prove, Verify):

° Setup(lk) — crs: Given a security parameter, output a common reference
string crs. This algorithm might use private randomness (a trusted setup).

e Prove(crs,z,w) — w: Given the crs, an instance x, and witness w such
that (x,w) € R, output a proof .

o Verify(crs,x,m) — {0,1}: Given the crs and a proof w for the instance x,
output a bit indicating accept or reject.

(Perfect) completeness requires that for all (z,w) € R,

Pr {Verify(crs,x,ﬂ) =1

crs + Setup(1M) A ] 1
m + Prove(crs,z,w) |

Definition 2 (computational soundness). Soundness requires that for allx ¢ L,
A €N, and all PPT adversaries A,

crs « Setup(1*) A

] < negl(\).

I refer the reader to [Tha23bl [Gol01] for a formal description of other prop-
erties of proof systems (e.g., correctness, zero-knowledge).

There are numerous definitions of succinctness adopted for proof systems
in the literature. In this work, I require succinct proof systems only to have
proofs which are sublinear in the size of the witness and “work-saving” verifica-
tion [Tha23al:

Definition 3 (succinctness). We say a proof system II is succinct if |n| €
o(|z| + |w|) and I.Verify(crs, z,7) runs in time |z| + o(Jw]).

4



2.3 Bilinear Pairings

Definition 4 (bilinear pairing). A bilinear pairing is a map e : G; X G — G
where G1, Gs, and G are cyclic groups of prime order p. Let g1,h; € Gy and
g2, ho € Go be generators of their respective groups. Bilinearity requires the map
e to have the following properties:

e(g1h1,92) = e(91, 92) - e(h1, g2)
e(g1, g2h2) = e(g1,92) - e(g1, h2)

(Note this implies e(g{, g2) = e(g1,95) = e(g1,92)® for all a € Zy,.)

Pairings used in cryptography are generally also required to be non-degen-
erate, i.e., e(g1,g2) # 1.

Based on the (in)equality of the groups G, G2 and the (non-)existence of an
efficiently computable homomorphism between them, pairings can be divided
into three types. The constructions in this dissertation will use a type-3 pair-
ing, which is asymmetric (G; # Gs) and has no such efficiently computable
homomorphism. In this case, the Decisional Diffie-Hellman (DDH) assumption
is believed to hold in both G; and Go; this is referred to as the symmetric
external Diffie-Hellman (SXDH) assumption.

2.4 Shamir Secret Sharing

Shamir [Sha79] introduced a scheme to share a secret among n parties such that
any t parties can work together to recover the secret, but with any fewer parties
the secret remains information-theoretically hidden.

Construction 1 (Shamir secret sharing [Sha79]). Let p be a prime.

o {s1,...,8,} < Share(s,t,n): Given a secret s € Z,, and t <n € N, com-
pute a t-out-of-n sharing of s by choosing a random degree-(t — 1) polyno-
mial f(X) € Zp[X] such that f(0) = s. Fori € [n], compute s; == (3, f(i)).

o {s', L} « Reconstruct(S,t,n): Given some set of shares S, check if |S| < t.
If so, output L. Otherwise, without loss of generality, let S’ := {s1,...,5:}
be the first t entries of S, where s; := (x;,y;). Output the Lagrange inter-

polation at 0:
t t
oy
=3 1T 2
i=1  j=lg#i 7 "

The secret sharing scheme is correct, since for any secret s and values t <
n € N, we have Reconstruct(Share(s, t,n),t,n) = s.

For notational convenience, let Share(s,t,n;r)[i] denote the ith share of s
computed with randomness 7. The reconstruction algorithm can be generalized
to interpolate any point f(k) (not just the secret at k& = 0) and thereby recover
the ith share:



o {sg, L} < Interpolate(S, k,¢,n): If |S| < ¢, output L. Otherwise, use the
first ¢ entries (z1,v1),..., (2, y¢) of S to interpolate

t t s — k
=Y [ 2

i=1  j=15%i "7

Output s := (k, f(k)).

2.5 Digital Signatures

A digital signature scheme is a triple of algorithms (KGen, Sign, Verify). The
key generation algorithm (vk, sk) <— KGen(1*) outputs a verification-signing key
pair. The owner of the signing key sk can compute signatures on a message m by
running o < Sign(sk, m), which can be publicly verified using the corresponding
verification key vk by running Verify(vk, m, o).

2.5.1 BLS Signatures

A popular digital signature scheme is the BLS signature scheme, which uses
bilinear pairings (Section [2.3).

Construction 2 (BLS signature scheme [BLS0I]).

o (sk,vk) < KGen(1*): Given the security parameter 1%, generate elliptic
curve groups G1,Go of prime order p (where logp = \) with generators
g1 and g, respectively, and an efficiently computablfﬂ asymmetric pairing
e: Gy x Gg = Gr. Sample x <8 Z, and output the keypair consisting of
signing key sk := x and verification key vk := g3 .

For simplicity, we add the group description (p, G1,Ga, Gr, g1, ge, €) to the
verification key vk. Let H : {0,1}* — Gy be a public hash function.

o o < Sign(sk,m): Given a signing key sk € Z,, and a message m € {0, 1}*,
sk

compute a signature o ;= H(m)

e {0,1} + Verify(vk,m,0): Given a verification key vk € G2, message m €
{0,1}*, and signature o € Gy, if e(o,g2) = e(H(m),vk), output 1. Else
output 0.

The security of BLS relies on the gap co-Diffie Hellman assumption on
(G1,Gy), i.e., co-DDH being easy but co-CDH being hard on G1, G, as well as
the existence of an efficiently computable homomorphism ¢ : Go — G (type-2
pairing). Since we require a type-3 pairing for our purposes (i.e., no efficiently
computable ¢ exists), we rely on a stronger variant of the co-GDH assumption
(see discussion in [BLS01l, §3.1] and [SV05| §2.2]).

H.e., in time poly())



Threshold variant Sharing a BLS signing key sk € Z, via Shamir secret
sharing leads directly to a robust t-out-of-n threshold signature [BLS01]. More
specifically, each party ¢ € [n] receives a t-out-of-n Shamir secret share sk; of the
key. The “partial” public keys vk, := gzk" are published along with the public
key vk.

A partial signature is computed in exactly the same way as a regular BLS
signature, but under the secret key share: o; := H(m)*:. This value is publicly
verifiable by checking that (g2, vk;, H(m), ;) is a co-Diffie-Hellman tuple (i.e.,
it is of the form (g2, g5, h, h*) where g2 € G2 and h € Gy).

Given ¢ valid partial signatures on a message m € {0, 1}* anyone can recover
a regular BLS signature:

e 0 < Reconstruct(S := {(i,0;)}): Let S’ C S be the set of valid partial sig-
natures in S. If [S'] < ¢, output L. Otherwise, without loss of generality,
assume the first ¢ valid signatures come from users 1,. .., ¢ and recover the
complete signature as

¢ t .
i _ J
aeHai , where \; = | H T (mod p)
i=1 J=1,j#i

Notice that the reconstruction simply performs Shamir reconstruction of the
signing key shares sk; in the exponent and thus the output will equal H (m)*.
Hence, the complete signature is indistinguishable from a regular BLS signature,
and verification proceeds exactly as in the regular scheme.

2.6 KZG Polynomial Commitments

KZG commitments can be instantiated using either a symmetric or asymmetric
pairing; I give the asymmetric version of KZG below.

Construction 3 (KZG polynomial commitments [KZG10]).

e crs < Setup(1*,d) : Given a security parameter 1*, generate elliptic curve
groups G1, Gy of prime order p (where logp = \) with generators g1 and
ga, respectively, and an efficiently computable asymmetric pairing e : Gy X
Go — Gr. To allow commitments to polynomials in Z,[X] with degree at

most d, sample T <% Z, and output crs := {91,9179{27 e ,g{d,gg7g§}.

For simplicity, we add the group description (p,G1,Gs,Gr,g1,g2,€) to
crs.

e comy « Com(crs, f(X)) : Let f(X) = ap+a1 X +---+aqX? € Z,[X]. Use

crs to compute and output g{(T) =g7°-(g7)™ ... (g{d)“d = g‘f0+a”+”'+a’”d

€ Gy.




e (f(i),m;) + Open(crs, f(X),4) : To open f(X) ati, let ¢;(X) := w
€ Z,,[X]ﬂ Then compute comy, < Com(crs,q;(X)) and output (f(3),

comg,) € Zp x G.

o {0,1} < Verify(crs,comy,i,y,m;) : To confirmy = f(i), it suffices to check

that q;(X) = f())((il;y at X = 7. This can be done with a single pairing
check:

?

e(comy /g, g2) = e(mi, 93 /95)

The security of the scheme relies on the d-Strong Diffie Hellman assumption
(d-SDH), which states that given {g1, 97, ... 7g{d,g%g;}, it is difficult to com-
1

pute (¢, gy ¢) for any ¢ € Z, \ {—7}. This assumption is stronger than d-SDH
in the symmetric case when G; = Go, which in turn implies DDH in G;.

2.7 Pedersen Commitments

Next, I recall Pedersen commitments [Ped92], a commitment scheme which is
unconditionally (information-theroetically) hiding and computationally binding
(by the discrete logarithm assumption on G).

Construction 4 (Pedersen commitment scheme [Ped92]). Let G be a group of
order p and g, h be generators of G. The following is a commitment scheme for
elements x € Zy.

e (com,decom) < Com(z) : Sample r <$ Z, and return com := g*h" and
decommitment information (x,r).

e (x,r) + Open(com,decom) : To open com, directly output decom = (x,r).

e {0,1} + Verify(com,z,7) : To confirm the opening of com to x, it suffices
to check that com = g”h".

A PoK of the committed value can be computed using a Sigma protocol due
to Okamoto [Oka93|, which can be made non-interactive using the Fiat-Shamir
transform [E'S87]. I refer to this protocol as I,eq and present it in Figure

2.8 Universal Composability (UC) Framework

In the universal composability (UC) framework [Can20|, the security require-
ments of a protocol are defined via an ideal functionality which is executed by
a trusted party. To prove that a protocol UC-realizes a given ideal functional-
ity, we show that the execution of this protocol (in the real or hybrid world)
can be emulated in the ideal world, where in both worlds there is an additional
adversary £ (the environment) which models arbitrary concurrent protocol ex-
ecutions. Specifically, we show that for any adversary A attacking the protocol

2This is a polynomial by Little Bézout’s Theorem.



PoK oF PEDERSEN OPENING (IIpeq)
Parameters: Group G; of order p with generators g1, hy.

Prove(comped; (v,7)) — Tped: Given a Pedersen commitment compeq = gy hl, a

party can prove knowledge of the opening (v, r) as follows:
1. The prover samples s1, s2 <5 Z;, and sends a := g7 hj? to the verifier.
2. The verifier sends back a uniform challenge ¢ <$ Z,,.

3. The prover computes t; := s; + vc and ty := s9 + rc and sends both
values to the verifier.

The proof is defined as mped = (a, ¢, (t1,%2)).

Verify(comped, Tped) — {0, 1}: Given the commitment compeq and a proof mpeq,

the verifier parses Tped := (a, ¢, (t1,t2)) and outputs 1 iff a - comg 4 = girht.

Figure 2.1: The proof system Il eq used to prove knowledge of the opening to a
Pedersen commitment [Oka93].

execution in the real world (by controlling communication channels and cor-
rupting parties involved in the protocol execution), there exists an adversary S
(the simulator) in the ideal world who can produce a protocol execution which
no environment £ can distinguish from the real-world execution.

Below we describe the UC framework as it is presented in [CLOS02a]. All
parties are represented as probabilistic interactive Turing machines (ITMs) with
input, output, and ingoing/outgoing communication tapes. For simplicity, we
assume that all communication is authenticated, so an adversary can only de-
lay but not forge or modify messages from parties involved in the protocol.
Therefore, the order of message delivery is also not guaranteed (asynchronous
communication). We consider a PPT malicious, adaptive adversary who can
corrupt or tamper with parties at any point during the protocol execution.

The execution in both worlds consists of a series of sequential party acti-
vations. Only one party can be activated at a time (by writing a message on
its input tape). In the real world, the execution of a protocol II occurs among
parties Pi,..., P, with adversary A and environment £. In the ideal world,
interaction takes place between dummy parties Py,...,P, communicating with
the ideal functionality F, with the adversary (simulator) S and environment &.
Every copy of F is identified by a unique session identifier sid.

In both the real and ideal worlds, the environment is activated first and
activates either the adversary (A resp. S) or an uncorrupted (dummy) party by
writing on its input tape. If A (resp. S) is activated, it can take an action or
return control to £. After a (dummy) party (or F) is activated, control returns
to £. The protocol execution ends when £ completes an activation without



writing on the input tape of another party.

We denote with REAL[ 4.¢(A, z) the random variable describing the out-
put of the real-world execution of II with security parameter A\ and input z
in the presence of adversary A and environment £. We write the correspond-
ing distribution ensemble as {REALm 4,6 (A, 7)}xen zefo,13+- The output of the
ideal-world interaction with ideal functionality F, adversary (simulator) S, and
environment & is represented by the random variable IDEALr s £(A, x) and cor-
responding distribution ensemble {IDEALF s ¢ (X, )} ren zefo,1}+-

The actions each party can take are summarized below:

Environment £: read output tapes of the adversary (A or S) and any
uncorrupted (dummy) parties; then write on the input tape of one party
(the adversary A or S or any uncorrupted (dummy) parties).

Adversary A: read its own tapes and the outgoing communication tapes
of all parties; then deliver a pending message to party by writing it on
the recipient’s ingoing communication tape or corrupt a party (which
becomes inactive: its tapes are given to A and A controls its actions from
this point on, and £ is notified of the corruption).

Real-world party P;: only follows its code (potentially writing to its output
tape or sending messages via its outgoing communication tape).

Dummy party P;: acts only as a simple relay with the ideal functionality
F, copying inputs from its input tape to its outgoing communication tape
(to F) and any messages received on its ingoing communication tape (from
F) to its output tape.

Adversary S: read its own input tape and the public headers (see be-
low) of the messages on F’s and dummy parties’ outgoing communication
tapes; then deliver a message to F from a dummy party or vice versa
by copying it from the sender’s outgoing communication tape to the re-
cipient’s incoming communication tape or send its own message to JF
by writing on the latter’s incoming communication tape or corrupt a
dummy party (which becomes inactive: its tapes are given to S and S
controls its actions from this point on, and £ and F are notified of the
corruption).

Ideal functionality F: read incoming communication tape; then send any
messages specified by its definition to the dummy parties and /or adversary
S by writing to its outgoing communication tape.

Definition 5. We say a protocol 11 UC-realizes an ideal functionality F if for
any PPT adversary A, there exists a simulator S such that for any environment
&, the distribution ensembles {REALI a.e (A, T) fxen zefo,1}+ and {IDEALF s g(A,
T)}reNwefo1}- are computationally indistinguishable.
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In most blockchains with programming capabilities, e.g., Ethereum [Wo024],
developers are incentivized to minimize the storage and computation complexity
of on-chain programs. Applications with high compute or storage incur signifi-
cant fees, commonly referred to as gas, to compensate validators in the network.
Often, these costs are passed on to users of an application.

High gas costs have motivated many applications to utilize verifiable com-
putation (VC) [GGPI0|, off-loading expensive operations to powerful but un-
trusted off-chain entities who perform arbitrary computation and provide a short
prooﬂ that the claimed result is correct. This computation can even depend
on secret inputs not known to the verifier by relying on zero-knowledge proofs
(i.e., zZkSNARKS).

IMore precisely, a succinct non-interactive argument of knowledge, or SNARK.

* Portions of this section have been adapted from [SGB2ZJ).
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Figure 3.1: Using VC to move computation off-chain. The off-chain
“prover” applies the function f to input y and potentially an auxiliary off-chain
input w to get the result ¥y’ = f(y,w). (In the case of a zk-rollup, f is the state
transition function, y is the previous on-chain state, w is a batch of transactions,
and y’ is the new state after applying the transactions in w to y.) It posts 3’
and a proof 7 of its correctness, which is verified on-chain before the output 3’
is accepted. This paradigm does not require any challengers.

VC leads to a paradigm in which smart contracts, while capable of arbi-
trary computation, primarily act as verifiers and outsource all significant com-
putation off-chain (see Figure . A motivating application is so-called “zk”-
rollupsﬂ [Stal, [ZKs, [Aztl [dYd) [Scr], which combine transactions from many users
into a single smart contract which verifies a proof that all have been executed
correctly. However, verifying these proofs can still be costly. For example, the
StarkEx rollup has spent hundreds of thousands of dollars to date to verify FRI
polynomial commitment opening proofSE|

We observe that this proof verification is often wasteful. In most applica-
tions, provers have strong incentives to post only correct proofs, suffering direct
financial penalties (in the form of a lost security deposit) or indirect costs to
their reputation and business for posting incorrect proofs. As a result, a sig-
nificant fraction of a typical layer-1 blockchain’s storage and computation is
expended verifying proofs, which are almost always correctEI

This state of affairs motivates us to propose a new paradigm called nay-
sayer proofs (Figure . In this paradigm, the verifier (e.g., a rollup smart

2The “zk” part of the name is often a misnomer, since these services do not necessarily
offer the zero-knowledge property (and in fact most do not). Instead, the term is used by

12
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Figure 3.2: The naysayer proof approach. As in VC, the off-chain prover
computes y' = f(y,w) and 7, which it posts on-chain. This time, the proof is not
verified on-chain, but is provisionally accepted while waiting for the challenge
period to pass. Any party can verify 7 off-chain and, if it fails, issue a challenge
by creating a naysayer proof mn,. The on-chain verifier checks any submitted
naysayer proofs, and if they pass, it rejects the claimed result 3. If the challenge
period elapses without any successful naysaying, 3’ is accepted.

contract) optimistically accepts a submitted proof without verifying its correct-
ness. Instead, any observer can check the proof off-chain and, if needed, prove
its incorrectness to the verifier by submitting a naysayer proof. The verifier
then checks the naysayer proof and, if it is correct, rejects the original proof.
Otherwise, if no party successfully naysays the original proof before the end of
the challenge period, the original proof is accepted. To deter denial of service,
naysayers may be required to post collateral, which is forfeited if their naysayer
proof is incorrect.

This paradigm potentially saves the verifier work in two ways. First, in the
optimistic case, where the proof is not challenged, the verifier does no work at all
(just like the related fraud proof paradigm; see Section . We expect this to
almost always be the case in practice. Second, even in the pessimistic case, we
will see below that checking the naysayer proof can be much more efficient than
checking the original proof. In other words, the naysayer acts as a helper to the

practitioners to emphasize succinctness, which is the more relevant property in practice.
1https ://etherscan.io/address/0x3e61 18da317f7a433031fOSbb71ab870d87dd2dd|

*At the time of this writing, we are unaware of any major rollup service which has posted
an incorrect proof in production.
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verifier by reducing the cost of the verification procedure in fraudulent cases. At
worst, checking the naysayer proof is equivalent to verifying the original proof
(this is the trivial naysayer construction).

Naysayer proofs enable other interesting trade-offs. For instance, naysayer
proofs can be instantiated with a lower security level than the original proof
system. This is because a violation of the naysayer proof system’s soundness
undermines only the completeness of the original proof system. For an applica-
tion like a rollup service, this would result in a loss of liveness; importantly, the
rollup users’ funds would remain secure. Liveness could be restored by falling
back to full proof verification on-chain.

We will formally define naysayer proofs in Section [3.3] and show that every
succinct proof system has a logarithmic-size and constant-time naysayer proof.
Before that, we discuss related work in Section [3.1]and define our system model
in more detail in Section In Section we construct naysayer proofs
for four concrete proof systems and evaluate their succinctness. We discuss
storage considerations in Section [3.5] and conclude with some open directions
in Section

3.1 Related Work

A concept related to the naysayer paradigm is refereed delegation [FK97]. The
idea has found widespread adoption [TRI19, [KGC™18, |A AB™24] under the name
“fraud proofs” or “fault proofs” and is the core idea behind optimistic rollups
[Eth23bl, Lab23l [Opt23a). In classic refereed delegation, a server can output
a heavy computation to two external parties, who independently compute and
return the result. If the reported results disagree, the parties engage in a bisec-
tion protocol which pinpoints the single step of the computation which gave rise
to the disagreement by recursively halving the computational trace (essentially
performing a binary search). Once the discrepancy has been reduced to a single
step of the computation, the original server can re-execute only that step to
determine which of the two parties’ results is correct.

In the context of optimistic rollups, a “prover” performs the computation
off-chain and posts the result on-chain, where it is provisionally accepted. Any
party can then challenge the correctness of the result by posting a challenge
on-chain and engaging in the bisection protocol with the prover via on-chain
messages (Figure . (The term “fraud proof” or “fault proof” refers to these
messages@ Once the problematic step is identified, it is re-executed on-chain
to resolve the dispute. A dispute can also be resolved non-interactively by re-
running the entire computation on-chain in the event of a dispute (Figure ,
an approach initially taken by Optimism [Sin22] [Buc|. If no one challenges the
prover’s result before the end of the challenge period (typically 7 days [Fic]), it
is accepted and irreversibly commited on the layer-1 chain.

5Despite the name, this is not actually a proof system, nor does it depend on any proof
system.
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Figure 3.3: Interactive fraud “proofs”. Like naysayer proofs, fraud “proofs”
make use of challengers and challenge periods. Again, the off-chain “prover”
computes y' = f(y,w), but without providing any proof of correctness 7. During
the challenge period, anyone (with access to w, e.g., the batch of transactions)
can re-compute f(y,w). If the result 4" does not equal y’, the party engages
in a bisection protocol with the original “prover” to narrow the disagreement
to a single step of the computation f;(b). The defender and challenger submit
their respective one-step results a’ # a”’ to the on-chain verifier, who re-executes
fi(b) on-chain. Based on the result, it may reject the original claim y'. If the
challenge period elapses without any successful fraud proofs, 3 is accepted.

The naysayer approach offers significant speedups for the challenger over
fraud proofs, since for succinct proof systems, verification is much more efficient
than the original computation. Notice that there is a slight semantic difference
between fraud proofs and naysayer proofs: A fraud proof challenges the cor-
rectness of the prover’s computation, and thus can definitively show that the
computation output is incorrect. In contrast, a naysayer proof challenges the
correctness of the accompanying proof, and can therefore only show that the
proof is invalid—the computation itself may still have been correct. A prover
who performs the computation honestly has no incentive to attach an incorrect
prooﬂ since that would mean it wasted computational power to compute the
result, but would forfeit the reward (and likely incur some additional penalty).

We compare classic verifiable computation, fraud proofs, and our naysayer
proofs in Table [3:1] We discuss the main differences in more detail below.

Assumptions. Both fraud proofs and naysayer proofs work under an optimistic

61t is possible that an honest prover will still attach an incorrect proof if, for exmaple, the
proof generation software has a bug.
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Figure 3.4: Non-interactive fraud “proofs”. The non-interactive version
functions similarly, except that there is no bisection game. Instead, the on-chain
verifier simply re-executes the entire computation f(y,w) on-chain to decide
whether or not to reject 3’. Again, if the challenge period elapses without any
challenges, 3’ is accepted.

assumption, meaning a computation is accepted as correct unless some
party challenges it. This requires assuming that at least one honest party
is present to challenge any incorrect results. This party must also be
able to submit a challenge, meaning we rely on the censorship-resistance
of the underlying blockchain and assume new messages are added within
some known, bounded delay. VC does not rely on these assumptions since
every computation is checked at the time the result is submitted. It is well
known that this leads to the faster on-chain finality of zk-rollups, which
use the VC paradigm and thus do not require a challenge period.

On-chain interaction. Except for the interactive version of fraud proofs, all
of the approaches require only a single message from the (off-chain) prover
or challenger to the (on-chain) verifier. VC offers the strongest form of
non-interactivity, since it consists of one round total (for the original com-
putation and (non-existent) challenge phase). At the other end of the
spectrum, optimistic rollups almost universally employ interactive fraud
proofs, requiring multiple on-chain messages in case of a dispute. This
means the challenge period must be long enough to ensure that all the
messages of the dispute resolution protocol can be posted on-chain, even
in the presence of some fraction of malicious consensus nodes who delay
inclusion of the challenger’s (or prover’s) messages. We conjecture that by
virtue of having a non-interactive challenge phase, naysayer proofs (and

16



VC fraud proof fraud proof naysayer proof
(interactive) (non-interactive)

No optimistic assumption ® O O O
Non-interactive [ J O © (D)
Off-chain f [ ) [ ] © [ ]
Off-chain II.Verify O - - [
Witness-independent challenge - O O (]
Witness-independent resolution @ © O [ ]
No II.Prove O [ ] L ©)

Table 3.1: Trade-offs between VC, fraud proofs, and naysayer proofs.

non-interactive fraud proofs) admit a shorter challenge period. Further-
more, the challenge period must also be long enough to accommodate
the challenge resolution protocol to run on-chain. Thus, naysayer proofs
should have an advantage even over non-interactive fraud proofs, since for
all practical use cases, the on-chain resolution of the former (verifying a
naysayer proof) will always be faster than re-computing the function f
on-chain.

On-chain computation & witnesses. As is their goal, none of the approaches
require running the original computation f on-chain, except for non-
interactive fraud proofs in the (rare) case of a dispute. Compared to VC,
fraud proofs and naysayer proofs do not require running proof verification
on-chain (fraud proofs do not use a proof system at all). However, fraud
proofs require the full computation input (including any off-chain input w,
which we refer to as the witness) to be available to potential challengers
and at least in part to the verifier. Neither VC nor naysayer proofs require
this information to verify the correctness of the output y’: they use only
the statement and proof, which are already available on-chain.

Underlying proof system. Finally, a major advantage of fraud proofs is that
they do not use any proof system at all. This makes them much easier
to implement and deploy. VC and naysayer proofs, on the other hand,
require computing a succinct proof, which is costly both in terms of im-
plementation complexity and prover runtime. However, the design and
efficiency of the bisection protocol can depend significantly on the pro-
gramming model used [KGC™18| and the particular function f being com-
puted [PD16, [PB17, SNBB19, [SISW19]. We thus view naysayer proofs
as a drop-in replacement for the many application-specific fault proofs,
offering an alternative which is both more general and more efficient.

17



3.2 Model

There are three entities in a naysayer proof system. We assume that all parties
can read and write to a public bulletin board (e.g., a blockchain). Fix a function
f: X xW — Y and let L; be the language {(z,y) : Jw s.t. y = f(z,w)}. Let
Rs = {((z,y),w)} be the corresponding relation. We assume f,z are known by
all parties. When f : Y xW — Y is a state transition function with y' = f(y,w),
this corresponds to the rollup scenarios described above.

Prover The prover posts y and a proof  to the bulletin board claiming (x,y) €
Ly

Verifier The verifier does not directly verify the validity of y or =, rather, it
waits for time Tay. If no one naysays (y,7) within that time, the verifier
accepts y. In the pessimistic case, a party (or multiple parties) naysay the
validity of m by posting proof(s) mnay. The verifier checks the validity of
each n,y, and if any of them pass, it rejects y.

Naysayer If Verify(crs, (x,y),7) = 0, then the naysayer posts a naysayer proof
Tnay tO the public bulletin board before T}, time elapses.

Note that, due to the optimistic paradigm, we must assume a synchronous
communication model: in partial synchrony or asynchrony, the adversary can
arbitrarily delay the posting of naysayer proofs, and one cannot enforce sound-
ness of the underlying proofs. Furthermore, we assume that the public bulletin
board offers censorship-resistance, i.e., anyone who wishes to write to it can do
so successfully within a certain time bound. Finally, we assume that there is at
least one honest party who will submit a naysayer proof for any invalid .

3.3 Formal Definitions

Next, we introduce a formal definition and syntax for naysayer proofs. A nay-
sayer proof system Il,., can be seen as a “wrapper” around an underlying proof
system 1. For example, Il,,, defines a proving algorithm II,,,.Prove which uses
the original prover II.Prove as a subroutine.

Definition 6 (Naysayer proof). Given a non-interactive proof system II =
(Setup, Prove, Verify) for a NP language L, the naysayer proof system corre-
sponding to Il is a tuple of PPT algorithms I,y = (Setup, Prove, Naysay, VerifyNay)
defined as follows:

Setup(1*, 1% ) $— (crs, crspay): Given (potentially different) security parameters
1 and 1%, output two common reference strings crs and CrSnay. 1his
algorithm may use private randomness.

Prove(crs,z,w) — 7': Given a statement x and witness w such that (z,w) €
R, output @' = (m,aux), where m < II.Prove(crs, z, w).
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Naysay(Crsnay, (z, '), tdnay) — Tnay: Given a statement x and values ' = (m,
aux) where T is a (potentially invalid) proof that Jw s.t. (x,w) € Rr using
the proof system II, output a naysayer proof mnay disputing w. This algo-
rithm may also make use of some (private) trapdoor information tdnay C
w.

VerifyNay(crspay, (z, 7'), Tnay) — {0, L}: Given a statement-proof pair (x,n') and
a naysayer proof Taay disputing 7', output o bit indicating whether the ev-
idence is sufficient to reject (0) or inconclusive (L).

A trivial naysayer proof system always exists in which 7,y = T, 7’ = (7, L),
and VerifyNay simply runs the original verification procedure, outputting 0 if
II.Verify(crs,z,m) = 0 and L otherwise. We say a proof system II is effi-
ciently naysayable if there exists a corresponding naysayer proof system Iln,,
such that VerifyNay is asymptotically faster than Verify. If VerifyNay is only
concretely faster than Verify, we say Iln,, is a weakly efficient naysayer proof.
Note that some proof systems already have constant proof size and verification
time [Grol6l [Sch90] and therefore can, at best, admit only weakly efficient nay-
sayer proofs. Moreover, if tdn,, =1, we say Il,ay is a public naysayer proof (see
Section for an example of a non-public naysayer proof).

Definition 7 (Naysayer completeness). Given a proof system II, a naysayer
proof system Il,., = (Setup,Prove, Naysay, VerifyNay) is complete if, for all
honestly generated crs,crsnay and all values of aux)’lgiven an invalid statement-
proof pair (x,m), Naysay outputs a valid naysayer proof mnay. That is, for all
A, Anay € N and all aux, z, m, the following expression equals 1:

(crs, crspay) < Setup(1*, 1%ar) A
Pr | VerifyNay(crsnay, (z, (7,aux)), Thay) = 0 IT.Verify(crs, z,m) # 1 A
Tnay < Naysay(crsnay, (z, (7,aux)), L)

Definition 8 (Naysayer soundness). Given a proof system II, a naysayer proof
system Il,ay is sound if, for all PPT adversaries A, and for all honestly gen-
erated crs, Crspay, all (x,w) € Rz, and all correct proofs ©’, A produces a pass-
ing naysayer proof mnay with at most negligible probability. That is, for all
A Anay € N, and all tdnay, the following expression is bounded by negl()\nay)ﬂ

(crs, crspay) < Setup(1*, 12m) A
(z,w) € Re A
7'« Prove(crs, z,w) A
Tnay < A(Crsnay, (z,7'), tdnay)

Pr |VerifyNay(crsnay, (2, 7), Tnay) = 0

"We do not place any requirement on aux.

8If we assume aux is computed correctly, the second and third line of the precondition
can be simplified to see that Ilhay is required to be a sound proof system for the language
Lnay = {(z,7) : @ ¢ L vV ILVerify(crs,z,7) # 1}.
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Next, we show that every proof system has corresponding naysayer proof
system with a logarithmic-sized (in the size of the verification circuit) naysayer
proofs and constant verification time (i.e., a succinct naysayer proof system).

Lemma 1. A claimed satisfying assignment for a circuit C : X — {0,1} on
input © € X is efficiently naysayble. That is, if C(x) # 1, there is an O(log |C)-
size proof of this fact which can be checked in constant-time, assuming oracle
access to the wire assignments of C(x).

Proof. Without loss of generality, let C be a circuit of fan-in 2.

If C(x) # 1, then there must be some gate of C' for which the wire assignment
is inconsistent. Let ¢ be the index of this gate (note |i| € O(log |C])). To confirm
that C(z) # 1, a party can re-evaluate the indicated gate GG; on its inputs a,b
and compare the result to the output wire ¢. That is, if G;(a,b) # ¢, the verifier
rejects the satisfying assignment. O

Theorem 1. Every proof system II with poly(|x|, |w]) verification complexity
has a succinct naysayer proof.

Proof. Given any proof system II, the evaluation of II.Verify(crs,-, ) can be
represented as a circuit C. (We assume this circuit description is public.) Then
the following is a complete and sound naysayer proof system IIay:

Setup(1*, 1*=): Output crs < I1.Setup(1*) and crs,ay 1= @.

Prove(crs, z,w) — 7': Let m < II.Prove(crs,z,w) and aux be the wire assign-
ments of II.Verify(crs, z, 7). Output ' = (7, aux).

Naysay(crsnay, (z,7’), tdnay): Parse n’ = (, aux)ﬂ and output may = T if aux =
aux’||0. Otherwise, evaluate II.Verify(crs, , ). If the result is not 1, search
aux to find an incorrect wire assignment for some gate G; € C. Output
Thay := 1.

VerifyNay(crsnay, (z, 7'), Tnay): Parse ©’ = (-, aux) and mn,, = i. If aux = aux’||0,
output 0, indicating rejection of the proof 7/. Otherwise, obtain the values
in,out € aux corresponding to the gate G; and check G;(in) < out. If the
equality does not hold, output L; else output 0.

Completeness (if a 7 fails to verify, we can naysay (m,aux)) follows by
Lemma If TI.Verify(crs,z, ) # 1, then we have two cases: If aux is con-
sistent with a correct evaluation of IL.Verify(crs, z, 7), either aux = aux’||0 (and
VerifyNay rejects) or we can apply the lemma to find an index i such that
G, (in) # out for in,out € aux, where G; € C. Alternatively, if aux is not consis-
tent with a correct evaluation, there must be some gate (with index ') which
was evaluated incorrectly, i.e., G (in) # out for in,out € aux.

Soundness follows by the completeness of II. If (z,w) € R, and 7’ = (7, aux)
is computed correctly, completeness of II implies II.Verify(crs, z,7) = 1. Since

91f |aux| is larger than the number of wires in C, truncate it to the appropriate length.
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aux is correct, it follows that aux # aux||0 and G;(in) = out for all ¢ € |C| and
corresponding values in,out € aux. Thus there is no index ¢ which will cause
VerifyNay(crsnay, (z,7'), ) to output O.

Succinctness of mn,y follows from the fact that |i| = log|II.Verify(crs, -, )| =
O (log(|=|,|w|)) € o(]x] +|w|) and that the runtime of VerifyNay is constant. [

The proof of Theorem [I] gives a generic way to build a succinct naysayer
proof system for any proof system II with polynomial-time verification. For
succinct proof systems, the generic construction even allows efficient (sublinear)
naysaying, since the runtime of Naysay depends only on the runtime of IT.Verify,
which is sublinear if IT is succinct.

Notice that although the syntax gives ' = (m,aux) as an input to the
VerifyNay algorithm, in the generic construction the algorithm does not make
use of m. Thus, if the naysayer rollup from Figure [3.2] were instantiated with this
generic construction, 7 would not need to be posted on-chain since the on-chain
verifier (running the VerifyNay algorithm) will not use this information. In fact,
the verifier wouldn’t even need most of aux—only the values corresponding to
the gate G, which is determined by mnay. Thus, although 7" must be available to
all potential naysayers, only a small (adaptive) fraction of it must be accessible
on-chain. In Section we will discuss how to leverage this insight to reduce
the storage costs of a naysayer rollup.

3.4 Constructions

Our first construction (Section is a concrete example of the generic nay-
sayer construction from Theorem [1} applied to Merkle trees. We then highlight
three naysayer proof constructions which take advantage of repetition in the ver-
ification procedure to achieve better naysayer performance: the FRI polynomial
commitment scheme (Section and two post-quantum signature schemes
(Section [3.4.3).

Many proof systems have some repetitive structure in their verification algo-
rithm. This structure allows for more efficient naysaying. A common example is
a verification check which is a conjunction of multiple independent checks: since
all the statements in the conjunction must hold for a proof to be accepted, for
naysaying it suffices to point out a single clause of the conjunction which does
not hold. Our constructions in this section fall into this category. Other ex-
amples are Plonk proofs [GWCI9|, whose verification requires multiple bilinear
pairing checks, or proofs with multi-round soundness amplification.

We then highlight three naysayer proof constructions which take advantage
of repetition in the verification algorithm to achieve better naysayer perfor-
mance: the FRI polynomial commitment scheme (Section and two post-
quantum signature schemes (Section .

Then, in Section we give an example of a non-public naysayer proof
which uses a trapdoor to reduce the size and verification complexity of the
naysayer proof.
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Vo U1 V2 U3 Vg Us V6 v7

Figure 3.5: Each node in a Merkle tree consists of a hash of its children. The
root h is a commitment to the vector of leaves (vg, v1,...,v7). An opening proof
for the element vy is its copath (black nodes); the “verification trace” for the
proof is the path (gray nodes).

Finally, in Section [6.6.3 we estimate the performance of each naysayer proof
system compared to that of the original proof system.

3.4.1 Merkle Commitments

Proof size Verification

Original logn H logn H

Naysayer loglogn B 1H

Table 3.2: Cost savings of the naysayer paradigm applied to Merkle proofs. H =
hash output size/hash operations, B = bits.

Merkle trees [Mer88| and their variants are ubiquitous in modern systems,
including Ethereum’s state storage [Eth24b]. A Merkle tree can be used to
commit to a vector v of elements as shown in Figure 3.5 with the root h acting
as a commitment to v. The party who created the tree can prove the inclusion of
some element v; at position 7 in the tree by providing the corresponding copath.

For example, to open the leaf at position 2, a prover provides its value wvo
and an opening proof @ = (ho11, hoo, h1) consisting of the copath from the leaf
v to the root h. The proof 7 is checked by using its contents to recompute the
root I/ starting with vs, then checking that h = h’. This involves recomputing
the nodes along the path from the leaf to the root (the gray nodes in the figure).
These nodes can be seen as a “verification trace” for the proof 7.
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In the context of a naysayer proof system, the prover provides 7 along with
the verfication trace aux = (hg1g, ko1, ho). A naysayer can point out an error
at a particular point of the trace by submitting the incorrect index of aux (e.g.,
Tnay = 1 to indicate hg1). The naysayer verifier checks mn, by computing a

single hash using 7w and oracle access to aux, e.g., checking H (ho10, ho11) Z ho1,
where hgig,hor € aux and hgy; € w. This is the generic construction from
Theorem [I1

3.4.2 FRI
Proof size Verification
Original O (Alog”d)H+ O (Mogd)F O (Alog®d)H+ O (Mogd)F
Naysayer 2log(qlogd) +1 B best: O (1)F

worst: O (logd) H

Table 3.3: Cost savings of the naysayer paradigm applied to FRI opening proofs.
H = hash output size/hash operations, F = field element size/operations, B =
bits.

The Fast Reed-Solomon IOP of proximity (FRI) [BBHR18a] is used as a
building block in many non-interactive proof systems, including the STARK
IOP [BBHR18D]. Below, we describe only the parts of FRI as applied in STARK.
We refer the reader to the cited works for details.

The FRI commitment to a polynomial p(X) € F[X]=¢ is the root of a Merkle
tree with p~'d leaves. Each leaf is an evaluation of p(X) on the set Lo C T,
where p~1d = |Lg| < |F| for a constant 0 < p < 1 (the Reed-Solomon rate
parameter). We focus on the verifier’s cost in the proof of proximity. Let
d be a parameter of the scheme such that ¢ € (0,1 — /p). The prover sends
log d+1 values (roots of successive “foldings” of the original Merkle tree, plus the
value of the constant polynomial encoded by the final tree). The verifier makes
q = M log(1/(1—46)) queries to ensure 2~* soundness error; the prover responds
to each query with 2logd Merkle opening proofs (2 for each folded root). For
each query, the verifier must check each Merkle authentication path, amounting
to O (log dlog p_ld) hashes per query. Furthermore, it must perform log d arith-
metic checks (roughly 3 additions, 2 divisions, and 2 multiplications in F per
folding) per query to ensure the consistency of the folded evaluations. There-
fore, the overall FRI verification consists of O (A log? d) hashes and O (Alogd)
field operations.

A FRI proof is invalid if any of the above checks fails. Therefore a straight-
forward naysayer proof wr'ffy' = (4, j, k) need only point out a single Merkle proof
(the jth proof for the ith query, i € [¢],j € [2logd]) or a single arithmetic check
k € [qlogd] which fails. The naysayer verifier only needs to recompute that
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particular check: O (log pfld) hashes in the former Cas@ or a few arithmetic
operations over I in the latter.

This approach can lead to incredible concrete savings: According to [Hab22],
for A =128, d = 2'2["] p =273, ¢ = 91, § = 9, the size of a vanilla FRI opening
proof (i.e., without concrete optimizations) can be estimated at around 322KB.
A naysayer proof for the same parameter settings is 2log(gqlogd)+1 ~ 2-10+1 =
21 bits < 3 bytes.

3.4.3 Post-quantum Signature Schemes

Proof size Verification
Original ONF O(N)F+1H
best: O(1)F

Naysayer 2+ logk +logd B worst: O (\)F + 1H

Table 3.4: Cost savings of the naysayer paradigm applied to CRYSTALS-
Dilithium signatures. H = hash output size/hash operations, F = field element
size/operations, B = bits. Since the parameter k depends on A and d is a con-
stant, |mnay| € O (log A).

With the advent of account abstraction [Eth23a], Ethereum users can define
their own preferred digital signature schemes, including post-quantum signa-
tures as recently standardized by NIST [BHK™19, [DKL"18, PFH"22|. Com-
pared to their classical counterparts, post-quantum signatures generally have
either substantially larger signatures or substantially larger public keysE Since
this makes post-quantum signatures expensive to verify on-chain, these schemes
are prime candidates for the naysayer proof paradigm.

CRYSTALS-Dilithium |[DKL"18|. We give a simplified version of sig-
nature verification in lattice-based signatures like CRYSTALS-Dilithium. In
these schemes, the verifier checks that the following holds for a signature o =
(z1, 22, ¢), public key pk = (A, t), and message M:

121]l oo < BAlZ2llo < BAc=H(M,w,pk). (3.1)

100ne could use a Merkle naysayer proof (Section to further reduce the naysayer
verification from checking a full Merkle path to a single hash evaluation.

HThis is smaller than most polynomial degrees used in production systems today.

12Considering the NIST-standardized post-quantum signature schemes, Dilithium has
1.3KB public keys and 2.4KB signatures for its lowest provided security level (NIST level
2) [DKL™21]; the “small” variant of SPHINCS+ for NIST level 1 has 32B public keys but
7.8KB signatures [ABBT22|; and FALCON at level 1 has 897B public keys and 666B sig-
natures [FHK™20|. By comparison, 2048-bit RSA requires only 256B both for public keys
and signatures while offering comparable security [Gir20| (only against classical adversaries,
of course).
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Here B is a constant, A € R’;XZ, z] € Rf;, Zo,t € R’; for the polynomial
ring R, := Z4[X]/(X?+ 1), and w = Az; + z5 — ¢t mod ¢. (Dilithium uses
d = 256.) We will write elements of R, as polynomials p(X) = >,y o X7
with coefficients o; € Z4. Since Equation is a conjunction, the naysayer
prover must show that

(Fzi € 21,22 : ||2i]| o > B) Ve # H(M,w,pk). (3.2)

If the first check of Equation fails, the naysayer gives an index ¢ for which
the infinity norm of one of the polynomials in z; or zs is large. (In particular,
it can give a tuple (b,4,j) such that a; > B for z; = -+ + ;X7 + -+ € 2,

If the second check fails, the naysayer indicates that clause to the naysayer
verifier, who must recompute w and perform a single hash evaluation which is
compared to c.

Overall, mn,y is a tuple (a, b, 4, j) indicating a clause a € [2] of Equation ,
the vector z, with b € [2], an entry ¢ € [max{k,¢}] in that vector, and the
index j € [d] of the offending coefficient in that entry. Since k > ¢, we have
|Tnay] = (2 4 log k + logd) bits. The verifier is very efficient when naysaying
the first clause, and only slightly faster than the original verifier for the second
clause.

SPHINCS+ |[BHK™19|]. The signature verifier in SPHINCS+ checks several
Merkle authentication proofs, requiring hundreds or even thousands of hash
evaluations. An efficient naysayer proof can be easily devised akin to the Merkle
naysayer described in Section Given a verification trace, the naysayer
prover simply points to the hash evaluation in one of the Merkle-trees where
the signature verification fails.

3.4.4 Verifiable Shuflles

Proof size Verification
Original O(vn)G O(n)G
Naysayer logn B+3G+1F O(1)G+ 1H

Table 3.5: Cost savings of the naysayer paradigm applied to Bayer-Groth shuf-
fles. H = hash output size/hash operations, G = group element size/operations,
B = bits.

Verifiable shuffles are applied in many (blockchain) applications such as sin-
gle secret leader election algorithms [BEHG20], mix-nets [Cha81], cryptocur-
rency mixers [SNBB19|, and e-voting [Adi0O§]. The state-of-the-art proof sys-

13The same idea can be applied to constructions bounding the f2 norm, but with lower
efficiency gains for the naysayer verifier, who must recompute the full ¢2 norm of either z, z>.
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tem for proving the correctness of a shuffle is due to Bayer and Groth [BG12].
Their proof system is computationally heavy to verify on-chain as the proof
size is O(y/n) and verification time is O(n), where n is the number of shuffled
elements.

Most shuffling protocols (of public keys, re-randomizable commitments, or
ElGamal ciphertexts) admit a particularly efficient naysayer proof if the nay-
sayer knows at least one of the shuffled elements. Let us consider the simple
case of shuffling public keys. The shuffler wishes to prove membership in the
following NP language:

Lperm = {((pkm pkg)?:lv R) : 37’, Wi, ..., Wn € IFP’ IS Perm(n)
s.t. Vi € [n], pk; = g" Apkj = g™ AR =g"}.

Here Perm(n) is the set of all permutations f : [n] — [n].
Suppose a party knows that for some j € [n], the prover did not correctly
include pk; = ¢"""i in the shuffle. The party can naysay by showing that

(ga pkja R, pk;) € Lpu N pk; ¢ (pkzv ')?:1

where Lppg is the language of Diffie-Hellman tupleﬂ To produce such a
proof, however, the naysayer must know the discrete logarithm w;. Unlike
our previous examples, which were public naysayer proofs, this is an exam-
ple of a private Naysay algorithm using td,., := w;. The naysayer proof is
Thay = (J, pk;, mpm). The Diffie-Hellman proof can be checked in constant time
and, with the right data structure for the permuted list (e.g., a hash table),
so can the list non-membership. This, Ty is a O (logn)-sized naysayer proof
with O (1)-verification, yielding in exponential savings compared to verifying
the original Bayer-Groth shuffle proof.

3.4.5 Summary

We showed the asymptotic cost savings of the verifiers in the four examples
discussed in Sections to [3:4.4] in their respective tables. Note that the
verifier speedup is exponential for verifiable shuffles and logarithmic for the
Merkle and FRI openings. For CRYSTALS-Dilithium, our naysayer proof is
only weakly efficient (see Section as there is no asymptotic gap in the
complexity of the original signature verification and the naysayer verification in
the worst case.

As for proof size, in all the examples, our naysayer proofs are logarithmically
smaller than the original proofs. (Note this calculation does not include the
size of aux, but we will see in the next section that aux does not meaningfully
impact the proof size for the verifier.) Furthermore, in most cases, the naysayer
proof consists of an integer index or indices rather than group or field elements.

14\Nembership in £pp can be shown via a proof of knowledge of discrete logarithm equal-
ity [CP93| consisting of 2 group elements and 1 field element which can be verified with 4
exponentiations and 2 multiplications in the group.
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Representing the former requires only a few bits compared to the latter (which
are normally at least A bits long), so in practice, naysayer proofs can offer
practically smaller proofs sizes even when they are not asymptotically smaller.
This can lead to savings even when the original proof is constant-size (e.g., a
few group elements).

3.5 Storage Considerations

So far, we have assumed that the naysayer verifier can read the instance z, the
original proof 7 and aux, and the naysayer proof m,, entirely. A naysayer proof
system thus requires increased storage (long-term for aux, and temporary for
Tnay only in case of a challenge). However, the verifier only needs to compute
VerifyNay instead of Verify. A useful naysayer proof system should therefore
compensate for the increased storage by considerably reducing verification costs.

In either case, in blockchain contexts where storage is typically very costly,
the approach of storing all data on chain may not be sufficient. Furthermore,
as we pointed out previously, the verifier—the only entity which requires data
to be stored on-chain in order to access it—does not access all of this data.

Blockchains such as Ethereum differentiate costs between persistent stor-
age (which we can call Sper) and “call data” (Scan), which is available only for
one transaction and is significantly cheaper as a result. Verifiable computation
proofs, for example, are usually stored in Sc, with only the verification result
persisted to Sper.

Some applications now use a third, even cheaper, tier of data storage, namely
off-chain data availability services (Spa), which promise to make data available
off-chain but which on-chain contracts have no ability to read. Verifiable storage,
an analog of verifiable computation, enables a verifier to store only a short
commitment to a large vector [CF13| [Mer88| or polynomial [KZG10], with an
untrusted storage provider (Spa) storing the full values. Individual data items
(elements in a vector or evaluations of the polynomial) can be provided as needed
t0 Scall OF Sper with short proofs that they are correct with respect to the stored
commitment. (Ethereum implemented this type of storage, commonly referred
to as “blob data”, using KZG commitments in EIP-4844 [BFL™22].)

This suggests an optimization for naysayer proofs in a blockchain context:
the prover posts only a binding commitment Com(7’), which the contract stores
in Sper, while the actual proof n' = (m,aux) is stored in Spa. We assume
that potential naysayers can read 7’ from Spa. In the optimistic case, the full
proof 7’ is never written to the more-expensive Scai or Sper. In the other case,
when naysaying is necessary, the naysayer must send openings of the erroneous
elements to the verifier (in Sca), who checks that these data elements are valid
with respect to the on-chain commitment Com(n’) stored in Spe,. Note that
most naysayer proof systems don’t require reading all of 7’ for verification, so
even the pessimistic case will offer significant savings over storing all of 7’ in
Scall-
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3.6 Extensions and Future Work

In the months since the publication of the original paper [SGB24|, naysayer
proofs have already received attention from various groups of practitioners hop-
ing to deploy them in production. We see many interesting directions for inves-
tigation, both for immediate deployments and to improve our understanding of
this new paradigm and its implications.

Rollup design space. Naysayer proofs can be viewed as a way (one of several)
of combining two established solutions—verifiable computation and fraud
proofs—to offer different tradeoffs. There may be other ways to combine
these two paradigms to achieve different tradeoffs which can be more suited
to certain application scenarios. For example, one can imagine a different
fraud /naysayer proof hybrid in which the prover sends only the instance
x, but a challenger can provide a corrected instance 2’ and proof for the
new statement (i.e., “nesting” a zk-rollup inside an optimistic rollup). This
can reduce both prover and verifier costs, but makes issuing a challenge
less accessible than in either VC or fraud proofs.

Naysaying zkVMs. An emerging trend in zk-rollups are so-called “zero-knowl-
edge virtual machines”, or zkVMs (again, the “zk” part may or may not
hold). A zkVM expresses each language as program P in a standard in-
struction set and, given an instance (a,b) s.t. b = P(a), proves a conjunc-
tion of correct state transitions based on P and the instruction set. Given
this repetitive structure of the proven relation, challenging an incorrect
instance (a,b) s.t. b # P(a) can be done extremely efficiently. Designing
proof systems to efficiently disprove state transitions of popular zkVM
instruction sets is an interesting direction for future work.

Other naysayer constructions. In all of our application-specific naysayer
constructions, the verification of the base proof systems was a conjunction.
An interesting question to explore is whether there are other application-
specific naysayer proofs which are particularly efficient or useful.

Computing aux. A drawback of (generic) naysayer proofs is that the prover
must additionally run II.Verify to create the verification trace aux. It would
be very useful to separate or outsource this computation to another party
to reduce the added computational burden on provers (who are already
spending required to spend significant computational power to compute
proofs).

Implementing query access. Section [3.5] introduced a straightforward way
to implement efficient and secure query access to 7’ via a secure data
availability service (e.g., Ethereum blob data). Both on- and off-chain,
there may be other, more efficient approaches for realizing this access (or
removing it entirely) and/or reducing the underlying trust assumptions.
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Bitcoin and cryptocurrencies sharing Bitcoin’s core principles have attained
huge prominence as decentralized and publicly verifiable payment systems. They

T Portions of this section have been adapted from [GMMT 29
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have attracted not only cryptocurrency enthusiasts but also banks [Eur21], lead-
ing IT companies (e.g., Facebook and PayPal), and payment providers such
as Visa [CEGT21]. At the same time, the initial perception of payment un-
linkability based on pseudonyms has been refuted in numerous academic re-
search works |[MPJ™13| [SHMSM2I]|, and the blockchain surveillance indus-
try [HSRK2I] demonstrates this privacy breach in practice. This has led to
a large amount of work devoted to providing a privacy-preserving overlay to
Bitcoin in the form of coin mizing protocols [BBSU12, (GFW22].

Decentralized coin mixing protocols such as CoinJoin [Wik22| or CoinShuf-
fle  RMK14, RMK16, RM17] allow a set of mutually distrusting users to mix
their coins to achieve unlinkability: that is, the coins cannot be linked to their
initial owners even by malicious participants. These protocols suffer from a
common drawback, the bootstrapping problem, i.e., how to find a set of partic-
ipants to execute the protocol. In fact, while a high number of participants
is desirable to improve the anonymity guarantees provided by the coin mixing
protocol, such a high number is at the same time undesirable as it results in
poor scalability and makes bootstrapping harder.

An alternative mechanism is one in which a third party, referred to as the
hub, alleviates the bootstrapping problem by connecting users that want to
mix their coins. Moreover, the hub itself can provide a coin mixing service by
acting as a tumbler. In more detail, users send their coins to the hub, which,
after collecting all the coins, sends them back to the users in a randomized
order, thereby providing unlinkability for an observer of such transfers (e.g., an
observer of the corresponding Bitcoin transactions).

Synchronization Puzzles There are numerous reported cases of “exit scams”
by mixing services which took in new payments but stopped providing the mix-
ing service [Sto22]. This has prompted the design of numerous cryptographic
protocols [BNM 14, [VRT5, [Coi22, HBGI6] to remove trust from the hub, pro-
viding a trade-off between trust assumptions, minimum number of transactions,
and Bitcoin compatibility [HAB™17|. Of particular interest is the work by Heil-
man et al. [HAB™17|, which lays the groundwork for the core cryptographic
primitive which can be used to build a mixing service. This primitive, referred
to as a synchronization puzzle, enables unlinkability from even the view of a
corrupt hub. However, Heilman et al. only present informal descriptions of the
security and privacy notions of interest. Furthermore, the protocol proposed
(TumbleBit) relies on hashed time-lock contracts (HTLCs), a smart contract
incompatible with major cryptocurrencies such as Monero, Stellar, Ripple, Mim-
bleWimble, and Zerocash (shielded addresses), lowering the interoperability of
the solution.

The recent work of Tairi et al. [TMM21] attempts to overcome both of
these limitations. It gives formal security notions for a synchronization puzzle
in the universal composability (UC) framework [Can20]. It also provides an
instantiation of the synchronization puzzle (called A?L) that is simultaneously
more efficient and more interoperable than TumbleBit, requiring only timelocks
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and digital signature verification from the underlying cryptocurrencies.

In this work, we identify a gap in their security analysis, and we substan-
tiate the issue by presenting two concrete counterexamples: there exist two
encryption schemes (secure under standard cryptographic assumptions) that
satisfy the prerequisites of their security notions, yet yield completely insecure
systems. This shows that our understanding of synchronization puzzles as a
cryptographic primitive is still inadequate. Establishing firm foundations for
this important cryptographic primitive requires us to rethink this object from
the ground up.

4.1 Owur Contributions

We summarize the contributions of this work below.

Counterexamples. First, we identify a gap in the security model of the syn-
chronization puzzle protocol A2L [TMM21], presenting two concrete counterex-
amples (Section . Specifically, we show that there exist underlying crypto-
graphic building blocks that satisfy the prerequisites stated in A2L, yet they
allow for:

e a key recovery attack, in which a user can learn the long-term secret de-
cryption key of the hub;

e a one-more signature attack, in which a user can obtain n signed trans-
actions from the hub while only engaging in n — 1 successful instances of
signing a transaction which pays the hub. In other words, the user obtains
n coins from the hub while the hub receives only n — 1 coins.

Both attacks run in polynomial time and succeed with overwhelming probability.

Definitions. To place the synchronization puzzle on firmer foundations, we
propose a new cryptographic notion that we call blind conditional signatures
(BCS). Our new notion intuitively captures the functionality of a synchroniza-
tion puzzle from |[HABT17, [TMM21]. BCS is a simple and easy-to-understand
tool, and we formalize its security notions both in the game-based (Section
and universal composability (Section setting. The proposed game-based
definitions for BCS are akin to the well-understood standard security notions
for regular blind signatures [Cha82] [SUI7]. We hope that this abstraction may
lay the foundations for further studies on this primitive in all cryptocurrencies,
scriptless or not.

Constructions. We give two constructions, one that satisfies our game-based

security guarantees and one that is UC-secure. Both require only the same
limited functionality as A%L from the underlying blockchain. In more detail:

e We give a modified version of A%L (Sections and which we refer
to as A2L7T that satisfies the game-based notions (Section of BCS,
albeit in the linear-only encryption (LOE) model [Gro04]. In this model,
the attacker does not directly have access to a homomorphic encryption
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scheme; instead, it can perform the legal operations by querying the cor-
responding oracles. This is a strong model with a non-falsifiable flavor,
similar to the generic/algebraic group model [Sho97, Mau05l, [FKT1§|.

e We then provide a less efficient construction A2LYC that securely realizes
the UC notion of BCS (Section . This scheme significantly departs
from the construction paradigm of AL and is based on general-purpose
cryptographic tools such as secure two-party computation (2PC).

Our results hint at the fact that achieving UC-security for a synchronization
puzzle requires a radical departure from current construction paradigms, and it
is likely to lead to less efficient schemes. On the other hand, we view the game-
based definitions (a central contribution of our work) as a reasonable middle
ground between security and efficiency.

4.2 Technical Overview

To put our work into context, we give a brief overview of A2L [TMM21] recast
as a synchronization puzzle (a notion first introduced in [HAB™17]), and discuss
how it can be used as a coin mixing protocol. We then outline the vulnerabilities
in AL and discuss how to fix them using the tools that we develop in this work.

Synchronization Puzzles A synchronization puzzle protocol is a protocol
between three parties: Alice, Bob, and Hub (refer to Figure [4.1{for a depiction).
The synchronization puzzle begins with Hub and Bob executing a puzzle promise
protocol (step 1) with respect to some message, myp such that Bob receives a
puzzle 7 that contains a signature s (at this point still hidden) on mpgp. Bob
wishes to solve the puzzle and obtain the embedded signature. To do this,
he sends the puzzle 7 privately to Alice (step 2), who executes a puzzle solve
protocol (step 3) with Hub with respect to some message m 4y such that, at
the end of the protocol, Alice obtains the signature s, whereas Hub obtains a
signature s’ on mp. Alice then sends the signature s privately to Bob (step
4). Such a protocol must satisfy the following properties.

Blindness: The puzzle solve protocol does not leak any information to Hub about
7, and Hub blindly helps solve the puzzle. This ensures that Hub cannot link
puzzles across interactions.

Unlockability: If step 3 is successfully completed, then the secret s must be
a valid secret for Bob’s puzzle 7. This guarantees that Hub cannot learn a
signature on m 4y, without at the same time revealing a signature on mpygp.

Unforgeability: Bob cannot output a valid signature on mgp before Alice inter-
acts with the Hub.

Towards a Coin Mixing Service As shown in [HABT17, [TMMZ21], the
synchronization puzzle is the cryptographic core of a coin mixing service. First,
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1. Puzzle Promise

e  EARLLELELEELE >
Hub

3. Puzzle Solve

E 2. Send Puzzle E
Alice Bob
4. Send Solution

A g

Alice Bob

Figure 4.1: Protocol flow of the synchronization puzzle, the underlying crypto-
graphic mechanism of Tumblebit and A2L. Our approach in Blind Conditional
Signatures follows a similar execution. Dotted double-edged arrows indicate 2-
party protocols. Solid arrows indicate secure point-to-point communication.

Alice and Bob define the messages
map - (A== H) and myp : (H - B)

where (U; U ;) denotes a cryptocurrency payment (e.g., on-chain transaction
or a payment over payment channels) that transfers v coins from U; to Uj.
Second, Alice and Bob run the synchronization puzzle protocol with Hub to
synchronize the two aforementioned transfers. Here, the signatures s and s’
are the ones required to validate the transactions defined by m 4y and myp.
The anonymity of mixing follows from the fact that multiple pairs of users
are executing the synchronization puzzle simultaneously with Hub, and Hub
cannot link its interaction on the left to the corresponding interaction on the
right. Throughout the rest of this work, we mainly focus on the synchronization
puzzle as a cryptographic primitive. The application of a coin mixing protocol
follows as prescribed in prior works [HAB™17, [TMM21].

The A2L System In A2L, the blindness property is achieved by making
use of a re-randomizable linearly homomorphic (CPA-secure) encryption. The
puzzle T contains a ciphertext ¢ < Enc(eky, s) encrypting the signature s under
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the encryption key eky of Hub. During the puzzle solve step, Alice first re-
randomizes the ciphertext (and the underlying plaintext)

¢ — ¢ = Enc(ekg,s +7)

with a random scalar . Hub then decrypts ¢’ to obtain s + r, which in turn
reveals a signature s’ on my4 HE| Alice can then strip off the re-randomization
factor r and send s to Bob later in step 4. In the analysis, it is argued that
the CPA-security of the encryption scheme ensures unforgeability, whereas the
re-randomization process guarantees blindness. Unfortunately, we show in this
work that this claim is flawed.

Counterexamples We observe that the encryption scheme is only CPA-
secure, and the Hub is offering a decryption oracle in disguise. In these set-
tings, the right notion of security is the stronger CCA-security, which accounts
exactly for this scenario. However, CCA-security is at odds with blindness,
since we require the scheme to be (i) linearly homomorphic and (ii) publicly
re—randomizableEI We then substantiate this concern by showing two coun-
terexamples. Specifically, we show that there exist two encryption schemes that
satisfy the prerequisites spelled out by A2L, but enable two concrete attacks
against the protocol. Depending on the scheme, we can launch one of the fol-
lowing attacks:

e A key recovery attack that completely recovers the long-term secret key
of the hub, i.e., the decryption key dkg.

e A one-more signature attack that allows one to obtain n + 1 signatures
on transactions from Hub to Bob, while only revealing n signatures on
transactions from Alice to Hub. Effectively, this allows one to steal coins
from the hub.

We stress that both these schemes are specifically crafted to make the protocol
fail: their purpose is to highlight a gap in the security model of A?L. As such,
they do not imply that AL as implemented is insecure, although we cannot
prove it secure either. For a detailed description of the attacks, we refer the
reader to Section L.G.1]

Can We Fix This? In light of our attacks, the natural question is whether
we can establish formally rigorous security guarantees for the (appropriately
patched) AL system. While it seems unlikely that A%L can achieve UC-security
(more discussion on this later), we investigate whether it satisfies some weaker,
but still meaningful, notion of security. Our main observation here is that a
weak notion of CCA-security for encryption schemes suffices to provide formal

IThis is achieved via the notion of adaptor signatures, but for the sake of this overview we
ignore the exact details of this aspect.

2Tt is well known that no encryption scheme that satisfies either of these properties can be
CCA-secure.
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guarantees for A2L. This notion, which we refer to as one-more CCA-security,
(roughly) states that it is hard to recover the plaintexts of n ciphertexts while
querying a decryption oracle at most n — 1 times. Importantly, this notion is,
in principle, not in conflict with the homomorphism /re-randomization require-
ments, contrary to standard CCA-security.

Towards establishing a formal analysis of A2L, we introduce the notion
of blind conditional signatures (BCS) as the cryptographic cornerstone of a
synchronization puzzle. We propose game-based definitions (Section sim-
ilar in spirit to the well-established security definitions of regular blind signa-
tures [Cha82) [SUI7]. We then prove that A2L™T, our appropriately modified
version of A%L, satisfies these definitions (Section . Our analysis comes with
an important caveat: we analyze the security of our scheme in the linear-only
encryption model. This is a model introduced by Groth [Gro04] that only mod-
els adversaries that are restricted to perform “legal” operations on ciphertexts,
similarly to the generic/algebraic group model. While this is far from a complete
analysis, it increases our confidence in the security of the systemﬁ

UC-Security The next question that we set out to answer is whether we
can construct a synchronization puzzle that satisfies the strong notion of UC-
security. We do not know how to prove that AL (or A2L™) is secure under
composition, which is why we prove A2LT secure only in the game-based setting.
The technical difficulty in proving UC-security is that blindness is unconditional,
and we lack a “trapdoor mechanism” that allows the simulator to link adversarial
sessions during simulation in the security analysis; the proof of UC-security in
[TMM21] is flawed due to this same reason. Thus, in Section we develop a
different protocol (called A2LYC) that we can prove UC-secure in the standard
model. The scheme relies on standard general-purpose cryptographic tools, such
as 2PC, and incurs a significant increase in computation costs. We stress that
we view this scheme as a proof-of-concept, and leave further improvements for
practical efficiency as an open problem. We hope that the scheme will shed
some light on the barriers that need to be overcome in order to construct a
practically efficient UC-secure synchronization puzzle.

4.3 Related Work
We recall some relevant related work in the literature.

Unlinkable Transactions CoinJoin [Wik22|, Coinshuffle [RMK14, RMKI16,
RM17], and Mobius [MMIS] are coin mixing protocols that rely on interested

3We resort to the LOE model because of the seemingly inherent conflict between linear
homomorphism and CCA-like security, both of which are needed for our application (in our
setting, the adversary has access to something akin to a decryption oracle). Indeed, even
proving that ElGamal encryption is CCAl-secure in the standard model is a long-standing
open problem, and we believe that the A2L approach would inherently hit this barrier without
some additional assumption.
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users coming together and making an on-chain transactions to mix their coins.
These proposals suffer from the bootstrapping problem (users having to find
other interested users for the mix) in addition to requiring custom scripting
language support from the underlying currency and completing the mix with
on-chain transactions. Perun [DEFM19] and mixEth [SNBB19] are mixing solu-
tions that rely on Ethereum smart contracts to resolve contentions among users.
An alternate design choice is to incorporate coin unlinkability natively in the
currency. Monero |[LRRT19| and Zcash |[BCGT14| are the two most popular
examples of currencies that allow for unlinkable transactions without any spe-
cial coin mixing protocol. This is enabled by complex on-chain cryptographic
mechanisms that are not supported in other currencies.

RCCA Security A security notion related to one-more CCA is that of re-
randomizable Replayable CCA (RCCA) encryption scheme [PR0O7|. The notion
guarantees security even if the adversary has access to a decryption oracle, but
only for ciphertexts that do not decrypt to the challenge messages. This is
slightly different from what we require in our setting, since in our application
the adversary will always query the oracle on encryption of new (non-challenge)
messages (because of the plaintext re-randomization). This makes it challenging
to leverage the guarantees provided by this notion in our analysis.

4.4 Additional Preliminaries

In this chapter, we require that any digital signature scheme Ilps := (KGen, Sign,
Verify) satisfies the standard notion of strong existential unforgeability [GMRSS].
We require any non-interactive proof system NIZK (see Section to be (1)
zero-knowledge, i.e., there exists a simulator m <— Sim(td, z) that computes valid
proofs without the knowledge of the witness, (2) sound, i.e., it is infeasible for
an adversary to output a valid proof for a statement x ¢ L (see Definition ,
and (3) UC-secure, i.e., one can efficiently extract from the proofs computed by
the adversary a valid witness (with the knowledge of the setup trapdoor td),
even in the presence of simulated proofs. For formal security definitions, we
refer the reader to [DMPS8S] [CKS11].

In this chapter, we will deal with so-called hard relations R of statement-
witness pairs (Y,y) which are decidable in polynomial time (see Section[2.2)) but
where, for all PPT adversaries A, the probability of A on input Y outputting a
witness y is negligible. We will also require a PPT sampling algorithm GenR(1*)
that outputs a statement-witness pair (Y,y) € R. In particular, we use the
discrete log relation Rpp defined with respect to a group G with generator g
and order p. The corresponding language is defined as Lp. = {Y : Jy €
Zy, Y =g}
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4.4.1 Adaptor Signatures

Adaptor signatures [AEE™21a] let users generate a pre-signature on a message
m which by itself is not a valid signature, but can later be adapted into a valid
signature using knowledge of some secret value. More precisely, an adaptor sig-
nature scheme ITapp := (KGen, PreSign, PreVerify, Adapt, Verify, Ext) is defined
with respect to a signature scheme Ilps and a hard relation R. The key gen-
eration algorithm is the same as in Ilps and outputs a key pair (vk,sk). The
pre-signing algorithm PreSign(sk, m,Y") returns a pre-signature & (we sometimes
also refer to this as a partial signature). The pre-signature verification algorithm
PreVerify(vk,m,Y, &) verifies if the pre-signature & is correctly generated. The
adapt algorithm Adapt(&,y) transforms a pre-signature & into a valid signature
o given the witness y for the instance Y of the language L. The verification
algorithm Verify is the same as in Ilps. Finally, we have the extract algorithm
Ext(4,0,Y) which, given a pre-signature &, a signature o, and an instance Y,
outputs the witness y for Y. This can be formalized as pre-signature correctness.

Definition 9 (Pre-signature Correctness). An adaptor signature scheme Ilapp
satisfies pre-signature correctness if for every A € N, every message m € {0,1}*,
and every statement/witness pair (Y,y) € R, the following holds:

PreVerify(vk,m,Y,5) =1 (sk,vk) + KGen(1%)

A N .
Pr Verify(vk,m,0) =1 o< PreS|gn~(sk,m,Y) =1.
\ o := Adapt(5,y)
/. ~
(Y, y/) cR y = Ext(0,5,Y)

In terms of security, we want standard unforgeability even when the adver-
sary is given access to pre-signatures with respect to the signing key sk.

Definition 10 (Unforgeability). An adaptor signature scheme Happ is aEUF-CMA
secure if for every PPT adversary A there exists a negligible function negl such
that

Pr[aSigForge 4 11,., () = 1] < negl(}),

where the experiment aSigForge 4 1, ., is defined as in Figure .

We also require that, given a pre-signature and a witness for the instance,
one can always adapt the pre-signature into a valid signature (pre-signature
adaptability).

Definition 11 (Pre-signature Adaptability). An adaptor signature scheme Happ
satisfies pre-signature adaptability if for any A € N, any message m € {0,1}*,
any statement /witness pair (Y,y) € R, any key pair (sk,vk) < KGen(1*), and
any pre-signature & < {0, 1}* with PreVerify(vk,m,Y, &) = 1, we have:

Pr[Verify(vk, m, Adapt(5,y)) = 1] = 1.

Finally, we require that, given a valid pre-signature and a signature with re-
spect to the same instance, one can efficiently extract the corresponding witness
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aSigForge 4 11,,, (A) 058" (1m)

Q=0 o < Sign(sk,m)
(sk, vk) < KGen(1*) Qi=QU{m}

OSiEn .y, OPreSian (. ) return o
m <+ A ’ ’ (Vk) OPreSign (m Y)

A

(Y, y) < GenR(17%) & < PreSign(sk,m, )
& < PreSign(sk,m,Y) Q:=Qu{m}
o AOSig"('%OP'ESig"(w)(&7 Y) return &

return (m ¢ Q A Verify(vk,m, o))

Figure 4.2: Unforgeability experiment of adaptor signatures

(witness extractability).

Definition 12 (Witness Extractability). An adaptor signature scheme Ilapp
18 witness extractable if for every PPT adversary A, there exists a negligible
function negl such that

PrlaWitExt 4 1,00 (A) = 1] < negl(X),

where the experiment aWitExt 4 11,y s defined as in Figure[{.3

aWitExtA’HADP ()\) ©Sign (m)
Q =g o« Sign(sk,m)
(sk,vk) + KGen(1%) Q:=Qu{m}

an reSign return o
(m,Y) = AOOOTTC ()

& <« PreSign(sk,m,Y)

o AOTEOO7INC (5

y' = Ext(0,5,Y)

return (m &€ QA (Y,y) € R
A Verify(vk, m, o))

OPreSign (m’ Y)
& < PreSign(sk,m,Y)
Q:=9U{m}

return ¢

Figure 4.3: Witness extractability experiment for adaptor signatures

Combining the three properties described above, we can define a secure
adaptor signature scheme as follows.

Definition 13 (Secure Adaptor Signature Scheme). An adaptor signature scheme
app is secure if it is aEUF-CMA secure, pre-signature adaptable, and witness
extractable.
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OKGen (’L) (’)E”C(eki,m)

ek; <= {0,1}* ¢j +s{0,1}*
Enter (7,ek;) into table K Enter (m,c;) into table M;
return ek; return c;

ODec(eki, C)
if (-,¢) ¢ M; then return L

else

Look up m corresponding to ¢ in M;

return m

OAdd(ek;, co, 1)

look up mo, m1 corresponding to co, c1 in table M;
¢ +s{0,1}*

Enter (mo + m1, ¢) into table M;

return ¢

Figure 4.4: Linear-only encryption oracles

4.4.2 Linear-Only Homomorphic Encryption

A public-key encryption scheme IIg := (KGen, Enc, Dec) allows one to gener-
ate a key pair (ek,dk) + KGen(1*) that allows anyone to encrypt messages as
¢ + Enc(ek,m) and allows only the owner of the decryption key dk to decrypt
ciphertexts as m < Dec(dk, ¢). We require that IIg satisfies perfect correctness
and the standard notion of CPA-security [GM82]. We say that an encryption
scheme is linearly homomorphic if there exists some efficiently computable oper-
ation o such that Enc(ek,mq) o Enc(ek,m1) € Enc(ek, mg +m1), where addition
is defined over Z,. The a-fold application of o is denoted by Enc(ek, m)®.
Linear-only encryption (LOE) is an idealized model introduced by Groth [Gro04]

as “generic homomorphic cryptosystem”. Here, homomorphic encryption is mod-
eled by giving access to oracles instead of their corresponding algorithms. A for-
mal description of the oracles is given in Figure [£.4 We note that although we
do not model such an algorithm explicitly, this model allows for (perfect) cipher-
text re-randomization by homomorphically adding 0 to the desired ciphertext.

4.4.3 One-More Discrete Logarithm Assumption
We recall the one-more discrete logarithm (OMDL) assumption [BNPS03|[BFP21].

Definition 14 (One-More Discrete Logarithm (OMDL) Assumption). Let G
be a uniformly sampled cyclic group of prime order p and g a random generator
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of G. The one-more discrete logarithm (OMDL) assumption states that for all
X € N there exists a negligible function negl(X) such that for all PPT adversaries
A making at most ¢ = poly(X\) queries to DL(-), the following holds:

(ST R/
Pr| Vi:a; =mr; Vi€ lg+1],h; < g™ < negl()),
{Ti}icigq+1) < APLO) (hy, ., hqt1)

where the DL(-) oracle takes as input an element h € G and returns x such that
h=g".

4.5 The A2L Protocol

We now recall the A?L system [TMM21], which is defined over the following
cryptographic schemes:

e A digital signature scheme Ilps, a hard relation Rp, for a group (G, g,p)
with generator g and prime order p, and the corresponding adaptor sig-
nature scheme Ilapp.

e A linearly homomorphic re-randomizable CPA-secure encryption scheme

11 []

e A NIZK proof system IIyjzx := (Setup, Prove, Verify) for the language

L:={(ek,Y,c) : Is s.t. ¢ + Ig.Enc(ek,s) AY = g°}.

The protocol has three parties: Alice, Bob, and Hub. At the beginning of the
system, Hub runs the setup (as described in Figure to generate its keys,
which are the keys for the (CPA-secure) encryption scheme IIg. The protocol
then consists of a promise phase and a solving phase. To conclude, Alice runs
the open algorithm given in fig. [1.7]

Puzzle Promise In the promise phase (Figure , Hub generates a pre-
signature 615 on a common message m yp with respect to a uniformly sampled
instance Y := ¢°. Hub also encrypts the witness s in the ciphertext ¢ <
ITg.Enc(ekpr, s) under its own encryption key eky. Hub gives Bob the tuple
(Y,e,m,68,), where 7 is a NIZK proof that certifies the ciphertext ¢ encrypts
s. Bob verifies that the NIZK proof and the pre-signature are indeed valid. If so,
he chooses a random r < Z, and re-randomizes the instance Y to Y’ :=Y - g"
and also re-randomizes the ciphertext ¢ as ¢/ < IIg.Rand(c, ). The puzzle is set

to 1= (T,mHB,&gB, (Ye), (Y, ).

4Technically, [TMM21] uses a different abstraction called “randomizable puzzle”. However,
it is not hard to see that a re-randomizable linearly homomorphic encryption scheme satisfies
this notion. For completeness, we show this in Section @
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Public parameters: group description (G, g, ¢), message myp

PPromise(H (dkzr, skhig), -) PPromise(-, B(eksr, vkip))

1: 8482, Y:=g°

2: ¢+ Ig.Enc(eku, s)

3: 75 < NIZK.Prove((ekw, Y, c), s)

4 &EB %HADP.@"(SkgB,mHB,Y) _H

5 Y,e,ms,0m8

6: If NIZK . Verify((ekm, Y, c),7s) # 1 then return L
7 If Tlapp.PreVerify(vkil,, mug,Y,645) # 1 then
8 : return L

9: r«sZ,Y =Y -g"
10 : ¢’ + TIe.Rand(c,7)

11 : Set 7 := (r, mugs,60g, (Y, c),(Y',c))
12: return L return 7

Figure 4.5: Puzzle promise protocol of A%L

Puzzle Solve Bob sends the puzzle 7 privately to Alice, who now executes
the puzzle solve protocol with Hub (Figure . Alice samples a random 7’ and
further re-randomizes the instance Y’ as Y” := Y’ - g" and the ciphertext ¢
as ¢ + Tlg.Rand(c’, 7). She then generates a pre-signature G4, on a common
message m 4 i with respect to the instance Y. She sends the tuple (Y, ¢”, 54 )
to Hub, who decrypts ¢”” using the decryption key dkg to obtain s”. Hub then
adapts the pre-signature 4, to o4, using s” and ensures its validity. It
then sends the signature o4, to Alice, who extracts the witness for Y as
s" « Happ.Ext(64,04,Y"). Alice removes the re-randomization factor to
obtain the solution s’ := s” — r’ for the instance Y’. Alice finally sends s’
privately to Bob, who opens the puzzle 7 by computing the witness s := s’ —r
and adapting the pre-signature 6, (given by Hub in the promise phase) to the
signature o 5.

4.5.1 Randomizable Puzzles and Homomorphic Encryp-
tion

Here we recall the definitions of randomizable puzzles [TMM21] and we show
that they are trivially satisfied by a CPA-secure homomorphic encryption sceme
(over Z,), with statistical circuit privacy [OPP14]. We recall the syntax as
defined in [TMM21].

Definition 15 (Randomizable Puzzle). A randomizable puzzle scheme RP =
(PSetup, PGen, PSolve, PRand) with a solution space S (and a function ¢ acting
on §) consists of four algorithms defined as:

(pp, td) < PSetup(1*): is a PPT algorithm that on input security parameter 17,
outputs public parameters pp and a trapdoor td.
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Public parameters: group description (G, g, q), message mag

PSolve(A(sk’y;, eker, 7), -) PSolve(-, H (dkr, vk’ ;)

1: Parset:= (- (Y ,c))

2: 82, Y" =Y. gT,

3: " + He.Rand(c, 1)

4 5:21{ (*HADP.a'(SkﬁH,mAH,Y”) v A

5 : YY", ¢ o4

6: s ITg.Dec(dks, c")

7 UﬁH — HADP.Adapt(ffﬁH, SH)
8: If Tlapp.Verify(vk’s, mam, oiy) # 1 then
9: return |

A
10 : OAH
11: s« HADP.EXt(UﬁH,(},‘?H, Y")
12: If s = 1 then return L
13: s i=5"—7
A / A

14: return (c4y,s) return oy

Figure 4.6: Puzzle solver protocol of A%L

Open(t,s’)

Parse 7 := (r,-,07,-,")
s:=58 —r
O HADP‘Adapt(zi 5)

return o

Figure 4.7: Open algorithm of A%L

Z « PGen(pp,(): is a PPT algorithm that on input public parameters pp and
a puzzle solution (, outputs a puzzle Z.

¢ := PSolve(td, Z): is a deterministic polynomial-time algorithm that on input
a trapdoor td and puzzle Z, outputs a puzzle solution (.

(Z',r) + PRand(pp, Z): is a PPT algorithm that on input public parameters pp
and a puzzle Z (which has a solution (), outputs a randomization factor
r and a randomized puzzle Z' (which has a solution ¢(C,7)).

It is not hard to see that a linearly homomorphic encryption scheme (KGen,
Enc, Dec) matches the syntax of a randomizable puzzle, setting pp to the en-
cryption key and td to be the decryption key. For the PRand algorithm, we can
sample a random 7 <% Z, and compute

Enc(ek, () o Enc(ek,r) = ¢
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which is an encryption of ¢(¢,r) = (+r. Next we recall the definition of security
for randomizable puzzles.

Definition 16 (Security). A randomizable puzzle scheme RP is secure, if there
exists a negligible function negl, such that

(pp,td) < PSetup(1?)

Pr {C < Alpp, Z) ’ 58,7 « PGen(pp,¢) | < e8IV

This follows as an immediate application of CPA-security (in fact, even the
weaker one-wayness suffices) of the encryption scheme. Finally we recall the
notion of privacy.

Definition 17 (Privacy). A randomizable puzzle scheme RP is private if for
every PPT adversary A there exists a negligible function negl such that:

Pr[RPRandSec 4 rp(A) = 1] < 1/2 + negl(N)
where the experiment RPRandSec 4 rp is defined as follows:
(pp, td) < PSetup(1*)

((Zo,¢0), (Z1,¢1)) < A(pp, td)
b+«s${0,1}

(Zf,70) < PRand(pp, Zy)
(Z1,m) ¢ PRand(pp, 21)
b+ A(pp, td, Z})

Return PSolve(td, Zy) = (o A PSolve(td, Z1) = (4
ANb=1b

Recall that circuit privacy implies that the distribution induced by Enc(ek,
¢) o Enc(ek,r) is statistically close to that induced by a a fresh encryption
Enc(ek, + 7). This implies that privacy is satisfied in a statistical sense. Thus
we can state the following.

Lemma 2. Assuming that (KGen, Enc, Dec) is a linearly homomorphic encryp-
tion with statistical circuit privacy, the there exists a randomizable puzzle with
statistical privacy.

4.6 Counterexamples of AZL

Next, we describe two cryptographic instantiations of A%2L that satisfy the formal
definitions, yet enable two attacks. For the purpose of these attacks, it suffices
to keep in mind that Hub offers the sender party (Alice) access to the following

. 2 . . .
oracle, which we refer to as @Qk"nE On input a verification key vk, a

Tapp*
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message m, a group element h, a ciphertext ¢, and a partial signature &, the
oracle behaves as follows:

e Compute & « IIg.Dec(dk, c).

e Compute o’ < IIapp.Adapt(c, ).

o If Tapp.Verify(vk, m,o’) = 1, return o’.

e Else return L.

Note that returning ¢’ implicitly reveals #, since Ilapp.Ext(c,0’,h) = Z. It is
also useful to observe that providing a valid pre-signature to the A2L oracle is
trivial for an adversary: generating a pre-signature that is valid when adapted
with a value x requires only knowledge of the party’s own signing key and of a
value h = ¢g®. The leakage offered by this oracle (and indeed the existence of
this leakage) is not addressed in A%L’s proof of security.

4.6.1 Key Recovery Attack

In our first attack, we completel;f recover the decryption key dk of the hub
by simply querying the oracle (’)sk Tle Tape 1 times. For this attack, we assume
that the encryption scheme IIg is (1n addition to being re-randomizable and
CPA-secure as required by A%L):

e Linearly homomorphic over Z,,.

e Circular secure for bit encryption, i.e., the scheme is CPA-secure even
given the bitwise encryption of the decryption key Enc(ek, dky), . .., Enc(ek,
dky).

e The above-mentioned ciphertexts (c1,...,cx) := (Enc(ek,dky),. .., Enc(ek, dky))
are included in the encryption key ek.

Such schemes can be constructed from a variety of standard assumptions [BHHOO0S].
It is easy to see that these additional requirements do not contradict the initial
prerequisites of the scheme.

The attack is shown in Algorlthm [[l Note that, for a signing key pair in
the i-th iteration, if the OA’L oracle returns y # L, this means that in the
coin mixing layer, the Hub has obtained a valid y and thus obtains Alice’s
(adversary’s) signature on a transaction. Due to one-time use of keys in this
(cryptocurrency) layer, the attacker therefore cannot reuse the same signing key
pair in another iteration for a different message (transaction). Therefore, it is
necessary that the attacker (Alice) sample n signing keys to account for every
iteration being a non-_1L query to OA’L. This is realized in the real world by the
attacker having n different sessions (of coin mixing), one for each vk;, with Hub.

Observe that the response of the oracle is L if and only if dk; = 1, since
h = ¢® # ¢®*t!. On the other hand, if dk; = 0, then the oracle always returns a
valid adapted signature o’. Thus, the attack succeeds with probability 1.
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Algorithm 1 Key Recovery Attack

Input: Hub’s ek along with the cipheretexts (c1,...,c)
1: Initialize key guess dk’ := 0*
2: foriel...\do
3:  Sample z < Z, and compute h := g
Sample a fresh signing key (vk, sk) < KGen(1*)
Set c; := Ilg.Enc(ek, z) o ¢; = Ile.Enc(ek, z + dk;)
Compute 6; < Iapp.PreSign(sk, m, h)

Query y < Oty r1p0p (VK. 1, B €, 51)
8 Ify= 1 setdki:=1

9: end for

10: return dk’

4.6.2 One-More Signature Attack

We present a different attack, where we impose different assumptions on the
encryption scheme ITg. We discuss later in the section why these assumptions
do not contradict the pre-requisites of the A%L scheme. Specifically, in addition
to A2L’s requirement that the scheme is perfectly re-randomizable and CPA-
secure, we assume that it is:

e Linearly homomorphic over Z,.

e Supports homomorphic evaluation of the conditional bit flip (CFlip) func-
tion, defined as

I1g.CFlip(ek, i, Enc(ek, z)) := Enc(ek, y)
=x ifx; =0
where )
y=x@e ifx; =1

and e; is the i-th unit vector.

The objective of the attack is to steal coins from the hub in the coin mixing
protocol. Specifically, at the A2L level, the attacker will solve ¢ + 1 puzzles
by querying the puzzle solver interface successfully only ¢ times. Note that
we do not count unsuccessful (i.e., the oracle returns 1) queries, since those
non-accepting queries do not correspond to any payment from Alice’s side.

The attack is shown in Algorithm We assume (for convenience) that ¢ > A
and that Z, < 2* and therefore ; € {0,1}*. Observe that the attack makes at
most g successful queries to the oracle, so all we need to show is that the success
probability is high enough. First, we argue that the attack recovers the correct
x} = xp with probability 1. If the i-th bit z;; = 0, then the CFlip operation
does not alter the content of the ciphertext and therefore

at! AN O H1.00)
; Pl q i
¢ = Enc | ek, E rj@ -z | and b’ = I I hy = g=i=1 T T
P P
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Algorithm 2 One-More Signature Attack

Input: Bob’s ciphertexts (c1,. .., cq+1) and group elements (h1, ..., hqt1), where ¢; =
ITe.Enc(ek, z;) and h; := g™/, and Hub’s ek
1: Initialize guess #} := 0* and a counter i := 1
2: fori=1...Ado
3:  Sample a fresh signing key (vk, sk) < KGen(1*)

4 Compute ¢} <+ ITe.CFlip(ek, i, c1)
5. Sample (r{", ..., 7“((1:)_1) Y/

(i) (i) (1)
6:  Compute ¢’ := (c])™ o (c2)™2 ---0 (cqs1) at?

(i)

o +1 T
Compute b’ := []17, b’
Sign & < Happ.PreSign(sk, m, k')

2 ~

. Query Yi < O?k,lhE,HADp (Vk7 m, h/a CI? U)
10 Ify;=Llseta),; =1
11: end for

12: Continue querying (without updating =) until ¢ non- L queries have been made

13: For all 7 corresponding to a non-_L query, set F; to be the equation y; — ry)xi =

réi)xlz +...+ r(g:)_lw;_,_l
14: Solve (Ex,..., Eq) for (x5, ..., 2441)

/ / /
15: return (x7,23,...,%q41)

© %

so the oracle always returns a non-_L response. On the other hand, if z; ; = 1,

then the above equality does not hold and therefore Osf,lﬁa always returns

L.

This querying strategy is repeated for every bit of 2} and continued on zs,
etc., until ¢ non-_L queries have been made. Because ¢ > A, the attacker will have
learned all A bits of =} by this point. Thus, the set of equations (E4, ..., E,) has
exactly ¢ unknowns. Since the coefficients are uniformly chosen, the equations
are, with all but negligible probability, linearly independent. Since Z,, is a field,
the solution is uniquely determined and can be found efficiently via Gaussian
elimination.

TIapp

N-More Signatures The described attack is in fact even stronger than shown.
Using this method, an attacker .4 can use g queries, where |¢] = N, to recover
N + ¢ plaintexts. A does this by using VA queries to recover the first N plain-
texts z1,...,xn and N equations as described previously (once it has flipped
all A bits in z1, it starts flipping bits in z2, and so on). Using its remaining
queries, it obtains ¢ — N\ more equations (either by continuing to flip bits in
further ciphertexts, which are however wasted, or by simply choosing new val-
ues r; for the linear combinations) for a total of ¢ equations. Using Gaussian
elimination, it can recover the remaining ¢ plaintexts rnxy1,...,Zn4q. Taken
with the plaintexts x1,...,zxy that were recovered bit-by-bit, the attacker has
learned N + ¢ plaintexts.
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Instantiations We now justify our additional assumptions on the encryption
scheme Ilg by describing suitable instantiations that satisfy all the require-
ments. Clearly, if the scheme is fully-homomorphic [Gen09| then it supports
both linear functions over Z, and conditional bit flips. However, we show that
even a linear homomorphic encryption (over Z,) can suffice to mount our at-
tack. Specifically, given a CPA-secure linearly homomorphic encryption scheme
(KGen™, Enc*, Dec™), we define a bitwise encryption scheme (KGen, Enc, Dec) as
follows:

e KGen(1*): Return the output of KGen*(1%).
e Enc(ek,z): Parse z as (M), ..., (™) and return (Enc*(ek, (1)), ..., Enc*(ek, 2(™)).
e Dec(dk, ¢): Parse ¢ as (¢!, ..., ¢™) and return Z;\:1 201 . Dec*(dk, ¢(?).

It is easy to show that the new scheme is CPA-secure via a standard hybrid

argument.
Next, we argue that one can efficiently implement the conditional bit flip
operation (CFlip) over such ciphertexts. Given a ciphertext ¢ = (¢, ..., W),

we can conditionally flip the ¢-th bit by computing

(M. .., Enc*(ek,0),...,cM).

i-th ciphertext

This is a correctly formed ciphertext, since the conditional bit flip always sets
the ¢-th bit to 0 and leaves the other positions untouched.

Finally, we need to argue that the encryption scheme is still linearly ho-
momorphic over Z,. Note that this does not follow immediately from the fact
that (KGen™, Enc*, Dec”) is linearly homomorphic, since the new encryption al-
gorithm decomposes the inputs bitwise. Nevertheless, we show this indeed holds
for the case of two ciphertexts ¢ = (¢\V),...,¢M) and d = (dV,...,d™) en-
crypting x and y, respectively. The general case follows analogously. To homo-
morphically compute ax + Sy, where (a, ) € Zi, we compute

( (i(j)l(cu))f‘l)a o (ié(dm)zi—l)ﬂv Enc*(ek.0).

..., Enc”(ek, O)) .

A routine calculation shows that this ciphertext correctly decrypts to the
desired result ax + By.

4.7 Blind Conditional Signatures

Next, we formally define and instantiate blind conditional signatures, the central
cryptographic notion for coin mixing services. Our goal here is to give a simple
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and easy-to-understand formalization of a synchronization puzzle.
A blind conditional signature (BCS) is executed among users Alice, Bob,
and Hub. The interfaces and associated security properties are defined below.

Definition 18 (Blind Conditional Signature). A blind conditional signature
Igcs := (Setup, PPromise, PSolve, Open) is defined with respect to a signature
scheme Tlps := (KGen, Sign, Verify) and consists of the following efficient algo-
rithms.

. (eNk d~k) < Setup(1?*): The setup algorithm takes as input the security
parameter 1% and outputs a key pair (ek dk)

H (de, sk mug

o (L{r1}) « PPromise< > The puzzle promise algo-

B (e~k,ka, mygp
rithm is an interactive protocol between two users H (with inputs the de-
cryption key dk, the signing key sk, and a message mHB) and B (with
inputs the encryption key ek, the verification key vk, and a message
mpyp) and returns L to H and either a puzzle 7 or L to B.

A (skA, ek, mAH,T)

H (dk vk m AH)
g algorithm is an interactive protocol between two users A (with inputs
the signing key sk , the encryption key ek a message map, and a puzzle
7) and H (with mputs the decryption key dk, the verification key pk

and a message may ) and returns to both users either a signature o* (A
additionally receives a secret s) or L.

o ({(o%,8),L},{o*, L}) « PSoIve< > The puzzle solv-

e {0, 1} < Open(r,s): The open algorithm takes as input a puzzle T and a
secret s and returns a signature o or L.

Next, we define correctness.

Definition 19 (Correctness). A blind conditional signature Ilgcs is correct if for
all A\ € N, all (ek,dk) in the support of Setup(1*), all (ka,skH) and (va,skA)
in the support of IIps.KGen(1*), and all pairs of messages (mup, mag ), it holds
that

Pr {Verify(ka,mHB, Open(r,s)) = 1] =1

and
T [Verify(va,mAH,a*) = 1} =1

where

H d~k,skH,mHB
e 7 < PPromise and

B eNk, VkH, MHB
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A skA,eNk,mAH,T>
o ((0%,8),0%) + PSoIve< —_— >
H (dk, vk ,mAH)

We now present the security guarantees of BCS in the game-based setting.
Our definition of blindness is akin to the strong blindness notion of standard
blind signatures [Cha82], in which the adversary picks the keys (as opposed
to the weak version in which they are chosen by the experiment)lﬂ Roughly
speaking, it says that two promise/solve sessions cannot be linked together by
the hub[f

Definition 20 (Blindness). A blind conditional signature Igcs is blind if there
exists a negligible function negl(A) such that for all A € N and all PPT adver-
saries A, the following holds:

Pr[ExpBIndit , (\) = 1] < - + negl(\)

N |

where ExpBInd is defined in Figure[].8[]

Next, we define unlockability, which says that it should be hard for Hub to
create a valid signature on Alice’s message that does not allow Bob to unlock
the full signature in the corresponding promise session.

Definition 21 (Unlockability). A blind conditional signature gcs is unlockable
if there exists a negligible function negl(\) such that for all A\ € N and all PPT
adversaries A, the following holds:

Pr [ExpumockﬁBCS(A) = 1} < negl(\)

where ExpUnlock is defined in Figure [{.9

Our definition of unforgeability is inspired by the unforgeability of blind
signatures [Cha82]. We require that Alice and Bob cannot recover ¢ signatures
from Hub while successfully querying the solving oracle at most ¢ — 1 times.
Since each successful query reveals a signature from Alice’s key (which in turn
corresponds to a transaction from Alice to Hub), this requirement implicitly
captures the fact that Alice and Bob cannot steal coins from Hub. The winning
condition by captures the scenario where the adversary forges a signature of
the hub on a message previously not used in any promise oracle query. The
remaining conditions b1, by and b3 together capture the scenario in which the

5We opt for this stronger version since we want to provide anonymity even in the case of a
fully malicious hub, which can pick its keys adversarially to try to link a sender/receiver pair.

SWe do not consider the case in which Hub colludes with either Alice or Bob, since
deanonymization is trivial (Alice (resp. Bob) simply reveals the identity of Bob (resp. Alice)
to Hub); this is in line with [TMM21].

"In previous works, descriptions of unlinkability assume an explicit step for blinding the
puzzle T between PPromise and PSolve. Here, we assume that PSolve performs this blinding
functionality.
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ExpBInd{f, . (M)

(ek, vkg', VK1, (mup,0, man,0), (mup,1, mamn1)) + A1)
(vki', ski') < KGen(1%)
(vk2, ski') < KGen(1%)
70 +— PPromise <A(vk5‘,ka), B(e~k, vké{,mHB,o)>
71 < PPromise <A(vk64,ka), B(ek, kaI,MHB,1)>
b+ {0,1}
(0%, 50)  PSolve <A (skg,“,e”k, man.o, To®b) ,A>
(o7, 81) + PSolve <A (skf,ék, mAH’th@b) ,.A>
if (co=L)V(ei=L)V(mo=L)V(mn=1
op:=o01:= L
else
oogb Open(m@b, 80)
O1gb < Open(ﬁ@b, 81)

b <+ A(oo,01)

return (b= 1)

Figure 4.8: Blindness experiment

adversary outputs ¢ valid distinct key-message-signature tuples while having
queried for solve only ¢ — 1 times. Hence, in the second condition, the attacker
manages to complete ¢ promise interactions with only ¢ — 1 solve interactions,
whereas in the first winning condition, the adversary computes a fresh signature
that is not the completion of any promise interaction. These conditions are
technically incomparable: an attacker that succeeds under one condition does
not imply an attacker succeeding on the other. It is important to note that
this is different from the unforgeability notion of blind signatures (where the
attacker only has access to a single signing oracle), since in our case the hub is
offering the attacker two oracles: promise and solve.

Definition 22 (Unforgeability). A blind conditional signature llgcs is unforge-
able if there exists a negligible function negl(\) such that for all A € N and all
PPT adversaries A, the following holds:

Pr{Eprnforg“éBcs(A) = 1] < negl(A)
where ExpUnforg is defined in Figure[].10,

We define security as the collection of all properties.
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ExpUnlockif . (\)

(e~k,ka,mHB,mAH) — A(lA)
(vk*,sk?) +— KGen(1%)
7 < PPromise <A(va), B(ek, vk, mHB)>
ifr=_1
(6,m) + A
bo := (Verify(vk*, 6, m) = 1)
ifr# 1
(c",s) < PSolve <A (skA7e~k7 mAH,T) ,A>
(6,m) «+— A
by := (Verify(vk?,6,m) = 1) A (1h # maw)
Verify(vk?, o™, man) = 1)
Verify(vk” . mpup, Open(r, s)) # 1)
return by V b1 V (b2 A b3)

b2 = (
bs = (

Figure 4.9: Unlockability experiment

Definition 23 (Security). A blind conditional signature Igcs is secure if it is
blind, unlockable, and unforgeable.

4.8 The A2L" Protocol

In the following we describe our A2L™ construction. Our scheme is a provable
variant of A?L (Section [4.5)) and therefore we only describe the differences with
respect to the original protocol. The concrete modifications are as follows:

e Augment the public key of Hub eky with a NIZK proof that certifies that
eky € Supp(Ilg.KGen(1%)). All parties verify this proof during their first
interaction with Hub.

e In PSolve (Figure , Hub additionally checks if vkﬁ g 1s in the support
of Mapp.KGen(1*) before the decryption (line 6). Furthermore, we replace
the condition (line 8) with

Happ.PreVerify(vk4 ;;,mam, Y, 64,) 1V g% Y.

4.8.1 Security Analysis

Before proving our main theorem, we define a property which is going to be
useful for our analysis.
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ExpU nforgﬂlBCS N

L:=0,Q:=0
(ek, dk) « Setup(1*)
vk my,o1), ..., (ka,mq, o) « ACPPOIOPSO) (o)
bo :=Fi € [q] s.t. (vkIT,-) € LA (kI my) ¢ £
A Verify(vk mi, 04) = 1

by :=Vi € [q], (vk,mi) € £ A Verify(vkT ,mi, 00) = 1
byi= N\ (ki ma,00) # (KT, my, o)

i,j€lql,i#7
bs:=(Q<q-1)

return by V (bl A ba A b3)

OPP(m)

(vk™ sk™) < TIapp.KGen(1%)
L:=LU{(vk" m)}
L + PPromise(H (dk, sk™, m), A(vk™))

OPS(vk™,m’)

o* « PSolve(A, H(dk,vk*, m'))
ifo"# 1L thenQ:=Q+1

Figure 4.10: Unforgeability experiment

Definition 24 (OM-CCA-A2L). An encryption scheme IIg is one-more CCA-
A2L-secure (OM-CCA-A2L) if there exists a negligible function negl(A) such
that for all A € N, all polynomials ¢ = q(\), and all PPT adversaries A, the
following holds:

Pr|OM-CCA-A2LA, ,(\) = 1} < negl(\),
where OM-CCA-A2L is defined in Figure[[.11]

The following technical lemma shows that an LOE scheme satisfies this prop-
erty, assuming the hardness of the OMDL problem.

Lemma 3. Let IIg be an LOE scheme. Assuming the hardness of OMDL, T1g
is OM-CCA-A2L secure.

Proof. We give a proof by reduction. Let A be a PPT adversary with non-
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OM-CCA-A2LY ,

Q:=0
(ek, dk) < IIg.KGen(1")
1oy Tarr <5 {0,117

C; HE.Enc(ek, m)

A2L
(rh, . ) — AZTETae (ek, (¢1,9™), . . ., (cat1,977H))
ifr,=mrmViel,...,q+1AQ < q then return 1

else return 0

A2L ~
Ot T1g e (VK M B €, 5)

check if vk € Supp(ITapp.KGen(1%))

Z < Ilg.Dec(dk, ¢)

if Iapp.PreVerify(vk,m,h,5) =1 and gi =h
Q=Q+1
return o’ < Iapp.Adapt(5, %)

else return |

Figure 4.11: OM-CCA-A2L game

negligible advantage in the OM-CCA-A2L game. We now construct an adver-
sary R which uses A to break the security of OMDL.

R is given (h1,...,hqy1) = (g™, ..., g"*"") by the OMDL game. It will run
A to attempt to obtain the ¢+ 1 discrete logarithms to win the game. Crucially,
R must simulate A’s oracle access to O;Alill_'IE,HADP’ which consists of at most ¢
successful queries (but unlimited L queries), while making at most ¢ queries (of
any kind) to its oracle DL(-).

R proceeds as follows. First, it samples ¢ + 1 uniform A-bit strings (c7,. ..,
cy+1)- Note that these are identically distributed to outputs of OFnc. Tt enters
(X1,¢7), -5 (Xgy1,¢541) into a table M, where the X; are random variables.
Now it sends (ci,h1), ..., (cii1, hgr1) to the adversary A.

Any queries A makes to the encryption scheme oracles (
OFne OPec OAdd) and their corresponding responses are passed along unchanged
by

KG
O en’

L. If ¢; = ¢ and k; = h; for some j, it checks PreVerify(vk;, m;, ki, ¢;) = 1.
If not, it returns L; otherwise, it queries DL(h;) to get z; and returns
HADp.Adapt(&i,xj) to A.

2. If ¢; = ¢ but k; # h;, R sends L to A.
3. If (,¢;) ¢ M, R sends L to A.
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4. Otherwise, let p; be the plaintext entry corresponding to ¢; in M. No-
tice that, by the linear-only property of the encryption scheme, p; is a
polynomial in X7, ..., X,4+1 with deg(p;) < 1.

(a) If deg(p;) = 0, p; is some constant value ;. In this case, R uses z; to

proceed as the normal OA’L oracle does (checks if the pre-signature
verifies and adapts it if so) and sends its output to .A.

(b) If deg(p;) = 1, define p; = ap + an X1 + ... + apnXgp1. I k; =
g TT4E hs = gPi and PreVerify(vk,, m;, ki, ¢;) = 1, R uses a query
DL(k;) to get ; and outputs IIapp.Adapt(d;, ;). Otherwise, it sends
1 to A.

Observe that R returns | without querying DL(-) for all 1 A%L-queries A
makes. Thus it makes at most ¢ queries to DL(-). If A outputs winning values
(r1,...,7¢+1), R outputs the same values, thereby winning the OMDL game.
By assumption, A succeeds with non-negligible probability, and thus R also wins
with non-negligible probability. This violates the OMDL assumption, implying
that no such adversary A can exist. O

We are now ready to give the main theorem of this section.

Theorem 2. Let Ilg be an LOE scheme, Ilapp a secure adaptor signature
scheme, and Iz a sound NIZK proof system. Assuming the hardness of
OMDL, the A2L* protocol is a secure blind conditional signature scheme.

Proof. We argue about each property separately.

Lemma 4 (Blindness). Assuming Iyizk s sound, the A2t scheme is blind in
the LOE model.

Proof. This holds information-theoretically. Fix any two PPromise executions.
We now show, via a series of hybrid experiments, that the cases of b = 0 and
b =1 are statistically close.

Hybrid Hy: Run ExpBlind with b = 0.

Hybrid H1: In both runs of PSolve, sample r +$ Z, and set Y := ¢" and
¢’ < He(pky,r).

Hybrid Hs: Compute ¢”” and Y honestly using 71 in the first run of PSolve and
To in the second run of PSolve.

Hybrid Hs: Run ExpBlind with b = 1.

Claim 1. For all PPT adversaries A, Ho ~ H1.

Proof. Y is g raised to a uniform element and ¢” is an encryption of the same
uniform element in both experiments, conditioned on the ciphertext provided
by the Hub being well-formed. Thus, any distinguishing advantage necessarily
corresponds to a violation of the soundness property of Ilyzk. It follows that
the executions are statistically indistinguishable. O
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Claim 2. For all PPT adversaries A, H1 ~ Hs.

Proof. This holds by the same logic as Claim [I] O

Claim 3. For all PPT adversaries A, Ha = H3.

Proof. The change is only syntactical and the executions are identical. O
Hence, the cases of b =0 and b = 1 are statistically indistinguishable. O

Lemma 5 (Unlockability). Assuming that app is witness extractable, pre-
signature adaptable, and unforgeable the A2Lt scheme is unlockable.

Proof. We consider two cases separately.

(b2 A b3) = 1: First, let us consider the case in which A outputs a valid signature
o/ while at the same time s” < app.Ext(vk s, 54 5,045, Y") is not a valid
witness for Y. Then we can give a reduction which breaks witness extractability
with non-negligible probability. The reduction samples a uniform element r <+s$
Zq and runs A. It sets Y” := ¢" and uses the encryption key ek output by A
compute ¢’ + HE.Enc(e~k7 ). In the puzzle solver phase, it sends Y, ¢’ and the
witness extractability challenge 6 to A and outputs the signature o it receives
in response (note that this is perfectly indistinguishable from an honest run of
the protocol). Then Iapp.Ext(vky s, ,0,Y") is not a valid witness for Y, but
this violates the witness extractability of IIapp, and therefore the probability of
this case occurring is negligible.

The above argument establishes that s” is a valid witness for Y with all but
negligible probability. Since Y” =Y - g™t = g¥ . ¢"*"", the only valid witness
for Y is y + (r + '), and therefore s = y+ (r +1'). Hence y = s” — (r +1') is
a valid witness for the statement Y and thus also for Bob’s pre-signature 6
(recall that in the protocol, Bob explicitly checks the pre-signature validity of
& yp with respect to Y'). By pre-signature adaptability of IIapp, we have that
HADP.Verify(vkgB,m,HADp.Adapt(&gB,y)) = 1 with probability 1. Therefore,
the adversary succeeds in this case with negligible probability.

(bp =1) V (by = 1): In this case, the adversary is able to produce a valid sig-
nature on a message without seeing any pre-signature on it. This only hap-
pens with negligible probability by the unforgeability of the adaptor signature
scheme. O

Lemma 6 (Unforgeability). Assuming the hardness of OMDL and that Ilapp
is witness extractable and unforgeable, the ALt scheme is unforgeable in the
LOE model.

Proof. We give a series of hybrid experiments, show they are indistinguishable,
and prove by reduction to OM-CCA-A2L that no adversary exists with non-
negligible advantage against the final hybrid.

Hybrid Ho: This is the normal game ExpUnforg (Figure 4.10)).
Hybrid H;: Simulate all NIZK proofs using IIyjzk.Sim.
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Hybrid Hy: If 34 € [g] such that Verify(vk,m;,0;) = 1 and (vkZ,-) € £ but
(vkZ m;) ¢ L, return 0.

Hybrid Hs: If 3 i € [g] such that Verify(vk m;, 0;) = 1 and ¢Bt@o:) £ y;
return 0.

Claim 4. For all PPT adversaries A, Ho ~ H1.
Proof. This follows directly from zero-knowledge of Tlyjzk. O
Claim 5. For all PPT adversaries A, Hi1 ~ Hs.

Proof. The hybrids differ only in the case where the attacker returns a valid
signature on a message that was not part of the transcript. By the unforgeability
of the adaptor signature, this happens only with negligible probability. O

Claim 6. For all PPT adversaries A, Ho ~ Hs.

Proof. Any distinguishing advantage corresponds to the case in which A outputs
some tuple (ka{, m;, o) such that, for corresponding (Y;, 5;), g'lAorec@ion £ Y;.
In this case, we can give a reduction to witness extractability of IIapp. The re-
duction runs the setup as in Hjz and receives a verification key vk from the
witness extractability game. It now picks some guess i* «s {1,...q— 1} (where
g — 1 is the number of queries of the adversary) for the distinguishing index
and starts A on eNk, behaving the same way as Hj3 for all oracle queries, ex-
cept for the ¢*-th interaction, in which it sets vk := vk. In the execution
of PPromise, it sends m;« to the witness extractability game and receives &,
which it gives to A instead of computing 55 itself. Once A terminates and
outputs {ka{ ,m;,0;)}1_,, the reduction sends o;« to its game. If it guessed the
distinguishing index ¢* correctly, this is a winning signature. Suppose the distin-
guishing advantage is non-negligible. Since the guess is correct with probability
1/(q¢ — 1), the reduction violates witness extractability also with non-negligible
advantage, which is a contradiction. Hence the two experiments must be com-
putationally close. O

Now we give a reduction from hybrid Hs to OM-CCA-A2L. Suppose there
exists an adversary A with non-negligible success probability in Hz. We give a
reduction that uses A to win the OM-CCA-A2L game. The reduction is given
(c1,h1), .., (cqi1,hgs1). It generates (ek,dk) < ITg.KGen(1*) and (vk™,sk™)
as in Hs and starts A on input ek. For OPPromise queries, the reduction fol-
lows the same steps as Hs except it uses a different challenge h; each time
it generates a pre-signature. When A queries OPSolve, the reduction com-
putes the completed signature 0‘2 y as the output of OM’L run on A’s inputs

(vkﬁH,m’,Y”,c”, o45). Note that since A makes at most ¢ non-_L queries to

OPSolve, the reduction also makes at most ¢ non-L queries to (’)AZL, as the
oracles return L in exactly the same cases.
Once A returns ¢ + 1 tuples (ka7mj,c7j), the reduction computes r; <+

HADp.Ext(ka,&i,aj,hi)w,j € [¢ + 1] until it has ¢ + 1 non-L values r; (at

56



most (¢ +1)? invocations of the algorithm) and outputs those values. Note that
by the definition of H3, when A completes successfully, ¢"* = h; Vi € [¢ + 1].
By assumption, the reduction wins the OM-CCA-A2L game with non-negligible
probability. This violates OM-CCA-A2L-security of ITg (implied by Lemma |3)),
so no such adversary against Hg exists. Thus, no adversary with non-negligible
success in ExpUnforg can exist either. O

The theorem follows directly from Lemmas [] to [6] O

4.9 UC-Secure Blind Conditional Signatures

We now model security in the universal composability framework (Section [2.8))
extended to support a global setup [CDPWO07] in order to capture concurrent
executions. We consider static corruptions, where the adversary announces at
the beginning which parties it corrupts.

In our protocol, we assume the existence of a general-purpose UC-secure 2-
party computation (2PC) protocol [HKOT, [CLOS02b], where two parties interact
with the ideal functionality to compute a function f(x,y) over their private
inputs x and y.

4.9.1 Ideal Functionality

In Figure we describe the ideal functionality Fgcs that captures the func-
tionality and security of BCS in the UC framework. The ideal functionality
has three routines, namely for puzzle promise, puzzle solver, and open, which
intuitively capture the functionality of BCS as discussed in Chapter ] On a
high level, Fgcs captures blindness by sampling the puzzle identifiers pid and
pid’, which correspond to puzzle promise and puzzle solve interactions, locally
together, but never revealing them together to the hub. Fgcs captures atom-
icity by returning a successful message (not aborting) for pid during open if
and only if it sent a successful solved message during the puzzle solve interac-
tion for the puzzle identifier pid’ (where pid and pid" correspond to each other).
Note that the above atomicity guarantee implies the game-based definitions of
unlockability and unforgeability.

Our functionality Fgcs is taken verbatim from the Fa2 functionality in
[TMM21] except that we do not consider user registrations (as done in Faz)
to tackle griefing attacks [Robl9] in the coin mixing layer. These attacks are
mounted by Bob starting many puzzle promise operations, each of which requires
Hub to lock coins, whereas the corresponding puzzle solver interactions are
never carried out. As a consequence, all of Hub’s coins are locked and no longer
available, which results in a form of denial of service attack. We argue that the
issue does not concern the functionality or security of BCS as a cryptographic
tool, but only affects the coin mixing protocol at the transaction layer. We
emphasize that griefing attacks can be thwarted at this layer in both the formal
model and the construction using the same ideas as in [TMM21].
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Ideal Functionality Fgcs

Puzzle Promise: On input (PPromise, A) from B, Fgcs proceeds as follows:
e Send (promise—req, B) to H and S.
e Receive (promise—res, b) from H.
e If b= 1 then abort.
e Sample pid, pid’ +s {0,1}*.
e Store the tuple (pid, pid’, L) into P.

e Send (promise, (pid, pid’)) to B, (promise, pid) to H, (promise, pid’) to A, and
inform S.

Puzzle Solver: On input (PSolve, B, pid’) from A, Fgcs proceeds as follows:
If (-, pid’,-) ¢ P then abort.
e Send (solve—req, A, pid’) to H and S.

Receive (solve—res, b) from H.

If b= L then abort.

Update entry to (-, pid’, T) in P.

e Send (solved, pid’, T) to A, B and S.

Open: On input (Open, pid) from B, Fgcs proceeds as follows:

e If (pid,-,b) ¢ P or b = L then send (open, pid, L) to B and abort. Else send
(open, pid, T) to B.

Figure 4.12: Ideal functionality Fgcs (corresponds to Faz, in [TMM21]). Por-
tions related to griefing protection (i.e., registration) have been removed.

4.9.2 The A2LYC Protocol

We now describe our protocol A2LUC that realizes the ideal functionality Fgcs.
We assume the following cryptographic building blocks:

e An adaptor signature scheme Ilapp defined with respect to Ilps and a
hard relation Rp,.

e A UC-secure NIZK proof system Ilyzk for the language

L:={(ek,Y,c) : 3s, s.t. ¢ < Ig.Enc(ek,s) AY = ¢°}.

e A UC-secure 2PC protocol.

e A CCA-secure [GM82] encryption scheme IlIg := (KGen, Enc, Dec) with
unique decryption keys.

The property of unique decryption keys is formalized below.
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Definition 25 (Unique Decryption Keys). An encryption scheme Ilg has unique
decryption keys if the KGen algorithm is of the following form:

e Sample dk +s {0, 1}*.
e Run ek < KGen(dk).

Furthermore, for all ek output by KGen, there exists a unique dk such that ek =
KGen(dk). In other words, KGen is injective.

This property is already satisfied by most natural public-key encryption
schemes, but it can be generically achieved by augmenting the encryption key
with a perfectly binding commitment Com(dk) to the decryption key dk.

Protocol Description We assume Alice and Hub have a key pair for the
signature scheme Ilps. Specifically, we have the verification-signing key pairs
(vkH 5 sk ) and (vk4 sk ), belonging to Hub and Alice, respectively. We
then have two messages m := myp and m’ := my for which the users wish
to generate blind conditional signatures. The setup and open algorithms are
formally described in Figure [£.13] The puzzle promise and puzzle solver of
A?LYC are formally described in Figure and Figure respectively. For
ease of understanding, we briefly describe below our A?LYC protocol in terms
of the differences with the A?L protocol (Figures and .

e The setup algorithm (Figure [4.13) of A2LYC generates the keys of Hub,
which are the keys for the (CCA-secure) encryption scheme IIg.

e In PPromise of A2LYC (Figure ,

— The NIZK proof system is UC-secure.

— Bob no longer re-randomizes the instance or the ciphertext. There-
fore, we drop the re-randomization steps (line 9 and 10) of PPromise
in A%L (Figure. Simply set the puzzle to 7 := (mygp, 55, (Y, ).

e In PSolve of A2LY€ (Figure [4.15),

— Alice no longer sends the ciphertext to Hub (line 5 of Figure [4.6]).
We therefore remove the local decryption step (line 6 of Figure [4.6]),
and replace it with a 2PC protocol (line 6 of Figure [4.15)).

— At the end of the 2PC protocol, Alice receives |, while Hub receives
the value z. Hub additionally checks if Y/ = ¢g* (line 7) and uses z
to adapt the pre-signature G4, to signature o4 .

— We add a check for Alice (line 10) that 04 is a valid signature before
extracting the witness 2z’ in line 12.

e The Open algorithm (Figure is the same as in Figure of A%L,
except we skip removing the randomness factor. The algorithm in Fig-
ure now simply adapts a pre-signature & to a valid signature o which
it returns as output.
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Setup(1*) Open(T, s)
(ekpr,dkpy) < ITg.KGen(1Y)  parse 7:= (-,5, ")
set pk := eky, sk := dkgy o « Happ.Adapt(5, s)

return (pk, sk) return o

Figure 4.13: Setup and Open algorithms of our conditional puzzle construction

Public parameters: group description (G, g, q), message myp

PPromise(H (dkzr, skip), -) PPromise(-, B(eks,vkhy))

1: s$4$Zp,Y =g
2: ¢« Ig.Enc(ekn, s)
3: s < NIZK.Prove((ekm,Y,c), s)
4: 5’1}_113 — HADp.é(SkgB, MHB, Y) H
5 Y,c, ms, 0B
6 : If NIZK . Verify((ekm, Y, c), ms) # 1 then return L
7 If Iapp.PreVerify(vki,, mup,Y,515) # 1 then
8: return |
9: set 7 := (mHB,&gB, (Y, ¢))
10: return L return 7

Figure 4.14: Puzzle promise protocol of A2LUC

4.9.3 Security Analysis

We now show that A2LVC satisfies UC-security. In favor of a simpler analysis,
we assume that the verification keys of all parties are honestly generated. In
practice, this can be enforced by augmenting keys with NIZKs that certify their
validity [Bol03, [LOST06].

Theorem 3. Let g be a CCA-secure encryption scheme, llapp a secure adap-
tor signature scheme, 2PC a UC-secure two-party computation protocol, and
Hnizk a UC-secure NIZK for the language £ above. Then the A?LYC protocol
UC-realizes Fgcs.

Proof. We proceed by describing the UC simulator and arguing about indis-
tinguishability from the real execution of the protocol. We consider the cases
where the adversary corrupts a different subset of parties separately. We de-
scribe the simulator for a single session and the security of the overall interaction
is established via a standard hybrid argument.

H Corrupted We first give a simulator Sy, then give a series of hybrid ex-
periments that gradually change the real experiment (i.e., the construction in
Figures and into the ideal experiment given by the interaction of the
corrupted H and the simulator Sy, which has access to Fgcs.
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Public parameters: group description (G, g, q), message ma g

PSolve(A(sk’s;;, eker, 7), ) PSolve(-, H(dkzr, vk’ ;)

1: parseT:= (-, (Y,¢c)
2: r¢s$Z, Y =Y. .g"
3: &ﬁH — HADP.ﬁ'(SkgH,mAH7Y/) ;A
4: Y yOAH
5: If HADP.PreVerify(vkﬁH,mAH,Y/,&QH) # 1 then
return |
Cob N LA N
6: 1 2PC((r, ¢), (dkgr)) |
| |
: 1 if eky 75 HE.Gen(dkH) :
2 then abort :
| 3: s« IIg.Dec(dkp,c) |
: 4: z:=s"4+r :
! 5: return ((L),(2)) |
L o e e e e e m — — - - - |
7 If Y # ¢ then return L
8 : A iy — HADP.Adapt(&ﬁH7 z)
9: OAH
10:  If Tlapp.Verify(vk’s ;;, man, 04y) # 1 then
11 : return 1
/ ~ A A /
12: z (-HADP.EXt(O'AH,O'AH,Y)
13: s:=2 —r
A A
14: return (cihy,s) return oy

Figure 4.15: Puzzle solver protocol of A2LU€

Simulator Si: Upon receiving (promise—req, B) from Fgcs, Sg proceeds as fol-
lows:

1. Ask the attacker to initiate a session and receive in return (Y, ¢, 7, &gB).
If Happ.PreVerify(vki s, mup,Y,5H,) = 1 and NIZK.V((eky, Y, ¢), ms) =
1, proceed as in the protocol and send (promise—res, T) to Fgcs. Other-
wise, abort and send (promise—res, ).

2. Receive (promise, pid) from Fgcs.

3. Upon receiving (solve—req, A, pid’) from Fgcs at some later point, sample
y' <% Z4 and generate keys (v 1, sk’4zr) < Tapp.KGen(1*). Compute
Y « g¥, Fay — HADp.PreSign(skf}H,mAH,Y’) and send them to the
attacker.

4. When the attacker initiates the 2PC, run the 2PC simulator to recover its

input dkg. If eky # IIg.KGen(dky), program the output of the 2PC to
L, otherwise to y’.
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5. Receive 04, in response from the attacker and check if TTapp. Verify(vk
mam,04y) = 1. Additionally check if Tlapp.Ext(64y,045,Y") =y If
both checks pass, send (solve—res, T) to Facs, compute s « Ig.Dec(dky,
c), and output (04, s) as in the protocol; otherwise, send (solve—res, 1)
and abort.

6. If, at any point before the successful completion of step 4, the attacker
produces a valid signature aﬁ 5, Or at any point in the protocol (includ-
ing after step 4), a valid signature on a message m'y; # map, send
(solve—res, 1) to Fgcs and abort.

Hybrid #Ho: This corresponds to the real protocol (Figures and {4.15)).
Hybrid #,: Simulate the 2PC (Fig. {4.15} line 6) and send the output z to H.

Hybrid #,: Replace Y’ with Y := g% where ¢/ «s Z, (Fig. line 2). If
ITg.KGen(dky) = eky, send ¢y’ to H instead of z; otherwise, send L.
Hybrid H3z: Abort if 2’ # ¢’ (after line 12 of Fig. [4.15]).

Hybrid H4: Abort if any valid signature o4 5 is received on a different message
m’yy # mapg or on any message before the 2PC has successfully completed.

Claim 7. For all PPT distinguishers &,
EXECy, A, = EXECy, Ag

Proof. This follows directly from the security of the 2PC protocol. O
Claim 8. For all PPT distinguishers &,

EXECH,, 4,6 = EXECy, A8

Proof. By the uniqueness of the decryption key and correctness of Ilg, eky =
ITg.KGen(dky) implies Ig.Dec(dky, Hgnc.Enc(eky,m)) = m for all m in the
message space. Thus, the output of the 2PC z is necessarily s+ r, where s € Z,
such that ¢ = Ilg.Enc(eky,s) A Y = g° (this is guaranteed by the NIZK).
Since r is uniformly random, 3/’ is identically distributed to z = s+r. The same
holds for Y and Y’ =Y - g". Furthermore, it still holds that 3’ is the discrete
logarithm of Y (cf. z and Y”). O

Claim 9. For all PPT distinguishers &,
EXECy,, 4,6 = EXECy,, 4,6
Proof. If ' # v/, by the uniqueness of dlog witnesses g # Y”. By the witness

extractability of ITapp, Pr[gZ, YY" A HADp.Verify(vk‘gH,mAH,aﬁH) =1] is
negligible, so the abort only happens with negligible probability. O

Claim 10. For all PPT distinguishers &,

EXECH3,A,5 ~ EXECH47A,5

62



Proof. Any distinguishing advantage implies a case in which A outputs some
valid signature o4 for some message m’y;; for which it has potentially been
given a presignature 5;2 g and corresponding statement Y. This signature is a
winning instance in the unforgeability experiment for IIapp, but by assumption
this only occurs with negligible probability, and so the distinguishing advantage
must be negligible. Therefore the experiments are statistically close. O

Claim 11. For all PPT distinguishers &,
EXEC#,,.A,e = EXECry.S,€

Proof. H, is identical to the ideal world. O

A,B Corrupted Again, we give a simulator S4p that interacts with Fgcs
and show by a series of hybrids that our protocol is indistinguishable from ideal
experiment in which the corrupted parties interact with the simulator S4p.

Simulator S4p: When a recipient Bob indicates he would like to initiate a trans-
action, S4p proceeds as follows:

1. Send (PPromise, A) to Fgcs.

2. Upon receiving (promise, (pid, pid’)) from Fgcs, sample a uniform value
s <$ Z, and compute Y < g°. Generate keys (eky, dky) < Ig.KGen(1*)
and (vk 5, sk& ) < TIapp.KGen(11); let ¢ < TIg.Enc(ekyr,0) and 68, «
app.PreSign(skt 5, mpp,Y). Simulate the NIZK m, + NIZK.Sim(td,
(ekr,Y,¢)). Finally, pre-compute o, < Tapp.Adapt(6;,s) and save
((pid, pid"), (Y, ¢,s,05), 1) into a table P. Send (Y,c,7s,655) to the
attacker (who is impersonating Bob).

3. At a later point in time, the attacker sends (Y',54) on behalf of Alice.
If HADp.PreVerify(vkﬁH,mAH,Y’,&jg‘H) # 1, abort.

4. When the attacker initiates the 2PC, run the 2PC simulator to recover its
inputs (¢*,7*); compute the result (L) and return it to the attacker.

5. Depending on whether or not ¢* € P do the following:

(a) If ¢c* € P, retrieve the corresponding Y, s, and pid’. Check that
Y’ =Y -g" (if not, abort); send Iapp.Adapt(64,,s + ) to the
attacker masquerading as Alice and (PSolve, B, pid’) to Fgcs. Update
the last element of the entry in P to T.

(b) If ¢* ¢ P, compute 2’ + IIg.Dec(dkyr, ¢*) 4+ r*. Check that Y’ = g%
(if not, abort) and send Iapp.Adapt(64y,2') to the attacker. Send
nothing to Fgcs. (Note that this corresponds to the case where some
party Alice is paying Hub without Bob initiating the interaction,
which is something that she can do at any time.)
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6. When the attacker outputs some valid signature o5, check that the fol-
lowing conditions hold: Tlapp.Verify(vkirg, mpyp,ot;) = 1 and ((pid,-),
(-, 0Hp), T) € P. If so, send (Open, pid) to Facs; otherwise, abort.

Hybrid #Ho: This corresponds to the real protocol (Figures and |4.15)).
Hybrid #;: Replace the honestly-computed NIZK 7, (Figure line 4) with
a simulated proof.

Hybrid H,: Simulate the 2PC (Figure line 6).

Hybrid Hs: Add the list P and step 5 of the simulator (in particular, case 5a)
to Figure line 7-10.
Hybrid H4: Replace ¢ (Figure 4.14} line 2) with an encryption of zero.

Hybrid H5: When Bob outputs a valid signature, abort if (-, (-, -, -, 055),b) € P
and b# T.

Claim 12. For all PPT distinguishers &,
EXEC3,,4,6 = EXECy, 4,6

Proof. This follows directly from the zero-knowledge property of the NIZK. [
Claim 13. For all PPT distinguishers &,

EXEC#,,4,6 = EXECy, A,

Proof. This follows directly from the UC-security of the 2PC protocol. O
Claim 14. For all PPT distinguishers &,

EXEC%,,4,6 = EXECyx; A&

Proof. By definition, for ¢* € P, the corresponding s,Y in P are IIg.Dec(dky,
c*) and g®, respectively. Therefore 2z’ = s+ r* and the case of ¢* € P is handled
in the same way as all cases were in the previous hybrid experiment. O

Claim 15. For all PPT distinguishers &,
EXECy,, 4,6 = EXECy,, A,¢

Proof. Suppose towards a contradiction that £ can distinguish the two execu-
tions with nonnegligible probability. We give a reduction to the CCA-security
game of ITg. The reduction sets mg := s and my := 0, sends them to the CCA
game, and receives c. It then acts as hub in its interaction with &£, computing
everything as in Hybrid 3, except for ¢, which it sets to the ciphertext it received
from the game. When it needs to decrypt ¢* it uses the CCA decryption oracle.
At the end of the execution, based on £’s guess, it outputs a bit to the CCA
game (0 if £ guesses Hs, 1 otherwise), which will be correct with nonnegligible
advantage. This violates the CCA-security of Ilg, so the two executions must
be indistinguishable. O
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Claim 16. For all PPT distinguishers &,
EXEC3, A, = EXECy; 4.¢

Proof. If b # T, Alice did not receive the completed signature o4 for that
session and thus cannot recover the secret s to send to Bob. This means Bob’s
signature oI5 was created without knowing the witness for the pre-signature
685, which, by aEUF-CMA of ITapp, can only happen with negligible probabil-
ity. Thus the abort also only happens with negligible probability and the two
experiments are indistinguishable. O

Claim 17. For all PPT distinguishers &,
EXEC#;,. 4,6 = EXECry6,8,6

Proof. Hs is identical to the ideal world. O

A H Corrupted This case is trivial, as B has no secret information and the
simulator therefore simply follows the protocol.

H,B Corrupted The simulator in this case follows the protocol honestly.
If hub publishes a valid signature 04, on a transaction m that is not in the
simulator’s (acting as Alice) transcript, the simulator aborts. This means that
the adversary was able to forge a signature Uﬁ g on some transaction m for which
it did not previously receive a pre-signature 54 . By EUF-CMA of the adaptor
signature scheme, this case occurs with negligible probability and thus for all
PPT distinguishers &, the real world (an honest execution of the protocol) and
the ideal world (an interaction with the simulator) are indistinguishable. O

4.10 Performance Evaluation

4.10.1 A?L*

Recall that we use an encryption scheme IIg in the LOE model. Below we
present an instantiation of such a Ilg.

Instantiating Linear-Only Encryption As shown in [BCIT13| it is not
sufficient to instantiate this with any linearly homomorphic encryption (e.g.,
ElGamal). Though the scheme may not support homomorphic operations be-
yond linear, it may still have obliviously sampleable ciphertexts, i.e., the ability
to sample a ciphertext without knowing the underlying plaintext. Note that
this falls outside the LOE model, since there is no oracle that implements this
functionality. Thus, as suggested in [BCI"13| we implement an additional safe-
guard needed to prevent oblivious sampling. Given a linearly homomorphic
encryption scheme ITf := (KGen™,Enc”, Dec™) over Z,, we define a candidate
LOE IIg := (KGen, Enc, Dec) as follows:
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Class group Prime order group G mod ¢

#H
Exp Op Inv DLog Exp Op X+
AL Schnorr 18 12 1 1 13 8 4 9 6
(insecure) ECDSA 18 12 1 1 27 8 17 10 11
ALt Schnorr 28 20 2 2 14 9 5 9 6
ECDSA 28 20 2 2 32 10 21 12 11

Table 4.1: Operations in A?L and A2L* when instantiated with Schnorr or
ECDSA adaptor signatures [AEET21b|. We give the number group exponen-
tiations (Exp) and group operations (Op) in both class groups and groups G
of prime order p, where logp = n. Group element inversions (Inv) only occur
in class groups. Decryption of a class group ciphertext also involves solving a
discrete logarithm in a class group (DLog). We denote by #H the number of
hash computations.

e KGen(1%): Sample (ek*,dk*) < KGen*(1*) and some o < Z,. Return
dk := (dk*, @) as the decryption key and ek := (ek™, Enc*(ek”, a)) as the
encryption key.

e Enc(ek™,z): Compute c as (Enc*(ek™, z), Enc*(ek”, a- z)), where Enc*(ek”™,
a - x) is computed homomorphically using ek.

e Dec(dk*,c): Parse c as (cp, ¢1) and compute zy < Dec*(dk™, cp) and z1 <
Dec*(dk™,c1). If 1 = - o return g, else return L.

We note that the security of Ilg follows from the security of II¢. Intuitively,
we prevent oblivious ciphertext sampling, since it is infeasible for an adversary
to sample a ciphertext component ¢y that is consistent with ¢; without knowing
the plaintext of cq.

Added Costs The new consistency check by the hub in PSolve adds 1 group
operation and group exponentiation (Schnorr) or 5 group operations and 2 group
exponentiations (ECDSA). The check on Alice’s verification key vk4, adds 3
modular multiplications and 2 modular additions in the ECDSA case. Further-
more, applying the LOE transformation described above to the CL encryption
scheme results in a doubled ciphertext size and a corresponding increase in the
operation count for decryption. We summarize the costs of A?L and A%L*

in Section {.10.11

4.10.2 AZ2LUC

Compared to A%L*, our A?2LUC protocol removes the check on vk, adds
a signature verification, and moves the re-randomization and decryption into
the 2PC. Additionally, IIg is now required to be CCA-secure and the NIZK
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used must be UC-secure. The cost of the first two changes is minimal (net 1
group exponentiation, 1 group operation, and 1 hash computation); the most
significant overhead is the result of the 2PC computation and the NIZK.
Assuming the CCA-secure IIg in the 2PC is instantiated with the (prime-
order-based) Cramer-Shoup cryptosystem [CS98| with SHA3-256 [Nat15] as the
hash function, this incurs an overhead of 11 exponentiations, 9 multiplications,
and 1 division in a group of prime order p and {%1 - 38400 binary (AND)
operations, where the security parameter \ equals logp. Because the 2PC re-
quires a mix of arithmetic and binary operations, a mixed-circuit 2PC protocol
as implemented e.g. in [Kel20] could be used. Additionally, UC security of
the NIZK can be achieved by replacing the use of the Fiat-Shamir transform
in A2L (and A2L*) with the Fischlin transform, incurring a cost of roughly
O (log(N)) parallel repetitions of the base Fiat-Shamir NIZK. We stress that we
view A2LYC as a proof-of-concept protocol showing the feasibility of achieving
UC-secure blind conditional signatures and leave the problem of constructing
an efficient UC-secure realization as an interesting direction for future work.
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Chapter 5

Fair and Non-interactive

On-chain Voting and
Auctions?
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Auctions and voting are essential applications of Web3. For example, de-
centralized marketplaces run auctions to sell digital goods like non-fungible

tPortions of this section have been adapted from [GSZBZJ).

69



tokens (NFTs) [Ope23] or domain names [XWY 21|, while decentralized au-
tonomous organizations (DAOs) deploy voting schemes to enact decentralized
governance [Opt23b, [FFH™24]. Most auction or voting schemes currently de-
ployed on blockchains, e.g., OpenSea NFT auctions or Uniswap governance
[FMW22], do not hide user bids/votes during the submission phase. This can
negatively influence user behavior, for example, by vote herding or discourag-
ing participation [EL04, [(GY19, [SY03]. It can also cause network congestion as
users engage in bidding wars, leading to surges in transaction fees and causing
a negative externality for the entire network.

Privacy as a means for fairness These negative outcomes can be avoided if
a protocol offers fairness, i.e., leaks no information about votes or bids until the
end of the submission phase. A natural way to achieve this is to hide everything
but the outcome. Existing works keep submissions hidden by introducing one
or more trusted authorities who are still able to view all submissions and are
trusted to correctly compute the result [BCD™09, [AOZZ15] or prove its correct-
ness in zero-knowledge (ZK) [Adi08| [Pri23| [GG22 [Pri]. Others rely on advanced
cryptographic primitives [CGGI16], [dLNS17], e.g., (fully) homomorphic encryp-
tion ((F)HE [Gen(9]). Neither of these approaches is suitable for an on-chain
setting. Relying on a trusted third party (or a threshold of them) is at odds
with the ethos of decentralization, whereas advanced cryptographic primitives
are impractical on-chain today, incurring high computation or storage fees.

In any case, the privacy guarantees offered by these protocols are stronger
than is necessary for achieving fairness: bids/ballots need only remain hidden
until the end of the submission phase. This is acceptable in practice, with some
deployed systems (e.g., ENS domain name bids [XWY™21]) achieving fairness
via this weaker notion of privacy. We refer to this weaker notion as tally-privacy
(as opposed to everlasting privacy). In fact, limited privacy can actually be a
desideratum in certain settings, e.g., in representative democracies or in DAOs
where delegates’ votes are published to encourage accountability.

A common paradigm for tally-private, trustless protocols is a two-round
commit-reveal protocol [FOO93 [GYT9, ITAFT23|. In the first round, every
party commits to their bid or ballot. In the second round, they open their com-
mitments, and the winner is determined. Due to the lightweight cryptography
used, these schemes are efficient enough to be deployed on-chain. However, their
interactivity is a usability hurdle that causes friction in the protocols’ execution
since users must remember to come online and reveal their submissions after the
voting or bidding period has elapsed. The reveal phase can also be an avenue
for censorship: an attacker can bribe block proposers to exclude the openings
of certain bids or ballots until after the result has been determined [PRF23].

We summarize these approaches for private voting and auctions in Table [5.1]
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Non-interactive Everlasting Practical

Approach No TTPs voting privacy

MPC |[BDJ™06, [AOZZT15] O [ [ ] L
ZK proofs [Adi08, [Pri23] [GG22] [Pri] O () o ]
FHE [CGGII16] [dLNS17] O [ [ ] O
HE+ZK proofs [dLNS17] O [ ) ) ©
Commit-reveal [FOO93], [GY19 ) O O ®
TLPs+HE [CISS21] (Section [5.7.2 () [ ) O ®
Cicada (this work) o [ ) © [

Table 5.1: Major approaches for tally-private auction/voting schemes. MPC
stands for secure multi-party computation. |[dLNS17| aims to be practical but
uses lattice-based cryptography, which is not feasible on-chain today. [AOZZ15),
CJSS21] require a trusted setup but no TTP. The asterisk indicates that our
scheme does not inherently require any TTPs (in particular, if the class group
HTLP construction (Section is used, Cicada has a transparent setup).
Everlasting privacy can be added via an extension (Section .

5.1 Related Work

5.1.1 Voting and Auctions

The cryptographic literature on voting schemes [HMMP23] and sealed-bid auc-
tions [FR96l, [HTK9S, [Cac99, NPS99, BDJ ™06, BCD ™09, PRST06]| is enormous,
dating to the 1990s. Most of these schemes are unsuitable to a fully decen-
tralized and trust-minimized setting due to their inefficiency and/or reliance
on trusted parties, e.g., tally authorities, servers running the public bulletin
board, or auctioneers. Here, we review auction and voting protocols specifically
designed to use a blockchain as the public bulletin board.

Voting. The study of voting schemes for blockchain applications dates to at
least 2017, when McCorry et al. [MSHI7| proposed a “boardroom” voting pro-
tocol for DAO governance. Their protocol’s main disadvantage is that it can be
aborted by a single party. Groth [Gro05] and Boneh et al. [BBC™23| develop
techniques to create ballot correctness proofs for various voting schemes. These
protocols all have proofs with size linear in the number of candidates. We break
this barrier by applying polynomial commitments and assuming a transparent,
lightweight pre-processing phase. Applying HTLPs to voting was suggested
when they were proposed by Malavolta and Thyagarajan [MT19]. However,
they left the details of making such a protocol practical, secure, and efficient
to future work. We aim to fill this gap with our techniques for various election
types and our EVM implementation.
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Auctions. Auctions are a natural fit for blockchains and were suggested as
early as 2018 [GY18|, albeit with a trusted auctioneer. Bag et al. [BHSRI9]
introduced SEAL, a privacy-preserving sealed-bid auction scheme without auc-
tioneers. However, their protocol employs two rounds of communication since
they apply the Hao-Zielinski Anonymous Veto network protocol [HZ06|. Tyagi
et al. proposed Riggs |[TAFT23|, a fair non-interactive auction scheme using
timed commitments [FKPS21l, §6]. This is perhaps the closest work to ours
in implementing auctions (but not voting) in a fully decentralized setting using
time-based cryptography. However, their design does not utilize homomorphism
to combine puzzles, and as a result, Riggs is not scalable to a real-world setting
with thousands of users. To achieve practicality, Riggs relies on an optimistic
second round in which users voluntarily open their puzzles. Our approach is
more practical as one only needs to solve a single (or handful of) TLPs, even in
the worst case. Chvojka et al. suggest a TLP-based protocol for both e-voting
and auctions [CJSS21], but their protocol has a per-election/auction trusted
setup. We observe that HTLPs can help reduce (but not fully eliminate) the
trust assumption by enabling a distributed per-protocol setup. We describe this
idea, which may be of independent interest, in Section [5.7.2

5.1.2 Time-based Cryptography

Time-based cryptography, which uses inherently sequential functions to delay
the revelation of information, also has a lengthy history dating to the intro-
duction of time-lock encryption in 1996 [RSW96]. Numerous variants have
emerged since then, including timed commitments [BN00|, proofs-of-sequential-
work [MMV13|, VDFs [BBBF18§|, and HTLPs [MT19], which we employ here.
For a recent survey, we refer the reader to Medley et al. [MLQ23]. The only
practical work we know of taking advantage of HTLPs is Bicorn [CATB23],
which builds a distributed randomness beacon with a single aggregate HTLP
for an arbitrary number of entropy contributors.

Delay encryption [BD21] constitutes the most recent development in time-
based cryptography. It allows time-lock encryption of a message to an identity
by combining identity-based encryption with inherently sequential computation.
However, the only construction is based on isogenies and has enormous memory
requirements (=~ 12 TiB), making it impractical.

One can emulate time-based cryptography by applying stronger assumptions
than the sequentiality of repeated (modular) squaring in groups of unknown or-
der. McFly [DHMW23| and tlock [GMR23] build time-lock encryption from
threshold trust, i.e., by assuming that a subset of signers reliably releases a
threshold BLS signature [BLS01] on the current timestamp. Even though this
strong assumption is at odds with our setting, we view this as a promising al-
ternate research direction for building efficient and fair on-chain protocols. In
this approach, submissions would be encrypted to a timestamp and could only
be decrypted with the knowledge of a BLS signature released at the particular
timestamp. This still requires linear work and storage in the number of sub-
missions, so enabling aggregation of multiple time-lock ciphertexts is necessary
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to make this approach suitable for voting and auction applications. Aggrega-
tion is not currently possible in the aforementioned schemes as they lack any
homomorphism, and we leave this question to future work.

5.2 Our Contributions

This work introduces Cicada, a framework for fair and non-interactive auctions
and votingE| Cicada uses time-lock puzzles (TLPs) [RSW96| to achieve tally-
privacy in a non-interactive, trustless, and efficient way. Intuitively, the TLPs
play the role of commitments to bids/ballots that any party can open after a
predefined time, avoiding the reliance on a second “reveal” round. Since solving a
TLP is computationally intensive, we use homomorphic TLPs (HTLPs) to com-
bine bids/ballots on-the-fly into a smaller number of TLPs which is independent
of the number of users. Therefore, besides removing interactivity, Cicada offers
improved storage compared to commit-reveal schemes, which incur linear stor-
age costs. Since fully homomorphic TLPs are not practically efficient, we only
require additive HTLPs, which have efficient constructions [MT19]. We use vec-
tor packing to encode bids/votes into HTLPs and use custom zero-knowledge
proofs (ZKPs) suited to the HTLP setting to enforce submission correctness.
Besides simple protocols like first-past-the-post (FPTP) voting, we show how
to realize more complicated auctions and elections, e.g., cumulative voting. We
define a syntax and security properties for time-locked voting and auction pro-
tocols and prove the security of Cicada with respect to these definitions.

Implementation Cicada is the first protocol for efficient, trustless, non-inter-
active, and fair auction/voting protocols. Despite the previous existence of our
building blocks (HTLPs, ZKPs, and vector packing), combining these primitives
in a way that maintains practical efficiency is non-trivial and has been a stum-
bling block for deployment. Thus, we also view our implementation of Cicada
and the analysis of optimal deployment choices as a central contribution of this
work.

We provide open-source implementations tailored to the popular Ethereum
Virtual Machine (EVM) with a word size of 256 bits. Our protocols are particu-
larly well-suited to the EVM since, unlike prior works, Cicada is non-interactive
and we do not need to keep bids, ballots, and proofs in persistent storage as they
are not required for any subsequent round. Our most efficient realizations work
in Z3, for N ~ 21924 groups which are not natively supported by the EVM. We
therefore also implement several gas-efficient libraries to support modular arith-
metic in such groups of unknown order which may be of independent interest.
We demonstrate in Section [5.6] that our protocols can be run today directly on
Ethereum and cost only several USD on popular layer-2 solutions.

1Adult North American cicadas emerge from the ground at predictable intervals of 13 or
17 years. Similarly, our ballots/bids remain hidden only for a fixed interval.
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Non-goals As discussed, our protocols target fairness via tally-privacy. Thus
we view everlasting privacy as a non-goal. Nonetheless, we observe that Ci-
cada is not inherently at odds with it and outline how it could be added to
the framework in Section [5.7.1] Relatedly, we consider anonymity an orthog-
onal problem. Where desired, users can add anonymity via privacy-enhancing
overlays [PSS19] [Eth19], [NefOT].

The voting literature also often views coercion-resistance [JCJ05], i.e., an
adversary’s inability to coerce voters to cast specific ballots, as a crucial prop-
erty. There are two main pathways to obtaining coercion-resistance: receipt-
freeness [BT94] or allowing unlikable revotes [LQT20]. Similar to previous
work [AdiO8|, we see receipt-freeness as a desideratum in high-stakes demo-
cratic elections but view it as a non-goal in our protocol design and target low
coercion-risk settings. Still, we note that coercion-resistance can be added to Ci-
cada via unlinkable revotes: if submitted ballots are stored in a zero-knowledge
set [Eth19], any ballot in the set can be revoked by (unlinkably) revealing its
nullifier and adding it to an on-chain nullifier accumulator [Pri].

5.3 Additional Preliminaries

Special Notation We will use n as the number of users, m as the number of
candidates, and w as the maximum weight to be allocated to any one candidate
in a ballot/bid (n,m,w € N). For simplicity and without loss of generality, we
assume the user identities are unique integers i € [n]. We generally use i € [n]
to index users and j € [m] for candidates.

5.3.1 Voting and Auction Schemes

We recall the specifics of FPTP, approval, range, and cumulative voting, along
with single-item sealed bid auctions. The cryptographically relevant details of
these schemes (i.e., the valid ballots’ structure: their domain, Hamming weight,
and norm) are summarized in Table We will show how to realize them in
the Cicada framework in Section (.5l

Majority, approval, range, and cumulative voting. In the classic first-
past-the-post (FPTP) voting scheme, voters can cast a vote of 1 (support) for
one candidate and 0 for all others. A slight generalization of FPTP is approval
voting, where users can assign a 1 vote to multiple candidates, i.e., the cast
ballot s can be seen as s € {0,1}™, where m is the number of causes. A further
generalization is range voting, where users can give each candidate up to some
weight w (thus, approval is the special case where w = 1). A related scheme is
cumulative voting, where users can distribute a total of w votes (points) among
the candidates (now FPTP is a special case where w = 1). In each case, each
candidate’s points are tallied and the candidate with the highest number is
declared the winner.
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Submission domain Hamming wt Norm

FPTP voting [0, 1]™ <1 <1
Approval voting [0, 1]™ <m <m
Range voting [0, w]™ <m < wm
Cumulative voting [0, w]™ <m <w
Ranked-choice voting (Borda) m([0,m — 1]) m—1 m(m —1)/2
Quadratic voting [0, y/w]™ <m |blj3 = (b,b) =w
Single-item sealed-bid auction [0, w] 1 <w

Table 5.2: Requirements for the domain, Hamming weight, and norm of a vector
b for it to be a valid submission in various voting/auction schemes. 7(S) denotes
the set of permutations of S. The norm is an ¢; norm unless otherwise specified.
m is the number of candidates, and w is the maximum weight that can be
assigned to any candidate.

Ranked-choice voting. In a ranked-choice voting scheme, voters can signal
more fine-grained preferences among m candidates by listing them in order of
preference. There are multiple approaches to determining the winner, including
single transferrable vote (STV) and instant runoff voting (IRV). In this work,
we focus on the simpler Borda count version [Emel3|, where each voter can cast
m — 1 points to their first-choice candidate, m — 2 points to their second-choice
candidate, etc., and the candidate with the most points is the winner. Our
protocols can be adapted to similar counting functions, such as the Dowdall
system [EG14], via minor modifications.

Quadratic voting. In quadratic voting [LW18§]|, each user’s ballot is a vector
b = (b1,...,bn) such that (b,b) = ||b||3 < w. Once again, the winner is
determined by summing all the ballots and determining the candidate with the
most points. Thus, this is also an additive voting scheme. However, proving
ballot well-formedness efficiently in this particular case benefits greatly from
the novel application of the residue numeral system (RNS) to private voting

(see Section [5.3.3)).

Single-item sealed-bid auction. In a sealed-bid auction for a single item
(e.g., an NFT or domain name), users submit secret bids to the auction con-
tract. The domain of the bids might be constrained, e.g., b € {0,1}* (in our
implementations k£ ~ 8 — 16; see Section . Therefore, bidders must prove
that their bid is well-formed, i.e., falls into that domain. Once all secret bids
are revealed, the contract selects the highest bidder and awards them the auc-
tioned item. The price the winner must pay depends on the auction scheme:
e.g., highest bid in a first price auction, second-highest in a Vickrey auction.
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5.3.2 Time-Lock Puzzles

A time-lock puzzle (TLP) [RSW96| consists of three efficient algorithms TLP =
(Setup, Gen, Solve) allowing a party to “encrypt” a message to the future. To
recover the solution, one needs to perform a computation that is believed to be
inherently sequential, with a parameterizable number of steps.

Definition 26 (Time-lock puzzle [RSWI6]). A time-lock puzzle scheme TLP =
(Setup, Gen, Solve) for solution space X consists of the following three efficient
algorithms:

e TLP.Setup(1*,T)s— pp: The (potentially trusted) setup algorithm takes

as input a security parameter 1* and a difficulty (time) parameter T, and
outputs public parameters pp.

e TLP.Gen(pp, s) $— Z: Given a solution s € X, the puzzle generation algo-
rithm efficiently computes a time-lock puzzle Z.

e TLP.Solve(pp, Z) — s: Given a TLP Z, the puzzle-solving algorithm re-
quires at least T' sequential steps to output the solution s.

Informally, we say that a TLP scheme is correct if TLP.Gen is efficiently
computable, and TLP.Solve always recovers the original solution s to a validly
constructed puzzle. A TLP scheme is secure if Z hides the solution s and no
adversary can compute TLP.Solve in fewer than T steps with non-negligible
probability. For the formal definitions, see [MT19].

Homomorphic TLPs. Malavolta and Thyagarajan [MT19] introduce homo-
morphic TLPs (HTLPs). An HTLP is defined with respect to a circuit class C
and has an additional algorithm Eval defined as:

e HTLP.Eval(pp,C, Z1,...,Zmy) — Z,: Given the public parameters, a cir-
cuit C € C where C' : X™ — X, and input puzzles Z3,...,7Z,,, the
homomorphic evaluation algorithm outputs a puzzle Z,.

Correctness requires that the puzzle obtained by homomorphically apply-
ing the circuit C' to m puzzles should contain the expected solution, namely
C($1,...,8m), where s; + HTLP.Solve(Z;). Again, we refer the reader to
IMT19] for the formal definition. Moving forward, we will use B for homomor-
phic addition and - for scalar multiplication of HTLPs. For the homomorphic
application of a linear function f, we write f(Z1,...,Zn).

Malavolta and Thyagarajan [MT19] give two HTLP constructions with lin-
ear and multiplicative homomorphisms, respectively. They require N to be a
strong semiprime, i.e., N = p- g such that p = 2p’ + 1 and ¢ = 2¢’ + 1 where
p’,q are also prime. The linearly-homomorphic HTLP is based on Paillier en-
cryption [Pai99), while the multiplicative homomorphism is achieved by working
over the subgroup Jn C Zj; of elements with Jacobi symbol +1. We recall their
constructions below.
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Construction 5 (Linear HTLP [MT19]).

e HTLP.Setup(1*,T) s— pp: Sample a strong semiprime N and a generator

g <$ Zy, then compute h = gQT mod N € Z%. (This can be computed
efficiently using the factorization of N ). Output pp := (N, g, h).

e HTLP.Gen(pp, s;7) — Z: Given a value s € Zy, use randomness r € Zyz
to compute and output

Z:=(¢" mod N, """ .(1+N)* mod N?) € Jn x Zi-

e HTLP.Open(pp, Z,r) — s: Parse Z := (u,v) and compute w := u2" mod N

N 2
= h" via repeated squaring. Output s := W.

e HTLP.Eval(pp, f, Z1,Z2) — Z: To evaluate a linear function f(x1,x9) =
b+ a1x1 + asxa homomorphically on puzzles Zy = (u1,v1) and Zy =
(ug,v2), return

Z = (ud" -u* mod N,v{* -v5> - (1+ N)® mod N?).

Correctness holds because for all s € Zy and Z = (u,v) <~ HTLP.Gen(pp, s),

o/(REYN  mod N2) — sy _
HTLP.Open(pp, Z) = (v/(hT) N dN7) -1 = ((1—'_]]\([) ) -1 =s (5.1)

since (1 + N)* =1+ Nz mod N2. Correctness of the homomorphism follows
since for all linear functions f(x1,z2) = b+ a121 + aszs and all Z; = (u;,v;) €
Im(HTLP.Gen(pp, s;;7;)) for i € {1,2}E|

HTLP.Eval(pp, f, Z1, Zo) = (u{* - u§?, (1 4+ N)® - ot - v5?)
— (97‘1(11 .g'fgaz’ (1 4 N)b . thul . (1 +N)sla1 _h'l"zNLLQ . (1 +N)32a2)
— (gr1a1+r2a2’ h(r1a1+r2a2).N . (1 +N)b+sla1+52a2)

= HTLP.Gen(pp, f(s1, 82); ria1 + reas)
which opens to f(s1, s2) by Equation (5.1)).
Construction 6 (Multiplicative HTLP [MT19]).

e HTLP.Setup(1*,T) s— pp: Same as Construction @

e HTLP.Gen(pp, s;7) — Z: Given a value s € Jn, use randomness r € Zy-
to compute and output

Z:=(¢" mod N, h"-s mod N) € Zy X Zx

2For space and clarity we drop the moduli and assume that we are working in the appro-
priate ring in each coordinate (namely Zy and Z 2, respectively).
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e HTLP.Open(pp, Z,r) — s: Parse Z := (u,v) and compute w := w2 mod N
= h" via repeated squaring. Output s := v/w.

e HTLP.Eval(pp, f, Z1, Z2) — Z: To evaluate a multiplicative function f(xq,
o) = ax1x9 homomorphically on puzzles Zy = (u1,v1) and Zs := (us,
va), Teturn

Z = (u1-u2 mod N,a-v;-vy mod N)

Construction |§| operates over the solution space Jy (instead of Zy). It is easy
to see that HTLP.Open(pp, HTLP.Gen(pp, s)) = s for all s € Z%,. Furthermore,
for all f(z1,22) = axi29 and all Z; = (u;,v;) € Im(HTLP.Gen(pp, s;;7;)) for
ie{1,2},

HTLP.Eval(pp, f, Z1,Z2) = (u1 -us mod N,a-v; -va mod N)
=(¢g"¢g™ mod N, h™h"™ -as;ss mod N)
= (¢ mod N, R "2 as1s5  mod N)
= HTLP.Gen(pp, f(s1,82);7m1 + r2)

As an alternative, we introduce a novel linear HTLP based on the exponen-
tial ElGamal cryptosystem [CGS97| over a group of unknown order (Construc-
tion . This can be seen as a lifting of the multiplicative HTLP to put s in
the exponent, with changes shown in blue. The construction requires a small
solution space X C Zy, i.e., ¥ ={s:s€Jy N s < N}.

Construction 7 (Efficient linear HTLP.).

HTLP.Setup(1*,T) $— p. Output p := (N, g,h,y), where y +s Z% and the re-
maining parameters are the same as in constructions [5 and[g

HTLP.Gen(p, s;7) — Z. Given a value s € X C Zn, use randomness r € Zy to
compute and output

Z:=(¢g" mod N, h"-y* mod N) € Zy x Zy
HTLP.Open(p, Z,r) — s. Parse Z = (u,v) and compute w := u?" mod N

= h" via repeated squaring. Compute S := v/w and brute force the discrete
logarithm of S w.r.t. y to obtain s.

HTLP.Eval(p, f, Z1, Z2) — Z. To evaluate a linear function f(xi,z2) = b+
ayx1 +asxy homomorphically on puzzles Zy = (uy,v1) and Zy := (uz,vs),
return

Z = (uS" -uy® mod N,v{*-v52-4® mod N).

This scheme is only practical for small X since, in addition to recomputing
h", recovering s requires brute-forcing the discrete modulus of y®. We discuss
the efficiency trade-off between these two constructions in Section [5.6.1
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Non-malleability. Introducing a homomorphism raises the issue of puzzle
malleability, i.e., “mauling” one puzzle (whose solution may be unknown) into
a puzzle with a related solution. This could lead to issues when HTLPs are
deployed in larger systems, prompting the definition of non-malleability for
TLPs [FKPS21]. We instead define and enforce non-malleability at the sys-
tem level (see Section [5.4]).

5.3.3 Vector Packing

In many voting schemes, a ballot consists of a vector indicating the voter’s
relative preferences or point allocations for all m candidates. To avoid solving
many HTLPs, it is desirable to encode this vector into a single HTLP, which
requires representing the vector as a single integer. This motivates the following
definition.

Definition 27 (Packing scheme). A setup algorithm PSetup and pair of effi-
ciently computable bijective functions (Pack, Unpack) is called a packing scheme
and has the following syntax:

e PSetup(¢,w) — pp: Given a vector dimension £ and mazimum entry w,
output public parameters pp.

e Pack(pp,a) — s: Encode a € (Z)" as a positive integer s € Z.F.

e Unpack(pp,s) — a: Given s € Z*, recover a vector a € (Z+)".

For correctness we require Unpack(Pack(a)) = a for all a € (Z1)*.

The classic approach to packing [Gro05l, [HS00] uses a positional numeral
system (PNS) to encode a vector of entries bounded by w as a single integer
in base M := w (see Construction [§ below). Instead, we will set M := nw + 1
to accommodate the homomorphic addition of all n users’ vectors. Each voter
submits a length-m vector with entries < w; summing over n voters, the result
is a length-m vector with a maximum entry value nw. To prevent overflow, we
set M =nw + 1.

Construction 8 (Packing from Positional Numeral System).

e PSetup(¢,w) — M: Return M :=w + 1.

e Pack(M,a) — s: Output s := Z|]a:\1 a; M~

e Unpack(M,s) — a: Let £ := [log,, s|. For j € [{], compute the jth entry

ofa asaj :=s mod MI~'.

We also introduce an alternative approach in Construction [9] which is based
on the residue numeral system (RNS). The idea of the RNS packing is to inter-
pret the entries of a as prime residues of a single unique integer s, which can be
found efficiently using the Chinese Remainder Theorem (CRT). In other words,
for all j € [¢], s captures a; as s mod p;.
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Construction 9 (Packing from Residue Numeral System).

e PSetup({,w) — p: Let M := w+1 and sample £ distinct primes p1,...,De
s.t. p; > M Yy € [¢]. Return p := (p1,...,De)-

e Pack(p,a) — s: Given a € (Z1)*, use the CRT to find the unique s € Z+
s.t. s =a; (mod p;) Vj € [{].

e Unpack(p, s) — a: return (a1, ...,a¢) where a; =s mod p; Vj € [{].

A major advantage of this approach is that, in contrast to PNS, which is only
additively homomorphic for SIMD (single instruction, multiple data), the RNS
encoding is fully SIMD homomorphic: the sum of vector encodings Zie[n] Si
encodes the vector a; = Zie[n] a;, and the product Hie[n] s; encodes the vec-
tor ax = Hz‘e[n] a;. Note that as in the PNS approach, we set M = nw + 1
to accommodate homomorphic addition of submissions; homomorphic multipli-
cation, however, would require M = w™ + 1, and the primes in p would hence
be larger as well. Although the RNS has found application in error correc-
tion [TC14, IKPT™22|, side-channel resistance [PFPBIS]|, and parallelization of
arithmetic computations [AHK1T, BDMO06, [GTNT11), VNL™20|, to our knowl-
edge it has not been applied to voting schemes. We show in Section that
RNS is a natural fit for some voting schemes, e.g., quadratic voting, leading to
more efficient proofs of ballot correctness.

5.4 Time-Locked Voting and Auction Protocols

We introduce a generic syntax for a time-locked voting/auction protocol. Any
such protocol is defined for a base scoring function ¥ : X™ — Y (e.g., second-
price auction, range voting), which takes as input n submissions (bids/ballots)
S1,- .-, 8y in the submission domain X and computes the election/auction result
3(s1y...,8,) € Y. It is useful to break down the scoring function into the “tally”
or aggregation function ¢ : X — X’ and the finalization function f : X’ — ),
i.e., X = fot. For example, in FPTP voting, the tally function ¢ is addition,
and the finalization function f is arg max over the final tally /bids.

Definition 28 (Time-locked voting/auction protocol). A time-locked voting/
auction protocol Iy, = (Setup, Seal, Aggr, Open, Finalize) is defined with respect
to a base voting/auction protocol ¥ = fot, wheret: X™ = X’ and f : X' — ).

Setup(1*,T) $— (pp, Z). Given a security parameter X and a time parameter T,
output public parameters pp and an initial time-locked value Z.

Seal(pp, i, s) $— (Z;,m;). User i € [n] seals its submission s € X into a time-
locked submission Z;. It also outputs a proof of well-formedness ;.

Aggr(pp, 2,1, Z;,m;) — Z'. Given a time-locked aggregate Z, a time-locked sub-
mission Z; of user i, and a proof 7;, the aggregation algorithm checks the
proof and potentially uses Z; to update Z to Z'.
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Open(pp, Z) — (8, Topen)- Using T sequential steps, open the time-locked aggre-
gate Z to's (in a correct execution, s = t(sy,...,8,)) and compute a proof
Topen t0 prove correct opening of Z to s.

Finalize(pp, Z,s, mopen) — {y, L}. Given a proposed opening s of Z and a proof
Topen, €ither reject s or compute the final result y = f(s) € Y.

Note that the Setup(-) algorithm may use private randomness. In particu-
lar, our implementation of Cicada uses cryptographic groups (RSA and Paillier
groups) that cannot be efficiently instantiated without a trusted setup (an un-
trusted setup requires gigantic moduli [San99]). This trust can be minimized
by generating the group via a distributed trusted setup, e.g., [BFOI, [CHI" 21,
DMI10]. Alternatively, Cicada can be instantiated in a fully trustless manner us-
ing HTLPs over class groups [TCLM21], which do not require a trusted setup;
however, class group HTLPs are less efficient and verifying them on-chain is
more costly (see Section .

A time-locked voting/auction protocol IIy; must satisfy the following three
security properties:

Correctness Ily is correct if, assuming setup, submission of n puzzles, ag-
gregation of all n submissions, and opening are all performed honestly, Finalize
outputs a winner consistent with the base protocol X.

Definition 29 (Correctness). We say a voting/auction protocol Iy with ¥ :
X" — Y is correct if for all T, \ € N and submissions si,...,5, € &,

(pp, Z) = Setup(1*, T') A
Finalize(pp, Zfinals Sa 7Topen) (Zz, 7Ti) —$ Seal(pp, 1, 81) Vi € [TL] N
= E(Sl, ey S") Zfinal < Aggr(pp7 Z, {Zv Z;, Wl}le[n]) A
(Sa ’/Topen) — Open(PP» 2’7ﬁna|)

=1

where the aggregation step is performed over all n submissions in any order.

Submission privacy. The protocol satisfies submission privacy if the adver-
sary cannot distinguish between two submissions, i.e., bids or ballots. Note that
this property is only ensured up to time 7.

Definition 30 (Submission privacy). We say that a voting/auction protocol Il
with ¥ : X™ — Y is submission-private if for all T\ € N;i € [n] and all PPT
adversaries A running in at most T sequential steps, there exists a negligible
function negl(X\) such that

(pp, Z) +s Setup(1*,T) A
b+s{0,1} A
(Z;,m;) +s Seal(pp,i,b) A
b .A(pp, Z,i, 2, 7Tz')

Pr|b=10
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Non-malleability. Submission privacy alone does not suffice for security:
even without knowing the contents of other puzzles, an adversary could submit
a value that depends on other participants’ (sealed) submissions. For example,
in an auction, an attacker can always win by homomorphically computing an
HTLP containing the sum of all the other participants’ bids plus a small value
€. Therefore, we also define non-malleability, which requires that no participant
can take another’s submission and replay it or “maul” it into a valid submission
under its own name.

Definition 31 (Non-malleability). We say that a voting/auction protocol Il
with ¥ : X™ — Y is non-malleable if for all T, A\ € N and all PPT adversaries A
running in at most T sequential steps, there exists a negligible function negl(\)
such that

Aggr(ppa Za 7:’ Zia 7Ti) # Z A (pp7 Z) 8 Setup(l/\7 T) A

Pr (Z7 %y Zia 7Ti) ¢ Q (Za Zi7 Tri) — AOSeaI(PP,'7')(pp, Z)

< negl(})

where Oseal (PP, -, ) is an oracle which takes as input any j € [n] and s; € X
and outputs (Z;,m;) < Seal(pp, j, s;), and Q is the set of queries and responses
(4,85, Z5,m;) to the oracle.

Notice that the check Aggr(p, Z, i, Z;, ;) # Z captures the requirement that
the proof m; output by A should verify, since otherwise Aggr does not update
the tally HTLP(s) but outputs the same Z as in the input.

5.5 The Cicada Framework

We present Cicada, our framework for non-interactive private auctions/elections,
in Figure Cicada can be applied to voting and auction schemes where the
scoring function ¥ = f ot has a linear tally function ¢. The framework uses
a linear HTLP (Section , a vector packing scheme (Section , and
matching NIZKs (which we present in Section to ensure correctness of
submissions by proving both the well-formedness of the puzzle and the solu-
tion’s membership in X.
We envision three types of participants, as illustrated in Figure [5.1}

Users. We simply refer to voters or bidders as users. Users submit bids or
ballots, which we generically call submissions. We assume some external
process to establish the set of authorized users (which may be open to all).
Once users place their submissions, no further action is required of them.

On-chain coordinator. We refer to the tallier/auctioneer as the coordinator,
typically implemented as a smart contract that collects submissions. The
coordinator transparently calculates the winner(s). In the case of an auc-
tion, they might also transfer (digital) assets to the winner(s). In an
election, they might grant special privileges to the winner.
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Figure 5.1: The system model of Cicada. (1) Submission phase: users generate
their bids/ballots as HTLPs and post them to a public bulletin board, e.g., a
blockchain. (2) Aggregation: an on-chain contract homomorphically combines
submissions into an aggregate puzzle as they are submitted. (3) Opening: after
all submissions have been aggregated, an off-chain entity solves the aggregate
HTLP using T sequential steps and submits the solution to the contract. (4)
Finalize: The smart contract may do some final computation over the solution
to compute the result and announces the winner. Submission privacy is ensured
only until the start of the Open phase. In Section[5.7.1} we show how voters can
pool their submissions to achieve everlasting ballot privacy.

Off-chain solver. We assume an untrusted solver who unlocks the final (set
of) HTLP off-chain and submits the solution(s) to the coordinator with
a proof of correct opening. In principle, this could be any party, but in
practice will likely be one of the parties participating in (or administering)
the vote/auction or a paid marketplace [Aba23, [TGB™21].

Cicada implements a time-locked auction/voting scheme (Definition as
follows: (0) System participants agree on a delay parameter T and packing
parameter £. The latter introduces a crucial design choice, defining a storage-
computation trade-off we detail in Section The coordinator (or a set of
trusted parties, depending on the HTLP construction used) runs the Setup al-
gorithm to output HTLP public parameters pp and initialize a (set of) aggregate
HTLP(s) Z containing zeros. (1) A user ¢ runs the Seal algorithm to encode
their submission (a bid or ballot) v; into (a set of) HTLP(s) Z;. Seal also
outputs a NIZK ; proving that Z; is well-formed, i.e., its contents are in the
domain X of the scoring function ¥. Users send their submissions and proofs
to the on-chain coordinator. (2) Upon receiving a user submission Z;,m;, the
coordinator (Cicada smart contract) runs Aggr to verify =;, and if it is valid,
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The Cicada Framework
Let X : X™ — ) be the scoring function of a voting/auction scheme where
¥ = fot for a linear function ¢ and X = [0,w]™. Let HTLP a linear
HTLP, T € N a time parameter representing the election/auction length, and
(PSetup, Pack, Unpack) a packing scheme. Let NIZK be a NIZKPoK for sub-
mission correctness (language depends on X, HTLP; see Section and PoS
be a proof of correct HTLP solution (see Section [5.5.2).

Setup(1*,T,¢)s— (pp, Z). Set up the public parameters ppyzk S
NIZK.Setup(1*), ppy, <$ HTLP.Setup(1*,T'), and pp,,q < PSetup (¢, w).
Let Z = {Z;}je(m/ where Z; <s HTLP.Gen(0). Output pp :=
(Ppum PPpack> PPnizk) and Z.

Seal(pp,i,v;) $— (Z;, 7). Parse v; = vii||...[|[Vim. Compute Z;; <
HTLP.Gen(Pack(v;;)) Vj € [m/{] and 7w < NIZK.Prove((i, Z;),v;).
Output (Zi = {Zi,j}je[m/é]yﬂ-i)

Aggr(pp, 2,1, Z;,m;) — Z'. It NIZK Verify((i, Z;), m;) = 1, update Z to ZHBZ;.
Open(pp, Z) = (S, Topen). Parse Z := {Z;};cm g and solve for the encoded

tally S = {s;}je[m/q where s; <~ HTLP.Solve(Z;). Prove the correctness
of the solution(s) as Topen <~ PoS.Prove(S, Z,27) and output (S, mopen)-

Finalize(pp, Z, S, open) — {y, L}. If PoS.Verify(S, Z, 2T, mopen) # 1, return L.
Otherwise, parse S := {s;}je[m/q and let v := vil|...|[vy, s, where
v; < Unpack(s;) Vj € [m/¢]. Output y such that y = X(v).

Figure 5.2: The Cicada framework for non-interactive private auctions and elec-
tions.

aggregates Z; into the tally HTLPs Z, resulting in updated tally Z’. (3) After
the voting/bidding period has ended, any party can open the tally HTLPs Z
off-chain by running Open, which outputs the opening(s) s of the tally HTLP(s)
Z along with a proof of correct opening Topen (using a proof of solution PoS, see
Section . The off-chain solver will send s, mopen to the contract. (4) The
on-chain contract runs Finalize to verify the correctness of s by checking mopen.
If the check passes, it computes the auction/election winner(s) as y = f(s).

Additive voting Cicada captures “additive” voting schemes, meaning each
ballot (a length-m vector) is simply added to the tally, and a finalization function
f is applied to the tally after the voting phase has ended to determine the winner.
This includes many popular voting schemes such as first-past-the-post (FPTP),
approval, range, and cumulative voting. Simple ranked-choice voting schemes,
e.g., Borda count [Emel3|, are also additive, differing only in what qualifies as a
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“proper” ballot (restrictions on vector entries, norm, etc.; see Table |5.2). Thus,
Cicada can instantiate fair voting protocols for all these schemes.

Sealed-bid auctions The Cicada framework can also be used to implement a
sealed-bid auction with a number of HTLPs which is independent of the number
of participants n. Assuming bids are bounded by M, we use an HTLP with so-
lution space X such that |X| > M™. Each user ¢ submits Z; < HTLP.Gen(bid;)
and 7;, where m; proves 0 < bid; < M. A packing of the bids is computed at
aggregation time, with Aggr updating Z to Z 8 (M*~!- Z;). After the bidding
phase, the final “tally” is opened to s* and the bids are recovered as Bids := {s*
mod M ifl}ie[n]. Any payment and allocation function can now be computed
over the bids; in the simplest case, the winner is arg max;(Bids) and their pay-
ment is max;(Bids). Here, the full set of bids is revealed after the auction
concludes since max; is a nonlinear function and cannot be computed homo-
morphically using linear HTLPs.

Locking up collateral is necessary for every (private) auction scheme. We
treat the problem of collateral lock-up as an important but orthogonal problem
and refer to [TAF"23| for an extensive discussion.

5.5.1 Security Proof of Cicada

Intuitively, submission privacy follows from the security of the HTLP (assum-
ing the delay T is longer than the submission phase) and the zero-knowledge
property of the NIZKs: the submission can’t be opened before time 7" and none
of the proofs leak any information about it. Non-malleability is enforced by
requiring the NIZK to be a proof of knowledge and including the user’s identity
7 in the instance to prove, e.g., including it in the hash input of the Fiat-Shamir
transform. This prevents a malicious actor from replaying a different user’s
ballot correctness proof.

Theorem 4. Given a linear scoring function %, a secure NIZKPoK NIZK
and proof of solution PoS, a secure HTLP, and a packing scheme (PSetup,
Pack, Unpack), the Cicada protocol Iy (Figure s a secure time-locked vot-
ing/auction protocol.

Proof. For simplicity, we give a proof for the simple case of X = [0, 1], i.e., sub-
missions consist of a single bit, but our argument generalizes to larger domains
X. Let n € N be the number of users.

The correctness of the Cicada framework (cf. Definition follows by con-
struction and from the correctness of the underlying building blocks (i.e., sound-
ness in the case of the proof systems).

Next, we prove submission privacy. Let ExpSPriv“ﬁ‘E()\, T,1) be the original
submission privacy game for the Cicada scheme IIy; with T-bounded adversary
A, cf. Definition [30] We define a series of hybrids to show that

Pr[ExpSPrivii, (A, T.i) = 1] < negl()\)
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for all \,T € N and i € [n].

Ho: This is the original game ExpSF"rivéZ (A, T,4), where Z; < HTLP.Gen(b)
and m; < NIZK.Prove(i, Z;,b).

Hi: Replace m with 7 < NIZK.S(¢, Z;). H1 is indistinguishable from #y by
the zero-knowledge property of NIZK.

Hsa: Replace Z; with Y; <~ HTLP.Gen(1 — b) and 7 with & < NIZK.S(4,Y;).
Hi and Ho are indistinguishable because the distributions {Z;,S(i, Z;)} and
{Y;,8(i,Y;)} are indistinguishable since {Z;}, {Y;} are indistinguishable by the
security of HTLP.

Hs: Replace ¢ with o < NIZK.Prove(,Y;,1 — b). #3 is indistinguishable
from H, by the zero-knowledge property of NIZK.

This series of hybrids implies Pr[b/ = b] =) Pr[t/ = 1 — b], where ¥’ is the
output of A in Hg or Hs, respectively. Therefore Pr[ExpSPrivéE \T,i)=1] <
1 + negl(A).

Finally, we show that if NIZK is a PoK and HTLP is secure, then Cicada
is non-malleable (Definition . Suppose towards a contradiction that Cicada
is malleable. We will use this and the fact that NIZK is a PoK to construct
an adversary B which has non-negligible advantage in the HTLP security game.
Again, we work in the simple case X = [0, 1], i.e., m, ¢, w = 1, but the argument
generalizes to other parameter settings.

Since by our assumption Cicada is malleable, there exists A which out-
puts (i,-, Z;,m;) ¢ Q such that NIZK.Verify((i, Z;),7) = 1 with non-negligible
probability. Given a puzzle Z, containing some unknown bit b, B works as
follows. First, it computes (pp,Z) <$ Setup(1*,7,1) and sends them to the
non-malleability adversary A. B responds to A’s oracle queries (7, b;) with hon-
estly computed (Z;,7;), keeping track of queries and responses in the set Q.
When A outputs (i, Z;, 7;), B looks for (i,b;, Z;, m;) € Q and outputs b;. Since
A has non-negligible advantage, it follows that NIZK.Verify((i, Z;),m;) = 1. This
implies that either Pr[b; = b] = 1 + negl(A) or NIZK is not knowledge sound.
Both possibilities contradict our assumptions, namely that the HTLP is secure
and the NIZK is knowledge sound. Thus, Cicada must be non-malleable. O

5.5.2 Ballot/Bid Correctness Proofs

For our NIZKs, we assume HTLPs are of the form (u,v) = (9", h"y®) € G1 x G,
where G1, Go are groups of unknown order. This captures all known construc-
tions of HTLPs: in the case of the Paillier HTLP (Construction , Gy = Jn,
Gy = Zy2, h = (g2T)N, and y = 1 + N. For the exponential ElGamal HTLP
(Construction , G =Gy =7y, h = ggT, and y € G;. And for the class
group HTLP [TCLM21|, G;,G2 are cyclic subgroups of the respective class
groups Cl(Ag), Cl(¢>Ak), respectively, h = wq(GQT) where G is a generator
of Gy and v, : Cl(Ak) — Cl(¢*Ak) is an injective map, and y € Gy is the
generator of a subgroup in which the discrete logarithm problem is easy (see
[TCLM21] for details).
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Proof of solution During the finalization phase of our protocol, any party
can solve the final HTLP off-chain and submit a solution to the contract. To
enforce the correctness of this solution we require the solver to include a proof
of the following relation:

Rpos = {((y,u,v,w € G,s €Z); L) :w = WA v= wy® € G} (5.2)

We call such a proof system PoS = (Prove, Verify). It can be realized as the
conjunction of two proofs of exponentiation (PoE) [Piel9, [WesI9| for w = u?’

and y* = v/w. A PoE is a proof for the following relation:
Reoe = {(v,w € G,z €Z); L) :w=u" € G}

Note that there is no witness in the Rpog relation, i.e., the verifier knows
the exponent z. The primary goal of the PoE proof system for the verifier is to
outsource a possibly large exponentiation in a group G of unknown order.

Wesolowski’s proof of exponentiation protocol (PoE)

Public parameters: G <s$ GGen(\).
Public inputs: u,w € G,z € Z.
Claim: v* = w.

1. V sends [ <s Primes(\) to P.

2. P computes ¢ = | 7| € ZAr € [l], where z = gl+7. Psends Q =u? € G
to V.

3. V computes 7 = x mod [.

V accepts iff w = Qu".

Observe that the verifier sends a prime number as a challenge. When we
make this protocol non-interactive via the Fiat-Shamir transform, we use a stan-
dard HashToPrime(-) function to generate the correct challenge for the prover.
In our implementation, we use the Baillie-PSW primality test [PSW80] to show
that a randomly hashed challenge is indeed prime.

Proofs of well-formedness To prove that HTLP ballots are well-formed
during the submission phase, we will use several different proofs of knowledge
about TLP solutions. Most of our protocols make use of the fact that for such
HTLPs, v has the same structure as a Pedersen commitment [Ped92].

Since we are operating in groups of unknown order, to circumvent the impos-
sibility result of [BCK10] and achieve negligible soundness error for Schnorr-style
sigma protocols, we assume access to some public element(s) of G, G2 whose
representations are unknown. We prove security assuming G, Gy are generic
groups output by some randomized algorithm GGen()). For more on instan-
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tiating Schnorr-style protocols in groups of unknown order while maintaining
negligible soundness error, see [BBF19].

Well-formedness and knowledge of solution To prove knowledge of a
puzzle solution in zero-knowledge, our starting point is the folklore Schnorr-style
protocol for knowledge of a Pedersen-committed value. Our protocol zk-PoKS
is shown below.

zkPoK of TLP solution (zk-PoKS)

Public parameters: G;,Gy +$ GGen(\), b > 2% |G;| Vi € {1,2}, and
g < Gl,h,y € Go.

Public input: HTLP Z = (u,v).

Private input: s,r € Z such that Z = (¢", h"y*).

1. P samples «, 8 < [~b,b] and sends A := h®y?, B := g to V.

2. V sends a challenge e +s$ [27].

3. P computes w = re + a and x = se + 3, which it sends to V.
V accepts iff the following hold:

veA = h"y”"
ueB — gw

Equality of solutions Again, our starting point is the folklore protocol of
equality of Pedersen-committed values: given two HTLPs with second terms
v1,vg, if the solutions are equal the quotient is vy /ve = h™~"2. To prove the
equality of the solutions, it therefore suffices to show knowledge of the dis-
crete logarithm of v /vy with respect to h using Schnorr’s classic sigma proto-
col [Sch90] with the previously described adjustments. Because of its simplicity
we do not explicitly write out the protocol, which we will refer to as zk-PoSEgq.

Binary solution In an FPTP vote for m = 2 candidates, users only need to
prove that their ballot (¢", h"y®) encodes 0 or 1. More formally, users prove the
statement (u = ¢g" Av="h")V (u=g" Avy~! = h"). This can be proved using
the OR-composition [CDS94] of two discrete logarithm equality proofs [CP93]
with respect to bases g and h and discrete logarithm r. A similar proof strategy
could be applied if the user has multiple binary choices, e.g., approval and
range voting. The OR-composition of multiple discrete logarithm equality proofs
yields a secure ballot correctness proof for those voting schemes.

Positive solution We use Groth’s trick [Gro05|, based on the classical Leg-
endre three-square theorem from number theory, to show that a puzzle solution
s is positive by showing that 4s + 1 can be written as the sum of three squares.
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Our protocol deals only with the second component of the TLP, making use of
the proof of solution equality (zk-PoSEq) described above and a proof that a
TLP solution is the square of another (zk-PoKSqS, described next).

Proof of positive solution (zk-PoPS)

Public parameters: Gy +3$ GGen(\), a secure HTLP, and h,y € Go.
Public input: v € Gy such that (-,v) € Im(HTLP.Gen).
Private input: s,r € Z such that v = h"y® and s > 0.

1. Find three integers s1, 82, s3 € Z such that 4s+ 1 = s7 + s3 + 53 and, for
each 7 = 1,23, compute two HTLPs:

Zj — HTLP.Gen(sj)
2
Zj < HTLP.Gen(s7)

2. Use zk-PoKSqS to compute a proof o; of square solution for each pair
(Zj,73) for j =1,2,3.

3. Use zk-PoSEq to compute a proof oeq of solution equality for 4 - Z H 1
and Z] B Z, B Zj.

The full proof consists of (¢1, 02, 03, 0eq), all computed with the same challenge
e € [22].

Square solution To prove that a puzzle solution is the square of another,
we use a conjunction of two zk-PoKS variants which proves knowledge of the
same solution with respect to different bases. In particular, we consider only
the second terms v; = A"'y® and vy = h’”2y52. We use the fact that vy can
be rewritten as h">~"%y7 and prove that its opening w.r.t. base v; equals the
opening of v.

Proof of square solution (zk-PoKSqS)

Public parameters: Gy +$ GGen(\), b > 22*|Gs|, and h,y € G,.

Public input: v, vs € Go. ,
Private input: s,ry,79 € Z such that v; = A™y® and vo = A™y* =
hT27T1sys,

1. P samples ay, az, B <8 [—b,b] and sends A; := h*1y? Ay = ho‘zvf to V.
2. V sends a challenge e < [2}].

3. P computes w; = rie+ i, we = (re —ri1s)e+ag, and x = se+ (3, which
it sends to V.
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V accepts iff the following hold:

viA; = hYy*

v§ Ay = h"20¥

Quadratic voting [LW18] Each voter i submits two linear HTLPs: Z="
containing s; and Z!™ containing s7, where s; is an encoding of the ballot b;.
Z;a"y will be accumulated into the running tally as usual, and Z]°™ will be used

to enforce the norm bound. A well-formed sealed ballot is therefore of the form
Z; = (Z;a”y, ZMrm) such that:

Check #1. The vector entries enclosed in Z°™ are the squares of those en-
closed in 2",

Check #2. Z°™ has ¢; norm strictly equal to wE|

The first check is much simpler and more efficient when using RNS packing.
Recall that with this packing, a solution s encodes the ballot (by,...,b,) as s
mod p; = b; Vj € [m], and that this encoding is fully SIMD homomorphic. It
follows that s> mod p; = b? for all j € [m]ﬁWith the RNS packing it therefore
suffices to prove a square relationship once for the puzzles encoding s and s>
(e.g., using zk-PoKSqS) rather than m times for all the vector entries. This is in
contrast to the PNS packing used by all previous private voting schemes in the
literature, where the absence of a multiplicative homomorphism would require
proving the square relationship for every vector entry individually.

Regardless of the vector encoding, the second check is more involved: the
user needs to open a sum of vector entries (the residues) without revealing the
entries (residues) themselves. One approach is for the user to commit to each
vector entry in Z™, i.e., a;; = s? mod p;, with a Pedersen commitment, and
use a variant proof of knowledge of exponent modulo p; (PoKEMon [BBF19)])
to show the commitments contain the appropriate values a;;. Then, it can open
the sum of the commitments. PoKEMon proofs are batchable, so the contract
can verify them efficiently and check that the sum of the commitments opens
to w.

5.5.3 Security Proofs of Sigma Protocols

Finally, we prove special-soundness and honest-verifier zero-knowledge (HVZK)
of the sigma protocols in Section Any such protocol can be made into
a non-interactive zero-knowledge proof of knowledge (NIZKPoK) via the Fiat-
Shamir transform [FS87].

3We make this stricter requirement to simplify the norm check. Note that voters should
be incentivized to submit such votes, since it maximizes their voting power.
4 Assuming 8? < p; for all j, which in our case will hold regardless, we set each p; < nw

to avoid overflow when adding ballots and s? < w < nw.
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Theorem 5 (zk-PoKS). The protocol zk-PoKS is a special sound and HVZK
proof system in the generic group model.

Proof. For special soundness, we show that given two distinct accepting tran-
scripts with the same first message, i.e., (4, B, e, w, z) and (A, B, ', w’, z’) where
e # €', we can extract the witnesses r, s. The proof follows the blueprint of the
proof of Theorem 10 in [BBF19]. Since the transcripts are accepting, we have

hwyz — %A hw'yz' — ,Ue'A
_ hre+ayse+ﬁ — hre'+ayse'+6

Combining the two equations we get
hrAeysAe _ hAwyAx

= A = hA“’yAz (5.3)

where Ae = e — ¢’ and Ay, Ax are defined similarly. Then with overwhelming
probability, rAe = Aw and sAe = Az (cf. Lemma 4 of [BBF19]), so Ae € Z
divides Aw € Z and Az € Z and we can extract r,s € Z as r = Aw/Ae and
s = Azx/Ae.

We will now show that these values are correct, i.e.,
Assume towards a contradiction that this does not hold and p = h2w/Aey
# v. Since p2¢ = v2¢ by Equation , this must mean that (;/v)*¢ = 1 and
therefore p/v € G is an element of order Ae > 1. Since Ae is easy to compute
and p/v is a non-identity element of Go, this contradicts the assumption that G
is a generic group (specifically, it contradicts non-trivial order hardness [BBF19,
Corollary 2]). We thus conclude that our extractor successfully recovers the
witnesses r and s.

We still need to verify that the r* we can extract from u will be consistent
with the one extracted from v, i.e., 7* = r. Again we know

v = hAw/AeyAz/Ae.
Aw/Ae

g¥ =u’B ¢ =u’B
_ gr*e+a* _ g’r*e'Jra*
so by a similar argument r* = Aw/Ae, which equals r. Thus the protocol
satisfies special soundness.

To prove HVZK, we give a simulator which produces an accepting tran-
script (A, B, é,w, ) that is perfectly indistinguishable from an honest transcript
(A, B,e,w,r). The simulator is quite simple: it samples é <+$ [2*] identically
to an honest verifier, then samples w,7 +$ Z and sets A := h®y%y~=¢ and
B := ¢g®u~®. It follows by inspection that the transcript is an accepting one.
Furthermore, notice that A and B are uniformly distributed in G, and Gy,
respectively, just like A, B in the honest transcript. Also, both Z and z are
uniform in Z. Thus the simulated transcript is perfectly indistinguishable from
an honest one. O
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Theorem 6 (zk-PoKSqS). The protocol zk-PoKSqS is a special sound and HVZK
proof system in the generic group model.

Proof. For special soundness, we show that given two distinct accepting tran-
scripts with the same first message, i.e., (A1, Aa, e, w1, wy, x) and (Ay, A, €', w],
wh, x') where e # ¢/, we can extract the witnesses r1, 79, s. Notice that vs is not
guaranteed to encode the square of s1, so vg = h’”Q’TISZ/Slva‘/Sl. Let 09 = s2/51
and py := 719 — r182/81 = 9 — I209.

Using the same extractor as in the proof of Theorem [5] we can extract
correct integers . = Aw;/Ae, 51 = Ax/Ae p2 = Aws/Ae, and o9 = Az/Aec.
Notice s; = g2, which implies o5 = s1 Finally we use r1,s1, p2 € Z to recover
ro := po +1r151 € Z. Thus the protocol is special sound.

To prove HVZK, we give a simulator which produces an accepting transcript
(12117 /12, €,11,Wa, ) that is perfectly indistinguishable from an honest transcript
(Ay, A, e, w1, ws, x). The simulator is quite simple: it samples é + [2] identi-
cally to an honest verifier, then samples W, W9, 7 < Z and sets A, := ™! yﬁv:
and A, := hP2 viv, €. Tt follows by inspection that the transcript is an accepting
one. Furthermore, notice that A;, Ay are uniformly distributed in G, respec-
tively, just like A1, Ao in the honest transcript. Also, both w1, w9, Z are uniform
in Z just like wq, wo, x. Thus the simulated transcript is perfectly indistinguish-
able from an honest one. O

Theorem 7 (zk-PoPS). The protocol zk-PoPS is sound and HVZK.

Proof. Soundness follows directly from the (knowledge) soundness of zk-PoKSqS
and zk-PoSEq as well as Legendre’s three-square theorem [Gro05].

For HVZK, note that an honest zk-PoPS transcript has the form ({4, ;,
Az i} Ry e, {wi j, w2 5,75} jer3)), where (R, e, x) is an honest zk-PoSEq tran-
script and (AL],AQJ, e, w1 ;,Wwa j,x;) for j = 1,2, 3 are honest zk-PoKSqS tran-
scripts. Given the instance v, our zk-PoPS simulator first computes some ran-
dom HTLPs (aj,v;), (@},7;) s HTLP.Gen(0) for j = 1,2,3. These simulated
underlying instances are indistinguishable from the honest instances an honest
prover would use. This follows from the security of HTLP.

Next, our simulator samples é < [2}] identically to an honest verifier and
uses the simulators of the proof systems, always with the same challenge €, to
produce a simulated transcript:

(Al j7A2]76 w1 ]7w2]7x3) — Sp— PoKSqS('Uja'U ~) Vi =1,2,3

~ 4-vH1 _
(R,&,%) Szk—PoSEq (”EHUQEB”’ )

By HVZK of zk-PoKSqS and zk-PoSEq, these transcripts are accepting and
indistinguishable from an honestly generated transcript. O
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Figure 5.3: Most efficient HTLP construction for voting and auction using Ci-
cada with maximal packing (using PNS except where indicated).
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Figure 5.4: Most efficient HTLP construction for voting schemes using Cicada
without packing. For the sealed-bid auction, the bid bit-length directly deter-
mines the HTLP construction to use (exponential ElGamal up to 80 bits, then
Paillier up to 2048, and class group up to 3400).

5.6 Implementation

5.6.1 Parameter Settings

In this section, we evaluate the practicality and optimality of various HTLP con-
structions based on the parameters M, n, m,w of the auction or vote. Assuming
the classic PNS packing, we require (nw + 1)™ < |G| for voting and M™ < |G|
for auctions, where G is the group in which the HTLP is instantiated. We show
the optimal HTLP construction for auctions and voting for various parameter
settings in Figure (with packing) and Figure [5.4] (without packing). We use
the security parameter A = 80 (see discussion in Section , which corre-
sponds to a 1024-bit modulus N for exponential ElGamal and Paillier HTLPs
and 3400-bit discriminants for class group HTLPs. For the exponential ElGa-
mal HTLP, we fixed the maximum ballot at 289, which corresponds to ~ 240
brute-forcing work using Pollard’s rho algorithm [Pol78].
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Exponential E1IGamal HTLP (Construction This is the most efficient
HTLP construction: for a given security parameter, it has the smallest required
cryptographic groups and most efficient group operations. However, since the
puzzle solution is encoded in the exponent, solving the puzzle requires brute-
forcing a discrete logarithm. This limits the use of this construction to a small
set of parameter settings: assuming the largest discrete logarithm an off-chain
solver can be expected to brute-force has 7 bits, we require (nw + 1)™ < 2%7.

Paillier HTLP (Construction This is a slightly less efficient construction
since the size of the HTLPs for a given security parameter is doubled due to
working over mod N? instead of mod N. This increases both the required
storage and the complexity of the group operation. On the other hand, due to
its larger solution space, the Paillier HTLP supports much broader parameter
settings for a given security parameter.

Class group HTLP Class group offer the sole HTLP construction without
a trusted setup [TCLM21]. This comes at the cost of the largest groups for
a given security parameter. Class groups are not widely supported by ma-
jor cryptographic libraries, and their costly group operation makes blockchain
deployment difficult. We are unaware of any class group implementations for
Ethereum smart contracts.

Impractical parameter settings Accommodating very large settings of n,
w, m, M requires larger groups, leading to group operations and storage require-
ments which are intolerably inefficient for certain applications.

5.6.2 Our Implementation

We implemented our transparent on-chain coordinator as an Ethereum smart
contract in Solidityﬂ For efficiency, we use the exponential ElGamal HTLP
with a 1024-bit modulus N. To enable 1024-bit modular arithmetic in Z%,
we developed a Solidity library which may be of independent interest. This
size of N corresponds to approximately A = 80 bits of security. Although this
security level is no longer deemed cryptographically safe, the secrecy of the
HTLP solutions is only guaranteed up to time 7T regardless, so this security
level will suffice for our use case as long as the best-known factoring attack
takes at least T' time. A 2012 estimate for factoring 1024-bit integers is about
a year [BHLI12], which is significantly longer than the typical submission period
of a decentralized auction or election.

The main factors influencing gas cost (see Section are submission size,
correctness proof size, and verification complexity. These factors mainly depend
on the packing parameter ¢ € [m], which determines a storage-computation
trade-off with the following extremes:

5Open-sourced at fhttps://github.com/a16z/cicadal
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One aggregate HTLP for all. If / = m, the contract maintains a single ag-
gregate HTLP Z. This greatly reduces the on-chain space requirements
of the resulting voting or auction scheme at the expense of typically more
complex and larger submission correctness proofs.

One aggregate HTLP per candidate. If ¢ = 1, the contract must maintain
m aggregate HTLPs {Z;}cp,). This increases the on-chain storage, but
the submissions of correctness proofs become smaller and cheaper to verify.

In Section [5.6.3] we empirically explore this trade-off space by measuring the
gas costs of various deployments of our framework with a range of parameter
settings M, n, m,w,£.

First, we briefly describe the proof systems used for each scheme we imple-
ment; detailed descriptions are given in Section [5.5.2]

Binary voting. In a binary vote (i.e., approval voting with m = 1), such as
a simple yes/no referendum, users prove that the submitted ballot Z = (u,v) is
an exponential ElGamal HTLP with solution 0 or 1: (u =g¢" Av="h")V (u =
g" Avy~! = h"). This is achieved via OR-composition [CDS94] of two sigma
protocols for discrete logarithm equality [CP93|.

Cumulative voting. In cumulative voting, each user distributes w votes
among m candidates. To accommodate a larger number of candidates, our im-
plementation keeps m tally HTLPs Z;, one for each candidate (in other words,
¢ = 1). Each voter ¢ submits m ballots Z;; = (g™, h"iy%3) for all j € [m].
Besides proving (using the protocol zk-PoKS) that each HTLP is well-formed
(the same r;; is used in both terms), the voter must prove that 0 < s;; V j € [m]
and Z;nzl s;5 = w. The first condition is shown with a proof of positive solution
(zk-PoPS) via Legendre’s three-square decomposition theorem [Gro05]. As a
building block, we use a proof of square solution (zk-PoKSqS) to show that a
puzzle solution is a square. The second condition is proven by providing the
randomness R; = Hj r;; which opens Hj Z;j to w.

Sealed-bid auction. To illustrate two extremes of the packing spectrum, we
implement two flavors of sealed-bid auctions. The first uses a single aggregate
HTLP as described in Section (this can be viewed as ¢ = b, where b =
[logo(M)] is the bit-length of a bid): Bidder ¢ submits a single HTLP Z; =
(g™, h"iy®), proving well-formedness with zk-PoKS and two zk-PoPS to show
0 < s < M. The coordinator aggregates the ith bidder’s bid by adding M*~!.Z;
to its tally.

The second approach applies b aggregate HTLPs (i.e., £ = 1): Each bidder 4
submits b HTLPs {Z;;};cp) and uses the same proof system as in binary voting
to prove their well-formedness, i.e., the user inserted for each bit of the bid 0 or
1. The coordinator adds 2% - Z;; to each corresponding aggregate HTLP Z;.
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Binary vote Cumulative vote (¢ = 1)

m 1 2 3 4 5 6

Ager 418,358 3,391,514 5,081,542 6,781,389 8,489,786 10,208,185

Finalize 115,690 269, 505 397,789 521,895 644, 814 770,934
Sealed-bid auction (¢ = b) Sealed-bid auction (¢ =1)

b any 8 10 12 14 16

Aggr 3,055,107 3,586,022 4,488,050 5,394,047 6,304,164 7,218,905

Finalize 147,634 1,005,208 1,253,119 1,497,760 1,749,489 2,003,282

Table 5.3: Gas costs for Cicada cumulative voting and sealed-bid auctions with
various numbers of candidates m, bid bit-lengths b (max. bid M = 2*~1), and
packing parameters £.

5.6.3 Deployment Costs
We report EVM gas costs of several instantiations of Cicada in Table [5.3]

Submission costs The on-chain cost of submitting a bid/ballot is the cost
of running the Aggr function by the contract, i.e., the verification of the well-
formedness proofs plus adding the users’ submissions to the tally HTLPs (if
and only if they verify). We report our measurements without packing (i.e.,
¢ = 1). Submitting a binary vote ballot costs 418,358 gas (=~ 15.36 USD on
Ethereum)ﬂ For cumulative voting, the submission cost scales linearly in m:
with m = 2 candidates, submitting a ballot costs 3,391,514 gas (=~ 124.51
USD), and each additional candidate adds =~ 1,699,847 gas (=~ 62.40 USD).

An auction with a single HTLP for each bit of the bid (the £ = 1 case)
requires a submission cost of 3,586,022 gas (=~ 94.49 USD) for an 8-bit bid.
Every additional bit in the submitted bid burns ~ 451,014 gas (=~ 11.89 USD).
On the other hand, if one applies packing, i.e., £ = b, then the cost of submitting
a sealed bid is constant at 3,055,107 gas (= 131.65 USD). With bid-space
M = 27 it is already more economical to have a single aggregate HTLP and use
a packing scheme, despite more complex bid-correctness proofs.

Finalization costs Our voting and auction schemes end with solving the tally
HTLP(s) off-chain, i.e., computing (gT)QT. With exponential ElGamal, solving
the puzzle also requires the off-chain solver to brute-force a discrete logarithm.
The correctness of this computation is proven to the contract with Wesolowski’s
PoE [Wes19] (recalled in Section [5.5.2). The Finalize cost comes from verifying
the PoE(s) on-chain, which burns 101, 066 gas (=~ 3.71 USD) per proof. Without
packing, the untrusted solver must provide a Wesolowski proof per tally HTLP,

SWe can estimate gas costs for approval voting using the cost of binary voting, as the
former uses a disjunction of m copies of the same NIZK and thus scales linearly.
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so the Finalize gas cost is linear in the number of tally HTLPs. A portion of the
Wesolowki verification cost comes from checking that the challenge is a prime
number. Our implementation uses a Baillie-PSW [PSW8(] primality test, which
costs 44,972 gas (= 1.65 USD).

Sigma protocol Verification gas cost
Proof of Exponentiation (PoE [Wes19]) 101, 066
PoK of solution (zk-PoKS) 266,096
Proof of solution equality (zk-PoSEq) 336, 155
Proof of square solution(zk-PoKSqS) 336,168
Proof of positive solution (zk-PoPS) 1,351,958

Table 5.4: EVM gas costs of verification for the proof systems described in Sec-

tion @

Verification costs Our Solidity implementation includes the sigma protocols
described in Section [5.5.2] We report their verification costs in Table 5.4 With
Groth’s trick [Gro05] in the proof of positivity (zk-PoPS), we must decompose
the integer solution into the sum of only three squares. Therefore, the gas
cost of verifying zk-PoPS equals the cost of verifying three proofs of knowledge
of square solutions (zk-PoKSqS) and one proof of knowledge of equal solution
(zk-PoSEq).

Binary vote Sealed-bid auction (¢ = b)

m=1 b = any
Aggr (ETH L1) 15.36 112.16
Aggr (Arbitrum Nova) 0.35 2.55
Aggr (Optimism) 0.009 18 0.06701
Aggr (zkSync Era) 0.063 0.459
Finalize (ETH L1) 4.25 5.42
Finalize (Arbitrum Nova) 0.10 0.12
Finalize (Optimism) 0.002 54 0.00324
Finalize (zkSync Era) 0.017 0.022

Table 5.5: USD costs of Cicada binary vote and fully packed (¢ = b) sealed-bid
auction on Ethereum L1, Arbitrum Nova, Optimism, and zkSync Era as of July
30, 2024 at 7:30 PM UTC.

USD cost estimates on L1 and L2 In the short-term, deploying on Layer
2 (L2) already brings the costs down by 1-2 orders of magnitude. In Tables
and we provide a rough estimate of the concrete cost in USD as of July
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Cumulative vote ({ = 1)

m 2 3 4 5 6
Aggr (ETH L1) 124.51 186.55 248.95 311.67 374.75
Aggr (Arbitrum Nova) 2.83 4.24 5.66 7.08 8.52
Aggr (Optimism) 0.074 39 0.11145 0.148 74 0.186 21 0.22390
Aggr (zkSync Era) 0.509 0.763 1.018 1.275 1.533
Finalize (ETH L1) 9.89 14.60 19.16 23.67 28.30
Finalize (Arbitrum Nova) 0.22 0.33 0.44 0.54 0.64
Finalize (Optimism) 0.00591 0.008 72 0.01145 0.01414 0.016 91
Finalize (zkSync Era) 0.040 0.060 0.078 0.097 0.116
Sealed-bid auction (£ = 1)
b 8 10 12 14 16
Aggr (ETH L1) 131.65 164.76 198.02 231.43 265.01
Aggr (Arbitrum Nova) 2.99 3.74 4.50 5.26 6.02
Aggr (Optimism) 0.078 65 0.098 44 0.118 31 0.138 27 0.158 33
Aggr (zkSync Era) 0.539 0.674 0.810 0.947 1.084
Finalize (ETH L1) 36.90 46.00 54.98 64.23 73.54
Finalize (Arbitrum Nova) 0.84 1.05 1.25 1.46 1.67
Finalize (Optimism) 0.022 05 0.02748 0.03285 0.038 37 0.04394
Finalize (zkSync Era) 0.151 0.188 0.225 0.263 0.301

Table 5.6: USD costs of unpacked (¢ = 1) Cicada cumulative voting and sealed-
bid auctions for various settings of m,b on Ethereum L1, Arbitrum Nova, Op-
timism, and zkSync Era as of July 30, 2024 at 7:30 PM UTC.

30, 2024 of deploying Cicada on Ethereum and several Layer-2 (L2) networks.
These numbers are conversions of the gas costs in Table and should not
be viewed as precise costs predictions, but rather as evidence of Cicada’s con-
crete efficiency and feasibility. Precisely benchmarking costs in terms of USD
is difficult due to the volatility of both the ETH/USD price and of transac-
tion/priority fees on Ethereum and its L2s. At the time of conversion (July 30,
2024 at 7:30 PM UTC), the Ethereum price was 0.00000333736 USD per gwei
and a medium priority fee on Ethereum L1 was 11 gwei. We also consider three
popular Ethereum rollups: Arbitrum Nova, Optimism, and zkSync Era. At the
time of our measurement, transaction fees for Arbitrum Nova, Optimism, and
zkSync Era were 0.25, 0.006572 and 0.045 gwei, respectively.

While possible, our Cicada deployments are overall prohibitively expensive
on Ethereum L1. However, the costs are quite reasonable on its L2s: partic-
ipating in a Cicada sealed-bid auction, cumulative vote, or binary vote would
cost less than 1 USD on these popular Ethereum L2s, which we deem highly
practical. For example, when deploying our implementation on the Optimism
L2 rollup, casting a binary vote would cost less than 0.30 USD. Further op-
timizations (e.g., Karatsuba multiplication [KO62|, batched Wesolowski proof
verification [Rot21], or verification via efficient zkSNARKs [Grol6l [IGWC19)])
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can bring the costs down even more.

5.7 Extensions

We introduce extensions to the Cicada framework that may be useful in future
applications.

5.7.1 Everlasting Ballot Privacy for HTLP-based Proto-
cols

The basic Cicada framework does not guarantee long-term ballot privacy. Sub-
missions are public after the Open stage. This is because users publish their
HTLPs on-chain: once public, the votes contained in the HTLPs are only guar-
anteed to be hidden for the time it takes to compute T sequential steps, after
which point it is plausible that someone has computed the solution. In many
applications, it is desirable that individual ballots remain hidden even after vot-
ing has ended since the lack of everlasting privacy may facilitate coercion and
vote-buying. As mentioned in Section this can be achieved modularly by
first decoupling the ballots from their voters via a privacy-enhancing overlay.
Alternatively, we describe how the Seal procedure can be modified to prevent
the opening of individual ballots, achieving everlasting privacy at the cost of
additional off-chain interaction.

Observe that all known efficient HT'LP constructions are of the form (u,v) =
(g", h" X )E] where the solution is encoded in X and recovering it requires re-
computing A" = (gT)ZT via repeated squaring of the first component. Our in-
sight is that the puzzle information-theoretically hides the solution X without
the first component. Importantly, publishing ¢" is not necessary in any of our
HTLP-based voting protocols except as a means to verifiably compute the first
component of the final HTLP, i.e., g% = gzielnl "i. The observation that g% can
be computed without revealing the individual values g™ enables us to construct
the first practical and private voting protocols that guarantee everlasting ballot
privacy with a single on-chain round.

For simplicity, consider a protocol in which both the ballot of user i and
the tally consists of a single HTLP, respectively Z; = (¢",h" X;) and Z =
(g%, R X). Observe that for everlasting ballot privacy, updates to Z must
inherently be batched: a singleton update Aggr(pp, Z, Z;, ) — (gi+7"i, hE+7iY)
(for some Y) would reveal g" = g&+"i /g® which is the opening information
to Z;, as the quotient of the first component of Z after and before the update.
Hence, the ballot X; of user ¢ would be recoverable in T' sequential steps, i.e.,
after computing h" = (g")2" .

Batching ballot submissions off-chain in groups of k£ allows parties to achieve
everlasting privacy as long as at least one party is honest. The parties aggre-

"In the exponential ElGamal case, h’ = h, while in the Paillier construction, b’ = A
(see Section [5.3.2). We will drop the tickmark on h’ in the remainder of this section to avoid
notational clutter.
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Off-chain batching

Public parameters: A semiprime N and h,y € Z};, a voting scheme ¥ :
X" = ).

Let Pi,..., P, be a group of kK < n parties with addresses addry, ..., addrg
wishing to batch their ballots (u;,v;) := (¢"%, A" X;).

1. Each party broadcasts v;. Now, every party can compute v := [[, v; =
AR X, which encodes the sum of their submissions.

2. The parties use a k — 1 malicious-secure MPC protocol [DKL™ 13\ [Kel20]
on inputs u; to compute u = [[, u;, = g™

3. They also compute two distributed-prover zero-knowledge proofs
[DPPT22] in the MPC: (i) a discrete logarithm equality proof mg that
dlog,(u) = dlogy,(v) with distributed witness R, and (ii) a submission
correctness proof my that the aggregated solution s encoded in X is
consistent with the sum of k valid submissions, i.e., s € k- X. Let

Thatch = (7TR,’/T3).
4. Finally, each party signs the final aggregated submission Zpatch = (u, v).

Output: (Zvatch, Thatch, {addry, ... addri}, {o1,...,0%}).

On-chain batched ballot submission
Public parameters: Cicada public parameters pp.
1. The designated party P; submits Zpatch, Thatch, {addry, ..., addrg},

{01,...,0} to the tallying contract, which verifies the proofs and sig-
natures, and adds (u,v) to the tally HTLP Z as in the basic protocol.

2. If P; doesn’t submit by time T — 7, any other party in the batch group
can submit instead.

Figure 5.5: The on- and off-chain ballot batching protocols that k < n parties
can use to achieve everlasting ballot privacy.
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gate their submissions off-chain as (g%, h®X) = ([, ¢", ], h" X;) and compute
a proof mpatch of well-formedness in a distributed-prover zero-knowledge proof
protocol [DPP722|. We use the observation that the individual second compo-
nents v; are hiding to optimize the batching by computing h*X in the clear
(see Figure for details).

This idea opens up a new design space for the MPC protocol used for batch-
ing, such as doing the randomness generation in a preprocessing phase instead,
allowing dynamic additions to the anonymity set, optimizing the batch proof
generation, and dealing with parties who fail to submit. We leave the full ex-
ploration of this large design space and related questions to future work.

5.7.2 A Trusted Setup Protocol for the CJSS Scheme

Chvojka, Jager, Slamanig, and Striecks [CJSS2I] describe how to combine a
public-key encryption scheme with a TLP to obtain a private voting or auction
protocols which, unlike the HTLP-based approach suggested by [MT19], is “solve
one, get many for free”. The high-level idea of the protocol is to encrypt each
user’s bid with a common public key whose corresponding secret key is inserted
into a TLP (see Figure . Therefore, none of the bids can be decrypted
until the corresponding encryption secret key is obtained by solving the TLP.
One drawback of this scheme, however, is that it requires an additional trusted
setup procedure to create a TLP containing the secret key corresponding to the
encryption public key used. Furthermore, unlike the HTLP approach, the setup
cannot be reused and must be re-run for every protocol invocation.

We observe that, for encryption schemes with discrete-log key-pairs such as
Cramer-Shoup [CS98|, there is a natural decentralized setup protocol secure
against all-but-one corruptions. Using the blockchain as a broadcast channel
(similar to [NRBB24]), a simple sequential MPC protocol to set up the param-
eters works as follows. Suppose there is some smart contract that stores the
public key pk = g** mod N and a TLP Z containing sk (initially, one can set
sk = 0). Each contributor ¢ can update pk by adding s; homomorphically in
the exponent and contributing an HTLP Z; = (g™ mod N, A" N . (1 + N)%).
The contribution must be accompanied by a proof of well-formedness. For the
previous state pk, Zg, contributor ¢ proves that its contribution pk;, Z; passes
the following checks:

Check #1. It knows the discrete logarithm of pk,; with respect to the base g.
This can be achieved with a proof of knowledge of the exponent [Sch90].

Check #2. It knows the representation of the HTLP contribution Z; with re-
spect to the bases g, A", (1 + N) (i.e., the discrete logarithms r;, 7, s;).
This can be proven by a “knowledge of representation” proof system in
groups of unknown order (e.g., [BBF19)]).

Check #3. Finally, the discrete logarithms a, b, ¢ from check #2 are such that
a = b and c = dlog,(pk;).
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The CJSS Framework
Let IIg be a CCA-secure public-key encryption scheme, TLP a time-lock puzzle
scheme, and ¥ : X — ) a base voting/auction protocol.

Setup(1*,T) $— (pp, Z). Sample a key-pair (pk,sk) < IIg.Gen(1*) and
TLP parameters ppy, < TLP.Setup(1*, 7). Compute Zg <5
TLP.Gen(ppy,,, sk) and return pp := (ppy,, pk) and 2 := (Zs, @).

Seal(pp, i, s) $— (ct;, ;). Parse pk from pp and compute an encrypted
bid/ballot as ct; + IIg.Enc(pk, s;) along with a proof m; that ct; is a
valid encryption under pk.

Aggr(pp, Z,i,ct;, ;) — Z'. Verify m;. If the check passes, parse Z := (Zg,C)
and update to 2’ := (Zg,C U {ct;}).

Open(pp, Z) — (sk, Topen). Parse Z := (Zg,C). Compute and output sk <
HTLP.Solve(ppyp; Zsk) and mopen < PoS.Prove(sk, Zg., 27).

Finalize(pp, Zsk, Sk, open) — {y, L }. If PoS.Verify(sk, Zs, 27, Topen) # 1, return
1. Otherwise, use the secret key sk to decrypt each ciphertext ct; €
C to s; < Ilg.Dec(sk,ct;). Compute the final result in the clear as

E(Sl, .. .,Sn).

Figure 5.6: The “solve one, get many for free” paradigm (CJSS) [CISS21].

The state is updated with the ith contribution iff all the checks pass. After
the update, Zg := Zg-Z; and pk := pk-pk; = g*T%. A single honest contributor
suffices to guarantee a uniformly distributed keypair.
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Reliable storage of cryptographic secret keys is challenging. This situation
is particularly exacerbated in the cryptocurrency ecosystem, where anyone who
controls the signing key for an account can typically take arbitrary action on
the user’s behalf. For example, an attacker with access to a user’s key could
transfer large sums of money out of a user’s account with no recourse. Numerous

$ Portions of this section have been adapted from [GGJT 24|].
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cryptocurrency wallets have been developed to allow users to safeguard their
keys while preserving their ease of use; we next describe some popular types.

Threshold wallets Cryptocurrency wallets need to overcome significant tech-
nical hurdles in their quest to increase reliability while preserving the security
of the keys. For instance, attempts at increasing reliability using replication
worsen security. This is because any replication makes it easier for the at-
tacker to potentially access one of the replicated copies of the key. Threshold
secret-sharing systems [Sha79| offer an elegant middle ground: user keys are
secret-shared among n parties which we refer to as custodians, and access to t
of them is required to access the key. Thus, user keys can be recovered even if
n — t of the custodians become non-responsive. At the same time, an attacker
needs to to access t key shares to recover the key.

Custodian threshold wallets offer robust security and reliability guarantees.
However, these custodians need to remain online to provide users with easy
access to their keys. For example, at least ¢ out of n custodians need to remain
online at all times in case a user decides to perform a transaction involving
a secret key that the custodians hold on the user’s behalf. Furthermore, this
requirement that the custodians are always online poses additional risks. In
particular, a software vulnerability in the custodian servers could jeopardize
the secrecy of the held secret shares, and such a vulnerability could be easy to
exploit since these servers are necessarily online and listening for requests.

Cold wallets Cold (i.e., offline) wallets avoid the aforementioned limitation
of the custodian hot (i.e., always online) wallets because they do not always
stay online. However, this affects their usability. A typical compromise is to
keep only limited funds in the online wallet, with most of a user’s assets kept in
a highly secure air-gapped wallet. This can be realized via, e.g., a deterministic
wallet [ButT3l [DFLI9, IADE™ 20, [Hu23, [ER22], which enables unlinkable trans-
fers to an offline wallet by specifying how to deterministically derive session keys
from a master public-private keypair. Thus, the online wallet can compute and
publish the current session public key, allowing anyone to transfer money to the
cold wallet (which can derive the corresponding session private key). This idea
is standardized by the BIP32 proposal [Wuil2].

Backing up high-value keys While hot and cold wallets provide reasonable
security and usability tradeoffs, all of the systems built upon them today seem
inadequate for backing up rarely-used high-value secret keys. In particular,
users or institutions may want to securely and reliably store high-value asset
keys they don’t frequently need access to. Furthermore, users may want to back
up keys from other systems for recovery in case of catastrophic losses in the
parent system. This is an important use case that arises in several situations.
In particular:

1. Consider a cryptocurrency exchange which is frequently used by individu-
als to store cryptocurrency long-term, in a similar way to a bank [Arm16]
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Coll, [Kra]. The net inflows and outflows of cryptocurrency from the ex-
change might be roughly equal over short- and mid-term periods, meaning
that the exchange rarely needs to access the bulk of its cryptocurrency de-
posits. However, because the value of these deposits could be extremely
large, the key (or keys) safeguarding these rarely-accessed deposits need
to be securely backed up in a way that reflects their value.

2. An individual with a high cryptocurrency net worth would be in a very
similar situation: they might secure the bulk of their cryptocurrency with
a key that is very rarely used and perhaps send enough funds once a year
to a “hot” wallet or similar system for their yearly expenses.

3. Finally, interestingly, this issue also arises in the threshold wallet setting.
Many systems may remove threshold signing parties when they fail to meet
some predefined criteria, e.g., exceed maximal response latency or produce
invalid signature shares. However, to maintain high security, threshold
wallets should maintain a minimum number of nodes. If the signing set
becomes too small, parties can no longer be removed, but may still exhibit
behavior that would warrant removal under normal circumstances. In such
cases, a backup recovery process is needed to regenerate the signing key
shares.

For example, Lit Protocol, a cryptographic key management provider of-
fering a threshold signing network, specifies a backup recovery mechanism
to restore the system to an operational state in such cases |Lit24]. How-
ever, the backup system currently functions only as a snapshot and is not
ideal as a backup system. In particular, the current backup system does
not support refreshes of the key shares, reducing the security of the overall
system, and has no way of checking backup integrity.

6.1 Novel Design Requirements

In our envisioned high-security backup system, cryptographic secret keys are
used infrequently. This contrasts with the goals of easy accessibility in tradi-
tional wallet systems. Thus, our new setting necessitates a hardened system
along with a novel set of design requirements aimed at defending against well-
resourced nation-state adversaries. In particular:

1. Hardened Security and Strong Recovery Properties. Similar to
threshold wallets, we want backed-up keys to be secret-shared and have the
shares spread over a highly distributed network. First, we want geographic
distribution to avoid key-share losses from natural disasters. Second, we
need key shares placed in disparate jurisdictions to safeguard against gov-
ernment actors. Finally, we need key shares placed with machines deployed
from different hardware manufacturers using varying operating systems.
Given these more stringent requirements, storing key shares across more
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custodians than is typical (e.g., 67-out-of-100) is warranted. This allows
for hardened security and reliability in case recovery is needed.

2. Security of Each Secret Share is Backed by a Cold Wallet Por-
tion. Online machines get hacked rather frequently. Furthermore, in the
case of nation-state adversaries, the exploited vulnerability can be quite
sophisticated and could remain undetected for years. Thus, we require
that each custodian holds each user-key’s secret share jointly in a hot
(i.e., online) and a cold (i.e., offline) portion of the wallet. The cold wal-
let should always stay offline, potentially on an air-gapped computer in
a secure location. Of course, the cold wallet will need to be accessed if
recovery is initiated, but this is the only time it should be used. Thus, re-
covery will need access to t cold wallet portions, one each for each utilized
secret share. Consequently, the recovery process will be slow. However,
for us this is not a deal-breaker since in our system, recovery requests are
infrequent. In fact, this additional lockup period provides time to perform
due diligence in checking the veracity of the recovery request.

Nonetheless, we insist that the backup process be fast and avoid the need
for access to the cold portion of the wallet. Implicitly, this requires that no
key-share-specific information is stored on the cold portion of the wallet,
and its memory requirements are minimal — in particular, independent
of the number of users whose keys it stores.

3. Post-Compromise Security. Given that online machines get hacked
frequently, it is possible that over time, an attacker may gather cryp-
tographic secrets held by several custodians. Thus, we require that the
system supports hot wallet portions regularly updating their key material
in coordination with the other hot wallet custodians such that infected
machines can recover from such leakage.

4. Continual Assurance of a Key’s Safekeeping. We also need a mech-
anism to continually assure users that their keys are safely stored. This
feature is critical because our system is not designed to allow users to
easily make transactions, which typically also serve as a way for users to
check the safe storage of their keys. Absent such continual assurances,
users could be duped into a false sense of security that their keys have
been safely backed up. Thus, we require security against (potentially)
malicious custodians who actively delete user keys while still attempting
to falsely convince users about the safekeeping of their keys.

5. Hiding System Users. Finally, given a user transaction on chain, it
should not be possible to determine whether it was created using our
system. This is essential, since such information could help attackers
identify and target users with high-value keys.

Lastly, we remark that any secret key storage solution is only as good as the
strength of the keys it stores. Thus, we insist that the keys stored in our system
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are themselves generated via a distributed key generation (DKG) protocol, and
the key shares are delivered to the custodians directly.

Going forward, we will refer to a backup system meeting the above design
requirements as an auditable hot-cold threshold backup.

6.1.1 Our Contribution

Building on the design requirements stated above, we introduce a new wallet
system called Throback (“THReshold Ounline/offline BACKups”). Throback is
designed to serve as a high-security backup system for high-value cryptographic
keys, simultaneously meeting all the outlined design requirements while offering
high efficiency. Below, we describe in order how our construction addresses each
of the design requirements.

1. Non-interactive Protocol. Throback requires almost no interaction
between parties both for recovery and to verify the correct storage of key
material. This allows it to efficiently scale to large, highly distributed
networks of custodians. Furthermore, cold parties in Throback can even
generate their key material independently, without interacting with the
hot parties or with each other. This reduces the cold parties’ attack surface
even more.

2. Hot-Cold Model. Our construction distributes secret shares among
pairs of hot and cold parties. In this way, an attacker must corrupt both
the cold and hot components of a custodian to obtain its key share. This
requirement to corrupt a threshold ¢ of hot-cold pairs is different from
a generic 2t-out-of-2n threshold wallet, since the attacker cannot forge a
signature by corrupting any arbitrary set of 2¢ parties: corrupting, e.g.,
2t hot parties should be of no use in forging a signature (in fact, even
corrupting all n hot parties should be useless). Indeed, our threat model
is instead comparable to a Boolean signing policy which requires at least
t pairs of hot and cold parties to contribute, and is therefore much more
difficult to attack since the cold components are almost always offline.

The cold parties in our construction only need to store a constant num-
ber of elements, which importantly is independent of the number of cus-
todied secrets. This is particularly desirable since cold parties are normally
resource-constrained devices such as hardware wallets.

3. Proactive Refresh. Our protocol allows periodic updates of the hot key
shares. These share refreshes force an attacker to compromise at least ¢
hot-cold pairs within a single epoch to exfiltrate the key: otherwise, any
key material obtained is made obsolete by the refresh operation.

4. Proofs of Remembrance. We show how the hot and cold parties in
our protocol can produce “proofs of remembrance”, i.e., zero-knowledge
proofs that they still possess their key material. Our proof systems must
guarantee that the underlying secret key is still available and unchanged
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while also accounting for changing values of the individual shares due to
proactive refreshes. We show how to meet both needs simultaneously,
allowing a client to intermittently and independently audit its (hot or
cold) custodians. This allows the client to ensure that its key material has
not been overwritten or forgotten, and its funds are still accessible.

5. Threshold BLS Construction. Throback produces standard BLS sig-
natures so that it is not possible to identify users of the system (i.e., holders
of high-value cryptographic keys). As we argued above, this is crucial for
a system designed to protect high-value secrets.

We implemented Throback and show that it is practically efficient for es-
sentially all reasonable settings of ¢,n. Producing a signature takes less than
1ms and computing proofs of remembrance is on the order of milliseconds. Our
implementation is publicly available in Hyperledger Labﬂ and is Apache 2.0-
licensed.

Open problems BLS signatures have the advantage of being simple to un-
derstand and deploy. This has led to their widespread use in production sys-
tems, including Ethereum’s consensus protocol [Edg23, §2.9.1], Filecoin [Fill,
transactions on the Chia Network [Chi24], and a BLS smart contract wal-
let [Pri22]. With the event of account abstraction on Ethereum [Eth24al, users
can specify alternative signature schemes to verify their transactions, further
easing the adoption of BLS-based wallets. However, ECDSA [GGN16, DKLs18|
LN18, [GGI8, [AHS20, IGKSS20, DINT20, [CGGF20l [CCL*20, [CCLF 21 [Pet21],
ANO™22| and Schnorr [KG20, BCK™22, [BLM22| are also popular threshold
signature schemes in the literature. We leave the exciting problem of extending
our results to these signature schemes open.

6.2 Technical Overview

Given a t-out-of-n sharing skq, ..., sk, of the secret key of a high-value signing
keypair (vk,sk), we wish to store the shares among a set of hot-cold custodian
pairs according to the requirements outlined in Section A natural starting
point for threshold signatures with the desired hot-cold access structure is to
give each hot-cold pair a 2-out-of-2 (additive) sharing of one of the threshold
shares. Even with this simple construction, our system model adds a hurdle
to signing because cold parties can communicate only via their respective hot
parties. This means that some care has to be taken in the signing procedure
to ensure that both parties must participate for every signature. In particular,
any communication from the cold party to the hot should be “bound” to the
message m being signed (and some nonce). Otherwise, the hot storage could
replay the communication from the cold party and produce a signature on some

1I.https ://github.com/hyperledger-labs/agora-key-share- proofsl
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other message m’ # m without the cold storage’s cooperation, violating our
threat model.

For BLS (threshold) signatures, this is not a problem, since signing is already
non-interactive and the scheme’s homomorphism means we can extend this to
the hot-cold case as well. As described above, assume that the cold and hot
parties hold shares sk := 7 and sk!'®* := sk; + r, respectively, of the threshold
signing key share. Then the cold party can send a partial signature o$°'d :=
H (m)s"zolcI to the hot party which is “bound” to the message m, and the hot
party computes its own partial signature ot := H (m)SkEOt. The threshold BLS

Jot:
signature o; can be computed by the hot party as o°t/od = H(m)%ki. This
scheme also enables proactive refresh of the hot shares basically “for free” due
to the malleability of the additive sharing: the wallet owner can simply send
every hot party a t-out-of-n sharing of zero, which the latter adds to its current
share.

Unfortunately, there are two main problems with this construction. First, it
is unclear how to securely generate each hot-cold pair’s additive sharing with-
out involving a trusted third party or a costly distributed protocol. Assuming
the key shares were previously generated via a DKG, the most straightforward
option is for a trusted dealer to sample sklc-OId on behalf of each cold party and
send it to them over a secure channe]ﬂ (via the corresponding P"). However,
to compute the hot shares sk?"t7 this dealer must learn the current (potentially
refreshed) values of sk;, undermining their security. Alternatively, holders of
the shares sk, could engage in a computationally intensive and highly inter-
active protocol to generate the backup shares. A third option is to generate
sk, sk as part of the initial DKG, but this would preclude ad hoc backups
of existing key shares. It would also require all custodians for the backup to
be known from the start, ruling out dynamic joins. None of these approaches
are desirable: ideally, generating a backup should require little or no interaction
between custodians and avoid undermining the security of the high-value secret
to be backed up.

The second problem with our strawman construction is enabling independent
proofs of remembrance for hot and cold parties. In a simple t-out-of-n threshold
signature, the secret key shares sk, are Shamir shares [Sha79] of the secret key
sk. Proving remembrance of these shares is relatively simple because they lie
on a degree-(t — 1) polynomial: a natural approach for proving knowledge and
well-formedness is for the dealer to publish a KZG commitment [KZG10] to the
polynomial and distribute opening proofs for each value sk;. To truly ensure
remembrance of sk; at any point in time, a party is required to provide a non-
replayable proof; simply forwarding the proof given to it by the dealer should
not suffice, since the party may have deleted the key share in the meantime. In
fact, a party cannot respond directly with the KZG opening proof regardless,
since the opening value—in this case sk;—is required to verify the proof. To
solve this issue, previous work |[ZBK™22| showed how to provide blinded KZG
evaluation proofs, also ensuring knowledge of the evaluation in the process.

2We assume cold parties register a public key with the dealer or some third-party service.
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In our strawman construction, however, hot parties have shares ski—10t = sk, +
r;, which are no longer guaranteed to lie on a degree-(¢t — 1) polynomial. (The
cold proofs are not a problem, since one can use a simple proof-of-knowledge of
discrete logarithm to prove remembrance of a cold share r;.) Forcing the sk,t-‘Ot
to lie on a degree-(t — 1) polynomial by computing the cold values r; as t-of-n
shares is not an option, as it would require coordination among the normally
offline cold parties and run into some of the same problems as hot-cold share
generation above. This leaves hot parties with the task of proving knowledge
of a value sk; 4+ r; without knowing sk, or r;. Even given a KZG commitment
and opening proof for sk; along with the value ¢"#, it is unclear how a hot party
could produce a proof of knowledge of the sum sk, 4+ r without relying again on
a trusted setup with a static set of participants.

Pcold Phot
Ucold
kCOld iiiiiiiiii khot
) // \ )
Skidd ffffffffff > Skhot Skhot le oo - ___ ] Sk;old
g2
cold hot hot cold
Pl Pl P2 P2

Figure 6.1: A auditable hot-cold threshold backup with n = 3. Given a message
m, each P uses its cold share sk to compute a cold partial signature ¢!
on m and sends it to its hot storage. PPt uses m and its hot share k;"’t to
compute O’hOt which it combines with U§°'d to get 0;. The hot parties broadcast
their partlal signatures to each other to reconstruct the full signature o on m.
The dashed lines between each cold and hot storage represent the authenticated
channel between them which is only active at signing time. The hot parties are
always online and connected, represented by the solid lines.

Our approach It turns out that there is a way to realize this additive sharing
without running into the issues above. Below, we show how to do this in a
way that simultaneously enables both non-interactive generation of the backup
shares and individual proofs of remembrance.

At a high level, each cold party will sample an encryption keypair (ek;, dk;).
The hot key shares will be encryptions of the secret key shares sk, under a
malleable encryption scheme. Malleability is needed so the underlying share
can be refreshed even in encrypted form. In particular, we use an additive
variant of ElGamal encryption [EIG84] where the message space is a field. This
is necessary since our plaintext will be a field element (namely sk;) and will be
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refreshed via addition to the ciphertext.

To make an additive variant of ElGamal over a field F, consider the straight-
forward modification of ElGamal to use an additive instead of multiplicative
mask by letting Enc(ek,m) := (¢”,m + ek”). However, we said the plain-
text m will be a field element, and ek is a group element. To enable ad-
dition, we will make use of an injective function H : G — F and redefine
Enc(ek,m) := (g”,m + H(ek”)). Encryption is still (additively) malleable,
so we can add a shift s € F to the message by adding it to the ciphertext,
i.e., compute Enc(ek,m + s) as Enc(ek,m) + s. In the context of the en-
crypted key share, this means the share sk; being held in encrypted form can
still be refreshed via addition: given a zero share z;, refresh by computing
Enc(ek;, sk;) + z; = Enc(ek;, sk; + 2;).

Returning to hot-cold shares as additive sharings of sk;, let the hot party’s
share be the second element of a ciphertext encrypting sk, under the cold party’s
key ek;; then the cold party’s share is the additive mask #(ek?). The pair’s
secret sk; is recovered as skt — sk = (m + H(ek?)) — H(ek?) = sk;. Unfortu-
nately, this construction still requires the cold party’s storage to scale linearly
with the number of secrets stored by the hot-cold pair. As stated in Section[6.1
we would like to make the cold storage independent of the number of user se-
crets.

We make one final change to the encryption scheme to accomplish this. In-
stead of sampling fresh randomness p for each ciphertext, p will be based on the
secret sk being stored (the high-value signing key being backed up). In partic-
ular, we set the cold party’s share (and the ciphertext mask) to H(ekjk). Since
the input is no longer uniformly random, the function H must be designed so
its output is nevertheless close to uniformly random on high-entropy inputs (we
give an efficient construction using the Leftover Hash Lemma in Section E|
Furthermore, we instantiate the cold encryption keypairs in the same group and
using the same generator as the signing keypair, so that ekz'k = (gdki)sk = vkdki |
Now each cold party can store only a single element, namely dk;, regardless of
the number of clients. When it receives a signing request, it re-computes its
share of sk; on-the-fly as #(vk® ) = #(ek$").

A partial BLS signature o; can be computed by decrypting the hot key share

“in the exponent™ given m and vk, each hot party computes ot := H (m)s"?m
and the corresponding cold party computes o€ := H (m)H("kdki). The pair’s
partial signature o; is computed as o'°t/0°d = H(m)**i, which is equal to a
normal partial BLS signature under the ¢th signing key share.
Solving Problem 1: Generating hot-cold shares Now that hot shares
are public-key encryptions of the secret shares, they can be computed without
interacting with the cold parties. Given shares sk, ...,sk, of the high-value key,
we can compute each hot share sk := sk; +’H(ek§k) by using the corresponding
cold party’s published encryption key.

3This actually requires us to expand the encryption key to 2 elements, which we ignore in
the presentation here for simplicity. Please see the body of the paper for full details.
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Solving Problem 2: Proofs of remembrance The independence between
hot and cold parties also enables individual proofs of remembrance. Cold parties
can use a standard proof of knowledge of discrete logarithm (for dk; correspond-
ing to ek;), which suffices to prove the party can recover the cold share ’H(vkdk")
for any verification key vk. As for hot parties, their shares still do not lie on
a degree-(t — 1) polynomial, but they do lie on a degree-(n — 1) polynomial
which the parties can interpolate at backup time. We therefore adapt the KZG-
based proof idea to this degree-(n — 1) polynomial, with hot parties providing
blinded evaluation proofs as their proofs of remembrance. The homomorphism
of KZG commitments allows proactive refreshes, and we use a folklore approach
to ensure the refreshes are of degree (t — 1) < (n —1).

6.2.1 Related Work

Blokh et al. [BMP22] describe another threshold signing protocol which com-
bines online (hot) and offline (cold) parties. Their protocol is tailored to ECDSA
signatures and uses n hot parties and single cold party. These (n + 1) parties
are independent (i.e., the cold party is not paired with any hot party, as in our
setting); thus, their security guarantee is still a classic t-out-of-n threshold guar-
antee, unlike our protocol, which is secure up to corruption of ¢ pairs. Further-
more, in their protocol, hot parties engage in MPC to generate a pre-signature,
which is then finalized and output by the cold party. This is in contrast to
our protocol, where the cold parties send messages to their corresponding hot
parties, and the hot parties output the final signature (or signature shares).

6.3 Additional Preliminaries

A note on our ideal functionalities We model security in the UC frame-
work (Section 2.8). As in some previous work [LNI8, [Kat24], our UC func-
tionalities in this chapter contain some cryptographic operations specific to our
construction. While this formulation is less general, it renders the analysis more
straightforward and suffices for our purposes.

6.3.1 Leftover Hash Lemma

We use the presentation of the leftover hash lemma (LHL) [IZ89] from
[AMPRIQ]H Let (X,) be a finite group of size |X|, and let n be a positive
integer. For any fixed 2n-vector of group elements x = {z;} y € xen,
denote by Sx the following distribution:

Se={ @]xm Hree ) < {0,117 ]

j€n

j€[n],be{0,1

4We specifically use the improved version from the Journal of Cryptology version of this
paper.
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Also, let Uy denote the uniform distribution over X', and let A (D;, D2) denote
the statistical distance between the distributions D; and D,. We will use the

following special case of leftover hash lemma [IZ89]. The proof can be found in
the JoC version of [AMPRI19].

Lemma 7. (Leftover Hash Lemma.) Let (X,®) be a finite group, and let Sk
and Ux be two distributions over X as defined above. For any (large enough)
positive integer n, it holds that
A m < i m
2n | — ¥ 2n

In particular, for any n > log(|X]) + w(log(X)), if x is sampled uniformly then
with overwhelming probability the statistical distance between two distributions
s negligible.

Pr

X< X2

A (SX,UX) >

6.3.2 Model

cold hot
P3 cold P3
o o
kcold fffff § 77777 > khot
SK3 SK3
o1 g3 02 03
Id Uidd h 7 h USOId Id
co ot ot co
ski”“ F--------- sk sky - --- -1 sk
02
cold hot hot cold
Pl Pl P2 P2

Figure 6.2: A auditable hot-cold threshold backup with n = 3. Given a message
m, each P uses its cold share skf-c’Id to compute a cold partial signature o5
on m and sends it to its hot storage. P! uses m and its hot share sk to
compute o, which it combines with 0¥ to get ;. The hot parties broadcast
their partial signatures to each other to reconstruct the full signature o on m.
The dashed lines between each cold and hot storage represent the authenticated
channel between them which is only active at signing time. The hot parties are

always online and connected, represented by the solid lines.

We will use the superscripts hot and cold, respectively, to denote the hot
and cold components of some value, and a subscript 7 to mean that the value
corresponds to the ith party. For example, the ¢th party’s cold signature is
written as 059, We use the words “user” and “client” interchangeably to refer
to the wallet owner.
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Let I1,..., I, be parties (each representing a custodian institution) who will
store shares of some user’s signing key sk. FEach institution I; controls two
parties: a hot wallet (P"') and a cold wallet (P©!4). Thus we represent an
institution by the tuple I; = (Pt Pfd). As in the standard threshold wallet
setting, the hot parties are connected to each other via authenticated (but not
private) channels. We also assume the parties can send broadcast messages
(e.g. by posting to a blockchain). In contrast, each cold party is connected by
an authenticated channel only to its corresponding hot party. This channel is
only active during the signing phase, further reducing the cold party’s attack
surface. (For example, the cold party could be a read-only USB device which
is plugged into a PC (the hot party) only briefly to produce a signature.) An
illustration of this model is given in Figure for n = 3.

We assume P has more storage space and computational power, while
Pl has limited storage (in particular, we want the space complexity to be
independent of the number of users). Therefore, our protocol aims to minimize
the storage and computation on the part of the cold party.

6.4 Hot and Cold Key Shares

The core idea of our construction is for each hot party to store an encryption
of the signing key share sk; given to the custodian, with the corresponding
decryption key kept in cold storage. That is, each custodian will generate an
encryption keypair (ek;,dk;) and store the hot key share sk™* := Enc(ek;, sk;)
in the hot storage and sk$Y := dk; in the cold storage. We want to enable
threshold signing of a message m by allowing the hot and cold parties to derive
signature shares o, ¢! for m from their secret material sk, sk$°' (the secret
key and ciphertext, respectively). Together, the signature shares can be used to
recover a partial BLS signature o; of m under sk;.

Our construction uses a modified ElGamal [EIG84] encryption scheme to
encrypt key shares. The homomorphic properties of the scheme will allow de-
cryption of the key share “in the exponent” to obtain a message-specific partial
BLS signature. Recall that the ElGamal ciphertext for a message m € G is
computed as (g",ek” - m) € G? where G is a prime order group and g € G is a
generator. In our case, however, we will be encrypting secret key shares, which
are field elements (specifically, elements of Z,).

Adapting ElGamal to plaintexts m € Z,, we will compute a ciphertext as
(9", H(ek") + m) € G x Z;,, where H : G — Z,. Now m is masked with the
uniformly random output of H and can be unblinded using dk by recomputing
H(ek™) = H((g")%). Like the original ElGamal encryption, this construction
is malleable (in this case, additively rather than multiplicatively), which allows
“shifting” of the message m in a ciphertext by an additive factor (made explicit
via the Shift algorithm). We will use this property to enable proactive refresh
of the hot (encrypted) key shares.

Construction 10 (additive ElGamal). Let G be a DLog-hard group of order p
with generator g and H : G = 7Z,.
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o (ek,dk) « KGen(1*): Sample dk <$ Z,. Set ek := g% and output (ek,dk).

e ct + Enc(ek,m;r): Given an encryption key ek € G and a message m €
Z,, use randomness r € Z, to compute the ciphertext ct := (¢",m +

H(ek™)).

o m/ < Dec(dk, ct): Given a secret key dk € Z,, and a ciphertext ct € GXZ,,
parse ct as (cto,ct1) and return cty — H(ctd ).

e ct’ < Shift(ct,0): Given a ciphertext ct € G x Z,, and a shift 6 € Z,, parse
ct as (cto,cty) and output the shifted ciphertext ct’ := (cto, ¢ty + ).

6.4.1 Additive Secret Sharing from Additive ElGamal

The Enc algorithm in Construction [10] takes an explicit randomness input r. In
the context of our wallet construction, instead of sampling fresh randomness
r € Z, for each hot party’s ciphertext (hot key share), we will use a value based
on the user secret being stored. In particular, when storing a signing keypair
(vk := g™ sk), we will use sk as the encryption randomnessﬂ Thus, Pih"t’s
secret share uses the mask 'H(ek?k) = H(vk® ), which allows the corresponding
cold party Pf"'d to decrypt using only a client’s verification key vk and without
receiving or storing any additional per-client randomness. We will discuss how
to generate the hot shares Section [6.6]

Because the input to H is no longer uniformly random, we now need H to
be a hash function where the Leftover Hash Lemma (see Section [6.3.1]) holds on
random inputs. In order for the output of H to have sufficient entropy to mask
m, this requires two group elements as input. Therefore, our construction we
will use ek := (g%, g%2) and cf := m + H(ek", ek$").

Although any function H which meets the above requirements suffices, it is
desirable to find a very efficient construction since H will have to be computed
by the cold party at signing time. One such H is a random subset sum. In
more detail, H first represents its inputs z1,zo € G as ¢-bit vectors xi,Xs €
{0,1}¢, where ¢ = logp. Let ri,ry € fo be (public) uniform vectors with rjy =
(rg,0,r51) for k= 1,2. We will use bracket notation to index into the vector,
i.e., r1[i] is the ith element of ry . Let H(z1,22) := H'(r1,x1) + H'(ra2, x2),
where H' : Z2* x {0,1}* — Z, is the subset sum function

H'(r := (ro,r1),X%) := Z ry, [4]
b, Ex

When we want to be specific about the randomness used in H, we write H(z1, zo;
k) for k € Z;‘f . By Lemma |7| in Section the output of H is statistically
indistinguishable from uniform.

5This means we can leave out the redundant first element which now equals vk, and each
ciphertext will consist of a single group element.
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6.5 Proofs of Remembrance

We will use non-replayable zero-knowledge proofs of knowledge (ZKPoKs) for
two languages. We refer the reader to [Tha23b] for the definition of a ZKPoK.
The PoKs for both our hot and cold parties are Sigma protocols, made non-
interactive via the Fiat-Shamir transform [FS87]. Non-replayability is enforced
by including some unpredictable timestamp (e.g., current block number of some
blockchain) in the payload of the Fiat-Shamir hash.

To prove knowledge of the cold share, i.e., its decryption key, each cold
party will use a proof of knowledge of discrete logarithm Ilp| for the language
{y € G: 3w € Z,st.y = ¢g*}. This can be instantiated with the classic
Schnorr protocol [Sch90].

The proof of knowledge for the hot parties is more complicated. At setup
time, each hot parties must receive, along with its encrypted share, a proof
of knowledge for the share’s well-formedness. This should prove that the hot
share equals H(ek; |, ek} ,) + x; for some secret value = such that g* = vk and
x; = Share(x,t,n), and that the same value of x is used for every party. Our
core idea is to use a KZG commitment to the polynomial used in the Shamir
sharing of  and distribute an evaluation proof to each hot storage. The additive
homomorphism of the commitments allows the public commitment, as well as
each party’s evaluation proof, to be updated when the shares are refreshed. We
begin with a strawman example where the hot shares are unencrypted and then
show how to adapt the construction to encrypted shares.

6.5.1 PoK of (Unencrypted) Key Share

Let crs be a degree-(t — 1) KZG CRS. At time T = 0, the client C' picks a
random degree-(¢t — 1) polynomial fo(X) € Z,[X] (its evaluation at 0 will be the
signing key sk) and publishes comg + KZG.Com(crs, fo(X)). Each hot party
PPt receives an opening fo(i) (i.e., the key share sk;) and evaluation proof g ;.

Whenever it wants the servers to refresh their shares and thus transition
from epoch T'— 1 to T, C' will commit to (as ucomy) a new random degree-
(t — 1) polynomial zy(X) such that zp(0) = 0, publish an evaluation proof {r o
at X = 0, and send each Pt its opening z7(i) and the corresponding evaluation
proof (r,;. Everyone can check the correctness of the update by verifying (7
with respect to ucomy. If the check passes, they can compute the commitment to
the new polynomial f7(X) homomorphically from the commitments to fr_1(X)
and zp(X), namely as comp = comp_; - ucomyp. Then each party verifies its
own update proof (7 ; before updating its previous key share fr_1(7) and proof
Tr_1,;, respectively, to fr(i) := fr_1(4) + zr(i) and mp; = 7p_1,; - (ry. By
the homomorphic nature of the KZG commitment scheme, Pt now has an
evaluation of (fr—1 + 27)(X) = fr(X) at i and a corresponding evaluation
proof 7 ;.

There is a problem with this scheme: Pt needs to reveal fr(i) in order for
anyone to verify mp; — but fr(i) is its current key share! The solution is for
PPt to prove it knows fr(i) in zero-knowledge via a blinded KZG evaluation
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proof (a modified version of the protocol in |[ZBK™22, §6.1]). It commits to the
key share fr(i) using a Pedersen commitment compeq := g{T(l)h{ and computes
Tped — Iped-Prove(compeq; (fr(4),7)). It also samples s < Z, and computes
a blinded version of the evaluation proof as 77 ; := mr;h{. The final ZKPoK
is defined as (comped, Tped, 71,1, 9°71(7)), where s7;(X) := —r — s(X — ). The
client accepts if and only if
? — T i sT.qi(T
e(comy/comped, g2) = e(Tr.i, g5 /gb) - e(hn, g5™' ")

(where the blue parts are changes to the original KZG verification check due to
the blinding).

6.5.2 PoK of Encrypted Key Share

Next, we modify the previous construction to accommodate an encrypted initial
key share ; := H(ekj 1, ek; o)+, where z = fo(0) and x; = fo(i). After having
computed every party’s plaintext share z; (as above), the client C' will compute
each encrypted key share Z; and interpolate the degree-(n—1) polynomial fO(X )
where fo(i) = #; for i € [n]. For now, we assume the Z; and fo(X) are computed
correctly (we will return to this assumption in Section. Thus, we don’t prove
the correctness of the Z; values themselves, only that they are equal to fo(7)

where fo(X) is fixed for all parties.

C commits to fO(X ) publicly and, in a similar fashion as before, sends each
hot party Pih°t the opening fo(i) =: I; and the corresponding evaluation proof
70,;- Now the hot party can prove rembrance of its current share fr (i) in zero-
knowledge in the same way as before, namely by committing to the share and
blinding the evaluation proof 77 ; as described in the previous section.

Share refreshes in epoch T also proceed as before with a commitment ucomp
to a polynomial z7(X) such that zr(0) = 0 (confirmed via a public evaluation
proof (7o at X = 0). Parties receive their update value zr(7) and corresponding
evaluation proof (r;, and can update their (now encrypted) share homomor-
phically just like before. (This still works because our encryption scheme allows
additive shifts of the plaintext via addition to the ciphertext.) The only differ-
ence is that, because the encrypted shares now lie on a degree-(n—1) polynomial
instead of a degree-(t — 1) polynomial, the KZG CRS must accomodate poly-
nomials up to degree n — 1. (In practice, because different clients in the system
may chose different values of n, the KZG CRS will actually have some degree d
which is as large as the maximum allowed value of n — 1.) As with the original
polynomial fo(X ), we assume zp(X) is chosen honestly by C. In Section
we show how to avoid trusting C' in the refresh stage.

The final hot proof of remembrance is summarized as Ilgks in Figure [6.3
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HoT STORAGE PROOFS OF ENCRYPTED KEY SHARE (Ilgks)

Parameters: Generators g1, h1; € G; and g2 € Go; a degree-d KZG common
reference string crs = {¢1,97,. .. ,g{d,gg, g3}

Prove((crs, comr, ); (i, m7.;)) — 7% Given crs, a KZG commitment comy to

the current polynomial fT(X ), and its index 4, a hot party uses its key share
Z; = fr(i) and corresponding opening proof 7y, to compute a ZKPoK of Z;
as follows:

1. Sample r <8 Z,, let compy := gfi 7, and compute Tpeq <
II,eq.Prove(compeq; (4, 7)) (see Section [2.7]).

2. Sample s <5 Z, and let s,(X) := —r —s(X —i). Compute 7, := wp;hj
and S := g;i(T) using crs.

3. Output 7M° := (comped, Tped, 77,1, S)-

hot

Verify((crs, comp, i), m°t) — {0, 1}: Given crs, a KZG commitment comy, and

hot — (cOMped; Tped, TT,i, S) by outputting

a party index i, verify the hot proof 7
1 iff the following hold:

ITpeq. Verify(comped, Tped) =1
e(comr/comped, 92) = e(7r.i, 95 /93) - e(h1, S).

Figure 6.3: The proof system ITgks used by each Pih°t to show possession of a
valid encrypted key share with respect to the current KZG commitment.

6.6 Throback: Hot-Cold Threshold BLS with
Proofs of Remembrance and Proactive Re-
fresh

In this section, we show how to use the encryption scheme from Section and
the proofs of remembrance from Section to construct a auditable hot-cold
threshold backup using BLS signatures (recalled in Section [2.5.1]).

Let G1, Gs be elliptic curve groups of order p generated by g; and gs, respec-
tively, and e : G; X Gy — G be an efficiently computable asymmetric (type-3)
pairing between them. Since vk € Go, we will also instantiate the additive El-
Gamal encryption over Go. Let H : {0,1}* — G; and H : G3 — Z,, be hash
functions as defined in Section [2.5.1] and Section [6.4] respectively.

6.6.1 Subprotocols

We assume the existence of the following ideal functionalities, which we will use
as building blocks for our protocol:
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Public parameters: Groups G, Gs of prime order p with generators
g1, g2, respectively; a degree-d KZG common reference string crs.

— On input (sid, SSSetup, C, (t,P, {eki}icn)), where P = {Py,...,
P,} is a set of parties, for i € [n], ek; € G2 is an encryption key,
and t < |P|, it proceeds as follows:

1.
2.

6.

Sample x <$ Z,, \ {0}. Let y := ¢3.

Generate t-out-of-n Shamir Shares of z as z1,...2, € Z,.
Let y; := g5° Vi € [n].

Interpolate the degree-n polynomial f such that f (i) =
H(ek?) + x; Vi € [n]. Compute com < KZG.Com(crs, f).
Delete any entries (C,x,*,%,%,%) € D. Add (C,P,t,y,
com, time :=1) to D.

For each i € [n], compute (Z;,m;) + KZG.Open(crs, f,z) and
output (sid, SecretShare, P;, (C, i, &;,m;)).

Finally, output (sid, SSSetupDone, C, (y, {yi }icn)))-

— On input (sid, ZeroSetup, C, (t, P)), where P = {Py,...,P,} is a
set of parties and ¢ < |P|, it proceeds as follows:

1.

6.

— On

Generate t-out-of-n Shamir Shares of 0 as x1,...x, € Z;; let
f be the polynomial used.

Compute comg < KZG.Com(crs, f).

Retrieve (C,P,t,y,com,time) € D for the maximum value
of time. Add (C,P,t,y,com - comg, time++) to D.

For each i € [n], if C is corrupt ask A for a bit bf. If
b = 1, compute (J;,m;) < KZG.Open(crs, f,i). Otherwise
set ((Si,’ﬂ'i) = (L,J_)

If P; is corrupt, ask A for values (0},7}) and set (§;,m;) =

(6}, 7). Output (sid, ZeroShare, P;, (C,d;,7;)).

i

Finally, output (sid, ZeroSetupDone, C, (1)).

input (sid, AuxRecover, P;, (C)) for some client C, retrieve

(C,*,x,y,com,time) € D for the maximum value of time and
output (sid, Auxinfo, P;, (C,y,com)).

Figure 6.4: The encrypted secret sharing functionality Fss.
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— On input (sid, PKSetup, P), it proceeds as follows:

1. Sample dk < Z,, and set ek := g3k,

2. Delete any existing entries (P, *,x,*,%) € L and add (P, ek,
dk, time := 1,unleaked := 1) to L.

3. Output (sid, PKSetupResult, P, (ek,dk)).

— On input (sid, PKRecover, P, (Q)), retrieve (Q, ek, %, *,*) € L and
output (sid, PKRecoverResult, P, (Q, ek)).

Figure 6.5: The public key functionality Fpk.

(Encrypted) secret share generation Fss: Presented in Figure this func-
tionality is executed between a client C' and a set of custodians (institu-
tional entities). The functionality allows the client to choose which in-
stitutional entities it wants to use. We require that the client provide
the public keys of the institutional servers that it wants to engage. A
direct way to implement the Fss functionality would be for (trusted) C
to execute the steps of Fss on input SSSetup locally and send 7; to P
for each i via a point-to-point channel. While this suffices for a number
of applications, we model it as an abstract ideal functionality as we will
be interested in settings where security is desired even if C' (i) does not
have access to a source of true randomness, or (ii) is (or, may in future
be) corrupted. In Section we show that one can use an additional
proof system Ilges and a public bulletin-board with limited programma-
bility to avoid trusting C' beyond the key generation phase. We leave a
fully decentralized key generation protocol to future work.

Public key infrastructure Fpk: Finally, we assume a functionality Fpk (Fig-
ure which allows a party (institutional cold servers in our case) to
obtain a secret (decryption) key dk sampled from Z, while its public (en-
cryption) key ek := ¢3¢ is made public, and can be retrieved reliably by
any client. Again this functionality can be implemented by a party exe-
cuting it locally. We abstract it out to separate the implementation details
of this functionality from our modeling.

Construction Throback, our BLS-based auditable hot-cold threshold backup
protocol, is given in Figures[6.6] and [6.7] Each cold storage is set up separately
and independently of any client (user) via the ColdRegister protocol. When a
client registers, it specifies a set of n institutions Z and a threshold ¢ < n of
them required for signing. The ClientRegister protocol is an interactive protocol
between C' and the n hot parties specified by Z which outputs a verification key
vk to the client and an encrypted secret key share Z; to each hot party. Each
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Parameters: Groups Gi,Gsy of prime order p with generators gq,go, re-
spectively; a degree-d KZG common reference string crs; hash functions
H:{0,1}* —» Gy and H : G3 — Z, as defined in and [6.4] resp.

SETUP

Registering a cold party Pf4: On input (sid, ColdRegister, Pfold),  peold
calls Fpk on input (sid, PKSetup, Pf) and receives response (sid,
PKSetupResult, P (ek;, dk;)). It stores ek;,dk; and outputs (sid,
ColdRegistered, P!, ek;).

Registering a client C: On input (sid, ClientRegister,C, (¢t,Z)), where Z =
{(Ppet, Pf°'d)}ie[n] is a set of institutional entities and ¢ < n a signing thresh-
old:

1. Call Fpk on input (sid, PKRecover, C, (P'4)) for all i € [n]. Waits for
a response (sid, PKRecoverResult, C, (P!, ek;)) for all i € [n].

2. Call Fss on input (sid, SSSetup, C, (¢, {Pih"t}ie[n], {eki}icrn))). The lat-
ter outputs (sid, SecretShare, Pt (C,i,%;,m;)) to P Vi € [n]. It also
outputs (sid, SSSetupDone, C, (vk, {vk;}ic[n))) to C.

3. Each PPt stores the tuple (C,#;,m;) in a list L;. Then it outputs
(sid, ClientRegistered, Pt (C,b; = 1)).

4. Meanwhile, C stores the parameters and the values it received from
Fss in the tuple D = (vk,{vk;}icp),t,Z).  Finally, it outputs
(sid, ClientRegistered, C, vk, {Vk, }ic[n])-

SIGNING

Threshold signing: To sign a message, a client C' sends a a signature request
(sid, TSign, P;, (C,vk,m)) to all P; € {Ppet, pgeld .. phot pcoldy

1. If P decides to honor the request, it sends o€ := H(m)" to PP,
where 7 1= H(vk™ !, vk©2).

2. If Pt decides to honor the request, it retrieves (C,%;,*) € L;
and computes ot := H(m)%. Once it receives o5, Pt outputs

(sid, TSignResult, Pt (C,m, o; := oh°t /gcold)).

Figure 6.6: The Throback protocol (setup and threshold signing).
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PROOFS OF REMEMBRANCE
Cold proof: A client C' can verify that an institutional cold storage P still
retains its key material (namely dk;) by sending a designated proof request
message to P9, Then:

1. P retrieves its stored ek; = (ekj 1,¢ek;2), dk; = (dk; 1,dk;2) and com-
putes a non-replayable proof 7r§f’k'd < IIpL.Prove(ek; i; dk; ) for k =1,2.
It sends 752! := (w9, 7599) to C.

2. To verify, C calls Fpk on input (sid, PKRecover, C, (P°')) and receives
(sid, PKRecoverResult, C, (P, ek;)). Tt parses ek; = (ek; 1,ek;2) and
computes by < Ipy.Verify(ek; x, 7{5¢) for k = 1,2. Finally it outputs

(sid, CProofResult, C, (P by A by)).

Hot proof: A client C' can also verify that an institutional hot storage Pgo'd
still retains its key material (namely Z;) by sending a designated proof request
message to PM°t. Then:

1. Pt calls Fss on input (sid,AuxRecover, P' (C)) and receives
(sid, AuxInfo, P'°t (C,vk,com)). Then it uses com and the stored tu-
ple (C,%;,7;) € L; to compute 7't < Tlgks.Prove((crs, com, 7); (Z;, m;)),
which it sends to C.

2. To verify, C calls Fss on input (sid, AuxRecover,C,(C)) and receives
(sid, AuxInfo,C, (C,*,com)). Then it lets b + Igks.Verify((crs,com,
i), m'°%) and outputs (sid, HProofResult, C, (P, b)).

PROACTIVE REFRESH
Hot share refresh: To trigger a refresh of its hot key shares, a client C retrieves

its stored wallet parameters D = (vk, *,t,Z) where Z = {(Pl-h"t,PiC"'d)}ie[n].
Then:

1. C calls Fss on intput (sid, ZeroSetup, C, (¢, {Pih°t}ie[n])).

2. Fss outputs (sid, ZeroShare, PMt (C,6;,¢;)) to P for all i € [n]. It
also outputs (sid, ZeroSetupDone, C, (b)) to C.

3. Each PPt checks if (;,¢;) = (L, 1). If so, it sets b; = 0; otherwise, it
sets b; = 1 and updates (C,Z;,m;) € L; to (C,Z; + §;,7; - {;). Then it
outputs (sid, ShareRefreshResult, Pt (C, b;)).

4. Meanwhile, C outputs (sid, ShareRefreshResult, C, (b)).

Figure 6.7: The Throback protocol (proofs of remembrance and proactive re-
fresh).
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hot party also receives a proof m; which will allow it to prove that Z; was the
output of ClientRegister.

To sign a message m on behalf of C| each institution (consisting of a hot
and cold party) separately produces a partial signature on m. Upon receiving
a signature requestﬂ each component can honor the request by producing a
partial signature ot or 05° respectively, which the hot party combines into
;.

Proving remembrance of each party’s key material is done via CProof and
HProof, respectively. We write that Pf¢ sends its proof directly to C, which
in practice can be achieved by passing the message via P! assuming eventual
delivery. Finally, the hot key shares can be proactively refreshed via an inter-
active protocol ShareRefresh between C' and the hot parties, which is similar
to ClientRegister and outputs some update information §; and a proof (; of its
correctness to each hot party.

Correctness Let Z be the set of n institutions with which C registers using
threshold ¢. For i € [n], let ek; be the output of ColdRegister for P, vk be the
output of ClientRegister, comy be the polynomial commitment after T executions
of ShareRefresh, and 71°t (resp. 7°) be the output of HProof for Pt and C
(resp. CProof for P and C). For correctness, we require that for all T, if there
exists some set S = {i : i € [n]} with |S| > t such that Igks.Verify(crs, comr,
7o) = 1 and TIpy.Verify((eki, g2), 7°9) = 1 for all i € S, then BLS.Verify(vk,
m, BLS.Reconstruct({o; }ics)) = 1 with all but negligible probability, where o;
is the output of TSign for Pt C,m.

Recall that TSign outputs computes o; as a;‘“ / Uf°'d, which by construction
equals H (m)s M) . F (m)=HK™) = F(m)*i = BLS.TSign(sk;,m). Thus
correctness follows by construction, the soundness of IIp and Ilgks, and the
correctness of threshold BLS.

Efficiency and compactness of cold storage We wish to point out that our
construction optimizes storage-, computation-, and communication-efficiency for
the cold parties. Each Pf°'d only stores a single decryption key dk; € G3,
regardless of the number of clients registered with its institution. To produce
a cold partial signature, it computes two Go exponentiations, one addition in
Zyp, and a single evaluation of #, which is highly efficient since it is a simple
subset sum (see Section . Computing a proof of remembrance requires 2 Go
exponentiations, 1 hash function evaluation (for Fiat-Shamir), and 2 additions
and multiplications each in Z,. Finally, in terms of communication, a cold party
only needs to send a single G; element per signing operation. A cold proof of
remembrance consists of 2 G, and 2 Z, elements.

%In most implementations, requests would be passed to each cold party via the correspond-
ing hot party. To prevent a malicious hot party from sending spurious requests to its cold
party, one could instantiate an authenticated channel over the hot parties between the client
and each cold party.
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6.6.2 Security Analysis

We prove our scheme secure in the universal composability frameworkﬂ which
we summarized in Section Messages to and from the ideal functionali-
ties consist of two pieces: a header and the contents. The header normally
consists of a session identifier sid, a description of the action the functional-
ity should take/has taken, and the sender/recipient. In this dissertation, we
will use the convention of putting the message contents in parentheses so it
is clear where the (public) header ends and the (private) contents begin, e.g.,
(sid, Action, Psender, (contents)) or (sid, ActionDone, Precipient, Publicvars, (contents)).

Ideal Functionality We now present our BLS auditable hot-cold threshold
backup functionality Fyc, whose interfaces can only be called by either an
institutional hot or cold party (specified by the superscripts hot and cold) or
a client. For readability, we split Fyc into four figures. The first, Figure
describes how parties register in the system. The share refresh and proof of
remembrance interfaces of Fyc are described in Figure [6.9] Signing is given in
Figure The adversarial interfaces (Figure are described below. Fyc
uses the following internal variables to track the state of the system: L.q =
{(P=' ek, dk, leaked, tampered, corrupted,allowc)}, a table with the state of
each cold storage’s key material; D = {(C,Z,t,y,com)}, a table of registered
clients and their metadata; Ly = {(P",C;, 7,7, time, leaked, tampered)},
which keeps track of the hot key material and whether it has been leaked or
tampered with; and Shor = { P"°t, corrupted, allowc}, which keeps track of hot
corruptions.

The most complicated part of the functionality is the signing interface, which
provides partial BLS signatures o; on requested messages. For uncorrupted
institutions I; (that is, neither P4 and PP are corrupt), o; is computed
honestly. If the hot party has been corrupted but the cold remains honest, the
functionality asks the adversary whether to use the correct value for the hot
signature; if so, it computes o; correctly and also sends the cold signature to
the adversary. Otherwise, it outputs o; = L and sends H(m)" for a uniform
r to A (as the “corresponding” cold signature). (The idea is that in this case,
the hot signature is incorrect so o; will not verify, and the cold signature should
be “useless” without it, i.e., it should look random to the adversary.) If the hot
party is honest and the cold is corrupt, the functionality behaves in the same
way but with the hot and cold roles reversed. Finally, if both parties in a pair
are corrupt, the adversary will get no information about the hot or cold partial
signatures from the functionality, which only outputs either the correct o; or L,
depending on whether the adversary says to compute the hot and cold partial
signatures correctly.

We will argue that this implements threshold BLS signatures, so the security
of a protocol implementing Fyc follows from security of threshold BLS.

"Specifically, we use the version presented in [CLOS02al.
8We assume share refreshes are sequential and delivery to all P; precedes any new refreshes.
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Registration

— On input (sid, ColdRegister, P<'). it proceeds as follows:

1.
2.

3.

Sample dk; <8 Z,, and set ek; := ggk".

Delete any existing entries for P in Leoq and add (P&, ek;, dk;,
leaked := 0, tampered := 0, corrupted := 0,allowc := 1) to Leod-

Output (sid, ColdRegistered, P, ek;).

— On input (sid, ClientRegister, C, (t,T)), where Z = {(P}"°*, P}, is a
set of institutional entities and ¢ < n a signing threshold, it proceeds as
follows:

1.

For each i € [n], retrieve (P! ek,, %, x, %, %, x) from Leyq. If a public
key for some party is unavailable then output y := L.

. Otherwise, sample = <% Z, \ {0}. Let y := g3.

. Generate t-of-n Shamir shares of x as x1,...x,. Let y; := g5° Vi €

[n].
Interpolate the degree-n polynomial f such that f(i) = H(ek?) +
x; Vi € [n]. Compute com < KZG.Com(crs, f).

. Delete any existing entries (C, *, *, x,*) € D and add (C,Z,t,y,com)

to D. Send (sid, ClientRegistered, C,y, {¥: }ic[n]) to C.

. For each i € [n]:

(a) Compute (Z;,m;) < KZG.Open(crs, f,z)

(b) Output (sid, ClientRegistered, P°t, (C,b; = 1)).

(¢c) Once A has allowed delivery of the message, delete any ex-
isting entries (PP, C,*,%,%,%,%) € Lpo and add (PP C,
Zi, T, time := 0, leaked := 0, tampered := 0) to Lpet. Delete
any existing entries (P, corrupted,allowc) € Shor and add

7

(PPt corrupted := 0,allowc := 1).

Figure 6.8: The BLS auditable hot-cold threshold backup functionality Fyc
(registration).
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Proactive Refresh
— On input (sid, ShareRefresh, C), it proceeds as follows:

1. Output L if a prior share refresh from C' is still pendingﬁ
2. Retrieve (C,Z,t,y,com,time) € D for the maximum value of time.

3. Generate t-out-of-n Shamir shares of 0 as 1, ..., x, € Z, using poly-
nomial f.

4. Compute ucom < KZG.Com(crs, f) and com’ := com - ucom.

5. Add (C,Z,t,y,com’, time++) to D and send (sid, ShareRefreshResult,
C, (1)) to C.

6. For each i € [n]:
) Compute (9;,7;) « KZG.Open(crs, f,1).

(a i

(b) Send (sid, ShareRefreshResult, P't, (C,b; = 1)) to Pt

(¢) Once A has allowed delivery of the message, retrieve
(Pt O, %;,m;, T, +, tampered) € Lphot and add (P C,%; +
0i,m; -, T++,leaked = 0,tampered) to Lpo. Also retrieve
(Pih°t7 *,allowc) € Spot and update allowc to 1.

Proofs of Remembrance

— On  input (sid, CProof, P (C)), retrieve (P ek;, dk;, *, ,
corrupted, ) € Leq. If corrupted = 1, send (sid, CProofRequest,
A, (P)) to the adversary, who will send back a bit b* to rep-
resent whether the query should be responded to honestly.  Set
b:=0b* A (ek; = ¢3%) and output (sid, CProofResult, C, (P, b)).

— On input (sid, HProof,C, (PPt)), retrieve (PNt C, %, m;, , *, *,
corrupted,*) € Lpo and (C,*,#*,%x,com) € D. If corrupted = 1,
send (sid, HProofRequest, A, (P°t)) to the adversary, who will send
back a bit b*. Set b := b* A KZG.Verify(crs,com,i,Z;,7;) and output
(sid, HProofResult, C, (Pt b)).

Figure 6.9: The BLS auditable hot-cold threshold backup functionality Fyc
(proactive refresh and proofs of remembrance).
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Signing

— On input (sid, TSign, P, (C,m)), retrieve (C,Z,*,vk, x) € D and (PP,
Pod) € T. Then:

1. Get (P©"9 x dk;,*, tampered, corrupt g, allowc) € Leod. If
allowc = 1, set it to O.
— If corrupt_,y = 1, send (sid, CSignRequest, A, (P4, C,m)) to
A, wait for response b*, and set beolq := (b* A —tampered). Oth-
erwise (corrupt.,y = 0), set beoid := —tampered.
2. Retrieve (Pih"t,C7 Z;,*,time, *, tampered, corrupt,,,*) € Lhot for
the maximum time.
— If corrupt,,, = 1, send (sid, HSignRequest, A, (P°t,C,m)) to
A, wait for response b*, and set bpor := (b* A —tampered). Oth-
erwise, set bhot := —tampered.
3. If beold A bpot, compute oo = H(m)H("kdki) and ot := H(m)%. Let
o; = ot /o, Output (sid, TSignResult, P, (C,m, o).
— If (corrupt.yy A —corrupt,,), also send ol to A If
(—corrupt 4 A corrupt,,), send o€ to A.
— Additionally, for every party P]h°t such that (P]'?"t, %) € Z, retrieve
(Pjh°t7 *,allowc) € Shet and set allowc to 0.

4. If instead = (beold A bhot), output (sid, TSignResult, Pt (C,m, 1)).

— If (corrupt,.,y A —corrupt,.,) or (mcorrupt g A corrupt,,),
also sample r < Z, and send H(m)" to A.

Figure 6.10: The BLS auditable hot-cold threshold backup functionality Fyc
(signing).
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Adversarial interference Figure [6.1]]gives the leak and tamper interfaces
of Fyc, which an adversary can use to interfere with the information stored
by the hot and cold parties in the system. We also give an explicit corruption
interface, which only allows non-adaptive corruptions of the cold and hot parties
(in the latter case, on a per-epoch basis). The interfaces also capture the fact
that the client C' is out of scope for corruption (we weaken this assumption in

Section [6.6.4]).

Theorem 8 (security of Throback). Throback (Figures[6.6 and[6.7) UC-realizes
Fuc in the Fss, Fpk-hybrid model.

Proof. Let A be the adversary interacting with the parties (namely, PPt Pgold,

<., Phot peold ¢ running the protocol presented in Section We will con-
struct a simulator S running in the ideal world against Fyc so that no environ-
ment &€ can distinguish an execution of the ideal-world interaction from the real
protocol. § will interact with Fyc, £, and invoke a copy of A to run a simu-
lated interaction of the protocol (we call this simulated interaction between A,
&, and the parties the internal interaction to distinguish it from the external
interaction between S, &, and Fyc).

Each protocol/algorithm begins with a party receiving some input. In the
ideal world, this input is received by some dummy party, who immediately
copies it to its outgoing communication tape where S can read it (public header
only) and potentially deliver it to the ideal functionality Fyc. (Recall that for
simplicity we assume authenticated communication, so & cannot modify the
messages it delivers to/from Fyc.) To complete the protocol, S will deliver the
response of Fyc to the dummy party, who copies it to its output tape (which is
visible to ).

Message delivery S waits to deliver any messages until A delivers the cor-
responding message in the internal interaction.

Corruptions Whenever A corrupts a party Pf"'d or Pih°t in the internal exe-
cution, S corrupts the corresponding dummy party (via the Corrupt interface).

Leak and Tamper Whenever A leaks or tampers with the inputs of a party in
the internal execution, S uses the corresponding interface of Fyc to learn/change
the same information (it can use any functions f, g for tampering).

Cold Registration & will deliver the message (sid, ColdRegister, P from
Pl to Fuc once A delivers (sid, PKSetup, P°') to Fpk in the internal inter-
action.
~ cold
— If P,°°° is corrupt, S records (P! ek’, corrupt = 1) in a local database
~ cold
L, where ek! is the value sent by A on (the corrupted) P; s behalf.

cold?
. .. cold .
— Otherwise, if B s honest, it stores (P!, ek;, corrupt = 0) € L.,
where ek; is the value from Fyc’s response.
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Leak

— On input (sid,Leak, A, (P)), for every entry (P, Cj,%;, m;, time,
leaked,*) € Lpot, set leaked to 1 and send (sid,LeakResult, A,
(PP, C;, %, m;, time)) to A.

— On input (sid, Leak, A, (P°'Y)), retrieve the entry (P, ek;, dk;, leaked,
%, %, %) € Leoid. Set leaked to 1 and send (sid, LeakResult, A, (P!, dk;))
to A.

Tamper

— On input (sid, Tamper, A, (P, C, £, g)), where f, g are functions:
1. Retrieve (P C,;, m;, time, leaked, tampered) € Ly for the max-
imum value of time. Let &} := f(&;) and =} := g(m;).

2. If @, 7, #1, let b := 1 and update the entry to (C, P & x/,
time, leaked, tampered = 1). Otherwise let b := 0.

3. Send (sid, TamperDone, A, (C, P°t, b)) to A.
— On input (sid, Tamper, A, (P! )), where f is a function:
1. Retrieve (P, ek;, dk;, leaked, tampered, corrupt,allowc) € Leoid-
Let dk, := f(dk;).

2. If dk} #1, let b := 1 and update the entry to (P, ek;, dk}, leaked,
tampered = 1, corrupt, allowc). Otherwise let b := 0.

3. Send (sid, TamperDone, A, (P b)) to A.

Corrupt

— On input (sid, Corrupt, A, (P°t)), retrieve (P, corrupted,allowc) €
Shot and check that allowc = 1. If so, set corrupted to 1. (A receives
Pfots tapes and € is notified.)

— On input (sid, Corrupt, A, (P°')), retrieve (P, x, %, %, corrupted,
allowc) € Leog and check if allowec = 1. If so, set corrupted to 1.
(A receives Pf'9’s tapes and & is notified.)

Figure 6.11: The BLS auditable hot-cold threshold backup functionality Fyc
(adversarial interfaces).
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It delivers the response to Pf"'d once A delivers the result of Fpk in the internal
interaction.

Client Registration and Share Refreshes Recall that C is out of scope for
corruptions. Thus, in any case S will deliver the message (sid, ClientRegister, C,
(t,Z)) on C’s outgoing communication tape to Fuyc once A delivers (sid,
SSSetup, C, (¢, {Pih°t}i€[n], *)) from C to Fss in the internal interaction. Fyc will

send (sid, ClientRegistered, C, (vk)) to C and (sid, ClientRegistered, P, (C, b;))

~ h ~ -
to P; °*. S delivers these messages to C and each honest party P; Ot, respectively,
once the corresponding response by Fss is delivered to them in the internal in-

~ h
teraction. For any corrupt P; Ot, S instead outputs on its behalf the same bit b;
as A does in the internal interaction. The simulation for share refreshes works
the same way.

Signing We will use the fact that partial BLS signatures o; can be verified
with respect to the partial verification key vk;. Let PVerify(vk;, m,o;) be the
partial verification algorithm, which in the case of BLS consists of checking that
(g2, vk;, H(m), 0;) is a co-Diffie-Hellman tuple (see Section 2.5.I). On input
(sid, TSign, P°t, (C,m)), the simulator first delivers the message to Fuc once
A delivers the corresponding request from C to Ehm in the internal interaction.
Then it retrieves the identity of the corresponding P4 and behaves as follows:

- If Pih°t, Pf°'d are both honest, S immediately delivers Fyc’s output (sid,
TSignResult, Pt (C,m, 0;)).

— If PPt is honest and P is corrupt, S will receive a CSignRequest from
Fuc to which it must respond with a bit b. It looks at the values a?°t and
af°'d* in the internal interaction (the latter is output by A on behalf of the

corrupt P and responds with b := PVerify(vk;, m, 07t /o4") where

vk,;,m are the ith partial verification key and message requested in the
internal execution (all known to §). As before, it delivers Fic’s output

to C' immediately.

— If PPt is corrupt and P is honest, S will receive an HSignRequest
from Fyc to which it must again respond with a bit b. Similarly, it now
looks at the values o7°t" (output by .A) and o in the internal execution
and responds with b := PVerify(vk;, m, a?°t*/a§°'d). Again it immediately
delivers Fuyc'’s output to C.

— Finally, if both Pt and P are corrupt, S checks if PVerify(vk,,m,
oMot /gld™) — 1 in the internal execution. If so, it responds 1 to both
CSignRequest and HSignRequest; otherwise (w.l.o.g.) it sends 0 to both.
Then it delivers Fuc’s output to C.

Proofs of Remembrance On input (sid, CProof,C, (Pf°!9)), the simulator
delivers the message to Fyc once A delivers the corresponding request from C'

to Pf°'d in the internal interaction.
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Time

Proof size (B)

ColdRegister 360us

TSign 890us Cold proof (IIp) 256
ShareRefresh (PMt) 5ms Hot proof (ITgks) 304
Cold Prove (IIp..Prove)  370us Refresh proof ({;) 48

Cold Verify (IIp.Verify)  560us

(b) Proof sizes
(a) Runtimes. The ShareRefresh time for
Pih°t includes running Ilger.HVerify for the
refresh proofs.

Table 6.1: Throback benchmarks independent of threshold

— If P is honest, S delivers (sid, CProofResult, C, (P, b)) to C once A
delivers the output of Fpk to C in the internal execution.

— On the other hand, if P is corrupted, S will receive a message from

Fuc requesting a bit b*. It retrieves the party’s ek; from L, and the
proof 7r§°'d computed by A in the internal execution and sends back b* :=
IIp, . Verify((ek;, g2), 7r§°'d). Finally it delivers Fyc’s output (sid, CProofResult,
C, (P,b)) to C once A delivers the message from Fpk to C in the in-

ternal execution.

On input (sid, HProof, P°t, (C)), S acts in the same way as CProof, except in
the corrupted case it sets b* := IIgks.Verify(com, 7f°t), where both com, 7¢!¢ are
the party’s values in the internal execution.

It is straightforward to see that the simulated registration and share refreshes
are identical to a real-world execution. The simulation of the signing protocol is
computationally indistinguishable from the real-world execution by the correct-
ness and security of threshold BLS signatures, which guarantees that S sends
b=1iff gfold" = H(m)ﬁ"'[("kdki)7 resp. o = H(m)%. Similarly, the indistin-
guishability of simulating proofs of remembrance follows from the correctness
and soundness of IIp. and Ilgks. O

From Fyc to threshold BLS Finally, notice that the signing interface of
FHc is identical to the functionality offered by threshold BLS, except that A
additionally learns either ot or ¢5°¢ (in step 3) or a uniform value H(m)" (in
step 4). Clearly the uniform value is independent of any private information can
be simulated perfectly as a uniform Go element. As for step 3, the simulator
can again send a uniform G, element, now in place of U?Ot (alternatively, af"'d),
and the simulation is statistically indistinguishable by Lemma [7}
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Time (ms)

(t,n) = (3.5) (5,20) (67,100)
ClientRegister 10 40 170
ShareRefresh (C) 11 41 172
Hot Prove (Ilgks.Prove) 10 40 170
Hot Verify (Ilgks.Verify) 14 43 194

Table 6.2: Throback benchmarks for each setting of (¢,n). The ShareRefresh
times for C includes running ITres.UCVerify.

6.6.3 Implementation and Evaluation

We implemented our construction in Rust using the BLS12-381 elliptic curveﬂ
Each element in G, is 48 bytes in compressed form, G2 is 96 bytes, and Z,, is
32 bytes. Thus the size of vk is 96 bytes. Each ek; is 192 bytes (2 G elements).
The hot shares Z; and share refresh information §; are 32 bytes, and the cold
shares dk; are 64 bytes. The (partial) signatures ot ¢4 and o, as well as
the commitment comyp, are 48 bytes.

We report the runtimes of each of our algorithms for small (¢,n) = (3,5),
medium (5,20), and large (67,100) parameter settings. The times for cold
registration and proofs, threshold signing, and processing hot share refreshes
(which includes running Iges.HVerify to check ;) are all independent of (¢,n)
and are shown in Table Similarly, proof sizes are independent of (¢,n) and
are given in Table untimes for generating hot shares (ClientRegister),
hot share refreshes (using the realization of Fss shown in Figure , and hot
proofs depend on the specific values of (t,n) and are shown in Table The
benchmarks are an average over 1000 iterations using a machine with an 8-core
AMD Ryzen 9 5900HX processor at 56GHz with 64GB RAM and 512KB L1,
4MB L2, and 16 MB L3 cache.

6.6.4 Trustless Proactive Refresh Using a Bulletin-Board

Recall from Section that the correctness of our proactive refresh protocols
relies on the update polynomial zr(X) being of degree t — 1 < d and having
27(0) = 0. We can use a folklore technique [CHM ™20, §2.5] to enforce the degree

requirement: the client publishes an additional public “degree commitment”

Td7t+1*ZT(T)

dcomy := g , which is verified by checking

d—t+1
e(dcomr, g2) = e(ucomr, g5 ),

where d is the degree of the KZG CRS. This ensures that the polynomial z7(X)
committed to by ucomy is of degree at most ¢t — 1. To enforce the evaluation at
zero, C can simply provide a KZG opening proof for ucomy at X = 0.

ﬂhttps://github.com/hyperledger—labs/agora—key—share—proof54
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Additionally, the hot parties should also be sure that the client is using the
same polynomial zy(X) for all of them when computing their share updates
§;. This is easily done, since each P is already provided with an evaluation
proof (; for §;. In the case of a trusted client, these were assumed to be com-
puted correctly so Pt only used them to blindly update the its key share and
opening proof (Z;,m;). In the case of an untrusted client, parties will instead
first check their correctness by ensuring KZG.Verify(crs, ucomr, i, 6;, ;) = 1, and
only update their key share and opening proof if verification passes.

SHARE REFRESH PROOFS (Ilgef)

Parameters: Degree-d KZG common reference string crs = {g1,97,...,
d

g{ 592ag§}'

Prove((crs, ucomp,t — 1, {0 }icpn)); 27(X)) = ({¢ri}ign), =) Given crs, a

KZG commitment ucomr to update polynomial zr(X), the latter’s degree

t — 1, and each party’s share refresh information §;, use zr(X) to compute the
following:

1. For each ¢ € [n], prove that ; = zp(i) by computing (J;,(r;)
KZG.Open(crs, zr(X), 0).

2. Prove that zr(0) = 0 and zp(X) has degree t — 1 < d by computing

it ()

(0,¢r0) < KZG.Open(crs, zr(X),0) and dcomp = g,
crs. Let Tyeom := (1,0, dcomr).

using

3. Output ({CT,i}iE[n] ) ’/Tucom)-

HVerify((crs, ucomy,,d;),(r:) — {0,1}: Given crs, a KZG commitment
ucomp, party index ¢, and share refresh information §;, output
KZG.Verify(crs, ucomr, 4, d;, ().

UCVerify((crs, ucomp,t — 1), mycom) — {0,1}: Given crs, a KZG commitment
ucomy, and its supposed degree t — 1, verify the proof mycom = ((r,0, dcomy)
by outputting 1 iff the following hold:

KZG.Verify(crs, ucomr, 0,0, (ro) = 1

e(dcomy, g2) = e(ucomy, g¢~1*1)

Figure 6.12: The proof system Ilges used to prove correctness of the every hot
party’s share refresh information §; and the commitment update ucom;. Each
hot party verifies its own update information using HVerify, and the correctness
of ucom is verified separately via UCVerify.

Figure [6.12] gives the proof system Ilges used to prove correctness of share
refreshes, with verification split between verifying the well-formedness of the
update polynomial z7(X) committed to by ucomy (via UCVerify) and of each
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Public parameters: Groups G, G, of order p with generators g1, g2, respec-
tively; a degree-d KZG common reference string crs.

— On input (sid,Setup,C, (vk,t,com)), delete any existing entries

(C,%,%,%,%) € D and (C,*,%) € U. Add (C,vk,t,com,time := 1) to
D and output (sid, SetupResult, C, (1)).

— On input (sid, ComUpdate, C, (ucom, Tycom)):

1. Retrieve (C,vk,t,com,time) € D for the maximum value of time.

2. If TIger.UCVerify((crs, ucom, t), Tycom) = 1, set b := 1 and add (C, vk,
t,com - ucom, time++) to D and (C,ucom, time++) to U. Otherwise
set b := 0.

3. Output (sid, ComUpdateResult, C, (b)).
— On input (sid, ClientInfoRecover, P, (C)), retrieve (C, vk, *,com, time) €

D for the maximum value of time and output (sid,AuxInfo,
P, (C, vk, com)).

— On input (sid, UComRecover, P, (C)), retrieve (C, ucom, time) € U for the
maximum value of time and output (sid, UCom, P, (C, ucom)).

Figure 6.13: The programmable bulletin-board functionality Fgg

hot party’s refresh information ¢; (via HVerify).

Given Ilges, it is fairly simple to realize Fss in a manner that avoids trusting
C except for the setup phase. To do this, we assume a public bulletin board
functionality Fgg with limited programmability (Figure . This functional-
ity will store the most up-to-date commitment com to the hot shares z1, ..., Z,.
Whenever the shares are refreshed, it will also check the correctness of the up-
date to com (namely ucom) before making the new commitment available.

Specifically, instead of only running the steps of Fss locally, C' will compute
some additional values using IIges to let Fgg and each PihOt check the correctness
of the share and update commitments. The proof for the update commitment
ucom will be checked by Fgg before updating the stored commitment. Addi-
tionally, C will let Fgpg store and distribute ucom instead. We describe the full
protocol in Figure [6.14

Theorem 9. The encrypted secret sharing protocol in Figure[6.1]] UC-realizes
Fss in the Fgg-hybrid model.

Proof. Let A be the adversary interacting with the parties P, ..., P,, C running
the protocol in Figure[6.14] We will construct a simulator S running in the ideal
world so that no environment £ can distinguish an execution of the ideal-world
interaction from the real protocol. S will interact with Fss, £, and invoke a
copy of A to run a simulated interaction of the protocol (which we again refer
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ENCRYPTED SECRET SHARING PROTOCOL
Public parameters: Groups G1, Gy of prime order p with generators g, g2,
respectively; a degree-d KZG common reference string crs.
Setup: On input (sid, SSSetup, C, (t, P, {eki}ic[n])), wheret,n € Ns.t. n = |P|
and t <n <d, P={P1...P,} aset of parties, and {ek;};c[, a set of public
(encryption) keys (Vi € [n], ek; € G3), C proceeds as follows:

1. Sample x < Z, \ {0}. Let y := ¢3.

2. Generate t-out-of-n Shamir Shares of = as z;,...x, € Z,. Let y; :=
95" Vi € [n].

3. Interpolate the degree-n polynomial f such that f(z) = H(eki) +
x; Vi € [n]. Compute com < KZG.Com(crs, f) and send (sid,
Setup, C, (y, t,n,com)) to Fgg.

4. Delete any existing entries (C, x,*) € D and add (C,P,t) to D.

5. For each i € [n], compute (Z;,7;) < KZG.Open(crs, f,z) and output
(sid, SecretShare, P;, (C, i, Z;,7;)).
6. Finally, output (sid, SSSetupDone, C, (v, {¥i}ic[n]))-

Generating share refreshes: On input (sid, ZeroSetup, C, (t,P)), where t,n €
Nst. n=[Pland ¢t <n <d, and P = {P;...P,} a set of parties, C' will
proceed as follows:

1. Generate t-out-of-n Shamir Shares of 0 as z1,...x, € Zp; let f be the
polynomial used.

2. Compute comg <~ KZG.Com(crs, f) and ({(; }ic[n), T=) < Ilrer.Prove((crs,
como,t — 1,{Zi}iepn)); f(X)). Send (sid, ComUpdate, C, (comg, 7)) to
Fig, which returns (sid, ComUpdateResult, C, (b)).

3. Send (z;,{;) to P; for all i € [n], then output (sid,ZeroSetupDone,
C, ().

4. Each party P; for i € [n] will send (sid, UComRecover, P;, (C)) to
Fee and receive (sid,UCom, P;, (C,ucom)) in return. It checks that
Ires.HVerify((crs, ucom, 4, 2;),¢;) = 1. If not, set z;,¢; =L. Output
(sid, ZeroShare, P;, (C, z;,(;)).

Providing auxiliary information: On input (sid, AuxRecover, P, (C')) for some
client C, P sends (sid, ClientInfoRecover, P, (C)) to Fgg.

Figure 6.14: Protocol realizing Fss in the Fgg-hybrid model. Changes with
respect to locally running the ideal functionality Fss are shown in blue.
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to as the internal interaction). The dummy parties, communication tapes, and
message delivery are handled in the same way as in the proof of Theorem

Corruptions Whenever A corrupts a party P; in the internal execution, S
corrupts the corresponding dummy party.

Setup and auxiliary information Since all the computation in setup is
done by C' and we do not allow it to be corrupted in this phase, S only passes
messages to and from Fss. It also keeps track of client-threshold pairs in a list
D’. Similarly, retrieving auxiliary information involves no computation, so S
again only passes along messages.

Generating share refreshes If C is corrupt, S retrieves (C,;t) € D’ and
observes what values ucom, mcom the adversary A sends to Fgg in the internal
interaction. It computes b* < Ilger.UCVerify((crs, ucom,t), mycom). When Fsg
sends S a ZeroSetupRequest message, it responds with b*.

S also keeps track of the values (z;,¢;) sent by A to each P; in the internal
interaction and computes b} < TIger.HVerify((crs, ucom,i,z;),¢;). When Fss
sends S a ZeroShareRequest message, it responds with b}. O
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Chapter 7

Conclusion

In this dissertation, I gave four ways in which advanced cryptography can im-
prove the security and trust assumptions of blockchain applications in a practical
and deployable manner: naysayer proofs, the formalization of blind conditional
signatures, the Cicada framework for fair and non-interactive voting and auc-
tions, and Throback, a BLS-based auditable hot-cold threshold backup. Given
that these works have had significant industry discussion and/or collaboration,
it is my hope that they will also see practical deployment in the near future.

The ideas discussed in this dissertation also have significant potential to
spark additional discussion and future work. The naysayer paradigm can be
substituted for classic zero-knowledge proofs in any application which uses them
as a building block. A more theoretical analysis of naysayer complexity, lower
bounds, and application to particular classes of underlying verifiers or popular
proof systems may also be fruitful. Finally, like optimistic rollups, naysayer
proofs would benefit from a rigorous analysis of how to set collateral and delay
periods in optimistic settings.

Second, the BCS primitive can be used to analyze any coin mixing proto-
col which falls into the synchronization puzzle paradigm. Extensions to this
definition can broaden its applicability. Designing a more efficient universally-
composable BCS construction is another direction which can be of interest in
practical deployments, where a protocol is part of a large, complex system and
thus security should be analyzed rigorously and ideally hold under composition.

Next, I showed that the Cicada framework is a useful blueprint for fair on-
chain elections and auctions and demonstrated its practicality for many popular
protocols. Extending Cicada to other, non-additive scoring protocols could be a
useful future work. Each of the proposed extensions can be explored in greater
detail as well.

Finally, the auditable hot-cold threshold backup protocol Throback is de-
signed for a popular threshold signature scheme used in the blockchain ecosys-
tem today. It may be desirable or necessary to extend these ideas to other
threshold signatures (e.g., pairing-free signatures like Schnorr). Furthermore,
although Throback already offers several advanced functionalities, deployments
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may wish to extend it even more, e.g., by adding distributed key generation,
hot share refreshes, and secret resharing.

Cryptography has seen significant deployment in the blockchain ecosystem
and driven some of its most important innovations. As the space continues to
grow, I expect that cryptographic protocols and primitives will continue to play
a large role in furthering security, decentralization, and scalability.
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