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Chapter 1: Introduction

1.1 Background and Motivation

Empowered by high-performance computing techniques and large volumes of datasets,

machine learning (ML) has achieved significant and rapid development in a wide range of ap-

plications in the past decade. In particular, reinforcement learning (RL) imitates the natural

learning process of humans and can give birth to intelligent agents for automatic (sequential)

decision-making. By learning from interactions and maximizing long-term utilities, RL agents

are shown to achieve superhuman performance in many scenarios such as video games and board

games [1, 2, 3]. However, the success of these learning-based intelligent agents is mainly eval-

uated in stable and stationary simulated environments, while there are still many challenges im-

peding the application of these intelligent agents in real-world scenarios.

We live in the era of information explosion, while noisy, false, or even adversarial informa-

tion is mixed with useful information needed for making decisions. Recent work has revealed that

a well-trained agent could greatly fail when the input is slightly but adversarially perturbed [4, 5].

That is, although an agent can learn to perform well in a clean environment, it may not make cor-

rect decisions in a noisy environment, making it risky to deploy these agents in high-stakes real

world applications. On the other hand, the real world we live in is ever-changing, where previous

experience and methods are often challenged by new and unseen problems. For example, the un-
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precedented COVID-19 pandemic has caused dramatic changes of our lives in the past few years;

everyone is more or less forced to adapt to a changed environment and adopt a new lifestyle.

However, adapting to a new environment is not easy for intelligent agents as they require a large

amount of data samples and computation to learn — it takes days if not months for face recogni-

tion systems to get used to masks on faces. Therefore, the ability of quickly and reliably adapt to

changes in environment is critical for intelligent agents to make real-time decisions.

Towards building more trustworthy and more general intelligent systems, this dissertation

aims to understand and improve the robustness and adaptability of decision-making agents. In

particular, we focus on the challenging sequential decision making problem and the RL regime,

and propose formulations and solutions centered on the following aspects.

• Robustness. The interactions between the agent and the environment are subject to

perturbations. For instance, an autonomous driving system [6] may suffer from GPS signal in-

terference or wind turbulence. Motivated by this practical challenge, this dissertation addresses

the following questions. How vulnerable existing intelligent agents are against possibly noisy or

even adversarially perturbed inputs [7, 8]? Can we make sure that the agent works as expected

no matter how the input is perturbed [9, 10]?

• Efficient Adaptability. A trained agent could later face a shift of task specification (e.g.,

navigating to a new location) or changes of the underlying environment (e.g., navigating in a new

city). In this case, traditional methods may discard the old model and train a new agent from

scratch which is usually expensive and inefficient. On the contrary, this dissertation makes the

agent adapt to the new setting with the main idea of “learning by analogy” [11]. More concretely,

when the task or the environment gets changed, our goal is to let the agent efficiently adapt to the

new environment by transferring pre-learned knowledge [12, 13, 14].
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The above two aspects are essentially complementary: robustness focuses on the external

environmental shifts where outside noise or adversaries perturb the agent-environment interac-

tions, while adaptability emphasizes the internal environmental shifts that directly changes the

structure of the underlying environments.

1.2 Common Preliminaries and Notations

Reinforcement Learning (RL). An RL environment is modeled by a Markov Decision

Process (MDP), denoted by a tuple M = 〈S,A, P, R, γ〉, where S is a state space, A is an

action space, P : S × A → ∆(S) is a stochastic dynamics model1, R : S × A → R is a

reward function and γ ∈ [0, 1) is a discount factor. An agent takes actions based on a pol-

icy π : S → ∆(A). For any policy, its performance can be measured by the value func-

tion V π(s) := EP,π[
∑∞

t=0 γ
tR (st, at) | s0 = s], and the action value function Qπ(s, a) :=

EP,π[
∑∞

t=0 γ
tR (st, at) | s0 = s, a0 = a]. The general goal of RL is to learn a policy π∗ that

maximizes the policy value. In large-scale problems, we usually adopt Deep RL (DRL) methods,

where the policy and its value functions can be parameterized and learned by neural networks.

Widely-used DRL methods include DQN [15], PPO [16] and etc. In this dissertation, we aim

to provide generic solutions to improve the robustness and adaptability of any existing RL al-

gorithms, so that our proposed methods are usually agnostic to the base learning algorithm and

serve as plug-in components.

1∆(X ) denotes the space of probability distributions over X .
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1.3 Organization and Overview

The first 4 chapters of this dissertation will introduce our efforts on understanding and im-

proving the robustness of sequential decision-making systems from multiple aspects, including

test-time adversarial attacks, training-time perturbations (poisoning attacks), single-agent scenar-

ios and multi-agent scenarios. In Chapter 2, we propose to evaluate the worst-case performance

and measure the vulnerability of well-trained RL agents by a provably optimal and efficient at-

tack algorithm. Chapter 3 then presents a generic framework that trains robust RL agents and

defend against a wide range of attackers. Chapter 2 and Chapter 3 both study the scenario where

the training environment is safe, while the test-time (deployment) interaction with the environ-

ment is vulnerable to adversaries. But it is also possible that the training-time environment or

interaction data is altered by malicious attackers, and this scenario is investigated in Chapter 4.

The vulnerability to adversarial perturbations or unexpected inputs is not only a concern in a

single-agent environment, but also a severe problem in multi-agent systems, where interaction

between agents could render higher uncertainty and cause risks. Motivated by this, Chapter 5

shows how vulnerable the existing multi-agent systems are under untrustworthy communication

between agents, and we present a simple yet effective algorithm that is guaranteed to be robust

no matter how a subset of agents are malfunctioning. Our study reveals that existing RL learning

algorithms are particularly vulnerable to adversarial attacks spanning various settings, and we

have introduced a series of solutions to mitigate the vulnerability. Our proposed methods can

significantly improve the robustness of RL agents against possible attacks, as suggested by both

theory and experiments.

In the last 3 chapters, we present several methods that tackle challenging transfer learning
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problems or multi-task learning problems. Chapter 6 focuses on adapting to unseen state-action

pairs whose dynamics are similar to previously encountered ones, which achieves significant

improvement on the overall sample efficiency in both theory and practice. Chapter 7 addresses a

novel transfer learning scenario where a new task can have a totally different observation space

compared to the old task (e.g., changing from LiDAR sensors to camera sensors), with a deep

dive into the role of representation in reinforcement learning. The main idea of Chapter 7 is to

utilize the underlying dynamics similarity between tasks to facilitate representation learning in

the new task. Another study introduced in Chapter 8 takes an opposite perspective that utilizes the

similarities of representation learning between tasks, and achieves fast adaptation to unseen tasks

with different state spaces, action spaces and dynamics, by pre-training a foundation model with

control relevant representation information. These proposed methods are essentially transferring

knowledge from learned tasks to new tasks, a highly-desired property of intelligent agents.
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Chapter 2: Measuring the Robustness of RL Policies

2.1 Introduction

Deep Reinforcement Learning (DRL) has achieved incredible success in many applica-

tions. However, recent works [4, 17] reveal that a well-trained RL agent may be vulnerable to

test-time evasion attacks, making it risky to deploy RL models in high-stakes applications. As in

most related works, we consider a state adversary which adds imperceptible noise to the obser-

vations of an agent such that its cumulative reward is reduced during test time.

In order to understand the vulnerability of an RL agent and to improve its certified robust-

ness, it is important to evaluate the worst-case performance of the agent under any adversarial

attacks with certain constraints. In other words, it is crucial to find the strongest/optimal ad-

versary that can minimize the cumulative reward gained by the agent with fixed constraints, as

motivated in [18]. Therefore, we focus on the following question:

Given an arbitrary attack radius (budget) ε for each step of the deployment, what is

the worst-case performance of an agent under the strongest adversary?

Finding the strongest adversary in RL is challenging. Many existing attacks [4, 17] are

based on heuristics, crafting adversarial states at every step independently, although steps are

interrelated in contrast to image classification tasks. These heuristic methods can often effectively

reduce the agent’s reward, but are not guaranteed to achieve the strongest attack under a given
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budget. This type of attack is “myopic” since it does not plan for the future. Figure 2.1 shows

an intuitive example, where myopic adversaries only prevent the agent from selecting the best

action in the current step, but the strongest adversary can strategically “lead” the agent to a trap,

which is the worst event for the agent.

myopic

myopic

Victim 

strongest

Figure 2.1: An example that a myopic ad-
versary is not the strongest.

Achieving computational efficiency arises as

another challenge in practice, even if the strongest

adversary can be found in theory. A recent

work [19] points out that learning the optimal state

adversary is equivalent to learning an optimal pol-

icy in a new Markov Decision Process (MDP). A

follow-up work [18] shows that the learned adver-

sary significantly outperforms prior adversaries in MuJoCo games. However, the state space and

the action space of the new MDP are both as large as the state space in the original environment,

which can be high-dimensional in practice. For example, video games and autonomous driving

systems use images as observations. In these tasks, learning the state adversary directly as in [18]

becomes computationally intractable.

To overcome the above two challenges, we propose a novel attack method called Policy

Adversarial Actor Director (PA-AD), where we design a “director” and an “actor” that collab-

oratively finds the optimal state perturbations. In PA-AD, a director learns an MDP named Policy

Adversary MDP (PAMDP), and an actor is embedded in the dynamics of PAMDP. At each step,

the director proposes a perturbing direction in the policy space, and the actor crafts a perturbation

in the state space to lead the victim policy towards the proposed direction. Through a trail-and-

error process, the director can find the optimal way to cooperate with the actor and attack the

7



victim policy. Theoretical analysis shows that the optimal policy in PAMDP induces an opti-

mal state adversary. The size of PAMDP is generally smaller than the adversarial MDP defined

by [18] and thus is easier to be learned efficiently using off-the-shelf RL algorithms. With our

proposed director-actor collaborative mechanism, PA-AD outperforms state-of-the-art attacking

methods on various types of environments, and improves the robustness of many DRL agents by

adversarial training.

Summary of Contributions

(1) We establish a theoretical understanding of the optimality of evasion attacks from the per-

spective of policy perturbations, allowing a more efficient implementation of optimal attacks.

(2) We introduce a Policy Adversary MDP (PAMDP) model, whose optimal policy induces the

optimal state adversary under any attacking budget ε.

(3) We propose a novel attack method, PA-AD, which efficiently searches for the optimal adver-

sary in the PAMDP. PA-AD is a general method that works on stochastic and deterministic victim

policies, vectorized and pixel state spaces, as well as discrete and continuous action spaces.

(4) Empirical study shows that PA-AD universally outperforms previous attacking methods in

various environments, including Atari games and MuJoCo tasks. PA-AD achieves impressive

attacking performance in many environments using very small attack budgets,

(5) Combining our strong attack PA-AD with adversarial training, we significantly improve the

robustness of RL agents, and achieve the state-of-the-art robustness in many tasks.
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2.2 Related Work

Heuristic-based Evasion Attacks on States There are many works considering evasion

attacks on the state observations in RL. Huang et al. [4] first propose to use FGSM [20] to craft ad-

versarial states such that the probability that the agent selects the “best” action is minimized. The

same objective is also used in a recent work by [21], which adopts a Nesterov momentum-based

optimization method to further improve the attack performance. Pattanaik et al. [17] propose to

lead the agent to select the “worst” action based on the victim’s Q function and use gradient de-

scent to craft state perturbations. Zhang et al. [19] define the concept of a state-adversarial MDP

(SAMDP) and propose two attack methods: Robust SARSA and Maximal Action Difference.

RL-based Evasion Attacks on States As discussed in Section 2.4.2, SA-RL [18] uses

an end-to-end RL formulation to learn the optimal state adversary, which achieves state-of-the-art

attacking performance in MuJoCo tasks. For a pixel state space, an end-to-end RL attacker may

not work as shown by our experiment in Atari games (Section 2.5). Russo et al. [22] propose

to use feature extraction to convert the pixel state space to a small state space and then learn an

end-to-end RL attacker. But such feature extractions require expert knowledge and can be hard to

obtain in many real-world applications. In contrast, our PA-AD works for both pixel and vector

state spaces and does not require expert knowledge.

Other Works Related to Adversarial RL There are many other papers studying adver-

sarial RL from different perspectives, including limited-steps attacking [23, 24], multi-agent sce-

narios [25], limited access to data [26], and etc. Adversarial action attacks [27, 28, 29, 30] are de-

veloped separately from state attacks; although we mainly consider state adversaries, our PA-AD

can be extended to action attacks as formulated in Section 2.7.1. Poisoning [31, 32, 33, 34, 35]
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is another type of adversarial attacks that manipulates the training data, different from evasion

attacks that deprave a well-trained policy. Training a robust agent is the focus of many recent

works [18, 19, 36, 37, 38, 39]. Although our main goal is to find a strong attacker, we also

show by experiments that our proposed attack method significantly improves the robustness of

RL agents by adversarial training.

2.3 Background and Problem Setup

The Victim RL Agent In RL, an agent interacts with an environment modeled by a

Markov Decision Process (MDP) denoted as a tuple M = 〈S,A, P, R, γ〉, where S is a state

space with cardinality |S|, A is an action space with cardinality |A|, P : S × A → ∆(S)

is the transition function 1, R : S × A → R is the reward function, and γ ∈ (0, 1) is the

discount factor. In this chapter, we consider a setting where the state space is much larger than

the action space, which arises in a wide variety of environments. For notation simplicity, our

theoretical analysis focuses on a finite MDP, but our algorithm applies to continuous state spaces

and continuous action spaces, as verified in experiments. The agent takes actions according to its

policy, π : S → ∆(A). We suppose the victim uses a fixed policy π with a function approximator

(e.g. a neural network) during test time. We denote the space of all policies as Π, which is a

Cartesian product of |S| simplices. The value of a policy π ∈ Π for state s ∈ S is defined as

V π(s) = Eπ,P [
∑∞

t=0 γ
tR(st, at)|s0 = s].

Evasion Attacker Evasion attacks are test-time attacks that aim to reduce the expected

total reward gained by the agent/victim. As in most literature [4, 17, 19], we assume the attacker

knows the victim policy π (white-box attack). However, the attacker does not know the environ-
1∆(X) denotes the the space of probability distributions over X .
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ment dynamics, nor does it have the ability to change the environment directly. The attacker can

observe the interactions between the victim agent and the environment, including states, actions

and rewards. We focus on a typical state adversary [4, 19], which perturbs the state observations

returned by the environment before the agent observes them. Note that the underlying states in

the environment are not changed.

Formally, we model a state adversary by a function h which perturbs state s ∈ S into

s̃ := h(s), so that the input to the agent’s policy is s̃ instead of s. In practice, the adversarial

perturbation is usually under certain constraints. In this chapter, we consider the common `p

threat model [20]: s̃ should be in Bε(s), where Bε(s) denotes an `p norm ball centered at s with

radius ε ≥ 0, a constant called the budget of the adversary for every step. With the budget

constraint, we define the admissible state adversary and the admissible adversary set as below.

Definition 1 (Set of Admissible State Adversaries Hε). A state adversary h is said to be admis-

sible if ∀s ∈ S , we have h(s) ∈ Bε(s). The set of all admissible state adversaries is denoted by

Hε.

Then the goal of the attacker is to find an adversary h∗ in Hε that maximally reduces the

cumulative reward of the agent. In this work, we propose a novel method to learn the optimal

state adversary through the identification of an optimal policy perturbation defined and motivated

in the next section.
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2.4 Proposed Approach

2.4.1 Understanding Optimal Adversary via Policy Perturbations

In this section, we first motivate our idea of interpreting evasion attacks as perturbations of

policies, then discuss how to efficiently find the optimal state adversary via the optimal policy

perturbation.

Figure 2.2: Equivalence between
evasion attacks and policy pertur-
bations.

Evasion Attacks Are Perturbations of Policies Al-

though existing literature usually considers state-attacks and

action-attacks separately, we point out that evasion attacks,

either applied to states or actions, are essentially equivalent

to perturbing the agent’s policy π into another policy πh in

the policy space Π. For instance, as shown in Figure 2.2, if the adversary h alters state s into state

s̃, the victim selects an action ã based on π(·|s̃). This is equivalent to directly perturbing π(·|s)

to πh(·|s) := π(·|s̃). (See Section 2.7.1 for more detailed analysis including action adversaries.)

In this chapter, we aim to find the optimal state adversary through the identification of

the “optimal policy perturbation”, which has the following merits. (1) πh(·|s) usually lies in a

lower dimensional space than h(s) for an arbitrary state s ∈ S . For example, in Atari games,

the action space is discrete and small (e.g. |A| = 18), while a state is a high-dimensional image.

Then the state perturbation h(s) is an image, while πh(·|s) is a vector of size |A|. (2) It is easier

to characterize the optimality of a policy perturbation than a state perturbation. How a state

perturbation changes the value of a victim policy depends on both the victim policy network and

the environment dynamics. In contrast, how a policy perturbation changes the victim value only
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depends on the environment. (3) Policy perturbation captures the essence of evasion attacks, and

unifies state and action attacks. Although this chapter focuses on state-space adversaries, the

learned “optimal policy perturbation” can also be used to conduct action-space attacks against

the same victim.

Characterizing the Optimal Policy Adversary As depicted in Figure 2.3, the policy

perturbation serves as a bridge connecting the perturbations in the state space and the value space.

Our goal is to find the optimal state adversary by identifying the optimal “policy adversary”. We

first define an Admissible Adversarial Policy Set (Adv-policy-set) BHε (π) ⊂ Π as the set of

policies perturbed from π by all admissible state adversaries h ∈ Hε. In other words, when a

state adversary perturbs states within an `p norm ball Bε(·), the victim policy is perturbed within

BHε (π).

Definition 2 (Admissible Adversarial Policy Set (Adv-policy-set) BHε (π)). For an MDP M,

a fixed victim policy π, we define the admissible adversarial policy set (Adv-policy-set) w.r.t. π,

denoted by BHε (π), as the set of policies that are perturbed from π by all admissible adversaries,

i.e.,

BHε (π) := {πh ∈ Π : ∃h ∈ Hε s.t ∀s, πh(·|s) = π(·|h(s))}. (2.1)

Remarks (1) BHε (π) is a subset of the policy space Π and it surrounds the victim π, as

shown in Figure 2.3(middle). In the same MDP, BHε (π) varies for different victim π or different

attack budget ε. (2) For a continuous function π (e.g., neural network), BHε (π) is connected and

compact, and the value functions generated by all policies in the Adv-policy-set BHε (π) form a

polytope (Figure 2.3(right)), following the polytope theorem by Dadashi et al. [40].

Given that the Adv-policy-set BHε (π) contains all the possible policies the victim may exe-
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Figure 2.3: A state adversary h perturbs s into h(s) ∈ Bε(s) in the state space; hence, the
victim’s policy π is perturbed into πh within the Adv-policy-set BHε (π); as a result, the expected
total reward the victim can gain becomes V πh instead of V π.

cute under admissible state perturbations, we can characterize the optimality of a state adversary

through the lens of policy perturbations. Recall that the attacker’s goal is to find a state adversary

h∗ ∈ Hε that minimizes the victim’s expected total reward. From the perspective of policy per-

turbation, the attacker’s goal is to perturb the victim’s policy to another policy πh∗ ∈ BHε (π) with

the lowest value. Therefore, we can define the optimal state adversary and the optimal policy

adversary as below.

Definition 3 (Optimal State Adversary h∗ and Optimal Policy Adversary πh∗). For an MDP

M, a fixed policy π, and an admissible adversary set Hε with attacking budget ε,

(1) an optimal state adversary h∗ satisfies h∗ ∈ argminh∈HεV
πh(s),∀s ∈ S, which leads to

(2) an optimal policy adversary πh∗ satisfies πh∗ ∈ argminπh∈BHε (π)V
πh(s),∀s ∈ S.

Recall that πh is the perturbed policy caused by adversary h, i.e., πh(·|s) = π(·|h(s)), ∀s ∈ S.

Definition 3 implies an equivalent relationship between the optimal state adversary and the

optimal policy adversary: an optimal state adversary leads to an optimal policy adversary, and any

state adversary that leads to an optimal policy adversary is optimal. Theorem 19 in Section 2.7.6
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shows that there always exists an optimal policy adversary for a fixed victim π, and learning

the optimal policy adversary is an RL problem. (A similar result have been shown by [19] for

the optimal state adversary, while we focus on the policy perturbation.) Due to the equivalence,

if one finds an optimal policy adversary πh∗ , then the optimal state adversary can be found by

executing targeted attacks with target policy πh∗ . However, directly finding the optimal policy

adversary in the Adv-policy-set BHε (π) is challenging since BHε (π) is generated by all admissible

state adversaries in Hε and is hard to compute.

To address this challenge, we first get insights from theoretical characterizations of the

Adv-policy-set BHε (π). Theorem 4 below shows that the “outermost boundary” of BHε (π) always

contains an optimal policy adversary. Intuitively, a policy π′ is in the outermost boundary of

BHε (π) if and only if no policy in BHε (π) is farer away from π than π′ in the direction π′ − π.

Therefore, if an adversary can perturb a policy along a direction, it should push the policy as far

away as possible in this direction under the budget constraints. Then, the adversary is guaranteed

to find an optimal policy adversary after trying all the perturbing directions. In contrast, such a

guarantee does not exist for state adversaries, justifying the benefits of considering policy adver-

saries. Our proposed algorithm in Section 2.4.2 applies this idea to find the optimal attack: an

RL-based director searches for the optimal perturbing direction, and an actor is responsible for

pushing the policy to the outermost boundary of BHε (π) with a given direction.

Theorem 4. For an MDPM, a fixed policy π, and an admissible adversary set Hε, define the

outermost boundary of the admissible adversarial policy set BHε (π) w.r.t π as

∂πBHε (π) := {π′ ∈ BHε (π) : ∀s ∈ S, θ > 0,@π̂ ∈ BHε (π) s.t. π̂(·|s) = π′(·|s) + θ(π′(·|s)− π(·|s))}.

(2.2)

15



Then there exists a policy π̃ ∈ ∂πBHε (π), such that π̃ is the optimal policy adversary w.r.t. π.

Theorem 4 is proven in Section 2.7.4.3, and we visualize the outermost boundary in Sec-

tion 2.7.4.5.

2.4.2 PA-AD: Optimal and Efficient Evasion Attack

In this section, we first formally define the optimality of an attack algorithm and discuss

some existing attack methods. Then, based on the theoretical insights in Section 2.4.1, we intro-

duce our algorithm, Policy Adversarial Actor Director (PA-AD) that has an optimal formulation

and is efficient to use.

Although many attack methods for RL agents have been proposed [4, 17, 19], it is not

yet well-understood how to characterize the strength and the optimality of an attack method.

Therefore, we propose to formulate the optimality of an attack algorithm, which answers the

question “whether the attack objective finds the strongest adversary”.

Definition 5 (Optimal Formulation of Attacking Algorithm). An attacking algorithm Algo is said

to have an optimal formulation iff for any MDPM, policy π and admissible adversary set Hε

under attacking budget ε, the set of optimal solutions to its objective, HAlgo
ε , is a subset of the

optimal adversaries against π, i.e., HAlgo
ε ⊆ H∗ε := {h∗|h∗ ∈ argminh∈HεV

πh(s),∀s ∈ S}.

Many heuristic-based attacks, although are empirically effective and efficient, do not meet

the requirements of optimal formulation. In Section 2.7.7, we categorize existing heuristic attack

methods into four types, and theoretically prove that there exist scenarios where these heuristic

methods may not find the strongest adversary. A recent paper [18] proposes to learn the optimal

state adversary using RL methods, which we will refer to as SA-RL in our paper for simplicity.
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SA-RL can be viewed as an “end-to-end” RL attacker, as it directly learns the optimal state

adversary such that the value of the victim policy is minimized. The formulation of SA-RL

satisfies Definition 5 and thus is optimal. However, SA-RL learns an MDP whose state space

and action space are both the same as the original state space. If the original state space is

high-dimensional (e.g. images), learning a good policy in the adversary’s MDP may become

computationally intractable, as empirically shown in Section 2.5.

Can we address the optimal attacking problem in an efficient manner? SA-RL treats the

victim and the environment together as a black box and directly learns a state adversary. But if

the victim policy is known to the attacker (e.g. in adversarial training), we can exploit the victim

model and simplify the attacking problem while maintaining the optimality. Therefore, we pro-

pose a novel algorithm, Policy Adversarial Actor Director (PA-AD), that has optimal formulation

and is generally more efficient than SA-RL. PA-AD decouples the whole attacking process into

two simpler components: policy perturbation and state perturbation, solved by a “director” and

an “actor” through collaboration. The director learns the optimal policy perturbing direction with
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Action State 

Policy Perturbing 

Direction 

Victim Policy

The actor's task: similar to a (targeted) evasion attack in supervised learning.

Can be solved by optimization methods (FGSM, PGD, etc).

The director's task: minimize the total reward gained from the environment.

Can be solved by RL methods (PPO, DQN, etc).
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Figure 2.4: An overview of PA-AD compared with a heuristic attacker and an end-to-end RL
attacker.
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RL methods, while the actor crafts adversarial states at every step such that the victim policy is

perturbed towards the given direction. Compared to the black-box SA-RL, PA-AD is a white-box

attack, but works for a broader range of environments more efficiently. Note that PA-AD can be

used to conduct black-box attack based on the transferability of adversarial attacks [4], although

it is out of the scope of this chapter.

Formally, for a given victim policy π, our proposed PA-AD algorithm solves a Policy Ad-

versary MDP (PAMDP) defined in Definition 6. An actor denoted by g is embedded in the

dynamics of the PAMDP, and a director searches for an optimal policy ν∗ in the PAMDP.

Definition 6 (Policy Adversary MDP (PAMDP) M̂). Given an MDPM = 〈S,A, P, R, γ〉, a

fixed stochastic victim policy π, an attack budget ε ≥ 0, we define a Policy Adversarial MDP

M̂ = 〈S, Â, P̂ , R̂, γ〉, where the action space is Â := {d ∈[−1, 1]|A|,
∑|A|

i=1 di = 0}, and ∀s, s′ ∈

S, ∀â ∈ Â,

P̂ (s′|s, â) =
∑

a∈A
π(a|g(â, s))P (s′|s, a), R̂(s, â) = −

∑
a∈A

π(a|g(â, s))R(s, a),

where g is the actor function defined as

g(â, s) = argmaxs̃∈Bε(s)‖π(s̃)− π(s)‖ subject to
(
π(s̃)− π(s)

)T
â = ‖π(s̃)− π(s)‖‖â‖. (G)

If the victim policy is deterministic, i.e., πD := argmaxaπ(a|s), (subscript D stands for deter-

ministic), the action space of PAMDP is ÂD :=A, and the actor function gD is

gD(â, s) = argmaxs̃∈Bε(s)
(
π(â|s̃)−maxa∈A,a 6=âπ(a|s̃)

)
. (GD)

Detailed definition of the deterministic-victim version of PAMDP is in Section 2.7.2.1.

A key to PA-AD is the director-actor collaboration mechanism. The input to director pol-
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icy ν is the current state s in the original environment, while its output â is a signal to the actor

denoting “which direction to perturb the victim policy into”. Â is designed to contain all “per-

turbing directions” in the policy space. That is, ∀â ∈ Â, there exists a constant θ0 ≥ 0 such

that ∀θ ≤ θ0, π(·|s) + θ â
‖â‖ belongs to the simplex ∆(A). The actor g takes in the state s and

director’s direction â and then computes a state perturbation within the attack budget. Therefore,

the director and the actor together induce a state adversary: h(s) := g(ν(s), s),∀s ∈ S . The

definition of PAMDP is slightly different for a stochastic victim policy and a deterministic victim

policy, as described below.

For a stochastic victim π, the director’s action â ∈ Â is designed to be a unit vector lying in

the policy simplex, denoting the perturbing direction in the policy space. The actor, once re-

ceiving the perturbing direction â, will “push” the policy as far as possible by perturbing s to

g(â, s) ∈ Bε(s), as characterized by the optimization problem (G). In this way, the policy pertur-

bation resulted by the director and the actor is always in the outermost boundary of BHε (π) w.r.t.

the victim π, where the optimal policy perturbation can be found according to Theorem 4.

For a deterministic victim πD, the director’s action â ∈ ÂD can be viewed as a target action in

the original action space, and the actor conducts targeted attacks to let the victim execute â, by

forcing the logit corresponding to the target action to be larger than the logits of other actions.

In both the stochastic-victim and deterministic-victim case, PA-AD has an optimal formu-

lation as stated in Theorem 7 (proven in Section 2.7.6.1).

Theorem 7 (Optimality of PA-AD). For any MDPM, any fixed victim policy π, and any attack

budget ε ≥ 0, an optimal policy ν∗ in M̂ induces an optimal state adversary against π inM.

That is, the formulation of PA-AD is optimal, i.e., HPA-AD ⊆ H∗ε .
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Efficiency of PA-AD As commonly known, the sample complexity and computational

cost of learning an MDP usually grow with the cardinalities of its state space and action space.

Both SA-RL and PA-AD have state space S, the state space of the original MDP. But the action

space of SA-RL is also S , while our PA-AD has action space R|A| for stochastic victim policies,

or A for deterministic victim policies. In most DRL applications, the state space (e.g., images)

is much larger than the action space, then PA-AD is generally more efficient than SA-RL as it

learns a smaller MDP.

The attacking procedure is illustrated in Algorithm 1. At step t, the director observes a

state st, and proposes a policy perturbation ât, then the actor searches for a state perturbation to

meet the policy perturbation. Afterwards, the victim acts with the perturbed state s̃t, then the

director updates its policy based on the opposite value of the victim’s reward. Note that the ac-

tor solves a constrained optimization problem, Equation (GD) or Equation (G). Problem (GD)

is similar to a targeted attack in supervised learning, while the stochastic version (G) can be

approximately solved with a Lagrangian relaxation. In Section 2.7.2.2, we provide our imple-

mentation details for solving the actor’s optimization, which empirically achieves state-of-the-art

attack performance as verified in Section 2.5.

Extending to Continuous Action Space Our PA-AD can be extended to environments

Algorithm 1: Policy Adversarial Actor Director (PA-AD)
1 Input: Initialization of director’s policy ν; victim policy π; budget ε; start state s0

2 for t = 0, 1, 2, ... do
3 Director samples a policy perturbing direction ât ∼ ν(·|st)
4 Actor perturbs st to s̃t = gD(ât, st) if Victim is deterministic, otherwise to

s̃t = g(ât, st)
5 Victim takes action at ∼ π(·|s̃t), proceeds to st+1, receives rt
6 Director saves (st, ât,−rt, st+1) to its buffer
7 Director updates its policy ν using any RL algorithm
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with continuous action spaces, where the actor minimizes the distance between the policy action

and the target action, i.e., argmins′∈Bε(s)‖π(s′) − â‖. More details and formal definitions of the

variant of PA-AD in continuous action space are provided in Section 2.7.3. In Section 2.5, we

show experimental results in MuJoCo tasks, which have continuous action spaces.

2.5 Empirical Results

In this section, we show that PA-AD produces stronger evasion attacks than state-of-the-

art attack algorithms on various OpenAI Gym environments, including Atari and MuJoCo tasks.

Also, our experiment justifies that PA-AD can evaluate and improve the robustness of RL agents.

Baselines and Performance Metric We compare our proposed attack algorithm with

existing evasion attack methods, including MinBest [4] which minimizes the probability that the

agent chooses the “best” action, MinBest +Momentum [21] which uses Nesterov momentum to

improve the performance of MinBest, MinQ [17] which leads the agent to select actions with the

lowest action values based on the agent’s Q network, Robust SARSA (RS) [19] which performs the

MinQ attack with a learned stable Q network, MaxDiff [19] which maximizes the KL-divergence

between the original victim policy and the perturbed policy, as well as SA-RL [18] which directly

learns the state adversary with RL methods. We consider state attacks with `∞ norm as in most

literature [18, 19]. Section 2.7.8.1 provides hyperparameter settings and implementation details.

PA-AD Finds the Strongest Adversaries in Atari Games We first evaluate the perfor-

mance of PA-AD against well-trained DQN [1] and A2C [41] victim agents on Atari games with

pixel state spaces. The observed pixel values are normalized to the range of [0, 1]. SA-RL and

PA-AD adversaries are learned using the ACKTR algorithm [42] with the same number of steps.
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(Section 2.7.8.1 shows hyperparameter settings.) Table 2.1 presents the experiment results, where

PA-AD significantly outperforms all baselines against both DQN and A2C victims. In contrast,

SA-RL does not converge to a good adversary in the tested Atari games with the same number

of training steps as PA-AD, implying the importance of sample efficiency. Surprisingly, using a

relatively small attack budget ε, PA-AD leads the agent to the lowest possible reward in many

environments such as Pong, RoadRunner and Tutankham, whereas other attackers may require

larger attack budget to achieve the same attack strength. Therefore, we point out that vanilla RL

agents are extremely vulnerable to carefully learned adversarial attacks. Even if an RL agent

works well under naive attacks, a carefully learned adversary can let an agent totally fail with the

same attack budget, which stresses the importance of evaluating and improving the robustness of

RL agents using the strongest adversaries. In Section 2.7.8.2, we show more experiments with

various selections of the budget ε, where one can see PA-AD reduces the average reward more

than all baselines over varying ε’s in various environments.

PA-AD Finds the Strongest Adversaries MuJoCo Tasks We further evaluate PA-AD

on MuJoCo games, where both state spaces and action spaces are continuous. We use the same

setting with [18], where both the victim and the adversary are trained with PPO [16]. During

test time, the victim executes a deterministic policy, and we use the deterministic version of PA-

AD with a continuous action space, as discussed in Section 2.4.2 and Section 2.7.3. We use the

same attack budget ε as in [18] for all MuJoCo environments. Results in Table 2.2 show that

PA-AD reduces the reward much more than heuristic methods, and also outperforms SA-RL in

most cases. In Ant, our PA-AD achieves much stronger attacks than SA-RL, since PA-AD is

more efficient than SA-RL when the state space is large. Admittedly, PA-AD requires additional

knowledge of the victim model, while SA-RL works in a black-box setting. Therefore, SA-RL
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Environment Natural
Reward ε Random MinBest MinBest +

Momentum MinQ MaxDiff SA-RL PA-AD
(ours)

DQN

Boxing 96± 4 0.001 95± 4 53± 16 52± 18 88± 7 95± 5 94± 6 19± 11

Pong 21± 0 0.0002 21± 0 −10± 4 −14± 2 14± 3 15± 4 20± 1 −21± 0

RoadRunner 46278± 4447 0.0005 44725± 661417012± 624315823± 52525765± 1233136074± 654443615± 7183 0± 0

Freeway 34± 1 0.0003 34± 1 12± 1 12± 1 15± 2 22± 3 34± 1 9± 1

Seaquest 10650± 2716 0.0005 8177± 2962 3820± 1947 2337± 862 6468± 2493 5718± 1884 8152± 3113 2304± 838

Alien 1623± 252 0.00075 1650± 381 819± 486 775± 648 938± 446 869± 279 1693± 439 256± 210

Tutankham 227± 29 0.00075 221± 65 30± 13 26± 16 88± 74 130± 48 202± 65 0± 0

A2C

Breakout 356± 79 0.0005 355± 79 86± 104 74± 95 N/A 304± 111 353± 79 44± 62

Seaquest 1752± 70 0.005 1752± 73 356± 153 179± 83 N/A 46± 52 1752± 71 4± 13

Pong 20± 1 0.0005 20± 1 −4± 8 −11± 7 N/A 18± 3 20± 1 −13± 6

Alien 1615± 601 0.001 1629± 592 1062± 610 940± 565 N/A 1482± 633 1661± 625 507± 278

Tutankham 258± 53 0.001 260± 54 139± 26 134± 28 N/A 196± 34 260± 54 71± 47

RoadRunner 34367± 6355 0.002 35851± 6675 9198± 3814 5410± 3058 N/A 31856± 712536550± 68482773± 3468

Table 2.1: Average episode rewards ± standard deviation of vanilla DQN and A2C agents under
different evasion attack methods in Atari environments. Results are averaged over 1000 episodes.
Note that RS works for continuous action spaces, thus is not included. MinQ is not applicable
to A2C which does not have a Q network. In each row, we bold the strongest (best) attack
performance over all attacking methods.

is more applicable to black-box scenarios with a relatively small state space, whereas PA-AD

is more applicable when the attacker has access to the victim (e.g. in adversarial training as

shown in Table 2.3). Section 2.7.8.4 provides more empirical comparison between SA-RL and

PA-AD, which shows that PA-AD converges faster, takes less running time, and is less sensitive

to hyperparameters than SA-RL by a proper exploitation of the victim model.

Training and Evaluating Robust Agents A natural application of PA-AD is to evalu-

Environment State
Dimension

Natural
Reward ε Random MaxDiff RS SA-RL PA-AD

(ours)

Hopper 11 3167± 542 0.075 2101± 793 1410± 655 794± 238 636± 9 160± 136

Walker 17 4472± 635 0.05 3007± 1200 2869± 1271 1336± 654 1086± 516 804± 130

HalfCheetah 17 7117± 98 0.15 5486± 1378 1836± 866 489± 758 −660± 218 −356± 307

Ant 111 5687± 758 0.15 5261± 1005 1759± 828 268± 227 −872± 436 −2580± 872

Table 2.2: Average episode rewards ± standard deviation of vanilla PPO agent under different
evasion attack methods in MuJoCo environments. Results are averaged over 50 episodes. Note
that MinBest and MinQ do not fit this setting, since MinBest works for discrete action spaces,
and MinQ requires the agent’s Q network.
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Environment Model Natural
Reward Random MaxDiff RS SA-RL PA-AD

(ours)
Average reward
across attacks

Hopper
(state-dim: 11)

ε: 0.075

SA-PPO 3705± 2 2710± 801 2652± 835 1130± 42 1076± 791 856± 21 1684.8

ATLA-PPO 3291± 600 3165± 576 2814± 725 2244± 618 1772± 802 1232± 350 2245.4

PA-ATLA-PPO (ours) 3449± 237 3325± 239 3145± 546 3002± 129 1529± 284 2521± 325 2704.4

Walker
(state-dim: 17)

ε: 0.05

SA-PPO 4487± 61 4867± 39 3668± 1789 3808± 138 2908± 1136 1042± 153 3258.6

ATLA-PPO 3842± 475 3927± 368 3836± 492 3239± 894 3663± 707 1224± 770 3177.8

PA-ATLA-PPO (ours) 4178± 529 4129± 78 4024± 572 3966± 307 3450± 478 2248± 131 3563.4

Halfcheetah
(state-dim: 17)

ε: 0.15

SA-PPO 3632± 20 3619± 18 3624± 23 3283± 20 3028± 23 2512± 16 3213.2

ATLA-PPO 6157± 852 6164± 603 5790± 174 4806± 603 5058± 718 2576± 1548 4878.8

PA-ATLA-PPO (ours) 6289± 342 6215± 346 5961± 53 5226± 114 4872± 79 3840± 673 5222.8

Ant
(state-dim: 111)

ε: 0.15

SA-PPO 4292± 384 4986± 452 4662± 522 3412± 1755 2511± 1117 −1296± 923 2855.0

ATLA-PPO 5359± 153 5366± 104 5240± 170 4136± 149 3765± 101 220± 338 3745.4

PA-ATLA-PPO (ours) 5469± 106 5496± 158 5328± 196 4124± 291 3694± 188 2986± 864 4325.6

Table 2.3: Average episode rewards ± standard deviation of robustly trained PPO agents under
different attack methods. Results are averaged over 50 episodes. PA-ATLA-PPO is our robust
training method. In each row corresponding to a robust agent, we bold the strongest attack. The
gray cells are the most robust agents with the highest average rewards across attacks. Our PA-

AD achieves the strongest attack against robust models, and our PA-ATLA-PPO achieves the
most robust performance under multiple attacks. The attack budget ε’s are the same as in [18].

ate the robustness of a known model, or to improve the robustness of an agent via adversarial

training, where the attacker has white-box access to the victim. Inspired by ATLA [18] which

alternately trains an agent and an SA-RL attacker, we propose PA-ATLA, which alternately trains

an agent and a PA-AD attacker. In Table 2.3, we evaluate the performance of PA-ATLA for a PPO

agent (namely PA-ATLA-PPO) in MuJoCo tasks, compared with state-of-the-art robust training

methods, SA-PPO [19] and ATLA-PPO [18] 2. From the table, we make the following observa-

tions. (1) Our PA-AD attacker can significantly reduce the reward of previous “robust” agents.

Take the Ant environment as an example, although SA-PPO and ATLA-PPO agents gain 2k+ and

3k+ rewards respectively under SA-RL, the previously strongest attack, our PA-AD still reduces

their rewards to about -1.3k and 200+ with the same attack budget. Therefore, we emphasize

the importance of understanding the worst-case performance of RL agents, even robustly-trained

2We use ATLA-PPO(LSTM)+SA Reg, the most robust method reported by [18].
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agents. (2) Our PA-ATLA-PPO robust agents gain noticeably higher average rewards across at-

tacks than other robust agents, especially under the strongest PA-AD attack. Under the SA-RL

attack, PA-ATLA-PPO achieves comparable performance with ATLA-PPO, although ATLA-PPO

agents are trained to be robust against SA-RL. Due to the efficiency of PA-AD, PA-ATLA-PPO

requires fewer training steps than ATLA-PPO, as justified in Section 2.7.8.5. The results of at-

tacking and training robust models in Atari games are in Section 2.7.8.6 and Section 2.7.8.7,

where PA-ATLA improves the robustness of Atari agents against strong attacks with ε as large as

3/255.

2.6 Conclusion

This chapter introduces a novel attacking method to find the optimal attacks through collab-

oration between a designed function named “actor” and an RL-based learner named “director”.

The actor crafts state perturbations for a given policy perturbation direction, and the director

learns to propose the best policy perturbation directions. Our proposed algorithm, PA-AD, is

theoretically optimal and significantly more efficient than prior RL-based works in environments

with large state spaces. Empirical results show that our proposed PA-AD universally outperforms

state-of-the-art attacking methods in various Atari and MuJoCo environments. By applying PA-

AD to adversarial training, we achieve state-of-the-art empirical robustness in multiple tasks

under strong adversaries.
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2.7 Supplemental Materials: Proofs and Additional Details

2.7.1 Relationship between Evasion Attacks and Policy Perturbations

As mentioned in Section 2.4.1, all evasion attacks can be regarded as perturbations in the

policy space. To be more specific, we consider the following 3 cases, where we assume the victim

uses policy π.

Case 1 (attack on states): define the state adversary as function h such that ∀s ∈ S

h(s) = s̃ ∈ Bε(s) := {s′ ∈ S : ‖s′ − s‖ ≤ ε}.

(For simplicity, we consider the attacks within a ε-radius norm ball.)

In this case, for all s ∈ S, the victim samples action from πh(·|s) = π(·|h(s)) = π(s̃), which is

equivalent to the victim executing a perturbed policy πh ∈ Π.

Case 2 (attack on actions for a deterministic π): define the action adversary as function

h(A) : S ×A → A, and ∀s ∈ S, a ∈ A

h(A)(a|s) = ã ∈ Bε(a) := {a′ ∈ A : ‖a′ − a‖ ≤ ε}.

In this case, there exists a policy πh(A) such that πh(A)(s) = h(A)(a|s) = ã, which is equivalent to

the victim executing policy πh(A) ∈ Π.

Case 3 (attack on actions for a stochastic π): define the action adversary as function h(A) :
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S ×A → A, and ∀s ∈ S, a ∈ A

h(A)(a|s) = ã such that {‖π(·|s)− Pr(·|s)‖ ≤ ε},

where Pr(ã|s) denotes the probability that the action is perturbed into ã.

In this case, there exists a policy πh(A) such that πh(A)(s) = Pr(·|s), which is equivalent to the

victim executing policy πh(A) ∈ Π.

Most existing evasion RL works [4, 17, 18, 19] focus on state attacks, while there are also

some works [28, 29] studying action attacks. For example, Tessler et al. [29] consider Case 2 and

Case 3 above and train an agent that is robust to action perturbations.

These prior works study either state attacks or action attacks, considering them in two

different scenarios. However, the ultimate goal of robust RL is to train an RL agent that is robust

to any threat models. Otherwise, an agent that is robust against state attacks may still be ruined

by an action attacker. We take a step further to this ultimate goal by proposing a framework,

policy attack, that unifies observation attacks and action attacks.

Although the focus of this chapter is on state attacks, we would like to point out that our

proposed method can also deal with action attacks (the director proposes a policy perturbation

direction, and an actor perturbs the action accordingly). It is also an exciting direction to ex-

plore hybrid attacks (multiple actors conducting states perturbations and action perturbations

altogether, directed by a single director.) Our policy perturbation framework can also be easily

incorporated in robust training procedures, as an agent that is robust to policy perturbations is

simultaneously robust to both state attacks and action attacks.
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2.7.2 Extentions and Additional Details of Our Algorithm

2.7.2.1 Attacking A Deterministic Victim Policy

For a deterministic victim πD = argmaxaπ(a|s), we define Deterministic Policy Adversary

MDP (D-PAMDP) as below, where a subscript D is added to all components to distinguish them

from their stochastic counterparts. In D-PAMDP, the director proposes a target action âD ∈ A(=:

ÂD), and the actor tries its best to let the victim output this target action.

Definition 8 (Deterministic Policy Adversary MDP (D-PAMDP)). Given an MDP M =

〈S,A, P, R, γ〉, a fixed and deterministic victim policy πD, we define a Deterministic Policy Ad-

versarial MDP M̂D = 〈S, ÂD, P̂D, R̂D, γ〉, where the action space is ÂD = ÂD, and ∀s, s′ ∈

S,∀â ∈ A,

P̂D(s′|s, â) = P (s′|s, πD(g(â, s))), R̂D(s, â) = −R(s, πD(g(â, s))).

The actor function g is defined as

gD(â, s) = argmaxs̃∈Bε(s)
(
π(â|s̃)−maxa∈A,a 6=âπ(a|s̃)

)
(GD)

The optimal policy of D-PAMDP is an optimal adversary against πD as proved in Sec-

tion 2.7.6.1

2.7.2.2 Implementation Details of PA-AD

To address the actor function g (or gD) defined in Equation (G) and (GD), we let the actor

maximize objectives JD and J within the Bε(·) ball around the original state, for a deterministic

victim and a stochastic victim, respectively. Below we explicitly define JD and J .
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Actor Objective for Deterministic Victim For the deterministic variant of PA-AD, the

actor function (GD) is simple and can be directly solved to identify the optimal adversary. Con-

cretely, we define the following objective

JD(s̃; â, s) := π(â|s̃)−maxa∈A,a 6=âπ(a|s̃), (JD)

which can be realized with the multi-class classification hinge loss. In practice, a relaxed cross-

entropy objective can also be used to maximize π(â|s̃).

Actor Objective for Stochastic Victim Different from the deterministic-victim case, the

actor function for a stochastic victim defined in (G) requires solving a more complex optimization

problem with a non-convex constraint set, which in practice can be relaxed to (J) (a Lagrangian

relaxation) to efficiently get an approximation of the optimal adversary.

argmaxs̃∈Bε(s)J(s̃; â, s) := ‖π(·|s̃)− π(·|s)‖+ λ× CosineSim
(
π(·|s̃)− π(·|s), â

)
(J)

where CosineSim in the second refers to the cosine similarity function; the first term measures

how far away the policy is perturbed from the victim policy; λ is a hyper-parameter controlling

the trade-off between the two terms. Experimental results show that our PA-AD is not sensitive

to the value of λ. In our reported results in Section 2.5, we set λ as 1. Section 2.7.8.3 shows the

evaluation of our algorithm using varying λ’s.

Our implementation simply uses the Fast Gradient Sign Method (FGSM) [20] to approx-

imately solve the actor’s objective, although more advanced solvers such as Projected Gradient

Decent (PGD) can be applied to further improve the performance. Experiment results in Sec-

tion 2.5 verify that the above FGSM-based implementation achieves state-of-the-art attack per-

formance.
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What is the Influence of the Relaxation in (J)? First, it is important that the relaxation is

only needed for a stochastic victim. For a deterministic victim, which is often the case in practice,

the actor solves the original unrelaxed objective.

Second, as we will discuss in the next paragraph, the optimality of both SA-RL and PA-AD is

regarding the formulation. That is, SA-RL and PA-AD formulate the optimal attack problem as

an MDP whose optimal policy is the optimal adversary. However, in a large-scale task, deep

RL algorithms themselves usually do not converge to the globally optimal policy and exploration

becomes the main challenge. Thus, when the adversary’s MDP is large, the suboptimality caused

by the RL solver due to exploration difficulties could be much more severe than the suboptimality

caused by the relaxation of the formulation. The comparison between SA-RL and PA-AD in our

experiments can justify that the size of the adversary MDP has a larger impact than the relaxation

of the problem on the final solution found by the attackers.

Optimality in Formulation v.s. Approximated Optimality in Practice PA-AD has an

optimal formulation, as the optimal solution to its objective (the optimal policy in PAMDP) is

always an optimal adversary (Theorem 7). Similarly, the previous attack method SA-RL has an

optimal solution since the optimal policy in the adversary’s MDP is also an optimal adversary.

However, in practice where the environments are in a large scale and the number of samples is

finite, the optimal policy is not guaranteed to be found by either PA-AD and SA-RL with deep

RL algorithms. Therefore, for practical consideration, our goal is to search for a good solution

or approximate the optimal solution using optimization techniques (e.g. actor-critic learning,

one-step FGSM attack, Lagrangian relaxation for the stochastic-victim attack). In experiments

(Section 2.5), we show that our implementation universally finds stronger attackers than prior

methods, which verifies the effectiveness of both our theoretical framework and our practical
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implementation.

2.7.3 Variants For Environments with Continuous Action Spaces

Although the analysis in the main paper focuses on an MDP whose action space is discrete,

our algorithm also extends to a continuous action space as justified in our experiments.

2.7.3.1 For A Deterministic Victim

In this case, we can still use the formulation D-PAMDP, but a slightly different actor func-

tion

gD(â, s) = argmins̃∈Bε(s)‖πD(s̃)− â‖. (GCD)

2.7.3.2 For A Stochastic Victim

Different from a stochastic victim in a discrete action space whose actions are sampled

from a categorical distribution, a stochastic victim in a continuous action space usually follows a

parametrized probability distribution with a certain family of distributions, usually Gaussian dis-

tributions. In this case, the formulation of PAMDP in Definition 6 is impractical. However, since

the mean of a Gaussian distribution has the largest probability to be selected, one can still use

the formulation in (GCD), while replacing πD(s̃) with the mean of the output distribution. Then,

the director and the actor can collaboratively let the victim output a Gaussian distribution whose

mean is the target action. If higher accuracy is needed, we can use another variant of PAMDP,

named Continuous Policy Adversary MDP (C-PAMDP) that can also control the variance of the

Gaussian distribution.
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Definition 9 (Continuous Policy Adversary MDP (C-PAMDP)). Given an MDPM = 〈S,A, P,R, γ〉

where A is continuous, a fixed and stochastic victim policy π, we define a Continuous Pol-

icy Adversarial MDP M̂C = 〈S, ÂC , P̂C , R̂C , γ〉, where the action space is ÂD = A, and

∀s, s′ ∈ S,∀â ∈ A,

P̂ (s′|s, â) =

∫
A
π(a|g(â, s))P (s′|s, a) da, R̂(s, â) = −

∫
A
π(a|g(â, s))R(s, a)da.

The actor function g is defined as

g(â, s) = argmins̃∈Bε(s)KL(π(·|s̃)||N (â, σ2I|A|)). (GC)

where σ is a hyper-parameter, and N denotes a multivariate Gaussian distribution.

In short, Equation (GC) encourages the victim to output a distribution that is similar to the

target distribution. The hyperparameter σ controls the standard deviation of the target distribu-

tion. One can set σ to be small in order to let the victim execute the target action â with higher

probabilities.

2.7.4 Topological Properties of the Admissible Adversarial Policy Set

As discussed in Section 2.4.1, finding the optimal state adversary in the admissible ad-

versary set Hε can be converted to a problem of finding the optimal policy adversary in the

Adv-policy-set BHε (π). In this section, we characterize the topological properties of BHε (π), and

identify how the value function changes as the policy changes within BHε (π).

In Section 2.7.4.1, we show that under the settings we consider, BHε (π) is a connected and

compact subset of Π. Then, Section 2.7.4.2, we define some additional concepts and re-formulate

the notations. In Section 2.7.4.3, we prove Theorem 4 in Section 2.4.1 that the outermost bound-

ary of BHε (π) always contains an optimal policy perturbation. In Section 2.7.4.4, we prove that

32



the value functions of policies in BHε (π) (or more generally, any connected and compact subset

of Π) form a polytope. Section 2.7.4.6 shows an example of the polytope result with a 2-state

MDP, and Section 2.7.4.5 shows examples of the outermost boundary defined in Theorem 4.

2.7.4.1 The Shape of Adv-policy-set BHε (π)

It is important to note that BHε (π) is generally connected and compact as stated in the

following lemma.

Lemma 10 (BHε (π) is connected and compact). Given an MDPM, a policy π that is a contin-

uous mapping, and admissible adversary set Hε := {h : h(s) ∈ Bε(s),∀s ∈ S} (where ε > 0

is a constant), the admissible adversarial policy set BHε (π) is a connected and compact subset of

Π.

Proof of Lemma 10. For an arbitrary state s ∈ S , an admissible adversary h ∈ Hε perturbs it

within an `p norm ball Bε(s), which is connected and compact. Since π is a continuous mapping,

we know π(s) is compact and connected.

Therefore, BHε (π) as a Cartesian product of a finite number of compact and connected sets,

is compact and connected.

2.7.4.2 Additional Notations and Definitions for Proofs

We first formally define some concepts and notations.

For a stationary and stochastic policy π : S → ∆(A), we can define the state-to-state

transition function as

P π(s′|s) :=
∑
a∈A

π(a|s)P (s′|s, a),∀s, s′ ∈ S,
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and the state reward function as

Rπ(s) :=
∑
a∈A

π(a|s)R(s, a),∀s ∈ S.

Then the value of π, denoted as V π, can be computed via the Bellman equation

V π = Rπ + γP πV π = (I − γP π)−1Rπ.

We further use Πsi to denote the projection of Π into the simplex of the i-th state, i.e., the

space of action distributions at state si.

Let fv : Π→ R|S| be a mapping that maps policies to their corresponding value functions.

Let V = fv(Π) be the space of all value functions.

Dadashi et al. [40] show that the image of fv applied to the space of policies, i.e., fv(Π),

form a (possibly non-convex) polytope as defined below.

Definition 11 ((Possibly non-convex) polytope). A is called a convex polytope iff there are

k ∈ N points x1, x2, · · · , xk ∈ Rn such that A = Conv(x1, · · · , xk). Furthermore, a (possibly

non-convex) polytope is defined as a finite union of convex polytopes.

And a more general concept is (possibly non-convex) polyhedron, which might not be

bounded.

Definition 12 ((Possibly non-convex) polyhedron). A is called a convex polyhedron iff it is the

intersection of k ∈ N half-spaces B̂1, B̂2, · · · , B̂k, i.e., A = ∩ki=1B̂i. Furthermore, a (possibly

non-convex) polyhedron is defined as a finite union of convex polyhedra.

In addition, let Y π
s1,··· ,sk be the set of policies that agree with π on states s1, · · · , sk. Dadashi

et al. [40] also prove that the values of policies that agree on all but one state s, i.e., fv(Y π
S\{s}),

form a line segment, which can be bracketed by two policies that are deterministic on s. Our
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Lemma 16 extends this line segment result to our setting where policies are restricted in a subset

of policies.

2.7.4.3 Proof of Theorem 4: Boundary Contains Optimal Policy Perturbations

Lemma 4 in [40] shows that policies agreeing on all but one state have certain monotone

relations. We restate this result in Lemma 13 below.

Lemma 13 (Monotone Policy Interpolation). For any π0, π1 ∈ Y π
S\{s} that agree with π on all

states except for s ∈ S, define a function l : [0, 1]→ V as

l(α) = fv(απ1 + (1− α)π0).

Then we have

(1) l(0) < l(1) or l(1) < l(0) (< stands for element-wise greater than or equal to);

(2) If l(0) = l(1), then l(α) = l(0),∀α ∈ [0, 1];

(3) If l(0) 6= l(1), then there is a strictly monotonic rational function ρ : [0, 1] → R, such that

l(α) = ρ(α)l(1) + (1− ρ(α))l(0).

More intuitively, Lemma 13 suggests that the value of πα := απ1 + (1 − α)π0 changes

(strictly) monotonically with α, unless the values of π0, π1 and πα are all equal. With this result,

we can proceed to prove Theorem 4.

Proof of Theorem 4. We will prove the theorem by contradiction.

Suppose there is a policy π̂ ∈ BHε (π) such that π̂ /∈ ∂πBHε (π) and fv(π̂) = V π̂ < V π̃,∀π̃ ∈

BHε (π), i.e., there is no optimal policy adversary on the outermost boundary of BHε (π).

Then according to the definition of ∂πBHε (π), there exists at least one state s ∈ S such that

we can find another policy π′ ∈ BHε (π) agreeing with π̂ on all states except for s, where π′(s)
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satisfies

π̂(·|s) = απ(·|s) + (1− α)π′(·|s)

for some scalar α ∈ (0, 1).

Then by Lemma 13, either of the following happens:

(1) fv(π) � fv(π̂) � fv(π
′).

(2) fv(π) = fv(π̂) = fv(π
′);

Note that fv(π̂) � fv(π) is impossible because we have assumed π̂ has the lowest value

over all policies in BHε (π) including π.

If (1) is true, then π′ is a better policy adversary than π̂ in BHε (π), which contradicts with

the assumption.

If (2) is true, then π′ is another optimal policy adversary. By recursively applying the

above process to π′, we can finally find an optimal policy adversary on the outermost boundary

of BHε (π), which also contradicts with our assumption.

In summary, there is always an optimal policy adversary lying on the outermost boundary

of BHε (π).

2.7.4.4 Proof of Theorem 14: Values of Policies in Admissible Adversarial

Policy Set Form a Polytope

We first present a theorem that describes the “shape” of the value functions generated by

all admissible adversaries (admissible adversarial policies).
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Theorem 14 (Policy Perturbation Polytope). For a finite MDPM, consider a policy π and an

Adv-policy-set BHε (π). The space of values (a subspace of R|S|) of all policies in BHε (π), denoted

by VBHε (π), is a (possibly non-convex) polytope.

In the remaining of this section, we prove a more general version of Theorem 14 as below.

Theorem 15 (Policy Subset Polytope). For a finite MDPM, consider a connected and compact

subset of Π, denoted as T . The space of values (a subspace of R|S|) of all policies in T , denoted

by VT , is a (possibly non-convex) polytope.

According to Lemma 10, BHε (π) is a connected and compact subset of Π, thus Theorem 14

is a special case of Theorem 15.

Additional Notations To prove Theorem 15, we further define a variant of Y π
s1,··· ,sk as T πs1,··· ,sk ,

which is the set of policies that are in T and agree with π on states s1, · · · , sk, i.e.,

T πs1,··· ,sk := {π′ ∈ T : π′(si) = π(si), ∀i = 1, · · · , k}.

Note that different from BHε (π), T is no longer restricted under an admissible adversary set and

can be any connected and compact subset of Π.

The following lemma shows that the values of policies in T that agree on all but one state

form a line segment.

Lemma 16. For a policy π ∈ T and an arbitrary state s ∈ S, there are two policies in ∂πT πS\{s},

namely π−s , π
+
s , such that ∀π′ ∈ T πS\{s},

fv(π
−
s ) 4 fv(π

′) 4 fv(π
+
s ), (2.3)

where 4 denotes element-wise less than or equal to (if a 4 b, then ai ≤ bi for all index i).

Moreover, the image of fv restricted to T πS\{s} is a line segment.
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Proof of Lemma 16. Lemma 5 in [40] has shown that fv is infinitely differentiable on Π, hence

we know fv(T πS\{s}) is compact and connected. According to Lemma 4 in [40], for any two

policies π1, π2 ∈ Y π
S\{s}, either fv(π1) 4 fv(π2), or fv(π2) 4 fv(π1) (there exists a total order).

The same property applies to T πS\{s} since T πS\{s} is a subset of Y π
S\{s}.

Therefore, there exists π−s and π+
s that achieve the minimum and maximum over all policies

in T πS\{s}. Next we show π−s and π+
s can be found on the outermost boundary of T πS\{s}.

Assume π+
s /∈ ∂πT πS\{s}, and for all π̃ ∈ T πS\{s}, fv(π̃) ≺ fv(π

+
s ). Then we can find another

policy π′ ∈ ∂πT πS\{s} such that π+
s = απ+(1−α)π′ for some scalar α ∈ (0, 1). Then according to

Lemma 13, fv(π′) < fv(π
+
s ), contradicting with the assumption. Therefore, one should be able

to find a policy on the outermost boundary of T πS\{s} whose value dominates all other policies.

And similarly, we can also find π−s on ∂πT πS\{s}.

Furthermore, fv(T πS\{s}) is a subset of fv(Y π
S\{s}) since T πS\{s} is a subset of Y π

S\{s}. Given

that fv(Y π
S\{s}) is a line segment, and fv(T πS\{s}) is connected, we can conclude that fv(T πS\{s}) is

also a line segment.

Next, the following lemma shows that π+
s and π−s and their linear combinations can gener-

ate values that cover the set fv(T πS\{s}).

Lemma 17. For a policy π ∈ T , an arbitrary state s ∈ S, and π+
s , π

−
s defined in Lemma 16, the

following three sets are equivalent:

(1) fv(T πS\{s});

(2) fv
(
closure(T πS\{s})

)
, where closure(·) is the convex closure of a set;

(3) {fv(απ+
s + (1− α)π−s )|α ∈ [0, 1]};
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(4) {αfv(π+
s ) + (1− α)fv(π

−
s )|α ∈ [0, 1]};

Proof of Lemma 17. We show the equivalence by showing (1) ⊆ (4) ⊆ (3) ⊆ (2) ⊆ (1) as below.

(2) ⊆ (1): For any π1, π2 ∈ T πS\{s}, without loss of generality, suppose fv(π1) 4 fv(π2).

According to Lemma 13, for any α ∈ [0, 1], fv(π1) 4 απ1 + (1 − α)π2 4 fv(π2). Therefore,

any convex combinations of policies in T πS\{s} has value that is in the range of fv(T πS\{s}). So the

values of policies in the convex closure of T πS\{s} do not exceed fv(T πS\{s}), i.e., (2) ⊆ (1).

(3) ⊆ (2): Based on the definition, απ+
s + (1− α)π−s ∈ closure(T πS\{s}), so (3) ⊆ (2).

(4) ⊆ (3): According to Lemma 13, there exists a strictly monotonic rational function

ρ : [0, 1]→ R, such that

l(α) = fv(απ
+
s + (1− α)π−s ) = ρ(α)fv(π

+
s ) + (1− ρ(α))fv(π

−
s ).

Therefore, due to intermediate value theorem, for α ∈ [0, 1], ρ(α) takes all values from 0 to 1.

So (4) = (3).

(1) ⊆ (4): Lemma 16 shows that fv(T πS\{s}) is a line segment bracketed by fv(π+
s ) and

fv(π
−
s ). Therefore, for any π′ ∈ T πS\{s}, its value is a convex combination of fv(π+

s ) and fv(π−s ).

Next, we show that the relative boundary of the value space constrained to T πs1,··· ,sk is cov-

ered by policies that dominate or are dominated in at least one state. The relative interior of set

A in B is defined as the set of points in A that have a relative neighborhood in A∩B, denoted as

relintBA. The relative boundary of set A in B, denoted as ∂BA, is defined as the set of points in

A that are not in the relative interior of A, i.e., ∂BA = A\relintBA. When there is no ambiguity,

we omit the subscript of ∂ to simplify notations.
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In addition, we introduce another notation F π
s1,··· ,sk := V π + span(Cπ

k+1, · · · , Cπ
|S|), where

Cπ
i stands for the i-th column of the matrix (I − γP π)−1. Note that F π

s1,··· ,sk is the same with

Hπ
s1,··· ,sk in Dadashi et al. [40], and we change H to F in order to distinguish from the admissible

adversary set Hε defined in our paper.

Lemma 18. For a policy π ∈ T , k ≤ |S|, and a set of policies T πs1,··· ,sk that agree with π on

s1, · · · , sk (perturb π only at sk+1, · · · , s|S|), define V t := fv(T πs1,··· ,sk). Define two sets of policies

X+
s := {π′ ∈ T πs1,··· ,sk : π′(·|s) = π+

s (·|s)}, and X−s := {π′ ∈ T πs1,··· ,sk : π′(·|s) = π−s (·|s)}. We

have that the relative boundary of V t in F π
s1,··· ,sk is included in the value functions spanned by

policies in T πs1,··· ,sk ∩ (X+
sj
∪X−sj) for at least one s /∈ {s1, · · · , sk}, i.e.,

∂V t ⊂
|S|⋃

j=k+1

fv(T πs1,··· ,sk ∩ (X+
sj
∪X−sj))

Proof of Lemma 18. We first prove the following claim:

Claim 1: For a policy π0 ∈ T πs1,··· ,sk , if ∀j ∈ {k + 1, · · · , |S|}, @π′ ∈ closure(T πs1,··· ,sk) ∩

(X+
sj
∪X−sj) such that fv(π′) = fv(π0), then fv(π0) has a relative neighborhood in V t ∩ F π

s1,··· ,sk .

First, based on Lemma 16 and Lemma 17, we can construct a policy π̂ ∈ closure(T πs1,··· ,sk)

such that fv(π̂) = fv(π0) through the following steps:

Algorithm 2: Constructing π̂

1 Set πk = π0

2 for j = k + 1, · · · , |S| do

3 Find π+
sj
, π−sj ∈ T

πj−1

S\{sj}

4 Find πj = α̂jπ
+
sj

+ (1− α̂j)π−sj such that fv(πj) = fv(πj−1)

5 Return π̂ = π|S|

Denote the concatenation of αj’s as a vector α̂ := [α̂k+1, · · · , α̂|S|].

According to the assumption that ∀j ∈ {k+ 1, · · · , |S|}, @π′ ∈ closure(T πs1,··· ,sk)∩ (X+
sj
∪
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X−sj) such that fv(π′) = fv(π0), we have α̂j /∈ {0, 1},∀j = k + 1, · · · , |S|. Then, define a

function φ : (0, 1)|S|−k → V t such that

φ(α) = fv(πα), where


πα(·|sj) = απ+

sj
+ (1− α)π−sj if j ∈ {k + 1, · · · , |S|}

πα(·|sj) = π̂(·|sj) otherwise

Then we have that

1. φ is continuously differentiable.

2. φ(α̂) = fv(π̂).

3. ∂φ
∂αj

is non-zero at α̂ (because of Lemma 13 (3)).

4. ∂φ
∂αj

is along the i-the column of (I − γP π̂)−1 (see Lemma 3 in Dadashi et al. [40]).

Therefore, by the inverse theorem function, there is a neighborhood of φ(α) = fv(π̂) in the

image space.

Now we have proved Claim 1. As a result, for any policy π0 ∈ T πs1,··· ,sk , if fv(π0) is in the

relative boundary of V t in F π
s1,··· ,sk , then ∃j ∈ {k + 1, · · · , |S|}, π′ ∈ closure(T πs1,··· ,sk) ∩ (X+

sj
∪

X−sj) such that fv(π′) = fv(π0). Based on Lemma 17, we can also find π′′ ∈ T πs1,··· ,sk∩(X+
sj
∪X−sj)

such that fv(π′′) = fv(π0). So Lemma 18 holds.

Now, we are finally ready to prove Theorem 15.

Proof of Theorem 15. We will show that ∀{s1, · · · , sk} ⊆ S , the value V t = fv(T πs1,··· ,sk) is a

polytope.

We prove the above claim by induction on the cardinality of the number of states k. In the

base case where k = |S|, V t = {fv(π)} is a polytope.
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Suppose the claim holds for k+1, then we show it also holds for k, i.e., for a policy π ∈ Π,

the value of T πs1,··· ,sk ⊆ Y π
s1,··· ,sk ⊆ Π for a polytope.

According to Lemma 18, we have

∂V t ⊂
|S|⋃

j=k+1

fv(T πs1,··· ,sk ∩ (X+
sj
∪X−sj)) =

|S|⋃
j=k+1

V t ∩ (F+
sj
∪ F−sj ))

where ∂V t denotes the relative boundary of V t in F π
s1,··· ,sk ; F+

sj
and F−sj are two affine hyper-

planes of F π
s1,··· ,sk , standing for the value space of policies that agree with π+

sj
and π−sj in state sj

respectively.

Then we can get

1. V t = fv(T πs1,··· ,sk) is closed as T πs1,··· ,sk is compact and fv is continuous.

2. ∂V t ⊂
⋃|S|
j=k+1(F+

sj
∪ F−sj )), a finite number of affine hyperplanes in F π

s1,··· ,sk .

3. V t ∩ F+
sj

(or V t ∩ F−sj ) is a polyhedron by induction assumption.

Hence, based on Proposition 1 by Dadashi et al. [40], we get V t is a polyhedron. Since

V t ⊆ V is bounded, we can further conclude that V t is a polytope.

Therefore, for an arbitrary connected and compact set of policies T ⊆ Π, let π ∈ T be an

arbitrary policy in T , then fv(T ) = fv(T π∅ ) is a polytope.

2.7.4.5 Examples of the Outermost Boundary

See Figure 2.5 for examples of the outermost boundary for different BHε (π)’s.
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Figure 2.5: Two examples of the outermost boundary with |A| = 3 actions at one single state
s. The large triangle denotes the distributions over the action space at state s, i.e., Πs; π1, π2

and π3 are three policies that deterministically choose a1, a2 and a3 respectively. π is the victim
policy, the dark green area is the BHε (π)s : BHε (π)∩Πs. The red solid curve depicts the outermost
boundary of BHε (π)s. Note that a policy is in the outermost boundary of BHε (π) iff it is in the
outermost boundary of BHε (π)s for all s ∈ S.

2.7.4.6 An Example of The Policy Perturbation Polytope

An example is given by Figure 2.6, where we define an MDP with 2 states and 3 actions.

We train an DQN agent with one-hot encodings of the states, and then randomly perturb the

states within an `∞ ball with ε = 0.8. By sampling 5M random policies, and 100K random

perturbations, we visualize the value space of approximately the whole policy space Π and the

admissible adversarial policy set BHε (π), both of which are polytopes (boundaries are flat). A

learning agent searches for the optimal policy π∗ whose value is the upper right vertex of the

larger blue polytope, while the attacker attempts to find an optimal adversary h∗, which perturbs

a given clean policy π to the worst perturbed policy πh∗ whose value is the lower left vertex of

the smaller green polytope. This also justifies the fact that learning an optimal adversary is as

difficult as learning an optimal policy in an RL problem.
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Figure 2.6: Value space of an example MDP. The values of the whole policy space Π form a
polytope (blue) as suggested by [40]. The values of all perturbed policies with Hε also form a
polytope (green) as suggested by Theorem 14.

The example MDPMex:

|A| = 3, γ = 0.8

r̂ = [−0.1,−1., 0.1, 0.4, 1.5, 0.1]

P̂ = [[0.9, 0.1], [0.2, 0.8], [0.7, 0.3], [0.05, 0.95], [0.25, 0.75], [0.3, 0.7]]

The base/clean policy π:

π(a1|s1) = 0.215, π(a2|s1) = 0.429, π(a3|s1) = 0.356

π(a1|s2) = 0.271, π(a2|s2) = 0.592, π(a3|s2) = 0.137

2.7.5 Characterize Optimality of Evasion Attacks

In this section, we provide a detailed characterization for the optimality of evasion attacks

from the perspective of policy perturbation, following Definition 5 in Section 2.4.2. Section 2.7.6

establishes the existence of the optimal policy adversary which is defined in Section 2.4.1. Sec-

tion 2.7.6.1 then provides a proof for Theorem 7 that the formulation of PA-AD is optimal. We

also analyze the optimality of heuristic attacks in Section 2.7.7.

44



2.7.6 Existence of An Optimal Policy Adversary

Theorem 19 (Existence of An Optimal Policy Adversary). Given an MDPM = 〈S,A, P, R, γ〉,

and a fixed stationary policy π onM, let Hε be a non-empty set of admissible state adversaries

and BHε (π) be the corresponding Adv-policy-set, then there exists an optimal policy adversary

πh∗ ∈ BHε (π) such that πh∗ ∈ argminπh∈BHε (π)V
πh
M (s),∀s ∈ S.

Proof. We prove Theorem 19 by constructing a new MDP corresponding to the original MDP

M and the victim π.

Definition 20 (Policy Perturbation MDP). For a given MDPM, a fixed stochastic victim pol-

icy π, and an admissible state adversary set Hε, define a policy perturbation MDP as MP =

〈S,AP , PP , RP , γ〉, where AP = ∆(A), and ∀s ∈ S, aP ∈ AP ,

RP (s, aP ) := {
−
∑

a∈A aP (a|s)R(s, a) if ∃h ∈ Hε s.t. aP (·|s) = π(·|h(s))

−∞ otherwise
(2.4)

PP (s′|s, aP ) :=
∑
a∈A

aP (a|s)P (s′|s, a) (2.5)

Then we can prove Theorem 19 by proving the following lemma.

Lemma 21. The optimal policy inMP is an optimal policy adversary for π inM.

Let NP denote the set of deterministic policies inMP . According to the traditional MDP

theory [43], there exists a deterministic policy that is optimal inMP . Note that Hε is non-empty,

so there exists at least one policy inMP with value ≥ −∞, and then the optimal policy should

have value ≥ −∞. Denote this optimal and deterministic policy as ν∗P ∈ NP . Then we write the
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Bellman equation of ν∗P , i.e.,

V
ν∗P
P (s) = max

νP∈NP
RP (s, νP (s)) + γ

∑
s′∈S

PP (s′|s, νP (s))V νP
P (s′)

= max
νP∈NP

[
−
∑
a∈A

νP (a|s)R(s, a) + γ
∑
s′∈S

∑
a∈A

νP (a|s)P (s′|s, a)V νP
P (s′)

]

= max
νP∈NP

∑
a∈A

νP (a|s)

[
−R(s, a) + γ

∑
s′∈S

P (s′|s, a)V νP
P (s′)

] (2.6)

Note that ν∗P (s) is a distribution on action space, ν∗P (a|s) is the probability of a given by

distribution ν∗(s).

Multiply both sides of Equation (2.6) by −1, and we obtain

−V ν∗P
P (s) = min

ν∈NP

∑
a∈A

νP (s)(a|s)

[
R(s, a) + γ

∑
s′∈S

P (s′|s, a)
(
− V νP

P (s′)
)]

(2.7)

In the original MDPM, an optimal policy adversary (if exists) πh∗ for π should satisfy

V πh∗ (s) = min
πh∈BHε (π)

∑
a∈A

πh(a|s)

[
R(s, a) + γ

∑
s′∈S

P (s′|s, a)V πh(s′)

]
(2.8)

By comparing Equation (2.7) and Equation (2.8) we get the conclusion that ν∗P is an optimal

policy adversary for π inM.

2.7.6.1 Proof of Theorem 7: Optimality of Our PA-AD

In this section, we provide theoretical proof of the optimality of our proposed evasion RL

algorithm PA-AD.

Optimality of PA-AD for A Stochastic Victim

We first build a connection between the PAMDP M̂ defined in Definition 6 (Section 2.4.2)
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and the policy perturbation MDP defined in Definition 20 (Section 2.7.6).

A deterministic policy ν in the PAMDP M̂ can induce a policy ν̂P inMP in the following

way: ν̂P (s) = π(·|g(ν(s), s)), ∀s ∈ S. More importantly, the values of ν and ν̂P in M̂ andMP

are equal because of the formulations of the two MDPs, i.e., V̂ ν = V ν̂P
P , where V̂ and VP denote

the value functions in M̂ and VP respectively.

Proposition 22 below builds the connection of the optimality between the policies in these

two MDPs.

Proposition 22. An optimal policy in M̂ induces an optimal policy inMP .

Proof of Proposition 22. Let ν∗ be an deterministic optimal policy in M̂, and it induces a policy

inMP , namely ν̂P .

Let us assume ν̂P is not an optimal policy inMP , hence there exists a policy ν∗P inMP

s.t. V ν∗P
P (s) > V ν̂P

P (s) for at least one s ∈ S. And based on Theorem 4, we are able to find

such a ν∗P whose corresponding policy perturbation is on the outermost boundary of B(π), i.e.,

ν∗ ∈ ∂πBHε (π).

Then we can construct a policy ν ′ in M̂ such that ν ′(s) = ν∗P (s) − π(s),∀s ∈ S. And

based on Equation (G), π(·|g(ν ′(s), s)) is in ∂πB(π(s)) for all s ∈ S. According to the definition

of ∂π, if two policy perturbations perturb π in the same direction and are both on the outermost

boundary, then they are equal. Thus, we can conclude that π(g(ν ′(s), s)) = ν∗P (s),∀s ∈ S. Then

we obtain V̂ ν′(s) = V
ν∗P
P (s), ∀s ∈ S.

Now we have conditions:

(1) V̂ ν∗(s) = V ν̂P
P (s),∀s ∈ S;

(2) V ν∗P
P (s) > V ν̂P

P (s) for at least one s ∈ S;
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(3) ∃ν ′ such that V̂ ν′(s) = V
ν∗P
P (s),∀s ∈ S.

From (1), (2) and (3), we can conclude that V̂ ν′(s) > V̂ ν∗(s) for at least one s ∈ S , which

conflicts with the assumption that ν∗ is optimal in M̂. Therefore, Proposition 22 is proven.

Proposition 22 and Lemma 21 together justifies that the optimal policy of M̂, namely ν∗,

induces an optimal policy adversary for π in the original M. Then, if the director learns the

optimal policy in M̂, then it collaborates with the actor and generates the optimal state adversary

h∗ by h∗(s) = g(ν∗(s), s),∀s ∈ S.

Optimality of Our PA-AD for A Deterministic Victim

In this section, we show that the optimal policy in D-PAMDP (the deterministic variant

of PAMDP defined in Section 2.7.2.1) also induces an optimal policy adversary in the original

environment.

Let πD be a deterministic policy reduced from a stochastic policy π, i.e.,

πD(s) := argmaxa∈Aπ(a|s), ∀s ∈ S.

Note that in this case, the Adv-policy-set BHε (π) is not connected as it contains only deterministic

policies. Therefore, we re-formulate the policy perturbation MDP introduced in Section 2.7.6

with a deterministic victim as below:

Definition 23 (Deterministic Policy Perturbation MDP). For a given MDPM, a fixed deter-

ministic victim policy π, and an admissible adversary setHε, define a deterministic policy pertur-
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bation MDP asMDP = 〈S,ADP , PDP , RDP , γ〉, where ADP = A, and ∀s ∈ S, aDP ∈ ADP ,

RDP (s, aDP ) := {
−R(s, aDP ) if ∃h ∈ Hε s.t. aDP (s) = πD(h(s))

−∞ otherwise
(2.9)

PDP (s′|s, aDP ) := P (s, aDP ) (2.10)

MDP can be viewed as a special case ofMP where only deterministic policies have≥ −∞

values. Therefore Theorem 19 and Lemma 21 also hold for deterministic victims.

Next we will show that an optimal policy in M̂D induces an optimal policy inMDP .

Proposition 24. An optimal policy in M̂D induces an optimal policy inMDP .

Proof of Proposition 24. We will prove Proposition 24 by contradiction. Let ν∗ be an optimal

policy in M̂D, and it induces a policy inMDP , namely ν̂DP .

Let us assume ν̂DP is not an optimal policy in MDP , hence there exists a deterministic

policy ν∗DP inMDP s.t. V ν∗DP
DP (s) > V ν̂DP

DP (s) for at least one s ∈ S . Without loss of generality,

suppose V ν∗DP
DP (s0) > V ν̂DP

DP (s0).

Next we construct another policy ν ′ in M̂D by setting ν ′(s) = ν∗DP (s),∀s ∈ S. Given that

ν∗DP is deterministic, ν ′ is also a deterministic policy. So we use ν∗DP (s) and ν ′(s) to denote the

action selected by ν∗DP and ν ′ respectively at state s.

For an arbitrary state si, let ai := ν∗DP (si). Since ν∗DP is the optimal policy inMDP , we get

that there exists a state adversary h ∈ Hε such that πD(h(si)) = ai, or equivalently, there exists a

state s̃i ∈ Bε(si) such that argmaxa∈Aπ(s̃i) = ai. Then, the solution to the actor’s optimization

problem (GD) given direction ai and state si, denoted as s̃∗, satisfies

s̃∗ = argmaxs′∈Bε(s)
(
π(â|s′)− argmaxa∈A,a6=âπ(a|s′)

)
(2.11)
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and we can get

π(â|s̃∗)− argmaxa∈A,a6=âπ(a|s̃∗) ≥ π(â|s̃i)− argmaxa∈A,a 6=âπ(a|s̃i) > 0 (2.12)

Given that argmaxa∈Aπ(ai|s̃i) = ai, we obtain argmaxa∈Aπ(ai|s̃∗) = ai, and hence πD(gD(ai, si)) =

ai. Since this relation holds for an arbitrary state s, we can get

πD(gD(ν ′(s), s)) = πD(gD(ν ′(s), s)) = ν ′(s),∀s ∈ S (2.13)

Also, we have ∀s ∈ S

V̂ ν′

D (s) = R̂D(s, ν ′(s)) +
∑
s′∈S

P̂D(s′|s, ν ′(s))V̂ ν′

D (s′) (2.14)

V
ν∗DP
DP (s) = RDP (s, ν∗DP (s)) +

∑
s′∈S

PDP (s′|s, ν∗DP (s))V
ν∗DP
DP ((s′) (2.15)

Therefore, V̂ ν′
D (s) = V

ν∗DP
DP (s), ∀s ∈ S.

Then we have

V̂ ν′

D (s0) ≤ V̂ ν∗(s0) = V ν̂DP
DP (s0) < V

ν∗DP
DP (s0) = V̂ ν′

D (s0) (2.16)

which gives V̂ ν′
D (s0) < V̂ ν′

D (s0), so there is a contradiction.

Combining the results of Proposition 24 and Lemma 21 , for a deterministic victim, the

optimal policy in D-PAMDP gives an optimal adversary for the victim.

2.7.7 Characterizing Optimality of Heuristic Attacks

There are many existing methods of finding adversarial state perturbations for a fixed RL

policy, most of which are solving some optimization problems defined by heuristics. Although

these methods are empirically shown to be effective in many environments, it is not clear how

strong these adversaries are in general. In this section, we carefully summarize and categorize
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existing heuristic attack methods into 4 types, and then characterize their optimality in theory.

2.7.7.1 TYPE I - Minimize The Best (MinBest)

A common idea of evasion attacks in supervised learning is to reduce the probability that

the learner selects the “correct answer” [20]. Prior works [4, 21, 24] apply a similar idea to

craft adversarial attacks in RL, where the objective is to minimize the probability of selecting the

“best” action, i.e.,

hMinBest ∈ argminh∈Hεπh(a
+|s),∀s ∈ S (I)

where a+ is the “best” action to select at state s. Huang et al.[4] define a+ as argmaxa∈AQ
π(s, a)

for DQN, or argmaxa∈Aπ(a|s) for TRPO and A3C with a stochastic π. Since the agent’s policy

π is usually well-trained in the original MDP, a+ can be viewed as (approximately) the action

taken by an optimal deterministic policy π∗(s).

Lemma 25 (Optimality of MinBest). Denote the set of optimal solutions to objective Equa-

tion (I) as HMinBest. There exist an MDPM and an agent policy π, such that HMinBest does not

contain an optimal adversary h∗, i.e., HMinBest ∩H∗ε = ∅.

Proof of Lemma 25. We prove this lemma by constructing the following MDP such that for any

victim policy, there exists a reward configuration in which MinBest attacker is not optimal.

Here, let r1 = r(s4|s2, a1), r2 = r(s5|s2, a2), r3 = r(s3|s1, a2). Assuming all the other rewards

are zero, transition dynamics are deterministic, and states s3, s4, s5 are the terminal states. For

the sake of simplicity, we also assume that the discount factor here γ = 1.

Now given a policy π such that π(a1|s1) = β1 and π(a1|s2) = β2 (β1, β2 ∈ [0, 1]), we could find
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Figure 2.7: A simple MDP where MinBest Attacker cannot find the optimal adversary for a given
victim policy.

r1, r2, r3 such that the following constraints hold:

r1 > r2 ⇐⇒ Qπ(s1, a1) > Qπ(s1, a2) (2.17)

β2r1 + (1− β2)r2 > r3 ⇐⇒ Qπ(s2, a1) > Qπ(s2, a2) (2.18)

r3 > (β2 − ε2)r2 + (1− β2 + ε2)r2 ⇐⇒ r3 > Qπ(s1, a1)− ε2(r1 − r2) (2.19)

Now we consider the Adv-policy-set

BHε (π) =
{
π′ ∈ Π

∣∣∣ ‖π′(·|s1)− π(·|s1)‖ < ε1, ‖π′(·|s2)− π(·|s2)‖ < ε2

}
.

Under these three linear constraints, the policy given by MinBest attacker satisfies that πhMinBest(a1|s1) =

β1 − ε1, and πhMinBest(a1|s2) = β2 − ε2. On the other hand, we can find another admissi-

ble policy adversary πh∗(a1|s1) = β1 + ε1, and πh∗(a1|s2) = β2 − ε2. Now we show that

V πh∗ (s1) < V π
hMinBest (s1), and thus MinBest attacker is not optimal.

V π
hMinBest (s1) = (β1 − ε1)

[
(β2 − ε2)r1 + (1− β2 + ε2)r2

]
+ (1− β1 + ε1)r3 (2.20)

= (β1 − ε1)(β2 − ε2)r1 + (β1 − ε1)(1− β2 + ε2)r2 + (1− β1 + ε1)r3 (2.21)

V πh∗ (s1) = (β1 + ε1)
[
(β2 − ε2)r1 + (1− β2 + ε2)r2

]
+ (1− β1 − ε1)r3 (2.22)

= (β1 + ε1)(β2 − ε2)r1 + (β1 + ε1)(1− β2 + ε2)r2 + (1− β1 − ε1)r3 (2.23)
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Therefore,

V πh∗ (s1)− V π
hMinBest (s1) = 2ε1(β2 − ε2)r2 + 2ε1(1− β2 + ε2)r2 − 2ε1r3 (2.24)

= 2ε1

[
(β2 − ε2)r2 + (1− β2 + ε2)r2 − r3

]
(2.25)

< 0 Because of the constraint Equation (2.19) (2.26)

2.7.7.2 TYPE II - Maximize The Worst (MaxWorst)

Pattanaik et al. [17] point out that only preventing the agent from selecting the best action

does not necessarily result in a low total reward. Instead, Pattanaik et al. [17] propose another

objective function which maximizes the probability of selecting the worst action, i.e.,

hMaxWorst ∈ argmaxh∈Hεπh(a
−|s),∀s ∈ S (II)

where a− refers to the “worst” action at state s. Pattanaik et al.[17] define the “worst” action as

the actions with the lowest Q value, which could be ambiguous, since the Q function is policy-

dependent. If a worst policy π− ∈ argminπV
π(s),∀s ∈ S is available, one can use a− =

argminQπ−(s, a). However, in practice, the attacker usually only has access to the agent’s current

policy π, so it can also choose a− = argminQπ(s, a). Note that these two selections are different,

as the agent’s policy π is usually far away from the worst policy.

Lemma 26 (Optimality of MaxWorst). Denote the set of optimal solutions to objective Equa-

tion (II) as HMaxWorst, which include both versions of MaxWorst attacker formulations as we dis-

cussed above. Then there exist an MDPM and an agent policy π, such that HMaxWorst contains a

non-optimal adversary h∗, i.e., HMaxWorst 6⊂ H∗ε .
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Proof of Lemma 26.

Case I: Using current policy to compute the target action

We prove this lemma by constructing the MDP in Figure 2.8 such that for any victim policy, there

exists a reward configuration in which MaxWorst attacker is not optimal.

Here, let r1 = r(s11|s1, a1), r2 = r(s12|s1, a2), r3 = r(s21|s2, a1), r4 = r(s22|s2, a2). Assuming

Figure 2.8: A simple MDP where the first version of MaxWorst Attacker cannot find the optimal
adversary for a given victim policy.

all the other rewards are zero, transition dynamics are deterministic, and states s11, s12, s21, s22

are the terminal states. For the sake of simplicity, we also assume that the discount factor here

γ = 1.

Now given a policy π such that π(a1|s0) = β0, π(a1|s1) = β1, and π(a2|s2) = β2 (β0, β1, β2 ∈

[0, 1]), consider the Adv-policy-set

BHε (π) =
{
π′ ∈ Π

∣∣∣ ‖π′(·|s1)−π(·|s1)‖ < ε0, ‖π′(·|s1)−π(·|s1)‖ < ε1, ‖π′(·|s2)−π(·|s2)‖ < ε2,
}
.
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We could find r1, r2, r3, r4 such that the following linear constraints hold:

β1r1 + (1− β1)r2 >β2r3 + (1− β2)r4 ⇐⇒ Qπ(s0, a1) > Qπ(s0, a2) (2.27)

r1 >r2 ⇐⇒ Qπ(s1, a1) > Qπ(s1, a2) (2.28)

r3 >r4 ⇐⇒ Qπ(s2, a1) > Qπ(s2, a2) (2.29)

(β1 − ε1)r1 + (1− β1 + ε1)r2 <(β2 − ε2)r3 + (1− β2 + ε2)r4 (2.30)

Now, given these constraints, the perturbed policy given by MaxWorst attaker satisfies πhMaxWorst(a1|s0) =

β0 − ε0, πhMaxWorst(a1|s1) = β1 − ε1, and πhMaxWorst(a1|s2) = β2 − ε2. However, consider another

perturbed policy πh∗ in Adv-policy-set such that πh∗(a1|s0) = β0 + ε0, πh∗(a1|s1) = β1− ε1, and

πh∗(a1|s2) = β2− ε2. We will prove that V πh∗ (s1) < V πhMaxWorst (s1), and thus MaxWorst attacker

is not optimal.

On the one hand,

V πhMaxWorst (s1) =(β0 − ε0)
[
(β1 − ε1)r1 + (1− β1 + ε1)r2

]
+ (1− β0 + ε0)

[
(β2 − ε2)r3 + (1− β2 + ε2)r4

]
(2.31)

=(β0 − ε0)(β1 − ε1)r1 + (β0 − ε0)(1− β1 + ε1)r2

+ (1− β0 + ε0)(β2 − ε2)r3 + (1− β0 + ε0)(1− β2 + ε2)r4 (2.32)

On the other hand,

V πh∗ (s1) =(β0 + ε0)
[
(β1 − ε1)r1 + (1− β1 + ε1)r2

]
+ (1− β0 − ε0)

[
(β2 − ε2)r3 + (1− β2 + ε2)r4

]
(2.33)

=(β0 + ε0)(β1 − ε1)r1 + (β0 + ε0)(1− β1 + ε1)r2

+ (1− β0 − ε0)(β2 − ε2)r3 + (1− β0 − ε0)(1− β2 + ε2)r4 (2.34)
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Therefore,

V πh∗ (s1)− V πhMaxWorst (s1) =2ε0(β1 − ε1)r1 + 2ε0(1− β1 + ε1)r2

− 2ε0(β2 − ε2)r3 − 2ε0(1− β2 + ε2)r4 (2.35)

< 0 Because of the constraint Equation (2.30) (2.36)

Case II: Using worst policy to compute the target action

Figure 2.9: A simple MDP where the second version of MaxWorst Attacker cannot find the
optimal adversary for a given victim policy.

Same as before, we construct a MDP where HMaxWorst contains a non-optimal adversary. Let

r1 = r(s1|s0, a1), r2 = r(s2|s0, a2), r3 = r(s3|s0, a3). Assuming all the other rewards are zero,

transition dynamics are deterministic, and states s1, s2, s3 are the terminal states. For the sake of

simplicity, we also assume that the discount factor here γ = 1.

Let pi be the given policy such that π(a1|s0) = β1 and π(a2|s0) = β2. Now without loss of

generality, we assume r1 > r2 > r3 (∗). Then the worst policy π′ satisfies that π′(a3|s0) = 1.

Consider the Adv-policy-set BHε (π) =
{
π′ ∈ Π

∣∣∣ ‖π′(·|s0)− π(·|s0)‖1 < ε
}

. Then HMaxWorst ={
π′ ∈ Π

∣∣∣ π′(a3|s0) = (1− β1 − β2) + ε
}

.

Now consider two policies πh1 , πh2 ∈ HMaxWorst, where πh1(a1|s0) = β1, πh1(a2|s0) = β2 − ε,

πh2(a1|s0) = β1 − ε, πh2(a2|s0) = β2. Then V πh1 (s0)− V πh2 (s0) = ε(r1 − r2) > 0. Therefore,

πh1 ∈ HMaxWorst but it’s not optimal.
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2.7.7.3 TYPE III - Minimize Q Value (MinQ).

Another idea of attacking [17, 19] is to craft perturbations such that the agent selects actions

with minimized Q values at every step, i.e.,

hMinQ ∈ argminh∈Hε

∑
a∈A

πh(a|s)Q̂π(s, a),∀s ∈ S (III)

where Q̂ is the approximated Q function of the agent’s original policy. For example, Pattanaik

et al.[17] directly use the agent’s Q network (of policy π), while the Robust SARSA (RS) attack

proposed by Zhang et al.[19] learns a more stable Q network for the agent’s policy π. Note that

in practice, this type of attack is usually applied to deterministic agents (e.g., DQN, DDPG, etc),

then the objective becomes argminh∈HεQ̂
π(s, πh(s)), ∀s ∈ S [17, 19, 39]. In this case, the MinQ

attack is equivalent to the MaxWorst attack with the current policy as the target.

Lemma 27 (Optimality of MinQ). Denote the set of optimal solutions to objective Equation (III)

as HMinQ, which include both versions of MinQ attacker formulations as we discussed above.

Then there exist an MDP M and an agent policy π, such that HMinQ contains a non-optimal

adversary h∗, i.e., HMinQ 6⊂ H∗ε .

Proof of Lemma 26.

Case I: For a deterministic victim

In the deterministic case

hMinQ ∈ argminh∈HεQ̂
π(s, πh(s)) = argmaxh∈Hεπh(argminaQ̂

π(s, a)|s),∀s ∈ S (IIID)

In this case, the objective is equivalent to objective Equation (II), thus Lemma 27 holds.

Case II: For a stochastic victim
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In this case, we consider the MDP in Figure 2.8 and condition Equation (2.27) to Equation (2.30).

Then the MinQ objective gives πhMinQ(a1|s0) = β0−ε0, πhMinQ(a1|s1) = β1−ε1, and πhMinQ(a1|s2) =

β2 − ε2.

According to the proof of the first case of Lemma 26, πhMinQ = πhMaxWorst is not an optimal

adversary. Thus Lemma 27 holds.

2.7.7.4 TYPE IV - Maximize Difference (MaxDiff).

The MAD attack proposed by Zhang et al. [19] is to maximize the distance between the

perturbed policy πh and the clean policy π, i.e.,

hMaxDiff ∈ argmaxh∈HεDTV[πh(·|s)||π(·|s)],∀s ∈ S (IV)

where TV denotes the total variance distance between two distributions. In practical imple-

mentations, the TV distance can be replaced by the KL-divergence, as DTV[πh(·|s)||π(·|s)] ≤

(DKL[πh(·|s)||π(·|s)])2. This type of attack is inspired by the fact that if two policies select ac-

tions with similar action distributions on all the states, then the value of the two policies is also

small (see Theorem 5 in [19]).

Lemma 28 (Optimality of MaxDiff). Denote the set of optimal solutions to objective Equa-

tion (IV) as HMaxDiff. There exist an MDPM and an agent policy π, such that HMaxDiff contains

a non-optimal adversary h∗, i.e., HMaxDiff 6⊂ H∗ε .

Proof of Lemma 28. The proof follows from the proof of lemma 25. In the MDP we constructed,

π′ = β1− ε1, πhMinBest(a1|s2) = β2− ε2 is one of the policies that has the maximum KL divergence

from the victim policy within Adv-policy-set. However, as we proved in 25, this is not the
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optimally perturbed policy. Therefore, MaxDiff attacker may not be optimal.

2.7.8 Additional Experiment Details and Results

2.7.8.1 Implementation Details

A. Atari Experiments

In this section we report the configurations and hyperparameters we use for DQN, A2C and

ACKTR in Atari environments. We use GeForce RTX 2080 Ti GPUs for all the experiments.

DQN Victim. We compare PA-AD algorithm with other attacking algorithms on 7 Atari

games. For DQN, we take the softmax of the Q values Q(s, ·) as the victim policy π(·|s) as in

prior works [4]. For these environments, we use the wrappers provided by stable-baselines [44],

where we clip the environment rewards to be−1 and 1 during training and stack the last 4 frames

as the input observation to the DQN agent. For the victim agent, we implement Double Q learn-

ing [45] and prioritized experience replay [46]. The clean DQN agents are trained for 6 million

frames, with a learning rate 0.00001 and the same network architecture and hyperparameters as

the ones used in [1]. In addition, we use a replay buffer of size 5× 105. Prioritized replay buffer

sampling is used with α = 0.6 and β increases from 0.4 to 1 linearly during training. During

evaluation, we execute the agent’s policy without epsilon greedy exploration for 1000 episodes.

A2C Victim. For the A2C victim agent, we also use the same preprocessing techniques and

convolutional layers as the one used in [1]. Besides, values and policy network share the same

CNN layers and a fully-connected layer with 512 hidden units. The output layer is a categorical

distribution over the discrete action space. We use 0.0007 as the initial learning rate and apply
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linear learning rate decay, and we train the victim A2C agent for 10 million frames. During

evaluation, the A2C victim executes a stochastic policy (for every state, the action is sampled

from the categorical distribution generated by the policy network). Our implementation of A2C

is mostly based on an open-source implementation by Kostrikov [47].

ACKTR Adversary. To train the director of PA-AD and the adversary in SA-RL, we use

ACKTR [42] with the same network architecture as A2C. We train the adversaries of PA-AD

and SA-RL for the same number of steps for a fair comparison. For the DQN victim, we use a

learning rate 0.0001 and train the adversaries for 5 million frames. For the A2C victim, we use

a learning rate 0.0007 and train the adversaries for 10 million frames. Our implementation of

ACKTR is mostly based on an open-source implementation by Kostrikov [47].

Heuristic Attackers. For the MinBest attacker, we following the algorithm proposed by [4]

which uses FGSM to compute adversarial state perturbations. The MinBest + Momentum at-

tacker is implemented according to the algorithm proposed by [21], and we set the number of

iterations to be 10, the decaying factor µ to be 0.5 (we tested 0.01, 0.1, 0.5, 0.9 and found 0.5 is

relatively better while the difference is minor). Our implementation of the MinQ attacker follows

the gradient-based attack by [17], and we also set the number of iterations to be 10. For the

MaxDiff attacker, we refer to Algorithm 3 in [19] with the number of iterations equal to 10. In

addition, we implement a random attacker which perturbs state s to s̃ = s+ εsign(µ), where µ is

sampled from a standard multivariate Gaussian distribution with the same dimension as s.

B. MuJoCo Experiments

For four OpenAI Gym MuJoCo continuous control environments, we use PPO with the

original fully connected (MLP) structure as the policy network to train the victim policy. For

robustness evaluations, the victim and adversary are both trained using PPO with independent
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value and policy optimizers. We complete all the experiments on MuJoCo using 32GB Tesla

V100.

PPO Victim We directly use the well-trained victim model provided by [19].

PPO Adversary Our PA-AD adversary is trained by PPO and we use a grid search of

a part of adversary hyperparameters (including learning rates of the adversary policy network

and policy network, the entropy regularization parameter and the ratio clip ε for PPO) to train

the adversary as powerful as possible. The reported optimal attack result is from the strongest

adversary among all 50 trained adversaries.

Other Attackers For Robust Sarsa (RS) attack, we use the implementation and the opti-

mal RS hyperparameters from [19] to train the robust value function to attack the victim. The

reported RS attack performance is the best one over the 30 trained robust value functions. For

MaxDiff attack, the maximal action difference attacker is implemented referring to [19]. For

SA-RL attacker, following [18], the hyperparameters is the same as the optimal hyperparameters

of vanilla PPO from a grid search. And the training steps are set for different environments. For

the strength of SA-PPO regularization κ, we choose from 1× 10−6 to 1 and report the worst-case

reward.

Robust Training For ATLA [18], the hyperparameters for both victim policy and adversary

remain the same as those in vanilla PPO training. To ensure sufficient exploration, we run a

small-scale grid search for the entropy bonus coefficient for agent and adversary. The experiment

results show that a larger entropy bonus coefficient allows the agent to learn a better policy for the

continual-improving adversary. In robust training experiments, we use larger training steps in all

the MuJoCo environments to guarantee policy convergence. We train 5 million steps in Hopper,

Walker, and HalfCheetah environments and 10 million steps for Ant. For reproducibility, the final
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results we reported are the experimental performance of the agent with medium robustness from

21 agents training with the same hyperparameter set.

2.7.8.2 Attacking Performance with Various Budgets

In Table 2.1, we report the performance of our PA-AD attacker under a chosen epsilon

across different environments. To see how PA-AD algorithm performs across different values of

ε’s, here we select three Atari environments each for DQN and A2C victim agents and plot the

performance of PA-AD under various ε’s compared with the baseline attackers in Figure 2.10. We

can see from the figures that our PA-AD universally outperforms baseline attackers concerning

various ε’s.

In Table 2.2, we provide the evaluation results of PA-AD under a commonly unused epsilon

in four MuJoCo experiments ([18, 19]) to show that PA-AD attacker also has the best attacking

performance compared with other attackers under different ε’s in Figure 2.11.

2.7.8.3 Hyperparameter Test

In our Actor-Director Framework, solving an optimal actor is a constraint optimization

problem. Thus, in our algorithm, we instead use Lagrangian relaxation for the actor’s constraint

optimization. In this section, we report the effects of different choices of the relaxation hyperpa-

rameter λ on the final performance of our algorithm. Although we set λ by default to be 1 and

keep it fixed throughout all of the other experiments, here we find that in fact, difference choice

of λ has only minor impact on the performance of the attacker. This result demonstrates that our

PA-AD algorithm is robust to different choices of relaxation hyperparameters.
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(c) DQN RoadRunner
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(f) A2C Seaquest

Figure 2.10: Comparison of different attack methods against DQN and A2C victims in Atari
w.r.t. different budget ε’s.
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(c) PPO Ant

Figure 2.11: Comparison of different attack methods against PPO victims in MuJoCo w.r.t. dif-
ferent budget ε’s.
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Table 2.4: Performance of PA-AD across difference choices of the relaxation hyperparameter λ

Pong Boxing
Nature Reward 21± 0 96± 4

λ = 0.2 −19± 2 16± 12
λ = 0.4 −18± 2 17± 12
λ = 0.6 −20± 2 19± 15
λ = 0.8 −19± 2 14± 12
λ = 1.0 −19± 2 15± 12
λ = 2.0 −20± 1 21± 15
λ = 5.0 −20± 1 19± 14

(a) Atari

Ant Walker
Nature Reward 5687± 758 4472± 635

λ = 0.2 −2274± 632 897± 157
λ = 0.4 −2239± 716 923± 132
λ = 0.6 −2456± 853 954± 105
λ = 0.8 −2597± 662 872± 162
λ = 1.0 −2580± 872 804± 130
λ = 2.0 −2378± 794 795± 124
λ = 5.0 −2425± 765 814± 140

(b) Mujoco

2.7.8.4 Empirical Comparison between PA-AD and SA-RL

In this section, we provide more empirical comparison between PA-AD and SA-RL. Note

that PA-AD and SA-RL are different in terms of their applicable scenarios: SA-RL is a black-box

attack methods, while PA-AD is a white-box attack method. When the victim model is known,

we can see that by a proper exploitation of the victim model, PA-AD demonstrates better attack

performance, higher sample and computational efficiency, as well as higher scalability.

PA-AD has better convergence property than SA-RL. In Figure 2.12, we plot the learn-

ing curves of SA-RL and PA-AD in the CartPole environment and the Ant environment. Com-

pared with SA-RL attacker, PA-AD has a higher attacking strength in the beginning and converges

much faster. In Figure 2.12b, we can see that PA-AD has a “warm-start” (the initial reward of the

victim is already significantly reduced) compared with SA-RL attacker which starts from scratch.

This is because PA-AD always tries to maximize the distance between the perturbed policy and

the original victim policy in every step according to the actor function (G). So in the beginning

of learning, PA-AD works similarly to the MaxDiff attacker, while SA-RL works similarly to a
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random attacker. We also note that although PA-AD algorithm is proposed particularly for en-

vironments that have state spaces much larger than action spaces, in CartPole where the state

dimensions is fewer than the number of actions, PA-AD still works better than SA-RL because

of the distance maximization.

(a) Learning curve of SA-RL and PA-AD at-
tacker against an A2C victim in CartPole.

(b) Learning curve of SA-RL and PA-AD at-
tacker against a PPO victim in Ant.

Figure 2.12: Comparison of convergence rate between SA-RL and PA-AD in Ant and Cartpole.
Results are averaged over 10 random seeds.

PA-AD is more computationally efficient than SA-RL. Our experiments in Section 2.5

show that PA-AD converges to a better adversary than SA-RL given the same number of training

steps, which verifies the sample efficiency of PA-AD. Another aspect of efficiency is based on

the computational resources, including running time and required memory. For RL algorithms,

the computation cost comes from the interaction with the environment (the same for SA-RL and

PA-AD) and the policy/value update. If the state space S is higher-dimensional than the action

space A, then SA-RL requires a larger policy network than PA-AD since SA-RL has a higher-

dimensional output, and thus SA-RL has more network parameters than PA-AD, which require

more memory cost and more computation operations. On the other hand, PA-AD requires to

solve an additional optimization problem defined by the actor objective (G) or (GD). In our

implementation, we use FGSM which only requires one-step gradient computation and is thus

efficient. But if more advanced optimization algorithms (e.g. PGD) are used, more computations

65



may be needed. In summary, if S is much larger than A, PA-AD is more computational efficient

than SA-RL; if A is much larger than S, SA-RL is more efficient than PA-AD; if the sizes of

S and A are similar, PA-AD may be slightly more expensive than SA-RL, depending on the

optimization methods selected for the actor.

To verify the above analysis, we compare computational training time for training SA-RL

and PA-AD attackers, which shows that PA-AD is more computationally efficient. Especially on

the environment with high-dimensional states like Ant, PA-AD takes significantly less training

time than SA-RL (and finds a better adversary than SA-RL), which quantifies the efficiency of

our algorithm in empirical experiments.

Method Hopper Walker2d HalfCheetah Ant
SA-RL 1.80 1.92 1.76 4.88
PA-AD 1.43 1.46 1.40 3.76

Table 2.5: Average training time (in hours) of SA-RL and PA-AD in MuJoCo environments,
using GeForce RTX 2080 Ti GPUs. For Hopper, Walker2d and HalfCheetah, SA-RL and PA-AD
are both trained for 2 million steps; for Ant, SA-RL and PA-AD are both trained for 5 million
steps

PA-AD is less sensitive to hyperparameters settings than SA-RL. In addition to better

final attacking results and convergence property, we also observe that PA-AD is much less sen-

sitive to hyerparameter settings compared to SA-RL. On the Walker environment, we run a grid

search over 216 different configurations of hyperparameters, including actor learning rate, critic

learning rate, entropy regularization coefficient, and clipping threshold in PPO. Here for compar-

ison we plot two histograms of the agent’s final attacked results across different hyperparameter

configurations.
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(a) SA-RL Attacker (b) PA-AD Attacker

Figure 2.13: Histograms of victim rewards under different hyperparameter settings of SA-RL
and PA-AD on Walker.

The perturbation radius is set to be 0.05, for which the mean reward reported by [19] is

1086. However, as we can see from this histogram, only one out of the 216 configurations of

SA-RL achieves an attacking reward within the range 1000-2000, while in most hyperparameter

settings, the mean attacked return lies in the range 4000-4500. In contrast, about 10% hyperpa-

rameter settings of PA-AD algorithm are able to reduce the reward to 500-1000, and another 10%

settings could reduce the reward to 1000-2000. Therefore, the performance of PA-AD attacker is

generally better and more robust across different hyperparameter configurations than SA-RL.

2.7.8.5 Robust Training Efficiency on MuJoCo by PA-ATLA

In the ATLA process proposed by [18], one alternately trains an agent and an adversary. As

a result, the agent policy may learn to adapt to the specific type of attacker it encounters during

training. In Table 2.3, we present the performance of our robust training method PA-ATLA-

PPO compared with ATLA-PPO under different types of attacks during testing. ATLA-PPO uses

SA-RL to train the adversary, while PA-ATLA-PPO uses PA-AD to train the adversary during

alternating training. As a result, we can see that ATLA-PPO models perform better under the SA-
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RL attack, and PA-ATLA-PPO performs better under the PA-AD attack. However, the advantage

of ATLA-PPO over PA-ATLA-PPO against SA-RL attack is much smaller than the advantage of

PA-ATLA-PPO over ATLA-PPO against PA-AD attack. In addition, our PA-ATLA-PPO models

significantly outperform ATLA-PPO models against other heuristic attack methods, and achieve

higher average rewards across all attack methods. Therefore, PA-ATLA-PPO is generally more

robust than ATLA-PPO.

Furthermore, the efficiency of training an adversary could be the bottleneck in the ATLA [18]

process for practical usage. Section 2.7.8.4 suggests that our PA-AD generally converges faster

than SA-RL. Therefore, when the computation resources are limited, PA-ATLA-PPO can train

robust agents faster than ATLA-PPO. We conduct experiments on continuous control environ-

ments to empirically show the efficiency comparison between PA-ATLA-PPO and ATLA-PPO.

In Table 2.6, we show the robustness performance of two ATLA methods with 2 million training

steps for Hopper, Walker and Halfcheetah and 5 million steps for Ant (Compared with results in

Table 2.3, we have reduced training steps by half or more). It can be seen that our PA-ATLA-PPO

models still significantly outperform the original ATLA-PPO models under different types of at-

tacks. More importantly, our PA-ATLA-PPO achieves higher robustness under SA-RL attacks in

Walker and Ant, suggesting the efficiency and effectiveness of our method.

2.7.8.6 Attacking Robustly Trained Agents on Atari

In this section, we show the attack performance of our proposed algorithm PA-AD against

DRL agents that are trained to be robust by prior works [19, 39] in Atari games.

Zhang et al. [19] propose SA-DQN, which minimizes the action change under possible
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Environment ε step(million) Model Natural
Reward

RS
[19]

SA-RL
[18]

PA-AD
(ours)

Average reward
across attacks

Hopper 0.075 2
ATLA-PPO 1763± 818 1349± 174 1172± 344 477± 30 999.3

PA-ATLA-PPO 2164± 121 1720± 490 1119± 123 1024± 188 1287.7

Walker 0.05 2
ATLA-PPO 3183± 842 2405± 529 2170± 1032 516± 47 1697.0

PA-ATLA-PPO 3206± 445 2749± 106 2332± 198 1072± 247 2051.0

Halfcheetah 0.15 2
ATLA-PPO 4871± 112 3781± 645 3493± 372 856± 118 2710.0

PA-ATLA-PPO 5257± 94 4012± 290 3329± 183 1670± 149 3003.7

Ant 0.15 5
ATLA-PPO 3267± 51 3062± 149 2208± 56 −18± 100 1750.7

PA-ATLA-PPO 3991± 71 3364± 254 2685± 41 2403± 82 2817.3

Table 2.6: Average episode rewards ± standard deviation of robust models with fewer training
steps under different evasion attack methods. Results are averaged over 50 episodes. We bold the
strongest attack in each row. The gray cells are the most robust agents with the highest average
rewards across all attacks.

state perturbations within `p norm ball, i.e., to minimize the extra loss

RDQN(θ) :=
∑
s

max

{
max
ŝ∈B(s)

max
a6=a∗

Qθ(ŝ, a)−Qθ (ŝ, a∗(s)) ,−c
}

(2.37)

where θ refers to the Q network parameters, a∗(s) = argmaxaQθ(a|s), and c is a small con-

stant. Zhang et al. [19] solve the above optimization problem by a convex relaxation of the Q

network, which achieves 100% action certification (i.e. the rate that action changes with a con-

strained state perturbation) in Pong and Freeway, over 98% certification in BankHeist and over

47% certification in RoadRunner under attack budget ε = 1/255.

Oikarinen et al. [39] propose another robust training method named RADIAL-RL. By

adding a adversarial loss to the classical loss of the RL agents, and solving the adversarial

loss with interval bound propagation, the proposed RADIAL-DQN and RADIAL-A3C achieve

high rewards in Pong, Freeway, BankHeist and RoadRunner under attack budget ε = 1/255 and

ε = 3/255.

Implementation of the Robust Agents and Environments. We directly use the trained

SA-DQN agents provided by [19], as well as RADIAL-DQN and RADIAL-A3C agents pro-
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vided by [39]. During test time, the agents take actions deterministically. In order to reproduce

the results in these papers, we use the same environment configurations as in [19] and [39],

respectively. But note that the environment configurations of SA-DQN and RADIAL-RL are

simpler versions of the traditional Atari configurations we use (described in Section 2.7.8.1).

Both SA-DQN and RADIAL-RL use a single frame instead of the stacking as 4 frames. More-

over, SA-DQN restricts the number of actions as 6 (4 for Pong) in each environment, although the

original environments have 18 actions (6 for Pong). The above simplifications in environments

can make robust training easier since the dimensionality of the input space is much smaller, and

the number of possible outputs is restricted.

Attack Methods In experiments, we find that the robust agents are much harder to attack

than vanilla agents in Atari games, as claimed by the robust training papers [19, 39]. A reason is

that Atari games have discrete action spaces, and leading an agent to make a different decision

at a state with a limited perturbation could be difficult. Therefore, we use a 30-step Projected

Gradient Descent for all attack methods (with step size ε/10), including MinBest [4] and our PA-

AD which use FGSM for attacking vanilla models. Note that the PGD attacks used by [19] and

[39] in their experiments are the same as the MinBest-PGD attack we use. For our PA-AD, we

use PPO to train the adversary since PPO is relatively stable. The learning rate is set to be 5e− 4,

and the clip threshold is 0.1. Note that SA-DQN, RADIAL-DQN and RADIAL-A3C agents all

take deterministic actions, so we use the deterministic formulation of PA-AD as described in

Section 2.7.2.1. In our implementation, we simply use a CrossEntropy loss for the actor as in

Equation (2.38).

gD(â, s) = argmins′∈Bε(s)CrossEntropy(π(s′), â). (2.38)
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Environment Natural
Reward ε Random MinBest

[4]

MinBest +
Momentum

[21]

MinQ
[17]

MaxDiff
[19]

PA-AD
(ours)

SA-DQN
RoadRunner 46440± 5797 1

255
45032± 7125 40422± 8301 43856± 5445 42790± 8456 45946± 8499 38652± 6550

BankHeist 1237± 11 1
255

1236± 12 1235± 15 1233± 17 1237± 14 1236± 13 1237± 14

RADIAL
-DQN

RoadRunner 39102± 13727
1

255
41584± 8351 41824± 7858 42330± 8925 40572± 9988 42014± 8337 38214± 9119

3
255

23766± 6129 9808± 4345 35598± 8191 39866± 6001 18994± 6451 1366± 3354

BankHeist 1060± 95
1

255
1037± 103 991± 105 988± 102 1021± 96 1042± 112 999± 100

3
255

1011± 130 801± 114 460± 310 842± 33 1023± 110 397± 172

RADIAL
-A3C

RoadRunner 30854± 7281
1

255
30828± 7297 31296± 7095 31132± 6861 30838± 5743 32038± 6898 30550± 7182

3
255

30690± 7006 30198± 6075 29936± 5388 29988± 6340 31170± 7453 29768± 5892

BankHeist 847± 31
1

255
847± 31 847± 33 848± 31 848± 31 848± 31 848± 31

3
255

848± 31 644± 158 822± 11 842± 33 834± 30 620± 168

Table 2.7: Average episode rewards ± standard deviation of SA-DQN, RADIAL-DQN,
RADIAL-A3C robust agents under different evasion attack methods in Atari environments Road-
Runner and BankHeist. All attack methods use 30-step PGD to compute adversarial state pertur-
bations. Results are averaged over 50 episodes. In each row, we bold the strongest attack, except
for the rows where none of the attacker reduces the reward significantly (which suggests that the
corresponding agent is relatively robust).

Experiment Results In Table 2.7, we reproduce the results reported by [19] and [39],

and demonstrate the average rewards gained by these robust agents under different attacks in

RoadRunner and BankHeist. Note that SA-DQN is claimed to be robust to attacks with budget

ε = 1/255, and RADIAL-DQN and RADIAL-A3C are claimed to be relatively robust against up

to ε = 3/255 attacks. (`∞ is used in both papers.) So we use the same ε’s for these agents in our

experiments.

It can be seen that compared with vanilla agents in Table 2.1, SA-DQN, RADIAL-DQN

and RADIAL-A3C are more robust due to the robust training processes. However, in some

environments, PA-AD can still decrease the rewards of the agent significantly. For example,

in RoadRunner with ε = 3/255, RADIAL-DQN gets 1k+ reward against our PA-AD attack,

although RADIAL-DQN under other attacks can get 10k+ reward as reported by [39]. In contrast,

we find that RADIAL-A3C is relatively robust, although the natural rewards gained by RADIAL-
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A3C are not as high as RADIAL-DQN and SA-DQN. Also, as SA-DQN achieves over 98%

action certification in BankHeist, none of the attackers is able to noticeably reduce its reward

with ε = 1/255.

Therefore, our PA-AD can approximately evaluate the worst-case performance of an RL

agent under attacks with fixed constraints, i.e., PA-AD can serve as a “detector” for the robust-

ness of RL agents. For agents that perform well under other attacks, PA-AD may still find flaws

in the models and decrease their rewards; for agents that achieve high performance under PA-AD

attack, they are very likely to be robust against other attack methods.

2.7.8.7 Improving Robustness on Atari by PA-ATLA

Note that different from SA-DQN [19] and RADIAL-RL [39] discussed in Section 2.7.8.6,

we use the traditional Atari configurations [1] without any simplification (e.g. disabling frame

stacking, or restricting action numbers). We aim to improve the robustness of the agents in

original Atari environments, as in real-world applications, the environments could be complex

and unchangeable.

Baselines. We propose PA-ATLA-A2C by combining our PA-AD and the ATLA frame-

work proposed by [18]. We implement baselines including vanilla A2C, adversarially trained

A2C (with MinBest [4] and MaxDiff [19] adversaries attacking 50 frames). SA-A2C [19] is

implemented using SGLD and convex relaxations in Atari environments.

In Table 6, naive adversarial training methods have unreliable performance under most

strong attacks and SA-A2C is ineffective under PA-AD strongest attack. To provide evaluation

using different ε, we provide the attack rewards of all robust models with different attack budgets
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ε. Under all attacks with different ε value, PA-ATLA-A2C models outperform all other robust

models and achieve consistently better average rewards across attacks. We can observe that our

PA-ATLA-A2C training method can considerably enhance the robustness in Atari environments.

Model Natural
Reward ε Random MinBest

[4]
MaxDiff

[19]
SA-RL

[18]
PA-AD
(ours)

Average reward
across attacks

A2C
vanilla 1228± 93

1/255 1223± 77 972± 99 1095± 107 1132± 30 436± 74 971.6

3/255 1064± 129 697± 153 913± 164 928± 124 284± 116 777.2

A2C
(adv: MinBest [4]) 948± 94

1/255 932± 69 927± 30 936± 11 940± 103 704± 19 887.8

3/255 874± 51 813± 32 829± 27 843± 126 521± 72 774.2

A2C
(adv: MaxDiff [19]) 743± 29

1/255 756± 42 702± 89 752± 79 749± 85 529± 45 697.6

3/255 712± 109 638± 133 694± 115 686± 110 403± 101 626.6

SA-A2C[18] 1029± 152
1/255 1054± 31 902± 89 1070± 42 1067± 18 836± 70 985.8

3/255 985± 47 786± 52 923± 52 972± 126 644± 153 862.0

PA-ATLA-A2C
(ours) 1076± 56

1/255 1055± 204 957± 78 1069± 94 1045± 143 862± 106 997.6

3/255 1026± 78 842± 154 967± 82 976± 159 757± 132 913.6

Table 2.8: Average episode rewards ± standard deviation over 50 episodes of A2C, A2C with
adv. training, SA-A2C and our PA-ATLA-A2C robust models under different evasion attack
methods in Atari environment BankHeist. In each row, we bold the strongest attack. The gray
cells are the most robust agents with the highest average rewards across all attacks.
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Chapter 3: A Generic Training Framework for Improving the Robustness of RL

3.1 Introduction

Deep reinforcement learning (DRL) has achieved impressive results by using deep neural

networks (DNN) to learn complex policies in large-scale tasks. However, well-trained DNNs

may drastically fail under adversarial perturbations of the input [48, 49]. Therefore, before de-

ploying DRL policies to real-life applications, it is crucial to improve the robustness of deep

policies against adversarial attacks, especially worst-case attacks that maximally depraves the

performance of trained agents [8].

Figure 3.1: Policies
have different vulner-
abilities.

A line of regularization-based robust methods [19, 39, 50] focuses

on improving the robustness of the DNN itself and regularizes the pol-

icy network to output similar actions under bounded state perturbations.

However, different from supervised learning problems, the vulnerability

of a deep policy comes not only from the DNN approximator, but also

from the dynamics of the RL environment [18]. These regularization-

based methods neglect the intrinsic vulnerability of policies under the

environment dynamics, and thus may still fail under strong attacks [8].

For example, in the go-home task shown in Figure 3.1, both the green policy and the red policy

arrive home without rock collision, when there is no attack. However, although regularization-
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based methods may ensure a minor action change under a state perturbation, the red policy may

still be susceptible to a low reward under attacks, as a very small divergence can lead it to the

bomb. On the contrary, the green policy is more robust to adversarial attacks since it stays away

from the bomb. Therefore, besides promoting the robustness of DNN approximators (such as the

policy network), it is also important to learn a policy with stronger intrinsic robustness.

There is another line of work considering the long-term robustness of a deep policy under

strong adversarial attacks. In particular, it is theoretically proved [8, 19] that the strongest (worst-

case) attacker against a policy can be learned as an RL problem, and training the agent under

such a learned attacker can result in a robust policy. Zhang et al. [18] propose the Alternating

Training with Learned Adversaries (ATLA) framework, which alternately trains an RL agent and

an RL attacker. Sun et al. [8] further propose PA-ATLA, which alternately trains an agent and

the proposed more efficient PA-AD RL attacker, obtaining state-of-the-art robustness in many

MuJoCo environments. However, training an RL attacker requires extra samples from the en-

vironment, and the attacker’s RL problem may even be more difficult and sample expensive to

solve than the agent’s original RL problem [8, 18], especially in large-scale environments such

as Atari games with pixel observations. Therefore, although ATLA and PA-ATLA are able to

achieve high long-term reward under attacks, they double the computational burden and sample

complexity to train the robust agent.

The above analysis of existing literature suggests two main challenges in improving the

adversarial robustness of DRL agents: (1) correctly characterizing the long-term reward vulner-

ability of an RL policy, and (2) efficiently training a robust agent without requiring much more

effort than vanilla training. To tackle these challenges, in this chapter, we propose a generic

and efficient robust training framework named Worst-case-aware Robust RL (WocaR-RL) that
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estimates and improves the long-term robustness of an RL agent.

WocaR-RL has 3 key mechanisms. First, WocaR-RL introduces a novel worst-attack Bell-

man operator which uses existing off-policy samples to estimate the lower bound of the policy

value under the worst-case attack. Compared to prior works [8, 18] which attempt to learn the

worst-case attack by RL methods, WocaR-RL does not require any extra interaction with the en-

vironment. Second, using the estimated worst-case policy value, WocaR-RL optimizes the policy

to select actions that not only achieve high natural future reward, but also achieve high worst-case

reward when there are adversarial attacks. Therefore, WocaR-RL learns a policy with less intrin-

sic vulnerability. Third, WocaR-RL regularizes the policy network with a carefully designed state

importance weight. As a result, the DNN approximator tolerates state perturbations, especially

for more important states where decisions are crucial for future reward. The above 3 mechanisms

can also be interpreted from a geometric perspective of adversarial policy learning, as detailed in

Section 3.4.1.

Summary of Contributions

(1) We provide an approach to estimate the worst-case value of any policy under any bounded `p

adversarial attacks. This helps evaluate the robustness of a policy without learning an attacker

which requires extra samples and exploration.

(2) We propose a novel and principled robust training framework for RL, named Worst-case-

aware Robust RL (WocaR-RL), which characterizes and improves the worst-case robustness of an

agent. WocaR-RL can be used to robustify existing DRL algorithms (e.g. PPO [16], DQN [15]).

(3) We show by experiments that WocaR-RL achieve improved robustness against various ad-

versarial attacks as well as higher efficiency, compared with state-of-the-art (SOTA) robust RL

methods in many MuJoCo and Atari games. For example, compared to the SOTA algorithm PA-
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ATLA-PPO [8] in the Walker environment, we obtain 20% more worst-case reward (under the

strongest attack algorithm), with only about 50% training samples and 50% running time. More-

over, WocaR-RL learns more interpretable “robust behaviors” than PA-ATLA-PPO in Walker

as shown in Figure 3.2.

Previous robust agent (PA-ATLA-PPO): jumping with one leg 

Our robust agent: lowering down its body 

Figure 3.2: The robust Walker agents trained with (top) the state-of-the-art method PA-ATLA-
PPO [8] and (bottom) our WocaR-RL. Although PA-ATLA-PPO agent also achieves high reward
under attacks, it learns to jump with one leg, which is counter-intuitive and may indicate some
level of overfitting to a specific attacker. In contrast, our WocaR-RL agent learns to lower down
its body, which is more intuitive and interpretable. The full agent trajectories in Walker and other
environments are provided in supplementary materials as GIF figures.

3.2 Related Work

Defending against Adversarial Perturbations on State Observations. (1) Regularization-

based methods [19, 39, 50] enforce the policy to have similar outputs under similar inputs, which

achieves certifiable performance for DQN in some Atari games. But in continuous control tasks,

these methods may not reliably improve the worst-case performance. A recent work by Kork-

maz [51] points out that these adversarially trained models may still be sensible to new pertur-

bations. (2) Attack-driven methods train DRL agents with adversarial examples. Some early

works [24, 52, 53, 54] apply weak or strong gradient-based attacks on state observations to train
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RL agents against adversarial perturbations. Zhang et al. [18] propose Alternating Training with

Learned Adversaries (ATLA), which alternately trains an RL agent and an RL adversary and

significantly improves the policy robustness in continuous control games. Sun et al. [8] further

extend this framework to PA-ATLA with their proposed more advanced RL attacker PA-AD. Al-

though ATLA and PA-ATLA achieve strong empirical robustness, they require training an extra

RL adversary that can be computationally and sample expensive. (3) There is another line of

work studying certifiable robustness of RL policies. Several works [37, 38, 39] computed lower

bounds of the action value network Qπ to certify robustness of action selection at every step.

However, these bounds do not consider the distribution shifts caused by attacks, so some actions

that appear safe for now can lead to extremely vulnerable future states and low long-term reward

under future attacks. Moreover, these methods cannot apply to continuous action spaces. Kumar

et al. and Wu et al.[55, 56] both extend randomized smoothing [57] to derive robustness cer-

tificates for trained policies. But these works mostly focus on theoretical analysis, and effective

robust training approaches rather than robust training.

Adversarial Defenses against Other Adversarial Attacks. Besides observation pertur-

bations, attacks can happen in many other scenarios. For example, the agent’s executed actions

can be perturbed [27, 28, 29, 30]. Moreover, in a multi-agent game, an agent’s behavior can create

adversarial perturbations to a victim agent [25]. Pinto et al. [36] model the competition between

the agent and the attacker as a zero-sum two-player game, and train the agent under a learned

attacker to tolerate both environment shifts and adversarial disturbances. We point out that al-

though we mainly consider state adversaries, our WocaR-RL can be extended to action attacks

naturally, as formulated in Section 3.7.3.1. Note that we focus on robustness against test-time

attacks, different from poisoning attacks which alter the RL training process [31, 32, 33, 34, 35].
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Safe RL and Risk-sensitive RL. There are several lines of work that study RL under

safety/risk constraints [58, 59, 60, 61, 62] or under intrinsic uncertainty of environment dynam-

ics [63, 64]. However, these works do not deal with adversarial attacks, which can be adaptive

to the learned policy. More comparison between these methods and our proposed method is

discussed in Section 3.4.

3.3 Background and Problem Setup

Test-time Adversarial Attacks. After training, the agent is deployed into the environ-

ment and executes a pre-trained fixed policy π. An attacker/adversary, during the deployment of

the agent, may perturb the state observation of the agent/victim at every time step with a certain

attack budget ε. Note that the attacker only perturbs the inputs to the policy, and the underlying

state in the environment does not change. This is a realistic setting because real-world obser-

vations can come from noisy sensors or be manipulated by malicious attacks. For example, an

auto-driving car receives sensory observations; an attacker may add imperceptible noise to the

camera, or perturb the GPS signal, although the underlying environment (the road) remains un-

changed. In this chapter, we consider the `p thread model which is widely used in adversarial

learning literature: at step t, the attacker alters the observation st into s̃t ∈ Bε(st), where Bε(st)

is a `p norm ball centered at st with radius ε. The above setting (`p constrained observation attack)

is the same with many prior works [4, 8, 18, 19, 54].

Worst-case Return under Attacks. The natural value V π measures how much future

reward the agent gets if it follows π at all following steps. However, when there are adversarial

attacks, the total reward may no longer be V π. For example, at step t, if the attacker perturbs
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the clean state st to s̃t, then the agent will take action ãt ∼ π(s̃t) instead of at ∼ π(st) and thus

will get reward R(st, ãt) instead of R(st, at). Among all `p attackers with attack radius ε, it is

important to identify the strongest attacker which minimizes the total reward of the victim agent.

As justified by [19] and [8], for any given victim policy π, there exists an optimal deterministic

attacker function, denoted as h∗ : S → Bε(S), where Bε(S) is the ε-neighborhood of state

space S. Such an attacker can be learned with RL algorithms [8, 18]. Therefore, the agent’s

performance can be lower bounded by its total reward under h∗. We define the worst-case value

as V π := EP,ãt∼π(h∗(st)) [
∑∞

t=0 γ
tR (st, ãt) | s0 = s]. It can be shown [8] that a well-trained agent

may get very low return under strong attacks. That is, V π � V π.

3.4 Proposed Approach

3.4.1 A Closer Look at Robust RL

In real-world applications where observations may be noisy or perturbed, it is important to

ensure that the agent not only makes good decisions, but also makes safe decisions.

Existing Robust RL Approaches. There are many existing robust training methods for

RL, and we summarize the common ideas as the following two categories.

(1) Lipschitz-driven methods: encourage the policy to output similar actions for any pair of clean

state and perturbed state, i.e., minθ maxs∈S,s̃∈Bε(s) Dist(πθ(s), πθ(s̃)), where Dist can be any dis-

tance metric. Therefore, the policy function (network) has small local Lipschitz constant at each

clean state. Note that this idea is similar to many certifiable robust training methods [66] in

supervised learning. For example, Fischer et al. [37] achieve provable robustness for DQN by

applying the DiffAI [67] approach, so that the DQN agent selects the same action for any el-
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(a) Vanilla Training (b) Lipschitz-driven (c) Attack-driven (d) Our WocaR-RL

Figure 3.3: Geometric understanding of different training methods following the polytope theory
by [65] and [8]. x, y axes represent the policy value for s1 ∈ S and s2 ∈ S. The grey polytope
depicts the value space of all policies, while the pink polytope (referred to as value perturbation
polytope) contains the values of policy π under all attacks with given constraint (ε-radius `p
perturbations on the state input to the policy).
V π denotes the value of a learned policy, and V π stands for the worst-attack value of this policy
π (located at the bottom leftmost vertex of the value perturbation polytope).
Two relations between the value perturbation polytope and policy robustness: The more
distant the pink value perturbation polytope’s bottom leftmost vertex is from the origin, the higher
worst-attack value π has. The smaller the pink value perturbation polytope is, the less vulnerable
the policy is (i.e., an ε-bounded state perturbation can not lead to a drastic change of the policy
value).
Our method: WocaR-RL makes a policy more robust via worst-attack value estimation, worst-
case-aware policy optimization and value-enhanced state regularization, which shrink the value
perturbation polytope and move the value perturbation polytope’s bottom leftmost vertex away
from the origin.
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ement inside Bε(s). Zhang et al. [19] propose to minimize the total variance between π(s) and

π(s̃) using convex relaxations of NNs. Although Lipschitz-driven methods are relatively efficient

in training, they usually treat all states equally, and do not explicitly consider long-term rewards.

Therefore, it is hard to obtain a non-vacuous reward certification, especially in continuous-action

environments.

(2) Attack-driven methods: train the agent under adversarial attacks, which is analogous to Ad-

versarial Training (AT) [68]. However, different from AT, a PGD attacker may not induce a

robust policy in an RL problem due to the uncertainty and complexity of the environment. Zhang

et al. [18] propose to alternately train an agent and an RL-based “optimal” adversary, so that the

agent can adapt to the worst-case input perturbation. Therefore, attack-driven method can be for-

mulated as maxθ V
πθ . Zhang et al. [18] and a follow-up work by Sun et al. [8] apply the alternate

training approach and obtain state-of-the-art robust performance. However, learning the optimal

attacker using RL algorithms doubles the learning complexity and the required samples, making

it hard to apply these methods to large-scale problems. Moreover, although these attack-driven

methods improve the worst-case performance of an agent, the natural reward can be sacrificed.

Note that we discuss methods that improve the robustness of deep policies during training. There-

fore, the focus is different from some important works [38, 55, 56] that directly use non-robust

policies and execute them in a robust way.

Our Motivation: Geometric Understanding of Robust RL. The robustness of a learned

RL policy can be understood from a geometric perspective. Dadashi et al. [65] point out that the

value functions of all policies in a finite MDP form a polytope, as shown by the grey area in Fig-

ure 3.3. Sun et al. [8] further find that V π̃, possible values of a policy π under all ε-constrained

`p perturbations, also form a polytope (pink area in Figure 3.3), which we refer to as the value
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perturbation polytope. Recall that in robust RL, we pursue a high natural value V π, and a high

worst-case value V π which is the lower leftmost vertex of the value perturbation polytope. A vul-

nerable policy that outputs a different action for a perturbed state as a larger value perturbation

polytope. Lipschitz-driven methods, as Figure 3.3(a) shows, attempts to shrink the size of the

value perturbation polytope, but does not necessarily result in a high V π. Attack-driven methods,

as Figure 3.3 shows, improves V π, but have no control over the size of the value perturbation

polytope, and may not obtain a high natural value V π.

Our Proposed Robust RL Principle. In contrast to prior Lipschitz-driven methods and

Attack-driven methods, we propose to both “lift the position” and “shrink the size” of the value

perturbation polytope. To achieve the above principle in an efficient way, we propose to (1)

directly estimate and optimize the worst-case value of a policy without training the optimal at-

tacker (worst-attack value estimation and worst-case-aware policy optimization mechanisms of

WocaR-RL), and (2) regularize the local Lipschitz constants of the policy with value-enhanced

weights (value-enhanced state regularization mechanism of WocaR-RL). See Section 3.4.2 for

more details of the proposed algorithm.

3.4.2 WocaR-RL: Worst-case-aware Robust RL

In this section, we present Worst-case-aware Robust RL (WocaR-RL), a generic framework

that can be fused with any DRL approach to improve the adversarial robustness of an agent. We

will introduce the three key mechanisms in WocaR-RL: worst-attack value estimation, worst-

case-aware policy optimization, and value-enhanced state regularization, respectively. Then, we

will illustrate how to incorporate these mechanisms into existing DRL algorithms to improve
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their robustness.

Mechanism 1: Worst-attack Value Estimation

Traditional RL aims to learn a policy with the maximal value V π. However, in a real-world

problem where observations can be noisy or even adversarially perturbed, it is not enough to

only consider the natural value V π and Qπ. As motivated in Figure 3.1, two policies with similar

natural rewards can get totally different rewards under attacks. To comprehensively evaluate how

good a policy is in an adversarial scenario and to improve its robustness, we should be aware of

the lowest possible long-term reward of the policy when its observation is adversarially perturbed

with a certain attack budget ε at every step (with an `p attack model introduced in Section 3.3).

The worst-case value of a policy is, by definition, the cumulative reward obtained under

the optimal attacker. As justified by prior works [8, 19], for any given victim policy π and attack

budget ε > 0, there exists an optimal attacker, and finding the optimal attacker is equivalent to

learning the optimal policy in another MDP. We denote the optimal (deterministic) attacker’s pol-

icy as h∗. However, learning such an optimal attacker by RL algorithms requires extra interaction

samples from the environment, due to the unknown dynamics. Moreover, learning the attacker by

RL can be hard and expensive, especially when the state observation space is high-dimensional.

Instead of explicitly learning the optimal attacker with a large amount of samples, we pro-

pose to directly estimate the worst-case cumulative reward of the policy by characterizing the

vulnerability of the given policy. We first define the worst-attack action value of policy π as

Qπ(s, a) := EP [
∑∞

t=0 γ
tR (st, π(h∗(st))) | s0 = s, a0 = a]. The worst-attack value V π can be

defined using h∗ in the same way, as shown in Definition 32 in Section 3.7.1. Then, we introduce

a novel operator T π, namely the worst-attack Bellman operator, defined as below.
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Definition 29 (Worst-attack Bellman Operator). For MDPM, given a fixed policy π and attack

radius ε, define the worst-attack Bellman operator T π as

(T πQ) (s, a) := Es′∼P (s,a)[R(s, a) + γ min
a′∈Aadv(s′,π)

Q (s′, a′)], (3.1)

where ∀s ∈ S, Aadv(s, π) is defined as

Aadv(s, π) := {a ∈ A : ∃s̃ ∈ Bε(s) s.t. π(s̃) = a}. (3.2)

Here Aadv(s′, π) denotes the set of actions an adversary can mislead the victim π into

selecting by perturbing the state s′ into a neighboring state s̃ ∈ Bε(s′). This hypothetical pertur-

bation to the future state s′ is the key for characterizing the worst-case long-term reward under

attack. The following theorem associates the worst-attack Bellman operator and the worst-attack

action value.

Theorem 30 (Worst-attack Bellman Operator and Worst-attack Action Value). For any given

policy π, T π is a contraction whose fixed point is Qπ, the worst-attack action value of π under

any `p observation attacks with radius ε.

Theorem 30 proved in Section 3.7.1 suggests that the lowest possible cumulative reward of

a policy under bounded observation attacks can be computed by worst-attack Bellman operator.

The corresponding worst-attack value V π can be obtained by V π(s) = mina∈Aadv(s,π) Q
π(s, a).

How to ComputeAadv. To obtainAadv(s, π), we need to identify the actions that can be

the outputs of the policy π when the input state s is perturbed within Bε(s). This can be solved

by commonly-used convex relaxation of neural networks [66, 69, 70, 71, 72], where layer-wise

lower and upper bounds of the neural network are derived. That is, we calculate π and π such

that π(s) ≥ π(ŝ) ≥ π(s),∀ŝ ∈ Bε(s). With such a relaxation, we can obtain a superset of Aadv,

namely Âadv. Then, the fixed point of Equation (3.1) withAadv being replaced by Âadv becomes

85



a lower bound of the worst-attack action value. For a continuous action space, Âadv(s, π) contains

actions bounded by π(s) and π(s). For a discrete action space, we can first compute the maximal

and minimal probabilities of taking each action, and derive the set of actions that are likely to be

selected. The computation of Âadv is not expensive, as there are many efficient convex relaxation

methods [67, 72] which compute π and π with only constant-factor more computations than

directly computing π(s). Experiment in Section 3.5 verifies the efficiency of our approach, where

we use a well-developed toolbox auto LiRPA [73] to calculate the convex relaxation.

Estimating Worst-attack Value. Note that the worst-attack Bellman operator T π is sim-

ilar to the optimal Bellman operator T ∗, although it uses mina∈Aadv
instead of maxa∈A. There-

fore, once we identifyAadv as introduced above, it is straightforward to compute the worst-attack

action value using Bellman backups. To model the worst-attack action value, we train a network

named worst-attack critic, denoted by Qπ
φ
, where φ is the parameterization. Concretely, for any

mini-batch {st, at, rt, st+1}Nt=1, Qπ
φ

is optimized by minimizing the following estimation loss:

Lest(Q
π

φ
) :=

1

N

N∑
t=1

(y
t
−Qπ

φ
(st, at))

2,where y
t
= rt + γ min

â∈Aadv(st+1,π)
Qπ

φ
(st+1, â). (3.3)

For a discrete action space, Aadv is a discrete set and solving y
t

is straightforward. For a contin-

uous action space, we use gradient descent to approximately find the minimizer â. Since Aadv

is in general small, this minimization is usually easy to solve. In MuJoCo, we find that 50-step

gradient descent already converges to a good solution with little computational cost, as detailed

in Section 3.7.4.5.

Differences with Worst-case Value Estimation in Related Work. Our proposed worst-

attack Bellman operator is different from the worst-case Bellman operator in the literature of risk-

sensitive RL [58, 59, 60, 61, 62, 74], whose goal is to avoid unsafe trajectories under the intrinsic
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uncertainties of the MDP. These inherent uncertainties of the environment are independent of

the learned policy. In contrast, our focus is to defend against adversarial perturbations created

by malicious attackers that can be adaptive to the policy. The GWC reward proposed by [39]

also estimates the worst-case reward of a policy under state perturbations. But their evaluation

is based on a greedy strategy and requires interactions with the environment, which is different

from our estimation.

Mechanism 2: Worst-case-aware Policy Optimization

So far we have introduced how to evaluate the worst-attack value of a policy by learning

a worst-attack critic. Inspired by the actor-critic framework, where the actor policy network πθ

is optimized towards a direction that the critic value increases the most, we can regard worst-

attack critic as a special critic that directs the actor to increase the worst-attack value. That is, we

encourage the agent to select an action with a higher worst-attack action value, by minimizing

the worst-attack policy loss below:

Lwst(πθ;Q
π

φ
) := − 1

N

N∑
t=1

∑
a∈A

πθ(a|st)Qπ

φ
(st, a), (3.4)

where Qπ

φ
is the worst-attack critic learned via Lest introduced in Equation (3.3). Note that

Lwst is a general form, while the detailed implementation of the worst-attack policy optimization

can vary depending on the architecture of πθ in the base RL algorithm (e.g. PPO has a policy

network, while DQN acts using the greedy policy induced by a Q network). In Section 3.7.2.2

and Section 3.7.2.3, we illustrate how to implement Lwst for PPO and DQN as two examples.

The proposed worst-case-aware policy optimization has several merits compared to prior

ATLA [18] and PA-ATLA [8] methods which alternately train the agent and an RL attacker.

(1) Learning the optimal attacker h∗ requires collecting extra samples using the current policy
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(on-policy estimation). In contrast, Qπ
φ

can be learned using off-policy samples, e.g., historical

samples in the replay buffer, and thus is more suitable for training where the policy changes over

time. (Qπ
φ

depends on the current policy via the computation of Aadv.) (2) We properly exploit

the policy function that is being trained by computing the set of possibly selected actions Âadv

for any state. In contrast, ATLA [18] learns an attacker by treating the current policy as a black

box, ignoring the intrinsic properties of the policy. PA-ATLA [8], although assumes white-box

access to the victim policy, also needs to explore and learn from extra on-policy interactions.

(3) The attacker trained with DRL methods, namely ĥ∗, is not guaranteed to converge to an

optimal solution, such that the performance of π estimated under ĥ∗ can be overly optimistic.

Our estimation, as mentioned in Mechanism 1, computes a lower bound of Qπ and thus can

better indicate the robustness of a policy.

Mechanism 3: Value-enhanced State Regularization

As discussed in Section 3.1, the vulnerability of a deep policy comes from both the policy’s

intrinsic vulnerability with the RL dynamics and the DNN approximator. The first two mecha-

nisms of WocaR-RL mainly focus on the policy’s intrinsic vulnerability, i.e., let the policy select

actions that are less vulnerable to possible attacks in all future steps. However, if a bounded state

perturbation can cause the network to output a very different action, then the Aadv set will be

large and Qπ can thus be low. Therefore, it is also important to encourage the trained policy to

output similar actions for the clean state s and any s̃ ∈ Bε(s), as is done in prior work [19, 37, 50].

But different from these prior methods, we note that different states should be treated differently.

Some states are “critical” where selecting a bad action will result in catastrophic consequences.

For example, when the agent gets close to the bomb in Figure 3.1, we should make the network

more resistant to adversarial state perturbations. To differentiate states based on their impacts on
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future reward, we propose to measure the importance of states with Definition 31 below.

Definition 31 (State Importance Weight). Define state importance weight of s ∈ S for policy π

as

w(s) = max
a1∈A

Qπ(s, a1)− min
a2∈A

Qπ(s, a2). (3.5)

Figure 3.4: States in Pong with (left) high
weight w(s) and (right) low weight w(s).

To justify whether Definition 31 can charac-

terize state importance, we train a DQN network

in an Atari game Pong, and show the states with

the highest weight and the lowest weight in Fig-

ure 3.4, among many state samples. We can see

that the state with higher weight in Figure 3.4(left)

is indeed crucial for the game, as the green agent

paddle is close to the ball. Conversely, a less-important state in Figure 3.4(right) does not have

significantly different future rewards under different actions. Computingw(s) is easy in a discrete

action space, while in a continuous action space, one can use gradient descent to approximately

find the maximal and the minimal Q values for a state. Similar to the computation of Equa-

tion (3.3) with a continuous action space, we find that a 50-step gradient descent works well in

experiments.

By incorporating the state importance weight w(s), we regularize the policy network and

let it pay more attention to more crucial states, by minimizing the following loss:

Lreg(πθ) =
1

N

N∑
t=1

w(st) max
s̃t∈Bε(st)

Dist(πθ(st), πθ(s̃t)), (3.6)

where Dist can be any distance measure between two distributions (e.g., KL-divergence). Min-

imizing Lreg can result in a smaller Aadv, and thus the worst-attack value will be closer to the
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Policy Network  Worst-attack
Critic Network 

evaluating worst-attack value

worst-case-aware policy optimization

value-enhanced state regularization

base DRL loss (PPO,DQN,...)

Figure 3.5: Training architecture of WocaR-RL. (Components proposed in this chapter are col-
ored as red.)

natural value.

WocaR-RL: A Generic Robust Training Framework

So far we have introduced three key mechanisms and their loss functions, Lest in Equa-

tion (3.3), Lwst in Equation (3.4) and Lreg in Equation (3.6). Then, our robust training framework

WocaR-RL combines these losses with any base RL algorithm. To be more specific, as shown

in Figure 3.5, for any base RL algorithm that trains policy πθ using loss LRL, we learn an extra

worst-attack critic network Qπ

φ
by minimizing

LQπ
φ

:= Lest(Q
π

φ
), (3.7)

and combine Lwst and Lreg with LRL to optimize πθ by minimizing

Lπθ := LRL(πθ) + κwstLwst(πθ;Q
π

φ
) + κregLreg(πθ), (3.8)

where κwst and κreg are hyperparameters balancing between natural performance and robustness.

Note that Qπ

φ
is trained together but independently with πθ using historical transition samples,

so WocaR-RL does not require extra samples from the environment. WocaR-RL can also be

interpreted from a geometric perspective based on prior RL polytope theory [8, 65] as detailed in

Section 3.4.1.
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Our WocaR-RL is a generic robust training framework that can be used to robustify existing

DRL algorithms. We provide two case studies: (1) combining WocaR-RL with a policy-based

algorithm PPO [16], namely WocaR-PPO, and (2) combining WocaR-RL with a value-based al-

gorithm DQN [15], namely WocaR-DQN. The pseudocodes of WocaR-PPO and WocaR-DQN

are illustrated in Section 3.7.2.2 and Section 3.7.2.3. The application of WocaR-RL to other

DRL methods is then straightforward, since most DRL methods are either policy-based or value-

based. Next, we show by experiments that WocaR-PPO and WocaR-DQN achieve state-of-the-art

robustness with superior efficiency, in various continuous control tasks and video game environ-

ments. We also empirically verify the effectiveness of each of the 3 mechanisms of WocaR-RL

and their weights by ablation study in Section 3.5.2.

3.5 Empirical Results

In this section, our experimental evaluations on various MuJoCo and Atari environments

aim to study the following questions:

(1) Can WocaR-RL learn policies with better robustness under existing strong adversarial at-

tacks?

(2) Can WocaR-RL maintain natural performance when improving robustness?

(3) Can WocaR-RL learn more efficiently during robust training?

(4) Is each mechanism in WocaR-RL effective?

Problem (1), (2) and (3) are answered in Section 3.5.1 with detailed empirical results, and

problem (4) is studied in Section 3.5.2 via ablation experiments.
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3.5.1 Experiments and Evaluations

Environments. Following most prior works [18, 19, 39] and the released implementa-

tion, we apply our WocaR-RL to PPO [16] on 4 MuJoCo tasks with continuous action spaces,

including Hopper, Walker2d, Halfcheetah and Ant, and to DQN [15] agents on 4 Atari games

including Pong, Freeway, BankHeist and RoadRunner, which have high dimensional pixel inputs

and discrete action spaces.

Baselines and Implementation. We compare our algorithm with several state-of-the-

art robust training methods, including (1) SA-PPO/SA-DQN [19]: regularizing policy networks

by convex relaxation. (2) ATLA-PPO [18]: alternately training an agent and an RL attacker.

(3) PA-ATLA-PPO [8]: alternately training an agent and a more advanced RL attacker PA-AD.

(4) RADIAL-PPO/RADIAL-DQN [39]: optimizing policy network by designed adversarial loss

functions based on robustness bounds. SA and RADIAL have both PPO and DQN versions,

which are compared with our WocaR-PPO and WocaR-DQN. But ATLA and PA-ATLA do not

provide DQN versions, since alternately training on DQN can be expensive as explained in the

original papers [8]. (PA-ATLA has an A2C version, which we compare in Section 3.7.4.2.)

Therefore, we reproduce their ATLA-PPO and PA-ATLA-PPO results and compare them with our

WocaR-PPO. More implementation and hyperparameter details are provided in Section 3.7.4.1.

Case I: Robust PPO for MuJoCo Continuous Control

Evaluation Metrics. To reflect both the natural performance and robustness of trained

agents, we report the average episodic rewards under no attack and against various attacks. For a

comprehensive robustness evaluation, we attack the trained robust models with multiple existing

attack methods, including: (1) MaxDiff [19] (maximal action difference), (2) Robust Sarsa (RS)
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[19] (attacking with a robust action-value function), (3) SA-RL [19] (finding the optimal state ad-

versary) and (4) PA-AD [8] (the existing strongest attack by learning the optimal policy adversary

with RL). For a clear comparison, we use the same attack radius ε as in most baselines [8, 18, 19].

Performance and Robustness of WocaR-PPO Figure 3.6 (left four columns) shows

performance curves during training under four different adversarial attacks. Among all four

attack algorithms, WocaR-PPO converges much faster than baselines, and often achieves the

best asymptotic robust performance, especially under the strongest PA-AD attack. It is worth

emphasizing that since we train a robust agent without explicitly learning an RL attacker, our

method not only obtains stronger robustness and much higher efficiency, but also a more general

defense: WocaR-PPO obtains comprehensively superior performance against a variety of attacks

compared against existing SOTA algorithms based on learned attackers (ATLA-PPO, PA-ATLA-

PPO). Additionally, in our experiments, WocaR-PPO learns relatively more universal defensive

behaviors as shown in Figure 3.2, which can physically explain why our algorithm can defend

against diverse attacks. We provide policy demonstrations in multiple tasks in our supplementary

materials.

The comparison of natural performance and the worst-case performance appears in Figure 3.6

(right). We see that WocaR-PPO maintains competitive natural rewards under no attack compared

with other baselines, which demonstrates that our algorithm gains more robustness without losing

too much natural performance. The full results of baselines and our algorithm under different

attack evaluations are provided by Table 3.2 in Section 3.7.4.2 (including performance under

random attacks).

Efficiency of Training WocaR-PPO. The learning curves in Figure 3.6 (left) directly

show the sample efficiency of WocaR-PPO. Following the optimal settings provided in [18, 19,
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Figure 3.6: Robustness, Efficiency and High Natural Performance of WocaR-PPO. (Left
four columns) Learning curves of rewards under MaxDiff, Robust Sarsa, SA-RL and PA-AD (the
strongest) attacks during training on four environments. (Rightmost column) Average episode
natural rewards v.s. average worst rewards under attacks. Each row shows the performance of
baselines and WocaR-PPO on one environment. Shaded regions are computed over 20 random
seeds. Results under more attack radius ε’s are in Section 3.7.4.3.

39], our method takes 50% training steps required by RADIAL-PPO and ATLA methods on Hop-

per, Walker2d, and Halfcheetah because RADIAL-PPO needs more steps to ensure convergence

and ATLA methods require additional adversary training steps. When solving high dimensional

environments like Ant, WocaR-PPO only requires 75% steps compared with all other baselines

to converge. We also provide additional results of baselines using the same training steps as

WocaR-PPO in Section 3.7.4.4.

In terms of time efficiency, WocaR-PPO saves 50% training time for convergence on Hopper,

Walker2d, and Halfcheetah, and 32% time on Ant compared with the SOTA method. Therefore,
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WocaR-PPO achieves both higher computational efficiency and higher sample efficiency than

SOTA baselines. Detailed costs in time and sampling are in Section 3.7.4.5.

Case II: Robust DQN for Atari Video Games

Evaluation Metrics. Since Atari games have pixel state spaces and discrete action spaces,

the applicable attacking algorithms also differ from those in MuJoCo tasks. We include the fol-

lowing common attacks: (1) 10-step untargeted PGD (projected gradient descent) attack, (2)

MinBest [4], which minimizes the probability of choosing the “best” action, (3) PA-AD [8], as

the state-of-the-art RL-based adversarial attack algorithm.

Performance and Robustness of WocaR-DQN. Table 3.1 presents the results on four

Atari games under attack radius ε = 3/255, while results and analysis under smaller attack radius

1/255 are in Section 3.7.4.2. We can see that our WocaR-DQN consistently outperforms base-

lines under MinBest and PA-AD attacks in all environments, with a significant advance under

the strongest (worst-case) PA-AD attacks compared with other robust agents. Under PGD at-

tacks, WocaR-DQN performs comparably with the state-of-the-art in Freeway and Pong (which

are simpler games) and gains higher rewards than other agents in BankHeist and Roadrunner.

Since SA-DQN and RADIAL-DQN focus on bounding and smoothing the policy network and

do not consider the policy’s intrinsic vulnerability, they are robust under the PGD attack but still

vulnerable against the stronger PA-AD attack.

Efficiency of Training WocaR-DQN. The total training time for SA-DQN, RADIAL-

DQN, and our WocaR-DQN are roughly 35, 17, and 18 hours, respectively. All baselines are

trained for 6 million frames on the same hardware. Therefore, WocaR-DQN is 49% faster (and is

more robust) than SA-DQN. Compared to the more advanced baseline RADIAL-DQN, although

WocaR-DQN is 5% slower, it achieves better robustness (539% higher reward than RADIAL-
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Model
Pong BankHeist

Natural
Reward

PGD MinBest PA-AD Natural
Reward

PGD MinBest PA-AD
ε= 3/255 ε= 3/255

DQN 21.0 ± 0.0 -21.0 ± 0.0 -9.7 ± 4.0 -19.0 ± 2.2 1308 ± 24 0 ± 0 119 ± 65 102 ± 92
SA-DQN 21.0 ± 0.0 21.0 ± 0.0 20.6 ± 3.5 18.7 ± 2.6 1245 ± 14 1176 ± 63 1024 ± 31 489 ± 106

RADIAL-DQN 21.0 ± 0.0 21.0 ± 0.0 19.5 ± 2.1 13.2 ± 1.8 1178 ± 4 1176 ± 63 928 ± 113 508 ± 85
WocaR-DQN

(Ours)
21.0 ± 0.0 21.0 ± 0.0 20.8 ± 3.3 19.7 ± 2.4 1220 ± 12 1214 ± 7 1045 ± 20 754 ± 102

Model
Freeway RoadRunner

Natural
Reward

PGD MinBest PA-AD Natural
Reward

PGD MinBest PA-AD
ε= 3/255 ε= 3/255

DQN 34.0 ± 0.1 0.0 ± 0.0 5.5 ± 1.8 4.7 ± 2.9 45527 ± 4894 0 ± 0 2985 ± 1440 203 ± 65
SA-DQN 30.0 ± 0.0 30.0 ± 0.0 18.3 ± 3.0 9.5 ± 3.8 44638 ± 2367 20678 ± 1563 4214 ± 2587 5516 ± 4684

RADIAL-DQN 33.1 ± 0.2 33.2 ± 0.2 16.4 ± 2.3 10.8 ± 3.6 44675 ± 5854 38576 ± 1960 8476 ± 3964 1290 ± 4015
WocaR-DQN

(Ours)
31.2 ± 0.4 31.4 ± 0.3 19.8 ± 3.8 12.3 ± 3.2 44156 ± 2279 38720 ± 1765 10545 ± 2984 8239 ± 2766

Table 3.1: Robustness and High Natural Performance of WocaR-DQN. Average episode re-
wards ± standard deviation over 50 episodes on three baselines and WocaR-DQN on four Atari
environments. Best results (natural reward of under attacks for each column) on each environment
boldfaced. WocaR-DQN outperforms all the baselines in most cases or gains similar performance
in the other metrics. We highlight the most robust agent as gray . Each result is obtained with 10
random seeds.

DQN in RoadRunner).

3.5.2 Verifying Effectiveness of WocaR-RL

Now we dive deeper into the algorithmic design and verify the effectiveness of WocaR-RL

by ablation studies on WocaR-PPO.

(1) Worst-attack value estimation. We show the learned worst-attack value estimation,

Qπ
φ
, during the training process in Figure 3.7a and 3.7c, in comparison with the actual reward

under the strongest attack (PA-AD [8]) in Figure 3.7b and 3.7d. The pink curves in both plots

suggest that our worst-attack value estimation matches the trend of actual worst-case reward

under attacks, although the network estimated value and the real reward have different scales due

to the commonly-used reward normalization for learning stability. Therefore, the effectiveness of

our proposed worst-attack value estimation (Lest) is verified.
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(a) Walker2d: Worst-case Values
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(b) Walker2d: Worst-case Rewards
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(c) Ant: Worst-case Values

0 1,000 2,000 3,000 4,000 5,000

−2,000

0

2,000

4,000

Iterations

A
ve

ra
ge

w
or

st
-c

as
e

re
w

ar
ds

PPO (vanilla)
SA-PPO
WocaR-PPO (Ours)

(d) Ant: Worst-case Rewards

Figure 3.7: (a)&(b) Comparison between estimated worst-attack action values Qπ
φ

and actual
worst-case rewards under the strongest attacksduring training on Walker2d; (c)&(d) The com-
parison between worst-case values and rewards to verify worst-attack value estimation on Ant.
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(a) Halfcheetah: Ablation studies for w(s)
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(b) Hopper: Ablation studies for Lreg

Figure 3.8: (a) Ablation evaluations for state importance weight w(s) under no attack and four
types of attacks on Halfcheetah; (b) Ablation studies for state regularization Lreg under different
evaluation metrics on Hopper. Ablated results on other environments are in Section 3.7.4.8.

(2) Worst-case-aware policy optimization. Compared to vanilla PPO and SA-PPO, we

can see that WocaR-PPO improves the worst-attack value and the worst-case reward during train-

ing, suggesting the effectiveness of our worst-attack value improvement (Lwst). The comparison

of natural rewards, as well as curves in other environments, are provided in Section 3.7.4.6. More-

over, the adjustable weight κwst in Equation (3.8) controls the trade-off between natural value and

worst-attack value in policy optimization. When κwst is high, the policy pays more attention to

its worst-attack value. Section 3.7.4.7 verifies that WocaR-RL, with different values of weight

κwst, produces different robustness and natural performance while consistently dominating other

robust agents, which is another advantage of our algorithm.

(3) Value-enhanced state regularization. We conduct ablation experiments to analyze

the effect of two techniques: our proposed state importance weight w(s) and the state regular-
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ization loss Lreg [19]. In Figure 3.8a, we compare the performance of the original WocaR-PPO

to a variant of WocaR-PPO without the state importance weight w(s) on Halfcheetah, which vi-

sually indicates that w(s) can help agents boost the robustness. Since SA-PPO [19] also uses

a state regularization technique, the improvement of SA-PPO added with w(s) also show the

universal effectiveness of our state importance. Without w(s), our algorithm also achieves sim-

ilar or better performance than baselines, but including this inexpensive technique w(s) gives

WocaR-RL a greater advantage, especially under learned strong attacks SA-RL and PA-AD. Fig-

ure 3.8b presents the performance of ATLA methods and our algorithm without Lreg on Hopper,

which verifies that WocaR-PPO also yields the superior performance when removing the regu-

larization technique. And the comparison between WocaR-PPO and WocaR-PPO without Lreg

demonstrates that the weighted state regularization is beneficial to enhancing the robustness in

our algorithm. Detailed ablation studies for w(s) and Lreg on four MuJoCo environments are

shown in Section 3.7.4.8.

3.6 Conclusion

This chapter proposes a robust RL training framework, WocaR-RL, that evaluates and im-

proves the long-term robustness of a policy via worst-attack value estimation, worst-case-aware

policy optimization, and value-enhanced state regularization. Different from recent state-of-the-

art adversarial training methods [8, 18] which train an extra adversary to improve the robustness

of an agent, we directly estimate and improve the lower bound of the agent’s cumulative reward.

As a result, WocaR-RL not only achieves better robustness than state-of-the-art robust RL ap-

proaches, but also halves the total sample complexity and computation complexity, in a wide
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range of Atari and MuJoCo tasks.

There are several aspects to improve or extend the current approach. First, the proposed

worst-attack Bellman operator in theory gives the exact worst-case value of a policy under `p

bounded attacks. But in practice, it is hard to compute the set Aadv directly, so we use convex

relaxation to obtain a superset of it, Âadv. As a result, the fixed point of worst-attack Bellman

operator with Aadv being replaced by Âadv is a lower bound of the worst-case value. Then,

our algorithm increases the worst-case value by improving its lower bound, as visualized and

explained in Figure 3.3 in Section 3.4.1. Therefore, one potential way of further improving the

robustness is using a tighter relaxation. In addition, we mainly consider the `p threat model as is

common in most related works. But in real-world applications, other attack models could exist

(e.g. patch attacks [75]), and improving the robustness of RL agents in these scenarios is another

important research direction.

3.7 Supplemental Materials: Proofs and Additional Details

3.7.1 Additional Definitions and Proofs

Similar to the worst-attack action value, we can define the worst-attack value as below:

Definition 32 (Worst-attack Value). For a given policy π, define the worst-attack value of π as

V π(s) := EP [
∞∑
t=0

γtR (st, π(h∗(st))) | s0 = s], (3.9)

where h∗ is the optimal attacker which minimizes the victim’s cumulative reward under the ε

constraint.

Proof of Theorem 30. First, we show that T π is a contraction.
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For any two Q functions Q1 : S ×A → R and Q2 : S ×A → R, we have

‖T πQ1 − T πQ2‖∞

= max
s,a

∣∣∣∣∣∑
s′∈S

P
(
s′ | s, a

) [
R(s, a) + γ min

a′∈Aadv(s′,π)
Q1

(
s′, a′

)
−R(s, a) + γ min

a′∈Aadv(s′,π)
Q2

(
s′, a′

)]∣∣∣∣∣
= γmax

s,a

∣∣∣∣∣∑
s′∈S

P
(
s′ | s, a

) [
min

a′∈Aadv(s′,π)
Q1

(
s′, a′

)
− min
a′∈Aadv(s′,π)

Q2

(
s′, a′

)]∣∣∣∣∣
≤ γmax

s,a

∑
s′∈S

P
(
s′ | s, a

) ∣∣∣∣ min
a′∈Aadv(s′,π)

Q1

(
s′, a′

)
− min
a′∈Aadv(s′,π)

Q2

(
s′, a′

)∣∣∣∣
≤ γmax

s,a

∑
s′∈S

P
(
s′ | s, a

)
max

a′∈Aadv(s′,π)

∣∣Q1

(
s′, a′

)
−Q2

(
s′, a′

)∣∣
= γmax

s,a

∑
s′∈S

P
(
s′ | s, a

)
‖Q1 −Q2‖∞

= γ ‖Q1 −Q2‖∞

The second inequality comes from the fact that,∣∣∣∣min
x1

f(x1)−min
x2

g(x2)

∣∣∣∣ ≤ max
x
|f(x)− g(x)|

The operator T π satisfies,

‖T πQ1 − T πQ2‖∞ ≤ γ ‖Q1 −Q2‖∞

so it is a contraction in the sup-norm.

Recall the definition of worst-attack action value:

Qπ(s, a) := EP [
∞∑
t=0

γtR (st, π(h∗(st))) | s0 = s, a0 = a], (3.10)

where h∗ is the optimal attacker which minimizes the victim’s cumulative reward under the ε

constraint. That is, the optimal attacker h∗ lets the agent select the worst possible action among

all achievable actions in Aadv. Hence, we have Qπ(s, a) = T πQπ(s, a). Therefore, Qπ(s, a) is

100



the fixed point of the Bellman operator T π.

3.7.2 Algorithm Details

3.7.2.1 Computing Aadv by Network Bounding Techniques

Recall that Aadv(s, π) = {a ∈ A : ∃s̃ ∈ Bε(s) s.t. π(s̃) = a} is the set of actions that π

may be misled to select in state s. Computing the exact Aadv is difficult due to the complexity of

neural networks, so we use relaxations of network such as Interval Bound Propagation (IBP) [69,

71] to approximately calculate Aadv.

A Brief Introduction to Convex Relaxation Methods. Convex relaxation methods are

techniques to bound a neural network that provide the upper and lower bound of the neural net-

work output given a bounded lp perturbation to the input. In particular, we take l∞ as an example,

which has been studied extensively in prior works. Formally, let fθ be a real-valued function

parameterized by a neural network θ, and let fθ(s) denote the output of the neural network with

the input s. Given an l∞ perturbation budget ε, convex relaxation method outputs (fθ(s), fθ(s))

such that

fθ(s) ≤ min
‖s′−s‖∞≤ε

fθ(s
′) ≤ max

‖s′−s‖∞≤ε
fθ(s

′) ≤ fθ(s)

Recall that we use πθ to denote the parameterized policy being trained that maps a state

observation to a distribution over the action space, and π denotes the deterministic policy refined

from πθ with π(s) = argmaxa∈Aπθ(a|s). Aadv(s, π) contains actions that could be selected by π

(with the highest probability in πθ’s output) when s is perturbed within a ε-radius ball. Our goal

is to approximately identify a superset of Aadv(s, π), i.e., Âadv(s, π), via the convex relaxation
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of networks introduced above.

ComputingAadv in Continuous Action Space. The most common policy parameterization in

a continuous action space is through a Gaussian distribution. Let µθ(s) be the mean of Gaussian

computed by πθ(s), then π = µ(s). Therefore, we can use network relaxation to compute an

upper bound and a lower bound of µθ with input Bε(s). Then, Âadv(s, π) = [µθ(s), µθ(s)],

i.e., a set of actions that are coordinate-wise bounded by µθ(s) and µθ(s). For other continuous

distributions, e.g., Beta distribution, the computation is similar, as we only need to find the largest

and smallest actions. In summary, we can compute Âadv(s, π) = [πθ(s), πθ(s)].

Computing Aadv in Discrete Action Space. For a discrete action space, the output of

πθ is a categorical distribution, and π selects the action with the highest probability. Or equiv-

alently, in value-based algorithms like DQN, the Q network (can be regarded as πθ) outputs the

Q estimates for each action, and π selects the action with the highest Q value. In this case, we

can compute the upper and lower bound of πθ in every dimension (corresponding to an action),

denoted as ai, ai, ∀1 ≤ i ≤ |A|. Then, an action ai ∈ A is in Âadv if for all 1 ≤ j ≤ |A|, j 6= i,

we have ai > aj .

Implementation details ofAadv For a continuous action space, interval bound propagation

(IBP) is the cheapest method to implement convex relaxation. We use IBP+Backward relaxation

provided by auto LiRPA library, following [19] to efficiently produce tighter boundsAadv for the

policy networks πtheta. For a discrete action space, we compute the layer-wise output bounds for

the Q-network by applying robustness verification algorithms from [39].
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3.7.2.2 Worst-case-aware Robust PPO (WocaR-PPO)

In policy-based DRL methods [16, 76, 77] such as PPO, the actor policy πθ is optimized

so that it increases the probability of selecting actions with higher critic values. Therefore, we

combine our worst-attack critic and the original critic function, and optimize πθ such that both

the natural value (LRL) and the worst-attack action value Qπ

φ
(Lwst) can be increased (LRL and

Lwst). At the same time, πθ is also regularized by Lreg.

We provide the full algorithm of WocaR-PPO in Algorithm 3 and highlight the differences

with the prior method SA-PPO. WocaR-PPO needs to train an additional worst-attack critic Qπ

φ

to provide the robust-PPO-clip objective. The perturbation budget εt increases slowly during

training. The implementation of Lreg is the same as the SA-regularizer [19]. For computing the

state importance weight wst , because there is no Q-value network in PPO, we provide a different

formula to measure the state importance without extra calculation (Line 11 in Algorithm 3).

3.7.2.3 Worst-case-aware Robust DQN (WocaR-DQN)

For value-based DRL methods [15, 79, 80] such as DQN, a Q network is learned to evaluate

the natural action value. Although the policy is not directly modeled by a network, the Q network

induces a greedy policy by π(s) = argmaxaQ(s, a). To distinguish the acting policy and the

natural action value, we keep the original Q network, and learn a new Q network that serves

as a robust policy. This new Q network is called a robust Q network, denoted by Qr, which is

used to take greedy actions a = π(s) := argmaxaQr(s, a) In addition to the original vanilla Q

network Qv and the robust Q network Qr, we learn the worst-attack critic network Qπ

φ
, which

evaluates the worst-attack action value of the greedy policy induced by Qr. Then, we update Qr
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Algorithm 3: Worst-case-aware Robust PPO (WocaR-PPO). We highlight the dif-
ference compares with SA-PPO [19] in blue.

1 Input: Number of iterations T , a schedule εt for the perturbation radius ε, weights κwst, κreg

2 Initialize policy network πθπ(a | s) , value network VθV (s) and worst-attack critic network
Qπ
φ
(s, a) with parameters θπ, θV and φ

3 for k = 0, 1, ..., T do
4 Collect a set of trajectories D = {τk} by running πθπ in the environment, each trajectory

τk contains τk := {(st, at, rt, st+1)} , t ∈ [|τk|]
5 Compute rewards-to-go R̂t for each step t in every trajectory k with discount factor γ
6 Compute advantage estimation Ât based on the current value function VθV (st) and

cumulative reward R̂t for each step t
7 Update parameters of value function θV by regression on mean-squared error:

θV ← arg min
θV

1

|D| |τk|
∑
τk∈D

|τk|∑
t=0

(
VθV (st)− R̂t

)2
.

// Use IBP to compute bounds of current policy network π
8 Find the upper bound π (st+1, ε; θ) and lower bound π (st+1, ε; θ) of the policy network

πθπ
// Select the worst action for next states

9 Calculate the action satisfied ât+1 = arg min
a∈[π,π]

Qπ
φ
(st+1, a) with the worst-attack critic

network Qπ
φ

using gradient descent.

// Compute next worst-case value:

10 Set y
t

=

{
rt for terminal st+1

rt + γQπ
φ
(st+1, ât+1) for non-terminal st+1

11 Update parameters of worst-attack critic network φ by minimizing the TD-error (Lest):

φ← arg min
φ

1

|D| |τk|
∑
τk∈D

|τk|∑
t=0

(y
t
−Qπ

φ
(st, at))

2.

12 For each state st, calculate a state importance weight wst by VθV (st)−min
a
Qπ
φ
(st, a) for

st
13 Solve the value-enhanced state regularization loss by SGLD (Stochastic gradient Langevin

dynamics [78]) (from SA-PPO [19]):

Lreg(πθ) =
1

N

N∑
t=1

w(st) max
s̃t∈Bε(st)

Dist(πθ(st), πθ(s̃t)).

14 Update the policy network by minimizing the Robust-PPO-Clip objective (via ADAM):
θπ ← arg min

θ′π

1
|D||τk|

[∑
τk∈D

∑|τk|
t=0 min

(
ρθ′π(at | st)(Ât + κwstQ

π
φ
(st, at)), g(ρθ′π(at | st)

)
(Ât + κwstQ

π
φ
(st, at))) + κregw(si)Lreg(πθ)

]
where ρθ′π(at | st) :=

πθ′π
(at|st)

πθπ (at|st) , g(ρ) := clip
(
ρθ′π (at | st) , 1− εclip, 1 + εclip

)
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by assigning higher values for actions with both high natural Q value and high worst-attack action

value (LRL and Lwst), while enforcing the network to output the same action under bounded state

perturbations (Lreg).

WocaR-DQN is presented in Algorithm 4. WocaR-DQN trains three Q-value functions

including a vanilla Q network, a worst-case Q network, and a robust Q network. The worst-case

Q Qπ

φ
is learned to estimate the worst-case performance and the robust Q is updated using the

vanilla value and worst-case value together. Moreover, a target Q network is used as the original

DQN implementation, to compute the target value when updating the vanilla Q network (Line 8

to 10 in Algorithm 4). To learn the worst-case critic Qπ

φ
, we select the worst-attack action from

the estimated possible perturbed action set Âadv to compute the worst-case TD loss Lest (Line

11 to 15). The implementation of Lreg is the same as the SA-regularizer [19], where the robust

Q network is regularized. To update the robust Q, we use a special yri which combines the target

Q Qv′ and Qr for the next state to compute the TD loss, and minimize the Lreg weighted by the

state importance w(si) (Line 16 to 17). In WocaR-DQN, we use an increasing εt schedule and a

more slowly increasing worst-case schedule κwst(t) for robust Q training.

3.7.3 Worst-case-aware Robust A2C (WocaR-A2C)

We also provide WocaR-A2C based on A2C implementation in Algorithm 5. Differ from

the original A2C, WocaR-A2C needs to learn an additional Qπ

φ
similar to WocaR-PPO. To learn

Qπ

φ
, we compute the output bounds for the policy network πθπ under ε-bounded perturbations

and then select the worst action ât+1 to calculate the TD-loss Lest (Line 6 to 9). The solutions

for state importance weight w(st) and regularization Lreg are same as WocaR-PPO (Line 10-11).
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Algorithm 4: Worst-case-aware Robust DQN (WocaR-DQN). We highlight the dif-
ference compares with SA-DQN [19] in blue.

1 Input: Number of iterations T , target network update coefficient τ , a schedule εt for the
perturbation radius ε, a worst-case schedule κwst(t) for weight κwst, regularization weight
κreg

2 Initialize a vanilla Q network Qv(s, a), target Q network Qv′(s, a) , a robust Q network
Qr(s, a), and a worst-attack critic Qπ

φ
(s, a) with parameters θQv , θQv′ , θQr , and φ

3 Initialize replay buffer B
4 for k = 0, 1, ..., T do
5 With probability β select random action at, otherwise select at = arg max

a
Qr(st, a|θQr)

6 Execute action at in environment and observe reward rt and the next state st+1.
7 Store transition {st, at, rt, st+1} in B
8 Sample random a minibatch of N transitions {si, ai, ri, si+1} from B

9 Set yi =

{
ri for terminal si+1

ri + γmaxa′ Qv′ (si+1, a
′; θ) for non-terminal si+1

10 Compute TD-loss for the vanilla Q network: L(si, ai, si+1; θ) = (yi −Qv(si, ai; θ))2 and
optimize θQv

11 Soft update the target action-value network: θQv′ ← τθQv + (1− τ)θQv′
// Computing bounds of robust action-value function:

12 For each action a in action space A, calculate the output bounds of robust action-value
function Qr under εt-bounded perturbations using IBP to input si+1: Ql(st+1, a, εt) and
Qu(st+1, a, εt).
// Find the possible perturbed action set:

13 For every action a ∈ A, if Qu(st+1, a, εt) > Ql(st+1, a
′, εt),∀a′ ∈ A, then add a in the

perturbed action set Âadv

14 Calculate the worst-attack action: âi+1 = arg min
a∈Âadv

Qπ
φ
(si+1, a).

15 Set y
i

=

{
ri for terminal si+1

ri + γQπ
φ
(si+1, âi+1; θ) for non-terminal si+1

16 Compute TD-loss for worst-attack critic: Lest = (y
i
−Qπ

φ
(si, ai;φ))2 and perform a

gradient descent step with respect to the parameters φ
17 Calculate the state importance wsi for each si by normalizing

max
a

Qv(st, a)−min
a
Qv(st, a)

18 Update the robust Q function Qr based on the modified TD-Loss and value-enhanced state
regularization:

L(si, ai, si+1; θQr) = (yri −Qr(si, ai; θ))2 + κregw(si)Lreg(θQr)

where yri = ri + γmaxa′
[
κwst(t)Qv′ (si+1, a

′; θ) + (1− κwst(t))Q
π
φ

(si+1, a
′; θ)

]
if

si+1 is a non-terminal state, otherwise yri = ri

To learn the policy network πθπ , we minimize the Qπ

φ
value together with the original actor loss

(Line 12).
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Algorithm 5: Worst-case-aware Robust A2C (WocaR-A2C). We highlight the dif-
ference compares with SA-A2C [19] in blue.

1 Input: Number of iterations T , a schedule εt for the perturbation radius ε, weights κwst, κreg

2 Initialize policy network πθπ(a | s) , value network VθV (s) and worst-attack critic network
Qπ
φ
(s, a) with parameters θπ, θV and φ

3 for k = 0, 1, ..., T do
4 Collect a set of trajectories D = {τk} by running πθπ in the environment, each trajectory

τk contains τk := {(st, at, rt, st+1)} , t ∈ [|τk|]
5 Compute advantage function At by At = rt + γVθV (st+1)− VθV (st)
6 Update parameters of value function θV by regression on mean-squared error:

θV ← arg min
θV

1

|D| |τk|
∑
τk∈D

|τk|∑
t=0

A2
t .

// Use IBP to compute bounds of current policy network π:
7 Find the upper bound π (st+1, ε; θ) and lower bound π (st+1, ε; θ) of the policy network

πθπ
// Select the worst action for next states:

8 Calculate the action satisfied ât+1 = arg min
a∈[π,π]

Qπ
φ
(st+1, a) with the worst-attack critic

network Qπ
φ

using gradient descent.

// Compute next worst-case value:

9 Set y
t

=

{
rt for terminal st+1

rt + γQπ
φ
(st+1, ât+1) for non-terminal st+1

10 Update parameters of worst-attack critic network φ by minimizing the TD-error (Lest):

φ← arg min
φ

1

|D| |τk|
∑
τk∈D

|τk|∑
t=0

(y
t
−Qπ

φ
(st, at))

2.

11 For each state st, calculate a state importance weight w(st) by VθV (st)−min
a
Qπ
φ
(st, a)

for st
12 Solve the value-enhanced state regularization loss [72] by SGLD (Stochastic gradient

Langevin dynamics [78]):

Lreg(πθπ) =
1

N

N∑
t=1

w(st) max
s̃t∈Bε(st)

Dist(πθπ(st), πθπ(s̃t)).

13 Update the policy network by (via ADAM)

θπ ← arg min
θ′π

1
|D||τk|

[∑
τk∈D

∑|τk|
t=0(Atlogπθπ(st) + κwstQ

π
φ
(st, at))

]
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3.7.3.1 Extension to Action Attacks

Although our paper mainly focuses on state attack, our proposed techniques and algorithms

based on the worst-attack Bellman operator can be easily extended to action attack, which is

another threat model studied in previous works [28, 29, 36]. In fact, for action attack, we even

do not need to apply IBP for the worst-attack Bellman backup. We could just simply replace

Aadv with the set of actions that the agent could take under attack, then the rest of the algorithms

will follow the exact same as the ones presented here.

3.7.4 Experiment Details and Additional Results

3.7.4.1 Implementation Details

For reproducibility, the reported results are selected from 30 agents for different training

methods with medium performance due to the high variance in RL training.

A. PPO in MuJoCo

(a) PPO Baselines

Vanilla PPO We use the optimal hyperparameters from [19] with the original fully con-

nected (MLP) structure as the policy network for vanilla PPO training on all environments. On

Hopper, Walker2d and Halfcheetah, we train for 2 million steps (976 iterations) , and 10 million

steps (4882 iterations) on Ant to ensure convergence, which are consistent with other baselines

(except ATLA methods).

SA-PPO We use the hyperparameters using a grid search and solve the regularizer using convex

relaxation with the IBP+Backward scheme to solve the regularizer. The regularization parameter
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kappa is chosen in {0.01, 0.03, 0.1, 0.3, 1.0}.

ATLA-PPO The hyperparameters for both policy and adversary are tuned for vanilla PPO with

LSTM models. A larger entropy bonus coefficient is set to allow sufficient exploration. We set

Nv = Nπ = 1 for all experiments. We train 2441 iterations for Hopper, Walker2d, and Halfchee-

tah as well as 4882 iterations for Ant.

PA-ATLA-PPO We use the hyperparameters similar to ATLA-PPO and conduct a grid search

for a part of adversary hyperparameters including the learning rate and the entropy bonus coeffi-

cient.

RADIAL-PPO RADIAL-PPO applies the same value of hyperparameters from [39]. We train

agents with the same iterations aligning vanilla PPO for fair comparison.

(b) PPO Attackers

For Random and MaxDiff attack, we directly use the implementation from [18]. The re-

ported rewards under RS attack are from 30 trained robust value function, which is used to attack

agents.

For SA-RL attack, a grid search of the optimal hyperparameters for each robust agents is con-

ducted to find the strongest attacker. The strength of the regularization κ is set as 1× 10−6 to 1.

For PA-AD attack, the adversaries are trained by PPO with a grid search of hyperparameters to

obtain the strongest adversary.

For different types of RL-based attacks, we respectively train 100 adversaries and report the worst

rewards among all trained adversaries.

(c) WocaR-PPO We use the same LSTM structure (single layer with 64 hidden neurons

as in vanilla PPO agents. With a grid search experiment, we find the optimal hyperparameters

for WocaR-PPO. Specially, we use PGD to compute bounds for the policy network and convex
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relaxation to solve the state regularization. The number of WocaR-PPO training steps in all

environments are the same as those in vanilla PPO. We tune the adjustable weight κwst and

increase κwst from 0 to the target value. For Hopper, Walker2d and Halfcheetah, κwst is linearly

increasing and we set the target value as 0.8. For Ant, we choose the exponential increase and

the target value as 0.5.

B. DQN in Atari

(a) DQN Baselines

Vanilla DQN We follow [19] and [39] in hyperparameters and network structures for

vanilla DQN training. The implementation of all our baselines applies Double DQN [81] and

Prioritized Experience Replay [82]. For each Atari environment without framestack, we normal-

ize the pixel values to [0, 1] and clip rewards to [−1,+1]. For reliably convergence, we run 6×106

steps for all baselines on all environments. Additionally, we use a replay buffer with a capacity of

5× 10. During testing, we evaluate agents without epsilon greedy exploration for 1000 episodes.

SA-DQN SA-DQN use the same settings of network structures and hyperparameters as in

vanilla DQN. The regularization parameter κ is chosen from 0.005, 0.01, 0.02 and the schedule

of ε during training also follows [19].

RADIAL-DQN Following the original implementation from [39], we reproduce the results of

RADIAL-DQN with our environment settings.

(b) DQN Attackers

For PGD attacks, we apply 10-step untargeted PGD attacks. We also try 50-step PGD

attacks, but we find that the rewards of robust agents do not further reduce.

For MinBest attacks, we use FGSM to compute state perturbations following [4].

For PA-AD attacks, the PA-AD attackers are learned with the ACKTR algorithm. We use a
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learning rate 0.0001 and train the attackers for 5 million frames.

(c) WocaR-DQN For WocaR-DQN, we keep the same network architectures and hyper-

parameters as in vanilla DQN agents. During training, we set the adjustable weight κwst as 0 for

the first 2× 106 steps, and then exponentially increase it from 0 to 0.5 for 4× 106 steps.

3.7.4.2 Additional Experiment Results on Robustness Performance

Environment Model
Natural
Reward

Random MAD RS SA-RL PA-AD

Halfcheetah
state-dim: 17

ε=0.15

PPO (vanilla) 7117 ± 98 5486 ± 1378 1836 ± 866 489 ± 758 -660 ± 218 -356 ± 407
SA-PPO 3632 ± 20 3619 ± 18 3624 ± 23 3283 ± 20 3028 ± 23 2512 ± 16

ATLA-PPO 6157 ± 852 6164 ± 603 5790 ± 174 4806 ± 392 5058 ± 418 2576 ± 548
PA-ATLA-PPO 6289 ± 342 6215 ± 346 5961 ± 253 5226 ± 114 4872 ± 379 3840 ± 273
RADIAL-PPO 4724 ± 14 4731 ± 42 3994 ± 156 3864 ± 232 3253 ± 131 2674 ± 168

WocaR-PPO (Ours) 6032 ± 68 5969 ± 149 5850 ± 228 5319 ± 220 5365 ± 54 4269 ± 172

Hopper
state-dim: 11
ε=0.075

PPO (vanilla) 3167 ± 542 2101 ± 793 1410 ± 655 794 ± 238 636 ± 9 160 ± 136
SA-PPO 3705 ± 2 2710 ± 801 2652 ± 835 1130 ± 42 1076 ± 791 856 ± 21

ATLA-PPO 3291 ± 600 3165 ± 576 2814 ± 725 2244 ± 618 1772 ± 802 1232 ± 350
PA-ATLA-PPO 3449 ± 237 3325 ± 239 3145 ± 546 3002 ± 329 1529 ± 284 2521 ± 325
RADIAL-PPO 3740 ± 44 3729 ± 100 3214 ± 142 2141 ± 232 1722 ± 186 1439 ± 204

WocaR-PPO (Ours) 3616 ± 99 3633 ± 30 3541 ± 207 3277 ± 159 2390 ± 145 2579 ± 229

Walker2d
state-dim: 17

ε=0.05

PPO (vanilla) 4472 ± 635 3007 ± 1200 2869 ± 1271 1336 ± 654 1086 ± 516 804 ± 130
SA-PPO 4487 ± 61 4465 ± 39 3668 ± 689 3808 ± 138 2908 ± 336 1042 ± 353

ATLA-PPO 3842 ± 475 3927 ± 368 3836 ± 492 3239 ± 294 3663 ± 707 1224 ± 770
PA-ATLA-PPO 4178 ± 529 4129 ± 78 4024 ± 272 3966 ± 307 3450 ± 178 2248 ± 131
RADIAL-PPO 5251 ± 12 5184 ± 42 4494 ± 150 3572 ± 239 3320 ± 245 1395 ± 194

WocaR-PPO (Ours) 4156 ± 495 4244 ± 157 4177 ± 176 4093 ± 138 3770 ± 196 2722 ± 173

Ant
state-dim: 111

ε=0.15

PPO (vanilla) 5687 ± 758 5261 ± 1005 1759 ± 828 268 ± 227 -872 ± 436 -2580 ± 872
SA-PPO 4292 ± 384 4986 ± 452 4662 ± 522 3412 ± 1755 2511 ± 1117 -1296 ± 923

ATLA-PPO 5359 ± 153 5366 ± 104 5240 ± 170 4136 ± 149 3765 ± 101 220 ± 338
PA-ATLA-PPO 5469 ± 106 5496 ± 158 5328 ± 196 4124 ± 291 3694 ± 188 2986 ± 364
RADIAL-PPO 5076 ± 254 5031 ± 142 4777 ± 156 3731 ± 177 3188 ± 115 1544 ± 194

WocaR-PPO (Ours) 5596 ± 225 5558 ± 241 5284 ± 182 4339 ± 160 3822 ± 185 3164 ± 163

Table 3.2: Average episode rewards ± standard deviation over 50 episodes on five baselines and
WocaR-PPO on Hopper, Walker2d, Halfcheetah, and Ant. Natural reward and rewards under five
types of attacks are reported. Under each column corresponding to an evaluation metric, we bold
the best results. And the row for the most robust agent is highlighted as gray . Note that ATLA-
PPO, PA-ATLA-PPO and RADIAL-PPO are trained with more than 2× steps than WocaR-PPO,
as reported in Table 3.6.
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MuJoCo Experiments We reported all results in Table 3.2 including episode rewards of

well-trained robust models under various adversarial attacks. Under this full adversarial evalua-

tion, we provide a robustness comparison between baselines and our algorithm from a compre-

hensive angle. We report the attack performance under a common chosen perturbation budget ε

following [18, 19]. Results in all four MuJoCo environments show that our WocaR-PPO is the

most robust method. We emphasize that Table 3.2 reports the final performance of all robust

training baselines after convergence, but some baselines takes much more steps than our WocaR-

PPO. Table 3.5 in Section 3.7.4.4 compares all methods under the same number of training steps,

where WocaR-PPO outperforms baselines more significantly.

Atari Experiments In Table 3.3, we present performance based on DQN on four Atari

environments under 1/255 and 3/255 ε attack. Under ε of 1/255, our WocaR-DQN achieves

competitive performance under PGD attacks and outperforms all baselines under MinBest and

PA-AD attacks, which shows better robustness of WocaR-DQN under weaker attacks.

Based on vanilla A2C, we implement SA-A2C[19] and PA-ATLA-A2C[8] as robust baselines.

We implement WocaR-A2C to compare with ATLA methods on Atari. In Table 3.4, under any

ε value, our WocaR-A2C outperforms other robust baselines across different attacks. We can

conclude that our method considerably enhance more robustness than ATLA methods on Atari.

3.7.4.3 Robustness Evaluation Using Multiple ε

To study how WocaR-PPO performs under attacks with different value of ε, Figure 3.9

shows the evaluation of our algorithms under different ε attacks compared with the baselines in

Hopper and Walker2d. We can conclude that our robustly trained model universally and signifi-

112



Environment Model
Natural
Reward

PGD (10 steps) MinBest PA-AD
ε=1/255 ε=3/255 ε=1/255 ε=3/255 ε=1/255 ε=3/255

Pong

DQN 21.0 ± 0.0 -21.0 ± 0.0 -21.0 ± 0.0 -7.4 ± 2.8 -9.7 ± 4.0 -18.2 ± 2.3 -19.0 ± 2.2
SA-DQN 21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 20.6 ± 3.5 20.4 ± 1.8 18.7 ± 2.6

RADIAL-DQN 21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 19.5 ± 2.1 20.3 ± 2.5 13.2 ± 1.8
WocaR-DQN

(Ours)
21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 21.0 ± 0.0 20.8 ± 3.3 21.0 ± 0.2 19.7 ± 2.4

Freeway

DQN 34.0 ± 0.1 0.0 ± 0.0 0.0 ± 0.0 9.5 ± 3.0 5.5 ± 1.8 9.3 ± 2.7 4.7 ± 2.9
SA-DQN 30.0 ± 0.0 30.0 ± 0.0 30.0 ± 0.0 27.2 ± 3.4 18.3 ± 3.0 20.1 ± 4.0 9.5 ± 3.8

RADIAL-DQN 33.1 ± 0.2 33.1 ± 0.2 33.2 ± 0.2 22.6 ± 3.3 16.4 ± 2.3 18.5 ± 4.2 10.8 ± 3.6
WocaR-DQN

(Ours)
31.2 ± 0.4 31.2 ± 0.5 31.4 ± 0.3 29.6 ± 2.5 19.8 ± 3.8 24.9 ± 3.7 12.3 ± 3.2

BankHeist

DQN 1308 ± 24 54 ± 20 0 ± 0 210 ± 79 119 ± 65 213 ± 111 102 ± 92
SA-DQN 1245 ± 14 1245 ± 10 1176 ± 63 1148 ± 36 1024 ± 31 1054 ± 11 489 ± 106

RADIAL-DQN 1178 ± 4 1178 ± 4 1176 ± 63 1049 ± 27 928 ± 113 1035 ± 46 508 ± 85
WocaR-DQN

(Ours)
1220 ± 12 1220 ± 3 1214 ± 7 1192 ± 12 1045 ± 20 1096 ± 19 754 ± 102

RoadRunner

DQN 45527 ± 4894 0 ± 0 0 ± 0 14962 ± 6431 2985 ± 1440 842 ± 41 203 ± 65
SA-DQN 44638 ± 2367 43970 ± 975 20678 ± 1563 39736 ± 2315 4214 ± 2587 38432 ± 3574 5516 ± 4684

RADIAL-DQN 44675 ± 5854 44605 ± 1094 38576 ± 1960 38060 ± 1799 8476 ± 3964 36310 ± 9149 1290 ± 4015
WocaR-DQN

(Ours)
44156 ± 2279 44079 ± 2154 38720 ± 1765 40758 ± 3369 10545 ± 2984 38954 ± 3647 8239 ± 2766

Table 3.3: Average episode rewards ± standard deviation over 1000 episodes on baselines and
WocaR-DQN on Pong, Freeway, BankHeist, and RoadRunner. Natural reward and rewards un-
der different attacks with ε of 1/255 and 3/255 are reported. We bold the best results for each
evaluation metric. And the row for the most robust agents on all environments are highlighted by
gray.

Environment Model
Natural
Reward

PGD (10 steps) MinBest PA-AD
ε=1/255 ε=3/255 ε=1/255 ε=3/255 ε=1/255 ε=3/255

BankHeist

A2C 1228 ± 93 67 ± 14 0 ± 0 972 ± 99 697 ± 153 636 ± 74 314 ± 116
SA-A2C 1029 ± 152 1029 ± 156 976 ± 54 902 ± 89 786 ± 52 836 ± 70 644 ± 153

PA-ATLA-A2C 1076 ± 56 1075 ± 79 1013 ± 69 957 ± 78 842 ± 154 862 ± 106 757 ± 132
WocaR-A2C

(Ours)
1089 ± 34 1089 ± 78 1035 ± 102 1043 ± 29 937 ± 65 1004 ± 94 879 ± 128

Table 3.4: Average episode rewards ± standard deviation over 1000 episodes on baselines and
WocaR-A2C on BankHeist. Natural reward and rewards under different attacks with ε of 1/255
and 3/255 are reported. We bold the best results for each evaluation metric. And the row for the
most robust agents on all environments are highlighted by gray.

cantly outperforms other robust agents considering various attack budget ε.
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(a) Hopper: Robust Sarsa
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(b) Hopper: SA-RL
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(c) Hopper: PA-AD
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(d) Walker2d: Robust Sarsa
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(e) Walker2d: SA-RL
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(f) Walker2d: PA-AD

Figure 3.9: Comparisons under different attacks w.r.t. different budget ε’s on Hopper and
Walker2d.

Environment Model
Natural
Reward

Random MAD RS SA-RL PA-AD

Halfcheetah
state-dim: 17

ε=0.15

ATLA-PPO 4817± 277 4809± 186 4584± 100 4074± 285 4129± 348 1856± 294
PA-ATLA-PPO 5023± 282 5076± 149 4720± 334 4392± 158 4159± 248 3085± 295
RADIAL-PPO 4683 ± 97 4625± 190 3674± 222 3529± 173 2893± 165 2197± 251

WocaR-PPO (Ours) 6032 ± 68 5969± 149 5850± 228 5319± 220 5365 ± 54 4269± 172

Hopper
state-dim: 11
ε=0.075

ATLA-PPO 3265± 342 3195± 275 2675± 332 2098± 398 1542± 639 1135± 289
PA-ATLA-PPO 3429± 196 3455± 315 3072± 478 2889± 258 1458± 274 2032± 244
RADIAL-PPO 3687 ± 80 3627± 106 2952± 126 1094± 248 1243± 187 1036± 142

WocaR-PPO (Ours) 3616 ± 99 3633 ± 30 3541± 207 3277± 159 2390± 145 2579± 229

Walker2d
state-dim: 17

ε=0.05

ATLA-PPO 2664± 366 2695± 320 2547± 210 2439± 174 2092± 144 1544± 280
PA-ATLA-PPO 3047± 223 3112± 111 2865± 230 2742± 177 2450± 229 1987± 246
RADIAL-PPO 2143± 153 2231 ± 89 2095± 121 1680± 193 1078± 115 1274± 117

WocaR-PPO (Ours) 4156± 495 4244± 157 4177± 176 4093± 138 3770± 196 2722± 173

Ant
state-dim: 111

ε=0.15

ATLA-PPO 4249± 243 4218± 161 4036± 173 3391± 158 2045± 203 -349 ± 175
PA-ATLA-PPO 4533± 238 4492± 190 4232± 203 3579± 261 2762± 152 1765± 185
RADIAL-PPO 4379± 230 4194 ± 52 3278± 138 2348± 232 1380± 145 157 ± 124

WocaR-PPO (Ours) 5596± 225 5558± 241 5284± 182 4339± 160 3822± 185 3164± 163

Table 3.5: Average episode rewards ± standard deviation over 50 episodes on baselines and
WocaR-PPO trained for 2 million steps on Hopper, Walker2d, Halfcheetah and 7.5 million steps
on Ant (less than the best settings). Bold numbers indicate the best results under each attack. The
gray rows are the most robust agents.
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Model
Hopper Ant

Time (h) Steps(m) Time (h) Steps (m)
SA-PPO 3.0 2.0 8.9 10.0

ATLA-PPO 5.6 5.0 12.8 10.0
PA-ATLA-PPO 5.2 5.0 12.3 10.0
RADIAL-PPO 3.2 4.0 10.2 10.0

WocaR-PPO (Ours) 2.3 2.0 8.7 7.5

Table 3.6: Efficiency comparison of state-of-the-art robust training methods and WocaR-PPO in
Hopper and Ant. For Walker2d and Halfcheetah, the sampling steps are same as for Hopper and
the training time is also extremely similar. We highlight the most efficient method as gray .

3.7.4.4 Additional Evaluation on Sample Efficiency

In Table 3.5, we report the performance of WocaR-PPO and all robust PPO baselines using

the same training steps. We find that under limited training steps, ATLA-PPO, PA-ATLA-PPO

and RADIAL-PPO obtain sub-optimal robustness, which suggests that these methods are more

sample-hungry. In contrast, WocaR-PPO converges under fewer steps and achieves best perfor-

mance with a large advantage, which shows the higher efficiency of WocaR-PPO.

3.7.4.5 Additional Results of Time Efficiency

We show the training efficiency of WocaR-PPO from three aspects including time, training

iterations, and sampling in MuJoCo environments by comparing with SA-PPO and state-of-the-

art methods ATLA-PPO, PA-ATLA-PPO, and RADIAL-PPO in Table 3.6. For a fair comparison,

we use the same GeForce RTX 1080 Ti GPUs to train all the robust agents.

It needs to mention that in continuous action spaces when estimating the worst-case value, we

solve minâ∈Âadv
Qπ

φ
(st+1, â) using 50-step gradient descent. The running time of this 50-step

gradient descent is about 1.68 seconds per batch with batch size 128. In total, this gradient
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(a) Walker2d: Natural Rewards
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(b) Walker2d: Worst-case Re-
wards
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(c) Walker2d: Worst-case Values
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(d) Ant: Natural Rewards
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(e) Ant: Worst-case Rewards
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(f) Ant: Worst-case Values

Figure 3.10: Learning curves (mean± standard deviation) of natural rewards, worst-case rewards
under attacks and estimated worst-case values during training on Walker2d and Ant for vanilla
PPO (blue), SA-PPO (green) and WocaR-PPO (purple).

descent computation takes 18% of the total training time, thus it is not the computation bottleneck.

Without training with an adversary, our algorithm requires much less (only 50% or 75%)

steps to reliably converge. WocaR-PPO only takes less than half of time for low-dimensional

environments to converge compared to ATLA methods and RADIAL-PPO. In high-dimensional

environments like Ant, we only need 4 hours for training, while ATLA methods require at least

7 hours. When solving harder tasks, the efficiency advantage of WocaR-PPO is more obvious.

3.7.4.6 Effectiveness of Worst-attack Policy Optimization

In addition to Figure 3.7, we show the learning curves in Walker2d and Ant in Figure

3.10 to verify the effectiveness of worst-attack value estimation and worst-case-aware policy
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optimization. Figure 3.10(a) and (d) show the natural rewards of agents during training without

attacks. The actual worst-attack rewards in Figure 3.10(b) and (e) refer to the the reward obtained

by the agents under PA-AD attack [8] which is the existing strongest attacking algorithm. To

study the worst-case performance during training, We evaluate PPO, SA-PPO and WocaR-PPO

agents after every 20 iterations using all types of attacks and report the worst-case rewards for

each checkpoint. We also present the trend of the estimated worst-case values during training in

Figure 3.10(c) and (f), which are tested by the trained worst-attack value functions Qπ

φ
.

We observe from the curves that our worst-attack critic estimation matches the trend of actual

worst-attack rewards. Also, the increases of estimated worst-attack values and actual worst-

attack rewards of WocaR-PPO show that our WocaR-RL significantly improves the robustness of

agents by enhancing worst-attack values.

3.7.4.7 Trade-off between Natural Performance and Robustness

As mentioned in Section 3.5.2, the adjustable weight κwst controls the trade-off between

natural performance and robustness. To discuss the effect of κwst, we train agents using WocaR-

PPO in Hopper, Walker2d, and Halfcheetah with uniformly sampled 40 different values of weight

κwst in range (0, 1].

Figure 3.11 plots the worst-case performance and natural performance of robust training baselines

and 10 agents trained by WocaR-PPO with various values of κwst. We can see that when reward

under worst-case perturbations increases, it leads to a reduction of the natural reward.

The choice of the worst-case value’s weight κwst is to control the trade-off between the final

natural performance and robustness. It does not affect the convergence of the algorithm. When
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Figure 3.11: Average natural rewards and worst-case rewards of WocaR-PPO with different κwst

and other baselines on Hopper, Walker2d, and Halfcheetah.

we increase the weight of worst-case values κwst, the reward under worst-case perturbations

increases, but it leads to a reduction of the natural reward. Equally, when κwst is set close to

0, the algorithm is similar to standard training, where the policy achieves high reward under

no attack, but extremely low reward under attacks. Hence, κwst is necessary for our algorithm

to balance these two kinds of performance. In practice, one can adjust κwst according to their

preferences to robustness and natural performance.

We report the results in Table 3.2 with significant better worst-case robustness and compa-

rable natural performance compared with baselines. WocaR-PPO can always find policies which

dominate other robust agents.

3.7.4.8 Additional Ablation Studies

We provide full ablation experimental results for the state importance weight w(s) and the

regularization loss Lreg [19] on four MuJoCo environments.

For the state importance weight w(s), we compare the performance between the original

WocaR-PPO and WocaR-PPO without w(s) in Figure 3.12. Additionally, we also equip SA-PPO

with w(s) to show the universal applicability of this design. In all four MuJoCo environments,
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Figure 3.12: Ablation performance for the state importance weight w(s) under no attack and
different attacks on Hopper, Walker2d, Halfcheetah, and Ant.
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Figure 3.13: Ablation performance for the state regularization loss Lreg under no attack and
different attacks on Hopper, Walker2d, Halfcheetah, and Ant.

we can see that with w(s), both WocaR-PPO and SA-PPO get boosted robustness, verifying the

effectiveness of the state importance weight.

For the state regularization loss Lreg, Figure 3.13 verifies that Lreg enhances the robustness

of WocaR-PPO, since the performance of WocaR-PPO drops without Lreg. On the other hand,

Figure 3.13 also compares the performance of ATLA methods and our algorithm without Lreg
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(note that ATLA methods also regularizes the PPO policies during training). The results indicate

that the decisive contribution of WocaR-PPO to robustness improving comes from the worst-

attack-aware policy optimization.

These ablation studies demonstrate that all the techniques are beneficial for robustness

improvement and further show that our worst-case-aware training performs better than training

with attackers.
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Chapter 4: Robustness of RL under Training-Time Poisoning

4.1 Introduction

Although reinforcement learning (RL), especially deep RL, has been successfully applied

in various fields, the security of RL techniques against adversarial attacks is not yet well under-

stood. In real-world scenarios, including high-stakes ones such as autonomous driving vehicles

and healthcare systems, a bad decision may lead to a tragic outcome. Should we trust the decision

made by an RL agent? How easy is it for an adversary to mislead the agent? These questions are

crucial to ask before deploying RL techniques in many applications.

In this chapter, we focus on poisoning attacks, which occur during the training and influ-

ence the learned policy. Since training RL is known to be very sample-consuming, one might

have to constantly interact with the environment to collect data, which opens up a lot of opportu-

nities for an attacker to poison the training samples collected. Therefore, understanding poisoning

mechanisms and studying the vulnerabilities in RL are crucial to provide guidance for defense

methods. However, existing works on adversarial attacks in RL mainly study the test-time eva-

sion attacks [83] where the attacker crafts adversarial inputs to fool a well-trained policy, but does

not cause any change to the policy itself. Motivated by the importance of understanding RL se-

curity in the training process and the scarcity of relevant literature, in this chapter, we investigate

how to poison RL agents and how to characterize the vulnerability of deep RL algorithms.
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In general, RL is an “online” process: an agent rolls out experience from the environment

with its current policy, and uses the experience to improve its policy, then uses the new policy

to roll out new experience, etc. Poisoning in online RL is significantly different from poisoning

in classic supervised learning (SL), even online SL, and is more difficult due to the following

challenges.

Challenge I – Future Data Unavailable in Online RL. Poisoning approaches in SL [84, 85]

usually require the access to the whole training dataset, so the attacker can decide the optimal

poisoning strategy before the learning starts. However, in online RL, the training data (trajecto-

ries) are generated by the agent while it is learning. Although the optimal poison should work in

the long run, the attacker can only access and change the data in the current iteration, since the

future data is not yet generated.

!"
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#):
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!+ !",
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Figure 4.1: An example of difficult poison-
ing.

Challenge II – Data Samples No Longer

i.i.d.. It is well-known that in RL, data samples

(state-action transitions) are no longer i.i.d., which

makes learning challenging, since we should con-

sider the long-term reward rather than the immediate result. However, we notice that data samples

being not i.i.d. also makes poisoning attacks challenging. For example, an attacker wants to re-

duce the agent’s total reward in a task shown as Figure 4.1; at state s1, the attacker finds that a1 is

less rewarding than a0; if the attacker only looks at the immediate reward, he will lure the agent

into choosing a1. However, following a1 finally leads the agent to s10 which has a much higher

reward.

Challenge III – Unknown Dynamics of Environment. Although Challenge I and II can be

partially addressed by predicting the future trajectories or steps, it requires prior knowledge on
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the dynamics of the underlying MDP. Many existing poisoning RL works [35, 86] assume the

attacker has perfect knowledge of the MDP, then compute the optimal poisoning. However, in

many real-world environments, knowing the dynamics of the MDP is difficult. Although the

attacker could potentially interact with the environment to build an estimate of the environment

model, the cost of interacting with the environment could be unrealistically high, market mak-

ing [87] for instance. In this chapter, we study a more realistic scenario where the attacker does

not know the underlying dynamics of MDP, and can not directly interact with the environment,

either. Thus, the attacker learns the environment only based on the agent’s experience.

In this chapter, we systematically investigate poisoning in RL by considering all the afore-

mentioned RL-specific challenges. Previous works either do not address any of the challenges

or only address some of them. Behzadan et al. [31] achieve policy induction attacks for deep Q

networks (DQN). However, they treat output actions of DQN similarly to labels in SL, and do

not consider Challenge II that the current action will influence future interactions. Ma et al. [86]

propose a poisoning attack for model-based RL, but they suppose the agent learns from a batch

of given data, not considering Challenge I. Rakhsha et al. [35] study poisoning for online RL, but

they require perfect knowledge of the MDP dynamics, which is unrealistic as stated in Challenge

III.

Summary of Contributions.

(1) We propose a practical poisoning algorithm called Vulnerability-Aware Adversarial Critic

Poison (VA2C-P) that works for deep policy gradient learners without any prior knowledge of

the environment. To the best of our knowledge, VA2C-P is the first practical algorithm that poi-

sons policy-based deep RL methods.

(2) We introduce a novel metric, called stability radius, to characterize the stability of RL algo-
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rithms, measuring and comparing the vulnerabilities of RL algorithms in different scenarios.

(3) We conduct a series of experiments for various environments and state-of-the-art deep policy-

based RL algorithms, which demonstrates RL agents’ vulnerabilities to even weaker attackers

with limited knowledge and attack budget.

4.2 Related Work

The main focus of this chapter is on poisoning RL, an emerging area in the past few years.

Targeted Poisoning Attacks for RL. Most RL poisoning researches work on targeted poi-

soning, also called policy teaching, where the attacker leads the agent to learn a pre-defined target

policy. Policy teaching can be achieved by manipulating the rewards [88, 89] or dynamics [35]

of the MDP. However, they require the attackers to not only have prior knowledge of the envi-

ronments (e.g., the dynamics of the MDP), but also have the ability to alter the environment (e.g.

change the transition probabilities), which are often unrealistic or difficult in practice.

Poisoning RL with Omniscient Attackers. Most guaranteed poisoning RL literature [35,

86] assume omniscient attackers, who not only know the learner’s model, but also know the

underlying MDP. However, as motivated in the introduction, the underlying MDP is usually ei-

ther unknown or too complex in practice. Some works poison RL learners by changing the

reward signals sent from the environment to the agent. For example, Ma et al. [86] introduce

a policy teaching framework for batch-learning model-based agents; Huang et al. [32] propose

a reward-poisoning attack model, and provide convergence analysis for Q-learning; Zhang et

al. [34] present an adaptive reward poisoning method for Q-learning (while it also extends to

DQN) and analyze the safety thresholds of RL; these papers all assume the attacker knows not
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only the models of the agent, but also the parameters of the underlying MDP, which could be pos-

sible in a tabular MDP, but hard to realize in large environments and modern deep RL systems.

On the contrary, we consider non-omniscient attackers who do not know the underlying

MDP or environment in this chapter. The non-omniscient attackers can be further divided into

two categories: white-box attackers, who know the learner’s model/parameters, and black-box at-

tackers, who do not know the learner’s model/parameters. They both tap the interactions between

the learner and the environment.

Black-box Poisoning for Value-based Learners. Although there are many successful

black-box evasion approaches [26, 90], black-box poisoning in RL is rare. There is a black-box

attacking method for a value-based learner (DQN) proposed by [31], which does not require the

attacker to know the learner’s model or the underlying MDP. In this work, the attacker induces

the DQN agent to output the target action by perturbing the state with Fast Gradient Sign Method

(FGSM) [20] in every step. However, the data-correlation problem of RL (Challenge II) is not

considered, and FGSM attack does not work for policy-based methods due to their high stochas-

ticity, as we show in experiments.

In this chapter, we propose a new poisoning algorithm for policy-based deep RL agents,

which can achieve both non-targeted and targeted attacks. We do not require any prior knowledge

of the environment. And our algorithm works not only when the attacker knows the learner’s

model (white-box), but also when the leaner’s model is hidden (black-box).
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4.3 Background and Problem Setup

4.3.1 Notations and Preliminaries

In RL, an agent interacts with the environment by taking actions, observing states and

receiving rewards. The environment is modeled by a Markov Decision Process (MDP), which is

denoted by a tupleM = 〈S,A, P, R, γ, µ〉, where S is the state space,A is the action space, P is

the transition kernel, R is the reward function, γ ∈ (0, 1) is the discount factor, and µ is the initial

state distribution. A trajectory τ ∼ π generated by policy π is a sequence s1, a1, r1, s2, a2, · · · ,

where s1 ∼ µ, at ∼ π(a|st), st+1 ∼ P (s|st, at) and rt = R(st, at). The goal of an RL agent

is to find an optimal policy π∗ that maximizes the expected total rewards η, which is defined as

η(π) = Eτ∼π[r(τ)] = Es1,a1,···∼µ,π,P,R[
∑∞

t=1 γ
t−1rt].

We use an overhead check sign ˇ on a variable to denote that the variable is poisoned. For

example, if the attacker perturbs a reward rt, then the poisoned reward is denoted as řt. If a policy

π is updated with poisoned observation, then it is denoted as π̌.

4.3.2 The Procedure of Online Learning and Poisoning

π0 π1 π2

O1 Ǒ1 O2 Ǒ2

M1 M2

Figure 4.2: Online poisoning-learning pro-
cess.

Procedure of Online Learning. We consider

a classical online policy-based RL setting, where the

learner iteratively updates its policy π parametrized

by θ, throughK iterations with the environment. For

notation simplicity, we omit θ and use πk to denote

πθk , the learner’s policy at iteration k. The online learning process is described as below.
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At iteration k = 1, · · · , K,

(1) The agent uses the current policy πk to roll out observation Ok = (Os
k,Oa

k ,Or
k) from envi-

ronmentMk, where Os
k = [s1, s2, · · · ],Oa

k = [a1, a2, · · · ],Or
k = [r1, r2, · · · ] are respectively the

sequence of states, actions and rewards generated at iteration k.

(2) The agent updates its policy parameters θ with its algorithm f . Most policy-based algo-

rithms perform on-policy updating, i.e., update policy only by the current observation Ok. The

on-policy update can be then formalized as πk+1 = f(πk,Ok) ≈ argmaxπJ(π, πk,Ok), where J

is an objective function defined by algorithm f , e.g., the expected total reward η(π).

Procedure of Online Poisoning. A poisoning attacker influences the learner in the training

process by perturbing the training data. In SL, the training data consists of features and labels, and

the attacker poisons the training data before the learning starts. However, the training data in RL

is the trajectories a learner rolls out from the environment, i.e., observation O = (Os,Oa,Or).

At iteration k, the attacker eavesdrops on the interaction between the learner and the environment,

obtains the observation Ok, and may poison it into Ǒk, then send Ǒk to the learner before policy

updating. 1 Procedure 7 in Section 4.8.1 illustrates how the online game goes between the learner

and the attacker. Figure 4.2 visualizes this online learning-poisoning procedure, where we can

see that learning and poisoning are convoluted and inter-dependent.

1In this chapter, we assume the attacker poisons the observation(trajectories), which is the most universal setting
in practice. Section 4.8.1 extends our problem formulation to a more general case where the attacker can change the
underlying MDP.
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4.4 Proposed Approach

4.4.1 A Unified Formulation for Poisoning Online Policy-based RL.

4.4.1.1 Attacker’s Poison Aim

As defined in Section 4.3.1, the observation is a collection of trajectories, consisting of the

observed states Os, the executed actions Oa or the received rewards Or. When poisoning the

observation, the attacker may only focus on the states, or on the actions, or on the rewards. We

call the quantity being altered as the poison aim of the attacker, denoted by D ∈ {Os,Oa,Or}.

For example, D = Os means the attacker chooses to attack the states.

Distinguishing different poison aims is important, since in real-world applications different

poison aims correspond to different behaviors of the attacker. For example, in an RL-based rec-

ommender system, the RL agent recommends an item (i.e., an action) for a user (i.e., a state), and

the user may or may not choose to click on the recommended item (i.e., a reward). An adversary

might manipulate the reward (poisoning D = Or), e.g., blocking the user’s click from the RL

agent or creating a fake click. An adversary might also alter the state (poisoning D = Os), e.g.,

raising a teenager user’s age which could result in inappropriate recommendations. An adversary

might also change the action (poisoningD = Oa), e.g., inserting a fake recommendation into the

agent’s list of recommendations. Under different scenarios, the feasibility of poisoning different

aims may vary.

Most existing works on poisoning RL only solve one type of poison aim. Zhang et al. [34]

and Huang et al. [32] propose to poison rewards, and Behzadan et al. [31] assume the attacker

poison the states. However, in our paper, we provide a general solution for any of the poison aims
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to satisfy the needs in different scenarios. Our proposed method also supports a ”hybrid” poison

aim, where the attacker could switch aims at different iterations, as discussed in Section 4.6.

4.4.1.2 A Poisoning Framework for RL

We focus on proposing a poisoning mechanism for the above challenging online learning

scenario. We first formalize the poisoning attacking at iteration k as a sequential bilevel opti-

mization problem in Problem (Q), and explain the details of the problem in the remaining of this

section.

argmin
Ďk,··· ,ĎK

∑K

j=k
λjLA(π̌j+1) ((a) attacker’s weighted loss)

s.t. π̌j+1 = argmaxπJ(π, π̃j, Ǒj|Ďj),∀k ≤ j ≤ K ((b) imitate the learner)∑K

j=1
1{Ďj 6= Dj} ≤ C ((c) limited-budget)

U(Dj, Ďj) ≤ ε,∀1 ≤ j ≤ K ((d) limited-power)

(Q)

(a) Attacker’s Weighted Loss. LA(π̌) measures the attacker’s loss w.r.t. a poisoned policy

π. As the definition of poisoning implies, the attacker influences or misleads the learner’s policy.

λk:K are the weights of future attacker losses, controlling how much the attacker value the poison-

ing results in different iterations. The goal of the attacker is either (1) non-targeted poisoning,

which minimizes the expected total rewards of the learner, i.e., LA = η(π̌), or (2) targeted poi-

soning, which induces the learner to learn a pre-defined target policy, i.e., LA = distance(π̌, π†),

where distance(π̌, π†) can be any distance measure between a learned policy π̌ and a target pol-

icy π†. Note that the targeted poisoning objective can usually be directly computed with a prior

target policy, while non-targeted poisoning has a “reward-minimizing” objective, which is the

reverse of the learner’s objective. Without any prior knowledge of the environment, non-targeted
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poisoning is usually more difficult, as the attacker needs to first learn “what is the worst way”

(which is as difficult as a learning problem by a RL agent) and then lead the learner to that way

(which is as difficult as a targeted poisoning problem, assuming leading an agent to different poli-

cies is roughly equally challenging). However, most existing poisoning work focus on targeted

poisoning, which requires the attacker to know a pre-defined target policy. Thus in this chapter,

we make more efforts to solve the reward-minimizing poisoning problem, which may deprave

the policy without any prior knowledge.

(b) Imitate the Policy-Based Learner. To confidently mislead a learner, the attacker needs

to predict how the learner will behave under the poison, which can be achieved by imitat-

ing the learner using the learner’s observation. More specifically, at the j-th iteration, the

attacker estimates the learner’s policy to be π̃j , called imitating policy. Then, the attacker

predicts the next-policy π̌j+1 under poisoned observation, based on the learner’s update rule

argmaxπJ(π, π̃j, Ǒj|Ďj), where D ∈ {Os,Oa,Or} stands for the poison aim of the poisoning,

Ǒ|Ď denotes thatO is poisoned into Ǒ given that poison aimD is poisoned into Ď. However, the

imitating policy π̃ may or may not be the same as the actual learner’s policy, depending on the

attacker’s knowledge. As introduced in Section 4.2, we deal with both white-box and black-box

attackers, and both of them do not know the environmentM. A white-box attacker knows the

current and past observations O1:k, the learner’s algorithm f and policy π, so it can directly copy

the policy π̃j = πj,∀j. A black-box attacker knows the current and past observations O1:k, but

does not know the learner’s policy π. In this case, the attacker has to estimate π at every iteration.

Section 4.5.3 states how to guess π.

(c,d) Limited-budget and Limited-power. In practice, the ability of an attacker is usually

restricted by some constraints. For the online poisoning problem, we consider attacker’s con-
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straints in two forms: (1) (attack budget C) the total number of iterations that the attacker could

poison does not exceed C; (2) (attack power ε) in one iteration, the total change2 U(Dk, Ďk)

between Dk and Ďk can not be larger than ε. Attack power controls the amount of perturbation,

as commonly used in the adversarial learning literature. Attack budget considers the frequency

of attack, which is similar to the constraint studied by [85].

Problem (Q) is a generic formulation, covering a variety of poisoning models, and specifies

the best poison an attacker can execute. However, directly solving Problem (Q) is prohibitive,

as (1) the future observations Ok+1:K are unknown when poisoning the k-th iteration, as the at-

tacker has no knowledge of the underlying MDP. (2) the limited-budget constraint is analogous

to `0-norm regularization, which is generally NP-hard [91]; and (3) minimizing attacker’s loss

while maximizing learner’s gain is non-convex minimax optimization, which is a complex prob-

lem [92].

In spite of the above difficulties, we introduce a practical method to approximately and

effectively solve Problem (Q) in Section 4.5.

4.5 VA2C-P: Poison Policy Gradient Learners

In this section, we propose a practical and efficient poisoning algorithm called Vulnerability-

Aware Adversarial Critic Poison (VA2C-P) for policy gradient learners. Without loss of general-

ity, we assume the loss weights λj = 1 for all j = 1, · · · , K.

Main Idea. As discussed in Section 4.4.1, Problem (Q) is difficult mainly because of the

unknown future observations and the limited budget constraint. In other words, it is hard to ex-

2There are many choices of U(·, ·). For example, the total effort w.r.t. Os-poisoning can be the average `p-
distance between any poisoned and unpoisoned state in Os and Ǒs.
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actly determine (1) what kind of attack benefits the future the most, and (2) which iterations are

worth attacking the most. Thus, we propose to break Problem (Q) into two decisions: when to

attack, and how to attack. The “when to attack” decision allocates the limited budget to itera-

tions which are more likely to be influenced by the attacker, and the “how to attack” decision

utilizes limited power to minimize the attacker’s loss. We introduce two mechanisms of VA2C-P,

vulnerability-awareness and adversarial critic, to make these two decisions respectively.

4.5.1 Decision 1: When to Attack – Vulnerability-Aware

To answer the question of when to attack, we identify the iterations under which the

learner’s policy gets more depraved by the same level of attack power. Inspired by the notion

of stability in learning theory, which measures how a machine learning algorithm changes due to

a small perturbation of the input data, we formally investigate the stability of an RL algorithm,

which is the first attempt in the existing literature to the best of our knowledge.

Stability of RL Algorithms. We first focus on a single update process of an algorithm

f . An update π′ = f(π,O) is stable if a limited-power poisoning attack does not cause any

difference on the output policy π′. That is, the learning algorithm produces the same result

regardless of the presence of the poison. More formally, we define the concept of stability radius

of one update in Definition 33.

Definition 33 (Stability Radius of One Update). For the update of an RL algorithm π′ = f(π,O),

with any poison aim D, the δ-stability radius of the update is defined as the minimum poison
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power needed to cause δ change in policy (called δ-policy-discrepancy)

φδ,D(f, π,O) = inf
ε
{∃Ď s.t. U(D, Ď) ≤ ε and dmax[π′||π̌′] > δ, where π̌′ = f(π, Ǒ|Ď)},

(4.1)

Policy discrepancy dmax[π1||π2] = maxs d
[
π1(·|s)||π2(·|s)

]
, where d[·||·] could be any measure

of distribution distance.

Remarks. (1) The one-update stability radius is w.r.t. the algorithm f , the old policy π,

the clean observation O and the poison aim D. (2) Poison with power under φδ,D(f, π,O) will

not cause the policy distributions to change more than δ. (3) As shown by Proposition 34 in

Section 4.8.2.1, poison with power under φδ,D(f, π,O) will not make the policy value drop more

than O
(
δ2γ(1 − γ)−2 maxs,a |Aπ′(s, a)|

)
, where A is the advantage function, i.e., Aπ(s, a) =

Qπ(s, a)− Vπ(s).

Stability radius measures the minimal effort needed to make the poisoned next-policy π̌′

notably different from the clean next-policy π′ which the learner will get if no poison is applied.

Assuming maxs,a |Aπ′(s, a)| does not drastically change for the learner’s policy during training,

then an attack that causes higher policy discrepancy between π′ and π̌ could cause more drop of

the policy value. Therefore, the idea of vulnerability-aware attack is to estimate the vulnerability

of each update and attack the most vulnerable ones. More specifically, if the attacker finds an ε-

powered attack results in a policy discrepancy larger than some threshold δ, then it can conclude

φδ(f, π,O) ≤ ε, and the current update is relatively vulnerable. In practice, we have the fixed

budget C instead of δ, so we perform the vulnerability check in an adaptive way: attacking the

C iterations where ε-powered attacks can trigger the highest policy discrepancies. Section 4.5.3

introduces an algorithm to realize this idea.

133



4.5.2 Decision 2: How to Attack – Adversarial Critic

Since “when to attack” decision tackles the limited-budget constraint, now we turn our

attention to minimizing the attacker’s loss while satisfying the limited-power constraint. If the

attacker has already decided to poison the k-th iteration due to its high vulnerability, then the

decision of how to attack should be made before the learner uses the observation to update the

policy. We relax the original Problem (Q) into Problem (P) as below.

argminĎk LA(π̌k+1)

s.t. π̌k+1 = argmaxπJ(π, π̃k, Ǒk|Ďk)

U(Dk, Ďk) ≤ ε

(P)

Compared with Problem (Q), Problem (P) does not consider future losses, which require the un-

available future observations. Instead, Problem (P) finds a greedy attack Ďk to minimize the loss

of the immediate next iteration. The solution to Problem (P) is always feasible to Problem (Q),

although might not be optimal.

In practice, it is also challenging to estimateLA(π̌). For targeted attacking, LA = distance(π̌, π†)

is directly computable with a properly defined distance metric, but for non-targeted attacking, the

loss LA = η(π̌) can not be directly computed, since π̌ is not the behavior policy. Although

one can use importance sampling to evaluate η(π̌) with the current trajectories generated by the

learner’s policy, i.e., Eτ∼πk−1
[ πk(τ)
πk−1(τ)

r(τ)], it may suffer from a high variance [93] when there are

few trajectories. To solve this challenge, we introduce another mechanism, adversarial critic.

Adversarial Critic. Under poisoning, the value network (if any) held by the learner usu-

ally fails to fit the correct value of its policy, since it does not observe the real trajectories

generated by its policy. However, the attacker observes the real trajectories before poisoning,
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and is able to learn the real values to make the attacking stronger. Inspired by the Actor-Critic

method, we propose to let the attacker learn a value function (network) Ṽω with observations of

the learner, i.e., the attacker learns a critic of the learner’s current policy π. Then the attacker

can use Ṽω to design poisoned observations, directing the learner to a decreasing-value direction,

which is called Adversarial Critic. Then, using importance sampling, the attacker’s loss becomes

Es,a∼πk [
π̌(a|s)
πk(a|s)

(
G(st, at)− Ṽω(st)

)
], where G is the discounted future reward

∑T
i=t γ

i−trt.

4.5.3 Poisoning Algorithm VA2C-P

Algorithm 6: Vulnerability-Aware Adversarial Critic Poison
1 Input: total iterations of learning K; poisoning power ε; poisoning budget C;

Initialize a list of policy discrepancies Ψ = ∅, the number of poisoned iterations
c = 0

2 Initialize an adversarial critic network Ṽω and an imitating policy network π̃
3 for k = 1, · · · , K do
4 if c > C then
5 Break
6 Obtain the observation (trajectories) Ok obtained by the learner
7 Update the adversarial critic Ṽω with observation Ok
8 if White-box then
9 Copy the learner’s policy parameters to the imitating policy of attacker:

π̃ ← πk
10 Compute the clean next-policy π′ ← f(π̃,Ok)
11 Solve Problem (P) with power ε and critic Ṽω, poison Ok to Ǒk
12 Compute the poisoned next-policy π̌′ ← f(π̃, Ǒk)
13 Estimate the policy discrepancy ψ̂k between π′ and π̌′

14 Add ψ̂k to the list of policy discrepancies Ψ

15 if ψ̂k ≥ b C−cK−kc-th largest element in Ψ then
16 Send the learner the poisoned observation Ǒk
17 if Black-box then
18 Update the imitating policy as the clean next-policy: π̃ ← π′

19 else
20 Send the clean observation Ok
21 if Black-box then
22 Update the imitating policy as the poisoned next-policy: π̃ ← π̌′
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Algorithm 6 illustrates how an attacker can poison an online RL learner with our proposed

VA2C-P, which is corresponding to Line 4 in Procedure 7 shown in Section 4.8.1 . More imple-

mentation details are in Algorithm 8 in Section 4.8.5.

In an iteration, an attacker first finds a good perturbation for observationO with the current

attack power ε, then estimates how much the output policy will change by computing the policy

discrepancy between the clean next-policy and the poisoned next-policy. Then the attacker poi-

sons if the policy discrepancy ranks high in the historical policy discrepancies, considering the

remaining iterations and budget (Line 15). In Line 11, we use projected gradient descent to solve

Problem (P). Computation details are illustrated in Section 4.8.5.

Algorithm 6 covers both white-box and black-box settings, both of which maintain an

imitating policy π̃ to keep track of the learner’s potential status. As mentioned in Section 4.4.1,

a white-box attacker knows the learner’s current policy, thus he can directly copy the learner’s

parameters to his imitating policy (Line 9), then predict the next-policy the learner would get

under different observations. In contrast, a black-box attacker does not know the learner’s policy,

but he can update its imitating policy using the same observation as the learner uses (Line 18,

22). As claimed and verified by many black-box attacking methods [31], adversarial attacks are

usually transferable, i.e., if the attack works on the imitating learner, then the attack is also likely

to work for the real learner. Note that as assumed by [31], the black-box attacker knows what RL

algorithm the learner is using (e.g., PPO, A2C, etc), so that the black-box attacker computes its

estimation for the next-policy in Line 10 and Line 12.
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4.6 Empirical Results

In this section, we evaluate the performance of VA2C-P by poisoning multiple algorithms

on various environments. We demonstrate that VA2C-P can effectively reduce the total reward

of a training agent, or force the agent to choose a specific policy with limited power and bud-

get. Moreover, VA2C-P works for heterogeneous poison aims, and works in both white-box and

black-box settings.

Experiment Setup. We choose 4 policy-gradient learning algorithms, including Vanilla

Policy Gradient [94], A2C [41], ACKTR [42] and PPO [16]. And we choose 5 Gym [95] environ-

ments with increasing difficulty levels: CartPole, LunarLander, Hopper, Walker and HalfCheetah.

All results are averaged over 10 random seeds. The total effort U is calculated by the normal-

ized `2-distance. See Section 4.8.6.1 for the expression of U , as well as more hyper-parameter

settings.

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

50

100

150

200

C/K

M
ea

n
Pe

r-
ep

is
od

e
R

ew
ar

d

(a) CartPole, A2C,D = Os, ε=0.5

No Poison
Random Poison
AC-P
VA2C-P

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

−400

−300

−200

−100

0

C/K

M
ea

n
Pe

r-
ep

is
od

e
R

ew
ar

d

(b) LunarLander, A2C,D = Oa, ε=0.1
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(f) Hopper, VPG,D = Oa, ε=0.1
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(g) Hopper, PPO,D = Oa, ε=0.1
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(h) Walker2d, ACKTR,D = Or, ε=0.3
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Figure 4.3: Comparison of mean per-episode reward gained by VPG, PPO, A2C, ACKTR on
various environments, under no poisoning, random poisoning, AC-P and VA2C-P.

Reward-minimizing Poisoning. Baselines. To the best of our knowledge, there is no
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existing poisoning algorithm against deep policy-gradient algorithms. Although some evasion

methods [26] also work for policy-gradient algorithms, evasion is substantially different from

poisoning since it does not influence the policy. Therefore, to show the effectiveness of VA2C-P,

we compare it with 3 baselines: (1) the normal learning with no poison; (2) a random attacker

which randomly chooses C iterations, and perturbs the reward to an arbitrary direction by ε; and

(3) a simplified version of our algorithm, called Adversarial Critic Poison (AC-P), which decides

“how to attack” in the same way as VA2C-P does, but chooses “when to attack” randomly.

Performance. We first show the reward-minimizing performance of VA2C-P on all three

types of poison aims, assuming the attacker knows the learner’s model (white-box attack). Fig-

ure 4.3 shows the rewards of various learners under different kinds of poisoning methods, with

different ratios of budget C to the total number of iterations K. Compared with random poison-

ing, our proposed VA2C-P and the simplified version AC-P make the reward drop more signifi-

cantly, demonstrating the effectiveness of our “how to attack” decisions made by the Adversarial

Critic. VA2C-P further outperforms AC-P in almost all cases, which implies that our “when to

attack” decisions based on Vulnerability-Awareness work well in practice. An interesting ob-

servation is random poisoning not only does not work well in many cases, but sometimes also

facilitates the learner (Figure 4.3h). This phenomenon is mainly due to the uncertainty of the en-

vironment, as pointed out by Challenge I and Challenge II in Section 4.1. Thus, a good poisoning

strategy is important.

Black-box Poisoning. Figure 4.3 demonstrates the performance of VA2C-P when the at-

tacker knows the learner’s model. But when the learner’s model is not available (black-box

attack), VA2C-P could also work as shown in Figure 4.4a, where one can see that black-box poi-

soning is still effective, although worse than white-box poisoning due to the lack of knowledge.
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(c) CartPole, A2C, C/K=1.0
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(d) LunarLander, A2C, C/K=1.0

VA2C-P Oa, ε = 0.1
VA2C-P Or, ε = 0.1
VA2C-P Os, ε = 0.1
FGSM, ε = 0.1
FGSM, ε = 10.0

Figure 4.4: (a) VA2C-P also works under black-box setting; (b) hybrid-aim poisoning could be
better than single-aim poisoning; (c)(d) VA2C-P successfully forces the agent to choose the target
policy.

Hybrid-aim Poisoning. The experiments shown in Figure 4.3 assume that the attacker

poisons one of the 3 poison aims, Os,Oa or Or. But if the attacker happens to have access to all

of these poison aims, it can do better by performing a “hybrid” poisoning, i.e., at each iteration,

evaluate the vulnerability of the algorithm w.r.t. each poison aim with their corresponding at-

tacker power, then choose the one with the highest vulnerability. Figure 4.4b shows that adaptive

attacking using a hybrid poison aim could significantly outperform attacking using a fixed single

poison aim.

Targeted Poisoning. Baselines. Although targeted RL poisoning is studied by many

works [32, 35], few of them work for deep RL. Despite that no existing work focuses on deep

policy-based methods, we transfer the FGSM-based targeted poisoning method proposed for

DQN by [31] to attack policy-based learners as our baseline. The attacking method is, for each

new state, adding a perturbation to it such that the perturbed state is pushed across the decision

boundary and towards the target action. See Section 4.8.6.2 for details.

Performance. Figure 4.4c and 4.4d respectively show the targeted-attack performance

comparison on CartPole and LunarLander, where the target policies are both “always going to

the right”. The y-axes show the proportion of target actions among all actions taken by the learner.
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VA2C-P successfully leads the learner to learn the target policy using all types of poison aims

with relatively small attack power. In contrast, FGSM fails to let the learner select the target

action in most cases, even with much larger attack power. The main reason why FGSM works for

DQN [31] but not for policy-gradient methods is, policy-based agents generally learn stochastic

policies, and even though FGSM could perturb the state such that the output probability for the

target action is 0.51, the agent will still choose other actions with probability 0.49. Therefore,

FGSM cannot easily perform targeted poisoning against policy-based learners.

More experiment results are in Section 4.8.6.3. Note that our proposed poisoning method

can also be extended to off-policy learners, as discussed in Section 4.8.6.4.

4.7 Conclusion

Poisoning RL is a difficult problem due to the uncertainty of the environment. In this chap-

ter, we build a generic poisoning framework for online RL with an in-depth comparison with

SL, and propose VA2C-P, the first generic poisoning algorithm for deep policy-gradient online

RL methods, which incorporates heterogeneous poisoning models and does not require any prior

knowledge of the environment. By systematic experiments, we show the effectiveness of VA2C-P

in multiple settings and for various state-of-the-art RL algorithms. We first formalize the online

RL poisoning problem as a hard sequential bi-level optimization problem, then reduce it into

two decisions: when to attack and how to attack. Two mechanisms, vulnerability-awareness and

adversarial critic are proposed to solve these two decisions. algorithm that minimize the agent’s

reward with limited attacking budget. In addition, we introduce stability radius, a novel metric

to measure the vulnerability of RL algorithms at training time. We also provide insights on the
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differences and relations between SL and RL. In this chapter, we discuss the scenario where the

attacker only poisons one type of target. But it could also be extended to a simultaneous poi-

soning on multiple target types. Ultimately, by studying the attacks in RL, we aim to understand

the vulnerability of RL agents and finally design robust RL agents that can combat adversarial

attacks. Although the effectiveness of VA2C-P is verified in a wide range of RL algorithms and

environments, we acknowledge that poisoning RL in practice is still challenging, due to the rela-

tively high computational burden and the uncertainty of the environments. These challenges are

also exciting opportunities for future work.

4.8 Supplemental Materials: Proofs and Additional Details

4.8.1 A Generic Poisoning Framework for RL

In this section, we establish a generic framework of poisoning in online RL, systematically

characterizing its challenges and difficulties from multiple perspectives - objective of poisoning,

various poison aims, and attacker’s knowledge. Our in-depth comparison with the SL allows a

thorough understanding of the additional vulnerability of online RL systems compared with the

well-understood SL systems. Our framework also provides a clear context to correctly position

prior works in the literature as well as to compare our work with existing works. Compared to

the poisoning framework described by [32], we provide a solution for unifying these poison aims

in one attack model in this section.

We consider the online learning scenario, where the RL agent (the learner) does not know

the dynamics or rewards of the underlying MDPM with state space S, action spaceA, transition

dynamics P , rewards R and discount factor γ.
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Settings and Notations In online RL, the learner interacts with the environment and col-

lects observations. The learner’s algorithm, denoted by f , iteratively searches for a policy π

parametrized by θ, through K interactions with the environment. Before learning starts, the

learner initializes a policy π1. At each iteration k, the learner uses its previous policy πk−1 to roll

out observations Ok from the MDPM. Ok is a concatenation of multiple trajectories, denoted

as Ok = (sk,ak, rk), where sk = [s1, s2, · · · ],ak = [a1, a2, · · · ], rk = [r1, r2, · · · ]] are respec-

tively the sequence of states, actions, and rewards in iteration k. Then, with the observations

Ok, the learner updates its policy by attempting to solve argmaxπJ(π, πk−1,Ok), where J is the

objective function. The generated policy by the learner’s algorithm πk = f(πk−1,Ok)3 does not

necessarily achieve the maximization of the objective function.

Algorithm 7: Flow of Online RL Poisoning()
1 Learner initializes its initial policy πθ0
2 for k = 1, · · · , K do
3 Learner rollouts observation (trajectories) Ok in environmentM with current

policy πk
4 Attacker may poison the observation Ok to Ǒk
5 Learner updates its policy: πk+1 = f(πk, Ǒk) ≈ argmaxπJ(π, πk, Ǒk)

In this chapter, an overhead check sign ˇ on a variable always denotes that the variable is

poisoned. For example, if the attacker changes a reward rt, then the poisoned reward is denoted

as řt.

Poison Objective. We use LA to denote loss function of the poisoning attack, which the

attacker attempts to minimize. The form of LA is determined by its goal, which falls into one of

the two categories, non-targeted and targeted poisoning.

In non-targeted poisoning, the attack poisons a policy π to π̌ to minimize the learner’s

3For algorithms with experience replay, the update can be extended as πk+1 = f(πk,O1:k).
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expected rewards. Therefore the poison objective LA is to minimize the learner’s value η(π̌).

In targeted poisoning, the attack “teaches” the agent to learn a pre-defined target policy π†.

Therefore the poison objective LA is defined as distance4(π̌, π†).

Most existing poison RL researches focus on targeted poisoning [35, 86], and non-targeted

poisoning, although discussed by [32], remains relatively untouched.

poison aims. To influence the behaviors of the learner, an attacker could inject poison at

multiple locations of the learner’s learning process as detailed in Figure 4.5. Part of the reason

why poisoning in RL is more challenging than in SL is that it involves more poison aims of

poisoning, some of which adapt with the environment, increasing the uncertainty.

Poison Aim I – Poison Observation (Or,Os). The attacker could manipulate the observa-

tion of the learner, i.e., change O into Ǒ. This may happen when the attacker is able to intercept

the communication between the learner and the environment, similar to the man-in-the-middle at-

tack in cryptography. The attacker could target the rewards, calledOr-poisoning, studied by [32];

or the states, called Os-poisoning, investigated by [31].

Poison Aim II – Poison MDP (MR,MP ). An attack could directly change the MDP (envi-

ronment) that the learner is interacting with, i.e., changeM into M̌. For example, a seller could

influence the behaviors of customers by changing the prices of products. The poison of MDP

could be injected at the reward model R or the transition dynamics P , respectively denoted as

MR-poisoning (studied by [86]) andMP -poisoning (studied by [35]) . The analogy of poison

MDP in SL is to manipulate the underlying data distribution of the training data.

Poison Aim III – Poison Executor Ea. The executor of the learner could be poisoned. For

4There are many ways to define the distance between two policies, for instance KL-divergence for stochastic
policies [76], and average mismatch for deterministic policies [35].
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Figure 4.5: Different poison aims of poisoning in supervised learning and reinforcement learning.
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example, an attacker applies a force to the agent, so that the intended action “north” becomes

“northeast”. Pinto et al. [36] train a robust RL agent against the executor poisoner. Denote this

type of poisoning as Ea-poisoning. Note that Ea-poisoning is equivalent to directly changing a

stored in the observation O = (s,a, r,d).

Attacker’s Knowledge At the k-th iteration, what an attacker can do depends on its current

knowledge set, denoted byKk. Kk could contain the underlying MDPM, the learner’s algorithm

f , the learner’s previous policy models θ1:k−1 as well as the previous and current observations

O1:k.

An omniscient attacker knows everything , i.e, K(O)
k = {M, f, θ1:k−1,O1:k}. Most guaran-

teed policy teaching literature [35, 86] assume omniscient attacker. However as motivated in the

introduction, it is often unrealistic to exactly know the underlying environment. We discuss two

more realistic setting where the attacker only has limited knowledge as follows.

A monitoring attacker has some information but does not assume knowledge of the under-

lying MDPM, i.e., K(M)
k = {f, θ1:k−1,O1:k}. This is especially relevant in applications where

learner’s information is not secure (or even open), or an attacker hacks to steal information from

the learner. Monitoring attacker is similar to the white-box attacker in supervised learning.

A tapping attacker has very limited knowledge and knows the observations only, i.e.,

K(T )
k = {O1:k}. This is widely applicable since the tapping the communication between the

learner and the environment is easy. Tapping attacker is analogous to the black-box attacker in

supervised learning. [31] consider a tapping attacker, which observes and manipulates the states

but does not know the learner’s parameters.
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4.8.2 Theoretical Analysis

4.8.2.1 Measuring Training-Time Vulnerability of RL Algorithms via Stability

Radius

Definition 33 in Section 4.5 measures the stability of one update based on policy discrep-

ancy. But it is not obvious whether the rewards change drastically due to the attacks. Proposi-

tion 34 provides a guarantee on the performance of the poisoned policy π̌′, compared with the

un-poisoned new policy π′.

Proposition 34. For an update of stochastic policy π′ = f(π,O), if its δ-stability radius is ε with

the total variance measure, then any poisoning effort smaller than ε onD will cause the expected

total reward drop (η(π′)− η(π̌′)) by no more than

4δ2γmaxs,a |Aπ′(s, a)|
(1− γ)2

+ 2δ
∑
s∈S

gπ′(s) max
a
Aπ′|(s, a)| (4.2)

where γ is the discount factor, gπ(s) :=
∑∞

t=0 γ
tP (st = s|π) is the discounted visitation fre-

quency, and A is the advantage function, i.e., Aπ(s, a) = Qπ(s, a)− Vπ(s).

Proposition 34 shows that if the attack power is within the stability radius, the reward of

the poisoned policy will not be influenced too much. which also explains the motivation behind

our proposed vulnerability-aware attack. The proof is in Section 4.8.4.1.

With Definition 33, the one-update stability measure, we are able to formally define the

stability radius of an RL algorithm w.r.t. an MDP.

Definition 35 (Stability Radius w.r.t an MDP). The δ-stability radius of an algorithm f in an

MDPM is defined as the minimal stability radius of all observations drawn from the MDP, and
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all possible policies in policy space Π. If f is on-policy, then φ(f,M) = minπ∈Π,O∼π φ(f, π,O);

if f is off-policy, then φ(f,M) = minπ∈Π,O∼π φ(f, π,O), where π is the behavior policy;

4.8.3 Measuring Test-Time Vulnerability of RL Algorithms via Robustness Ra-

dius

Different with poisoning, test-time evasion (adversarial examples) misleads the agent by

manipulating the states only, since the agent no longer learns from interactions and feedbacks.

Note that although Gleave et al. [25] propose an attack called “adversarial policy”, the pertur-

bation does not happen in the policy, but still happens in the input states (observations) of the

agent.

To study how robust a trained policy is, we define the robustness radius with regard to both

a single state and the whole environment.

Definition 36 (Robustness Radius of Policy w.r.t. a State). The robustness radius of a determin-

istic policy π on a state s is defined as the minimal perturbation of s which changes the output

action, i.e.,

(π, s) = inf
ε
{∃š ∈ S ∩ Bε(s) s.t. π(s) 6= π(š)} (4.3)

Similarly, for any 0 < δ < 1, the δ-robustness radius of a stochastic policy π on a state s is

defined as the minimal perturbation of s which makes the output action distribution disagrees

with the original π(s) with probability more than δ, i.e.,

(π, s)δ = inf
ε
{∃š ∈ S ∩ Bε(s) s.t. d

(
π(·|s)||π(·|š)

)
> δ} (4.4)

where d(·|·) could be any distance measure between two distributions.
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Remark. If we regard the policy as a classifier which “classifies” a state to an action, then

the robustness radius of policy defined above is analogous to the robustness radius of classifiers

defined by [96], with an extension to stochastic predictions.

Definition 37 (Robustness Radius w.r.t an MDP). The (δ-)robustness radius of a policy π in an

MDPM is defined as the maximal robustness radius of all states, i.e., (π,M) = mins∈S (π, s)

Remarks. (1) A deterministic policy is robust against any state perturbation smaller than

(π,M).

(2) For a stochastic policy, if its δ-robustness radius in anM is ε, then any state perturbation

within ε will cause the expected total reward drop by no more than

(
2δγ

(1− γ)2
+ 2δ) max

s,a
|R(s, a)|, (4.5)

which is proven by Theorem 5 in [19].

4.8.4 Vulnerability Comparison: Difference Between SL and RL

To shed some light on understanding adversarial attacks in RL, we compare SL and RL in

terms of their vulnerability to poisoning and adversarial examples.

At test time, a policy network receives states as input, and returns probabilities of choosing

each actions as output; a value network receives states (or state-action pairs) as input, and returns

the corresponding value as the output. Thus, test-time RL systems are very similar to SL systems,

as one can view the policy networks as classification networks, and value networks as regression

networks. However, the key difference between evasion in RL and evasion in SL is, data samples

are not independent in RL. A single adversarial example in SL test dataset may cause at most one

misclassification instance, whereas an adversarial example in RL may case a drastic change of
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the gained rewards (e.g., by leading the agent to a ”devastating” or ”absorbing” state).

At training time, SL systems and RL systems are significantly different, as Figure 4.5

shows. Even when the supervised learner also learns from data streams in an online manner, the

training data are independent with the learner’s classifier. In contrast, the distribution of training

data samples changes as the learner updates its policy. Poisoning attacks against an SL system

could alter the decision boundary, so that the learner makes wrong decisions for certain data

samples. For an RL system, poisoning attacks could (1) alter the decision boundary so that the

learner chooses bad actions for certain states, and also (2) change the following observations and

interactions due to a different selection of action.

In summary, an adversarial attacker may cause higher damages on RL systems than on SL

systems, with the same power and budget. But it does not suggests attacking RL systems is easier

than attacking SL systems. As every coin has two sides, the high uncertainty of the environment

may help an attack reduce the learner’s reward, but may also lead the learner to gain higher reward

in the future (as shown in Section 4.6). Therefore, it is more challenging to successfully attack

RL systems than SL systems with a specific goal.

4.8.4.1 Proof of Proposition 34

Proof. According to the definition of δ-stability radius, for any poisoning effort within ε, the

poisoned policy satisfies Dmax
TV [π′||π̌′] ≤ δ (assume total variance DTV is the distance measure

between policy distributions). We are interested in the difference of expected rewards η(π′) −

η(π̌′).

Define Lπ′(π̌′) = η(π′) +
∑

s∈S gπ′(s)
∑

a∈A π̌
′(a|s)Aπ′(s, a), where g is the discounted

149



state visitation frequencies, i.e.,

gπ′(s) := P (s0 = s|π′) + γP (s1 = s|π′) + γ2P (s2 = s|π′) + · · · .

Since Dmax
TV [π′||π̌′] ≤ δ, follow Theorem 1 in paper [76], we can get

|η(π̌′)− Lπ′(π̌′)| ≤
4δ2γmaxs,a |Aπ′(s, a)|

(1− γ)2
. (4.6)

So we have

|η(π̌′)− η(π′)−
∑
s∈S

gπ′(s)
∑
a∈A

π̌′(a|s)Aπ′(s, a)| ≤ 4δ2γmaxs,a |Aπ′(s, a)|
(1− γ)2

, (4.7)

which can be transformed to

η(π′)− η(π̌′) ≤ 4δ2γmaxs,a |Aπ′(s, a)|
(1− γ)2

−
∑
s∈S

gπ′(s)
∑
a∈A

π̌′(a|s)Aπ′(s, a). (4.8)

We upper bound the term −
∑

s∈S gπ′(s)
∑

a∈A π̌
′(a|s)Aπ′(s, a) as below.

−
∑
s∈S

gπ′(s)
∑
a∈A

π̌′(a|s)Aπ′(s, a)

=
∑
s∈S

gπ′(s)
(
−
∑
a∈A

π̌′(a|s)Aπ′(s, a)
)

=
∑
s∈S

gπ′(s)
(
−
∑
a∈A

π̌′(a|s)Aπ′(s, a) +
∑
a∈A

π′(a|s)Aπ′(s, a)−
∑
a∈A

π′(a|s)Aπ′(s, a)
)

=
∑
s∈S

gπ′(s)
(∑
a∈A

Aπ′(s, a)(π′(a|s)− π̌′(a|s))
)
−
∑
a∈A

π′(a|s)Aπ′(s, a)
)

≤
∑
s∈S

gπ′(s)
(
2δmax

a∈A
|Aπ′(s, a)| −

∑
a∈A

π′(a|s)Aπ′(s, a)
)

=2δ
∑
s∈S

gπ′(s) max
a∈A
|Aπ′(s, a)|

(4.9)

Combining the above results, we obtain

η(π′)− η(π̌′) ≤ 4δ2γmaxs,a |Aπ′(s, a)|
(1− γ)2

+ 2δ
∑
s∈S

gπ′(s) max
a
|Aπ′(s, a)| (4.10)
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4.8.5 Algorithm Details

Assume the learner’s policy π is parametrized by θ.

How to solve the projected gradient descent. To solve (P), assume ∂θk
∂ř

exists, one can

use projected gradient descent to update r by using the chain rule:

∂ηπθk−1
(πθk)

∂ř
=
∂ηπθk−1

(πθk)

∂θk

∂θk
∂ř

.

For Vanilla Policy Gradient (VPG) whose update rule is, θk = θk−1 + α∇θk−1
η̂(πθk−1

, r),

where

∇θk−1
η̂(πθk−1

, r) =
1

N

N∑
i=1

(
(
T∑
t=1

∇θk−1
log πθk−1

(a
(i)
t |s

(i)
t ))(

T∑
t=1

r
(i)
t )
)
, (4.11)

we can derive

∇θηπθk−1
(πθk) ≈

1

N

N∑
i=1

(
ΠT
t=1

πθk(a
(i)
t |s

(i)
t )

πθk−1
(a

(i)
t |s

(i)
t )

(
T∑
t=1

∇θk log πθk(a
(i)
t |s

(i)
t ))(

T∑
t=1

γt
′−1r

(i)
t )
)
.

(4.12)

and

[∇rθk]t =
t∑

j=1

∇θk−1
log πθk−1

(aj|sj)γt−j (4.13)

Although ∂θk
∂ř

has a closed-form expression for simple learners like VPG, analytically com-

puting how the poisoned reward influences the model is challenging for more complicated learn-

ers like PPO, whose update rule is an argmax function. Therefore, we use the Direct Gradient

Method proposed by [97] to approximate the gradient by

∂ηπθk−1
(πθk)

∂ř
=
ηπθk−1

(f(πθk−1
, r + ∆))− ηπθk−1

(f(πθk−1
, r))

∆
(4.14)

To show the concrete poisoning process, we assumeD = Or. Then Algorithm 8 shows the

detailed procedure of VA2C-P with a non-targeted goal and a white-box attacker.

151



Algorithm 8: Non-targeted White-box VA2C-P with Or-Poisoning
1 Input: total iterations of learning K; poisoning power ε; poisoning budget C;

attacker’s learning rate β; maximum computing iterations J ; distribution distance
measure d

2 Initialize policy discrepancies as an empty list Ψ = ∅
3 Initialize the number of already poisoned iterations c = 0
4 Initialize value network Vω
5 for k = 1, · · · , K do
6 if c > C then
7 Break
8 Get the current observation Ok and the learner’s policy model θk−1

9 Fit the value function: ω ← argminω
∑

τi∈Ok

∑T
t=1(Vω(s

(i)
t )−

∑T
t′=t γ

t′−tr
(i)
t )2

10 Imitate learner’s update with the clean rewards θk, η ← Update(θk−1, r)
11 Initialize ř as the original r in Ok
12 Set η0 = ηc
13 for j = 1, · · · , J do
14 for i = 1, · · · , N and t = 1, · · · , T do
15 Copy r′ ← ř, and add a small value ∆ to [r′]

(i)
t

16 Imitate learner’s update with poisoned rewards θ′, η′ ←
Update(θk−1, r

′)

17 Compute the direct gradient: ∂η

∂ř
(i)
t

← η′−ηj−1

∆

18 Update the poisoned reward: ř ← ΠBε(r)

(
ř − β ∂η

∂ř

)
19 Imitate learner’s update with poisoned rewards θ̌k, ηj ← Update(θk−1, r

′)
20 if (ηj − ηj−1) converges then
21 Break
22 Compute ψ̂k = 1

NT

∑
s
(i)
t
d(πθk ||πθ̌k) and add ψ̂k to Ψ

23 if ψ̂k is is no lower than the (1− C−c
K−k )-quantile of Ψ then

24 Attack: replace r with ř in Ok and send it back to the learner
25 c← c+ 1

26 Procedure Update(θ, r)
27 Perform an update with the learner’s algorithm θ′ ← f(θ, r)
28 Compute the attacker’s objective

η ← 1
NT

∑
τi∈Ok

∑T
t=1(

πθ′ (a
(i)
t |s

(i)
t )

πθ(a
(i)
t |s

(i)
t )

)(
∑T

t′=t γ
t′−tr

(i)
t − Vω(sit))

29 return θ′, η

For Targeted Poisoning. In line 16, instead of computing ∂η

∂ř
(i)
t

, we compute ∂dist(θ′,θ†)

∂ř
(i)
t

.

For Black-box Poisoning. In line 7, instead of getting the learner’s policy model θk−1,

we train a policy with the same algorithm of the learner θ̃k−1 ← f(θ̃k−2,Ok−1).
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4.8.6 Additional Implementation Details and Empirical Results

4.8.6.1 Detailed Experiment Settings

Network Architecture. For all the learners, we use a two-layer policy network with Tanh

as the activation function, where each layer has 64 nodes. PPO, A2C and ACKTR also have

an additional same-sized critic network. We implement VPG and PPO with PyTorch, and the

implementation of A2C and ACKTR are modified from the project by [47].

Hyper-parameters. In all experiments, the discount factor γ is set to be 0.99. We run VPG

and PPO for 1000 episodes on every environment, and update the policy after every episode. For

A2C and ACKTR, we use 16 processes to collect observations simultaneously, and update policy

every 5 steps (i.e., each observation O has 80 (s,a, r) tuples); learning last for 80000 steps in

total.

Distance Measure for Perturbation The definition of total effort function U(·) plays an

important role of understanding the attack power. Since states, actions and rewards are in dif-

ferent forms and scales, we define U differently for various poison aims. Also, note that O is a

concatenation of state-action-reward tuples, and its length could vary in different iterations, so

we normalize over the length of observation.

For D = Os, we define the total effort as

U(Os, Ǒs) =
1√
|Os|

∑
s∈Os

‖s− š‖2.

For D = Oa, if the action space is continuous, we define the total effort as

U(Oa, Ǒa) =
1√
|Oa|

∑
a∈Oa

‖a− ǎ‖2,
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and if the action space is discrete, we define the total effort as

U(Oa, Ǒa) =
1√
|Oa|

∑
a∈Oa

1(a 6= ǎ).

For example, in CartPole, the action is either 0 or 1, then the attacker with ε = 0.1 can flip up to

10% of the actions in one iteration.

For D = Or, we define the total effort as

U(Or, Ǒr) =
1√
|Or|
‖r− ř‖.

In the supplementary materials we provide the code and instructions, as well as demo

videos of poisoning A2C in the Hopper environment, where one can see under the same budget

constraints, random poisoning has nearly no influence the agent’s behaviors, while our proposed

VA2C-P successfully prevents the agent from hopping forward.

4.8.6.2 FGSM-based Poisoning

The procedure of the FGSM-based targeted poisoning is as follows. We transfer the method

proposed by [31] from attacking DQN to attacking policy-based algorithms. Although Behzadan

et al. [31] assume a black-box setting, we hereby use white-box attack (attacker knows learner’s

policy parameters) in order to let FGSM be a stronger baseline.

For step t,

Step 1: the learner observes st takes action at, the environment returns reward rt, state st+1;

Step 2: the attacker queries the target policy and gets aadv = π†(st+1);

Step 3: the attacker poisons st+1 by

št+1 = st+1 + ε× sign(∇st+1(π(aadv|st+1)));
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Step 4: the attacker sends št+1 as st+1 to the learner.

4.8.6.3 Additional Experiment Results

Figure 4.6 shows additional results on various environments and RL algorithms, including

both non-targeted poisoning and targeted poisoning.
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Figure 4.6: Additional Experimental Results.
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4.8.6.4 Extension to Off-policy Learners

Although we focus on on-policy policy gradient learners in this chapter, our poisoning

method is also applicable to off-policy learners which update their policies using sampled mini-

batches from all historical observation (trajectories). If the adversary can manipulate the mini-

batch the learner samples at every step, our proposed poisoning process works as usual. We

implement this idea and test it for one of the state-of-the-art off-policy learning method SAC [98],

and the results are shown in Figure 4.7, where VA2C-P significantly reduces the reward gained by

the learner. In the other case, if the adversary doesn’t see which mini-batch the learner samples

but has access to the buffer, he can still alter or insert some samples to influence learning.
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Figure 4.7: Poisoning off-policy algorithm SAC with VA2C-P. D = Or, C/K = 1, ε = 0.6.
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Chapter 5: Robust Communication in MARL Systems

5.1 Introduction

Neural network-based multi-agent reinforcement learning (MARL) has achieved signifi-

cant advances in many real-world applications, such as autonomous driving [99, 100]. In a multi-

agent system, especially in a cooperative game, communication usually plays an important role.

By feeding communication messages as additional inputs to the policy network, each agent can

obtain more information about the environment and other agents, and thus can learn a better pol-

icy [101, 102, 103]. However, such a communication-dependent policy may not make safe and

robust decisions when communication messages are perturbed or corrupted. For example, sup-

pose an agent is trained in a cooperative environment with benign communication, and it learns to

trust all communication messages and utilize them. But during test time, there exists a malicious

attacker perturbing some communication messages, such that this agent can be drastically misled

by the false communication.

The robustness of policy against adversarial communication is crucial for the practical ap-

plication of MARL. For example, when several drones execute pre-trained policies and exchange

information via wireless communication, it is possible that messages get noisy in a hostile envi-

ronment, or even some malicious attacker eavesdrops on their communication and intentionally

perturbs some messages to a victim agent via cyber attacks. Moreover, even if the communi-
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(b) Test time (in deployment)

Figure 5.1: An example of test-time communication attacks in a communicative MARL system.
(a) During training, agents are trained collaboratively in a safe environment, such as a simulated
environment. (b) In deployment, agents execute pre-trained policies in the real world, where
malicious attackers may modify the benign (green) messages into adversarial (red) signals to
mislead some victim agent(s).

cation channel is protected by advanced encryption algorithms, an attacker may also hack some

agents and alter the messages before they are sent out (e.g. hacking IoT devices that usually

lack sufficient protection [104]). Figure 5.1 shows an example of communication attacks, where

the agents are trained with benign communication, but attackers may perturb the communication

during the test time. The attacker may lure a well-trained agent to a dangerous location through

malicious message propagation and cause fatal damage. Although our paper focuses on adver-

sarial perturbations of the communication messages, it also includes unintentional perturbations,

such as misinformation due to malfunctioning sensors or communication failures; these natural

perturbations are no worse than adversarial attacks.

Achieving high performance in MARL through inter-agent communication while being ro-

bust to adversarial communication is a challenging problem due to the following reasons. Chal-

lenge I: Communication attacks can be stealthy and strong. The attacker may construct a false

communication that is far from the original communication, but still semantically meaningful. In

the example of Figure 5.1b, the attacker alters “Bomb” to “Gold”, which can mislead the victim

agent to the location of a bomb. But the victim, without seeing the groundtruth, cannot see the
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maliciousness from the message itself. Note that the widely-used `p threat model [49] does not

cover this situation. Challenge II: The attacker can even be adaptive to the victim agent and

significantly reduce the victim’s total reward. For instance, for a victim agent who moves ac-

cording to the average of GPS coordinates sent by others, the attacker may learn to send extreme

coordinates to influence the average. Challenge III: There can be more than one attacker (or an

attacker can perturb more than one message at one step), such that they can collaborate to mislead

a victim agent.

Although adversarial attacks and defenses have been extensively studied in supervised

learning [68, 105] and reinforcement learning [8, 19], there has been little discussion on the ro-

bustness issue against adversarial communication in MARL problems. Some recent works [106,

107, 108] take the first step to investigate adversarial communications in MARL and propose

several defending methods. However, these empirical defenses do not fully address the afore-

mentioned challenges, and are not guaranteed to be robust, especially under adaptive attacks. In

high-stakes applications, it is also important to ensure robustness with theoretical guarantees and

interpretations.

In this chapter, we address all aforementioned challenges by proposing a certifiable defense

named Ablated Message Ensemble (AME), that can guarantee the performance of agents when

a fraction of communication messages get arbitrarily perturbed. Inspired by the ensemble meth-

ods which are proved to be the optimal defense against poisoning attacks under the iid sample

setting [109], we propose to defend by ablation and ensemble of message sets, which tackles

the challenging interactive decision-making under partially observable environments with corre-

lated message samples. The main idea of AME is to make decisions based on multiple different

subsets of communication messages. Specifically, for a list of messages coming from different
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agents, we train a message-ablation policy that takes in a subset of messages and outputs a base

action. Then, we construct an message-ensemble policy by aggregating multiple base actions

coming from multiple ablated message subsets. We show that when benign messages are able to

reach some consensus, AME aggregates the wisdom of benign messages and thus is resistant to

adversarial perturbations, no matter how strong the perturbation is. In other words, AME toler-

ates arbitrarily strong adversarial perturbations as long as the majority of agents are benign and

uniting. Levine et al. [110] use a similar randomized ablation idea to defend against `0 attacks in

image classification. However, they provide high-probability guarantee for classification, which

is not suitable for sequential decision-making problems, as the guaranteed probability decreases

when it propagates over timesteps.

Summary of Contributions.

(1) We formulate the problem of adversarial attacks and defenses in communicative MARL

(CMARL).

(2) We propose a novel defense method, AME, that is certifiably robust against arbitrary pertur-

bations of up to C < N−1
2

communications under mild conditions, where N is the number of

agents.

(3) Experiment in four multi-agent environments shows that AME obtains significantly higher

reward than baseline methods under both non-adaptive and adaptive attackers.

5.2 Related Work

Certifiable Defenses. For more reliable application of deep learning, many approaches

have been developed to certify the performance of neural networks, including semidefinite programming-
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based defenses [111, 112], convex relaxation of neural networks [66, 69, 70, 71, 72], randomized

smoothing of a classifier [57, 113], etc. Most existing works focus on the `p threat model where

the perturbation is small in `p norm, while we consider a different and practical threat model as

discussed in Section 5.3.1.

Adversarial Robustness of RL Agents. To improve the robustness of agents, adversar-

ial training (i.e., introducing adversarial agents to the system during training [8, 18, 36, 114])

and network regularization [19, 39, 50] are empirically shown to be effective under `p attacks,

although such robustness is not theoretically guaranteed. In an effort to certify RL agents’ ro-

bustness, some approaches [19, 37, 38, 39] apply network certification tools to bound the Q

networks. Kumar et al. [55] and Wu et al. [115] apply randomized smoothing [57] to RL for

provable robustness.

Communication in MARL. Communication is crucial in solving collaborative MARL

problems. There are many existing studies learning communication protocols across multiple

agents. Foerster et al. [101] are the first to learn differentiable communication protocols that is

end-to-end trainable across agents. Another work by Sukhbaatar et al. [103] proposes an efficient

permutation-invariant centralized learning algorithm which learns a large feed-forward neural

network to map inputs of all agents to their actions. Attention mechanisms are also proven to

be effective in learning communication [116, 117]. Some recent works [118, 119] propose new

communication schemes that models other agents’ actions or intentions. It is also important

to communicate selectively, since some communication may be less informative or unnecessarily

expensive. To tackle this challenge, Das et al. [120] propose an attention mechanism for agents to

adaptively select which other agents to send messages to. Liu et al. [121] introduce a handshaking

procedure so that the agents communicate only when needed.
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This chapter proposes a certifiably robust algorithm against perturbations on communications,

which is orthogonal to the concrete communication strategy. Our AME can be combined with

the above communication MARL methods to improve their robustness.

Adversarial Attacks and Defenses in CMARL. Recently, the existence of adversarial

communication in MARL has attracted increasing attention. Blumenkamp et al. [106] shows that

in a cooperative game, communication policies of some self-interest agents can hurt other agents’

performance. To achieve robust communication, Mitchell et al.[108] adopts a Gaussian Process-

based probabilistic model to compute the posterior probabilities that whether each partner is

truthful. Tu et al. [122] investigates the vulnerability of multi-agent autonomous systems against

`p communication attacks on vision tasks. Xue et al. [107] proposes to learn an anomaly detector

and a message reconstructor to recover the true messages, and train two populations of defenders

and attackers to improve the generalizability of defense. But in our formulation, the attacker may

arbitrarily replace the messages so that recovering the true message is infeasible.

To the best of our knowledge, our AME is the first certifiable defense in MARL against

communication attacks. Moreover, we consider a strong threat model where up to half of the

communication messages can be arbitrarily corrupted, capturing many realistic types of attacks.

5.3 Background and Problem Setup

5.3.1 Communicative Muti-agent Reinforcement Learning (CMARL)

Dec-POMDP Model. We consider a Decentralised Partially Observable Markov Decision

Process (Dec-POMDP) [120, 123, 124] which is a multi-agent generalization of the single-agent

POMDP models. A Dec-POMDP can be modeled as a tuple 〈D,S,AD,OD, O, P,R, γ, ρ0〉.
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D = {1, · · · , N} is the set ofN agents. S is the underlying state space. AD = ×i∈DAi is the joint

action space. OD = ×i∈DOi is the joint observation space, withO being the observation emission

function. P : S×A1×· · ·AN → ∆(S) is the state transition function1. R : S×A1×· · ·AN → R

is the shared reward function. γ is the shared discount factor, and ρ0 is the initial state distribution.

Communication Policy ξ in Dec-POMDP. Due to the partial observability, communica-

tion among agents is crucial for them to obtain high rewards. Consider a shared message space

M, where a message m ∈ M can be a scalar or a vector, e.g., signal of GPS coordinates. The

communication policy of agent i ∈ D, denoted as ξi, generates messages based on the agent’s

observation and interaction history. We use mi→j to denote the message sent from agent i to

agent j 6= i. In practice, the communication policy can be hand-coded with domain knowledge,

or learned with function approximators. Note that our paper focuses on how to defend against

adversarial perturbations of existing communication, and our defense is independent of the un-

derlying communication policy ξi.

Acting Policy π with Communication. The goal of each agent i ∈ D is to maximize

the discounted cumulative reward
∑∞

t=0 γ
tr(t) by learning an acting policy πi. When there exists

communication, the policy input contains both its own interaction history, denoted by τi ∈ Γi, and

the communication messages m:→i := {mj→i|1 ≤ j ≤ N, j 6= i}. Similar to the communication

policy ξ, we do not make any assumption on how the acting policy π is formulated, as our defense

mechanism introduced later can be plugged into any policy learning procedure.

1∆(X ) denotes the space of probability distributions over space X .

163



5.3.2 Communication Attacks in CMARL

Communication attacks in MARL has recently attracted increasing attention [106, 107,

122] with different focuses, as summarized in Section 5.2. In this chapter, we consider a practical

and strong threat model where malicious attackers can arbitrarily perturb a subset of communi-

cation messages during test time.

Formulation of Communication Attack: The Threat Model. During test time, agents

execute well-trained policies π1, · · · , πN . As shown in Figure 5.1b, the attacker may perturb

communication messages to mislead a specific victim agent. Without loss of generality, suppose

i ∈ D is the victim agent. For notation simplicity, we assume agent i receives messages from

all other agents as is common in practice, resulting in N − 1 communication messages in total.

But our defense also works for partically-connected communication graphs. We consider the

sparse attack setup where up to C messages can be arbitrarily perturbed at every step, among all

N − 1 messages. Here C is a reflection of the attacker’s attacking power. The victim agent has

no knowledge of which messages are adversarial. We make the following mild assumption for

the attacking power.

Assumption 1 (Attacking Power). An attacker can arbitrarily manipulate fewer than a half of

the communication messages, i.e., C < N−1
2

.

This is a realistic assumption, as it takes the attacker’s resources to hack or control each

communication channel. It is less likely that an attacker can change the majority of communica-

tions among agents without being detected. Note that this is a very strong threat model as the C

attacked messages can be arbitrarily perturbed based on the attacker’s attacking algorithm. Com-

pared to the commonly used `p attacks, the above threat model can work for broader applications,
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such as adding a patch to an image, replacing a word in a sentence, and etc.

We do not make any assumption on what attack algorithm the attacker uses, i.e., how a

message is perturbed. That is, we aim to achieve generic and provable robustness under a wide

range of practical scenarios. In practice, we do not require the learner to know the exact C, and

having an upper bound of C suffices to obtain the guarantees we introduce in the next section.

5.4 Proposed Approach

In this section, we present our defense algorithm, Ablated Message Ensemble (AME),

against test-time communication attacks in CMARL. We first introduce the algorithm design

in Section 5.4.1, then present the theoretical analysis in Section 5.4.2. Section 5.4.4 discusses an

extension of AME.

5.4.1 Ablated Message Ensemble (AME)

Our goal is to learn and execute a robust policy for any agent in the environment, so that the

agent can perform well in both a non-adversarial environment and an adversarial environment.

To ease the illustration, we focus on robustifying an arbitrary agent i ∈ D, and the same defense

is applicable to all other agents. We omit the agent subscript i, and denote the agent’s observation

space, action space, and interaction history space as O, A, and Γ, respectively.

Let m ∈MN−1 denote a set of N − 1 messages received by the agent. Then, we can build

an ablated message subset of m with k randomly selected messages, as defined below.

Definition 38 (k-Ablation Message Sample (k-Sample)). For a message set m ∈MN−1 and any

integer 1 ≤ k ≤ N−1, define a k-ablation message sample (or k-sample for short), [m]k ∈Mk,
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as a set of k randomly sampled messages from m. Let Hk(m) be the collection of all unique

k-samples of m, and thus |Hk(m)| =
(
N−1
k

)
.

We propose Ablated Message Ensemble (AME), a generic defense framework that can be

fused with any policy learning algorithm. Motivated by the fact that the benign messages sent

from other agents usually contain overlapping information of the environment that may suggest

similar decisions, the main idea of AME is to make decisions based on the consensus of the

benign messages. AME has two phases: the training phase where agents are trained in a clean

environment, and a testing/defending phase where communications may be perturbed.

Algorithm 9: Training Phase of AME
1 Input: ablation size k Initialize π̂i for every agent i ∈ [N ]. for t = 1, · · · ,∞ do
2 Receive a list of messages m:→i, get local observation oi and update interaction

history τi
3 Update the adversarial critic Ṽω with observation Ok
4 Randomly sample [m:→i]k ∼ Uniform(Hk(m:→i))
5 Take action based on τi and the k-sample [m:→i]k, i.e., ai ← π̂i(τi, [m:→i]k) Update

the replay buffer and policy π̂i Output: message-ablation policy π̂i,∀i ∈ [N ]

Algorithm 10: Defending Phase of AME
1 Input: ablation size k Initialize π̂i for every agent i ∈ [N ]. for t = 1, · · · ,∞ do
2 Receive a list of messages m:→i, get local observation oi and update interaction

history τi
3 Update the adversarial critic Ṽω with observation Ok
4 Randomly sample [m:→i]k ∼ Uniform(Hk(m:→i))
5 Take action based on τi and the k-sample [m:→i]k, i.e., ai ← π̂i(τi, [m:→i]k) Update

the replay buffer and policy π̂i Output: message-ablation policy π̂i,∀i ∈ [N ]

Training Phase with Message-Ablation Policy π̂ (Algorithm 9). During training time,

the agent learns a message-ablation policy π̂ : Γ×Mk → A which maps its own interaction his-

tory τ and a random k-sample [m]k ∼ Uniform(Hk(m)) to an action, where Uniform(Hk(m)) is

the uniform distribution over all k-samples from the message set m it receives. Here k is a user-
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specified hyperparameter selected to satisfy certain conditions, as discussed in Section 5.4.2.

The training objective is to maximize the cumulative reward of π̂ based on randomly sampled

k-samples in a non-adversarial environment. Any policy optimization algorithm can be used

for training. Although by ablating a subset of messages, the message-ablation policy may com-

promise some natural reward (which is typical for robust training methods), it can significantly

enhance the robustness of agents when attacks exist, with our design of test-time defense mech-

anism introduced below.

Defending Phase with Message-Ensemble Policy π̃ (Algorithm 10). Once we obtain

a reasonable message-ablation policy π̂, we can execute it with ablation and aggregation during

test time to defend against adversarial communication. The main idea is to collect all possible

k-samples from Hk(m), and select an action voted by the majority of those k-samples. Specif-

ically, we construct a message-ensemble policy π̃ : Γ ×MN−1 → A that outputs an action by

aggregating the base actions produced by π̂ on multiple k-samples (Line 5 in Algorithm 10). The

construction of the message-ensemble policy depends on whether the agent’s action space A is

discrete or continuous, which is given below by Definition 39.

Definition 39 (Message-Ensemble Policy). For a message-ablation policy π̂ with observation

history τ and received message set m, define the message-ensemble policy π̃ as

π̃(τ,m) := argmaxa∈A
∑

[m]k∈Hk(m)

1[π̂(τ, [m]k) = a], if A is discrete, and (5.1)

π̃(τ,m) := Median{π̂(τ, [m]k) : [m]k ∈ Hk(m)}, if A is continuous. (5.2)

Therefore, the message-ensemble policy π̃ takes the action suggested by the consensus

of all k-samples (majority vote in a discrete action space, and coordinate-wise median for a

continuous action space). Different from model-ensemble methods [125, 126] that learn multiple
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network models, we use the ensemble of messages, and only train a single policy network π̂.

Therefore, the training process does not require extra computations. We will show in the next

section that, with some mild conditions, π̃ under adversarial communications works similarly as

the message-ablation policy π̂ under all-benign communications.

5.4.2 Robustness Certificates of AME

In this section, we theoretically analyze the robustness of AME. During test time, at any

step, let τ be the interaction history, mbenign be the unperturbed benign message set, and madv

be the perturbed message set. Note that mbenign and madv both have N − 1 messages while they

differ by up to C messages. With the above notation, we define a set of actions rendered by

purely benign k-samples in Definition 40. As the agent using a well-trained message-ablation

policy is likely to take these actions in a non-adversarial environment, they can be regarded as

“good” actions to take.

Definition 40 (Benign Action Set Abenign). For the execution of the message-ablation policy π̂

at any step, define Abenign ⊆ A as a set of actions that π̂ may select under benign k-samples.

Abenign := ∪[mbenign]k∈Hk(mbenign) {π̂(τ, [mbenign]k)} . (5.3)

Our robustness certificates are based on the intuition that the consensus of ablated messages

is benign, under the condition that a consensus exists among benign messages. Next, we present

the action certificates and reward certificates for discrete and continuous actions, respectively.
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5.4.2.1 Robustness Certificates for Discrete Action Space

We first characterize the condition for the existence of consensus. Intuitively, the following

condition ensures that the action resulted by majority vote stands for the consensus of benign

messages.

Condition 1 (Dominating Benign Votes). Denote the highest number of votes among all actions

given message set m as umax(m) := maxa∈A
∑

[m]k∈Hk(m) 1[π̂(τ, [m]k) = a] satisfies

umax(m) >

(
N − 1

k

)
−
(
N − 1− C

k

)
=: uadv, (5.4)

where uadv is the number of votes that adversarial messages may affect (the number of k-samples

that contain at least one adversarial message).

Remarks. (1) This condition ensures the consensus has more votes than the votes that

adversarial messages are involved in. Therefore, when π̃ takes an action, there must exist some

purely-benign k-samples voting for this action. (2) This condition is easy to satisfy when C � N

as
(
N−1
k

)
≈
(
N−1−C

k

)
. (3) This condition can be easily checked during execution given an upper

bound of C.

The following theorem suggests that under the above condition. the ensemble policy π̃ al-

ways takes benign actions suggested by benign message combinations, no matter whether attacks

exist.

Theorem 41 (Action Certificate for Discrete Action Space). For a perturbed message set madv, if

Condition 1 holds, the ensemble policy π̃ in Equation (5.1) produces benign actions under madv:

ã = π̃(τ,madv) ∈ Abenign. (5.5)
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Then, we can further derive a reward certificate as introduced below.

Reward Certificate Theorem 41 justifies that under sufficient majority votes, the message-

ensemble policy π̃ ignores the malicious messages in madv and executes a benign action that is

suggested by some benign message combinations, even when the malicious messages are not

identified. It is important to note that, when the message-ensemble policy π̃ selects an action ã,

there must exist at least one purely benign k-sample that let the message-ablation policy π̂ pro-

duce ã. Therefore, as long as π̂ can obtain high reward with randomly selected benign k-samples,

π̃ can also obtain high reward with ablated adversarial communication due to its design.

Specifically, we consider a specific agent with message-ablation policy π̂ and message-

ensemble policy π̃ (suppose other agents are executing fixed policies). Let ν :MN−1 →MN−1

be an attack algorithm that perturbs at most C messages in a message set. Let ζ ∼ Z(P, π̂) be

a trajectory of policy π̂ under no attack, i.e., ζ = (o(0),m(0), a(0), r(0), o(1),m(1), a(0), r(0), · · · ).

(Recall that a message-ablation policy π̂ takes in a random size-k subset of m(t) and outputs

action a(t).) When there exists attack with ν, let ζν ∼ Z(P, π̃; ν) be a trajectory of policy π̃ under

communication attacks, i.e., ζν = (o(0), ν(m(0)), a(0), r(0), o(1), ν(m(1)), a(0), r(0), · · · ). For any

trajectory ζ , let r(ζ) be the discounted cumulative reward of this trajectory.

With the above notations, we propose the following reward certificate.

Corollary 42 (Reward Certificate for Discrete Action Space). When Condition 1 holds at every

step of execution, the cumulative reward of ensemble policy π̃ defined in Equation (5.1) under

adversarial communication is no lower than the lowest cumulative reward that the ablation policy

π̂ can obtain with randomly selected k-samples under no attacks, i.e.,

min
ζν∼Z(P,π̃;ν)

r(ζν) ≥ min
ζ∼Z(P,π̂)

r(ζ), (5.6)
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for any attacker ν satisfying Assumption 1 (C < N−1
2

).

Remarks. (1) The certificate holds for any attack algorithm ν with C < N−1
2

. (2) The

message-ablation policy π̂ has extra randomness from the sampling of k-samples. That is, at every

step, π̂ takes a uniformly randomly selected k-sample from Hk(m). Therefore, the minζ in the

RHS considers the worst-case message sampling in the clean environment without attacks. Since

π̃ always takes actions selected by some purely-benign message combinations, the trajectory

generated by π̃ can also be produced by the message-ablation policy. (3) Note that the RHS

(minζ∼Z(P,π̂) r(ζ)) can be approximately estimated by executing π̂ during training time, so that

the test-time performance of π̃ is guaranteed to be no lower than this value, even if there are up

to C corrupted messages at every step.

5.4.2.2 Robustness Certificates for Continuous Action Space

For a continuous action space, the following condition is needed, which can always be

satisfied by the proper selection of ablation size k.

Condition 2 (Dominating Benign Samples). The ablation size k of AME satisfies(
N − 1− C

k

)
>

1

2

(
N − 1

k

)
. (5.7)

Remarks. (1) For the message set madv that has up to C adversarial messages, this condi-

tion implies that among all k-samples from madv, there are more purely benign k-samples than

k-samples that contain adversarial messages. (2) Under Assumption 1, this condition always

has solutions for k. (3) With an upper bound of C, one can choose k as the largest solution to

Equation (5.7).
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Theorem 43 (Action Certificate for Continuous Action Space). Under Condition 2, the action

ã = π̃(τ,madv) generated by the ensemble policy π̃ defined in Equation (5.2) satisfies

ã ∈ Range(Abenign) := {a : ∀1 ≤ l ≤ L,∃a, a ∈ Abenign s.t al ≤ al ≤ al}. (5.8)

Theoretically, Range(Abenign) is a set of actions that are coordinate-wise bounded by base

actions resulted from purely benign k-samples. In many practical problems, it is reasonable

to assume that actions in Range(Abenign) are relatively safe, especially when benign actions in

Abenign are concentrated. For instance, if benign message combinations have suggested driving

at 40 mph or driving at 50 mph, then driving at 45 mph is also safe.

Note that Theorem 43 certifies that the selected action is in a set of actions that are close to

benign actions Range(Abenign), but does not make any assumption on this set. Next we interpret

this result in details.

How to Understand Range(Abenign)? Theoretically, Range(Abenign) is a set of actions

that are coordinate-wise bounded by base actions resulted from purely benign k-samples. In many

practical problems, it is reasonable to assume that actions in Range(Abenign) are relatively safe,

especially when benign actions in Abenign are concentrated. The following examples illustrate

some scenarios where actions in Range(Abenign) are relatively good.

1. If the action denotes the price a seller sells its product in a market, and the communication

messages are the transaction signals in an information pool, then Range(Abenign) is a price

range that is determined based on purely benign messages. Therefore, the seller will set a

reasonable price without being influenced by a malicious message.

2. If the action denotes the driving speed, and benign message combinations have suggested

driving at 40 mph or driving at 50 mph, then driving at 45 mph is also safe.
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3. If the action is a vector denoting movements of all joints of a robot (as in many MuJoCo

tasks), and two slightly different joint movements are suggested by two benign message

combinations, then an action that does not exceed the range of the two benign movements

at every joint is likely to be safe as well.

The above examples show by intuition why the message-ensemble policy can be regarded

as a relatively robust policy. However, in extreme cases where there exists “caveat” in Range(Abenign),

taking an action in this set may also be unsafe. To quantify the influence of Range(Abenign) on

the long-term reward, we next analyze the cumulative reward of the message-ensemble policy in

the continuous-action case.

How Does Range(Abenign) Lead to A Reward Certificate? Different from the discrete-

action case, the message-ensemble policy π̃ in a continuous action space may take actions not in

Abenign such that it generates trajectories not seen by the message-ablation policy π̂. However,

since the action of π̃ is guaranteed to stay in Range(Abenign), we can bound the difference between

the value of π̃ and the value of π̂, and how large the different is depends on some properties of

Range(Abenign).

Concretely, Let R and P be the reward function and transition probability function of the

current agent when the other agents execute fixed policies. So R(s, a) is the immediate reward

of taking action a at state s, and P (s′|s, a) is the probability of transitioning to state s′ from s by

taking action a. (Note that s is the underlying state which may not be observed by the agent.)

Definition 44 (Dynamics Discrepancy of π̂). A message-ablation policy π̂ is called εR,εP -discrepant

if εR, εP are the smallest values such that for any s ∈ S and the corresponding benign action set
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Abenign, we have ∀a1, a2 ∈ Range(Abenign),

|R(s, a1)−R(s, a2)| ≤ εR, (5.9)∫
|P (s′|s, a1)− P (s′|s, a2)|ds′ ≤ εP . (5.10)

Remarks. (1) Equation (5.10) is equivalent to that the total variance distance between

P (·|s, a1) and P (·|s, a2) is less than or equal to εP/2. (2) For any environment with bounded

reward, εR and εP always exist.

Definition 44 characterizes how different the local dynamics of actions in Range(Abenign)

are, over all possible states. If Range(Abenign) is small and the environment is relatively smooth,

then taking different actions within this range will not result in very different future rewards. The

theorem below shows a reward certificate for the message-ensemble policy π̃.

Theorem 45 (Reward Certificate for Continuous Action Space). Let V π̂(s) be the clean value

(discounted cumulative reward) of π̂ starting from state s under no attack; let Ṽ π̃
ν (s) be the value

of π̃ starting from state s under attack algorithm ν, where ν satisfies Assumption 1; let k be an

ablation size satisfying Condition 2. If π̂ is εR,εP -discrepant, then for any state s ∈ S, we have

min
ν
Ṽ π̃
ν (s) ≥ V π̂(s)− εR + γVmaxεP

1− γ
, (5.11)

where Vmax := sups,π |V π(s)|.

Remarks. (1) The certificate holds for any attack algorithm ν with C < N−1
2

. (2) If εR and

εP are small, then the performance of message-ensemble policy π̃ under attacks is similar to the

performance of the message-ablation policy π̂ under no attack.

It is important to note that εR and εP are intrinsic properties of π̂, independent of the at-

tacker. Therefore, one can approximately measure εR and εP during training. Similar to Con-

dition 1 required for a discrete action space, the gap between the attacked reward of π̃ and the

174



natural reward of π̂ depends on how well the benign messages are reaching a consensus. (Smaller

εR and εP imply that the actions in Abenign are relatively concentrated and the environment dy-

namics are relatively smooth.)

Moreover, one can optimize π̂ during training such that εR and εP are as small as possible,

to further improve the robustness guarantee of π̃. This can be a future extension of this work.

5.4.3 Interpretation of Conditions and Hyperparameter

How to Select Ablation Size k: Trade-off between Performance and Robustness. The

ablation size k is an important hyperparameter for the guarantees to hold. In general, a smaller

k can tolerate a larger C, and a smaller C can be defended by a wider range of k. However, a

smaller k restricts the power of information sharing, as the message-ablation policy can access

fewer messages in one step. Therefore, the value of k is related to the intrinsic trade-off between

robustness and natural performance [105, 127], which suggests that seeking high natural perfor-

mance may hurt robustness, and achieving strong robustness may sacrifice some natural perfor-

mance. In practice, one can also train several message-ablation policies with different k’s during

training, and later adaptively select a message-ablation policy to construct a message-ensemble

policy during execution (decrease k if higher robustness is needed).

Worst-Case Adversaries. Condition 1 and Condition 2 consider the worst-case scenario

when the adversarial messages collaborate to dominate the consensus, which is intrinsically harsh

for the victim — if the victim fails to identify or filter out the adversarial messages, its perfor-

mance can be arbitrarily bad in the worst case. In contrast, although AME sacrifices some natural

performance, its worst-case performance can be guaranteed. When these conditions do not hold,
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our algorithm can still achieve strong robustness under sub-optimal attacks, as verified in experi-

ments.

Information Redundancy Leads to Higher Robustness. Intuitively, AME prefers benign

messages to contain certain amount of redundant information (consensus), which is similar to a

multi-factor authentication in security-critical applications. This allows AME to tolerate arbitrary

perturbations without assumptions such as a bounded `p-norm. More importantly, AME provides

a way to establish and utilize such consensus, by explicitly setting k and checking the required

conditions.

5.4.4 Scaling Up: Ensemble with Partial Samples

So far we have discussed the proposed AME defense and the constructed ensemble policy

that aggregates all
(
N−1
k

)
number of k-samples out of N − 1 messages. However, if N is large,

sampling all
(
N−1
k

)
combinations of message subsets could be expensive. In this case, a smaller

number of k-samples can be used. That is, given a sample size 0 < D ≤
(
N−1
k

)
, we randomly

select D number of k-samples from Hk(m) (without replacement), and then we aggregate the

message-ablation policy’s decisions on selected k-samples. In this way, we define a partial-

sample version of the ensemble policy, namely D-ensemble policy π̃D.

Formally, let Hk,D(m) be a subset of Hk(m) that contains D random k-samples from

Hk(m). Then the D-ensemble policy πD is defined as

π̃D(τ,m) := argmaxa∈A
∑

[m]k∈Hk,D(m)

1[π̂(o, [m]k) = a], (5.12)

for a discrete action space, and

π̃D(τ,m) = Median{π̂(τ, [m]k)}[m]k∈Hk,D(m). (5.13)
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for a continuous action space.

In the partial-sample version of AME, we can still provide high-probability robustness

guarantees.

For notation simplicity, let n1 =
(
N−1
k

)
, n2 =

(
N−C−1

k

)
. Define the majority vote as

umax(m) := max
a∈A

∑
[m]k∈Hk,D(m)

1[π̂(τ, [m]k) = a]. (5.14)

The following theorem shows a general guarantee for D-ensemble policy in a discrete action

space.

Theorem 46 (General Action Guarantee for Discrete Action Space). Given an arbitrary sample

size 0 < D ≤
(
N−1
k

)
, for the D-ensemble policy π̃D defined in Equation (5.12), Equation (5.5)

holds deterministically if the majority vote umax(madv) > n1 − n2. Otherwise it holds with

probability at least

pD =

∑umax(madv)−1
j=0

(
n1−n2

j

)(
n2

D−j

)(
n1

D

) . (5.15)

Note that Theorem 41 is a special case of Theorem 46, since it assumes umax(madv) >

n1 − n2.

Theorem 47 below further shows the theoretical result for a continuous action space.

Theorem 47 (General Action Guarantee for Continuous Action Space). Given an arbitrary sam-

ple size 0 < D ≤
(
N−1
k

)
, for the D-ensemble policy π̃D defined in Equation (5.13) with an

ablation size k satisfying Condition 2, Equation (5.8) holds with probability at least

pD =

∑D
j=D̃

(
n2

j

)(
n1−n2

D−j

)(
n1

D

) , (5.16)

177



where D̃ = bD
2
c+ 1.

The largerD is, the higher the probability pD is, the more likely that the message-ensemble

policy selects an action in Range(Abenign). In Theorem 47, when D =
(
N−1
k

)
, the probability pD

is 1 and the result matches Theorem 43.

Technical proofs of all theoretical results can be found in Section 5.7.1.

5.5 Empirical Results

In this section, we verify the robustness of our AME in multiple different CMARL environ-

ments against various communication attack algorithms. Then, we conduct hyperparameter tests

for the ablation size k and the sample sizeD (for the variant of AME introduced in Section 5.4.4).

Environments. To evaluate the effectiveness of AME, we consider the following four en-

vironments that cover various environment and communication settings.

• FoodCollector (discrete/continuous action, pre-defined communication): N = 9 agents with

different colors search for foods with the same colors. Agents use their limited-range sensors

to observe the surrounding objects, while communicating with each other to share their recently

observed food locations. The action space can be either discrete (9 moving directions and 1 no-

move action), or continuous (2-dimensional vector denoting acceleration). Agents are penalized

for having leftover foods at every step, so they seek to find all foods as fast as possible.

• InventoryManager (continuous action, pre-defined communication): N = 10 cooperative dis-

tributor agents carry inventory for 3 products. There are 300 buyers sharing an underlying de-

mand distribution. At every step, each buyer requests products from a randomly selected distrib-

utor. Then, each distributor agent observes random demand requests, takes restocking actions
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to adjust its own inventory, and communicates with others by sending its demand observations.

Distributors are penalized for mismatches between their inventory and the demands.

• MARL-MNIST (discrete action, learned communication)[128]: N = 9 agents aim to classify

images in MNIST within a limited time horizon. At every step, each agent observes a patch of

the image, and can take an action to move to an adjacent patch. Agents are allowed to exchange

information (encoded local beliefs) with other agents to update their own beliefs.

• Traffic Junction (discrete action, learned communication) [103]: N = 10 cars move along

potentially intersecting routes on one or more road junctions. Each car has a limited visibility but

is free to communicate with all other cars. The goal is pass the road without collision.

Baselines. Based on the same policy learning paradigm for each environment, we compare

our AME with two defense baselines: (1) (Vanilla): vanilla training without defense, which learns

a policy based on all benign messages. (2) (AT) adversarial training as in [18], which alternately

trains an adaptive RL attacker and an agent. As is common in related work [129, 130], we use

parameter sharing and train a shared policy network for all agents. Due to the symmetricity

of the agents, we train AME and baselines using PPO [16] with parameter sharing [131]. For

MNIST-Classification, our implementation is based on [132] that reproduces the results of [128].

During training and defending, we set the ablation size AME as k = 2, the largest solution to

Equation (5.7) for C = 2. For AT, we train the agent against C = 2 learned adversaries. More

implementation details are provided in Section 5.7.4.1.

Evaluation Metrics. To evaluate the effectiveness of our defense strategy, we test the per-

formance of the trained policies under no attack and under various values of C (for simplicity,

we refer to C as the number of adversaries). Different from previous work [106] where the ad-

versarial agent disrupts all the other agents, we consider the case where the attacker deliberately
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misleads a selected victim, which could evaluate the robustness of the victim under the harshest

attacks. We report the victim’s local reward under the following two types of attack methods:

(1) Heuristic attack that perturbs messages based on heuristics. In FoodCollector, MARL-

MNIST and Traffic Junction, we consider randomly generated messages within the valid range

of communication messages. Note that this is already a strong attack since a random message

could be arbitrarily far from the original message. For InventoryManager where messages have

clear physical meanings (demand of buyers), we consider 3 realistic attacks: Perm-Attack, Swap-

Attack, Flip-Attack, which permute, swap or flip the demand observations, respectively, as de-

tailed in Section 5.7.4.1.

(2) Learned adaptive attack that learns the strongest/worst adversarial communication with an

RL algorithm to minimize the victim’s reward (a white-box attacker which knows the victim’s

reward). The learned attack can strategically mislead the victim. As shown in prior works [8, 18,
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Figure 5.2: Rewards of our AME and baselines in all environments, under no attacker and varying
numbers of adversaries for adaptive and various non-adaptive attacks. The dashed red lines stand
for the average performance of a non-communicative agent. Results are averaged over 5 random
seeds. Our AME outperforms all baseline methods in all tasks, and stays robust for varying
number of adversaries (denoted by C).
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19], the theoretically optimal attack (which minimizes the victim’s reward) can be formed as an

RL problem and learned by RL algorithms. Therefore, we can regard this attack as a worst-case

attack for the victim agents. More details are in Section 5.7.4.1.

Experiment Results. The major results are shown in Figure 5.2, where we present the

discrete-action FoodCollector, and use Swap-Attack as the heuristic attack for InventoryManager.

More results including continuous-action FoodCollector and other heuristic attacks for Invento-

ryManager are put in Section 5.7.4.2. We can see that the rewards of Vanilla and AT drastically

drop under attacks. Under strong adaptive attackers, Vanilla and AT sometimes perform worse

than a non-communicative agent shown by dashed red lines, which suggests that communication

can be a double-edged sword. Although AT is usually effective for `p attacks [18], we find that

AT does not achieve better robustness than Vanilla, since it can not adapt to arbitrary perturba-

tions to several messages. In contrast, AME can utilize benign communication well while being

robust to adversarial communication.

We use k = 2 for our AME, which in theory provides performance guarantees against up to

C = 2 adversaries for N = 9 and N = 10. We can see that the reward of AME under C = 1

or C = 2 is similar to its reward under no attack, matching our theoretical analysis. Even under

3 adversaries where the theoretical guarantees no longer hold, AME still obtains superior perfor-

mance compared to Vanilla and AT. Therefore, AME makes agents robust under varying numbers

of adversaries.

Discussion on Ablation Size k We demonstrate AME’s natural reward and attacked re-

ward in discrete-action FoodCollector under C = 2 adversaries with all possible values of k

ranging from 1 to N − 1 in Figure 5.3(left). The green curve shows that the natural performance

of AME increases as k gets larger, where k = 1 is the most conservative version of AME, and
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Figure 5.3: Natural and robust performance of AME with various values of (left) ablation size k
and (right) sample size D, in discrete-action FoodCollector under C = 2.

k = N − 1 degenerates to the vanilla policy without message ablation. It is intuitive because a

larger k allows the agent to gather more information from others. Although a larger k is beneficial

in a clean environment, gathering information without defense makes the agent more vulnerable

to communication attacks. The red and blue curves show that the reward of agents decreases

under attacks when k gets larger, especially when attacks are adaptive. Therefore, increasing ab-

lation size k trades off robustness for natural performance, matching the analysis in Section 5.4.3.

As the largest solution to Equation (5.7) in Condition 2, ablation size k = 2 achieves a good bal-

ance between performance and robustness. Even when k > 2 which breaks Condition 2, AME is

still more robust than baselines, showing the flexibility of AME.

Discussion on for Sample SizeD We evaluate the partial-sample variant of AME intro-

duced in Section 5.4.4 with D varying from
(
N−1
k

)
(ensemble of all message combinations) to

1 (randomly take one k-sample), under k = 2 and C = 2. Figure 5.3(right) demonstrates the

performance of different D’s in discrete-action FoodCollector, and Section 5.7.4.2 shows results

in other environments. As D goes down, AME obtains lower reward under attackers, but it is still

significantly more robust than baseline methods. Note that D = 1 is equivalent to executing the

message-ablation policy without ensemble, which is robust to heuristic attacks but less robust to
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adaptive attacks than the original AME, verifying the effectiveness of message ensemble.

5.6 Conclusion

This chapter proposes a defense framework AME, which is certifiably robust against mul-

tiple arbitrarily perturbed adversarial communication messages, for any existing communication

protocol, based on randomized ablation and aggregation of messages. Our proposed ablation and

ensemble method can be extended to robustify other decision makers which takes in multiple

possibly-untrustworthy information sources. The limitation of AME is the requirement of sev-

eral conditions. Although these conditions can be quantified and checked in practice, our future

work aims to relax these conditions, or to learn a communication policy satisfying these condi-

tions. AME utilizes the information redundancy of communication, which can be achieved by

the learning of a communication policy in many tasks, as an extension of the current method.

5.7 Supplemental Materials: Proofs and Additional Details

5.7.1 Technical Proofs

For the simplicity of the proof, we make the following definition.

Definition 48. (Purely Benign k-sample and contaminated k-sample) A k-sample [m]k ∈ Hk(m)

is purely benign if every message in [m]k comes from a benign agent and is unperturbed. A

k-sample [m]k ∈ Hk(m) is contaminated if there exists some message in [m]k that is perturbed.

For notation simplicity, let n1 := |Hk(m)| =
(
N−1
k

)
be the total number of k-samples from

a message set m. Note that the total number of purely benign k-samples is n2 :=
(
N−C−1

k

)
, and
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the total number of contaminated k-samples is n1 − n2 =
(
N−1
k

)
−
(
N−C−1

k

)
.

5.7.2 Proofs in Discrete Action Space

Action Certificates We first prove the action certificates in the discrete action. For nota-

tion simplicity, we slightly abuse notation and use umax to denote umax(madv). Note that Theo-

rem 41 is a special case of Theorem 46 (umax > n1 − n2 and D =
(
N−1
k

)
), so we first prove the

general version Theorem 46 and then Theorem 41 holds as a result.

Proof of Theorem 46 and Theorem 41. The majority voted action ã is a benign action, i.e., ã ∈

Abenign, if the ablation policy π̂ renders action ã for at least one purely benign k-sample. If

umax > n1 − n2, since n1 − n2 is exactly the total number of contaminated k-samples, then

it is guaranteed that there is at least one purely benign k-sample for which π̂ renders ã. Thus,

ã ∈ Abenign, and Theorem 41 holds.

On the other hand, if umax ≤ n1 − n2, then in order for ã to be in Abenign, among the

umax k-samples resulting in ã there can be at most umax − 1 contaminated k-samples. There are∑umax−1
j=0

(
n1−n2

j

)(
n2

D−j

)
such combinations in terms of the sampling of D, and the total number of

combinations are
(
n1

D

)
. Therefore, we get Equation (5.15).

Reward Certificate. Next, following Theorem 41, we proceed to prove the reward cer-

tificate.

Proof of Corollary 42. Based on the definition of benign action set Abenign, π̃ selects an action ã

if and only if there exists a purely benign k-sample [m]k ∈ Hk(m) such that the message-ablation

policy π̂ selects ã = π̂(τ, [m]k). Therefore, for any trajectory generated by π̃ under attacks, there
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is a trajectory of π̂ with a list of k-samples [m]
(1)
k , [m]

(2)
k , · · · that renders the same cumulative

reward under no attack.

5.7.3 Proofs in Continuous Action Space

Action Certificate. Similar to the discrete-action case, we first prove Theorem 47, and

then prove Theorem 43 as a special case of Theorem 47.

Proof of Theorem 47. To understand the intuition of element-wise median operation in contin-

uous action space, let us first start with an intuitive example: consider 5 arbitrary numbers

x1, ..., x5, if we already know 3 of them x1, x2, x3, then it is certain that min(x1, x2, x3) ≤

Median(x1, · · · , x5) ≤ max(x1, x2, x3). Therefore, when purely benign k-samples form the ma-

jority (Condition 2), the element-wise median action falls into the range of actions produced by

safe messages.

To be more general, in a continuous action space, ã ∈ Range(Abenign) is equivalent to the

condition that out of the D sampled k-samples, purely benign k-samples make up the majority.

There are
∑D

j=D̃

(
n2

j

)(
n1−n2
D−j

)
such combinations in terms of the sampling ofD, where D̃ = bD

2
c+

1. Once again the total number of combinations is
(
n1

D

)
. Therefore, we get Equation (5.16).

Proof of Theorem 43. The proof of Theorem 43 follows as a special case of Theorem 47 when

D =
(
N−1
k

)
= n1. In this case, the only non-zero term left in the numerator of pD is

(
n2

j

)(
n1−n2

n1−j

)
=(

n2

n2

)(
n1−n2

n1−n2

)
= 1 (we need n2 ≥ j and n1 − n2 ≥ n1 − j to keep the numerator from vanishing,

which implies j = n2, which is no lower than D̃ since n2 > n1/2 due to Condition 2). Hence we

have pD = 1.
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Reward Certificate. Next, we derive the reward guarantee for the continuous-action

case.

Proof of Theorem 45. We let P(a|s; π) be the probability of the message-ablation policy π̂ taking

action a at state s, where π can be either the message-ablation policy π̂ or the message-ensemble

policy π̃. Note that this is a conditional probability function, and the policy does not necessarily

observe s.

Without loss of generality, let ν∗ be the optimal attacking algorithm that minimizes Ṽ π̃
ν . Let

As denote the range of benign action at state s induced by the current message-ablation policy π̂.

Then we have

sup
s∈S

∣∣∣V π̂(s)− Ṽ π̃
ν∗(s)

∣∣∣
= sup

s∈S

∣∣∣∣Ea∼P(a|s;π̂)

[
R(s, a) + γ

∫
P (s′|s, a)V π̂(s′)ds′

]
− Ea∼P(a|s;π̃)

[
R(s, a) + γ

∫
P (s′|s, a)Ṽ π̃

ν∗(s
′)ds′

]∣∣∣∣
≤ sup

s∈S
sup

a1,a2∈As

∣∣∣∣R(s, a1) + γ

∫
P (s′|s, a1)V π̂(s′)ds′ −R(s, a2)− γ

∫
P (s′|s, a2)Ṽ π̃

ν∗(s)(s
′)ds′

∣∣∣∣
≤ sup

s∈S
sup

a1,a2∈As
|R(s, a1)−R(s, a2)|+ sup

a1,a2∈As

∣∣∣∣γ ∫ P (s′|s, a1)V π̂(s′)ds′ − γ
∫
P (s′|s, a2)Ṽ π̃

ν∗(s
′)ds′

∣∣∣∣
≤ εR + γ sup

s∈S
sup

a1,a2∈As

∣∣∣∣∫ P (s′|s, a1)V π̂(s′)ds′ −
∫
P (s′|s, a2)Ṽ π̃

ν∗(s
′)ds′

∣∣∣∣
≤ εR + γ sup

s∈S
sup

a1,a2∈As

∣∣∣∣∫ P (s′|s, a1)V π̂(s′)ds′ −
∫
P (s′|s, a1)Ṽ π̃

ν∗(s
′)ds′

∣∣∣∣
+ γ sup

s∈S
sup

a1,a2∈As

∣∣∣∣∫ P (s′|s, a1)Ṽ π̃
ν∗(s

′)ds′ −
∫
P (s′|s, a2)Ṽ π̃

ν∗(s
′)ds′

∣∣∣∣
≤ εR + γ sup

s∈S

∣∣∣V π̂(s)− Ṽ π̃
ν∗(s)

∣∣∣+ γ

∣∣∣∣∫ P (s′|s, a1)Ṽ π̃
ν∗(s

′)ds′ −
∫
P (s′|s, a2)Ṽ π̃

ν∗(s
′)ds′

∣∣∣∣
≤ εR + γ sup

s∈S

∣∣∣V π̂(s)− Ṽ π̃
ν∗(s)

∣∣∣+ γVmaxεP .

(5.17)
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By solving for the recurrence relation over sups∈S

∣∣∣V π̂(s)− Ṽ π̃
ν∗(s)

∣∣∣, we obtain

sup
s∈S

∣∣∣V π̂(s)− Ṽ π̃
ν∗(s)

∣∣∣ ≤ εR + γVmaxεP
1− γ

. (5.18)

which leads to the desired relation in Theorem 45.

5.7.4 Additional Implementation Details and Empirical Results

5.7.4.1 Implementation Details

In our experiments, we use the Proximal Policy Optimization (PPO) [16] algorithm to train

all agents (with parameter sharing among agents) as well as the attackers. Specifically, we adapt

from the elegant OpenAI Spinning Up [133] Implementation for PPO training algorithm. On top

of the Spinning Up PPO implementation, we also keep track of the running average and standard

deviation of the observation and normalize the observation. All experiments are conducted on

NVIDIA GeForce RTX 2080 Ti GPUs.

For the policy network, we use a multi-layer perceptron (MLP) with two hidden layers of

size 64. For a discrete action space, a categorical output distribution is used. For a continuous

action space, since the valid action is bounded within a small range [-0.01,0.01], we parameterize

the policy as a Beta distribution, which has been proposed in previous works to better solve

reinforcement learning problems with bounded actions [134]. In particular, we parameterize the

Beta distribution by αθ and βθ, such that α = log(1 + eαθ(s)) + 1 and β = log(1 + eβθ(s)) + 1

(1 is added to make sure that α, β ≥ 1). Then, π(a|s) = f(a−h
2h

;α, β), where h = 0.01, and
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f(x;α, β) = Γ(α+β)
Γ(α)Γ(β)

xα−1(1 − x)β−1 is the density function of the Beta Distribution. For the

value network, we also use an MLP with two hidden layers of size 64.

In terms of other hyperparameters used in the experiments, we use a learning rate of 0.0003

for the policy network, and a learning rate of 0.001 is used for the value network. We use the

Adam optimizer with β1 = 0.99 and β2 = 0.999. For every training epoch, the PPO agent

interacts with the environment for 4000 steps, and it is trained for 500 epochs in our experiments.

Implementation of Attackers An attacker maps its own observation to the malicious

communication messages that it will send to the victim agent. Thus, the action space of the

attacker is the communication space of a benign agent, which is bounded between -1 and 1.

• Heuristic Attacker We implement a fast and naive attacking method for the adversary. At

every dimension, the naive attacker randomly picks 1 or -1 as its action, and then sends the

perturbed message which consists entirely of 1 or -1 to the victim agent.

• Adaptive RL Attacker We use the PPO algorithm to train the attacker, where we set the

reward of the attacker to be the negative reward of the victim. The attacker uses a Gaussian

policy, where the action is clipped to be in the valid communication range. The network

architecture and all other hyperparameter settings follow the exact same from the clean

agent training.

Implementation of Baselines

• Vanilla Learning For Vanilla method, we train a shared policy network to map observa-

tions and communication to actions.

• Adversarial Training (AT) For adversarial training, we alternate between the training of

attacker and the training of the victim agent. Both the victim and attackers are trained by
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PPO. For every 200 training epochs, we switch the training, where we either fix the trained

victim and train the attacker for the victim or fix the trained attacker and train the victim

under attack. We continue this process for 10 iterations.

Note that the messages are symmetric (of the same format), we shuffle the messages before

feeding them into the policy network for both Vanilla and AT, to reduce the bias caused by agent

order. We find that shuffling the messages helps the agent converge much faster (50% fewer total

steps). Note that AME randomly selects k-samples and thus messages are also shuffled.

5.7.4.2 Additional Experiment Results

A. Full Results of FoodCollector

Figure 5.4 below shows the results of both discrete-action FoodCollector and continuous-

action FoodCollector.
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Figure 5.4: Rewards of our AME and baselines in FoodCollector, under no attacker and varying
numbers of adversaries for adaptive and heuristic (random message) attacks.

B. Full Results of InventoryManager

Figure 5.5 below shows the results of InventoryManager under adaptive attacks and several

heuristic attacks.

C. Full Results of MARL-MNIST
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Figure 5.5: Rewards of our AME and baselines in InventoryManager, under no attacker and
varying numbers of adversaries for adaptive and various heuristic attacks.

Figure 5.6 demonstrates the robust performance of the MARL algorithm proposed by [128]

with our AME defense or baseline defenses (Vanilla and AT). We set N = 9 and k = 2 for all

experiments. Under learned adaptive attackers, the original MARL classifier (Vanilla) [128]

without AME suffers from significant performance drop in terms of both precision and recall.

Defending with adversarial training (AT) does not achieve good robustness, either. But AME

considerably improves the robustness of agents across different numbers of attackers.

Under random attacks, we find that the original MARL classifier [128] is moderately robust

when a few communication signals are randomly perturbed. However, when noise exists in many

communication channels (e.g. C = 6), the performance decreases a lot. In contrast, our AME

still achieves high performance when C = 6 communication messages are corrupted, even if

the guarantee of ablation size k only holds for C ≤ 2. Therefore, we again emphasize the the

theoretical guarantee considers the worst-case strong attack, while under a relatively weak attack,

we can achieve better robustness beyond what the theory suggests.

D. Additional Results of Hyperparameter Test

In addition to Figure 5.3, we also provide the plot for hyper-parameter tests in discrete-

action FoodCollector and InventoryManager in Figure 5.7 below.
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Figure 5.6: (MARL-MNIST): Precision and recall of MARL classification on MNIST without
or with AME, under learned adaptive attacks and non-adaptive random attacks. All results are
averaged over 5 random seeds.
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Figure 5.7: Hyper-parameter tests of ablation size k and sample size D. We show how natural
reward and attacked performance change with (a) various k in continuous-action FoodCollector,
(b) various D in continuous-action FoodCollector, (c) various k in InventoryManager, and (d)
various D in InventoryManager.
Dashed green lines refer to the performance of Vanilla agent under C = 2 attacks.
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Chapter 6: Adapting to Novel Environments with Theoretical Guarantees

6.1 Introduction

Multi-task reinforcement learning (MTRL) [135, 136, 137] requires the agent to efficiently

tackle a series of tasks. A key goal of MTRL is to improve per-task learning efficiency compared

against single-task learners, by using the knowledge obtained from previous tasks to learn new

tasks. Despite the recent rapid progress in MTRL, some issues remain unsettled. (1) Guaranteed

sample efficiency. Only a few existing methods have guarantees on sample efficiency, the most

common bottleneck of RL algorithms. (2) Correctness v.s. efficiency. An overly aggressive appli-

cation of previous knowledge may transfer incorrect knowledge and deteriorate the performance

on new tasks, resulting in a “negative transfer” [138]. However, if an agent is overly conservative

in applying previously learned knowledge, much of the similarities between tasks will be ignored,

resulting in an “inefficient transfer”. It is nontrivial to balance between the correctness and ef-

ficiency or achieve both. (3) Varying state/action space across tasks. In practice, transferring

knowledge learned from smaller environments to learning in larger environments is extremely

useful. However, most existing works on MTRL assume the state/action space is shared across

tasks.

In an effort to provide guaranteed sample efficiency for MTRL, Brunskill et al. [136] pro-

pose an algorithm that clusters the underlying Markov Decision Processes (MDPs) of tasks into
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groups and identifies new tasks as learned groups. However, transferring knowledge from the

clustered MDP models could be an “inefficient transfer” if the underlying models are too dif-

ferent to be clustered into a small number of groups. Similarly, most existing model-based ap-

proaches [137, 139] only exploit model-level similarities, which also makes it difficult to transfer

knowledge among different-sized tasks.

We remedy the aforementioned three issues by extraction of more commonalities in tasks

without suffering from “negative transfer”. A motivating example is the navigation problem in

mazes with slippery floors which result in stochastic transitions. For instance, the agent taking

an action of going up on ice could slip to the left, right or down (instead of up) with a certain

probability determined by the slipperiness of ice. The slipperiness of the floor depends on the

landform of the location, such as sand, marble and ice. We show some examples of different

combinations/distributions of the landforms in the maze in Figure 6.1; the MDP models are

drastically different across different mazes, therefore transferring knowledge using similarity of

models is inefficient.

Figure 6.1: Examples of landform combinations in Maze, where stands for sand, stands
for marble and stands for ice. Different landforms have different slippery probability, thus
different transition dynamics. Consider a

√
S ×

√
S maze with G types of landforms. There

could be up to GS different MDP models, making it prohibitive to extract similarities from the
models. However, the types of underlying transition dynamics associated with each state/location
are governed by the number of distinct landforms G.

However, our key observation is that the same landforms share the transition dynamics,

and knowledge could be transferred from sand to sand, marble to marble, and ice to ice. More
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importantly, we can extend the knowledge learned from a maze to any-sized mazes consisting of

these same types of landforms (e.g., the 4th example in Figure 6.1). With this idea, we achieve

more effective and efficient knowledge transfer by exploiting similarities at the level of state-

action transition dynamics instead of MDP model dynamics, allowing knowledge transfer be-

tween tasks with varying state/action space without prior knowledge of inter-task mappings.

The challenge of learning is now reduced to extracting such “landforms” without prior knowledge

of the tasks.

We propose a novel method called Template Learning (TempLe) for MTRL, which provably

guarantees sample efficiency and achieves efficient transfer learning for multi-task reinforcement

learning with varying state/action space. We extract templates for similar state-action transition

dynamics (landforms in the example above), called Transition Templates, and confidently im-

prove the efficiency of transition dynamics estimation in new tasks. By sharing experience among

state-action pairs associated with similar templates, the learning process is expedited. We intro-

duce two versions of TempLe: one is for online MTRL without prior knowledge about models,

named Online Template Learning (O-TempLe), the other further improves the learning efficiency

based on a finite-model assumption, named Finite-Model Template Learning (FM-TempLe).

Summary of Contributions.

(1) TempLe achieves a significant reduction of sample complexity compared with state-of-the-art

PAC-MDP (Probably Approximately Correct in Markov Decision Processes) algorithms.

(2) TempLe covers two realistic settings, solving MTRL problems in different regimes – with or

without prior knowledge of models.

(3) To the best of our knowledge, TempLe is the first PAC-MDP algorithm that is able to learn

tasks with varying state/action spaces without any prior knowledge of inter-task mappings.
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6.2 Related Work

PAC-MDP MTRL Algorithms. Brunskill et al. [136] present the first formal analysis of the

sample complexity for MTRL. They propose a two-phase algorithm and prove that per-task sam-

ple complexity is reduced compared with single-task learners. However, they require all tasks

coming from a small number of models, and when the number of distinct models is large, their

algorithm becomes similar to single-task learning. In this chapter, we show our proposed meth-

ods outperform the method provided by [136] both in theory and in experiments. There are other

PAC-MDP algorithms for multi-task RL, considering the problem from different perspectives.

For example, Brunskill et al. [140] discuss lifelong learning in semi-Markov decision processes

(SMDPs), where options are involved. Liu et al. [139] extend the finite-model method [136] to

continuous state space. Feng et al. [141] and Tirinzoni et al. [142] significantly reduce the sam-

ple complexity, but are under the assumption of generative models. Modi et al. [137] improve

the learning efficiency through the assistance of side informations. Abel et al. [143] propose

MaxQInit, which transfers the maximum Q values across tasks. We empirically compare with

MaxQInit in this chapter.

Reducing MDPs to Compact Ones. There is a line of research that reduces the original MDPs

to compact ones to achieve sample efficiency, including Relocatable Action Model (RAM) [144],

homomorphism [145], and ε-equivalent MDP [146]. However, since learning such compact struc-

tures is usually difficult (e.g., learning homomorphism is NP-hard as noted by [147]), most of the

previous works require some prior knowledge. To give a detailed comparison, our algorithm (1)

requires no prior knowledge about the MDP structure. RAM [144] requires knowledge of

the “type” of all states (walls, pits, etc) and the next-state function of all states and type-action
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outcomes. Its continuous extension [148] also needs knowledge of the types. Homomorphism

works [145, 147, 149] require knowledge of (candidate) homomorphisms to compress an SMDP

or transfer knowledge between MDPs. (2) works for general RL problems with PAC guaran-

tee. Although [150] (learns latent structure by clustering) and [151] (learns soft homomorphisms)

provide methods that do not require knowledge of the structure, Leffler et al. [150] study a sim-

plified non-MDP problem where actions do not influence state transitions, and Sorg et al. [151]

do not provide theoretical guarantees when the target model is not known in advance.

Overall, our method is different from the above works, as we do not pre-define the compact

structure. Instead, we observe that the transition dynamics, if permuted into descending order,

could be naturally grouped to some template. Notably, we learn the similarities rather than

assuming knowledge of them. Our method could be more practical than the above works [144,

145, 147, 148, 149, 150, 151] in multi-task RL, since a new task is often drawn randomly and

knowing its structure in advance could be unrealistic.

Comparison with C-UCRL [152]. C-UCRL learns a single task by leveraging a state-action

equivalence structure that is similar with our proposed templates. They provide an improved

regret bound in the case of a known equivalence structure. However, in the more challenging case

of an unknown equivalence structure, as is the setting of our chapter, no regret bound is provided.

In contrast, our work provides a sample complexity guarantee under the unknown equivalence

structure scenario. In addition, C-UCRL does not extend trivially to multi-task setting since it

find a coarse partition of all state-action pairs at every step, while in MTRL, new state-action pairs

come with new tasks, and negative transfer problem may exist when the equivalence structure is

unknown.
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6.3 Background and Problem Setup

Sample Complexity. The general goal of RL algorithms is to learn an optimal policy for an MDP

with as few interactions as possible. A widely-used framework to evaluate the performance of

RL algorithms is sample complexity of exploration [153], or sample complexity for short. For any

ε > 0 and any step h > 0, if the policy πh generated by an RL algorithm L satisfies V ∗−V πh ≤ ε,

we say L is near-optimal at step h. If for any 0 < δ < 1, the total number of steps that L is not

near-optimal is upper bounded by a function ζ(ε, δ) with probability at least 1−δ, then ζ is called

the sample complexity [153] of L.

Multi-Task RL. We study a common multi-task RL (MTRL) setting, where an agent interacts

with multiple tasks streaming in, each of which is corresponding to a specific MDP. The tasks

are i.i.d. drawn from a setM of MDPs (models). MDPs inM may have different dynamics or

state/action space. We consider two different cases and propose different algorithm variants for

them: (1) the number of MDPs in the set |M| can be very large or infinite; (2) |M| is finite and

not large.

6.4 Proposed Approach

6.4.1 Learning with Templates

As motivated in the example described in Section 6.1, the main idea of this work is to boost

the learning process by aggregating similar state-action transition dynamics (see Definition 49).

We permute the elements of transition dynamics/probability vectors to be in descending order,

and aggregate these permuted transition probabilities to obtain “templates of transition” defined
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in Definition 50. We show that the templates are effective abstractions of the environment.

6.4.1.1 Transition Template: An Abstraction of Dynamics

In this section, we introduce a more compact way to represent the model dynamics of an

MDP. We first formally define the transition dynamics of a state-action (s-a) pair.

Definition 49 (State-Action (s-a) Transition Dynamics). For any state-action pair (s, a), its tran-

sition dynamics is defined as a length-(S + 1) vector

θ(s, a) = [p(s1|s, a), p(s2|s, a), · · · , p(sS|s, a), r(s, a)]

, where S is the number of states.

Note that s-a transition dynamics are different from the model dynamics, which charac-

terize the transitions for all s-a pairs. In s-a transition dynamics, the first S elements form the

transition probability vector p(·|s, a). As defined in most RL literatures [136, 153], the order of

elements in p(·|s, a) is the natural order of the states. In contrast, we re-order the elements of

p(·|s, a) by their values, and obtain a more compact representation of the transition dynamics

called Transition Template.

Definition 50 (Transition Template). A Transition Template (TT) g is defined as a tuple (g(p), g(r)),

where g(p) ∈ RS is a transition probability vector with non-increasingly ordered elements, i.e.,∑S
i=1 g

(p)
i = 1 and g(p)

i ≥ g
(p)
j ≥ 0,∀1 ≤ i ≤ j ≤ S; 0 ≤ g(r) ≤ 1 is a scalar representing the

reward.

Any s-a transition dynamics can be permuted to an unique TT by re-arranging the tran-
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sition probability vector p(·|s, a) in a decreasing order and maintaining the reward r(s, a) to

g(r), i.e., g(s,a) = (desc(p(·|s, a)), r(s, a)), where desc orders the elements of p(·|s, a) from the

largest value to the smallest value. For example, if θ(s1, a1) = [0.3, 0.7, 0, 1], and θ(s2, a2) =

[0, 0.3, 0.7, 1], then (s1, a1) and (s2, a2) have the same TT ([0.7, 0.3, 0], 1), although their s-a

transition dynamics are different.

A TT is a representation of multiple s-a transition dynamics with some similarities. It ig-

nores how the s-a pair transits to a specific next state, but only considers the patterns of transition

probabilities, allowing more efficient exploitation of similarities.
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(a) action=‘↑’
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(b) action=‘↓’
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(c) action=‘←’
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(d) action=‘→’

Figure 6.2: An example of TTs in a 5 × 5 slippery gridworld with no reward and slipping
probability=0.4. The template at all s is g1 = ([0.8, 0.2, 0, · · · , 0], 0), and the template at
all s is g2 = ([0.6, 0.2, 0.2, 0, · · · , 0], 0).

An Intuitive Example. Consider a 5× 5 gridworld where the agent has 4 actions: ↑, ↓,←

and →, as well as 25 states, as shown in Figure 6.2a, 6.2b, 6.2c and 6.2d. Thus there are

100 distinct state-action pairs in total. Since the slipping probability is 0.4, which means action

↑ will become ← or → with probability 0.2 respectively, we know the transition probability

p(·|s = 1, a =↑) is

p(s′|s = 1, a =↑) =



0.8 if s′ = 1

0.2 if s′ = 2

0 otherwise

(6.1)
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By re-ordering, its TT is ([0.8, 0.2, 0, · · · , 0], 0).

Similarly, for state 2 and action ↑,

p(s′|s = 2, a =↑) =



0.6 if s′ = 2

0.2 if s′ = 1 or 3

0 otherwise

(6.2)

Its TT is ([0.6, 0.2, 0.2, 0, · · · , 0], 0).

For state 3 and action ↑,

p(s′|s = 3, a =↑) =



0.6 if s′ = 3

0.2 if s′ = 2 or 4

0 otherwise

(6.3)

Its TT is also ([0.6, 0.2, 0.2, 0, · · · , 0], 0).

In this way, we can find that there are only 2 distinct TTs, like shown in the figure, which

is much less than the number of state-action pairs. The state-action pairs with the same TTs are

able to share the “relative” probability of transitioning.

6.4.1.2 Empirical Estimation of Transition Templates

Section 6.4.1.1 defines TT based on the underlying s-a transition dynamics. However, in

reality, we do not have access to the underlying dynamics. In model-based RL, a key step is to

estimate the dynamics and to build a model of the environment. We now illustrate the estimation
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of TTs, as well as how TTs augments the learning process.

The conventional estimation of s-a transition dynamics. A direct estimate of θ(s, a) is ob-

tained through experience, θ̂(s, a) = [n(s,a,s1)
n(s,a)

, n(s,a,s2)
n(s,a)

, · · · , n(s,a,sS)
n(s,a)

, R(s,a)
n(s,a)

], where n(s, a, s′) is

the number of observations of transitioning from s to s′ by taking action a, n(s, a) is the total

number of observations of (s, a), and R(s, a) is the cumulative rewards obtained by (s, a). An

accurate estimate of the transition dynamics θ(s, a) requires a large enough number of observa-

tions n(s, a) according to the theory of concentration bounds. Therefore, it is sample-consuming

to accurately estimate the transition dynamics of each s-a pair in this way.

Augmented estimation of s-a transition dynamics. As discussed in Section 6.4.1.1, different

s-a pairs may share the same TTs. Our goal is then to aggregate the estimations of s-a transition

dynamics associated with the same TTs. We introduce the following process to obtain estimates

of all s-a transition dynamics:

(1) rough estimation: obtain θ̂(s, a) = [n(s,a,·);R(s,a)
n(s,a)

] for each (s, a) with a small n;

(2) permutation: permute each θ̂(s, a) to its corresponding permuted estimates g̃(s,a);

(3) template identification: identify the group of the permuted estimate g̃(s,a) such that permuted

estimates are similar within the group, and obtain a more confident estimate of TT ĝ aggregating

within-group statistics.

(4) augmentation: for every (s, a), obtain a more confident estimate of the transition dynamics

by permuting back its corresponding TT with accumulated knowledge.

The noisy estimate of transition dynamics will not render error other than the smaller

amount of noise in estimated transition templates if it is identified into the right group. To guaran-

tee accurate identification, the ordering of the elements in the noisy estimate should be consistent

with the ground truth. Therefore, the consistency of our estimation depends on TT gap as defined
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in Definition 51 and “ranking gap” as defined in Definition 53 in Section 6.4.4.

Now we are ready to formally introduce our algorithms in two settings, Online MTRL and

Finite-Model MTRL.

6.4.2 O-TempLe: Online Template Learning

In the online MTRL setting, an agent interacts with multiple tasks streaming-in, each of

which corresponding to a specific MDP. The tasks are i.i.d. drawn from a set M of MDPs

(models). MDPs inM may have different state/action spaces. The number of MDPs |M| can be

arbitrarily large.

We introduce Online Template Learning (O-TempLe) for the online MTRL setting. O-

TempLe is a meta-learning algorithm with model-based “base learners” which compute policies

for the current task. We use RMax [154] as the base learner, and it can be replaced by other

model-based methods such as E3 [155] and MBIE [156]. The principle of RMax algorithm

on an MDP M is to build an induced MDP based on a known threshold m. A state-action

pair is said to be m-known if the number of visits/observations n(s, a) ≥ m. A state is m-

known if n(s, a) ≥ m,∀a ∈ A. The set of all m-known states induces an MDP Mk, where for

any m-known state s, p(s′|s, a) = n(s,a,s′)
n(s,a)

, r(s, a) = R(s,a)
n(s,a)

and for any non-m-known state s,

p(s′|s, a) = I{s′ = s}, r(s, a) = Rmax. Then, RMax computes an optimal policy based on the

optimistic model by dynamic programming.

In contrast, O-TempLe uses augmented estimation introduced in Section 6.4.1.2. to reduce

the required number of visits to every single s-a pair. Instead of aggregating the estimates of all

s-a transition dynamics at once, O-TempLe asynchronously identifies the TTs of s-a pairs and
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updates the template groups in an online manner, through measuring the distances among TTs.

Algorithm 11: Online Template Learning (O-TempLe)
1 Input: user-specified TT gap τ̂ ; error tolerance ε; discount factor γ; regular known

threshold m; small known threshold ms

2 Initialize an empty TT group set G and TT visit set O
3 for t← 1, 2, · · · do
4 Receive a task Mt

5 Initialize visits n(s, a, ·)← 0, accumulative rewards R(s, a)← 0,
∀(s, a) ∈ (S,A), an empty known state-action set K, and an initial policy π

6 for h← 1, 2, · · · , H do
7 Take action ah ← π(sh), get sh+1 and rh
8 Update visits n(sh, ah, sh+1) and R(sh, ah)

// TT identification with the small threshold
9 if (sh, ah) /∈K and ‖n(sh, ah, ·)‖`1 =ms then

10 g̃,og̃, σ ← gen-TT (n(sh, ah, ·), R(sh, ah))
11 if no g ∈ G is τ̂ -close to g̃ then
12 Add g̃ to G, og̃ to O
13 else
14 Find the closest TT g∗ to g̃
15 TT-update(g∗,og∗ ,n(sh, ah, ·), R(sh, ah))
16 augment(o∗g,n(sh, ah, ·),R(sh, ah),σ)

// policy update with the regular threshold
17 if (sh, ah) /∈K and ‖n(sh, ah, ·)‖`1≥m then
18 Update π using visits n and R by RMax
19 Add (sh, ah) to K
20 for all (s, a) ∈ (S,A) with identified TT g(s,a) do
21 TT-update(g(s,a),og(s,a)

,n(s, a, ·), R(s, a))

22 Output: Near-optimal policies {πt}t=1,2,···

Algorithm 11 illustrates how O-TempLe works. In addition to the regular known threshold

m used in RMax, we design a smaller known threshold ms, which is the smallest number of

visits to ensure identifying the TTs of all s-a pairs. If for any (s, a), the total number of visits

(‖n(s, a, ·)‖`1) reachesms, then the estimated TT g̃ of (s, a) will be generated by function GEN-

TT. If g̃ has at least τ̂ -distance with all existing TTs, we regard it as a new TT and append it to

set G (Line 10-11); otherwise (Line 12-15), we find the closest TT to g̃, then synchronize the

experience of (s, a) in the current task and the accumulated experience that its TT holds by
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Algorithm 12: TT Functions
1 Function gen-TT (n, R):

// generate TT
2 Find permutation σ s.t. σ(n) is in descending order
3 Ordered visits o

(N)
g ←σ(n),o(R)

g ←R,og←(o(N)
g ,o(R)

g )

4 transition template g← (
o
(N)
g

‖n‖`1
,
o
(R)
g

‖n‖`1
)

5 return g,og, σ

6 Function TT-update(g,og,n, R):
// add visits to TT

7 og ← og + (descending(n), R)

8 g← (
o
(N)
g

‖o(N)
g ‖`1

,
o
(R)
g

‖o(N)
g ‖`1

)

9 Function augment(og,n, R, σ):
// augment visits by TT

10 Get the permutation σ that orders n descendingly
11 n← n+ σ−1(o

(N)
g ), n← n+ ‖n‖`1

12 R← R + o
(R)
g

calling functions TT-UPDATE and AUGMENT, which respectively send the current visits of (s, a)

to the corresponding TT, and feed the accumulative visits of the TT to the current (s, a). GET-TT,

TT-UPDATE and AUGMENT involve the permutation operations, and are given by Algorithm 12.

Accumulated experience of each TT is stored in a tuple og = (o
(N)
g , o

(R)
g ), where o

(N)
g is the total

visits accumulated by permuted n(s, a, s′) of all (s, a)’s with TT g. When (s, a) is m-known, the

policy is updated (Line 16-18). Overall, our O-TempLe allows grouped s-a transition dynamics

to share their visit counts, making it much easier for them to reachm visits than in regular RMax.

Note that Algorithm 11 also works for tasks with varying state/action space, since the com-

parison of TTs considers the non-zero elements of the transition vectors only. One can compute

the difference between two different-sized TTs by simply padding zeros to the end of the shorter

TT.
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6.4.3 FM-TempLe: Finite-Model Template Learning

Online MTRL setting requires no prior knowledge of the types of underlying MDPs and

improves the sample efficiency by accumulating knowledge with TT groups. However, under a

more restrictive assumption that the number of possible MDPs C = |M| is known and small, it is

possible to get rid of the dependence on the size of state-action space and achieve more efficient

learning.

We propose Finite-Model Template Learning (FM-TempLe), an extension of our O-TempLe,

under the finite-model MTRL setting, where the agent still interacts with streaming-in tasks drawn

from a setM of MDPs, but the number of MDPs in the setM is small and known.

In contrast with O-TempLe, FM-TempLe is able to correctly identify the TTs of some s-a

pairs before they are visited for ms times. This is because the number of underlying models is

small, and thus identifying the model is easy and inexpensive. It is possible to obtain the TTs for

all s-a pairs immediately after identifying the model, since the way how TTs are distributed over

all s-a pairs is fixed for each MDP model.

The main steps of FM-TempLe are stated below. (1) Collecting Models: for the first T1

tasks, the agent acts in the same way as O-TempLe, but also stores the TT structure of each model.

(2) Grouping Models: the first T1 tasks are clustered into finite groups of models based on their

TT structures. (3) Identifying Models: for any new task, the agent still follows O-TempLe, but

also seeks the true model for the current task from all the model groups, by ruling out the groups

of models that have different TT structures.

Brunskill et al. [136] make the same finite-model assumption and propose an algorithm

FMRL which extracts model similarities. However, FMRL can not transfer knowledge between
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two models which are the same except for one state-action pair. In contrast, our FM-TempLe

extracts state-action dynamics similarities and thus transferring happens among any state-action

pairs that have similar dynamics. Compared with FMRL, FM-TempLe not only has lower sample

complexity as proved in Section 6.4.4, but also saves computations due to the direct comparison

of TTs.

6.4.4 Theoretical Analysis

This section provides sample complexity analysis of the proposed two algorithms O-TempLe

and FM-TempLe. Although O-TempLe and FM-TempLe can be applied to tasks with varying

state/action spaces, we assume all tasks have the same S and A for simplicity of notations, and

the analysis extends to varying state/action spaces trivially.

We first assume there is a diameter D such that any state s′ is reachable from any states s

in at most D steps on average. This assumption is commonly used in RL [157], and it ensures

the reachability of all state from any state on average.

We further define the underlying minimal `2-distance among TTs as τ , namely TT gap. We

also define ν as the ranking gap; a large ranking gap implies that for any s-a pair, the probabilities

of transitioning to any two states are substantially different. For any g ∈ G, if g
(p)
i > g

(p)
j are two

adjacent elements in g(p), then either g
(p)
i − g

(p)
j ≥ ν, or g

(p)
i − g

(p)
j ≤ Õ( ε(1−γ)√

SVmax
)(logarithmic

terms are hided in Õ(·)). The ranking gap implies that for any s-a pair, the probabilities of

transitioning to any two states are either very close, or substantially different. Note that the

algorithms take a user-specified τ , but do not require input of ν.

Definition 51 (TT Gap). Define the TT distance between two TTs ga and gb as ρ(ga,gb) =
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‖g(p)
a − g

(p)
b ‖2 + |g(r)

a − g(r)
b |. Suppose there is a minimum TT distance τ , such that for any two

different TTs ga,gb ∈ G, ρ(ga,gb) ≥ τ . We name τ as TT gap.

Remark. According to Lemma 56 in Section 6.7.1.1, the TT gap between any two TTs will not

exceed 2 (suppose reward is in between 0 and 1).

The permutation from an s-a transition dynamics to a TT is recorded by a ranking permu-

tation defined as below.

Definition 52 (Ranking Permutation). For an s-a pair (s, a) with transition probability vector

p ∈ RS where pi = p(si|s, a), by sorting its elements from the largest to the smallest value, we

get an ordered vector g(p). Define function σ : {1, · · · , S} → {1, · · · , S} as a mapping from

ranking to the indices in p. For example, σ(i) is the index of the i-th largest element of p, i.e.,

g
(p)
i = pσ(i). The inverse function σ−1 maps indices to ranking. So σ−1(j) is the ranking of pj ,

i.e., g
(p)

σ−1(j) = pj . The way way? ordering is unique if for any pi = pj and i < j, we put pi

before pj in g(p). As a result, σ(·) is a bijection and can be regarded as a permutation. We call it

ranking permutation of (s, a).

For simplicity, we slightly abuse notation and use σ(p) to denote the re-ordered vector.

Thus g(p) = σ(p) and p = σ−1(g(p)).

Definition 53 (Ranking Gap). Define ν as the minimal notable ranking gap, such that for any

g ∈ G, if g
(p)
i > g

(p)
j are two adjacent elements in g(p) and g

(p)
i − g

(p)
j ≥ O( ε(1−γ)√

SVmax
), then

g
(p)
i −g

(p)
j ≥ ν holds. In other words, two adjacent elements of g(p) satisfy either g

(p)
i −g

(p)
j ≥ ν

or g
(p)
i − g

(p)
j ≤ O( ε(1−γ)√

SVmax
).

If two adjacent elements are different by no more than O( ε(1−γ)√
SVmax

), then the corruption can
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be ignored because it will not influence the value of the policy too much, as proved in Lemma 61.

Otherwise we need adequate samples to make sure the ranking of elements will succeed.

For notation simplicity, let ω denote max{min(τ, ν),O( ε(1−γ)√
SVmax

)}. Then, we present the

sample complexity results of O-TempLe.

Theorem 54 (Sample Complexity of O-TempLe). For any given ε > 0, 1 > δ > 0, running

Algorithm 11 on T tasks, each for at least O(DSA
ω2 ln 1

δ
) steps, generates at most Õ

(
SGV 3

max

ε3(1−γ)3
+

TSAVmax

ω2ε(1−γ)

)
non-ε-optimal steps, with probability at least 1 − δ, where G is the total number of

TTs.

Remark. (1) Our provided bound achieves state-of-the-art dependence on the environment size

T, S,A for general MTRL, given that G is independent of T, S,A. (2) When ε is small, the

sample complexity only has a linear dependence on the number of states S and the number of

templates G, because the first term dominates. By definition, G is always no larger than TSA,

the number of all s-a pairs. And in most environments in practice, we have G� TSA. (3) When

ε is not small or T is very large, the sample complexity has linear dependences on T , S and A

since the second term dominates.

O-TempLe does not necessarily require the number of templates G to be small. A large

G suggests the environment is highly stochastic, e.g., the slipping probabilities of every grid in

maze is sampled from a Gaussian distribution. In this case, we can still cluster s-a pairs with

adequately close templates, as verified in experiments (see Section 6.5.3).

Proof Sketch. We first show that for any s-a pair, ms = Õ( 1
ω2 ) samples would guarantee

correct template identification and aggregation, and m = Õ( SV 2
max

ε2(1−γ)2
) samples are sufficient for

estimating the s-a transition dynamics. Then we prove that all s-a pairs reach ms within finite
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steps. Finally, by computing the number of visits to unknown s-a pairs and applying the PAC-

MDP theorem proposed by [158], we get the sample complexity result. Proof details are in

Section 6.7.1.

Comparison with a single-task learner. If RMax is sequentially run for every task, the total

sample complexity for T tasks is Õ
(
TS2AV 3

max

ε3(1−γ)3

)
.

(1) When precision is high, i.e., ε is small, a significant improvement is achieved, if O(SG) �

O(TS2A).

(2) When T is large, as long as Õ( SV 2
max

ε2(1−γ)2
) � Õ( 1

ω2 ), our O-TempLe gains improved sample

efficiency.

(3) O-TempLe will not cause negative transfer among tasks. In the worst case, G = TSA (there

is no similarity among all s-a transition dynamics) or ω2 = Õ( SV 2
max

ε2(1−γ)2
), O-TempLe has the

same-order sample complexity with RMax.

Theorem 55 (Sample Complexity of FM-TempLe). Under the finite-model assumption of there

are at most C MDPs for all tasks, for any given ε > 0, 1 > δ > 0, Algorithm 3 on T tasks follows

ε-optimal policies for all but

Õ
( SGV 3

max

ε3(1− γ)3
+
T1SAVmax

ω2ε(1− γ)
+

(T − T1)DC2Vmax

ω2ε(1− γ)

)
(6.4)

steps with probability at least 1− δ, where G is the total number of TTs, T1 = Ω( 1
pmin

ln C
δ

) is the

number of tasks in the first phase, where pmin is the minimal probability for a task to be drawn

fromM.

Remark. (1) When C is very large, or pmin is very small, T1 → T and FM-TempLe degenerates

to O-TempLe. (2) If DC2 < SA and T � T1, FM-TempLe requires fewer samples than O-

TempLe.
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Comparison with FMRL [136] FM-TempLe has a large improvement over FMRL in most cases.

The sample complexity of FMRL for T tasks in our notation is

Õ
(CS2AV 3

max

ε3(1− γ)3
+
T1S

2AV 3
max

ε3(1− γ)3
+ (T − T1)

( DC2Vmax

Γ2ε(1− γ)
+

SCV 3
max

ε3(1− γ)3

))
. (6.5)

where T1 = Ω( 1
pmin

ln C
δ

), and Γ is the model difference gap defined by [136]. We organize

Equation 6.4 and Equation 6.5 both as three-term forms. The first term is for learning of all TTs

or all models, where FM-TempLe reduces the dependence on S and gets rid of the dependence

on A. The second term is for the first phase, where FMRL performs the same with a single-task

RMax learner, while FM-TempLe requires much fewer samples to get optimal policies. Finally,

the last term is for the second phase. FMRL needs an additional model elimination step for each

task, while FM-TempLe does not. FM-TempLe is worse than FMRL only in extreme cases where

there are few MDP models with large model gaps, and a large number of TTs with small TT gaps

or ranking gaps.

6.5 Empirical Results

In this section, we demonstrate empirical results to show O-TempLe and FM-TempLe out-

perform existing state-of-the-art algorithms both in the finite-model setting and in the more real-

istic online setting. TempLe is able to transfer knowledge between tasks with different sized envi-

ronments. More importantly, TempLe has a high tolerance to model perturbations; it implements

efficient transfer even when the underlying number of TTs is infinite. Our code is available at

https://github.com/umd-huang-lab/template-reinforcement-learning.

Baselines. We choose the state-of-the-art MTRL algorithms, Abstraction RL (Abs-RL) [159],

MaxQInit [143] and FMRL [136] as baselines. For Abs-RL and MaxQInit, we use the code
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(c) Varying-sized MTRL
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(d) Infinite number of TTs

Figure 6.3: Performance of O-TempLe and FM-TempLe compared against state-of-the-art base-
lines in (a) Online MTRL (to show TempLe’s ability to efficiently transfer knowledge), (b)
Finite-Model MTRL (to show TempLe outperforms baselines even under environments that the
baselines are designed for),(c) varying sized MTRL (to show TempLe extends to varying sized
state space) and (d) Online MTRL with Mixture-of-Gaussians distributed landforms (to show
TempLe’s robustness against noise and model-perturbation). All results are averaged over 20
different random sequences of tasks. Confidence intervals are omitted to reduce overlapping.

provided by authors. Note that Abs-RL and MaxQInit have multiple versions due to the selection

of different base learners, we show the ones with their best performance in this section. Abs-RL

works for both the online and finite-model setting, whereas MaxQInit and FMRL work for the

finite-model setting only, since they both require the number of tasks to be small and known.

Meanwhile, to show the effectiveness of our proposed algorithms and other MTRL algorithms,

we also run RMax and Q-learning [160] for every single task without knowledge transfer.

6.5.1 Finite-Model MTRL

Environment. All the baselines including FMRL, Abs-RL, MaxQInit are designed for the finite-

model setting (note that Abs-RL also works in the online setting), where the number of models

C is small. We use a similar maze environment as in FMRL, where MDPs only differ at the goal

state.

Performance. We generate two 4 × 4 maze tasks with different goal states as the underlying

models, and then randomly sample 50 tasks from the two underlying models. Figure 6.3a shows
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the comparison of per-task rewards. FMRL has the same performance with RMax in the model-

collecting phase, and then achieves increasing rewards in the following tasks after it successfully

identifies the underlying two types of MDPs. After 30 tasks, all state-actions pairs in the models

become known, so the per-task reward converges. Similarly, MaxQInit gains more rewards when

it collects adequate knowledge of the Q values. In contrast, FM-TempLe has a better start as it

learns TTs from the beginning. And model identification further helps with efficient learning.

Over all tasks, FM-TempLe substantially outperforms other agents, despite that baselines are

designed for the finite-model case.

6.5.2 Online MTRL

Environment. For the more realistic Online MTRL which allows the number of MDP models

to be extremely large, we generalize the traditional maze environment to have arbitrary combina-

tions of landforms, as shown in Figure 6.1. We use 3 types of landforms, sand, marble and ice,

respectively with slipping probabilities 0, 0.2, and 0.4. In this scenario, under a certain number

of states S, the number of possible tasks is exponential in S.

Performance. In the online setting, we consider 4 × 4 mazes with different arrangements of

landforms streaming in. The per-task rewards of each agent are displayed in Figure 6.3b. Among

all agents, our O-TempLe obtains the highest average reward. We see during the first 40 tasks, the

performance of O-TempLe continuously and rapidly grows by transferring previous knowledge.

In contrast, the performance of Abs-RL does not increase as more tasks come in and keeps the

same with single-task Q-learning, because the maze environment is not efficiently abstracted by

Abs-RL.
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Performance on Varying State Space. To show the feasibility of TempLe for varying-sized

environment tasks, and its ability to generalize knowledge learned in small tasks to speed up

learning in larger tasks, we vary the size of the mazes across tasks. More specifically, the first 20

tasks are 3 × 3 mazes, followed by 20 4 × 4 mazes, 20 5 × 5 mazes and 20 6 × 6 mazes. We

show O-TempLe’s per-task advantage rewards over single task RMax in Figure 6.3c, since other

MTRL baselines are not feasible in this setting. The performance advantage over RMax increases

over more observed tasks, verifying that O-TempLe transfers knowledge among different-sized

mazes. Experiments on varying action spaces are shown in Section 6.7.2.2.

6.5.3 MTRL with Infinite TTs

Environment. We also conduct experiments to show TempLe’s robustness to noise and model

perturbations. which is crucial for its application to real-world settings where “landforms” could

vary continuously. We draw the landforms (slipping probabilities) of each grid from a mixture of

Gaussian distributions, which are centered at 0.2, 0.4, and 0.6 with standard derivation 0.05. In

this case, the number of TTs could be infinitely large.

Performance. We show O-TempLe’s per-task advantage rewards over single task RMax and Q-

learning in Figure 6.3d, in which O-TempLe still achieves successful multi-task learning. This

result demonstrates O-TempLe’s ability of tolerating noise and generalizing to real-life applica-

tions.

6.5.4 Robustness to Hyper-parameters

TempLe requires a user-specified TT gap τ̂ as input. Also, both FMRL and FM-TempLe
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require a user-specified model gap Γ. We test various hyper-parameters to understand how sig-

nificantly the performance of the algorithms could be affected by inaccurate guesses of τ̂ and Γ,

shown in Figure 6.4.
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Figure 6.4: Hyper-parameter test of TT gap τ̂ and model gap Γ(the vertical dashed line shows the
underlying true value).

According to Figure 6.4a, the performance of O-TempLe drops when τ̂ is too large. How-

ever, the rewards remain high for relatively small τ̂ . Figure 6.4b shows that FM-TempLe gets

higher rewards than RMax when setting Γ ≤ 1, although Γ has a larger influence on FM-TempLe

compared to FMRL, potentially because the failure of model clustering will cause more inaccu-

rate TT identification. Note that by definition, both τ̂ and Γ would not exceed 2 (see Lemma 6).

So we still have a large chance to get higher rewards than RMax by making an educated guess.

The results in Figure 6.4 guide the users to specify hyper-parameters when using TempLe.

6.6 Conclusion

This chapter proposes TempLe, the first PAC-MDP MTRL algorithm that works for tasks

with varying state/action space without any inter-task mappings or prior knowledge of the MDP
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structures. Two algorithms, O-TempLe and FM-TempLe, are introduced for online setting and

finite-model setting respectively. We show in theory and experiments that O-TempLe and FM-

TempLe both achieve higher sample efficiency than state-of-the-art methods. This work can

be extended in many directions. For example, one may benefit from investigating transition

probability and reward separately. Our future work includes extension to continuous MDPs by

discretizing the state/action space. It is also possible to apply our idea to deep model-based RL,

where the the state prediction is usually a Gaussian distribution, then the learned derivation can

be regarded as “templates” and augmented by grouping.

6.7 Supplemental Materials: Proofs and Additional Details

6.7.1 Theoretical Analysis and Proofs

6.7.1.1 Upper Bound of TT Gap

Lemma 56. Let a = (a1, . . . , an) and b = (b1, . . . , bn) be two vectors in Rn such that
∑n

i=1 ai =∑n
j=1 bj = 1. Moreover, assume there hold

1 ≥ a1 ≥ a2 ≥ · · · ≥ an ≥ 0,

1 ≥ b1 ≥ b2 ≥ · · · ≥ bn ≥ 0.

Then

||a− b||22 :=
n∑
i=1

(ai − bi)2 ≤ n− 1

n
. (6.6)

The equality holds when we choose, e.g., a = (1, 0, . . . , 0) and b = ( 1
n
, 1
n
, . . . , 1

n
).

Proof. We prove the lemma by induction.

215



• When n = 1, a = b = 1. Thus the inequality is trivial.

• Assume (6.6) holds for n = k, k ≥ 1. We show that (6.6) is also true for n = k + 1.

Given vectors a = (a1, . . . , ak, ak+1) and b = (b1, . . . , bk, bk+1) such that they satisfy the

conditions in the lemma, construct two new vectors:

a′ :=
(
a1 +

ak+1

k
, . . . , ak +

ak+1

k

)
,

b′ :=

(
b1 +

bk+1

k
, . . . , bk +

bk+1

k

)
.

It is obvious that a′ and b′ satisfy the conditions in the induction hypothesis. Thus,

||a′ − b′||22 ≤
k − 1

k
. (6.7)

We calculate

||a′ − b′||22 =
k∑
i=1

(ai − bi +
ak+1 − bk+1

k
)2 (6.8)

=
k∑
i=1

(ai − bi)2 +
(ak+1 − bk+1)2

k
+

2(ak+1 − bk+1)

k
·

k∑
i=1

(ai − bi) (6.9)

=
k∑
i=1

(ai − bi)2 − (ak+1 − bk+1)2

k
, (6.10)

where the last equality comes from the fact
k∑
i=1

(ai − bi) = bk+1 − ak+1.

By assumptions,
k+1∑
i=1

ai = 1 and a1 ≥ a2 ≥ · · · ≥ ak+1 ≥ 0,

hence

ak+1 ∈
[
0,

1

k + 1

]
. (6.11)
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Similarly,

bk+1 ∈
[
0,

1

k + 1

]
. (6.12)

Combine (6.7), (6.10), (6.11) and (6.12),

||a− b||22 =
k+1∑
i=1

(ai − bi)2

≤ k − 1

k
+
k + 1

k
(ak+1 − bk+1)2

≤ k − 1

k
+
k + 1

k
· 1

(k + 1)2

≤ k

k + 1
.

Thus (6.6) also holds for n = k + 1. The proof is finished.

6.7.1.2 Proof of Theorem 54

To prove Theorem 54, we first present Lemma 57, Lemma 59, Lemma 60, Lemma 61 and

Lemma 62.

Lemma 57 and Lemma 59 provide the sample size requirements for correctly identifying

the TT of an s-a pair.

Lemma 57. For any state-action pair, suppose the ranking permutation of the estimated proba-

bility vector is the same with that of the underlying probability vector, then it would be identified

to its corresponding TT group correctly with O( 1
τ2

ln 1
δ
) samples, with probability at least 1− δ,

where τ is the TT gap defined in Definition 51.

Proof. For an state-action pair (s, a), define the observation vector of the ith sample as Zi =

[Is′=s1 , Is′=s2 , · · · , Is′=sS , r].
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Define Xn =
∑n

i=1 Zi − nθ(s, a), and set X0 = 0.

We first prove the sequence {Xn} is a vector-valued martingale.

E (Xn|X0, X1, · · · , Xn−1) = E

[
n∑
i=1

Zi − nθ(s, a)|X0, X1, . . . , Xn−1

]

= E

[
n−1∑
i=1

Zi − (n− 1)θ(s, a) + Zn − θ(s, a)|X0, X1, . . . , Xn−1

]

= Xn−1 + E[Zn − θ(s, a)]

= Xn−1

Obviously, E[‖Xn‖] <∞ for all n. Thus {Xn} is a (strong) martingale.

By application of the extended Hoeffding’s inequality [161], we get

Pr(‖ 1

n

n∑
i=1

Zi − θ(s, a)‖ ≥ ε) ≤ 2e2−nε
2

2

Set the failure probability as δ, we obtain n ≥ O( 1
ε2

ln 1
δ
).

Lemma 57 assumes perfect permutation, and Lemma 59 addresses the problem of how to

avoid notable corruptions of permutations. For ease of illustrating, we define the concept almost

the same and almost correct in Definition 58.

Definition 58 (Almost the same and almost correct). If for two probability vectors p and p′, their

ranking permutations σ and σ′ are the same except for elements whose difference is smaller than

O( ε(1−γ)√
SVmax

), then we call σ and σ′ almost the same. If p′ is the approximation of the ground truth

p, then we call σ′ almost correct.

Lemma 59. With Õ( 1
ν2

ln S
δ
) samples of a s-a pair, its transition permutation will be almost

correct, with probability 1− δ.
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Proof. Suppose there is a transition probability vector p with length l, as well as transition-

difference gap ν. We estimate p by randomly sampling indices 1, · · · , i, · · · , l according to the

probability distribution p. Let p̂ = [n(1)
n
, · · · , n(l)

n
].

For any two adjacent elements pi and pj (adjacent means there is no pk whose value is

between pi and pj), we want our estimations n(i)
n

and n(j)
n

to satisfy n(i)
n
> n(j)

n
. It is sufficient if

we guarantee n(i)
n

and n(j)
n

are respectively ν/2-close to pi and pj . By Hoeffding’s inequality,

P (|n(i)

n
− pi| >

ν

2
) ≤ 2 exp(−2n(ν/2)2)

Therefore, n ≥ O( 1
ν2

ln 1
δ
) is sufficient. By union bound, we have n ≥ O( 1

ν2
ln S

δ
).

Lemma 57 and Lemma 59 imply that the small threshold should satisfyms = Õ( 1
min{τ2,ν2}).

Then, Lemma 60 claims if horizon is set to be large enough, all s-a pairs will have sufficient

samples to be correctly grouped.

Lemma 60. If H = Õ(DSA
ω2 ), all state-action pairs in the task will have at least Õ( 1

ω2 ln TSA
δ

)

samples with probability 1− δ.

The proof of Lemma 60 is similar to Lemma 2.1 in paper [136].

Lemma 61 is a variant of the “simulation lemma” [154, 155] with TT estimation.

Lemma 61. For any two MDPs M and M̃ with the same S,A, µ, γ, if for any s-a pair (s, a), the

ranking permutations of p(s, a) and p̃(s, a) are almost the same, and g = (desc(p(s, a)), r(s, a))

as well as g̃ = (desc(p̃(s, a)), r̃(s, a)) satisfy ‖g(p) − g̃(p)‖ ≤ O( ε(1−γ)
Vmax

) and |g(r) − g̃(r)| ≤

O( ε(1−γ)
Vmax

), then for any policy π, |V π
M − V π

M̃
| ≤ ε.

Proof. For an s-a pair (s, a), suppose its ranking permutation in M is σ, and the ranking permu-

tation in M̃ is σ̃.
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We first assume σ and σ̃ are exactly the same. So we have g(p) = σ(p(s, a)) and g̃(p) =

σ(p̃(s, a)).

Thus ‖g(p) − g̃(p)‖ ≤ O( ε(1−γ)
Vmax

) implies ‖p(s, a) − p̃(s, a)‖ ≤ O( ε(1−γ)
Vmax

), because of the

property of permutation.

Similarly, |g(r) − g̃(r)| ≤ O( ε(1−γ)
Vmax

) implies |r(s, a)− r̃(s, a)| ≤ O( ε(1−γ)
Vmax

).

Then, following the standard proof [162, 163], it is easy to show |V π
M − V π

M̃
| ≤ ε.

Next, we allow σ and σ̃ be almost the same (see Definition 58), and show that it only causes

up to a constant factor increase in the value difference |V π
M − V π

M̃
|.

Without loss of generality, assume σ̃ only reverses σ in indices i and j, i.e., σ(i) = σ̃(j)

and σ(j) = σ̃(i). According to the definition of almost the same, pσ(i) − pσ(j) = pσ̃(j) − pσ̃(i) ≤

O( ε(1−γ)√
SVmax

) Then we have

‖p(s, a)− p̃(s, a)‖ = ‖σ−1(g(p))− σ̃−1(g̃(p))‖

= |g(p)
1 − g̃

(p)
1 |+ · · ·+ |g

(p)
i − g̃

(p)
j |+ |g

(p)
j − g̃

(p)
i |+ · · ·+ |g

(p)
S − g̃

(p)
S |

≤ ‖g(p) − g̃(p)‖+ |g(p)
i − g̃

(p)
j |+ |g

(p)
j − g̃

(p)
i |

≤ O(
ε(1− γ)

Vmax

) +O(
2ε(1− γ)√
SVmax

)

≤ (1 +
2√
S

)O(
ε(1− γ)

Vmax

)

Therefore, if σ̃ differs with σ in all indices, as long as they are almost the same, |V π
M −

V π
M̃
| ≤ 2ε. By adjusting the constant factor, |V π

M − V π
M̃
| ≤ ε also holds.

According to Lemma 61, if each TT gets O( ε(1−γ)
Vmax

)-accurate estimation, then all the s-

a transition dynamics associated with the same TT will be accurate enough to generate an ε-

optimal policy. Therefore, the regular known threshold m is still the same as in RMax, i.e.,
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m = Õ( SV 2
max

ε2(1−γ)2
). Note that the small threshold should not exceed the regular threshold, so

ms = Õ( 1
ω2 ), where ω = max{min(τ, ν),O( ε(1−γ)√

SVmax
)}. If τ or ν is smaller thanO( ε(1−γ)√

SVmax
), then

the small threshold becomes the regular threshold and O-TempLe degenerates to RMax.

Next, we show in Lemma 62 the total number of visits to unknown state-action pairs during

T tasks.

Lemma 62. The total number of visits to unknown s-a pairs during the execution of Algorithm 11

for T tasks is

Õ
(TSA
ω2

+
SGV 2

max

ε2(1− γ)2

)
(6.13)

Proof. For every task, Algorithm 11 first uses known threshold ms = Õ( 1
ω2 ) for all s-a pairs.

And the first ms visits to an s-a pair are all visits to unknowns. So all the SA s-a pairs over T

tasks take O(TSA
ω2 ) steps of visiting unknowns in total.

Once an s-a pair is roughly known (having visits more thanms), the TT is identified, and the

known threshold is changed to m for the s-a pair. If the corresponding TT is fully known (having

visits more than m), then the s-a pair immediately becomes fully known by incorporating all visit

counts of the TT. If the corresponding TT is not fully known yet, visits to the s-a pair are still

counted as visits to unknown, until the TT is known. Therefore, for every possible TT, there

are m unknown visits. And G TTs result in Gm unknown visits, which is the second term in

Equation 6.13

Now we can proceed to prove the main theorem.

Proof. (of Theorem 54) We apply the PAC-MDP theorem proposed by [163] to get the sample

complexity of O-TempLe. Proposition 1 in [163] claims that any greedy learning algorithm with

221



known set K and known state-action MDP MK satisfies 3 conditions (optimism, accuracy and

learning complexity) will follow a 4ε-optimal policy on all butO
(
ζ(ε,δ)
ε(1−γ)

ln 1
δ

ln 1
ε(1−γ)

)
timesteps

with probability 1−2δ, where ζ(ε, δ) is the total number of updates of action-value estimates plus

the number of visits to unknowns. This proposition, while it focuses on single-task learners, can

be easily adapted to work for multi-task learners, as shown in [136].

Now we verify that the required 3 conditions all hold for our algorithm.

(1) Qt(s, a) ≥ Q∗(s, a)− ε for any timestep t (optimism).

This condition naturally holds as the single-task learner RMax chooses actions by opti-

mistic value functions. O-TempLe does not change the way of choosing actions. It is similar for

using E3 or MBIE as the single-task learner.

(2) Vt(s)− V πt
MKt

(s) ≤ ε for any timestep t (accuracy).

An s-a pair is in MK if it is fully known, i.e., n(s, a) ≥ m. A part of n(s, a) may come

from the visits to other s-a pairs with the same TT. According to Lemma 61, condition (2) holds

if the estimation of the TT is within O( ε(1−γ)
Vmax

) accuracy. By Hoeffding’s inequality, to achieve

this accuracy, m = Õ( SV 2
max

ε2(1−γ)2
) samples are required for a TT.

(3) The total number of updates of action-value estimates plus the number of visits to unknowns

is bounded by ζ(ε, δ) (learning complexity).

Lemma 62 already gives the number of visits to unknown s-a pairs, and the updates of

action-value estimates will happen no more than TSA times for T tasks. Hence, ζ(ε, δ) =

Õ
(
TSA
ω2 + SGV 2

max

ε2(1−γ)2

)
.

Therefore, the sample complexity of O-TempLe is

Õ
((TSA

ω2
+

SGV 2
max

ε2(1− γ)2

)( Vmax

ε(1− γ)
ln

1

δ
ln

1

ε(1− γ)

))
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6.7.1.3 Proof of Theorem 55

Proof. (of Theorem 55)

The proof of Theorem 55 is similar to the proof of Theorem 54, because FM-TempLe is

adapted from O-TempLe. The only difference lies in the number of visits to unknown s-a pairs.

In the first phase, FM-TempLe is the same with O-TempLe, so the number of visits to

identify TTs is Õ(T1SA
ω2 ).

In the second phase, FM-TempLe avoids visiting all s-a pairs for at least ms times under

the help of finite models. As [136] shows, we need at most C2 informative s-a pairs to fully

identify a model, where an s-a pair is “informative” if at least two MDP models have sufficient

disagreement in its dynamics. Similarly with Lemma 60, Õ(DC
2

ω2 ) samples are enough to let all

these C2 informative s-a pairs roughly known. Then the correct model for the current task would

be identified. Thus, for every task in the second phase, Õ(DC
2

ω2 ) visits to unknowns are needed.

Finally, for each TT, its visits are shared among s-a pairs and tasks, no matter which phase

they are in. Hence there are still Õ( SGV 3
max

ω2ε(1−γ)
) visits to unknowns.

Adding the above three parts of visits to unknowns, and following the proof of Theorem 54,

we obtain the sample complexity of Theorem 55.
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6.7.2 Experiment Settings and Additional Results

6.7.2.1 Setups

Computing Infrastructure All experiments are conducted on a PC equipped with a 3.6 GHz

INTEL CPU of 6 cores.

Hyper-parameter Settings In Maze, an agent navigates with actions “up”, “down”, “left” and

“right”. The reward of the goal state is set to be 1.0, and the step cost is set as 0.2.

The base learners in FMRL, our O-TempLe and our FM-TempLe are chosen to be RMax

(known threshold being 500) without loss of generality. The threshold ms is set to be 50, the

number of episodes 3000, and the number of in-episode steps 30. τ̂ is set to be 0.15 for online

MTRL environments, and 0.24 for Finite-Model environments. Model gap Γ for FMRL and

FM-TempLe is set to be 0.6. In Finite-Model MTRL experiments, T1 is set to be 15 for both

FM-TempLe and FMRL.

The results are averaged over 20 runs. The randomization in the multiple runs comes from

different task sequences generated across runs, although the comparison in each run is done on

the same task sequence. We also provide the generated task sequences in our code to ensure

reproducibility.

6.7.2.2 Results of Varying Action Size

Our proposed method can also work when the action space of the tasks are different, which

could happen in transfer reinforcement learning (TRL) settings. For example, in a navigating

task, the available actions can be simply “up”, “down”, “left” and “right” (as shown in Fig-

224



ure 6.5a), but a more difficult task may also allow the actions “up-left”, “up-right”, “down-left”,

“down-right” (as shown in Figure 6.5b). Intuitively, there is some shared knowledge between

these two tasks, and the agent will learn the 8-action task better if it can transfer some knowledge

from the 4-action task. However, few existing methods can transfer appropriate knowledge be-

tween these two tasks without pre-defined inter-task mappings. In contrast, our proposed TempLe

is able to transfer knowledge between these two tasks without any prior knowledge.

In Figure 6.5c, we show the performance of Q-learning, RMax and TempLe on the 8-

action gridworld, where TempLe has already learned from a 4-action task and gathered the TT

information. The results suggest that TempLe automatically figures out the relation among the

state-action pairs in two tasks with different action spaces.
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Figure 6.5: Transfer learning with varying action size.

6.7.2.3 Universal Applicability of TempLe

We also observe that our proposed template learning is universally applicable to many clas-

sical stochastic environments. For example, all gridworld-based environments like FourRoom,

Taxi, FrozenLake [164], etc. In addition, Strehl et al. [165] propose 3 challenging MDPs as Fig-

ure 6.6 shows. It can be seen from these MDP definition that the number of templates is smaller

than the number of state-action pairs in all of them. For instance, the TT ((1, 0, · · · , 0), 0) ap-
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pears for multiple times in all of the three tasks. Thus, in each of the environments, TempLe can

transfer knowledge from known state-action pairs to unknown state-action pairs with the same

TT. More interestingly, since these tasks have some common TTs, if we sequentially learn these

three tasks, TempLe has the potential to transfer knowledge among them, in spite that they are

totally different environments in common sense.

Figure 6.6: Three challenging MDPs [165]: CasinoLand (top), RiverSwim (middle), and
SixArms (bottom). Each node in the graph is a state and each edge is labeled by one or more
transitions. A transition is of the form (a, p, r) where a is an action, p the probability that action
will result in the corresponding transition, and r is the reward for taking the transition.

Figure 6.7b Figure 6.7a, and Figure 6.7c respectively show the performance of TempLe

compared with baselines on RiverSwim[165], FourRoom and a large GridWorld, which are well-

known hard-to-explore environments. TempLe outperforms the single-task learners, because it
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can aggregate similar information in the environment, which saves samples and facilitates explo-

ration.
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Figure 6.7: Performance of O-TempLe on challenging single-task problems, compared with
RMax and Q-learning.

6.7.3 Discussion: Potential Extension to Deep RL

Model-based deep RL is an important research area [166, 167], where the learner learns a

dynamics model of the environment. More specifically, the learner attempts to learn a function

f (usually parameterized by a neural network θ) such that fθ(st) approximates st+1, where st is

the current state and st+1 is the next state. The reward function can be modeled in a similar way,

while we only discuss the transition model here for simplicity.

Our proposed TempLe can be extended to large-scale MDPs and deep RL to learn the

dynamics model more accurately. Below we explain the concrete method and some empirical

results.

TempLe is essentially estimating the “relative” transition among states due to the permuta-

tion operation. For example, TempLe considers the transition from s1 to s2 with probability 0.5 to

be similar to the transition from s7 to s8 with probability 0.5, since the relative state difference of

227



them is the same. This is equivalent to predicting a “state shift” in a continuous state space, which

is st+1 − st. In our paper, we focus on discrete state space and model the transition probabilities

with discrete distributions. Similarly, in the continuous case, we can use continuous distributions

(e.g. Gaussian) to approximately model the state shift, without doing state counting and ranking.

Note that Nagabandi et al. [167] also use the relative state shift in their deep RL model, whose

experiments have justified the advantages of using relative state shift rather than absolute state

difference. But their model is deterministic while we consider stochastic cases.

In addition to the relative state shift modeling, another key idea of TempLe is to cluster the

old state-action dynamics and augment the new state-action dynamics. In the continuous case, if

we assume the transition probabilities are from a mixture of Gaussian distributions, then a similar

cluster and augment method can also be used. The extended algorithm works as follows:

(1) use a neural network (NN) to predict the relative state shift: ∆̂ ≈ st+1 − st;

(2) approximately model ∆’s using a mixture of Gaussian (other distribution models are also

applicable). From the trajectories/history, we compute ∆ = st+1−st, cluster them (GEN-TT/TT-

UPDATE step of TempLe) and use the averaged ∆̄ from each Gaussian subpopulation/cluster to

improve the prediction of the NN by minimizing MSE(∆̂, ∆̄);

(3) use ∆̄ to augment the accuracy of ∆̂ by identifying it into an existing cluster (AUGMENT

step in TempLe). As a result, we can learn an accurate prediction model of the environment.

We implemented the above idea on the continuous environments CartPole, LunarLander

and Mujoco Hopper. We use a 2-layer MLP with 64 nodes per layer. The model learning methods

are summarized as below.

• Absolute. Directly predict the absolute next state.
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• Relative. Predict the relative state shift [167].

• Relative+augment (ours). Predict the relative state shift, and augment the model by clus-

tering.

The results are shown in Figure 6.8, where we can see that our method learns the most

accurate model compared with two baselines, because learning relative state shift reduces the

variance and the augmentation allows knowledge transferring among state-actions with similar

dynamics.
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Figure 6.8: Extending TempLe to deep RL.
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Chapter 7: Adapting to Novel Observation Feature Spaces

7.1 Introduction

Deep Reinforcement Learning (DRL) has the potential to be used in many large-scale ap-

plications such as robotics, gaming and automotive. In these real-life scenarios, it is an essential

ability for agents to utilize the knowledge learned in past tasks to facilitate learning in unseen

tasks, which is known as Transfer RL (TRL). Most existing TRL works [138, 168] focus on tasks

with the same state-action space but different dynamics/reward. However, these approaches do

not apply to the case where the observation space changes significantly.

Observation change is common in practice as in the following scenarios. (1) Incremen-

tal environment development. RL is used to train non-player characters (NPC) in games [169],

which may be frequently updated. When there are new scenes, characters, or obstacles added to

the game, the agent’s observation space will change accordingly. (2) Hardware upgrade/replacement.

For robots with sensory observations [170], the observation space could change (e.g. from text

to audio, from lidar to camera) as the sensor changes. (3) Restricted data access. In some RL

applications [171], agent observation contains sensitive data (e.g. inventory) which may become

unavailable in the future due to data restrictions. In these cases, the learner may have to discard

the old policy and train a new policy from scratch, as the policy has a significantly different input

space, even though the underlying dynamics are similar. But training an RL policy from scratch
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can be expensive and unstable. Therefore, there is a crucial need for a technique that transfers

knowledge across tasks with similar dynamics but different observation spaces.

Besides these existing common applications, there are more benefits of across-observation

transfer. For example, observations in real-world environments are usually rich and redundant,

so that directly learning a policy is hard and expensive. If we can transfer knowledge from

low-dimensional and informative vector observations (usually available in a simulator) to richer

observations, the learning efficiency can be significantly improved. Therefore, an effective trans-

fer learning method enables many novel and interesting applications, such as curriculum learning

via observation design.

1

2

3 Me: (1,1)

Goal: (4,3)

Representation Learning

Observed features

Policy Learning
1 2 3 4

same

latent
state

Source

Target

transfer

learning

Figure 7.1: An example of the transfer problem with changed observation space. The source-task
agent observes the x-y coordinates of itself and the goal, while the target-task agent observes a
top-down view/image of the whole maze. The two observation spaces are drastically different,
but the two tasks are structurally similar. Our goal is to transfer knowledge from the source task
to accelerate learning in the target task, without knowing or learning any inter-task mapping.

In this chapter, we aim to fill the gap and propose a new algorithm that can automatically

transfer knowledge from the old environment to facilitate learning in a new environment with

a (drastically) different observation space. In order to meet more practical needs, we focus on

the challenging setting where the observation change is: (1) unpredictable (there is no prior

knowledge about how the observations change), (2) drastic (the source and target tasks have
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significantly different observation feature spaces, e.g., vector to image), and (3) irretrievable

(once the change happens, it is impossible to query the source task, so that the agent can not

interact with both environments simultaneously). Note that different from many prior works

[172, 173], we do not assume the knowledge of any inter-task mapping. That is, the agent does

not know which new observation feature is corresponding the which old observation feature.

To remedy the above challenges and achieve knowledge transfer, we make a key observa-

tion that, if only the observation features change, the source and target tasks share the same latent

space and dynamics (e.g. in Figure 7.1, S (S) and S (T ) can be associated to the same latent state).

Therefore, we first disentangle representation learning from policy learning, and then accelerate

the target-task agent by regularizing the representation learning process with the latent dynamics

model learned in the source task. We show by theoretical analysis and empirical evaluation that

the target task can be learned more efficiently with our proposed transfer learning method than

from scratch.

Summary of Contributions.

(1) To the best of our knowledge, we are the first to discuss the transfer problem where the source

and target tasks have drastically different observation feature spaces, and there is no prior knowl-

edge of an inter-task mapping.

(2) We theoretically characterize what constitutes a “good representation” and analyze the suffi-

cient conditions the representation should satisfy.

(3) Theoretical analysis shows that a model-based regularizer enables efficient representation

learning in the target task. Based on this, we propose a novel algorithm that automatically trans-

fers knowledge across observation representations.

(4) Experiments in 7 environments show that our proposed algorithm significantly improves the
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learning performance of RL agents in the target task.

7.2 Related Work

Transfer RL across Observation Feature Spaces. Transferring knowledge between tasks

with different observation spaces has been studied for years. Many existing approaches[172, 173,

174] require an explicit mapping between the source and target observation spaces, which may

be hard to obtain in practice. Raiman et al. [175] introduce network surgery that deals with the

change in the input features by determining which components of a neural network model should

be transferred and which require retraining. However, it requires knowledge of the input feature

maps, and is not designed for drastic changes, e.g. vector to pixel. Sun et al. [12] propose a

provably sample-efficient transfer learning algorithm that works for different observation spaces

without knowing any inter-task mapping, but the algorithm is mainly designed for tabular RL

and model-based RL which uses the model to plan for a policy, different from our setting. Gupta

et al. [176] achieve transfer learning between two different tasks by learning an invariant feature

space, with a key time-based alignment assumption. We empirically compared this method with

our proposed transfer algorithm in Section 7.5. Our work is also related to state abstraction in

block MDPs, as studied by Zhang et al. [177]. But the problem studied in [177] is a multi-task

setting where the agent aims to learn generalizable abstract states from a series of tasks. Another

related topic is domain adaptation in RL [178, 179, 180], where the target observation space

(e.g. real world) is different from the source observation (e.g. simulator). However, domain

adaptation does not assume drastic observation changes (e.g. changed dimension). Moreover,

the aim of domain adaptation is usually zero-shot generalization to new observations, thus prior
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knowledge or a few samples of the target domain is often needed [179].

Representation Learning in RL. In environments with rich observations, representation

learning is crucial for the efficiency of RL methods. Learning unsupervised auxiliary tasks [181]

is shown to be effective for learning a good representation. The relationship between learning

policy-dependent auxiliary tasks and learning good representations has been studied in some

prior works [182, 183, 184], while our focus is to learn policy-independent auxiliary tasks to

facilitate transfer learning. Using latent prediction models to regularize representation has been

shown to be effective for various types of rich observations [185, 186]. Gelada et al. [187]

theoretically justify that learning latent dynamics model guarantees the quality of the learned

representation, while we further characterize the relationship between representation and learning

performance, and we utilize dynamics models to improve transfer learning. Zhang et al. [180]

use a bisimulation metric to learn latent representations that are invariant to task-irrelevant details

in observation. As pointed out by [188], invariant and sufficient representation is indeed minimal

sufficient, so it is an interesting future direction to combine our method with bisimulation metric

to learn minimal sufficient representations. There is also a line of work using contrastive learning

to train an encoder for pixel observations [189, 190, 191], which usually pre-train an encoder

based on image samples using self-supervised learning. However, environment dynamics are

usually not considered during pre-training. Our algorithm can be combined with these contrastive

learning approaches to further improve learning performance in the target task.
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7.3 Background and Problem Setup

Representation Learning in RL. Real-world applications usually have large observation

spaces for which function approximation is needed to learn the value or the policy. However,

directly learning a policy over the entire observation space could be difficult, as there is usually

redundant information in the observation inputs. A common solution is to map the large-scale

observation into a smaller representation space via a non-linear encoder (also called a represen-

tation mapping) φ : S → Rd, where d is the representation dimension, and then learn the pol-

icy/value function over the representation space φ(S). In DRL, the encoder and the policy/value

are usually jointly learned.

7.3.1 Transfer Across Different Observation Spaces

We aim to transfer knowledge learned from a source MDP to a target MDP, whose obser-

vation spaces are different while dynamics are structurally similar. Denote the source MDP as

M(S) = 〈S (S),A, P (S), R(S), γ〉, and the target MDP asM(T ) = 〈S (T ),A, P (T ), R(T ), γ〉. Note that S (S)

and S (T ) can be significantly different, such as S (S) being a low-dimensional vector space and S (T )

being a high-dimensional pixel space, which is challenging for policy transfer since the source

target policy have different input shapes and would typically be very different architecturally.

In this work, as motivated in the Introduction, we focus on the setting wherein the dynamics

((P (S), R(S)) and (P (T ), R(T ))) of the two MDPs between which we transfer knowledge are defined

on different observation spaces but share structural similarities. Specifically, we make the as-

sumption that there exists a mapping between the source and target observation spaces such that

the transition dynamics under the mapping in the target task share the same transition dynamics
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as in the source task. We formalize this in Assumption 2:

Assumption 2. There exists a function f : S (T ) → S (S) such that ∀o(T )

i , o
(T )

j ∈ S (T ),∀a ∈ A,

P (T )(o(T )

j |o
(T )

i , a) = P (S)(f(o(T )

j )|f(o(T )

i ), a), R(T )(o(T )

i , a) = R(S)(f(o(T )

i ), a).

Remarks. (1) Assumption 2 is mild as many real-world scenarios fall under this assump-

tion. For instance, when upgrading the cameras of a patrol robot to have higher resolutions, such

a mapping f can be a down-sampling function. (2) f is a general function without extra restric-

tions. f can be a many-to-one mapping, i.e., more than one target observations can be related to

the same observation in the source task. f can be non-surjective, i.e., there could exist source

observations that do not correspond to any target observation.

Many prior works [173, 174] have similar assumptions, but require prior knowledge of

such an inter-task mapping to achieve knowledge transfer. However, such a mapping might not

be available in practice. As an alternative, we propose a novel transfer algorithm in the next

section that does not assume any prior knowledge of the mapping f . The proposed algorithm

learns a latent representation of the observations and a dynamics model in this latent space, and

then the dynamics model is transferred to speed up learning in the target task.

7.4 Proposed Approach

In this section, we first formally characterize “what a good representation is for RL” in

Section 7.4.1, then introduce our proposed transfer algorithm based on representation regulariza-

tion in Section 7.4.2, and next provide theoretical analysis of the algorithm in Section 7.4.3.
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7.4.1 Characterizing Conditions for Good Representations

As discussed in Section 7.3, real-world applications usually have rich and redundant ob-

servations, where learning a good representation [181, 183] is essential for efficiently finding

an optimal policy. However, the properties that constitute a good representation for an RL task

are still an open question. Some prior works [182, 183, 187] have discussed the representation

quality in DRL, but we take a different perspective and focus on characterizing the sufficient

properties of representation for learning a task.

Given a representation mapping φ, the Q value of any (o, a) ∈ S × A can be approx-

imately represented by a function of φ(o), i.e., Q̂(o, a) = h(φ(o); θa), where h is a function

parameterized by θa. To study the relation between representation quality and approximation

quality, we define an approximation operator Hφ, which finds the best Q-value approximation

based on φ. Formally, let Θ denote the parameter space of function h ∈ H, then ∀a ∈ A,

HφQ(o, a) := h(φ(o); θ∗a), where θ∗a = argminθ∈ΘEo[‖h(φ(o); θ)−Q(φ(o), a)‖]. Such a function

h can be realized by neural networks as universal function approximators [192]. Therefore, the

value approximation error ‖Q −HφQ‖ only depends on the representation quality, i.e., whether

we can represent the Q value of any state o as a function of the encoded state φ(o).

The quality of the encoder φ is crucial for learning an accurate value function or learning a

good policy. The ideal encoder φ should discard irrelevant information in the raw observation but

keep essential information. In supervised or self-supervised representation learning [188, 193],

it is believed that a good representation φ(X) of input X should contain minimal information

of X which maintaining sufficient information for predicting the label Y . However, in RL, it is

difficult to identify whether a representation is sufficient, since there is no label corresponding
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to each input. The focus of an agent is to estimate the value of each input o ∈ S, which is

associated with some policy. Therefore, we point out that the representation quality in RL is

policy-dependent. Below, we formally characterize the sufficiency of a representation mapping

in terms of a fixed policy and learning a task.

Sufficient Representation for A Fixed Policy. We slightly abuse notation and use Hφ to

denote the approximation operator for state value function V : S → R, similar to the approxima-

tion of Q as introduced in Section 7.4.1. The following definition characterizes the sufficiency of

a representation mapping in terms of evaluating a fixed policy.

Definition 63 (Sufficient Representation for A Fixed Policy). A representation mapping φ is

sufficient for a policy π w.r.t. approximation operatorHφ iffHφV
π = V π. More generally, for a

constant ε ≥ 0, Φ is ε-sufficient for π iff ‖HφV
π − V π‖ ≤ ε.

Remarks. (1) If o1, o2 ∈ S have different values under π, a good representation should be

able to distinguish them, i.e., φ∗(o1) 6= φ∗(o2).

(2) The approximation operator Hφ is linear if HφV = ProjΦ(V ) where ProjΦ(·) denotes the

orthogonal projection to the subspace spanned by the basis functions of 〈φ1, φ2, · · · , φd〉.

Sufficient Representation for Learning A Task. The goal of RL is to find an optimal

policy. Therefore, it is not adequate for the representation to only fit one policy. Intuitively, a

representation mapping is sufficient for learning if we are able to find an optimal policy over

the representation space φ(S), which requires multiple iterations of policy evaluation and policy

improvement. Definition 64 below defines a set of “important” policies for learning with φ(S).

Definition 64 (Encoded Deterministic Policies). For a given representation mapping φ(·), define

an encoded deterministic policy set ΠD
φ as the set of policies that are deterministic and take the
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same actions for observations with the same representations. Formally,

ΠD
φ := {π ∈ Π | ∃π̃ : φ(S)→ A s.t. ∀o ∈ S, π(o) = π̃(φ(o))}, (7.1)

where π̃ is a mapping from the representation space to the action space.

A policy π is in ΠD
φ if it does not distinguish o1 and o2 when φ(o1) = φ(o2). Therefore, ΠD

φ

can be regarded as deterministic policies that make decisions for encoded observations. Now, we

define the concept of sufficient representation for learning in an MDP.

Definition 65 (Sufficient Representation for Learning). A representation mapping φ is sufficient

for a taskM w.r.t. approximation operatorHφ ifHφQπ = Qπ for all π ∈ ΠD
φ . Furthermore,

• φ is linearly-sufficient for learningM if ∃θa s.t. Qπ(o, a) = φ(o)>θa, ∀a ∈ A, π ∈ ΠD
φ .

• φ is ε-sufficient for learningM if ‖HφQπ −Qπ‖ ≤ ε, ∀π ∈ ΠD
φ .

Definition 65 suggests that the representation is sufficient for learning a task as long as it is

sufficient for policies in ΠD
φ . Then, the lemma below justifies that a nearly sufficient representa-

tion can ensure that approximate policy iteration converges to a near-optimal solution.

Lemma 66 (Error Bound for Approximate Policy Iteration). If φ is ε-sufficient for taskM (with

`∞ norm), then the approximated policy iteration with approximation operator Hφ starting from

any initial policy that is encoded by φ (π0 ∈ ΠD
φ ) satisfies

lim sup
k→∞

‖Q∗ −Qπk‖∞ ≤
2γ2ε

(1− γ)2
, (7.2)

where πk is the policy in the k-th iteration.

Lemma 66, proved in Section 7.7.1.1, is extended from the error bound provided by [194].

For simplicity, we consider the bound in `∞, but tighter bounds can be derived with other

norms [195], although a tighter bound is not the focus of this chapter.
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How Can We Learn A Sufficient Representation? So far we have provided a principle

to define whether a given representation is sufficient for learning. In DRL, the representation is

learned together with the policy or value function using neural networks, but the quality of the

representation may be poor [183], which makes it hard for the agent to find an optimal policy.

Based on Definition 65, a natural method to learn a good representation is to let the represen-

tation fit as many policy values as possible as auxiliary tasks, which matches the ideas in other

works. For example, Bellemare et al. [182] propose to fit a set of representative policies (called

adversarial value functions). Dabney et al. [183] choose to fit the values of all past policies

(along the value improvement path), which requires less computational resource. Different from

these works that directly fit the value functions of multiple policies, in Section 7.4.2, we propose

to fit and transfer an auxiliary policy-independent dynamics model, which is an efficient way to

achieve sufficient representation for learning and knowledge transfer, as theoretically justified in

Section 7.4.3.

Algorithm 13: Source Task Learning
1 Input: Regularization weight λ; update frequency m for stable encoder.
2 Initialize encoder φ(S), stable encoder φ̂(S), policy π(S), transition prediction network P̂

and reward prediction network R̂.
3 for t = 0, 1, · · · do
4 Take action at ∼ π(S)(φ(S)(o(S)

t )), get next observation o(S)

t+1 and reward rt, store to
buffer.

5 Sample a mini-batch {oi, ai, ri, o′i}Ni=1 from the buffer.
6 Update P̂ and R̂ using one-step gradient descent with∇P̂LP (φ̂(S); P̂ ) and

∇R̂LR(φ̂(S); R̂), where LP and LR are defined in Equation (7.3).
7 Update encoder and policy by

minπ(S),φ(S) Lbase(φ
(S), π(S)) + λ

(
LP (φ(S); P̂ ) + LR(φ(S); R̂)

)
.

8 if t | m then
9 Update the stable encoder φ̂(S) ← φ(S).

240



Algorithm 14: Target Task Learning with Transferred Dynamics Models

1 Input: Regularization weight λ; dynamics models P̂ and R̂ learned in the source task.
2 Initialize encoder φ(T ), policy π(T )

3 for t = 0, 1, · · · do
4 Take action at ∼ π(T )(φ(T )(o(T )

t )), get next observation o(T )

t+1 and reward rt, store to
buffer.

5 Sample a mini-batch {oi, ai, ri, o′i}Ni=1 from the buffer.
6 Update encoder and policy by

minφ(T ),π(T ) Lbase(φ
(T ), π(T )) + λ

(
LP (φ(T ); P̂ ) + LR(φ(T ); R̂)), where LP and LR are

defined in Equation (7.3).

7.4.2 Algorithm: Learning and Transferring Model-based Regularizer

Our goal is to use the knowledge learned in the source task to learn a good representation

in the target task, such that the agent learns the target task more easily than learning from scratch.

Since we focus on developing a generic transfer mechanism, the base learner can be any DRL

algorithms. We use Lbase to denote the loss function of the base learner.

As motivated in Section 7.4.1, we propose to learn policy-independent dynamics models

for producing high-quality representations: (1) P̂ which predicts the representation of the next

state based on current state representation and action, and (2) R̂ which predicts the immediate

reward based on current state representation and action. For a batch of N transition samples

{oi, ai, o′i, ri}Ni=1, define the transition loss and the reward loss as:

LP (φ, P̂ ) =
1

N

N∑
i=1

(P̂ (φ(oi), ai)− φ̄(o′i))
2, LR(φ, R̂) =

1

N

N∑
i=1

(R̂(φ(oi), ai)− ri)2 (7.3)

where φ̄(o′i) denotes the representation of the next state o′i with stop gradients. In order to fit

a more diverse state distribution, transition samples are drawn from an off-policy buffer, which

stores shuffled past trajectories.
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Figure 7.2: The architecture of proposed method. P̂
and R̂ are learned in the source task, then transferred
to the target task and fixed during training.

The learning procedures for the

source task and the target task are illus-

trated in Algorithm 13 and Algorithm 14,

respectively. Figure 7.2 depicts the ar-

chitecture of the learning model for both

source and target tasks. z = φ(o) and

z′ = φ̄(o′) are the encoded observation

and next observation. Given the current

encoding z and the action a, the dynamics models P̂ and R̂ return the predicted next encoding

ẑ′ = P̂ (z, a) and predicted reward r̂ = R̂(z, a). Then the transition loss is the mean squared

error (MSE) between z′ and ẑ′ in a batch; the reward loss is the MSE between r and r̂ in a batch.

In the source task (Algorithm 13): dynamics models P̂ and R̂ are learned by minimizing

LP and LR, which are computed based on a recent copy of encoder called stable encoder φ̂(S)

(Line 5). The computation of the stable encoder is to help the dynamics models converge, as the

actual encoder φ(S) changes at every step. Note that a stable copy of the network is widely used

in many DRL algorithms (e.g. the target network in DQN), which can be directly regarded as

φ̂(S) without maintaining an extra network. The actual encoder φ(S) is regularized by the auxiliary

dynamics models P̂ and R̂ (Line 6).

In the target task (Algorithm 14): dynamics model P̂ and R̂ are transferred from the

source task and fixed during learning. Therefore, the learning of φ(T ) is regularized by static

dynamics models, which leads to faster and more stable convergence than naively learning an

auxiliary task.

Relation and Difference with Model-based RL and Bisimulation Metrics. Learning a
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dynamics model is a common technique in model-based RL [196, 197], whose goal is to learn an

accurate world model and use the model for planning. The dynamics model could be learned on

either raw observations or representations. In our framework, we also learn a dynamics model,

but the model serves as an auxiliary task, and learning is still performed by the model-free base

learner with Lbase. Bisimulation methods [180, 198] aim to approximate the bisimulation dis-

tances among states by learning dynamics models, whereas we do not explicitly measure the

distance among states. Note that we also do not require a reconstruction loss that is common in

literature [186].

7.4.3 Theoretical Analysis: Benefits of Transferable Dynamics Model

The algorithms introduced in Section 7.4.2 consist of two designs: learning a latent dy-

namics model as an auxiliary task, and transferring the dynamics model to the target task. In this

section, we show theoretical justifications and practical advantages of our proposed method. We

aim to answer the following two questions: (1) How does learning an auxiliary dynamics model

help with representation learning? (2) Is the auxiliary dynamics model transferable?

For notational simplicity, let Pa and Ra denote the transition and reward functions associ-

ated with action a ∈ A. Note that Pa and Ra are independent of any policy. We then define the

sufficiency of a representation mapping w.r.t. dynamics models as below.

Definition 67 (Policy-independent Model Sufficiency). For an MDPM, a representation map-

ping φ is sufficient for its dynamics (Pa, Ra)a∈A if ∀a ∈ A, there exists functions P̂a : Rd → Rd

and R̂a : Rd → R such that ∀o ∈ S, P̂a(φ(o)) = Eo′∼Pa(o)[φ(o′)], R̂a(φ(o)) = Ra(o).

Remarks. (1) φ is exactly sufficient for dynamics (Pa, Ra)a∈A when the transition function
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P is deterministic. (2) If P is stochastic, but we have maxo,a ‖Eo′∼Pa(o)[φ(o′)]− P̂a(φ(o))‖ ≤ εP

and maxo,a |Ra(o) − R̂a(φ(o))| ≤ εR, then φ is (εP , εR)-sufficient for the dynamics of M.

Next we show by Proposition 68 and Theorem 69 that learning sufficiency can be achieved via

ensuring model sufficiency.

Proposition 68 (Learning Sufficiency Induced by Policy-independent Model Sufficiency). Con-

sider an MDPMwith deterministic transition function P and reward functionR. If φ is sufficient

for (Pa, Ra)a∈A, then it is sufficient (but not necessarily linearly sufficient) for learning inM.

Proposition 68 shows that, if the transition is deterministic and the model errors LP , LR are

zero, then φ is exactly sufficient for learning.

Error Bound with Imperfect Representation. More generally, if the transition function

P is not deterministic, and model fitting is not perfect, the learned representation can still be

nearly sufficient for learning as characterized by Theorem 69 below, which is extended from a

variant of the value difference bound derived by [187]. Proposition 68 and Theorem 69 justify

that learning the latent dynamics model as an auxiliary task encourages the representation to be

sufficient for learning. The model error LP and LR defined in Section 7.4.2 can indicate how

good the representation is.

We follow the analysis by [187] and define a new MDP under the representation mapping

φ: M̃ = 〈S̃,A, P̃ , R̃, γ〉, where for all o ∈ S, φ(o) ∈ S̃, P̃ (φ(o), a) = P̂aφ(o), R̃(φ(o), a) =

R̂aφ(o). Let Ṽ denote the value function in M̃, and let π̃ denote a policy in M̃. We make the

following mild assumption

Assumption 3. There exists a constant Kφ,V such that

|Ṽπ̃(φ(o1))− Ṽπ̃(φ(o2))| ≤ Kφ,V ‖φ(o1)− φ(o2)‖,∀π̃ : Õ → A, o1, o2 ∈ S.
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This assumption is mild as any MDP with bounded reward has bounded value functions.

Theorem 69. For an MDPM, if representation mapping φ is (εP , εR)-sufficient for the dynamics

ofM, then approximate policy iteration with approximation operatorHφ starting from any initial

policy π0 ∈ ΠD
φ satisfies

lim sup
k→∞

‖Q∗ −Qπk‖∞ ≤
2γ2

(1− γ)3
(εR + γεPKφ,V ). (7.4)

where Kφ,V is an upper bound of the value Lipschitz constant as defined in Assumption 3.

Transferring Model to Get Better Representation in Target. Although Proposition 68

shows that learning auxiliary dynamics models benefits representation learning, finding the op-

timal solution is non-trivial since one still has to learn P̂ and R̂. Therefore, the main idea of

our algorithm is to transfer the dynamics models P̂ , R̂ from the source task to the target task, to

ease the learning in the target task. Theorem 70 below guarantees that transferring the dynamics

models is feasible. Our experimental result in Section 7.5 verifies that learning with transferred

and fixed dynamics models outperforms learning with randomly initialized dynamics models.

Theorem 70 (Transferable Dynamics Models). Consider a source task M(S) and a target task

M(T ) with deterministic transition functions. Suppose φ(S) is sufficient for (P (S)

a , R
(S)

a )a∈A with

functions P̂a, R̂a, then there exists a representation φ(T ) satisfying P̂a(φ(o)) = Eo′∼P (T )
a (o)[φ(o′)],

R̂a(φ(o)) = R(T )

a (o), for all o ∈ S (T ), and φ(T ) is sufficient for learning inM(T ).

Theorem 70 shows that the learned latent dynamics models P̂ , R̂ are transferable from

the source task to the target task. For simplicity, Theorem 70 focuses on exact sufficiency as

in Proposition 68, but it can be easily extended to ε-sufficiency if combined with Theorem 69.

Proofs for Proposition 68, Theorem 69 and Theorem 70 are all provided in Section 7.7.1.

Trade-off between Approximation Complexity and Representation Complexity. As
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suggested by Proposition 68, fitting policy-independent dynamics encourages the representation

to be sufficient for learning, but not necessarily linearly sufficient. Therefore, we suggest using

a non-linear policy/value head following the representation to reduce the approximation error.

In contrast, linear sufficiency can be achieved if φ is made linearly sufficient for Pπ and Rπ

for all π ∈ ΠD
φ , where Pπ and Rπ are transition and reward functions induced by policy π.

It can be found from Definition 65 that φ is sufficient as long as it represents Qπ for all π ∈

ΠD
φ . Fitting various value functions to improve representation quality is proposed by some prior

works [182, 183] and shown to be effective. However, learning and fitting many policy values

could be computationally expensive, and is not easy to be applied to transfer learning between

tasks with different observation spaces. Can we regularize the representation with the latent

dynamics instead of policy values? Proposition 71 below shows that if φ is linearly sufficient for

all dynamics pairs (Pπ, Rπ) induced by policies in ΠD
φ and the dynamics pairs associated with all

actions, then φ is linearly sufficient for learning.

For notation simplicity, assume the state space is finite. Then, let (Pπ, Rπ) be the transition

matrix and reward vector induced by policy π, i.e., Pπ[i, j] = Ea∼π(oi)[P (oj|oi, a)], Rπ[i] =

Ea∼π(oi)[R(oi, a)]. Similarly, let Pa[i, j] = P (oj|oi, a), Ra[i] = R(oi, a). We let Φ denote the

representation matrix, where the i-th row of Φ refers to the feature of the i-the observation.

Proposition 71 (Linear Sufficiency Induced by Policy-based Model Sufficiency). For represen-

tation Φ, if for all π ∈ ΠD
φ , a ∈ A, there exist P̂π, R̂π, P̂a, R̂a such that ΦP̂π = PπΦ, ΦR̂π = Rπ,

ΦP̂a = PaΦ,ΦR̂a = Ra, i.e. Φ is linearly sufficient both policy-based dynamics and policy-

independent dynamics models, i.e., then Φ is linearly sufficient for a taskM w.r.t. approximation

operatorHφ.
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Proposition 71 proven in Section 7.7.1.3 suggests that we can let representation fit (Pπ, Rπ)

for many different π’s. However, it could be computationally intractable since the policy space

is large. More importantly, it is not memory-friendly to store and transfer a large number of

dynamics models for all (P̂π, R̂π). In our Proposition 68, we show that learning sufficiency can

be induced by policy-independent model sufficiency, which is much simpler as there is no need to

learn and store (P̂π, R̂π) for many policies. As a trade-off, the policy-independent model induces

non-linear sufficiency instead of linear sufficiency, requiring a more expressive approximation

operator.

However, using this method for transfer learning is expensive in terms of both computation

and memory, as it requires to learn Pπ and Rπ for many different π’s and store these models for

transferring to the target task. Therefore, there is a trade-off between approximation complexity

and representation complexity. Learning a linearly sufficient representation reduces the complex-

ity of the approximation operator. But it requires more complexity in the representation itself as

it has to satisfy much more constraints. To develop a practical and efficient transfer method, we

use a slightly more complex approximation operator (non-linear policy head) while keeping the

auxiliary task simple and easy to transfer across tasks.

7.5 Empirical Results

We empirically evaluate our transfer learning algorithm in various environments and mul-

tiple observation-change scenarios. Detailed experiment setup and hyperparameters are in Sec-

tion 7.7.2.
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7.5.1 Experiment Setting

Baselines. To verify the effectiveness of our proposed transfer learning method, we com-

pare our transfer learning algorithm with 4 baselines: (1) Single: a single-task base learner.

(2) Auxiliary: learns auxiliary models from scratch to regularize representation. (3) Fine-tune:

loads and freezes the source policy head, and retrains an encoder in the target task. (4) Time-

aligned [176]: supposes the target task and the source task proceed to the same latent state given

the same action sequence, and pre-trains a target-task encoder with saved source-task trajectories.

More details of baseline implementations are in Section 7.7.2.1.

Scenarios. As motivated in Section 7.1, there are many scenarios where one can benefit

from transfer learning across observation feature spaces. We evaluate our proposed transfer al-

gorithm in 7 environments that fit various scenarios, to simulate real-world applications:

(1) Vec-to-pixel: a novel and challenging scenario, where the source task has low-dimensional

vector observations and the target task has pixel observations. We use 3 vector-input environ-

ments CartPole, Acrobot and Cheetah-Run as source tasks, and use the rendered image in the

target task.

(2) More-sensor: another challenging scenario where the target task has a lot more sensors than

the source task. We use 3 MuJoCo environments: HalfCheetah, Hopper and Walker2d, whose

original observation dimensions are 17, 11 and 17, respectively. We add mass-based inertia and

velocity (provided by MuJoCo’s API), resulting in 145, 91, 145 dimensions in the corresponding

target tasks.

(3) Broken-sensor: we use an existing game 3DBall contained in the Unity ML-Agents Toolkit [169],

which has two different observation specifications that naturally fit our transfer setting: the source
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Figure 7.3: Our proposed transfer method outperforms all baselines in target tasks over all tested
scenarios. (The dashed green lines are the learning curves in source tasks.) Results are averaged
over 10 random seeds.

observation has 8 features containing the velocity of the ball; the target observation does not have

the ball’s velocity, thus the agent has to stack the past 9 frames to infer the velocity. Please see

Section 7.7.2.2 for more detailed descriptions of all the 7 environments.

Base DRL Learners. What we propose is a transfer learning mechanism that can be com-

bined with any existing DRL methods. For environments with discrete action spaces (CartPole,

Acrobot), we use the DQN algorithm [1], while for environments with continuous action spaces

(Cheetah-Run, HalfCheetah, Hopper, Walker2d, 3DBall), we use the SAC algorithm [98]. To

ensure a fair comparison, we use the same base DRL learner with the same hyperparameter set-

tings for all tested methods, as detailed in Section 7.7.2.3. As is common in prior works, our

implementation of the RL algorithms is mostly a proof of concept, thus many advanced training

techniques are not included (e.g. Rainbow DQN).
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7.5.2 Experiment Results

Experimental results on all tested environments are shown in Figure 7.3. We can see that

our proposed transfer method learns significantly better than the single-task learner, and also out-

performs all baselines in the challenging target tasks. Our transfer method outperforms Auxiliary

since it transfers dynamics model from the source task instead of learning it from scratch, and

outperforms Fine-tine since it regularizes the challenging encoder learning with a model-based

regularizer. The Time-aligned method, although requires additional pre-training that is not shown

in the figures, does not work better than Single in most environments, because the time-based

alignment assumption may not hold as discussed in Section 7.7.2.1. In some environments (e.g.

Hopper, Walker2d, 3DBall), our transfer algorithm even achieves better asymptotic performance

than the source-task policy, which suggests that our method can be used for improving the policy

with incremental observation design. To the best of our knowledge, we are the first to achieve ef-

fective knowledge transfer from a vector-input environment to a pixel-input environment without

any pre-defined mappings.

7.5.3 Ablation Study and Discussion

Ablation Study: Transferring Different Components. Figure 7.4 shows the ablation

study of our method in continuous control tasks. We compare our method with the following

variants: (1) learning auxiliary tasks without transfer, (2) only transferring transition models P̂

and (3) only transferring reward models R̂.

Compared with the single-task learning baseline (the blue curves), we find that all the variants

of our method can make some improvements, which suggests that learning dynamics models
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as auxiliary tasks, transferring P̂ and R̂ are all effective designs for accelerating the target task

learning. Finally, our method (the red curves) that combines the above components achieves the

best performance, justifying the effectiveness of our transfer algorithm.
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Figure 7.4: Ablation study of our method on different transferred components.

Sanity Check: Effectiveness of the Proposed Transfer Method. We conduct another

ablation study to evaluate each component of our algorithm in the CartPole environment as shown

in Figure 7.5. We find that when transferring the dynamics models with only a linear value

head (the green curve), the agent fails to learn a good policy as we analyzed in Section 7.4.3.

If the dynamics models (P̂ , R̂) are randomly generated instead of being transferred from the

source task (the orange curve), the agent does not learn, either. More importantly, if we learn

dynamics models as auxiliary tasks in the target task without transferring them from the source

(the purple curve), the agent learns a little better than a vanilla agent, but is worse than our

proposed transfer algorithm. These empirical results have verified our theoretical insights and

shown the effectiveness of our algorithm design.

Hyper-parameter Test. Figure 7.6 further visualizes how the hyperparameter λ (regular-

ization weight) influences the transfer performance in the Vec-to-pixel CartPole environment. It

can be found that the agent generally benefits from a larger λ, which suggests that the model-

based regularization has a positive impact on the learning performance. For a wide range of λ’s,

the agent always outperforms the learner without transfer (the learner with λ = 0). Therefore,
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our algorithm is not sensitive to the hyperparameter λ, and a larger λ is preferred to get better

performance.
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Figure 7.5: In the Vec-to-pixel CartPole en-
vironment, sanity check verifies the effec-
tiveness of our algorithm design. Results
are averaged over 20 random seeds.
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7.6 Conclusion

In this chapter, we identify and propose a solution to an important but rarely studied prob-

lem: transferring knowledge between tasks with drastically different observation spaces where

inter-task mappings are not available. We propose to learn a latent dynamics model in the source

task and transfer the model to the target task to facilitate representation learning. Theoretical

analysis and empirical study justify the effectiveness of the proposed algorithm.

Potential Limitations and Solutions. As Figure 6.3 shows, in some environments such

as HalfCheetah, our transfer algorithm significantly outperforms baselines without transfer. But

in Walker2d, the improvement is less significant, although transferring is still better than not

transferring. This phenomenon is common in model-based learning [167], as state predicting in

Walker2d is harder than that in HalfCheetah due to the complexity of the dynamics. Therefore,

252



we suggest using our method to transfer when the learned models (P̂ , R̂) in the source task are

relatively good (error is low). More techniques of improving model-based learning, such as

bisimulation [180, 198], can be applied to further improve the transfer performance.

7.7 Supplemental Materials: Proofs and Additional Details

7.7.1 Theoretical Analysis and Proofs

7.7.1.1 Proof of Lemma 66

Proof of Lemma 66. We first show that policy iteration with approximation operator Hφ starting

from a policy π0 ∈ ΠD
φ generates a sequence of policies that are in ΠD

φ . That is, for all πk, and

any o1, o2 ∈ S, πk(o1) = πk(o2) if φ(o1) = φ(o2). We prove this claim by induction.

Base case: when k = 0, π0 ∈ ΠD
φ .

Inductive step: assume πk ∈ ΠD
φ for k ≥ 0, then for iteration k + 1, we know that

πk+1(o) := argmaxaQk(o, a) (7.5)

where Qk = HφQπk .

Based on the definition ofHφ,Qk(o, a) = f(φ(o); θa) for some θa. Hence, if o1 and o2 have

the same representation, Qk(o1, ·) and Qk(o2, ·) are equal. As a result, πk+1(o1) and πk+1(o2) are

equal, so πk+1 ∈ ΠD
φ .

Next we prove the error bound in Lemma 66. We start by restating the error bounds for

approximate policy iteration by [194]:

limsupk→∞‖V ∗ − V πk‖∞ ≤
2γ

(1− γ)2
supk‖Vk − V πk‖∞ (7.6)

where πk is the policy in the k-th iteration. Then we extend the above result to the action value
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Q.

For any πk during the policy iteration (as proven above, πk ∈ ΠD
φ ), if φ is ε-sufficient

for M as defined in Definition 65 with `∞ norm, then we have ‖Qk − Qπk‖∞ ≤ ε. That is,

∀o ∈ S, a ∈ A, |Qk(o, a)−Qπk(o, a)| ≤ ε. Therefore, ∀o ∈ S,

|Vk(o)− Vπk(o)| = |
∑
a∈A

π(a|o)(Qk(o, a)−Qπk(o, a))| ≤ ε (7.7)

On the other hand, we can derive

‖Q∗ −Qπk‖∞ = max
o,a
|Q∗(o, a)−Qπk(o, a)| (7.8)

= max
o,a
|R(o, a) + γ

∑
o′∈S

P (o′|o, a)V ∗(o′)−R(o, a)− γ
∑
o′∈S

P (o′|o, a)Vπk(o
′)|

(7.9)

= γ‖V ∗ − Vπk‖∞ (7.10)

Combining Equation (7.7) and (7.10), we obtain

limsupk→∞‖Q∗ −Qπk‖∞ ≤
2γ2

(1− γ)2
ε. (7.11)

7.7.1.2 Proof of Proposition 68

Proof of Proposition 68. Given that P is deterministic for o ∈ S, a ∈ A, we slightly abuse

notation and let o′ = P (o, a) = Pa(o) if P (o′|o, a) = 1. If φ is sufficient for the dynamics models,

i.e. ∀o ∈ S, a ∈ A, P̂aφ(o) = φ(Pa(o)), R̂aφ(o) = Ra(o). Then, we can define a new MDP

M̃ = 〈S̃,A, P̃ , R̃, γ〉, where for all o ∈ S , φ(o) ∈ S̃, and P̃ (φ(o), a) = P̂aφ(o) = φ(P (o, a)),

R̃(φ(o), a) = R̂aφ(o) = R(o, a).

Any policy π ∈ ΠD
φ , based on the definition of ΠD

φ , can be written as π̃ ◦ φ, where π̃ is a
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deterministic policy in M̃. Next, we show that for all o ∈ S, a ∈ A, Qπ(o) = Q̃π̃(φ(o)).

By definition of the Q value, we know

Qπ(o, a) = Eπ,P [
∞∑
t=0

γtR(ot, at)|o0 = o, a0 = a] (7.12)

Q̃π̃(φ(o)) = Eπ̃,P̃ [
∞∑
t=0

γtR̃(õt, ãt)|õ0 = φ(o), ã0 = a] (7.13)

We claim that in the above equations, õt = φ(ot), ãt = at, for all t ≥ 0. We prove the claim

by induction.

When t = 0, the claim holds as õ0 = φ(o0) = φ(o), ã0 = a0 = a.

Then, with inductive hypothesis that õt = φ(ot), ãt = at, we show the claim holds for t+1:

Action: at+1 = π(ot+1) = π̃(φ(ot+1)) = ãt+1.

State: õt+1 = P̃ (õt, at) = P̃ (φ(ot), at) = φ(P (ot, at)) = φ(ot+1).

Hence, we have shown õt = φ(ot), ãt = at, for all t ≥ 0, then the reward in the t-th step

of Equation (7.12) and (7.13) are the same, as R̃(õt, ãt) = R̃(φ(ot), at) = R(ot, at). Therefore,

Qπ(o) = Q̃π̃(φ(o)).

Therefore, for any π ∈ ΠD
φ , its action value can be represented by Q̃π̃ ◦ φ. Therefore, φ is

sufficient for learning inM.

Next, we show that φ is not necessarily linearly sufficient for learning the task.

Consider an arbitrary policy π ∈ ΠD
φ . Without loss of generality, suppose Rπ is linearly
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represented by φ, i.e. Ra(o, a) = φ(o)>R̂a, then we have

Rπ(o) =
∑
a∈A

π(a|φ(o))Ra(o, a)

=
∑
a∈A

π(a|φ(o))φ(o)>R̂a

= 〈π(φ(o)), R̂>φ(o)〉

= 〈R̂π(φ(o)), φ(o)〉

where R̂ := [R̂a1 ; R̂a1 ; · · · ; R̂a|A| ]. We can find that unless π always takes the same action

for all input states, φ is not guaranteed to linearly encode Rπ.

Similarly, for Pπ, suppose Pa(·|o, a) = φ(o)>P̂a we have

φ(Pπ(o)) =
∑
a∈A

π(a|φ(o))Pa(·|o, a)

=
∑
a∈A

π(a|φ(o))φ(o)>P̂a

= P̂ (π(φ(o)), φ(o), I)

where P̂ := [P̂a1 ; P̂a1 ; · · · ; P̂a|A| ] is an |A| × d × d tensor, and P̂ (·, ·, ·) denotes the multi-linear

operation. Hence, if π takes different actions in different states, φ may not linearly encode the

transition, either.

Therefore, φ is not guaranteed to linearly encode Rπ and Pπ, and thus is not guaranteed to

linearly encode Vπ and Qπ.

7.7.1.3 Proof of Proposition 71

Proof of Proposition 71. We first show that for any π ∈ Π, if φ is linearly sufficient for (Pπ, Rπ),

then there exists a vector ω ∈ Rk such that Vπ = V̂π = Φω.
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Since Φ is linearly sufficient for Pπ and Rπ, we have ΦP̂π = PπΦ and ΦR̂π = Rπ for some

P̂π and R̂π. Let ω = (I − γP̂π)†R̂π, then the Bellman error of V̂π = Φω can be computed as

Rπ + γPπV̂π − V̂π = Rπ + γPπΦω − Φω

= ΦR̂π + γΦP̂πω − Φω

= Φ(R̂π − (I − γP̂π)(I − γP̂π)†R̂π)

= Φ(R̂π − R̂π)

= 0

Therefore, V̂π is a fixed point of the Bellman operator T π, and thus equal to Vπ.

Next, as we know that Qπ(·, a) = Ra + γ〈Pa, Vπ〉, and ΦP̂a = PaΦ,ΦR̂a = Ra, we can

obtain

Qπ(·, a) = Ra + γ〈Pa, Vπ〉

= ΦR̂a + γPaΦω

= ΦR̂a + γΦP̂aω

= Φ(R̂a + γP̂aω)

Therefore, for any π ∈ ΠD
φ , Qπ can be linearly represented by Φ, and thus Φ is linearly

sufficient for learning by definition.
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7.7.1.4 Proof of Theorem 69

Proof of Theorem 69. Lemma 2 in [187] is based on one policy in the induced MDP and bounded

model errors. We can replace the Wasserstein distance W(φP (·|o, a), P̃ (·|φ(o), a)) by the Eu-

clidean distance ‖φP (o, a), P̃ (φ(o), a)‖ as we focus on deterministic transitions.

For any policy π ∈ ΠD
φ that can be written as π̃ ◦ φ, we have

|Qπ(o, a)− Q̃π̃(φ(o), a)| ≤ εR + γKφ,V εP
1− γ

(7.14)

Therefore, φ is (1− γ)−1(εR + γKφ,V εP )-sufficient for learningM.

Combined with Lemma 66, we can obtain the bound in Theorem 69.

7.7.1.5 Proof of Theorem 70

Proof of Theorem 70. First of all, if there exists φ(T ) satisfying P̂a(φ(oi)) = P (T )

a [i]Φ(T ), R̂a(φ(oi)) =

R(T )

a [i], ∀oi ∈ S (T ), then it is sufficient for the dynamics of the target task, and thus sufficient for

learning the target task as stated in Proposition 68. Therefore, our focus is to show the existence

of such a representation.

As φ(S) is sufficient for P (S)

a and R(S)

a for all a ∈ A, we have

P̂a(φ
(S)(o(S))) = P (S)(o(S), a)Φ(S) = φ(S)(P (S)(o(S), a)) (7.15)

R̂a(φ
(S)(o(S))) = R(S)(o(S), a) (7.16)

where we let P (S)(o(S), a) denote the next state of (o(S), a), given that P is deterministic.

Based on Assumption 2, we know that there exists a function f such that ∀o(T ) ∈ S (T ),

f(o(T )) ∈ S (S), and f(P (T )(o(T ), a)) = P (S)(f(o(T )), a), R(T )(o(T ), a) = R(S)(f(o(T )), a). Hence, we can
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obtain

P̂a(φ
(S)(f(o(T )))) = φ(S)(P (S)(f(o(T )), a)) = φ(S)(f(P (T )(o(T ), a))) (7.17)

R̂a(φ
(S)(f(o(T )))) = R(S)(f(o(T )), a) = R(T )(o(T ), a) (7.18)

Let φ̂(T ) := φ(S) ◦ f , then we get

P̂a(φ̂
(T )(o(T ))) = φ̂(T )(P (T )(o(T ), a)) (7.19)

R̂a(φ̂
(T )(o(T ))) = R(T )(o(T ), a) (7.20)

Therefore, φ̂(T ) is a feasible solution satisfying model sufficiency in the target task, and thus

is sufficient for learning.

Theorem 70 holds since we have shown (1) all feasible solutions to Φ(T )P̂a = P (T )

a Φ and

Φ(T )R̂a = R(T )

a are sufficient for learning inM(T ), and (2) there exists at least one feasible solution

to Φ(T )P̂a = P (T )

a Φ and Φ(T )R̂a = R(T )

a .

7.7.2 Experiment Setting Details

7.7.2.1 Baselines

• Single: A DQN or SAC learner on the target domain without any auxiliary tasks.

• Auxiliary: On the target domain, the encoder φ(T ) is optimized based on the lossLbase(φ
(T ), π(T ))+

λ
[
LP (φ(T ); P̂ (T ))+LR(φ(T ); R̂(T ))

]
. Compared with our transfer algorithms which transfer the

learned dynamics from source domain to the target domain, it learns the dynamics model

(P̂ (T ), R̂(T )) on the target domain from scratch. Here we set λ to be the same as our trans-

ferred algorithm (values of λ are provided in Section 7.7.2.3). The purpose of this baseline
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is to test whether the efficiency of our proposed transfer algorithms come from the trans-

ferred latent dynamics or from the auxiliary loss (or potentially both).

• Fine-tune: To test whether our transfer algorithms benefit from loading the learned policy

head π(S), on the target domain, we load the weights of π(T ) from the trained source policy

head π(S) and train the DQN or SAC agent without any auxiliary loss.

• Time-aligned: Gupta et al. [176] propose to learn aligned representations for two tasks,

under the assumption that the source-task agent and the target-task agent reach similar

latent sates at the same time step, i.e. φ(T )(s(T )

t ) = φ(S)(s(S)

t ). Note that this assumption is

valid when the initial state is fixed and the transitions are all deterministic. Although in

our setting, the agent can not learn both tasks simultaneously, we can adapt the idea of

time-based alignment and encourage the target encoder to map target observations to the

source representations happening at the same time step.

In our experiments, we store N source trajectories
{
si0, a

i
0, s

i
1, a

i
1, ...,

}N
i=1

collected during

source task training. Then on the target domain, we first collectN trajectories following the

same action as the one collected from the source domain. In other words, at time step t of

the i-th trajectory, we take action ait. After the target trajectories are collected, we minimize

the alignment lossLalign(φ
(T )) = E

[(
φ(T )(s(T )

t )−φ(S)(s(S)

t )
)2
]

to enforce that observations from

source and target domain at the same time-step have the same representations.

In our experiments, we set N to be 10% of the training trajectories. (We also experimented

with largerN ’, for example using all the training trajectories, but the differences are minor.)

In terms the alignment loss, we optimize the loss for 1000 epochs with batch size equal to

256, where at each epoch we sample a batch of paired source and target observations and
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compute the alignment loss. After pre-training the target encoder, we load the weight into

φ(T ) and resumes the normal DQN or SAC training.

Our experimental results show that, although more training steps are given to the time-

aligned learner, it does not outperform the single-task learner, and sometimes fails to learn

(e.g. in 3DBall). The main reason is that the time-based assumption does not hold in

practice as initial states are usually randomly generated. Therefore, even though the agent

exactly imitates the source-task policy at every step, the observations from source and target

task do not necessarily match at every time-step. In environments with non-deterministic

transitions, the state mismatch will be a more severe issue and may lead to an unreasonable

encoder.

7.7.2.2 Environments

Environment Settings in Vec-to-pixel Tasks

• CartPole: The source task is the same as the ordinary CartPole environment on Gym.

For the pixel-input target task, we extract the screen of the environment which is of size

(400,600), and crop the pixel input to let the image be centered at the cart. The resulting ob-

servation has size (40,90) after cropping. We take the difference between two consecutive

frames as the agent’s observation.

• Acrobot: The source task is the same as the ordinary Acrobot environment on Gym. For

the pixel-input target task, we first extract the screen of the environment which is of size

(150,150), and then down-sample the image to (40,40). We also take the difference be-

tween two consecutive frames as the agent’s observation.
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• Cheetah-Run: The source task is the Cheetah Run Task provided by DeepMind Control

Suite (DMC) [199]. For the target task, we use the image of size (84,84) rendered from the

environment as the agent’s observation.

Environment Settings in More-sensor Tasks For the target task of MuJoCo environments, we

add the center of the mass based inertia and velocity into the observations of the agent, concate-

nating them with the original observation on the source task. Consequently, in the target envi-

ronments, the dimensionality of the observation space on target task become much larger than

that of the source task. On Hopper, the dimensionality of the target observation is 91, whereas

the the source observation space only has 11 dimensions. The dimensionalities of target tasks on

HalfCheetah, Hopper and Walker are 145, 91, 145 respectively.

Environment Settings in Broken-sensor Tasks 3DBall is an example environment pro-

vided by the ML-Agents Toolkit [169]. In this task, the agent (a cube) is supposed to balance

a ball on its top. At every step, the agent will be rewarded if the ball is still on its top. If the

ball falls off, the episode will immediately end. The highest episodic return in this task is 100.

There are two versions of this game, which only differ by their observation spaces. The simpler

version (named 3DBall in the toolkit) has 8 observation features corresponding to the rotation of

the agent cube, and the position and velocity of the ball. The harder version (named 3DBallHard

in the toolkit) does not have access to the ball velocity, but observes a stack of 9 past frames, each

of which corresponds to the rotation of the agent cube, and the position of the ball, resulting in

45 observation dimensions at every step. We regard 3DBall as the source task and 3DBallHard

as the target task in our experiments.
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7.7.2.3 Implementation of Base DRL Algorithms and Hyper-parameter Set-

tings

Implementation of DQN To ensure that the base learning algorithm learns the pixel-

input target tasks well, we follow the existing online codebases for pre-processing, architectures

and hyperparameter settings in pixel CartPole1 and pixel Acrobot 2. On source domain, the DQN

network has a 2-layer encoder and a 2-layer Q head of hidden size 64, and the representation

dimension is set as 16. For pixel-input, the encoder has three convolution layers followed by a

linear layer. The number of channels of the convolutional layers are equal to 16, 32, 32, respec-

tively (kernel size=5 for all three layers). We use the Adam optimizer with learning rate 0.001

and β1, β2 = 0.9, 0.999. The target Q network is updated every 10 iterations. In CartPole, we

use a replay buffer with size 10000. In the more challenging Acrobot, we use a prioritized replay

buffer with size 100000.

Implementation of SAC For MuJoCo environments, we follow an elegant open-sourced

SAC implementation3. The number of hidden units for all neural networks is 256. The actor has a

two-layer encoder and a two-layer policy head. The two Q networks both have three linear layers.

The activation function is ReLU and the learning rate is 3 · 10−4. We train the dynamics model

and the reward model every 50k interactive steps in the source task. For the DMC environment

Cheetah-Run, we follow the open-sourced SAC implementation with an autoencoder 4. The

pixel encoder has three convolution layers and one linear layer. The number of channels for all

convolutional layers is 32 and the kernel size is 3. For the 3DBall environment, as it can only be

1https://pytorch.org/tutorials/intermediate/reinforcement q learning.html
2https://github.comeyalbd2Deep RL Course
3https://github.com/pranz24/pytorch-soft-actor-critic
4https://github.com/denisyarats/pytorch sac ae
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learned within the ML-Agents toolkit, we directly use the SAC implementation provided by the

toolkit with the default hyperparameter settings.

Implementation of Latent Dynamics Model Note that our goal is to learn a good rep-

resentation by enforcing it predicting the latent dynamics, different from model-based RL [200]

that aims to learn accurate models for planning. Therefore, we let the dynamics models P̂ and

R̂ be simple linear networks, so that the representation can be more informative in terms of rep-

resenting dynamics and learning values/policies. For environments with discrete action spaces,

we learn |A| linear transition networks and |A| linear reward models. For environments with

continuous action spaces, we first learn an action encoder ψ : A → Rd with the same encoding

size d as the state representation. Then, we learn a linear transition network and a linear reward

network with P̂ (φ(o) ◦ ψ(a)) being the predicted next representation, and R̂(φ(o) ◦ ψ(a)) being

the predicted reward, where ◦ denotes element-wise product. In practice, we find this implemen-

tation achieves good performance across many environments.

In addition, note that due to the significant difference between source observation and target ob-

servation, the initial encoding scale could be very different in source and target tasks, making it

hard for them to be regularized by the same dynamics model. Therefore, we normalize the output

of both encoders to be a unit vector (l2 norm is 1), which remedies the potential mismatch in their

scales.

Hyperparameter Settings for Transfer Learning In experiments, we find that it is bet-

ter to set λ relatively large when the environment dynamics are simple and the dynamics model is

of high quality. When the environment dynamics is complex, we choose to be more conservative

and set λ to be smaller. Concretely, in CartPole, λ is set as 18; in 3DBall, λ is set as 10; in

Acrobot, λ is set as 5; in the remaining MuJoCo environments where dynamics are more com-
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plicated, λ is set as 1. Although we use different λ’s in different environments based on domain

knowledge, we find that different values of λ’s do not have much influence on the learning per-

formance. Figure 2.13 in Section 7.5 shows a test on the hyper-parameter λ, where we can see

that our algorithm effectively transfers knowledge under various values of λ.

Regarding the representation dimension, we set it to be smaller for simpler tasks, and larger for

more complex tasks. In 3DBall, we set the encoding size to be 8; in CartPole, we set the encoding

size as 16; in Acrobot, we set the encoding size as 32; in Cheetah-Run, we set the encoding size

as 50; in MuJoCo tasks, we set the encoding size as 256. Again, we find that the feature size does

not influence the performance too much. But based on the theoretical insights of learning minimal

sufficient representation [188], we believe that it is generally better to have a lower-dimensional

representation while making sure it is sufficient for learning.
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Chapter 8: Adapting to Various Tasks with A Single Foundation Model

8.1 Introduction

Self-supervised pretraining has been successful in a wide range of language and vision

problems. Examples include BERT [201], GPT [202], MoCo [203], and CLIP [204]. These

works demonstrate that one single pretrained model can be easily finetuned to perform many

downstream tasks, resulting in a simple, effective, and data-efficient paradigm. When it comes

to sequential decision making, however, it is not clear yet whether the successes of pretraining

approaches can be easily replicated.

There are research efforts that investigate application of pretrained vision models to fa-

cilitate control tasks [205, 206]. However, there are challenges unique to sequential decision

making and beyond the considerations of existing vision and language pretraining. We highlight

these challenges below: (1) Data distribution shift: Training data for decision making tasks is

usually composed of trajectories generated under some specific behavior policies. As a result,

data distributions during pretraining, downstream task finetuning and even during deployment

can be drastically different, resulting in a suboptimal performance [207]. (2) Large discrepancy

between tasks: In contrast to language and vision where the underlying semantic information is

often shared across tasks, decision making tasks span a large variety of task-specific configura-

tions, transition functions, rewards, as well as action and state spaces. Consequently, it is hard to
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obtain a generic representation for multiple decision making tasks. (3) Long-term reward max-

imization: The general goal of sequential decision making is to learn a policy that maximizes

long-term reward. Thus, a good representation for downstream policy learning should capture

information relevant for both immediate and long-term planning, which is usually hard in tasks

with long horizons, partial observability and continuous control. (4) Lack of supervision and

high-quality data: Success in representation learning often depends on the availability of high

quality expert demonstrations and ground-truth rewards [191, 208]. However, for most real-

world sequential decision making tasks, high-quality data and/or supervisory signals are either

non-existent or prohibitively expensive to obtain.

Under these challenges, we strive for pretrained representations for control tasks that are

(1) Versatile so as to handle a wide variety of downstream control tasks and variable downstream

learning methods such as imitation and reinforcement learning (IL, RL) etc, (2) Generalizable

to unseen tasks and domains spanning multiple rewards and agent dynamics, and (3) Resilient

and robust to varying-quality pretraining data without supervision.

We propose a general pretraining framework named Self-supervised Multi-task pretrAining

with contRol Transformer (SMART), which aims to satisfy the above listed properties. We in-

troduce Control Transformer (CT) which models state-action interactions from high-dimensional

observations through causal attention mechanism. Different from the recent transformer-based

models for sequential decision making [209] which directly learn reward-based policies, CT

is designed to learn reward-agnostic representations, which enables it as a unified model to fit

different learning methods (e.g. IL and RL) and various tasks. Built upon CT, we propose a

control-centric pretraining objective that consists of three terms: forward dynamics prediction,

inverse dynamics prediction and random masked hindsight control. These terms focus on policy-
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independent transition probabilities, and encourage CT to capture dynamics information of both

short-term and long-term temporal granularities. In contrast with prior pretrained vision mod-

els [205, 210] that primarily focus on learning object-centric semantics, SMART captures the

essential control-relevant information which is empirically shown to be more suitable for inter-

active decision making. SMART produces superior performance than training from scratch and

state-of-the-art (SOTA) pretraining approaches on a large variety of tasks under both IL and RL.

Summary of Contributions.

(1) We propose SMART, a generic pretraining framework for multi-task sequential decision mak-

ing.

(2) We introduce the Control Transformer model and a control-centric pretraining objective to

learn representation from offline interaction data, capturing both perceptual and dynamics infor-

mation with multiple temporal granularities.

(3) We conduct extensive experiments on DeepMind Control Suite [199]. By evaluating SMART

on a large variety of tasks under both IL and RL regimes, SMART demonstrates its versatile us-

ages for downstream applications. When adapting to unseen tasks and unseen domains, SMART

shows superior generalizability. SMART can even produce compelling results when pretrained

on low-quality data that is randomly collected, validating its resilience property.

8.2 Related Work

Offline Pretraining of Representation for Control. Many recent works investigate pre-

training representations and finetuning policies for the same task. Yang et al. [211] investigate

several pretraining objectives on MuJoCo with vector state inputs. They find that many existing
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representation learning objectives fail to improve the downstream task, while contrastive self-

prediction obtains the best results among all tested methods. Schwarzer et al. [212] pretrain a

convolutional encoder with a combination of several self-supervised objectives, achieving su-

perior performance on the Atari 100K. However, these works just demonstrated the single-task

pretraining scenario, it is not clear yet whether the methods can be extended to multi-task control.

Stooke et al. [191] propose ATC, a contrastive learning method with temporal augmentation. By

pretraining an encoder on expert demonstrations from one or multiple tasks, ATC outperforms

prior unsupervised representation learning methods in downstream online RL tasks, even in tasks

unseen during pretraining.

Pretrained Visual Representations for Control Tasks. Recent studies reveals that visual

representations pretrained on control-free datasets can be transferred to control tasks. Shah et

al. [213] show that that a ResNet encoder pretrained on ImageNet is effective for learning manip-

ulation tasks. Some recent papers also show that encoders pretrained with control-free datasets

can generalize well to RL settings [205, 214, 215]. However, the generalizability of the visual en-

coder can be task-dependent. Kadavath et al. [216] point out that ResNet pretrained on ImageNet

does not help in DMC [217] environments.

Unsupervised RL. Unsupervised RL (URL) focuses on learning exploration policies [218,

219], goal-conditioned policies [220, 221] or diverse skills [222] in a task without external re-

wards, and finetuning the policy later when reward is specified. The unsupervised learning phase

of URL is usually interactive and prolonged. Our goal, in contrast, is to train representations of

states and actions from fixed offline datasets, with a focus on capturing essential and important

information from raw inputs.

Sequential Decision Making with Transformers. There is a growing body of work that
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uses Transformer [223] architectures to model and learn sequential decision making problems.

Chen et al. [209] propose Decision Transformer (DT) for offline RL, which takes a sequence of

returns, observations and actions, and outputs action predictions. Trajectory Transformer [224]

also models the trajectory as a sequence of states, actions and rewards, while discretizing each

dimension of state/actions. Bonatti et al. [225] propose a pretraining scheme for state-action rep-

resentations in navigation scenarios using a causal transformer, which can then be finetuned with

imitation learning towards different tasks for the same robot. Furuta et al. [226] propose Gener-

alized DT that unifies a family of algorithms for future information matching with transformers.

Zheng et al. [227] extend DT to online learning by blending offline pretraining and online fine-

tuning. Transformers can also be used as world models for model-based RL [228, 229]. Recent

studies show that transformer-based models can be scaled up with diverse multi-task datasets to

produce generalist agents [208, 230]. Our proposed method has a similar structure that regards

RL trajectories as sequential inputs. However, differently from most existing transformer models

that learn policy from returns, our SMART focuses on learning control-relevant representations

with self-supervised pretraining.

8.3 Background and Problem Setup

Partially Observable Markov Decision Process. We model control tasks and environ-

ments as a partially observable Markov decision process (POMDP) M = 〈S,A,O, P, R,E〉,

which is a generalization of Markov decision process (MDP). Here, S is the underlying state

space, A is the action space, O is the observation space, P is the transition kernal, R is the

reward function, and E is the observation emission function with E(o|s) being the probability
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of observing o given state s. In practice, the observation space can be high dimensional. For

example, for a mobile robot navigating with camera sensors, the images are observations and its

odometry (location, orientation, and associated velocities) and the ground-truth obstacle locations

form the underlying state.

Learning History-dependent Policy. At every step t, the agent receives an observation ot

based on the underlying state st (hidden from the agent), takes action at, and obtains a reward rt

and the environment proceeds to the next state st+1. Given a history of observation-action pairs

of length L and the current observation, ht = (ot−L, at−L, ot−L+1, at−L+1, · · · , ot), the agent

executes action at according to policy π: at = π(ht). The agent’s goal is to learn an optimal

policy π∗ that maximizes the agent’s cumulative reward EP [
∑∞

t=1 γ
trt].

Multi-Task Control with Shared Representation. We consider a set of multiple tasks

T with the same dimensionality in observation space. In this work we select T from different

environment in DeepMind Control Suite (DMC) [199], in which the agent observes an RGB

image of the current state. Tasks in T can have entirely different state spaces S, different action

spaces A and different environment dynamics (P,R,E). We also define the concept of domain

to differentiate tasks that have different state/action spaces. For example, in DMC, “hopper” and

“walker” belong to different domains because they posses distinct action spaces, while “walker-

walk” and “walker-run” are different tasks within the same domain. In this chapter we use the

term multi-task to refer tasks spanning potentially multiple domains.

Pretraining-Finetuning Pipeline. Although pretraining methods are widely applied in

many areas, it is not yet clear what role pretraining should play in sequential decision making

tasks, especially when considering the multi-task setup. In this work, we follow ideas established

in vision and language community to explicitly define our pretraining and finetuning pipeline,
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Table 8.1: A comparison between pretraining and finetuning.

Pretraining phase Finetuning phase
Learn generic representation Learn policy
Offline Offline or online
Multiple tasks One task, seen or unseen
Reward or expert demonstration may be absent Has reward supervision or expert demonstration
More samples Fewer samples

which we summarize in Table 8.1. Specifically, during the pretraining phase we train representa-

tions with a possibly large offline dataset collected from a set of training tasks Tpre = {Mi}ni=1.

Then, given a specific downstream taskM which may or may not be contained in Tpre, we attach

a simple policy head on top of the pretrained representation1 and train it with IL or with RL.

The central tenet of pretraining is to learn generic representations which allow downstream task

finetuning to be simple, effective and efficient, even under low-data regimes.

This pretraining-finetuning pipeline is a general extension of many prior settings of pre-

training for decision making. For example, Stooke et al. [191] pretrain an encoder on one or

multiple tasks, then learn an RL policy in downstream tasks. Their pretraining dataset is com-

posed of expert demonstration, and the finetuning process focuses on online RL. In addition,

Schwarzer et al. [212] learn representations with offline datasets, but perform pretraining and

finetuning within the same task.

8.4 Proposed Approach

We propose Self-supervised Multi-task pretrAining with contRol Transformer (SMART), a

general pretraining approach for multi-task sequential decision making. We first give an overview

of the proposed Control Transformer (CT) and illustrate how it fits in our pretraining-finetuning

1The pretrained encoder can be either frozen or finetuned with the policy, depending on the task.
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pipeline in Section 8.4.1. Then, we introduce our control-centric pretraining objective in Sec-

tion 8.4.2.

8.4.1 Approach Overview and Model Architecture

Model Architecture of Control Transformer. Inspired by the recent success of trans-

former models in sequential modeling [209, 224], we propose a Control Transformer (CT). The

input to the model is a control sequence of length 2L composed of observations and actions:

(ot, at, ot+1, at+1, · · · , ot+L, at+L). Different from Decision Transformer (DT) [209], we pur-

posefully do not include the reward signal in the control sequence to keep our representations

reward-agnostic, as explained in the end of Section 8.4.1. Each element of the sequence is em-

bedded into a d-dimensional token, with a modality-specific tokenizer jointly trained with Trans-

former blocks. We also learn an additional positional embedding and sum it with each token. The

outputs of CT correspond to token embeddings representing each observation and action, and are

represented by φ(ot) and φ(at), respectively.2 Figure 8.1 depicts the CT architecture.

Pretraining of SMART. We generate an offline dataset for pretraining which contains

control trajectories generated by some behavior policies for a set of diverse tasks Tpre spanning

multiple domains. During pretraining, we append several prediction heads to the transformer

output, and train the entire model by minimizing the control-centric pretraining objective intro-

duced in Section 8.4.2. These prediction heads are used to learn desired representations, will be

dropped in finetuning.

Downstream Finetuning of SMART. As discussed in Section 8.3, the pretrained repre-

sentation can be used to learn policies for different tasks. To do so, we append a policy head π

2The implementation details are provided in Section 8.7.1.2.
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Figure 8.1: Architecture of Control Transformer. In the pretraining phase, we use the control-
centric objective introduced in Section 8.4.2 to train representation over multiple tasks; in the
finetuning phase where a specific task is given, we learn a policy based on the pretrained repre-
sentation (pretrained weights are shown in grey blocks). The construction of the policy head can
vary for different downstream datasets or learning methods.

to the observation representation, such that π(φ(ot)) predicts the proper action for observation

ot. We can train the policy head using both IL and RL. For our IL experiments we use behavior

cloning with expert demonstrations, where we feed φ(ot) into a policy head to get action pre-

dictions. For RL we use a return-to-go (RTG)-conditioned policy with trajectories that contain

reward values. We feed φ(ot) along with an RTG embedding to get the policy head’s action

predictions. Online RL with transformer-based models is still a novel field and is not the focus

of this work. But our pretraining method can also be combined with online RL finetuning such

as [227].

Comparison with Prior Decision-making Transformers. Recent works leverage trans-

former architectures for modeling sequential decision making problems [208, 209, 224] as sum-

marized in Section 8.2. Most of these models use reward information in the input sequence, as

their goal is to directly learn a policy for a specific task. In contrast, our goal is to pretrain rep-

resentations for various downstream tasks, and thus our CT uses reward-free control sequence

as the model input; rewards are only used for downstream task when needed. There are several
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benefits of making representation agnostic to reward during pretraining. (1) A pretrained model

requiring reward input does not flexibly fit some downstream learning scenarios such as behavior

cloning, while CT can be a unified model for various learning methods. A user can easily learn

a policy under different learning methods (IL or RL) without modifying transformer blocks. (2)

Reward distribution can be significantly different when the task or policy changes, making a

reward-dependent representation less resilient to distribution shift. We show in Section 8.5.3 that

utilizing reward during pretraining may hurt the overall downstream performance.

8.4.2 Control-centric Self-supervised Pretraining Objectives

Our pretraining objective employs three terms: forward dynamics prediction, inverse dy-

namics prediction, and random masked hindsight control. The first two terms focus on local

and short-term dynamics, while the third term is designed to capture more global and long-term

temporal dependence. As motivated in Section 8.4.1, these terms are based on control sequences

and are reward-free, such that they can be used for multiple tasks. Figure 8.2 illustrates each

objective.

I. Forward Dynamics Prediction. For each observation-action pair (ot, at) in a control

sequence, we aim to predict the next immediate latent state. Let g be the observation tokenizer

being trained. We maintain a momentum encoder ḡ as the exponential moving average of g, to

generate the target latent state from the next observation ot+1, i.e., ŝt+1 := ḡ(ot+1). The idea of

momentum encoder is widely used when the target value is not fixed [1, 203], in order to make

training more stable. Then, we train a linear head to predict ŝt+1 based on (φ(ot), φ(at)). The
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Figure 8.2: The three terms of our proposed pretraining objective. These terms use different
attention masks, while the weights of transformer and encoders are shared and jointly optimized.
The red shaded areas denote the attention span, while the grey regions are masked.

forward prediction loss is defined as:

Lfwd := MSE (ffwd(φ(ot), φ(at)), ŝt+1) , (8.1)

where ffwd is a linear prediction head. This forward prediction captures the local transition infor-

mation in the embedding space.

II. Inverse Dynamics Prediction. For each consecutive observation pair (ot, ot+1), we

learn to recover the action that leads ot to ot+1, which gives the loss function

Linv := MSE (finv(φ(ot), φ(ot+1)), at) , (8.2)

where finv is a linear prediction head. Note that in a causal transformer, at is visible to the

model when generating representation of ot+1 which can lead to trivial solutions, so we modify

the original causal mask and mask out at from the attention of ot+1. Therefore, the observation

representation is forced to contain information for relevant actions and transitions.

Both forward and inverse predictions focus on local dynamics induced by the transition

kernel P . However, fitting local dynamics only may result in collapsed representation, i.e., the

model learns the same representation for two semantically different observations [231]. To per-

form well in downstream tasks, long-term temporal dependence should also be captured in the

276



representation. We achieve this by a novel random masked hindsight control term in pretraining.

III. Random Masked Hindsight Control. Given a control sequence h = (ot, at, · · · , ot+L, at+L),

we randomly mask k actions and k′ observations, and recover the masked actions based on the

remaining incomplete sequence. This idea of masked token prediction is related to BERT [201]

for language modeling, but note that we only predict the masked actions for the purpose of con-

trol. More rationale behind the selection of k and k′ is explained in Section 8.4.2. This objective

is akin to asking the question “what actions should I take to generate such a trajectory?” There-

fore, we replace the causal attention mask with a non-causal one, to temporarily allow the model

“see the future”, as shown in Figure 8.2(right). Let h̃ be the masked control sequence, and

0 ≤ s1, s2, · · · , sk ≤ L be the selected indices for masked actions, then the loss function can be

defined as:

Lmask-inv :=
∑k

i=1
MSE

(
fmask-inv(φM(mt+si); h̃), at+si

)
, (8.3)

where fmask-inv is a linear prediction head, and φM is the transformer model without a causal mask.

As a result, we encourage the model to learn controllable representations and global temporal re-

lations, and to attend to the most essential representations for multi-step control. The idea of our

random masked hindsight control is also related to the multi-step inverse prediction proposed by

a concurrent work [232], which predicts at given st and st+l for a random interger l and theo-

retically shows the effectiveness of this method in discovering controllable states. Our random

masked hindsight control is different as it predicts multiple actions altogether from randomly

masked sequences with a transformer model, which can efficiently learn the control information

in large-scale tasks, and avoid ambiguity caused by different paths between states.

Finally, our pretraining objective is the summation of the above three terms with equal
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weights, i.e.,

min
φ,ffwd,finv,fmask-inv

Lfwd + Linv + Lmask-inv. (8.4)

We use equal weights for these objectives, which in experiments renders good performance.

8.5 Empirical Results

We provide empirical results to demonstrate the effectiveness of our proposed pretraining

method, while aiming to answer the following questions: (1) Can SMART effectively improve

learning efficiency and performance in a variety of downstream tasks under different learning

methods? (2) How well can SMART generalize to out-of-distribution tasks? (3) Is SMART

resistant to low-quality pretraining data? (4) How does SMART compare to state-of-the-art pre-

training techniques? (5) How do different pretraining objectives affect the downstream perfor-

mance?

8.5.1 Experimental Setup

We evaluate SMART on the DeepMind Control (DMC) suite [199], which contains a series

of continuous control tasks with RGB image observations. There are multiple domains (physical

models with different state and action spaces) and multiple tasks (associated with a particular

MDP) within each domain, which creates diverse scenarios for evaluating pretrained representa-

tions. Our experiments use 10 different tasks spanning over 6 domains. In pretraining, we use an

offline dataset collected over 5 tasks, while the other 5 tasks (with 2 unseen domains) are held out

to test the generalizability of SMART. A full list of tested domains and tasks is in Section 8.7.1.1.

Pretraining Tasks and Datasets. We pretrain SMART on 5 tasks:
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• Random: Trajectories with random environment interactions, with 400K timesteps per

task.

• Exploratory: Trajectories generated in the exploratory stage of multiple RL agents

with different random seeds, with 400K timesteps per task.

Downstream Tasks, Learning Methods and Datasets. We evaluate the pretrained models

in the 5 seen tasks and another 5 unseen tasks: cartpole-balance, hopper-stand, walker-walk,

pendulum-swingup and finger-spin (the last two tasks are from unseen domains with different

state-action spaces). We consider two learning methods: return-to-go-conditioned policy learning

(RTG) and behavior cloning (BC). For RTG, we use the Sampled Replay dataset containing

randomly sampled trajectories from the full replay buffer collected by learning agent. For BC,

we use the Expert trajectories with the highest returns from the full replay buffer of learning

agents. The downstream dataset for every task only has 100K timesteps, making it challenging

to learn from scratch.

Implementation Details. Our implementation of CT is based on a GPT model [233] with

8 layers and 8 attention heads. We use context length L = 30 and embedding size d = 256. As

explained in Section 8.4.2, k and k′ are linearly increased from 1 to L and L/2, respectively.

The observation tokenizer is a standard 3-layer CNN. Action tokenizer, return tokenizer, and all

single-layer linear prediction heads. We found that freezing the pretrained weights in downstream

tasks works well in relatively simple environments, but fails in harder ones. Therefore, we fine-

tune the entire model including transformer blocks for all downstream tasks. Since actions in

different domains have different dimensions and physical meanings, we project the raw actions

into a larger common action space to train the action tokenizer. When there is a novel down-
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stream task with a different action space, we simply re-initialize the action tokenizer and finetune

it. Please see Section 8.7.1.2 for more implementation and hyperparameter details.

Baselines. We compare SMART with the following transformer-based pretraining base-

lines:

• Scratch trains a policy with randomly initialized CT representation weights.

• ACL [211] is a modified BERT [201] that randomly masks and predicts tokens with a

contrastive loss, pretrained on the same dataset as SMART.

• DT [209] pretrained on the same dataset as ours but uses extra reward supervision.

• CT-single is a variant of SMART, which pretrains CT with a single-task dataset con-

taining trajectories from the downstream environment.

For fair comparisons, we use the same network architecture for the baseline models (ex-

cept for DT where we keep their original network structure with RTG as transformer inputs)

and train them with the same configurations. We also compare SMART with other state-of-the-

art pretraining works, such as CPC [210] and ATC [191], using the same pretraining-finetuning

pipeline. However, as these approaches are built upon ResNet backbones, a direct comparison of

a Transformer against a ResNet could be not straightforward. Our preliminary experiments show

that transformer models have comparable or better performance than ResNet-based models.

Evaluation Metrics. To evaluate the quality of pretrained representations we report the

average cumulative reward obtained in downstream tasks after finetuning. We deploy the trained

policies in each environment for 50 episodes and report average returns.

For both BC and RTG downstream learning, we report the average cumulative reward of the
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learned policy by interacting with the environment for 50 episodes. In Figure 8.5, we calculate

the normalized reward based on expert scores.

In Figure 8.6 and Figure 8.7a, we report the relative improvement of each ablated method

calculated by the following formula.

relative improvement :=
method reward− scratch reward

scratch reward
, (8.5)

where the scratch reward is the best reward of training from scratch using the same learning

configurations.

8.5.2 Experimental Results

We first evaluate the versatility of SMART: 1) whether a single pretrained model can

be finetuned with different downstream learning methods (i.e. RTG and BC); and 2) whether

the pretrained model can adapt towards various downstream tasks. Figure 8.3 compares the

the reward curve of SMART with Scratch and CT-Single, where models are pretrained

with Exploratory dataset3. To avoid overlapping of curves, comparison with ACL and DT

is shown and discussed later in Figure 8.5. It can be seen that pretrained CT from both single-

task dataset (CT-single) and multi-task dataset (SMART) can achieve much better results

than training from scratch. In general, under both RTG and BC finetuning, pretrained models

have a warm start, a faster convergence rate, and a relatively better asymptotic performance in

a variety of downstream tasks. In most cases, pretraining CT from multi-task dataset (SMART)

yields better results than pretraining with only in-task data (CT-single), although it is harder to

accommodate multiple different tasks with the same model capacity, which suggests that SMART

can extract common knowledge from diverse tasks.

3Models pretrained with Random dataset show similar results, as can be seen in Section 8.7.2
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Figure 8.3: Downstream learning rewards of SMART (red) compared with pretraining CT with
single-task data (blue) and training from scratch (gray). Results are averaged over 3 random
seeds.
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Figure 8.4: Downstream learning rewards in unseen tasks and domains of SMART (red) com-
pared with pretraining CT with single-task data (blue) and training from scratch (gray). Results
are averaged over 3 seeds.

Next, we show the generalizability of SMART. Figure 8.4 shows the performance of

SMART pretrained on Exploratory dataset3, compared to Scratch and CT-single on

5 unseen tasks. We can see that SMART is able to generalize to unseen tasks and even unseen

domains, whose distributions have a larger discrepancy as compared to the pretraining dataset.

Surprisingly, SMART achieves better performance than CT-single in most tasks, even though

CT-single has already seen the downstream environments. This suggests that good gener-
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alization ability can be obtained from learning underlying information which might be shared

among multiple tasks and domains, spanning a diverse set of distributions.

Next we evaluate the resilience of SMART by comparing with all aforementioned base-

lines, as visualized in Figure 8.5. We aggregate the results in all tasks by averaging the normal-

ized reward (dividing raw scores by expert scores) in both RTG and BC settings. When using

the Exploratory dataset for pretraining, SMART outperforms ACL, and is comparable to DT

which has extra information of reward. When pretrained with the Random dataset, SMART is

significantly better than DT and ACL, while ACL fails to outperform training from scratch. This

result show that SMART is robust to low-quality data as compared to other baseline methods.
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Figure 8.5: Downstream learning rewards (normalized by expert score) of all methods using
Exploratory and Random dataset. The gap between each pair of green and red bars corre-
sponds to the resilience of each method to pretraining data quality, and our SMART shows the
best resilience among all baselines.

8.5.3 Ablation and Discussion

Ablation of Pretraining Objectives. As we analyzed in Section 8.4.2, forward predic-

tion and inverse prediction aim to learn the information of short-term control, while the random

masked hindsight control (in short, Mask-Ctl) learns the long-term control information. To show

the effectiveness of combining these two kinds of information, we conduct ablation study over

these three terms. Figure 8.6 demonstrates their relative improvements wrt Scratch. We can
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Figure 8.6: Ablation study on proposed pretraining objective. Rewards are averaged over tasks.
Both long-term control information (Mask-Ctl) and short-term control information (Forward and
Inverse) are important.
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Figure 8.7: Ablation study of the effect of reward in pretraining and comparison of various model
capacity.

see that only learning long-term control information (Only Mask-Ctl) or only learning short-term

control information (w/o Mask-Ctl) renders much lower performance than the original SMART

that leverages both types of information. In addition, we find that both the performance slightly

drops if either forward prediction or inverse prediction is removed, as the combination of these

two terms leads to more stable and comprehensive representation for short-term control. This

ablation study verifies the effectiveness of each component in the proposed pretraining objective.

Reward-free v.s. Reward-based Pretraining. As discussed in Section 8.4.1, including

reward information in pretraining objectives is not necessarily helpful. We study the effects of

rewards in pretraining by adding two reward-based objectives in the pretraining phase: immedi-

ate reward prediction and RTG-based action prediction. We evaluate this reward-based variant

of SMART using exploratory dataset and RTG-conditioned downstream learning. Note that the

RTG-based action prediction is used both in pretraining and finetuning of the reward-based vari-
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ant, providing strong supervision for the pretrained model. However, we (surprisingly) observe

that such supervision does not improve the downstream performance in many tasks, as shown in

Figure 8.7a. A potential reason is that reward-based objectives are more fragile to distribution

shifts, which also explains the non-ideal performance of DT pretrained from random data.

Discussion on Model Capacity. In large-scale training problems, performance usually

benefits from larger model capacity [234]. We investigate if this also applies to sequential deci-

sion making tasks by varying the embedding size (width) and the number of layers (depth) in CT.

The aggregated results averaged over all tasks are show in Figure 8.7b. From the comparison, we

can see that in general, increasing the model depth leads to a better performance. However, when

embedding size gets too large, the performance further drops, as a large representation space

might allow for irrelevant information.

8.6 Conclusion

This chapter studies how to pretrain a versatile, generalizable and resilient representation

model for multi-task sequential decision making. We propose a self-supervised and control-

centric objective that encourages the transformer-based model to capture control-relevant rep-

resentation. Empirical results in multiple domains and tasks demonstrate the effectiveness of

the proposed method, as well as its robustness to distribution shift and low-quality data. Future

work includes strengthen the attention mechanism on both spatial observation space and tempo-

ral state-observation interactions, as well as investigating its potential generalization in a wider

range of application scenarios.
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8.7 Supplemental Materials: Additional Details and Experiments

8.7.1 Experiment Setting Details

8.7.1.1 Environment and Dataset.

Table 8.2 lists all domains and tasks from DMC used in our experiments, and their relations

are further depicted in Figure 8.8.

Phase Domain Task Expert Score by SAC

Pretraining & Finetuning

cartpole swingup 875
hopper hop 200
cheetah run 850
walker stand 980
walker run 700

Finetuning only

cartpole balance 1000
hopper stand 900
walker walk 950

pendulum swingup 1000
finger spin 800

Table 8.2: A list of domains and tasks used in pretraining and finetuning. The first 5 tasks are
used for pretraining. In the finetuning phase, we use the pretrained model to learn policies in all
10 tasks, including the last 5 tasks that are unseen during pretraining.

Figure 8.8: Graphical relations of all tasks involved.

To generate our datasets for pretraining and finetuning, we first train 5 agents (correspond-
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ing to different random seeds) for each task with ground truth vector states using SAC [98] for

1M steps, and collect the full replay buffer with corresponding RGB images (3×84×84) rendered

by the physical simulator. Then, we divide the replay buffers and create the following datasets of

different qualities.

• Random: Randomly generated interaction trajectories. This dataset has 400K timesteps

per task.

• Exploratory: The first 80K timesteps of each SAC learner, corresponding to the ex-

ploratory stage. For all 5 agents, this leads to a cumulative of 400K timesteps per task.

Note that different tasks have different difficulties for the SAC agent to converge. For

example, in cartpole, the agent converges with much less samples than in walker. Therefore,

we slightly adjust the proportion of data from different tasks in multi-task pretraining to avoid

overfitting to simple tasks and underfitting to harder tasks. In pretraining, we use 40K timesteps

from each cartpole behavior agent (200K by 5 agents), and 90K timesteps from each walker

behavior agent (450K by 5 agents), and 80K for all other agents (400K by 5 agents).

Datasets for downstream learning:

• Sampled Replay (for RTG): We randomly sample 10% trajectories from the full replay

buffer of 1 SAC agent, resulting in a dataset of size 100K per task, with diverse return

distribution.

• Expert (for BC): We select 10% trajectories with the highest returns from the full replay

buffer of 1 SAC agent, resulting in an expert dataset of size 100K per task.
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8.7.1.2 Model and Hyperparameters.

Following the implementation of Decision Transformer [209], our transformer backbone

is based on the minGPT implementation https://github.com/karpathy/minGPT with the default

AdamW optimizer [235]. For both pretraining and finetuning, the learning rate is set to be 6 ×

10−4 and batch size 256. For learning rate, linear warmup and cosine decay are used. A context

length 30 is used in all tasks for both training and execution. We tested different context lengths in

preliminary experiments, and a shorter context length (5/10/20) does not work as well as 30 when

training from scratch. We use 8 attention heads, 8 layer attention blocks, and an embedding size

256 in all experiments, for both our model and baselines. There are 10.8 M trainable parameters

in the model. We test SMART with varying layer numbers and embedding sizes in Section 8.5.3.

For the execution of learned RTG-conditioned policies, we set the expected RTG as the

expert scores in Table 8.2. Tuning the RTG setting may further increase the results. But since our

focus is to show the effectiveness of pretraining, we did not explore other possibilities.

All models are trained for 10 epochs in pretraining, and 20 epochs for each downstream

task. The performance of the best checkpoint is reported, as detailed in the next section.

8.7.2 Additional Experiment Results

Curves with the Random Dataset. The results in Figure 8.3 and Figure 8.4 are generated

with the Exploratory pretraining dataset. Now, we show the performance of models pre-

trained using the Random dataset in seen tasks and unseen tasks in Figure 8.9 and Figure 8.10,

respectively.

Although the single-task pretrained model consistently outperforms training from scratch
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Figure 8.9: Downstream learning rewards of SMART (red) compared with pretraining CT with
single-task data (blue) and training from scratch (gray), using the Random pretraining dataset.
Results are averaged over 3 random seeds.
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Figure 8.10: Downstream learning rewards in unseen tasks and domains of SMART (red) com-
pared with pretraining CT with single-task data (blue) and training from scratch (gray), using the
Random pretraining dataset. Results are averaged over 3 random seeds.
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when pretrained with the Exploratory dataset, it sometime gets worst-than-scratch down-

stream performance when pretrained with the Random dataset. Therefore, it is challenging to

overcome the distribution shift problem. In contrast, SMART still achieves much better perfor-

mance than training from scratch in all tested tasks, which verifies the resilience of SMART due

to multi-task self-supervised pretraining.
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Chapter 9: Conclusions and Future Perspectives

9.1 Dissertation Summary

In this dissertation, we systematically investigated the robustness and adaptability of RL

methods in various scenarios, proposing a series of solutions to enhance the robustness of RL

and to improve the adaptability of RL.

For robustness, our major contributions are as follows:

• We introduce approaches to measure the vulnerabilities of existing RL techniques under

adversarial perturbations to policy inputs during test-time (Chapter 2), adversarial perturba-

tions to training trajectories during training-time (Chapter 4), and adversarial perturbations

to interactions between different agents (Chapter 5).

• We establish a novel geometric understanding of adversarial attacks and defenses (Chap-

ter 2, Chapter 4), which serve as the foundation of our proposed methods. We also charac-

terize the optimality of existing attack and defense algorithms with theoretical analysis and

geometric insights (Chapter 2, Chapter 4). The proposed geometric-motivated techniques

can inspire and benefit future studies in the adversarial robustness of RL agents.

• We propose effective and efficient robust training paradigms to improve the robustness of

RL agents with state-of-the-art empirical performance (Chapter 2, Chapter 3) and theoret-
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ical guarantees (Chapter 5). With a focus on the worst-case performance, we let the agent

achieve generic robustness across various types of attacks, including strong attacks and

weaker ones.

For adaptability, our major contributions are as follows:

• We design algorithms to automatically discover similarities in tasks and utilize them to

facilitate learning (Chapter 6, Chapter 7). These algorithms can let the agent learn by

analogy without negative transfer, based on theoretical analysis and guarantees (Chapter 6,

Chapter 7).

• We propose several solutions to commonly desired real-world adaptation challenges, where

the state space, action space and dynamics of the environment can all change. In Chapter 6,

we show how modular-level similarities can be learned and used to enable knowledge trans-

fer across different domains. In Chapter 7 where the observation shift changes the format

policy input, we utilize the similarity of latent dynamics to accelerate learning in the new

task. In Chapter 8, we achieve fast adaptation to multiple seen/unseen agents and tasks, by

utilizing the similarity of the mapping from visual observations to latent representations.

• We theoretically investigate the role of representation learning in reinforcement learning,

demonstrating that representation can be a bridge to connect various tasks to achieve adapt-

ability (Chapter 7, Chapter 8).

• The techniques introduced by Chapter 8 can help build foundation models for RL with

transformer backbones, which takes an important step towards general artificial intelli-

gence.
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All of the above solutions proposed in this dissertation can serve as a plug-in component

and be combined with existing RL algorithms to make them robust and adaptable. Therefore, the

techniques and analysis introduced in this dissertation can be widely applied to many real-world

sequential decision-making problems.

9.2 Future Perspectives

Towards Better Robustness and Adaptability: Pushing the Boundaries. It is impor-

tant for future research on the robustness and adaptability of RL agents to provide more general

and theoretically grounded solutions to real-world problems. Some open problems include: (1)

characterizing the trade-off between natural performance and robustness of RL agents, (2) devel-

oping RL approaches with certifiable robustness in both the training phase and the deployment

phase, (3) investigating the robustness of RL models under a wider range of threat models, (4)

pretraining generic foundation models from multiple modalities that can be applied to a broad

range of decision-making problems, and (5) designing lifelong learning agents to fulfill the needs

of multitasking.

Towards Real-life Applications: Research for Social Good. As motivated in Chapter 1,

this dissertation is motivated by the need of more robust and more adaptable sequential decision-

making models in the real world. From an applied perspective, another important future direc-

tion is to improve real-life decision-making systems, such as autonomous driving, home robots,

healthcare systems, etc. These applications can benefit society and bring convenience to people

with disabilities and diseases. RL approaches, in combination with other artificial intelligence

techniques, have huge potential to build more intelligent systems by interacting with people and
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the environment. Robustness and adaptability are crucial in these high-stakes applications, to

make sure that the trained agents can not only work for seen scenarios, but also guarantee safe

behaviors under unexpected inputs and quickly produce good behaviors when changes happen.
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