
Writing an E�cient Device Driver for aMultimedia Teleconferencing System�Alexander Sarris, Satish K. TripathiMobile Computing and Multimedia LaboratoryInstitute for Advanced Computer StudiesDepartment of Computer ScienceUniversity of MarylandCollege Park, MD 20742fasarris, tripathig@cs.umd.eduAbstractModern high speed networks, such as ATM, can provide the bandwidth and the QoSguarantees to demanding real-timemultimedia applications. However, overall performanceof a networked multimedia application will greatly depend on the in-host data movement.Analyzing the characteristics and requirements of those applications, we came to severalconclusions about the operation of the multimedia devices' drivers. We applied theseconclusions in the design and implementation of a device driver for a multimedia telecon-ferencing system, based on IBM RS/6000 servers, running the AIX 3.2 operating system.Tracing the complete in-host data path, we found that though our device driver minim-ized the movement of data between the teleconferencing card and user main memory, theUDP/IP stack proved to be a cause of delay in the movement of data between user mainmemory and the network interface.1 IntroductionNetworked real-time multimedia applications, such as teleconferencing, are gaining much sup-port and attention, due to the opportunities they o�er as versatile communication tools. Asversatile and useful as they are, they also produce great amounts of data that need to betransfered among hosts with strict quality of service requirements. Up until the near past,overall performance of these multimedia applications was mainly a�ected by the inadequacyand best-e�ort nature of the underlying networks. Especially in wide-area applications, thenetwork was the major bottleneck, and the main candidate for performance improvement. Over�This work is supported in part by an IBM equipment grant1



the last few years, a new network technology has evolved, that promises to solve all network-related problems. ATM networks provide not only the necessary bandwidth, but also themechanisms to negotiate and guarantee a requested quality of service. Having such a networkat our disposal, we used it to support a multimedia teleconferencing system. However, wedid not get the improvement in performance that we had expected over the older networktechnologies. We decided to look for the bottleneck in the in-host data path, analyze the classof networked real-time multimedia applications and search for new optimizations.Analysis of the characteristics of networked real-time multimedia applications showed thatthe device driver for the supporting multimedia device can be designed is such a way as tooptimize in-host data transfers. With this analysis in mind, we designed and implemented adevice driver for a prototype multimedia teleconferencing adaptor. The device driver operationwas designed to be uncomplicated, minimized and aggressive. Pro�ling showed that data wasmoved in excess of 10Mbytes/sec for the maximumpacket size of the teleconferencing adaptor'sdata packets.We also traced the data path between the host and the network interface. Pro�ling revealedthat the the UDP/IP protocol stack is responsible for delays in the data path, due to bothprotocol processing overheads, and data replication.The paper is organized as follows. In section 2 we do an analysis of networked real-timemultimedia applications, and propose the device driver design. In section 3 we describe ourexperimental setup and our implementation. In section 4 we show our performance meas-urements of the optimized device driver, and in section 5 the measurements of the UDP/IPprotocol stack. We conclude with section 6.2 Analysis and Design2.1 NRTMAsDevice drivers are the part of the kernel responsible for direct handling of I/O devices. Theyprovide a level of abstraction to all user processes that need to access an I/O device. Thedevice drivers' e�ciency, consequently, directly a�ects the performance of any I/O-intensiveapplication. One such class of applications is Networked Real Time Multimedia Applications(NRTMAs). An example of a NRTMA is real-time multimedia teleconferencing.Analyzing the characteristics and requirements of NRTMAs, we came to several conclusionsabout the design of the device drivers for the multimedia devices, as well as for the requirementson the network side of the in-host data path. The obvious characteristic is that the applicationsuse a network. In NRTMAs, we really have a number of multimedia adaptors communicatingwith each other, by means of a network. Inside each host, this translates to the multimediaadaptor exchanging data with the network interface. The in-host data path consists of twoparts, the one between the multimedia adaptor and the user application, and the one betweenthe application and the network interface. Overall performance is a�ected by both of thesepaths.The other main characteristic of NRTMAs is their continuous real-time nature. Data2



is being captured, encoded and transmitted1 constantly, throughout a session. The devicespresent (and are capable of handling) data in small sized packets, in a constant rate. Alldata is time-critical must be delivered to its �nal destination within strict time constraints.Because of this, user-level software is expected to continuously issue requests for I/O, to boththe multimedia and the network devices.Partly because of their continuous real time nature, some NRTMAs move large volumesof data. For a movie-quality, 30 frame/sec video teleconference, NRTMAs transfer data loadsin the order of Mbits/sec.One other characteristic of NRTMAs is that they are single-user applications. One usermay be in a teleconferencing session with a number of other participants, but there is onlyone user per machine who is capable of using the multimedia resources of the host. There cancertainly be multiple multimedia adaptors on the same host for use by di�erent users, and sincethe network interfaces are shared resources, there is the possibility of multiple NRTMAs beinghosted by the same machine. Most, if not all, instances of NRTMAs, however, are single-userapplications. With the personal computer becoming more inexpensive and widespread, andthe cost of multimedia hardware dropping constantly, it is very unlikely that this situation willchange. We can can safely make the assumption, then, that there will be one user per NRTMAper host.Finally, NRTMAs are symmetric. We expect outgoing and incoming tra�c to have thesame general characteristics. In terms of data encoding, this is actually a requirement, ifthe multimedia hardware on the ends of the network is to communicate with each other. Interms of data size and data stream characteristics, matters are more complicated. Thoughoutgoing tra�c depends solely on the sender, incoming tra�c will depend on the number andnature of all the host-to-host links, as well as the existence and utilization of some multicastingmechanism. We are expecting, however, a constant stream of incoming time-critical data,similar in nature as the outgoing stream. We are assuming a reliable network carrier that canprovide pre-negotiated guarantees, so congestion and packet loss do not hinder performance,and do not interfere with data 
ow.2.2 Device Driver DesignThe above observations translate to rather strict requirements for the design of the supportingdevice driver. We have large amounts of time-critical data, presented in small data packets,that need be moved between the application and the multimedia device. Fast movement ofdata between the multimedia card and the user application is a requirement that needs noexplanation. The real-time nature of the applications imposes the additional, very importantrequirement, of minimal response time. This includes pure packet transfer time minimization,as well as minimization of processing time, and user process waiting time. Processing timeis an important factor, since the data sizes to be transfered are small, and the operation isperformed continuously. To summarize, the device driver must be able, upon receipt of anI/O request from the user application, to move data fast, and with the minimum amount ofoverhead possible.1and also received, decoded and presented 3



There are certain conclusions we can draw from our analysis, that could allow the aboverequirements to be met. Since the device driver is interacting with only one process, it neednot include any multiplexing capabilities.In addition, since data will be sent over a network to a similar device, there is no need fordata processing. The device on the other end will be able to handle the data itself. Also, aswas mentioned above, since the data produced by the device are time-critical, they need to beserviced as fast as possible. The user level software will be issuing read requests constantly,for the duration of the session. Consequently, data produced by the device will not remainunwanted for any signi�cant amount of time. The same applies to data being sent by theapplication to the device; the device will be able to accept and process them in real time. Datacaching, �nally, is useless with this class of applications. For the reasons above, it can beconcluded that there is no need for data to be bu�ered inside the kernel at any point duringthe in-host transfer.There is also no need for I/O request queuing. As we mentioned above, I/O requests willbe always accommodated synchronously by the device. I/O queues are used because of theasynchronous nature of some, mainly block, I/O devices, and to provide a fair distribution ofthe device to all the processes that are in need of it. Here we do not have an asynchronousdevice, and there is only one process that can use it. Note, that by I/O queuing we refer tothe queuing of the data to be processed along with the request description, as well as purerequest-only queuing, like the one used by raw block device drivers. The later do not storedata in the I/O queue, but simply the request to move data. Avoiding I/O queuing, meansthat we avoid all the overhead associated with it, such as creating and managing queue items.The above two paragraphs call for a device driver that does no bu�ering whatsoever, andmoves data directly between user space and device bu�ers. They also suggest a driver whosetwo halves do not communicate and cooperate for I/O processing. We are asking the driver,essentially, to move data upon receipt of a user application request. The top part becomescompletely responsible for the accommodation of the request, in real-time. We still, however,need to account for data unavailability or busy bu�ers at the time of the request. We proposea simple bookkeeping function that can be supported by the interrupt handler, the bottompart of the device driver. The interrupt handler is usually called by the device itself, by meansof an interrupt. An interrupt is issued by the device to signify the existence of new data onthe outgoing bu�ers, or to acknowledge the successful completion of a write request. Bothinterrupts signify that the device is available to accommodate another I/O request. In ourapproach, upon receipt of one such interrupt, the interrupt handler identi�es it, and sends asignal to the user application. The user application signal handler then sets a global variablethat corresponds to the state of the device. This approach, as well as an alternative one, areexplained in the implementation section. The result of this approach is that there is no needto block the requesting user process, and therefore can keep the device driver design simpleand aggressive. The overall design described above minimizes response time, and since allbu�ering is eliminated, also minimizes pure transfer time. The device driver processing timefor the transfers is nonexistent. 4
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GWFigure 1: Experimental Testbed3 Setup And Implementation3.1 SetupThe testbed consists of two MMT2 high-end prototype cards, hosted by two IBMPOWERServer570 RS/6000 systems. Each server has a 50MHz POWER processor, and 32 Megabytes of mainmemory. The bus is based on IBM's Microchannel Architecture (MCA), providing 100MB/secin non-streaming mode. Data is carried on the MCA bus in strides of 8, 16 and 32 bits, with a20ns cycle time. Each MMT card is connected to a TV monitor and a camera. The are threenetwork connections between the servers (�gure 1):� The building's Ethernet.� A back-to-back ATM connection.� A back-to-back Ethernet connection, via the MMT card's on-board Ethernet interface.When using the building's Ethernet, tra�c goes through a router, denoted \GW" in �gure1. Teleconferencing can take place over any of the above connections. For the �rst twoconnections, user level software sets up a UDP/IP connection between the hosts, which is thenused to carry the teleconferencing tra�c. We run IP over ATM, so the socket abstractionis provided for the ATM interface. The back-to-back Ethernet connection bypasses the hostaltogether, using the card's on-board Ethernet interface.3.2 The MCA BusThe general layout of the MCA bus structure can be seen in �gure 2(a). The CPU, like inmost systems, has direct access to main memory. Access to the I/O devices is through theI/O Channel Controller (IOCC). The controller is responsible for load and store instructions,interrupts and general bus control (DMA, data bu�ering, etc.)Each adaptor on the MCA bus provides addressable resources. In the RS/6000 machines,all adaptor memory resources, such as registers and on-board memory, can be mapped invirtual memory. The RS/6000's, in other words, utilize memory mapped I/O.2MMT stands for Multimedia Multiparty Teleconferencing5
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3.4 ImplementationBased on our analysis, we implemented the device driver for the MMT adaptor. A previousversion of the device driver, utilized a service of the bus device (/dev/bus0) and operatedsimilar to a character-based driver. Performance was variant, and rather low for the largerMMT data packet sizes. There also was the supporting user-level software, with which thenew MMT driver remained compatible.The con�guration routine registers the driver with the kernel, and perform self-checking andself-con�guration. The open() routine checks if the device is available, and updates the localdata structures to re
ect the current device status. The close() routine clears the busy 
ags,and makes the device available for opening.. The device driver supports several control andstatus I/O control (ioctl) options. Upon opening the device, an internal ioctl() call registersthe calling user process, so that control signals can later be communicated from the interrupthandler. Other ioctl options return the status of the device components, or set commandregisters.The read() and write() routines are symmetric in their way of operation. They are respons-ible for the complete data transfers. Upon receipt of a user request, they make the necessaryprocessing, and directly transfer data from the device bu�ers to user space bu�ers. This is inthe spirit of simplicity and aggressiveness analyzed in the design section. The bottom half ofthe driver does not deal with data transfers at all. Our driver's operation resembles that ofthe raw character drivers for block I/O devices, with the exception of request queues, and ofcourse, data alignment and random access.We shall use the read() routine to illustrate both calls' operation.The dual port memory on the MMT card that is used to communicate data packets is splitin two parts: the inbox and the outbox. The read() routine copies data out of the inbox. Theoperation of the routine is split into three steps:� The inbox memory is mapped to virtual memory belonging to the kernel.� Data is moved directly from the inbox to user space bu�ers.� The inbox memory is detached from virtual memory.To attach the inbox memory to kernel virtual memory, the BUSMEM ATT() system macro isused. BUSMEM ATT() accepts two parameters: one is the bus id of the bus where the deviceresides5 and the other is an o�set in the allocated memory segment, where the memory re-sources of the device start. BUSMEM ATT() then allocates a new segment for the device, locatesthe device memory resources' starting address in the segment, and then returns a 32-bit vir-tual address that can be used to access the device's memory. From this point on, all memoryresources on the device appear as virtual memory, belonging to the kernel.The size of the MMT packets is variable, so the size of the data on the bu�er has to beacquired next. The application is always allocating enough bu�ers for the maximum packetsize, and is requesting that many data with the read() system call. The device driver, ofcourse, might return less. To move the data, the uiomove() routine is used. The parameters5The RS/6000s can support multiple buses 7



TV Monitor

Camera

Main MemoryMMT Card

Card Memory User Space

Kernel SpaceFigure 3: Optimized MMT Device Driver Operationare: uiomove(buf addr, size, UIO READ, uiop). The address of the device inbox as wellas the size of the data residing there is speci�ed with the buf addr and size parameters,respectively. UIO READ speci�es the direction of the data movement. In the write() routine,UIO WRITE is speci�ed. uiop is a pointer to the uio structure which was constructed uponreceipt of the user application read() system call. The uio structure contains, among others,information regarding the address of the user space bu�ers that data will be copied to, andthe requested data size. After the completion of the data transfer, the structure is updated.Before the data movement The user application bu�ers that are involved are marked as kernelresources, and locked. The data movement operation is shown in �gure 3.The interrupt handler of the MMT device driver identi�es the type of interrupt, and sendsa corresponding signal to the user application. There are two types of interrupts that thehandler recognizes. The SIGUSR1 interrupt is issued by the MMT adaptor when new data hasbeen put on the inbox memory. The INT0ACK interrupt is issued after the card has successfullyprocessed data on its outbox, and the outbox bu�er is now free. Upon receipt of a signal thatwas caused by a SIGUSR1 interrupt, the process' signal handler sets the boolean global variabledata available to true. The signal signifying a INT0ACK interrupt causes the signal handlerto set another boolean global variable, buffer free also to true. We can see these operationsin the rightmost part of �gure 4.Figure 4 shows the 
ow of control, and the interaction of the device driver with the userlevel software. The user application continuously reads data from a UDP socket and sendsthem to the MMT card via a write() call, and continuously reads data from the MMT card tosend them through the socket. After receiving data from the socket, the buffer free 
ag ischecked, and if it is set to true, then a write() system call to the MMT device is issued. Data isthem moved by the device driver to the MMT adaptor bu�ers, and the adaptor is interruptedso as to take notice of the new data. A similar procedure is followed when reading data fromthe adaptor and sending to the socket. The call will be reissued, if its corresponding 
ag isnot true.The procedure we follow is not the mainstream\sleep-wakeup"mechanism. Other character-based device drivers, including the raw drivers for block devices, use this mechanism togetherwith request queues for doing I/O. As we have shown in the design section, our device driverneed not support this way of operation. To deal with the issue of bu�er availability, we usethe aggressive approach of letting the user process know the status of the device every timethe status changes. The application issues a request only when that request can be carriedout. This way, we avoid the extra overhead of storing and managing the I/O request. Similar8
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Figure 4: Flow of Controlfunctionality can be provided by the utilization of select() system calls, which are in fact sup-ported by the MMT device driver. The application would issue a select call inquiring aboutthe status of the inbox or the outbox, before issuing read() or write() call. Our decision notto follow this approach was based on a simple observation. If one of the bu�ers is busy, thenthe respective call will not be issued, and another select call will be issued soon thereafter.The context switching involved with the invocation of a select call will then be repeated, untilbu�ers become available. In our approach, context switching occurs only when bu�ers becomeavailable.4 ResultsOur measurements were taken using the RS/6000's microsecond clock. The AIX operatingsystem provides the facilities for easy statistical acquisition, by the insertion of hookwordsin the code. The statistics were stored temporarily in kernel space memory, and were laterdumped to a �le, and �ltered. The setting was realistic, with a number of processes runningon the system. This way we tried to see if there would be variance in response time. Thesample sizes were 1000 system calls, for each of read and write. There are four sizes of datashown in both graphs, namely 532, 1428, 2324 and 3220 bytes. These are the packet sizes ofthe data produced by the MMT adaptor.The transfer rates can be seen in �gures 5(a) and 6(a), and are presented in MBytes persecond. The maximum throughput we obtained was over 10MBytes/sec, for the largest MMTdata packet size.Transfer times are presented in �gures 5(b) and 6(b). We are presenting unmodi�ed data,and not averages, so that we can examine the time variance for the data transfers. The dots arethe transfer times for the optimized MMT device driver, and the crosses are the times for theprevious version of the device driver that had a pure character-based design. The improvementwas over 240% for reads, and over 340% for writes. As can be seen in the graphs, the response9
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Figure 5: (a) Read Transfer Rates (b) Read Transfer Times
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Figure 6: (a) Write Transfer Rates (b) Write Transfer Timestimes are relatively invariant for the optimized driver.5 SocketsTo provide a complete study of the in-host data path, we traced the data path between theapplication and the network interface. We were motivated to do so mainly because we did notexperience the increase in quality that we expected after optimizing the device driver. Themethod we followed to gather the socket statistics is very similar to the one followed for thedevice driver. We now had to look at the data in more detail, so as to identify the parts of thismore complex data path.After the application issues a send request, data is received by the socket, and appropriate10
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Figure 7: (a) Socket Receive Latency (b) Socket Transmit Latencypacketization and processing is done by the UDP/IP stack. After processing, data resides inan mbuf chain, inside the kernel. A request is then queued to the bottom half of the networkadaptor device driver. As soon as bu�er space becomes available on the network adaptor, thembuf contents are copied there6. The timing of the last transfer generally depends on availablebu�ers on the network adaptor relative to the size of the data to be transfered and the currentstatus and number of all processes sharing that adaptor (whether or not they have also queuedI/O requests for that device). Since the �nal data transfer, from kernel mbufs to the networkadaptor bu�ers, happens asynchronously to the socket send call, we are not including thesetimes in out plots.The reverse procedure is followed when data is received on the network adaptor. Data iscopied from the network adaptor to kernel mbufs, it is then processed by the UDP/IP stack,and is �nally copied to user space. The process of copying data to kernel mbufs and theprocessing of that data in the UDP/IP stack is also not a direct consequence of the receivesocket call. These two steps are executed when the network adaptor device driver receives a\data available" interrupt by the adaptor, and is called to service this request. The receivecall is only responsible for the data being copied from the kernel bu�ers to user space. It istherefore not representing the complete latency of the incoming data path, and neither do thetimes shown in �gure 7(a).We are including the average transfer times of the MMT device driver for comparisonpurposes.As it is obvious from the transmit plot, internal bu�ering, involving at least one memory-to-memory data copy, along with UDP/IP processing, constitute a system bottleneck. Thoughthe socket abstraction allows for great portability and manages to relieve the applications fromnetwork interface concerns, it also causes delays that cannot be tolerated by NRTMAs. Thereis room and need for new approaches to this problem.6In the case of the ATM interface, data is �rst moved to a contiguous area in kernel memory, to be laterDMAed to the ATM adaptor 11
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