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This dissertation concerns the secure processing of distributed data by multi-
ple terminals, using interactive public communication among themselves, in order to
accomplish a given computational task. In the setting of a probabilistic multitermi-
nal source model in which several terminals observe correlated random signals, we
analyze secure distributed data processing protocols that harness the correlation in
the data. The specific tasks considered are: computing functions of the data under
secrecy requirements; generating secretly shared bits with minimal rate of public
communication; and securely sharing bits in presence of a querying eavesdropper.
In studying these various secure distributed processing tasks, we adopt a unified
approach that entails examining the form of underlying common randomness (CR)
that is generated at the terminals during distributed processing. We make the case
that the exact form of established CR is linked inherently to the data processing
task at hand, and its characterization can lead to a structural understanding of the
associated algorithms. An identification of the underlying CR and its decomposi-

tion into independent components, each with a different operational significance, is



a recurring fundamental theme at the heart of all the proofs in this dissertation. In
addition to leading to new theoretical insights, it brings out equivalences between
seemingly unrelated problems. Another distinguishing feature of this work is that it
considers interactive communication protocols. In fact, understanding the structure
of such interactive communication is a key step in proving our results.

We make the following contributions. First, we propose a new information
theoretic formulation to study secure distributed computing using public communi-
cation. The parties observing distributed data are trusted but an eavesdropper has
access to the public communication network. We examine distributed communica-
tion protocols that allow the trusted parties to accomplish their required computa-
tion tasks while giving away negligible information about a specified portion of the
data to an eavesdropper with access to the communication. Our theoretical results
provide necessary and sufficient conditions that characterize the feasibility of vari-
ous secure computing tasks; in many cases of practical importance, these conditions
take a simple form and can be verified easily. When secure computing is feasible,
we propose new algorithms in special cases.

Next, we revisit the problem of generating shared secret keys (SKs). We
investigate minimum communication requirements for generating information theo-
retically secure SKs of maximum rates from correlated observations using interactive
public communication. In particular, our approach allows us to examine the role
of interaction in such communication. On the one hand, we find that interaction
is not needed when the observed correlated bits are symmetrically correlated and

therefore, in this case, simple noninteractive protocols are the most efficient means of



generating optimum rate SKs. On the other hand, we illustrate that interactive pro-
tocols can require a strictly lower rate of overall communication than noninteractive
protocols.

Finally, we consider the task of ensuring security against an eavesdropper who
makes queries about a portion of the distributed data that the terminals share by
communicating over a public network. We introduce an alternative notion of secrecy
which requires rendering the task of a querying eavesdropper as onerous as possible.
Our main contribution in this part is the development of a new technique for proving
converse results for secrecy problems involving CR with interactive communication,
which is employed then to obtain an upper bound for the maximum number of
queries that can be inflicted on the eavesdropper for any CR and corresponding
communication. Surprisingly, there is an equivalence between this notion of secrecy
and that of information theoretic security, which leads to new theoretical results for
SK generation; for instance, we prove a strong converse for the SK capacity.

We conclude by hypothesizing the basic principles of secrecy generation that

emerge from the results developed in this dissertation.
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PREFACE

It is different, they say, from knowledge;
It 1s different, they say, from ignorance.

- Isha Upanishad

This dissertation started over a coffee conversation with my advisor Professor
Prakash Narayan about his results with Professor Imré Csiszar on secret key gen-
eration. He verbally described the main result: Multiple terminals can generate an
optimum rate secret key by sharing the combined observations of all the terminals.
The prior art, for a two terminal setup, involved generating optimum rate secret
keys by sharing the observations of one of the terminals. However, an extension of
this asymmetric scheme to the multiterminal case was not available. The alternative
scheme of Csiszar and Narayan first recovered the entire data at all the terminals,
using the least rate of public communication, and then extracted an optimum rate
secret key from the recovered data. This scheme has an intriguing interpretation. In
coffee shop parlance, if the observation of each terminal is represented by a slice of
the “randomness cake,” the overall cake can be cut into two (almost) independent
parts: one corresponding to the secret key and the other to the interactive public
communication used to share it. It is clear that such decompositions of common ran-
domness must always underlie secure data processing protocols requiring (almost)
independence of the observations of the eavesdropper and the secure portion of the
data. The question is what constitutes the hypothetical randomness cake — what is
the total common randomness available for decomposition?

This question is the starting point of our research. For various secure data
processing tasks, we characterize the form of common randomness allowed and make
the case that it is connected inherently to the structure of the underlying protocols.
Our presentation is reverse chronological — starting with the technical results, we
conclude by hypothesizing our basic common randomness principles of secrecy that

led to them.
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List of Abbreviations and Notations

ASK  aided secret key

BSS  binary symmetric sources

CI common information

CR common randomness

i.i.d.  independent and identically distributed
mcf  maximum common function

pmf  probability mass function

v random variable

SK secret key

WSK  wiretap secret key

Notation. Let X1,...,X,,, m > 2, be rvs with finite alphabets X7, ..., X,,, respec-
tively, and a known joint pmf. For any nonempty set A C M = {1,...,m}, we
denote X4 = (X;, i € A). Similarly, for real numbers Ry, ..., R,, and A C M, we
denote Ry = (R;, i € A). Let A° be the set M\ A. We denote n i.i.d. repetitions
of X = (Xy,...,Xy,) with values in Xy = &) x ... x &, by X} = (XT,...,X])
with values in Xy = A" x ... x X, Given € > 0, for rvs U, V, we say that U is
e-recoverable from V if P (U # f(V')) < € for some function f(V') of V. Denote by
|U|| the size of the range space of the rv U. All logarithms and exponentials are
with respect to the base 2.
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CHAPTER 1

Introduction

This dissertation concerns the secure processing of distributed data by multiple
terminals, using interactive public communication among themselves, in order to
accomplish a given task. In many applications, data is collected and stored at
physically or temporally separated locations. Examples of the former include data
grids and sensor networks. The distributed data is assumed to be correlated, where
the correlation can arise from shared copies of the same data, as in data grids [72]; or
from the nature of the data itself, as in distributed video coding [30, [55] and in sensor
networks [14, 25]. Instances of temporally separated locations with correlated data
arise in biometric authentication [56] and hardware authentication [28], where the
distributed data consists of the original and the noisy versions of signatures recorded
at the registration and the authentication stages, respectively. In all such settings,
the entities at these locations are provided with a communication infrastructure to
exchange information in order to facilitate various tasks such as sharing distributed
data or computing functions of their collective data. For instance, sensor nodes
can communicate over a wireless network to compute average or extreme values of

their measurements, or “helper” data in a biometric security system can be stored



publicly to correct any errors in subsequent recordings of a biometric signature. We

study the following general question:
If the shared communication is public, how can we guarantee security?

In the setting of a probabilistic multiterminal source model in which different termi-
nals observe correlated random signals [58, 20], we analyze secure distributed data
processing protocols that harness the correlation in the data. The specific tasks con-
sidered are: computing functions of the data under secrecy requirements (Chapters
, ; generation of secretly shared bits with minimal rate of public communica-
tion (Chapter [5)); and securely sharing bits in presence of a querying eavesdropper
(Chapter [6]).

For the first task, we propose a new information theoretic formulation to study
secure distributed computing using public communication. The parties observing
distributed data are trusted but an eavesdropper can access the public communi-
cation network. We examine distributed communication algorithms that allow the
trusted parties to accomplish their required computation tasks while giving away
negligible information about the computed value to an eavesdropper with access to
the communication. This proposed setup is general and provides a unified frame-
work for studying problems of secure computing over sensor networks, secure dis-
tributed storage and secure computing over a data grid. Our theoretical results
provide necessary and sufficient conditions characterizing the feasibility of various
secure computing tasks; in many cases of practical importance, these conditions take

a simple form and can be verified easily. This characterization of secure comput-



ing provides a basic test that must be undertaken before attempting to construct
algorithms. Furthermore, in special cases, we propose new algorithms for secure
computing when it is feasible.

The second task concerns the problem of generating shared secret keys (SKs), a
common objective in many security applications. Most of the current cryptosystems
rely on the availability of such shared SKs. In the context of biometric and hardware
security, biometric signatures [37] and physically unclonable functions[54], respec-
tively, constitute such shared SKs that have been generated from noisy recordings.
We investigate minimum communication requirements for generating information
theoretically secure SKs of maximum rates from correlated observations using in-
teractive public communication. In particular, our approach allows us to examine
the role of interaction in such communication. For instance, we find that interac-
tion is not needed when the observed correlated bits are symmetrically correlated
and therefore, in this case, simple noninteractive protocols are the most efficient for
generating optimum rate SKs.

The last task considered entails ensuring security against an eavesdropper who
makes queries about a portion of the distributed data that the terminals share by
communicating over a public network. We introduce a new notion of secrecy which
requires rendering the task of a querying eavesdropper as onerous as possible. Ap-
plications include systems secured using biometric authentication where a portion
of the recorded biometric information is stored as (public) helper data to correct
any errors that occur in subsequent recordings of a biometric signature. How many

attempts must a malicious party, with access to this helper data, make in order



to enter the system? We present a general formulation to answer such questions.
Furthermore, as a surprise, we find that this new notion of secrecy is in essence
equivalent to the notion of information theoretic security. We leverage this connec-
tion to obtain new theoretical results for SK generation; for instance, we prove a
new strong converse for the SK capacity.

In studying these various secure distributed processing tasks, we follow a uni-
fied approach that entails examining the form of underlying common randomness
(CR) (i.e., shared bits [2]) that is generated at the terminals during distributed pro-
cessing. In this dissertation, we make the case that the exact form of established CR
is linked inherently to the data processing task at hand, and its characterization can
lead to a structural understanding of the associated algorithms. An identification of
the underlying CR and its decomposition into independent components, each with
a different operational significance, is a recurring fundamental theme underlying all
the proofs in this dissertation. In addition to leading to new theoretical results,
it brings out equivalences between seemingly unrelated problems with a common
feature that the same CR is established at the terminals. Previously, Csiszar and
Narayan had observed such an equivalence between multiterminal SK generation
and multiterminal data compression [20]. Specifically, a duality was shown between
the generation of an SK of maximum rate and the problem of attaining “omni-
science”, i.e., recovering the entire data at the SK-seeking terminals. This duality,
led to a characterization of multiterminal SK capacity, which is the largest rate of
nearly uniformly distributed CR that meets the security requirement of being nearly

independent of the communication used to generate it. Furthermore, it enabled new
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algorithms for SK generation [81) 83]. In the same spirit, here, too, equivalences of
tasks are uncovered, leading to new structural results and new algorithms for secure
function computation and efficient SK generation.

Another distinguishing feature of this work is that it considers interactive com-
munication protocols. The communication from a terminal can be any (randomized)
function of its own observed signal and of all previous communication. Through-
out this dissertation we assume that the communication is authenticated, i.e., the
“honest but curious” eavesdropper can only observe passively the communication
but cannot tamper with it. Furthermore, it is assumed that the communication is
in a broadcast mode — each terminal observes the communication from every other
terminal. Understanding the structure of such interactive communication is a key
step in proving our results. For instance, the results of Chapter [6] rely on show-
ing that if the observations of two terminals are independent to begin with, then
they remain independent when conditioned upon the value of an interactive com-
munication. Also, we show that for many tasks complex interactive protocols are
not needed and simple noninteractive communication protocols suffice (see the next
section for specific examples).

In the concluding chapter of this dissertation, we hypothesize basic principles
of secrecy generation that have emerged from the precise results as well as heuristics
developed in our work. These principles have important engineering implications
and can serve as guidelines for the design of secure protocols. The theoretical
results presented in this dissertation support these principles, and we conjecture that

even in much broader settings, the proposed principles must hold for appropriately



chosen notions of security. For instance, in recent work we examine the validity of
these principles in nonasymptotic regime by considering general descriptions of the

observed data with fixed length [70].

1.1 Main contributions

This dissertation makes three main technical contributions, which are summarized

below.

1.1.1 Secure computation

Suppose that the terminals in M = {1,...,m} observe correlated signals, and that
a subset A of them are required to compute “securely” a (single-letter) function g of
all the signals. To this end, the terminals in M are allowed to communicate interac-
tively over a public noiseless channel of unlimited capacity, with the communication
being observed by all the terminals. The terminals in A seek to compute ¢ in such
a manner as to keep its value information theoretically secret from an eavesdropper
that observes the public interterminal communication. A typical application arises
in a wireless network of colocated sensors which seek to compute a given function of
their correlated measurements using public communication that does not give away
the value of the function. In contrast to the classic notion of secure computing in
cryptography [80], we assume that the terminals are trustworthy but their public
communication network can be accessed by an eavesdropper.

We formulate a new Shannon theoretic multiterminal source model that ad-



dresses the elemental question: When can a function g be computed so that its value
15 independent of the public communication used in its computation?

The study of problems of function computation, with and without secrecy
requirements, has a long and varied history in multiple disciplines, to which we
can make only a skimpy allusion here. Examples include: algorithms for exact
function computation by multiple parties (cf. e.g., [40, [79, 27, 29]); algorithms
for asymptotically accurate (in observation length) function computation (cf. e.g.,
[53, [43]); and problems of oblivious transfer [50] 3]. In contrast, our requirement of
secure computationﬂ is to protect the value of a given function; an instance is [52]
where exact function computation with secrecy was sought.

We establish that the answer to the question posed above is connected innately
to a problem of SK generation for terminals in M, when, in addition to the public
communication, side information is provided to the decoders at the terminals in A°
in the form of the value of g, and can be used only for recovering the key. Such
a key, termed an aided secret key (ASK), constitutes a modification of the original
notion of an SK in [48, [, 20, 2I]. The largest rate of such an ASK for M is the
ASK capacity C.

Clearly, a function ¢ that is securely computable for A can be recovered se-
curely by all the terminals in M when its value is provided as side information for

decoding to the terminals outsidd’] A, and so, it will yield an ASK for M of rate

1Unlike in [79] and allied literature, no key is available apriori for secure computation but can

be devised as a part of the computation procedure.

2We do not assume that this value is provided to the terminals in A in the actual secure

computing protocol. This is an artifice that is used to derive a necessary condition for secure



equal to the entropy H of g. Therefore, g necessarily must satisfy H < C'. In Theo-
rem [3.4], we show that surprisingly, H < C'is a sufficient condition for the existence
of a protocol for the secure computation of g by A. When all the terminals in M
seek to compute ¢ securely, the corresponding ASK capacity reduces to the stan-
dard SK capacity for M [20, 2I]. Furthermore, under this sufficient condition, our
proof exhibits a secure computing protocol that uses noninteractive communication.
Therefore, although interaction was allowed, it is not needed to accomplish secure
computing. As a side result of independent interest, we show that a function that
is securely computed by A can be augmented by residual secret CR to yield an SK
for A of optimum rate.

In proving the sufficient condition above, our main technical tool is a new
version of the “balanced coloring lemma” [2 20]. The latter is an important basic
result that is used to show the existence of (nontrivial) mappings h of a given rv
U such that h(U) is (almost) independent of another 1| V, where U and V are
correlated. In Section [2.7.1, we present a new balanced coloring lemma, which
builds on and extends the version given in [20].

We also present the capacity for a general ASK model involving arbitrary side
information at the secrecy-seeking set of terminals; such side information is not

available for communication and can be used for key recovery alone. Its capac-

computability of g by A.

3 In spirit, the same purpose is served by the “generalized privacy amplification” result of
Bennett, Brassard, Crépeau and Maurer [7]. Indeed, an alternative proof of some of our results

based on generalized privacy amplification was presented in [11].



ity is characterized in terms of the classic concept of mazximum common function
(mcf) [26]. Although this result is not needed in full dose for characterizing secure
computability, it remains of independent interest.

Next, we consider a generalization where different terminals seek to compute
different functions, without giving away the value of a private function of the dataE|.
Specifically, the terminals {1,...,m} wish to compute functions gy, ..., g, respec-
tively, of their collective data using communication that must not reveal the value
of a specified private function gy of the data. If such a communication protocol
exists, the functions g, g1, ..., g, are said to be securely computable.

A characterization of securely computable functions for this general setup re-
mains open. The simplest case of interest when the terminals in a subset A of M
compute only the private function gy and those not in A perform no computation is
settled in Chapter [3| and was discussed above. For this simple case, our results can
be reinterpreted as follows: If go is securely computable (by the terminals in A),

then
H (Xml|Go) = H (Xpm) — H(Go) 2 R, (1.1)
and gg is securely computable if
H (Xm|Go) > R, (1.2)

where R* has the operational significance of being the minimum overall rate of

4For instance, in a variant of Yao’s millionaire problem [80], two millionaires communicate to
determine the richer between them and they want an eavesdropper not to learn their combined

wealth.



communication needed for a specific multiterminal source-coding task that involves
the recovery of entire data at all the terminals in M when the terminals in A° are
provided the value of gg as side information; this task does not involve any security
constraint. Loosely speaking, denoting the collective data of the terminals by the
random variable (rv) X and the random value of the function gy by the rv Gy, the
maximum rate of randomness (in the data) that is independent of G is H (X m|Go).
The conditions above imply, in effect, that gq is securely computable if and only if
this residual randomness of rate H (X |Gp) contains an interactive communication,
of rate R*, for the mentioned source-coding task.

In Theorem for a broad class of settings involving the secure computation
of multiple functions, we establish necessary and sufficient conditions for secure
computation of the same form as and , respectively. The rate R* now
corresponds to, roughly, the minimum overall rate of communication that allows

each terminal to:
(i) accomplish its required computation task, and,

(ii) recover the entire data ( i.e., attain omniscience) when its decoder alone is

also given the value of the private function.

Using the sufficient condition ([1.2)), we present a specific secure computing
protocol with communication of rate R*. For the simple case of a single function
g = go discussed above, under , the secure computing scheme recovers the entire
data, i.e., the collective observations of all the terminals, at the (function-seeking)
terminals in A using communication that is independent of Gy. In fact, we observe

10



that this is a special case of the following more general principle: A terminal that
computes the private function gg, can recover the entire data without affecting the
conditions for secure computability. This exhibits a structural equivalence between
securely computing go at a terminal and recovering the entire data at that termi-
nal without giving away the value of gy to an eavesdropper observing the public
communication used.

In general, a single-letter formula for R* is not known. Nevertheless, conditions
and provide a structural characterization of securely computable func-
tions in a broader setting. Also, a general recipe for single-letter characterization
is presented, and for the cases in which a single-letter characterization is available,

the aforementioned heuristic interpretation of R* is precise.

1.1.2 Communication for optimum rate secret keys

Consider SK generation by a pair of terminals that observe i.i.d. repetitions of two
finite-valued rvs of known joint pmf. The terminals communicate over a noiseless
public channel of unlimited capacity, interactively in multiple rounds, in order to
agree upon the value of an SK which is required to be (almost) independent of the
public communication. The maximum rate of such an SK, termed the SK capacity,
was characterized in [48], [1].

In the works of Maurer and Ahlswede-Csiszar [48], [I], SK generation of maxi-
mum rate entailed both the terminals recovering the observations of any one of the

terminals, using the least rate of communication required to do so. Later, it was
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shown by Csiszdr-Narayan [20] that a maximum rate SK can be generated also by
the terminals recovering the observations of both the terminals. Clearly, the latter
scheme requires more communication than the former. We address the following
question, which was raised in [20], Section VI]:

What is the minimum overall rate of interactive communication Rgx required to
establish a maximum rate SK?

Curtailing the rate of communication used in SK generation to a minimum is
an important design objective, especially when engineering lightweight cryptography
systems such as secure sensor networks with limited transmission power available
at sensor nodes [23]. The basic question above is a first step towards understanding
the tradeoff between the rate of communication used and the rate of SK generated.
We answer this question by characterizing the form of CR that the terminals must
establish in order to generate a maximum rate SK; two examples of such CR are the
observations of any one terminal [48] [I] and of both terminals [20]. While our main
result does not yield a single-letter characterization of the minimum rate of commu-
nication above, it nonetheless reveals a central link between secrecy generation and
Wyner’s notion of common information (CI) between two dependent rvs X; and X5
[77]. Wyner defined CI as the minimum rate of a function of i.i.d. repetitions of
two correlated rvs X; and X, that enabled a certain distributed source coding task.
Alternatively, it can be defined as the minimum rate of a function of i.i.d. repeti-
tions of X; and X5 such that, conditioned on this function, the i.i.d. sequences are
(almost) independent; this definition, though not stated explicitly in [77], follows
from the analysis therein. We introduce a variant of this notion of CI called the

12



interactive CI where we seek the minimum rate of CR, established using interactive
communication, that renders the mentioned sequences conditionally independent.
Clearly, interactive CI cannot be smaller than Wyner’s CI, and can exceed it. Our
main contribution in this section is to show a one-to-one correspondence between
the CR corresponding to interactive CI and the CR established for generating an
optimum rate SK. This correspondence is used to characterize the minimum rate of
communication Rgx required for generating a maximum rate SK in Theorem [5.1]
It is shown that, in fact, Rg is simply interactive CI minus the SK capacity.
Finding a single-letter expression for interactive CI remains an open problem.
However, when the number of rounds of interaction are bounded, we do obtain a
single-letter formula for interactive CI, which in turn yields a single-letter expression
for Rgx in Theorem 5.3 Using this expression for Rgy, we show that for generating
an SK of maximum rate, an interactive communication scheme can have lower rate
than a noninteractive one, in general. However, interaction offers no advantage for
binary symmetric sources. The expression for Rgx in Theorem also illustrates
the role of sufficient statistics in SK generation. We further explore this issue and
show that many CI quantities of interest remain unchanged if the rvs are replaced

by their corresponding sufficient statistics (with respect to each other)ﬂ

5 Interestingly, the effect of substitution by sufficient statistics has been studied in the context
of a rate-distortion problem for a remote source in [24, Lemma 2], and recently, for the lossy and

lossless distributed source coding problems in [78§].
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1.1.3 Querying common randomness

A set of terminals observing correlated signals agree on CR, by communicating in-
teractively among themselves. What is the maximum number of queries of the form
“Is CR = [7” with yes-no answers, that an observer of (only) the communication
must ask in order to resolve the value of the CR?H As an illustration, suppose that
two terminals observe, respectively, n i.i.d. repetitions of the finite-valued rvs X;
and Xs. The terminals agree on CR X7 with terminal 1 communicating to terminal
2 a Slepian-Wolf codeword of rate H (X; | X3) obtained by random binning. An
observer of the bin index can ascertain the value of CR with large probability in
approximately exp [nf (X7 A X2)] queries (corresponding to bin size). Our results
show that more queries cannot be incurred by any other form of CR and associated
interactive communication.

In a general setting, terminals 1, ..., m observe, respectively, n i.i.d. repetitions
of the rvs X1, ..., X,,, and communicate interactively to create CR, say L, for the
terminals in a given subset A C {1,...,m}. For appropriate CR L and interactive
communication, the number of queries of the form “Is L = [?” that an observer of the
communication must ask to resolve L is exponential in n. In Theorem [6.1] we find a

single-letter formula for the largest exponent £*. Remarkably, this formula coincides

6This general setup includes the aforementioned biometric application mentioned earlier. When
a user is authenticated, the two versions of the biometric signatures at registration and authenti-
cation match, and they constitute a CR. Here the helper data is a proxy for the communication.

This view is adapted to construct efficient biometric authentication schemes in, for instance, [22].
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with the SK capacity for a multitermial source model with underlying rvs X, ..., X,
[20, 21]. While it is to be expected that E* is no smaller than SK capacity, the less-
restricted E* may seem a priori to be larger. But it is not so. The coincidence brings
out, in effect, an equivalence between inflicting a maximum number of queries on
an observer of communication on the one hand, and imposing the explicit secrecy
constraint requiring (almost) independence of the SK and the communication on the
other hand. In fact, as in the achievability proof of SK capacity in [20], the exponent
E* is achieved by the terminals in A attaining omniscience, i.e., by generating CR
L= (X7,...,X") for A, using a communication of minimum rate.

Alternatively, E* can be interpreted as the smallest rate of a list of CR values
produced by an observer of the communication which contains the CR value with
large probability.

Our main contribution in this section is a new technique for proving converse
results for security problems involving CR with interactive communication, which is
employed here to obtain an upper bound on E*. It relies on query strategies for the
CR given the communication that do not depend explicitly on the form of the CR or
the communication, and do not require the rvs (X, ..., Xp);, to be finite-valued
or i.i.d. In fact, our converse results hold even when the underlying alphabets are
arbitrary, but under mild technical assumptions. Jointly Gaussian rvs are treated
as a special case. Furthermore, our converses are strong in that the characterization
of E* does not depend on the probability of recovery of the CR. This, in turn, leads
to a new strong converse result for the SK capacity of the multiterminal source

model [20], [21], showing the maximum rate of SK that can be generated does not
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depend on the probability of recovery of the SK (at the terminals). A byproduct
of our technique is a simple lossless block coding result for general finite sources,
in terms of Rényi entropies. A particularization recovers the classic lossless block
coding result for i.i.d. sources [58] without recourse to the asymptotic equipartition
property. The techniqud] is recorded separately in Section [2.7.2]

The number of queries above can be interpreted as a measure of the correla-
tion among the random signals observed by the terminals: A stronger correlation
necessitates more queries for resolving the CR that can be generated by them. Such
a measure of correlation is in the spirit of the body of work on “guessing” the value

of an rv based on a correlated observation [47, [4] 5], 34].

1.2 Organization of the dissertation

The basic multiterminal source model and the notions of CR and SK, along with
pertinent known results are given in Chapter 2l In the same chapter, we include a
discussion on various measures of CI and point out an interesting invariance property
satisfied by these CI quantities. The last section of Chapter[2]contains two important
technical tools that have been introduced in this dissertation, namely a new version
of the balanced coloring lemma and an estimate of the size of large probability sets
in terms of Rényi entropy. These are of independent interest, too.

The secure computing problem is presented in two parts, with Chapter [3| con-

taining the case of a single computed function and Chapter 4] the general case of

"Recently, it was brought to our attention [75] that alternative forms of this result exist in prior

literature; for instance [59] [13].
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multiple functions. Chapter |5 addresses the problem of minimum communication
requirements for generating an optimum rate SK. This is followed in Chapter [6] by
the problem of querying the value of CR. We conclude in Chapter (7| by hypothesizing
the basic principles of secrecy generation that emerge from the results developed in

this dissertation.
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CHAPTER 2

Classical Concepts and New Tools

2.1 Synopsis

We formulate basic concepts that will be of relevance throughout this dissertation.
For a multiterminal source model, the notions of common randomness, omniscience,
and secret key capacity are defined. Also, measures of common information of two
rvs due to Gécs-Korner and Wyner are described, and a new invariance property
is established for these measures. In particular, it is shown that for a two-terminal
setup, these common information quantities remain unchanged if the two rvs are
replaced by their respective sufficient statistics (with respect to each other). Finally,
new technical tools are described, which emerge in this dissertation and underlie our
proofs. A key tool used in Chapter [ estimating the size of a large probability set
in terms of Rényi entropy, is interpreted separately, too, as a lossless block coding
result for general sources. As a specific instance, it yields the classic result for a
discrete memoryless source.

Section [2.2] gives the basic set-up of the multiterminal source model and inter-
active communication that will be used throughout the dissertation. This is followed

by Sections and [2.4] on definitions and preliminary results for common random-
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ness and secrecy generation. In Section [2.5] we define various common information
quantities and establish a new invariance property for them in Section [2.6] The
final Section 2.7 formulates technical tools that will be used in this dissertation.
Specifically, a new version of the “balanced coloring lemma” is established, which is
an important tool to extract almost independent rvs, and a new connection between

Rényi entropy and lossless source coding rate is provided. The results in Sections

[2.6] 2.7.1] and [2.7.2] are contained, respectively, in [63], [68] and [65].

2.2 Multiterminal source model and interactive communi-

cation

Consider a set of terminals M = {1,...,m} that observe, respectively, the se-
quences X7, ..., X" of length n. Unless stated otherwise, we assume that the rvs
(Xit, s Xot), t = 1, ..., n, are i.i.d. with known distribution Py ,,. This basic mul-
titerminal source model was introduced in [20] in the context of SK generation with
public transaction.

The terminals have access to a noiseless public communication network of
unlimited capacity over which they can communicate interactively. The communi-
cation is authenticated and it is assumed that each terminal observes the commu-
nication from every other terminal. Randomization at the terminals is permitted;
we assume that terminal ¢ generates a rv U;, © € M, such that Uy, ..., U, and X},
are mutually independent. While the cardinalities of range spaces of U;,i € M, are

unrestricted, we assume that H (Un) < 0.
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Definition 2.1. (Interactice Communication) Assume without any loss of general-
ity that the communication of the terminals in M occurs in consecutive time slots

in 7 rounds; such communication is described in terms of the mappings

f117"'7f1m7f217"'7f2m7"'7f1“17"'7f7'm7

with f;; corresponding to a message in time slot j from terminal ¢, 1 < 7 < r,
1 < i < m; in general, fj;; is allowed to yield any function of (U;, X]*) and of

previous communication
Gji={fuk<jleMork=y Il <i}.

The corresponding rvs representing the communication will be depicted col-

lectively as
F:{Flla"'7F1m7F217-"7F2m7"'7Fr17-"7Frm}7

where F = F"(Up, X1)); the rv corresponding to ¢;; is denoted by ®;;. A spe-
cial form of such communication will be termed noninteractive communication if
F = (F,..., F,), where F; = f;(U;, X)), i € M. The overall rate of all such
communication is given by

1
—log || F||.
n

2.3 Common randomness

It is known from the pioneering work of Gacs-Korner [26] (also, see [74]) that cor-

relation does not result in shared bits, in general. Nevertheless, as the terminals
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communicate with each other they are able to share bits. In fact, if the observa-
tions of the terminals are correlated, the rate of the shared bits is greater than the
rate of the communication. The concept of CR introduced by Csiszar-Ahlswede [2]

formalizes this idea.

Definition 2.2. (Common Randomness [Z]) Given interactive communication F as
in Definition , antv L = L™ (X%,) is e-common randomness (e-CR) for A fro

F if there exist rvs L; = Lz(n) (X", F), i € A, satisfying
P(Li=L, icA)>1—-c (2.1)

The rv L; will be called an estimate of L at terminal ¢ € A.

2.4 Secret keys and secret key capacity

Shared SKs lie at the heart of all cryptographic applications. Maurer [48] proposed
a framework for studying the generation of (information theoretically secure) SKs
as secret CR from correlated observations at two terminals. As mentioned above, if
the observations of the terminals are correlated, the rate of the overall CR generated
by the communication is greater than the rate of the communication. Heuristically,
this gain in the rate is the root of the generated SK rate. The largest rate of such

an SK that can be generated, the SK capacity, was characterized in [48] [1].

!The rv L is e-recoverable from (X[, F) for every i € A (see the “List of Abbreviations and
Notations” before Chapter but not necessarily from F alone. The deliberate misuse of the

terminology “recoverable from F” economizes our presentation.
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This standard concepts of SK and SK capacity were extended to multiple

terminals in [20), 21]; we will present these general concepts below.

Definition 2.3. (SK capacity [20, 21]) For €, > 0,n > 1, a function K of X7}, is
an ¢,-secret key (€,-SK) for (the terminals in) a given set?] A’ C M with |A'| > 2,
achievable from observations of length n, randomization Uy, and public communi-
cation F = F("(Uy, X1) as above if

(i) K is €,-recoverable from (U;, X', F) for every i € A’;

(ii) K satisfies the “strong secrecy” condition [20, 21]
sin(K,F) £ log|K| — H(K | F) =log |K| — H(K) + (K AF) < e,, (2.2)

where IC = K™ denotes the set of possible values of K; The terminology perfect SK
will be used for a 0-SK.
The SK capacity C(A’) for A’ is the largest rate limsup(1/n)log H(K) of

en-SKs for A’ as aboveﬂ such that lime, = 0.

Remark. The secrecy condition ({2.2)) is tantamount jointly to a nearly uniform dis-
tribution for K (i.e., log || — H(K) is small) and to the near independence of K

and F (i.e., [(K AF) is small).

A single-letter characterization of the SK capacity C'(.A’) is provided in [20, 21].

2For reasons of notation that will be apparent later, we distinguish between the secrecy seeking

set A" C M and the set A C M pursuing secure computation.
3In [20, 2I], a secret key was defined, in general, as K = K (Upq, X7) and SK capacity was

shown to be achieved by a function of X% . Also, in view of (2.2)), SK rate can be defined as

1
lim sup — log [K™)|.
n n
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Theorem 2.1. (Characterization of SK Capacity [20, 21]) The SK capacity C'(A’)

equals
C(A") = H(Xum) — Reo(A), (2.3)
where
Roo(A) = i ZR (2.4)
with
R(A = {RM:ZRZ- > H(Xp | Xpe), BgM,A’gB}. (2.5)
icB

Furthermore, the SK capacity can be achieved with noninteractive communication

and without recourse to randomization at the terminals in M.

Remarks. (i) We recall from [20] that Rco(A") has the operational significance of
being the smallest rate of “communication for omniscience” for A’, namely the
smallest rate liTan (1/n)log ||[F™]| of suitable communication for the terminals in
M whereby X7}, is €,-recoverable from (U;, X", F") at each terminal ¢ € A’, with
li7rln €, = 0; here ||[F™| denotes the cardinality of the set of values of F™. Thus,
Reoo(A’) is the smallest rate of communication among the terminals in M that
enables every terminal in A" to reconstruct with high probability all the sequences
observed by all the other terminals in M, with the cooperation of the terminals in
M/JA'. The resulting omniscience for A’ corresponds to total CR of rate H(X ).

(ii) For the trivial case |A’| = 1, say with A" = {1}, we have that C' ({1}) = H (X4).

Clearly, K = X" attains C' ({1}). On the other hand, if K = K (X},) is an SK for
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terminal 1, it is also an SK for a relaxed model where terminal 1 remains the same
while terminals 2, ..., m coalesce and have additional access to X7'. The SK capacity
for the latter model with two terminals, which is no smaller than C({1}), equals
I (X3 NXym)=H(Xy) (48, 1. Hence, C ({1}) = H (X3).

(iii) The SK capacity C'(A’) is not increased if the secrecy condition is replaced

by the following weaker requirement [48] [20]:
1
—I(KAF) <e,. (2.6)

n

In fact, the “weak secrecy” criterion above was first introduced in [48] []. Subse-
quently, it was noted in [49] [16] that a capacity achieving SK can be generated that

satisfies the following stronger secrecy criterion:
I(KAF) <e,.
(iv) An alternative security criterion is based on the variational distance:
Svar (K, F) £ ||Pgy — Uc x Pr|,, (2.7)

where Uy denotes a uniform distribution on the set K. Note that the security index

Sin in (2.2)) can be expressed as
Sm(K, F) =D (PK,FHUIC X PF) s
and so by Pinsker’s inequality [18§]

1
Svar(K7 F) S §Sln(K,F>
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A weaker secrecy criterion than ([2.2]), which is also widely used in the literature (c.f.

[36] and the follow-up work based on “leftover hash lemma”), is the following:
Svar (K F) < €. (2.8)
Also, it was observed in [20, Lemma 1] that

K]
in K,F < var K,F 1 e ——
Sin(K, F) < sp0r (K F) log S (KT

Therefore, if
NSyar (K, F) — 0 as n — 0, (2.9)

then s;,(K,F) — 0. In fact, the achievability scheme in [20] ensures by driving
Svar (K, F) to 0 exponentially rapidly in n. In Chapter @, we shall establish a new
“strong converse” for SK capacity under E|

(v) The weak secrecy criterion in does not imply the security criterion in .

Also, the former is not implied by (2.9).

The expression for the SK capacity C(A’) in can be expressed alternatively

using a (linear programming) dual expression for Rco(A’). Let
B={BCM:B#0,A¢ B}. (2.10)

Let A(A) be the set of all collections A = {Ag: B € B} of weights 0 < A\g < 1,

satisfying

Y o dp=1 ieM. (2.11)

4The proofs in Chapter |§| can be modified to show a strong converse under 1) [73].
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Every A € A(A) is called a fractional partition of M (see [21, [44], 45, [46]). An

equivalent expression for C'(A’) is

N=H(Xnm)— H(Xg| Xge 1. 2.12
C(A) = H (Xum) )\IenAé%ﬁ)Bze;)\B (Xp| Xpe), 0<e< (2.12)

Denoting

Aewn = > g, (2.13)

the expression (2.12)) can be written also as

O(Al) = min [Z )\BH (XBC) — (Asum - 1) H (XM)] s (214)

AEA(A) BeB

For the case A = M, the expression above simplifies further to

I
1
C(M) = min = 1D(PXMH EPXWZ.), (2.15)

where the minimum is over all (nontrivial) partitions 7 = (my,...,m;) of M with
|| = k parts, 2 < k < m [12] (see also [20, Example 4]).

Depending on the task at hand, we shall use these expressions for C'(A") inter-
changeably in this dissertation. Finally, for m = 2, the expression for C'(M) reduces

to the omnipresent mutual information.
Theorem 2.2. [48, 1] The SK capacity for A’ = M = {0, 1} is

C({1,2}) = I(X; A Xa).

For further discussion on SKs, see Section [6.7]
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2.5 Common information quantities

The first notion of CI for two rvs was given by Gacs and Korner in their seminal
work [26]. One interpretation of the Gacs-Korner CI is as the maximum rate of
a CR that can be established by two terminals observing i.i.d. repetitions of two

correlated rvs Xy and Xs, without any communication. Formally,

Definition 2.4. A number R > 0 is an achievable Gacs-Korner CI rate if for every
0 < e < 1 there exists an n > 1 and a (finite-valued) rv L = L (X7, X}) of rate

(1/n)H(L) > R such that L is e-recoverable from X}' and e-recoverable from X7

The supremum over all achievable Gacs-Korner CI rates is called the Gacs-
Kérner CI of X; and X,, denoted Clgg (X1 A X5).

For characterizing their CI, Gacs and Korner specified the maximal common
function of X; and X5, denoted here as mef(X7, X5), as separate functions of X
and X, that agree with probability 1, such that any other common function of X;

and X5 is a function of mef (X7, X5).

Theorem 2.3. [26] The Gdcs-Korner CI of the rvs Xy, X3 is

CIGK(Xl AN X2) = H(me(XhXQ))

In Chapter [3] we introduce a new multiterminal version of mcf in Definition

Subsequently, Wyner defined CI as the minimum rate of a function of i.i.d.

repetitions of two correlated rvs X; and X, that facilitated a specific distributed
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source coding task [77]. Alternatively, it can be defined as the minimum rate of a
function of i.i.d. repetitions of X; and X5 such that, conditioned on this function,
the i.i.d. sequences are (almost) independent; this definition, though not stated

explicitly in [77], follows from the analysis therein. Formally,

Definition 2.5. A number R > 0 is an achievable Wyner CI rate if for every

0 < € < 1 there exists an n > 1 and a (finite-valued) rv L = L (X7, X7) of rate
(1/n)H(L) < R that satisfies the property:

%1 (XTAXD L) <e (2.16)

Obvious examples of such an rv L are L = (X7, X}) or X or XI'. The

infimum of all achievable CI rates, denoted Cly (X; A X3), is called the Wyner CI

of X; and Xs. The following theorem characterizes C'Iy (X1 A X3).

Theorem 2.4. [T7] The Wyner CI of the rvs X1, Xs is
C[[/V<X1/\X2) :I'IlUlIlI(Xl,XQ/\U), (217)

where the mv U takes values in a (finite) set U with [U| < |X,||X2| and satisfies the

Markov condition X; - U - Xs.

The direct part follows from [77, equation (5.12)]. The proof of the converse is

straightforward. The following inequality ensues |26, [77]:

Clor (X1 A Xs) < I(X1 A Xs) < Cl (X1 A X).
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2.6 Invariance of common information

The concepts and the results reviewed above, which are standard in multiterminal
information theory, will be used throughout this dissertation. In this section, we
present a new invariance property of CI quantities.

Since any good notion of CI between rvs X; and X, measures the correlation
between X; and Xj, it is reasonable to expect the CI to remain unchanged if X,

and X, are replaced by their respective sufficient statistics. The following theorem

establishes this for the quantities H (mcf(X1, X3)), I(X; A X3) and Cly (X7 A X5).

Theorem 2.5. For rvs X1 and Xs, let functions g1 of X1 and go of X5 be such that

X; o g1(Xy) o Xy and X o go(X2) o Xo. Then the following relations hold:

H(mef(Xy, Xp)) = H (mef (g1(X1), 92(X2))) ,
I(X1 A Xo) =1 (g1(X1) A ga(X2)),

Clw(Xl A Xz) = CI (gl(Xl) A\ gg(XQ)) N

Remark. A new notion of CI, termed interactive CI, is introduced in Chapter |5l and

a similar invariance property is established for it in Theorem
Proof. First note that
I(Xl A XQ) = [(gl(Xl) A XQ) = [(gl(Xl) VAN gz(Xg)) .

Next, we consider the Gacs-Korner CI. Note that any common function of

g1(X7) and go(X5) is also a common function of X; and X,. Consequently,
H(me(Xl,X2>) Z H(me(gl(X1>,gg(X2)>) (218)
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For the reverse inequality, observe that for an rv U such that H(U|X;y) = H(U|X;) =
0 we have

U-e X - gl(Xl) - Xo.

Thus, H (Ul|g:1(X;)) < H(U|X3) = 0, and similarly, H (U|g2(X>)) = 0. In particular,

it holds that
H (me(Xl,XQ)‘gl<X1)) =H (me(Xl, XQ)‘QQ(XQ)) = O,

and so,

H(mef (X1, X2)) < H(mef(g1(X1), 92(X2))),
which along with (2.18)) yields

H(mcf (X7, X2)) = H(mcf(g1(X1), g2(X2)))-

Finally, we consider Wyner’s CI and claim that this, too, remains unchanged
upon replacing the rvs with their respective sufficient statistics (for the other rv).

It suffices to show that

for a function g such that X; e g(X;) e X;. Consider an rv U for which X; e U e X,

is satisfied. We have
0=I(XiNANXo|U)>1(9(X1)ANXy|U).
It follows from that
Clw (X1 AN Xo) > Clw (g(X1) A X3) . (2.19)
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On the other hand, for an rv L = L (g™ (X7'), XJ) we have
1 1
L aXp | D)= Lt (D AXE | D),
since
F(XTAXS | L,g"(XT)) < T(XTAXS, L] g" (X))
= T(XTAX5 [ g" (XT)) =0.
Thus, from the definition of Cly (g(X1) A X2) we get

so that, by (219,

2.7 Two basic tools

In this section, we present two technical tools that have been developed in this

dissertation and may be of independent interest.

2.7.1 Balanced coloring lemma

Since our security criterion involves almost independence, all our achievability schemes
rely on the existence of a mapping ¢ of an rv U that is almost independent of an-
other rv V' correlated with U. For instance, in the SK generation problem, with the
established CR in the role of U and the eavesdropper’s observations (including the
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public communication) in the role of V', ¢ is used to extract an SK. In the secure
computing problem, with the local observations at a terminal in the role of U and
the private function value in the role of V', ¢ constitutes a communication from the
terminal which is almost independent of the private function value. One basic tool

for showing the existence of such a mapping ¢ is the “balanced coloring lemma” of

Ahlswede and Csiszdr [2] stated below(’|

Lemma 2.6. [2, Lemma 3.1] Let P be any family of N pmfs on a finite set U, and

let d > 0 be such that P € P satisfies

P ({u  P(u) > é}) < (2.20)

for some 0 < € < (1/9). Then the probability that a randomly selected mapping
¢:U—{1,...,r} fails to satisfy

zr: > P(u)—% < 3, (2.21)

=1 Jug(u)=i

simultaneously for each P € P, is less than 2Nr exp (—E;—f).

Note that for P = {PUW:U,U € V}, the left side of is Syar(0(U), V),
where s,q, is defined in (2.7). Therefore, we can find a mapping ¢ such that
Svar(@(U), V) < 3e if 2Nrexp <—€32—1fl> < 1. This gives an estimate of the size r
of the range of ¢ to ensure almost independence of ¢(U) and V. In fact, the bound
in need not be satisfied for every Py —,, and it suffices to require for

v € Vo with Py (V) close to 1. As an illustration, consider rvs U™ and V", the n

5An alternative tool for the same purpose is the “generalized privacy amplification” result of

Bennett, Brassard, Crépeau and Maurer [7].
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i.i.d. repetitions of U, V. Then, the foregoing approach guarantees the existence of
a mapping ¢ of U™ of rate (approximately) H(U | V') such that s,q.(¢(U"), V") — 0
as n goes to oo.

A typical application of the lemma above is to the case where V' includes the
value of a mapping h : U — {1,...,7'}. In [20, Lemma B.2], Csiszar and Narayan
proved a version of the “balanced coloring lemma” that was tailored to handle this
case. When applied to the i.i.d. illustration above, it implied that for a mapping
h(U™) of rate R, there exists a mapping ¢(U™) of rate (approximately) H(U | V)—R

such that for Z, = (V™ h(U™)),
Svar(@(U™), Z,) = 0 as n — oo.

In other words, there is a loss equal to R in the rate of the constructed mapping ¢
if the eavesdropper additionally knows h(U™) of rate R. As an application, consider
the problem of generating an SK for M. If a CR X, is established using a com-
munication of rate R, then an SK of rate H(X () — R can be generated. Therefore
H(Xm) — Roo(M) is an achievable SK rate for M, which is optimal by Theorem
21

In this dissertation we need a further generalization of [20, Lemma B.2] when
the bound in holds not for U but for another rv U’ that differs from U with
probability close to 0, i.e., we call for a balanced coloring of U while we have the
bound holding for U’.

Specifically, consider rvs U, U’, V with values in finite sets U, U’, V, respectively,

where U’ is a function of U, and a mapping h : U — {1,...,r"}. For A > 0, let Uy
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be a subset of U such that
(i) P(U € Up) > 1 — N?%;
(ii) given the event {U € Uy, h(U) = 5,U’ = ',V = v}, there exists u = u(v’) € U

satisfying
PU =u|hU)=3V=0,U€ly)
=PU=u|hU)=735V=0,U€clUy), (2.22)
for 1 < j <7’ and v € V. Then the following holds.

Lemma 2.7. Let the rvs U, U,V and the set Uy be as above. Further, assume that

Puy <{(u,v):P(U:u|V:v)>é}) < \2 (2.23)

Then, a randomly selected mapping ¢ - U — {1,...,r} fails to satisfy

S PO =5V =0

j=1 vey

T

1
SIS P = [ h(U) =4,V =v) — =| < 14\, (2.24)
=1 | v'eld’: "
o(u')=1

cX3d

with probability less than 2rr'|V| exp ( ) for a constant ¢ > 0.

Remark. Note that the quantity on the left side of (2.24) is Syar = Svar (¢(U), (R(U), V)).

By [20, Lemma 1] it holds that

5in($(0), (W(U), V) < Syay log ——,

S’U(IT‘

where s;, is as in (2.2)). Since the function f(z) = xlog(r/x) is increasing for

0 < x <r/e, it follows from ([2.24) that

sn(@(U), (W(U), V) < 14\ log m (2.25)
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Therefore, the “balanced coloring lemma” suffices to show security in the sense of
&), too.
The proof of Lemma is a variation of the proof of |20, Lemma B.2] and is

given in Appendix C.

2.7.2 Rényi entropy and sets with large probability

The next result relates the cardinalities of large probability sets to Rényi entropy.
The first part is used in the converse proofs in Chapter [0l The mentioned result is
of independent interest and is shown below to yield an elementary alternative proof

of the source coding theorem for an i.i.d. (finite-valued) source.

Definition 2.6. [57] Let p be a nonnegative measure on Y. For 0 < a # 1, the

Rényi entropy of order o of 1 is defined as

Ha() = ——log > n(u),

l—«
ueU

Lemma 2.8. (i) For every 0 < 6 < u(U), there ezists a set Us C U such that
p(Us) = pU) =6, (2.26)
and
Us| < 070" exp (Ho(p)), 0<a<l. (2.27)

(ii) Conversely, for §,6' >0, §+0" < u(U), any set Us C U with u (Us) as in

must satisfy
Us| > (&) () — 6 — &) exp (Ha(p)), o> 1. (2.28)
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Proof. (i) For 0 < a < 1, defining Us = {u el : u(u) > 575 exp [—Ha(,u)}},

we get

plU) = p(ths) + > ().

u: p(u) < sTa exp|—Ha (1))

Writing the summand in the right-side above as p(u) = pu(u)*u(u)'=®, we obtain

pU) < pUs) + Sexp [—(1 — ) Ha(p)] Y p(u)®

ucl
= 1 (Us) + 9, (2.29)
which is (2.26)). Furthermore,
oxp [(1 = @) Ho ()] = Y p(u)”
uel
> >, m(u)”
ueUs
> |Us| 6T exp [—aHa ()], (2.30)

which gives (2.27)).

(ii) By following the steps in the proof of (i), for & > 1, it can shown that the set
Uy = {u U : plu) < (&)Y exp[—Ha(,u)]} (2.31)

has

plo) > p(h) — o',

which, with (2.26]), gives

w(Uo NUs) > p(Uh) — 0 — 4.
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Since by (22.31])

u(Uo NUs) < [ty NUs| (8" expl—Ha ()],

2.28)) follows. O

Lemma [2.8| relating the cardinalities of large probability sets to Rényi entropy
can be interpreted as a source coding result for a general source with finite alphabet
U. Furthermore, it leads to the following asymptotic result.

Consider a sequence of probability measures pu, on finite sets U,,, n > 1. For
0 < d < 1, Ris a d-achievable (block) source coding rate if there exists sets V,, C U,

satisfying

for all n sufficiently large, and
_ 1
lim sup — log [V,| < R.

n n

The optimum source coding rate R*(9) is the infimum of all such §-achievable rates.

Proposition 2.9. For each 0 < < 1,
lim Tim sup —Ho () < R*(5) < lim lim sup —Ho () (2.32)
im limsup —H, () < <lim limsup —H, (). .
all n pn K afl n pn s
Corollary 2.10. If u, s an i.i.d. probability measure on U, =U X ... X U, then
R*(0) = H(u1), 0<d<l.

Proof. The Proposition is a direct consequence of Lemma [2.8 upon taking appropri-

ate limits in (2.27) and (2.28) with U, in the role of U. The Corollary follows since

37



for i.i.d. py,

Ho(pn) = nHa(pn) and lim Ho(p1) = H ().

O

Note that the Corollary above is proved without recourse to the “asymptotic
equipartition property”. Moreover, it contains a strong converse for the lossless
coding theorem for an i.i.d. source. In general, Proposition [2.9| implies a strong
converse whenever the lower and upper bounds for R*(d) in coincide. This
implication is a special case of a general source coding result in [32] Theorem 1.5.1],

[33], where it was shown that a strong converse holds iff for rvs U,, with pmfs pu,,

1
Hn(Un)

the “lim-inf” and “lim-sup” of Z,, = %log in p,-probability coincide, i.e.,

sup {B : lignun(Zn < B) = O} = inf {5 : lirrlnp,n(Zn > 06) = 0}. (2.33)

In fact, a straightforward calculation shows that the lower and upper bounds for
R*(0) in (2.32)) are admissible choices of 5 on the left- and right-sides of (2.33),

respectively.
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CHAPTER 3

Secure Computation

3.1 Synopsis

A subset of a set of terminals that observe correlated signals seek to compute a given
function of the signals using public communication. It is required that the value
of the function be concealed from an eavesdropper with access to the communica-
tion. We show that the function is securely computable if and only if its entropy is
less than the capacity of a new secrecy generation model, for which a single-letter
characterization is provided.

The main results in Section[3.3)are organized in three parts: capacity of a (new)
aided secret key model; characterization of the secure computability of a function
g; and a decomposition result for the total entropy of the model, which lies at the
heart of our technical approach. Proofs are provided in Section and concluding

remarks in Section [3.5] The results of this chapter were reported in [67, 69, [68].
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3.2 Formulation: Secure function computation by public

communication

Terminals 1,...,m observe, respectively, the sequences X7, ..., X, of length n.
Let g : Xy — YV be a given mapping, where ) is a finite alphabet. For n > 1, the

mapping ¢g" : X, — Y" is defined by

gn(xﬁ/l) = (9(1.117 s 7xm1>7 s 7g<x1n7 s 7xmn))7

oy = (2f, ... 2n) € Xjy

For convenience, we shall denote the rv g™ (X7},) by G",n > 1, and, in particular,
G' = g (X ) simply by G. The terminals in a given set A C M wish to “compute
securely” the function ¢"(z7%,) for 2%}, in X'Y. To this end, the terminals are allowed
to communicate over a noiseless public channel, possibly interactively in several
rounds. Randomization at the terminals is permitted; we assume that terminal ¢
generates a rv U;, @ € M, such that Uy, ..., U, and X}, are mutually independent.
While the cardinalities of range spaces of U;,i € M, are unrestricted, we assume

that H (Upq) < oo (see Definition [2.1)).

Definition 3.1. For ¢, > 0,n > 1, we say that g is €,-securely computable (e,- SC)
by (the terminals in) a given set A C M with |A| > 1 from observations of length
n, randomization Uy and public communication F = F _ if

(i) g™ is €,- recoverable from (U;, X", F) for every ¢ € A, i.e., there exists @(n)
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satisfying
p (§§")(Ui,Xf,F) £ G") <en, i€A, (3.1)

and

(ii) g™ satisfies the strong secrecy condition [49] [16] [19].
I(G"AF) < ¢,. (3.2)

By definition, an ¢,-SC function g is recoverable (as ¢") at the terminals
in A and is effectively concealed from an eavesdropper with access to the public

communication F.

Definition 3.2. We say that g is securely computable by A if g is €,- SC by A from
observations of length n, suitable randomization Uy, and public communication F,

such that lime, = 0.

Figure shows our setup for secure computing.

3.3 When is a function securely computable?

We consider first the case when all the terminals in M wish to compute securely the
function g, i.e., A = M. Our result for this case will be seen to be linked inherently
to the standard concept of SK capacity for a multiterminal source model described
in the previous chapter (see Definition , and serves to motivate our approach to
the general case when A C M.

A comparison of the conditions in and that must be met by a
securely computable g and an SK K, respectively, shows for a given ¢ to be securely
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Public communication F, I(F AG") =0

Figure 3.1: Secure computation of g

computable, it is necessary that

H(G) < C(M). (3.3)

Remarkably, it transpires that H(G) < C(M) is a sufficient condition for g to be

securely computable, and constitutes our first result.

Theorem 3.1. A function g is securely computable by M if

H(G) < C(M). (3.4)

Conversely, if g is securely computable by M, then H(G) < C(M).

Theorem [3.1]is, in fact, a special case of our main result in Theorem [3.4] below.

Ezxample 3.1. Secure Computation of Parity. Let m = 2, and let X; and X, be
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{0, 1}-valued rvs with

le(l):pzl—le(O), 0<p<l,

1
Py, (1]0) = Py,x, (0| 1) =6, 0<d< 5

such rvs X; and X, give rise to binary symmetric sources (BSS). Let g(z1,22) =
r1 + x5 mod 2.
From Theorem 2.1} C'({1,2}) = h(p*0) —h(d), where pxd = (1—p)d+p(1—4).

Since H(G) = h(d), by Theorem (3.1 g is securely computable if
2h(0) < h(p *9). (3.5)

We give a simple scheme for the secure computation of g when p = 1/2, that relies on
Wyner’s well-known method for Slepian-Wolf data compression [76] and a derived

SK generation scheme in [82], [81]. When p = 1/2, we can write
X! =XJ+G" mod2 (3.6)

with G™ being independent separately of X7 and X7'. We observe as in [76] that
there exists a binary linear code, of rate = 1 — h(d), with parity check matrix P
such that X7, and so G", is €,-recoverable from (F}, X}) at terminal 2, where the
Slepian-Wolf codeword F} = PX7] constitutes public communication from terminal
1, and where €, decays to 0 exponentially rapidly in n. Let G" be the estimate
of G™ thereby formed at terminal 2. (We can take G™ to have been compressed
losslessly to rate H(G).) Further, let K = K(X7) be the location of X7 in the

coset of the standard array corresponding to P. By the previous observation, K
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too is €,-recoverable from (Fj, XI') at terminal 2. From [82], [R1], K constitutes a

“perfect” SK for terminals 1 and 2, of rate = I(X; A X3) = 1 — h(9), and satisfying
I(K AF) = 0. (3.7)

Also, observe from that K = K(X7) = K(X3 4+ G") and I} = Fi(X}) =
Fi (X} 4+ G™). Since G™ is independent of X7, it follows that conditioned on each
fixed value G™ = ¢g", the (common) argument of K and Fj, namely X} + G”, has a
conditional pmf that equals the pmf of X} + ¢" which, in turn, coincides with the

pmf of X7 4 ¢g”, i.e., a permutation of the pmf of X7". Hence by (3.7)),
I(KAF,G"=I(KAF |G") =0, (3.8)

since (K ANG™) < (X ANG™) = 0.

Then terminal 2 communicates G™ in encrypted form as
F,=G"+K mod?2
(all represented in bits), with encryption feasible since

H(G) = h(d) < 1 — h(6) = %H(K),

by the sufficient condition (3.5). Terminal 1 then decrypts F» using K to recover

G". The computation of g" is secure since
I(G'"NFF) =1(G"NF)+ (G NFy | Fy)

is small; specifically, the first term equals 0 since I(G™ A Fy) < I(G" A XT') = 0,
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while the second term is bounded according to

[(G"ANFy | F))=H(G'+ K | F))— HG"+ K | F1,G")
<HK)-H(G"+ K | F1,G") + 0p,

with 9,, — 0

=I(K A F,G") + 6, =6y,

where the intermediate step uses Fano’s inequality and the exponential decay of €,

to 0, and the last equality is by (3.8)). ]

Example 3.2. Consider the setup of Example for the case p = 1/2, but now
with terminal 1 alone seeking to compute g. Since G" is independent of X7, secure
computation of g at terminal 1 is possible with terminal 2 simply communicating

X3, even when X; and X, are independent. Note that
H(G) = h(0) < C({1}) = H(Xy) =1,
for 0 < 4§ <1/2. O

We now turn to the general model for the secure computability of g by a given

set A C M. Again in the manner of (3.3)), it is clear that a necessary condition is
H(G) < C(A).

In contrast, when A & M, the condition H(G) < C(.A) is not sufficient for g to be

securely computable by A as seen by the following simple example.
Ezxample 3.3. Omniscience is Forbidden. Let m = 3, A = {1,2} and consider
rvs X1, Xo, X3 with X7 = Xy, where X is independent of X3 and H(X3) < H(X)).
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Let g be defined by g(x1, 29, 23) = 3, 2; € X;, 1 < i < 3. Clearly, C({1,2}) =
H(X;). Therefore, H(G) = H(X3) < C({1,2}). However, for g to be computed
by the terminals 1 and 2, its value must be conveyed to them necessarily by public

communication from terminal 3. Thus, g is not securely computable. [

We observe in Example 3.2 that if the value of G" is given to terminal 2 after it
has communicated X to terminal 1, then both terminals attain omniscience, with
terminal 1 doing so from communication that is independent of G". Terminal 1 then
computes G" from its omniscience. Interestingly, the secure computability of g can
be examined in terms of a new SK generation problem that contains these features

and is formulated next.

3.3.1 Secret key aided by side information

We consider an extension of the SK generation problem in Definition [2.3] which
involves additional side information Z7, that is correlated with X%, and is provided
to the terminals in A’ for use in only the recovery stage of SK generation; however,
the public communication F remains as in Definition Formally, the extension
is described in terms of generic rvs (X1, ..., X, {Zi,i € A'}), where the rvs Z; too
take values in finite sets Z;, i € A’. The full force of this extension will not be needed
to characterize the secure computability of ¢; an appropriate particularization will

suffice. Nevertheless, this concept is of independent interest.

Definition 3.3. A function K of (X7},, Z7/) is an €,- secret key aided by side infor-

mation Z7, (e,-ASK) for the terminals A" C M, |A'| > 2, achievable from observa-
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tions of length n, randomization Upq and public communication F = F(Uxq, X))
if it satisfies the conditions in Definition with (U;, X', Z",F) in the role of
(U;, X', F) in condition (i). The corresponding ASK capacity C(A’, Z4) is defined

analogously as in Definition [2.3]

In contrast with the omniscience rate of H(X ) that appears in the passage
following Theorem [2.1] now an underlying analogous notion of omniscience will
involve total CR of rate exceeding H (X ). Specifically, the enhanced CR rate will
equal the entropy of the mcf of the rvs (Xay, Z;)ica, introduced for a pair of rvs in

[26] (see also [17, Problem 3.4.27] and Chapter [2| above).

Definition 3.4. [26] For two rvs @, R with values in finite sets Q, R, the equivalence
relation ¢ ~ ¢’ in Q holds if there exist N > 1 and sequences (qo, ¢1,-..,qn) in Q
with g0 = ¢, gv = ¢’ and (r1,...,7y) in R satisfying P (Q = ¢_1, R=1r;) > 0 and
P(@Q=¢q,R=mr)>0,l=1,...,N. Denote the corresponding equivalence classes
in @ by Qq,..., Q. Similarly, let Rq,..., Ry denote the equivalence classes in R.
As argued in [26], k£ = k' and for 1 <i,j <k,
;1=
PQeQ |RER;)=P(RER; |Qe Q)=

0, i#j.

The mcf of the rvs @, R is a rv mcf(Q, R) with values in {1,...,k}, defined by
me(Q,R):Z it Qe Q, ReR;,, i=1,... k.

For rvs Qq, ..., @y, taking values in finite alphabets, we define the mcf(Qq, ..., @)
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recursively by

mcf(Q1, ..., Q) = mcf(mcf(@l, ey Qm—1), Qm) (3.9)

with mcf(Q1, Q2) as above.

Definition 3.5. With Q™ denoting n i.i.d. repetitions of the rv (), we define

mcf™(Q1, ..., Qm) = {mef (Que, ooy Qut) Hy - (3.10)

Note that mcf"(Qq, ..., @) is a function of each individual QF,i =1, ..., m.

Remark. As justification for the Definition (3.9)), consider a rv £ that satisfies
HE¢|Q)=0, i=1,...m (3.11)

and suppose for any other rv £ satisfying (3.11)) that H(£) > H(¢'). Then Lemma

below shows that & must satisfy H(§) = H(mcf(Q1, ..., Qum))-

The following result for the mcf of m > 2 rvs is a simple extension of the

classic result for m = 2 [26, Theorem 1].

Lemma 3.2. Given 0 < ¢ < 1, if €™ is e-recoverable from Q7 for eachi=1,...,m,

then

lim sup ~ H (€™) < Hmet(Q1, .. Qu))- (3.12)

n n
Proof: The proof involves a recursive application of [26] Lemma, Section 4] to
mcf(Q1, ..., Q) in (3.9)), and is provided in Appendix A.

We are now in a position to characterize ASK capacity. In a manner analogous

to Theorem [2.1] this is done in terms of H(mcf(X v, Z;)ie) and the smallest rate
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of communication Reo(A’, Zy) for each terminal in A’ to attain omniscience that

corresponds to n i.i.d. repetitions of mef (X, Z;)icar)-

Theorem 3.3. The ASK capacity C(A'; Zy) is given by
C(A's Zy) = H(mef((Xm, Zi)iew)) — Reo(A'; Zar), where

RMER(A;

Reo(A; Zuy) = min Y R with
Z““/)ieM

R(A/;ZA/) = {RM : Rz > max H(XB | XBc,Zj>,B g M,A/ g B} (313)
i€eB

jEBeNA

The proof of Theorem [3.3|is along the same lines as that of Theorem [20]
and is provided in Appendix B.
The remark following Theorem [2.1]also applies to the ASK capacity C'(A’; Z 4/),

as will be seen from the proof of Theorem [3.3]

3.3.2 Characterization of secure computability

If g is securely computable by the terminals in A, then G™ constitutes an ASK for
M under the constraint (2.6)), of rate H(G), with side information in the form of G™
provided only to the terminals in A in the recovery stage of SK generation. Thus,
a necessary condition for g to be securely computable by A, in the manner of ,

is

H(G) < C(M; Zpm), (3.14)
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where Z./\/l = ZM(A) = {Zz}zeM with

0, 7€ A
Z; = (3.15)

G, i€ A

By particularizing Theorem to the choice of Z,, as above, the right side of (3.14)

reduces to
C(M; Za) = H(X ) — Roo(M; Zay), where (3.16)
Reo(M; Zy) = RMegl(iAIi;ZM)iEZMRZ" with
R(M;ZM)z{RM:ZRiz{ H(Xp|Xp:), BEGM,A¢B }

i€B H(Xp | Xp:,G), BEM,ACB

Our main result says that the necessary condition is tight. Consider a protocol
that enables the terminals in M to attain omniscience using communication that
is independent of G", when G™ is provided only as “decoder side information” to
the terminals in A€ but cannot be used for communication. Our proof shows that
condition below is sufficient for such a protocol to exist. Clearly, this protocol
also serves for the secure computation of g by the terminals in A upon disregarding
the decoding tasks in A° (so that the protocol does not depend on a knowledge of
G™).

Theorem 3.4. A function g is securely computable by A C M if

H(G) < C(M; Zp). (3.17)

Furthermore, under the condition above, g is securely computable with noninteractive
communication and without recourse to randomization at the terminals in M.
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Conversely, if g is securely computable by A C M, then H(G) < C(M; Zpn).

Remarks. (1) As in the proof of achievability of SK capacity in [20], our proof of the
sufficiency of for the secure computability of ¢ holds with ¢, in ,
decaying to zero exponentially rapidly in n.

(ii) It is easy to see that C(M) < C'(M; Zy) < C(A), where Zyy is as in (3.15)).
In particular, the second inequality holds by noting that an SK for M is also an
SK for A, and that the side information for recovery Z,, in (3.15)) is not provided
to the terminals in A.

(iii) Observe in Example 3 that C'(M; Zy) = C(M) = 0 and so, by Theorem [3.4]

g is not securely computable as noted earlier.

Ezxample 3.4. Secure Computing Using an SK. In certain practical applications,
different terminals observe mutually independent data and each seeks to securely
compute a function g of the totality of all the observations. To enable this, they
share a perfect SK, say K, of rate R. Then, since the SK capacity for this model is
equal to R, by Theorem a protocol for securely computing ¢ exists if H(G) < R,
and only if H(G) < R. Therefore, the terminals must share an SK of rate larger
than H(G) to accomplish secure computing.

Concretely, consider the case m = 2 with terminals 1 and 2 observing, re-
spectively, random independent bits By and Bs. Each terminal wishes to compute
securely By @& By. Furthermore, assume that the terminals share a one-bit SK K,
which is independent of (B, Bs); thus, X; = (B;, K) and Xy = (Bz, K). Then, the

following simple protocol ensures secure computing: F} = By, Fy = K & By & Bs.
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In fact, this same protocol can be repeated n times to securely compute the parity
for n i.i.d. pairs of independent random bits observed by the two terminals. But
is this optimal or can we make do with less than n bits of SK? Heuristically, se-
cure computing is feasible owing to the advantage that the legitimate parties have
over the eavesdropper due to the correlation in their observations. In this simple
example, this correlation corresponds to a shared SK. Therefore, the question raised
above is, in effect, an “inverse” problem where we wish to quantify the minimum
correlation needed to ensure secure computing. Specifically, since the SK capacity
in this model is equal to the rate R of the SK, secure computing is feasible only if
R > H(B;, & Bs) =1 and so, the number of bits of SK cannot be (asymptotically)
less than n for secure computing. Hence, the simple protocol above is asymptotically

optimal. O

Ezrample 3.5. Secure Auction. In an online auction, m — 1 bidders acting inde-
pendently of each other, randomly place one of k bids on a secure server. After a
period of independent daily bidding, the server posts a cryptic message on a public
website. We shall see that such a message exists from which each bidder can deduce
securely the highest daily bids, but for m > k + 1 no message exists to allow any of
them to identify securely the daily winners.

Indeed, here A = {1,....,m — 1} and Xi,..., X, are i.i.d. rvs distributed
uniformly on {1, ..., k}, while X,, = (Xy,..., X;n_1). Let ¢g1(21,...,2,,) = max z;

1<i<m—1

and go(21, ..., Ty) = arg Jmax ;. Then, straightforward computation yields that

H(G,) < logk, and for both ¢y, go that C'(M; Zy) = C(M), where, by Theorem
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2.1
C(M) = H(Xy) — Rco(M) = (m—1)logk — (m —2)logk =logk.  (3.18)

Hence, by Theorem g1 is securely computable. Since H(Gs) = log(m — 1), go
is securely computable if & > m — 1. However, for £k < m — 1, ¢ is not securely
computable by any terminal i € {1,...,m — 1}. This, too, is implied by Theorem
upon noting that for each i € {1,...,m — 1} and a restricted choice A = {i} and

Zm as in ,
C(M; Zp) = H(X;) =logk <log(m — 1) = H(G>),

where the first equality is a consequence of remark (ii) following Theorem [3.4] (3.18)

and remark (i) following Theorem [2.1] O

3.3.3 A decomposition result

The sufficiency condition prompts the following two natural questions: Does
the difference C' (M; Z () — H(G) possess an operational significance? If g is securely
computable by the terminals in A, clearly G" forms an SK for 4. Can G" be
augmented suitably to form an SK for A of maximum achievable rate?

The answers to both these questions are in the affirmative. In particular, our
approach to the second question involves a characterization of the minimum rate of
communication for omniscience for A, under the additional requirement that this
communication be independent of G". Specifically, we show below that for a securely

computable function g, this minimum rate remains Rco(A) (see (2.4)), (2.5)).
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Addressing the first question, we introduce a rv K, = Kén) such that K =
(K4, G™) constitutes an €,-ASK for M with side information Zu as in (3.15) and

satisfying the additional requirement
I (K, NG") <e¢. (3.19)

Let the largest rate lim,(1/n)H (K,) of such an ASK be C9(M;Zx(). Observe
that since K is required to be nearly independent of F, where F is the public
communication involved in its formation, it follows by that K, is nearly
independent of (G™, F).

Turning to the second question, in the same vein let K be a rv such that
K = (K;, G") constitutes an ¢,-SK for A C M and satisfying . Let C9(A)
denote the largest rate of K. As noted above, K, will be nearly independent of

(G™,F’), where F’ is the public communication involved in the formation of K’.
Proposition 3.5. If g satisfies (5.17), for A C M it holds that

(1) O (M; Zm(A) = C(M; Zu(A)) — H(G),

(11) CIA) =C(A) — H(G).
Remarks. (i) For the case A = M, both (i) and (ii) above reduce to C9(M) =

C(M) — H(G).

(ii) Theorem [2.1] and Proposition [3.5](ii) lead to the observation
H(Xm) = Roo(A) + H(G) + C?(A),

which admits the following heuristic interpretation. The “total randomness” X7},
that corresponds to omniscience decomposes into three “nearly mutually indepen-
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dent” components: a minimum-sized communication for omniscience for A and the

independent parts of an optimum-rate SK for A composed of G" and K ;.

3.4 Proofs of main results

Proof of Theorem [3.4)

The necessity of follows by the comments preceding Theorem .

The sufficiency of will be established by showing the existence of non-
interactive public communication comprising source codes that enable omniscience
corresponding to X, at the terminals in 4, and thereby the computation of g.
Furthermore, the corresponding codewords are selected so as to be simultaneously
independent of G™, thus assuring security.

First, from and (3.16)), there exists 6 > 0 such that Roo(M; Zum) +
d < H(Xm|G), using G = g(Xpn). For each ¢ and R; > 0, consider a (map-
valued) rv J; that is uniformly distributed on the family J; of all mappings A" —
{1,..., [exp(nR;)]}, i € M. The rvs Jy, ..., J;m, X4 are taken to be mutually inde-
pendent.

Fix €, €, with € > me and € + ¢ < 1. It follows from the proof of the general
source network coding theorem [I7, Lemma 3.1.13 and Theorem 3.1.14] that for all

sufficiently large n,

P ({jm € Tnm : Xy is en-recoverable from (X7, iy (X qy) - Z5) i € M})

>1—¢ (3.20)

provided Ry = (Ry, ..., Rp) € R(M; Zr), where €, vanishes exponentially rapidly
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in n. This assertion follows exactly as in the proof of [20, Proposition 1, with

A = M] but with X; there equal to (X;, Z;) rather than X;, i € M. In particular,

we shall choose Ry € R(M; Zpq) such that

“ 0
i=1

Below we shall establish that

P({jm € T+ T(Gm(XJ) AG™) > €,}) < € (3.22)
for all n sufficiently large, to which end it suffices to show that
. o . " €n € .
P ({jM S jM 1 (]Z(XvZ ) NG 7]./\/(\{@'} (XM\{i})) Z E}> S E’ 1€ M, (323)

since

I (jm (X3 A G")

<

I(j: (XP)AG™ | (XT), i1 (XT))

[
NE

1

-
I

I (5 (X7 AG™, gy (X)) -

NE

<
1

7

Then it would follow from ([3.20)), (3.22)) and definition of Z, in (3.15]) that
P({jM € Im : G" is €,-recoverable from (XZ-”,jM\{Z-} (X}\‘A\{i})) , 1EA,

and I(jm(Xy) ANG") < en}> >1—e—¢.

This shows the existence of a particular realization jy of Jy such that G™ is €,-SC

from <XZ-",jM\{Z-} <X/T\LA\{1'}>> for each i € A.
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It now remains to prove (3.23). Fix ¢ € M and note that for each j; € 7,

with ||7;]| denoting the cardinality of the (image) set j;(X]"),

1 (J (XT) A G™ gy (X gy) )

<T(5: (XP) NG Ganvgiy (XRagay)) + log [lGill = H (s (X77))

= D(ji<Xin>7 (G™ gy (X)) |l Ui () X (Gnuj/\/l\{z'} (Xhoga) )) , (3.24)
where the right side above denotes the (Kullback-Leibler) divergence between the
joint pmf of j;(X), (G",jM\{i} <X/7\L4\{Z.}>) and the product of the uniform pmf on
Ji(X") and the pmf of <G”,jM\{,~} (Xj(/[\{i}>>. Using [20, Lemma 1], the right side
of (3.24)) is bounded above further by

Spar 10g 151 , (3.25)

Svar

where S,4r = Spar (ji(XZ-”); G", jam\(a} (X/’\‘/l\ {i})> is the variational distance between

the pmfs in the divergence above. Therefore, to prove (3.23)), it suffices to show that

. o " €n €
p ({]M € j./\/l : Swar (]l(Xz )7G y IM\{i} (X,/\/l\{z})) 2 E}) < E? (S M? (326)

on account of the fact that log ||j;(X")|| = O(n), and the exponential decay to 0 of

€n- Defining

T = {j/\/t\{i} € Im\fiy © Xy is ey-Tecoverable from (Xf,j/\/t\{i} (XXA\{i}) ,Zf) },

we have by (3.20) that P (Jangy € Ji) 21— e. It follows that

€n

p ({jM € Tnm : svar (7 (X7) 5 G, iy (Xhangiy)) > g}>

<e+ Z ~ P (Javgiy = Jmgiy) X

p ({g € Ji : Svar (3(X7): G™ vy (Xingiy)) = %D ’
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since J; is independent of Jaq 3. Thus, (3.26]), and hence (3.23), will follow upon

showing that

€n

p ({]z € T Svar (3:(X7); G™ gy (X)) = ED <——¢ Jamig €T

(3.27)

for all n sufficiently large. Fix ja iy € Ji. We take recourse to Lemma and set

U=X3,U =XV =G"h=jrmy} and
Uy = {l’”M € Xy aly =i (2 gy (Thag) - 9" (2h) 1 (0 € A)) }
for some mapping ;. By the definition of T
P(U €Uy > 1—e,,

so that condition ([2.22))(i) preceding Lemma is met. Condition (2.22))(ii), too,
is met since conditioned on the events in (2.22))(ii), only those z7, € Up can occur
that are determined uniquely by their 7" components z7.

Upon choosing

d = exp {n (H(XM\G) - g)} )

in (2.23)), the hypotheses of Lemma are satisfied with A = /€, for an appropriate

exponentially vanishing ¢,. Then, by Lemma with

r = [exp[nR]], 7' = |exp |n Z R+~ ;

and with J; in the role of ¢, we get from ([2.24) and (3.21)) that

P ({Ji € Ti+ svar (3:(X7): G", iy (Xhangy)) = 14v/€n})
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decays to 0 doubly exponentially in n, which proves . This completes the proof
of Theorem [3.4] O

Proof of Proposition . (i) Since the rv (Kén), G™), with nearly independent
components, constitutes an ASK for M with side information Z,, as in , it is

clear that

In order to prove the reverse of (3.28), we show that C'(M;Zy) — H(G) is an
achievable ASK rate for K, that additionally satisfies . First, note that in the
proof of Theorem the assertions and mean that for all sufficiently
large n, there exists a public communication Fy, say, such that I(Fy A G") < €,
and X7}, is e,-recoverable from (X7, Fi\q, ZI") for every i € M, with liyrln e, = 0. Fix
0 < 7 < 4, where 0 is as in the proof of Theorem [3.4] Apply Lemma [2.7], choosing

U=U =Xy, U=XYy, V=G", h=Fuy,

d = exp [n (H (Xm|G) — %)] , (3.29)
whereby the hypothesis of Lemma is satisfied for all n sufficiently large.
Fixing

r = {exp [n (RCO (M; Zn) + g)ﬂ :

by Lemma [2.7] a randomly chosen ¢ of rate

1
ﬁlOgT = H(XM|G) _RCO (M,ZM) — T

= C(M: Zu) — H(G) 7
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will yield an ASK K, = Kg(") = ¢ (X7,) which is nearly independent of (Fa(, G")
(and, in particular, satisfies ) with positive probability, for all n sufficiently
large.

(ii) The proof can be completed as that of part (i) upon showing that for a se-
curely computable g, for all 7 > 0 and n sufficiently large, there exists a public
communication Fj, that meets the following requirements: its rate does not exceed
Reo(A) + 73 I(Fiy ANG™) < €,; and X is €,-recoverable from (X, F},) for every
i € A. To that end, for Ryg = (Ry, ..., Rin) € R(M; Zpq) as in the proof of Theorem

3.4 consider R = (R}, ..., R],) € R(A) that satisfies R, < R, for all i € M and
Y R < Reo(A) + 7,
i=1

noting that R (M; Zy) C R(A). Further, for Jy and Jy as in that proof, define
a (map-valued) rv J! that is uniformly distributed on the family J; of all map-
pings from {1,..., [exp(nR;)|} to {1,...,[exp(nR)|}, i € M. The rvs Jy, ..., Jn,
Jiy .y b, X% are taken to be mutually independent. Define Jy, as the set of map-
pings jm € Jm for which there exists a ji, € Jy, such that X7}, is e,-recoverable
from (X7, jiv (Jam (X7y))) for every i € A. By the general source network coding

theorem [I7, Lemma 3.1.13 and Theorem 3.1.14], applied to the random mapping

S (Jm), it follows that for all sufficiently large n,
P(Jyely)>1—e

This, together with (3.20)) and (3.23) in the proof of Theorem imply that for

a securely computable g there exist jp € Jm and j) € Jy, for which the public
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communication F), = j%,(jr) satisfies the aforementioned requirements. Finally,

apply Lemma with U, U’, Uy, V and d as in but with h = F, and
r = [exp [n <Rco (A) + —>H .
As in the proof above of part (i), an SK K| = K™ of rate
%logr — H(Xum|G) = Reo (A) — 7 = C (A) — H(G) — 7

which is nearly independent of (F7,, G") (and, hence, satisfies (3.19))) exists for all

n sufficiently large. O

3.5 Discussion

We obtain simple necessary and sufficient conditions for secure computability ex-
pressed in terms of function entropy and ASK capacity. The latter is the largest
rate of an SK for a new model in which side information is provided for use in only
the recovery stage of SK generation. This model could be of independent interest.
In particular, a function is securely computable if its entropy is less than the ASK
capacity of an associated secrecy model. The difference is shown to correspond
to the maximum achievable rate of an ASK which is independent of the securely
computed function and, together with it, forms an ASK of optimum rate. Also, a
function that is securely computed by A can be augmented to form an SK for A of
maximum rate.

Our results extend trivially to functions defined on a block of symbols of

fized length in an obvious manner by considering larger alphabets composed of
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supersymbols of such length. However, they do not cover sequences of functions of
symbols of increasing length (in n), e.g., a running average (in n).

In our proof of Theorem [3.4] g was securely computed from omniscience at all
the terminals in A C M that was attained using noninteractive public communica-
tion. However, omniscience is not necessary for the secure computation of g, and
it is possible to make do with communication of rate less than Rco(A) using an
interactive protocol. A related unresolved question is: What is the minimum rate
of public communication for secure computation?

A natural generalization of the conditions for secure computability of g by A C
M given here entails a characterization of conditions for the secure computability of
multiple functions gy, ..., gr by subsets A, ..., A of M, respectively. This unsolved
problem, in general, will not permit omniscience for any A;,7 = 1, ..., k. For instance
with m = 2, A; = {1}, Ay = {2}, and X; and X, being independent, the functions
gi(z;) = x;, i = 1,2, are securely computable trivially, but not through omniscience
since, in this example, public communication is forbidden for the secure computation
of g1, g2. The next chapter addresses a version of the mentioned generalization.

Yet another direction involves a model in which the terminals in M securely
compute G = ¢ (X,), and the eavesdropper has additional access to correlated
side information that may not be available to the terminals in M. Specifically, the
eavesdropper observes n i.i.d. repetitions Z" of a Z-valued rv Z that has a given

joint pmf with X, in addition to the public communication F of the terminals in
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M. The secrecy condition ([2.2) is replaced by

[(G"AF|Z") < e, (3.30)

noting that G need not be independent of Z. Having computed g securely, the
terminals in M can extract a rv K = K (G"), of rate H(G | Z), that is (nearly)
independent of Z". Together with , this means that K is similarly independent
of (F,Z"). Since K constitutes a wiretap secret key (WSK), its rate H(G | Z)
necessarily cannot exceed the corresponding WSK capacity [48, 1, 20]. A single-
letter characterization of WSK capacity remains unresolved in general (cf. [31]). The
sufficiency of the previous necessary condition is unclear even when WSK capacity is
known. In the special circumstance in which the terminals in M, too, have access to
Z", a single-letter characterization of WSK capacity is known [20]. In this case, our

proof technique shows that the aforementioned necessary condition is also sufficient.
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CHAPTER 4

Secure Computation: Multiple Functions

4.1 Synopsis

This chapter generalizes and extends the results of the previous chapter to the com-
putation of multiple given functions of the observations at the terminals while main-
taining the privacy of a specified function. Specifically, multiple terminals observe
correlated data and seek to compute functions of the data using interactive public
communication. At the same time, it is required that the value of a private function
of the data remain concealed from an eavesdropper observing this communication.
In general, the private function and the functions computed by the terminals can
be all different. We show that a class of functions are securely computable if and
only if the conditional entropy of data given the value of private function is greater
than the least rate of interactive communication required for a related multiterminal
source-coding task. A single-letter formula is provided for this rate in special cases.

The problem of secure computing for multiple functions is formulated in the
next section, followed by our results in Section [4.3] The proofs are given in Sections
and [4.5] The final section discusses alternative forms of the necessary conditions.

The results of this chapter were reported in [62], 64].
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4.2 Formulation: Secure computation of multiple functions

We consider a multiterminal source model for function computation using public
communication, with a confidentiality requirement. Terminals 1,...,m observe,
respectively, the sequences X7, ..., X" of length n. For 0 <7 <m,let g; : Xpy — Vi
be given mappings, where the sets ); are finite. Further, for 0 <i < m and n > 1,

the (single-letter) mapping g7 : X3, — V7 is defined by

g;t(x%) = (gi(mlla s 7xm1>7 s >gi(x1n7 s 7xmn>>7

= (27, ... 20) € Xy

For convenience, we shall denote the rv ¢ (X}) by GI',n > 1, and, in particular,
G} = gi (Xp) simply by Gi.

Each terminal i € M wishes to compute the function ¢! (z7%,), without reveal-
ing g¢(2%y), 2%, € Xy. To this end, the terminals are allowed to communicate over
a noiseless public channel, possibly interactively in several rounds. An interactive
communication protocol is as in Definition but, for simplicity, in this chapter
we do not allow local randomization, i.e., Uy = (). The rate of the interactive

communication F is 1 log ||F].

Definition 4.1. For ¢, > 0, n > 1, we say that functioneﬂ Im = (90,915, Gm),
with private function go, are €,-securely computable (e,- SC) from observations of

length n, and public communication F = F(™  if

(i) G? is €,- recoverable from (X[, F) for every i € M, and

1 The abuse of notation ga = (9o, 91, -+, gm ) simplifies our presentation.
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(ii) F satisfies the secrecy condition

1
—I(Gy ANF) <e,.
n

Remark. The definition of secrecy here corresponds to the notion of weak secrecy.
When our results have a single-letter form, our achievability schemes for secure
computing attain strong secrecy (see Definition [2.3| and remarks (ii), (iii) following

Theorem [2.1]).

By definition, for ¢,-SC functions gaq, the private function Gy is effectively

concealed from an eavesdropper with access to the public communication F.

Definition 4.2. For private function gg, we say that functions g, are securely com-
putable if guq are €,- SC from observations X}, of length n and public communication

F = F™ such that lime, = 0.

Figure [4.1] shows the setup for secure computing.

In this dissertation, we give necessary and sufficient conditions for the secure
computability of certain classes of functions gy = (9o, g1, ---, gm). The formulation
in Chapter [3| in which the terminals in a given subset A of M are required to

compute (only) go securely, is a special case with

9o, 1€ A7

constant, otherwise.

Upon rearranging the terms in Theorem [3.4] we see that conditions
H(Xpm | Go) > R (4.2)
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Interactive Communication F, %I (FAGE) =0

.
Fy F F,,
X7 Xy | Xxn
v v !

Figure 4.1: Secure computation of gy, ..., g,, with private function gy

and
H(Xum | Go) > R (4.3)

constitute, respectively, necessary and sufficient conditions for the functions above
to be securely computable, with R* being the minimum rate of interactive com-
munication F that enables all the terminals in M to attain omniscience, using F
and with decoder side information Gf given to the terminals in M \ A. In fact,
it was shown that when condition holds, it is possible to recover X7}, using
communication that is independent of Gf.

The guiding heuristic in this chapter is the following general principle, which
is also consistent with the results of the previous chapter:

Conditions and constitute, respectively, the necessary and sufficient
conditions for functions gam = (go, g1, -, gm) to be securely computable, where R*
is the infimum of the rates of interactive communication F' such that, for each
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1 < i <m, the following hold simultaneously:
(P1) G7 is €,-recoverable from (X", F'), and

(P2) X7}, is e,-recoverable from (XI',Gy,F'), i.e., terminals attain omniscience,

with G as side information that is used only for decoding (but is not used for

the communication F'),

where €, — 0 as n — 0.

Thus, (P1) and (P2) require any terminal computing g to become omniscient,
an observation that was also made for the special case in Chapter [3] The first con-
dition (P1) above is straightforward and ensures the computability of the functions
g1, -, §m, by the terminals 1, ..., m, respectively. The omniscience condition (P2) fa-
cilitates the decomposition of total entropy into mutually independent components
that include the random values of the private function G§ and the communication
F’. For the specific case in , R* above has a single-letter formula. In general, a
single-letter expression for R* is not known.

Our results, described in section 4.3}, are obtained by simple adaptations of this
principle. However, unlike in the previous chapter, our conditions, in general, are
not of a single-letter form. Nevertheless, they provide a structural characterization
of secure computability. As an application, our results provide simple conditions for

secure computability in the following illustrative example.

Example 4.1. Secure Computing for Binary Symmetric Sources. We consider

the case of m = 2 terminals that observe BSS (see Example with underlying
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rvs X1, Xy with joint pmf given by

1—90
P(X)=0.X,=0) = P(X; =1, X, = 1) = =

P(X;=0,Xo=1)=P(X;=1,X,=0) = g,
where 0 < 6 < 1/2 (cf. Example 3.1). The results of this dissertation will allow
us to provide conditions for the secure computability of the four choices of gg, g1, g2
below; it will follow by Theorem that functions gy, g1, g2 are securely computable
if
h(d) < T,
and conversely, if the functions above are securely computable, then

h(d) < T,

where h(7) = —7log 7 — (1—7)log(1—7), and the constant 7 = 7(J) depends on the
choice of the function. These characterizations are summarized in the next table.
Denote the AND and the OR of two random bits X; and X5 by X;.X, and X; @ X,

respectively.

9o 9 g2 T
X1 @ Xy X1 @ Xy Xi® X, | 1/2
X1 ® Xo X1 D Xo ¢ 1

X1® Xo, X1.Xo | X1 @ Xo, X1.Xo | X1.X0 26/3

X @ Xy X8 X Xi. X, |2/3

The results for the first two settings follow from Examples 3.1} 3.2l The third
and fourth results are new. In these settings, terminal 1 is required to recover
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the private function; our results below show that the conditions for the secure com-
putability in these cases remain unchanged even if this terminal is required to attain
omniscience. Note that since h(d) < 1 for all 0 < § < 1/2, there exists a commu-
nication protocol for securely computing the functions in the second setting. By
contrast, a secure computing protocol for the functions in the third setting does not

exist for any 0 < 0 < 1/2, since h(d) > 2§/3. O

4.3 Characterization of securely computable functions

In this section, we characterize securely computable functions for three settings.
Our necessary and sufficient conditions entail the comparison of H (X|Go) with a
rate R*; the specific choice of R* depends on the functions g,. Below we consider
three different classes of functions gus. Although the first class is a special case of
the second, the two are handled separately as the more restrictive case is amenable
to simpler analysis. Furthermore, for m = 2, the obtained necessary and sufficient

conditions for secure computability take a single-letter form in the first case (see

Corollary [4.4)).

(1) In the first class we consider, values of all the functions g, ..., g, must be kept
secret. In addition, at least one of the terminals must compute all the functions
g1, ---, 9m- This case arises in distributed function computation over a network where
all the computed values are collated at a single sink node, and we are interested in
securing the collated function values. Alternatively, denoting the function computed

at the sink node by the private function gy, the computed functions ¢y, ..., g,, can
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be restricted to be functions of gy. Specifically, for 0 < mg < m, and for private

function g, let

9o, 1€ [17 m()] )

gi(90)7 Ze[m0+1,m]

(2) The next case is a relaxation of the previous model in that the restriction
gi = gi(go) for i € [mg+ 1,m| is dropped. For this general case, our analysis
below implies roughly that requiring the terminals [1, mo] that compute the private
function gy to recover the entire data X, does not change the conditions for secure

computability, which is a key observation of this dissertation.

(3) The last class of problems we study is an instance of secure multiterminal source
coding, which arises in the data download problems in sensor networks where each
node is interested in downloading the data observed by a subset of nodes. Specifi-
cally, we consider the situation where each terminal wishes to recover some subset

X3y, of the sources where M; € M\ {i}, ie.,

This last case appears at first blush to be disconnected from the previous two cases.
However, our characterizations of secure computability below have the same form
for all cases above. Moreover, the same heuristic principle, highlighted in (P1) and
(P2), leads to a characterization of secure computability in all three cases.

The necessary and sufficient conditions for secure computability are stated in
terms of quantities R;(gn), @ = 1,2,3, which are defined next. The subscript
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i corresponds to case (i) above. In particular, the quantity R* corresponds to
the minimum rate of communication needed for an appropriate modification of the
source-coding task in (P1), (P2). Below we give specific expressions for R}, i =
1,2, 3, along with their operational roles (for a complete description of this role see
the sufficiency proof in Section .

Denote by R} (ga4) the closure of the (nonempty) set of paird
RO Lriom
F 75 (GO A F) )
for all n > 1 and interactive communication F, where

1 1 —
RY — ZH(F) + = H(G"|X" F) +inf R 4.6
. ()+nz (GY1X]", F) +inf Ry, (4.6)

1=mo+1
with the infimum taken over the rates Ry, ..., R,, satisfying the following constraints:
(la) VL C M, [1,mg] € L,

1
Re = —H (X2 X e F)

(1b) VL g M7 [1>m0] - ﬁ,

1
Re > —H (XX}, Go F)
n
The quantity inf, g R%l ) corresponds to the solution of a multiterminal source coding
problem. Specifically, it is the infimum of the rates of interactive communication

that satisfy (P1) and (P2) above (see [18, Theorem 13.15], [20]).

2The first term accounts for the rate of the communication and the second term tracks the

information about G} leaked by F (see (4.11])) below
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Next, let Rj (ga) denote the closure of the set of pairs
r® Lriom
F 75 (GO A F) )
for all n > 1 and interactive communication F, where

1 .
R](?Q) - EH(F) + inf | (mo+1,m] T R, (4.7)

with the infimum taken over the rates Ry,..., R, and R, ,4,..., R}, satisfying the

following constraints:

(2a) VL g M7 [1,777,0] f@ L,

1
Re> L (XEXG 0 )

(2b) for my < j <m,

1 mn n
Ry > —H (G| X} F):

(2¢) VL € M, [1,mo] C L, and L' C [my + 1, m] with either £ # M or L' #
[mU + 17m]7

1

o+ Re > EH( Z/,XZ|G%O+1,m]\UaX/T\IA\£= vaF) :

The quantity inf, g Rg ) corresponds to the solution of a multiterminal source coding
problem, and is the infimum of the rates of interactive communication F’ that satisfy

(P1) and (P2) above, and additionally satisfies:

P3) X7, is e,-recoverable from (G?,Gg,F'), my < j < m.
M J 0
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This modification corresponds to the introduction of m — my dummy terminals,
with the jth dummy terminal observing G, my < j < m (see section ; the
dummy terminals can be realized by a terminal ¢ in [1,...,mg] that recovers X7},
from (X, F). The conditions (P2) and (P3) above correspond to the omniscience
at the terminals in the extended model, with Gf provided as side information only
for decoding.

Finally, denote by Rj (gam) the closure of the set of pairs
(Rg”), %1 @ A F)) ,
for all interactive communication F, where
RY = %H(F) + inf Ry, (4.8)
with rates Ry, ..., R,, satisfying the following constraints:
(3a) For 1 <i<m,VLC M; C M\ {i},

1
Re > —H (XE|X 300 X7V F)

(3b) VL C M,
1

Re > —H (XE| X3, GG, F) -

As before, the quantity inf, g Rg’ ) corresponds to the infimum of the rates of inter-
active communication that satisfy (P1) and (P2) above.
Our main result below characterizes securely computable functions for the

three settings above.
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Theorem 4.1. For i = 1,2,3, with functions go, g1, ..., gm as in the case (i) above,

the functions gy are securely computable if the following condition holds:

H (Xml|Go) > R (gm) - (4.9)
Conversely, if the functions above are securely computable, then

H (Xm|Go) > B (gm) (4.10)
where

R; (gm) = inf z, i=1,2,3. (4.11)

(z,0)eR} (gm)
Remark. Although the first setting above is a special case of the second, it is unclear
if for gpq in the quantities R} (ga) and Rj(gaq) are identical (also, see Section
4.6)). In general, the multi-letter characterizations of secure computability of g,
above can have different forms. For case (1) with m = 2, Corollary below
provides a single-letter formula for Rj(ga). However, a similar single-letter formula

for R3(gam) is not known.

Theorem [4.1]affords the following heuristic interpretation. The quantity H (Xum|Go)
represents the maximum rate of randomness in X}, that is (nearly) independent of
Gy. On the other hand, R} (ga) is an appropriate rate of communication for the
computation of grs; we show that latter being less than H (X |Go) guarantees the
secure computability of gu.

Although the characterization in Theorem is not of a single-letter form,
the following result provides a sufficient condition for obtaining such forms. Denote
by Rgi)nstant, 1 =1,2,3, the quantity R(Fi) for F = constant.
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Lemma 4.2. For case (i), i = 1,2,3, if for alln > 1 and interactive communication

F
Ry > R, ant (4.12)
then By (g) = Rignatans = o By
The proof is a simple consequence of the definition of R} (gpr) in . Note
that R(E?nstant has a single-letter form.

Remark. As mentioned before, the quantity inf, g RS) is the infimum of the rates
of interactive communication that satisfies (P1), (P2) for i = 1,3, and satisfies
(P1)-(P3) for i = 2. Thus, when the conditions of Lemma [4.2] hold, we have from

Theorem [4.1] that g are securely computable if

H (X|Gy) > RY)

constant»

and if g, are securely computable then

H (X|Go) > RY)

constant’

where R(i)

constant 18 the minimum rate of communication that satisfies (P1), (P2) for

i = 1,3, and satisfies (P1)-(P3) for ¢ = 2.
As a consequence of Lemma [4.2] we obtain below a single-letter characteriza-
tion of securely computable functions, with m = 2, in a special case; the following

lemma is instrumental to our proof.
Lemma 4.3. Let m = 2. For an interactive communication F, we have
H(F) > H (F|X}) + H (F|X3).
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Proof. Lemma [4.3]is a special case of 21, Lemma B.1] (also, see [46]). We provide

a proof here for completion.
H(F) = H(Fy) + H(F | F1)
> H(F | Y")+ H(F | Fy)
>H(F | Y+ H(Fy | Fy)+ H(F | Fy, F)
>HF | YY)+ H(F, | Fi1,X")+ HEF | Fi, F3)

= H(Fl,FQ | Yn) + H(Fl,FQ ’ Xn) —+ H(F ’ Fl,FQ),

where the last step uses H(F) | X") = H(Fy | F1,Y") = 0. The proof is completed
by an iterative application of these steps. O

We next consider case (1) for two terminals.

Corollary 4.4. For m = 2, for functions go, g1,92 with g1 = go and go = g2 (go),

we have
R} (gm) = H (Xo| X1) + H (G| X2) + H (X1]| X2, Go) . (4.13)

Proof: The constraints (1a) and (1b) satisfied by rates R;, R in the definition

of R(F1 ) are

1
Ry > —H (X5|XT, F),
n

1
Ry > —H (X{'|X3, GG, F),
n
which further yields
1 n n n n n n n
Ry = —[H () + H (G5 X3, F) + H (XJ|X]. F) + H (X{|X}. G, F)]. (4.14)
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Thus, Rgl) equals the term on the right side of 1' Upon manipulating the

onstant

expression for RS ) above, we get

constant*

1
Ry = —[H(F) — H (FIX}) = H (FIX3,Gy) = 1 (G5 AFIX])] + Righspam- (4:15)
Further, since H (G2|Gy) = 0, it holds that
1(Gy AFIXE) < (G AFIXS).

which along with (4.15)) yields

1
RS) > ﬁ H(F) — H(F‘Xln) — H(F|X§) + R((:iZzstant

> g

constant

where the last inequality follows from Lemma The result then follows from

Lemma [4.2] O

We next derive simple conditions for secure computability for the BSS in Ex-
ample
Example 4.2. Consider the setup of Example 4.1} with gg = g1 = X7 & X5, X;1. X5
and g» = X;.X,. By Corollary [4.4] and the observation H (G5|Xs) = h(§)/2, we get
R; (gm) = 3h(5)/2. Since H (X1, X | Go) = H (X1, Xo | X1 & Xo)—H (X1. X | X1 8 Xo) =
0, the characterization of secure computability claimed in Example follows from
Theorem [4.1] O
Ezample 4.3. In the setup of Example [4.1], consider gy = g1 = X1 & X5 and g, =
X;.X5. This choice of gg, g1, g2 is an instance of case (2) above. For an interactive

communication F, the constraints (2a), (2b), (2¢) in the definition of Rg ), upon
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simplification, reduce to

1
Rl > —H (X{L’X§7G6L7G;L?F)J
n
1
R2 > —-H (XQL’XﬁF)?
n
1
R+ Ry 2 EH(X?,XQ"\GS,GS,F),

1 mn n
Ry > H (GHIX1F).

Therefore, inf [R; + Rs + R| with Ry, Ry, R), satisfying (2a), (2b), (2¢), is given by

1 n n n n n|m n n n
E H(Xl |X27G07G27F) +maX{H(X2‘G07G27F)>H(X2|X17F)}

+H (G3| X3, F) |,
which further gives

1
R = ~|H(F) + H (X]|X5. Gy, G3. F) + max {H (X|Gy. G5, F)  H (X} X}, F)}

+H(GIIXPF) | (4.16)
It follows from H (X7| X7, Gy, G5, F) = 0 that
R ant = H (Ga| X2) + max {H (X,|Go, Ga) , H (X,] X1)}
— @ + max {6, h(5)} = ;h(é), (4.17)

as h(d) > 6 for 0 <0 < 1/2.
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Next, note from (4.16) that for any interactive communication F

R >~ [H(F) + H (X} |X]F) + H (G1X], F)
= C[H(F) + H (X§IXT) — H (FIX]) + H (G, FIX3) — H (F|X)
> [H(F) ~ H (FIX]) ~ H (FIX})] + H (Go] o) + H (%] X))
> H (Ga] Xa) + H (Xo] X)) = gh((S), (4.18)

where the last inequality above follows from Lemma [4.3l The characterization in

Example follows from (4.17), (4.18), and H (X1, X3|Gy) = 1, using Lemma

and Theorem [4.1] n

4.4 Proof of sufficiency

Sufficiency of (@ for1 = 1: We propose a two step protocol for securely computing
90, 91, ---» gm- In the first step, for sufficient large N, the terminals [1, mg] (go-seeking
terminals) attain omniscience, using an interactive communication F” = F” (X7;)

that satisfies
1
~! (GY NF) <, (4.19)

where ¢ > 0 is sufficiently small. Next, upon attaining omniscience, one of the

terminals in [1,mg] computes the following for my < j < m:

(i) Slepian-Wolf codewords Fj = F] (G;V ) of appropriate rates R for a recovery
of Gév by a decoder with the knowledge of X ]N and previous communication

F”, and
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(ii) the rvs K; = K; (XJN) of rates R} that satisfy:

1

’NH(KJ-)—R; <e (4.20)
1 )
~ I (K. AGN.F" {K F} <e 421
vi(maey e {ken) )< (@21

Note that K; @ FJ denotes the encrypted version of the Slepian-Wolf code Fj, en-
crypted with a one-time pad using the SK K. Thus, terminal j, with the knowledge
of K;, can recover F] from K; @ Fj, and hence can recover Gj-v . The operation

K; @ Fj is valid since the SK K has size greater than ||F}||. Furthermore, we have

from (4.19)) and (4.21) that

1 N //{ ) A‘}
! (GO NF G e By

1 )
P e {K» F} F
- N (GO A i L mo<j§m| )+€

m

1 ~ N A
> o e Bl (K0 5 17 {0 ) 6| +e
N mo<i<j—1

Jj=mo+1

IN

m

1 . .
> —{H(Kj)—H(Kj@Fj|F”,{Ki@Fi} ,G{)VHHE
N mo<i<j—1

IN

> %[H(Kj)—H(KﬂF”,{Ki@E} ,Gév)}Jr?e (4.22)

. mo<i<j—1
Jj=mo+1 /

< 3me,

where the third inequality above uses (4.20) and the last inequality follows from

1) The equality in 1' follows from the fact that £ G = Fj (G;V ) is a function

of GYY, since G is a function of Go. We note that this is the only place in the proof
where the functional relation between G; and Gy is used.

Thus, the communication (F” K@ I3 Jymg < J < m) constitutes the required
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secure computing protocol for gus. It remains to show the existence of F” and K,

mo < 7 < m that satisfy (4.19)-(4.21)).

Specifically, when (4.9)) holds for i = 1, we have from the definition of R} (ga)
in (4.11)) that for all 0 < € < ¢ (& to be specified later), there exists n > 1 and

interactive communication F = F (X7},) such that
1
—1(Gy ANF) <, (4.23)
n
and
(1) * €
Ry’ < R (gm) + 5%

where Rg ) is as in 1) This further implies that there exist Ry, ..., R, satisfying

(1la) and (1b) (for F) such that

]' 1 - n n *
~H(F) + Ei%;ﬂﬂ (G? | XIF) + Ry < Ry (gm) + . (4.24)

Choosing

o < H (Xum | Go) — By (gm) — 6,

for some 0 < H (Xnm | Go) — R} (gm), we get from (4.23)) and (4.24]) upon simplifi-

cation:
1 - n n 1 n n
- > H(Gj]Xj,F)+RM+5<EH(XM|GO,F). (4.25)
1=mo+1

Next, for k > 1, denote by F* = (Fy, ..., Fy) theiid. rvs F; = F (XM,n(i—l)—i-la - X/\/(,m),
1 < i < k. Further, let N = nk. In Appendix D, we follow the approach in the
proof of Theorem and use (4.25)) to show that for sufficiently large k there exists

an interactive communication F' = ' (X3%) of overall rate Ry + 6/2 that satisfies
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the following:

X7 is erecoverable from (X, F* F') for 1 < i < my,

and from (X;V,F* G, F’) for mg <i <'m, (4.26)
and further,
1 N k /
! (GY,FFAF) <e (4.27)

The proposed communication F” comprises F/, F¥, and condition (4.19)) follows from

1) and 1} Finally, we show the existence of ]5] and Kj;, mg < j < m, as

above. From the Slepian-Wolf theorem [60], there exist rvs FJ = Fj (GéV ) of rates

0
H (G| XFY) + o (4.28)

such that G is e-recoverable from (X]N ,Fk,ﬁj), my < j < m, for k sufficiently
large. Suppose the 1vs K11, Kingra, ..., Kj of rates Ry, 4, Ry, 1o, ..., R}, respec-

tively, satisfy (4.20)) and (4.21)) for some j < m — 1. Denote by F'(j) the communi-
cation (F’, K;® E;,mg<i< j) of rate RY) that satisfies
1 J
() - N N ok
RY < Ry+ > H(GY| XN FF) 44 (4.29)

i=mo+1

We have from (4.25)-(4.29) that

1 4
R, < A (XN | GYF*) — RY). (4.30)
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Heuristically, since X3 is recoverable from (X%, F* F’), (4.30) gives

1 .
SH (X2 GY )

(X | G F) = (F'G) | G, )

Q

2= ==

> —H (X3 | GY,F¥) — RY

/
1

=y

>

Thus, a randomly chosen mapping K1 = Kjq (X]]-\_’H) of rate R}H is almost
jointly-independent of G, F*¥ F'(j) (see [16]). This argument is made rigorous
using a version of the balanced coloring lemma. Specifically, in Lemma [2.7] set

U=X3, U =XY,, V=G FF h=F(j), and
Uy = {x%t € Xy 1N = Vi (mﬁl,f' (z}) JFF o (zr)) },
for some mapping 1,41, where f’ (X/]\VA) = F' is as in (4.26)). By the definition of F’,
P(U elUy) >1—c¢,

so that condition (2.22))(i) preceding Lemma is met. Condition (2.22))(ii), too,
is met from the definition of Uy, h and V.

Upon choosing

d = exp [k (H (Xu|Ge F) n(s)] ;

C2m

in (2.23)), the hypotheses of Lemma are satisfied for appropriately chosen A, and

for sufficiently large k. Then, by Lemma [2.7, with
r=lexp(NR},,)], 1" =[exp (NR(j)ﬂ :
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and with K4, in the role of ¢, it follows from that there exists rv K;; =
Kj (X Jj\frl) that satisfies and , for k sufficiently large. The proof is
completed upon repeating this argument for mg < j < m. O

Sufficiency of for i = 2: The secure computing protocol for this case
also consists of two stages. In the first stage, as before, the terminals [1,mg] (go-
seeking terminals) attain omniscience, using an interactive communication F” =
F” (X j\v,l) The second stage, too, is similar to the previous case and involves one
of the omniscience-attaining terminals in [1,m] transmitting communication F; =
Fj (ij ) to the terminals j, for my < j < m. However, the encryption-based
scheme of the previous case is not applicable here; in particular, no longer
holds. Instead, the communication FJ now consists of the Slepian-Wolf codewords
for G given XY, and previous communication F”. We show below that if
holds, then there exist communication F” and Fj, mgy < 7 < m, of appropriate rate

such that the following holds:
1 N "o n
~1 (GO NE B, Fm) <e

for sufficiently large V.
Specifically, when (4.9)) holds for ¢« = 2, using similar manipulations as in the
previous case we get that for all 0 < € < ¢, there exist interactive communication
F = F (X}), and rates Ry,..., Ry, Ry, 11, ..., R;, satisfying (2a)-(2c) (for F) such
that
1 n
n

€
27
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and

1
Ram + R, J+0 < —H(Xi | G F), (4.31)

[mo+1,m

with 0 < H (Xam | Go) — R (gm) — €o; (4.31) replaces (4.25)) in the previous case.

Next, for N = nk consider 2m — mg correlated sources XJJ-V , 1 < 7 < m,

and GY, mg < j < m. Since Ry, ..., Ry, Ry, .1, ..., Rl satisfy (2a)-(2c), random

77 m

mappings F; = F} (X]N) of rates R;, 1 < j <m, and F}

Jjt+m—mo

—F

J+m—mgo (Gév) of
rates R, mo < j < m satisfy the following with high probability, for k sufficiently

large (see [I8, Lemma 13.13 and Theorem 13.14]):
(i) for 1 <i < m, X% is erecoverable from (Fl’, s F%,Fk,XZT”“);

(i) for mg < j < m, G;”‘f is e-recoverable from (Fj’ o>

k nk\.
P ),
(ili) for mo < j < m, X3¥ is erecoverable from (F/,F* X" GpF) and from

(F/7 Fk? G";lk7 ng)7

where F* = (Fy,...,F;) are i.i.d. rvs F; = F (XM,n(i—1)+1> --‘,X/vt,m‘), 1<i<k. It
follows from (4.31]) in a manner similar to the proof in Appendix D that there exist

communication FJ’ , 1 <7 <2m —mg as above such that
1y (GE* AF'F*) < e
nk 0 ’ ’

for sufficiently large k.
The first stage of the protocol entails transmission of F¥, followed by the trans-

mission of F|, ..., F! ie, F"' = (Fk, Fl, .., FTQ%) The second stage of communication
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A

F; is given by F

Jtm—mo>

for mg < j < m. O

Sufficiency of for i = 3: Using the definition of R} (ga¢) and the manip-
ulations above, the sufficiency condition (4.9) implies that for all 0 < € < ¢, there
exist interactive communication F = F (X7},), and rates Ry, ..., R,, satisfying (3a),
(3b) (for F) such that

1 €
—I(Gy ANF) < =

and
1
Ry +0 < ﬁH(XXA | Gy, F), (4.32)

for 6 < H (X | Go) — R (gm) — €0. Denoting by F¥ = (Fy,...,F}) the i.i.d. 1vs

F, = F (X

n(i71)+1>’ 1 < i <k, it follows from (3a) and (3b) that for N = nk the

random mappings F; = F/ (ka) of rates R;, 1 < i < m, satisfy the following with

high probability, for & sufficiently large (see [I8, Lemma 13.13 and Theorem 13.14]):
(i) for i e M, X}fffi is e-recoverable from (F’, Fk, Xi"’“);
(i) for i € M, X7 is erecoverable from (F/,F¥ X GpF).

From (4.32)), proceeding along the lines of the arguments in Appendix D, it follows

that there exist F/, i € M, as above such that
1 (GEF AF'F¥) < e
nk 0 ’ ’

for sufficiently large k. The interactive communication (F’ ,Fk) constitutes the

protocol for securely computing ga, where g; (X)) = Xy, 7 € M. ]
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4.5 Proof of necessity

Necessity of for v = 1: If functions gy are securely computable then there
exists an interactive communication F such that G? is e,-recoverable from (X", F),

1 € M, and
1
—1(GiAF) < e, (4.33)
n
where €, — 0 as n — oo. It follows from the Fano’s inequality thatﬂ
1 .
—H (G} | X', F) < ¢y€p, 1e M. (4.34)
n
Using an approach similar to that in [20], we have from (4.33]):

1 1 1
—-H(X%)=—-H(Gj,F —H (X} o, F
n ( ./\/l) n (G07 )+n ( M|G0= )
1 1 1
> H(Gg) + —H (F) + —H (X} | G5, F) — e, (4.35)

1 n 1 1 - n n n
= —H (Gg) + —H (F) + > H(X!| X, .Gy F) =€ (4.36)
=1

Next, for £ C M, with [1,mo] € £, we have

1
L (X3 | X )

1
H(XZ | X302, G5, F) + —H (Gg | Xjoe, F)

S|~ 3|+

< —H (X} | X3z GG, F) + cien,

where the last step follows from (4.34) and the assumption that g; = go for i €

3The constants c1, ¢a, 3, ¢4 depend only on log || X, m, mo (and not on n).
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[1,mg]. Continuing with the inequality above, we get

1
L (2 | X0 )

1
<= MH(X] [ X[, G5 F) +ae), (4.37)
€L

Letting

1

by (4.37) Ry, ..., R, satisfy (1a) and (1b) for F, whereby it follows from (4.34]) and

[E30) that

H (X um | Go)

> lye LY e xep) R

= E E A i 70 M Co€p
i=mo+1

Z RFl) — Co€p,

where F satisfies (4.33). Taking the limit n — oo, and using the definition of
R (gm) we get H (Xa | Go) = Ry (gum) - o
Necessity of for i = 2: If gy are securely computable, the approach

above implies that there exists an interactive communication F satisfying (4.33)) and

(4.34)) such that, with
LH (X7 | Xp, 0, GILF) +eren, 10 <my,

[mo+1,5—1]>

1y (Xg% P e an, F) Y oere,, mo<i<m,

R =cie,, mo<j<m,
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we have by (4.35),
1 1
H (Xpa| Go) 2 —H(F) + —H (X | Gy, F) — e,

1 1
~H(F) +— 3 H (X' X{y;y, Gf, F)

n -
=1

v

m

1
+ ﬁ Z H (Xln | Xﬁviflp ﬁnO‘f’l,’L’fl]? G87 F) - en

i=mo+1

>

SRS

H(F) + B+ Ry i1.m) — C36n- (4.38)

Furthermore, (4.34) and the assumption g; = go, 1 < i < my, yield for [1,myg] Q
L C M that

1 1
~H (X2 | Xppe F) < ~H (X2 | X3ne GG F) + cren

< ¥ [EH (X7 | X7ty G, F) + clen] +

’ieﬁ,igmo n
1 n n n n
Z [EH (XZ ’ X[l,i—l]? G[mo—‘rl,i—l}a GO ) F) + Clen:|
€L, i>mg
= R, (4.39)

and similarly, for [1,m¢] € L C M, L' C [my+ 1,m], with either £ # M or

L' # [mo + 1,m] that

1 n n n n n 1 n mn n n
EH( L”XL|G[m0+1,m]\L’7XM\Ev G07F) — EH (XL|G[mo+1,m]\L"7XM\£7 Go,F)
1 n n n
< -H (X2 | X3z, GG, F)

< Rg+R,, (4.40)

Therefore, (4.39)), (4.34) and (4.40) imply that Ry, ..., Ry, R, , ..., R}, satisfy (2a)-
(2¢) for F, which along with (4.38]) yields

H(Xp | Go) > RY — csen,
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where Rg )is as in ‘) and F satisfies 1) which completes the proof of necessity

(4.10) for i = 2 upon taking the limit n — oo. ]

Necessity of for i = 3: If the functions gu in (4.5) are securely com-

putable then, as above, there exists an interactive communication F that satisfies

(4.33) and (4.34). Defining
1 n n n .
Ri=—H (X | X[, 0. GG F) + cren, i €M,

similar manipulations as above yield

1

H (Xoi| Go) 2 ~H(F) + Ry — caco. (4.41)

Further, from (4.34) we get that Ry, ..., R, satisfy (3a) and (3b) for F. It follows

from (4.41)) that
H (Xum | Go) > RY — cyen,

where Rg )is as in ‘) and F satisfies 1’ which completes the proof of necessity

(4.10) for i = 3 as above. u

4.6 Discussion: Alternative necessary conditions for secure

computability

The necessary condition for secure computing given in section is in terms
of quantities Rg), 1 =1,2,3, defined in , , , respectively. As remarked
before, for i = 1, 3, the quantity infg Rg) is the infimum over the rates of interactive
communication that satisfy conditions (P1) and (P2). However, this is not true for
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1 = 2. Furthermore, although ¢ = 1 is special case of : = 2, it is not clear if the
necessary condition for + = 2 reduces to that for + = 1 upon imposing the
restriction in . In this section, we shed some light on this baffling observation.

First, consider the functions gp, in . For this choice of functions, denot-
ing by Rj the minimum rate of interactive communication that satisfies (P1) and
(P2), the results in [68] imply that constitutes a necessary condition for secure
computability, with R* = Rj.

Next, consider an augmented model obtained by introducing a new terminal
m+1 that observes rv X, 11 = § (X)) and seeks to compute g,,.1 = 0. Further, the
terminal does not communicate, i.e., observation X7, is available only for decoding.
Clearly, secure computability in the original model implies secure computability in
the new model. It follows from the approach of [68] that for the new model also,
constitutes a necessary condition for secure computability, with R* now being
the minimum rate of interactive communication that satisfies (P1) and (P2) when

terminal m + 1 does not communicate; this R* is given by
max{H (X | §(Xm), Go), R}
Note that the new necessary condition is
H (X | Go) = Ry = max{H (Xum | 9(Xm), Go), B},
which is, surprisingly, same as the original condition
H (X | Go) = Ry

Our necessary condition (4.10) for i = 2 is based on a similar augmentation
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that entails introduction of m—mg new terminals observing gmg+1 (Xam) s ooy g (Xm1)
(to be used only for decoding). Now, however, this modification may result in a dif-

ferent necessary condition.
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CHAPTER 5
Common Randomness and Minimal

Communication for Optimum Rate Secret Keys

5.1 Synopsis

We focus on the generation of a secret key of maximum rate by a pair of terminals
observing correlated data and with the means to communicate over a noiseless public
communication channel. Our main result establishes a structural equivalence be-
tween the generation of a maximum rate secret key and the generation of a common
randomness that renders the observations of the two terminals conditionally inde-
pendent. The minimum rate of such common randomness, termed interactive com-
mon information, is related to Wyner’s notion of common information, and serves
to characterize the minimum rate of interactive public communication required to
generate an optimum rate secret key. This characterization yields a single-letter ex-
pression for the aforementioned communication rate when the number of rounds of
interaction are bounded. An application of our results shows that interaction does
not reduce this rate for binary symmetric sources. Further, we provide an example

for which interaction does reduce the minimum rate of communication.
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The definition of interactive common information and the heuristics underlying
our approach are given in Section Our main results are provided in Section [5.3]
followed by illustrative examples in the subsequent section. Section [5.5 shows an
invariance property of interactive common information. A discussion of our results
and possible extensions is given in the final section. The results of this chapter were

reported in [61], [63].

5.2 Interactive common information

The results of this chapter are for the case of two terminals; for convenience, we
simplify our notations for the interactive communication F. Terminals 1 and 2 com-
municate interactively, with, say, terminal 1 transmitting first. Each terminal then
communicates alternately for r rounds. Specifically, an r-interactive communication

f = (f1, fa, ..., fr) is a sequence of finite-valued mappings with

foiv1 X X FP — Forpy, 0<i<|(r—1)/2],

fziixg’bx./—'-%_lﬁfgi, ].SZSI]”/QJ,

where {F;}._, are finite sets and F; = (. As in Chapter , this set-up subsumes
protocols where terminal 2 initiates the communication upon choosing f; = con-
stant. Let F = £ (X7, X7') describe collectively the corresponding rv. The rate of
this communication is given by

Llog 7|
We assume that the communication from each terminal is a (deterministic) function

of its knowledge. In particular, randomization is not allowed. This is not a limiting
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assumption; see Section [5.6.1]

We define a new notion of CI, termed interactive CI, which will be a key
concept for this chapter. Recall from Chapter [2| that Wyner’s CI is defined as the
minimum rate of rvs L = L™ (X7, X7) such that for all € > 0, the following holds

for n sufficiently large:

1
STXTAXD|L) <e (5.1)
n

Interactive CI is defined by restricting the rvs L to be CR.

Definition 5.1. An achievable r-interactive Cl rate is defined in a manner analogous
to the achievable CI rate, but with the restriction that the rvs L in be e-CR, i.e.,
L = (J,F), where F is an r-interactive communication and .J is e-recoverable from F.
The infimum of all achievable r-interactive CI rates, denoted CI7(X71; X5), is called
the r-interactive CI of the rvs X; and X5. By definition, the nonnegative sequence
{CI'(Xy; X3)},2, is nonincreasing in r and is bounded below by Clw (X A X»).

Define
r—00
Then CLi(X; A Xo) > CIw (X1 A X3) > 0. Note that CI7(X;; X3) may not

be symmetric in X; and X, since the communication is initiated at terminal 1.

However, since

CITM (X3 Xy) < CI (X2 X0) < OF 1 (X0 Xo),
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clearly,

T—00

Further, for all 0 < € < 1, J = X7 is erecoverable from XJ and a communication
(of a Slepian-Wolf codeword) F' = F (X7}'), and L = (J, F) satisfies (5.1). Hence,

CL(X: AN Xy) < H(X)); similarly, CLi( X, A Xs) < H(X3). To summarize, we have

where the first and the last inequalities can be strict. In Section [5.4.1) we show that
the second inequality is strict for BSS X, Xs.

The r-interactive CI plays a pivotal role in optimum rate SK generation.
Loosely speaking, our main result asserts the following. A CR that satisfies
can be used to generate an optimum rate SK and conversely, an optimum rate SK
yields a CR satisfying . In fact, such a CR of rate R can be recovered from an
interactive communication of rate R — C', where C' is the SK capacity for X1 and
Xs. Therefore, to find the minimum rate of interactive communication needed to

generate an optimum rate SK, it is sufficient to characterize C'I;( X1 N X3).

5.3 Formulation and main results

Definition 5.2. A number R’ > 0 is an achievable r-interactive communication
rate for CI] if, for all 0 < e < 1, there exists, for some n > 1, an r-interactive
communication F of rate (1/n)log ||F|| < R’ + ¢, and an e-CR J recoverable from

F, with L = (J,F) satisfying (5.1). Let Rf,; denote the infimum of all achievable
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r-interactive communication rates for C'I7. Similarly, R” > 0 is an achievable r-
interactive communication rate for SK capacity if, for all 0 < € < 1, there exists, for
some n > 1, an r-interactive communication F of rate (1/n)log ||F|| < R” + ¢, and
an e-SK K, recoverable from F, of rate (1/n)H(K) > I(X; A X5) — €; R denotes
the infimum of all achievable r-interactive communication rates for SK capacity.
Note that by their definitions, both Rf,; and Ry are nonincreasing with increasing

r, and are bounded below by zero. Define

r—00 r—r00

Although R{,;(X1; Xs) and R§.(X1; Xa) are not equal to Ry (Xs; X1) and
R (Xo; X1), respectively, the quantities Rer and Rgi are symmetric in X; and
X5 using an argument similar to the one leading to ([5.2)).
Theorem 5.1. For everyr > 1,
Corollary 5.2. [t holds that
RSK - RC’I = CIZ(Xl A XQ) - [(Xl A XQ) (55)

Remark. The relation can be interpreted as follows. Any CR J recoverable from
(interactive communication) F, with L = (J, F) satisfying (5.1)), can be decomposed
into two mutually independent parts: An SK K of maximum rate and the interactive
communication F. It follows upon rewriting as CLi(XiNXy) = [(XiAXo)+Rer
that the communication F is (approximately) of rate Rc;. Furthermore, Rey is the
same as Rgg.
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A computable characterization of the operational term CI;(X; A X5) is not

known. However, the next result gives a single-letter characterization of C'IT(X7; X5).

Theorem 5.3. Given rvs X1, Xy and r > 1, we have

CI:(Xl,XQ): min I(Xl,XQ/\Ul,...,UT), (56)

Uy,..., Ur

where the minimum is taken over rvs Uy, ..., U, taking values in finite sets Uy, ...,U,,

respectively, that satisfy the following conditions

(P1) Upyy = X1, U% = Xy, 0<i<|(r—1)/2],
Uy = Xo, U ' o X, 1<i<|r/2],
(P2) XI—G—UT—G—X%

2
(P3) Uoina| < [X[T G +1, 0<i<[(r—1)/2],
j=1
2i—1
Uil < [l [T 106 +1, 1 <i<|r/2],

J=1

with Uy = O and Uy = constant.

Remark. Note that (5.6 has the same form as the expression for C'ly (X7 A X5) in

(2.17)) with W replaced by (Uy, ..., U,) satisfying the conditions above.

Before presenting the proof of our main Theorems [5.1] and [5.3] we give perti-

nent technical results that will constitute central tools for the proofs.

Lemma 5.4. For an r-interactive communication ¥, define

Fi =F (X{(i-1)11) X)) » 1 <i <k
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Then, for all k > ko(n,e€,|X:|,|Xs|) there exists an r-interactive communication

F' =F (X%, X5*) of rate

1 , 1 n n

g [P < = (H (FIXY) + H (FIX3)] + . (57)
such that F¥ is an e-CR recoverable from F'.

Proof. From the Slepian-Wolf theorem [60], there exist mappings fi, ..., f, of Ff, ..., F¥,

respectively, of rates

1 ne )
Elog [ foisall < H(Foigr | X3, Fr, oy Foi) + 5 0<i<|[(r—1)/2],
1 n ne ,
%log | foill < H(Fo | X7 Fy, oo Foyoq) + o 1<i<|r/2],
such that

Fy s g—recoverable from (foir1(Foiq), Xa  Fy s F3), 0< i < [(r—1)/2],
r

F¥ is Qi—recoverable from (foi(F3;), X1\, FY, ., Foyy), 1 <i < [r/2],
r

for all k£ sufficiently large. Thus, the communication F’ given by F/ = f; (Ff),

1 <4 <r constitutes the required communication of rate
1 / ]‘ n n
—log [F]| < —[H (FIX) + H (FIX})] + e

]

Remark. Lemma [5.4] says that, in essence, for an optimum rate communication F,

1 1 " n
—log |[Fl| ~ ~ [H (FIXT) + H (FIX})]

100



Lemma 5.5. (A General Decomposition) For a CR J recoverable from an interactive

communication F we have

nl(Xy ANXo) =1 (XPAXP|J,F)+H(JF)—H(F| X

—H(F|X3)-H(J| X, F) = H(J|X5,F). (58)
Proof. For T'="T (X}, X¥') we have,

nl(X; A Xo)

= H (X7, Xy) — H (X' | X3) — H (X3 | X7)

=H (X7, Xy |T)—H(X{'| X3,T) — H(X] | X7, T)
+H(T)-H(T'|X]) - H(T | X3)

=IT(XPAXG [ T)+ H(T) - H(T'| X7') = H(T'| X3).

Lemma [5.5] follows upon choosing T'= J, F. O

Note that a simplification of (5.8)) gives

1
I(XiAX)) < = |[I(XPAXP|JF)+H(JLF)—H(F | X" —H(F|XP)|.
n

(5.9)

If J is an e-CR recoverable from F, Fano’s inequality implies

[H(J | X}, F) + H(J | X2, F)] < 2elog | X,||Xa| + 2h(e) = 8(e), say,  (5.10)

S|

where d(¢) — 0 as e — 0. Combining (5.8)) and (5.10) we get

1
Xy A Xp) 2 — | T(XTAXY [ JF) + H(JF) = H(F | X7) = H (F [ X5) | = 4(e),

(5.11)
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and further, by Lemma [4.3|
1
I(X1 AN Xy) > - T(XTANXY | JLF)+ H(J,F)—HF)] —d(e). (5.12)

Proof of Theorem[5.1.

In this section we give a proof for (5.4). The proof of then follows upon
taking limit » — oo on both sides of . The proof of follows from claims
1-3 below. In particular, the proofs of claims 1-3 establish a structural equivalence
between a maximum rate SK and an SK of rate ~ 2H(J | F) extracted from a CR
J recoverable from F such that L = (J,F) satisfies (5.1).

Claim 1: Ry, > CI7(X1; Xo) — (X5 A X5).
Proof. By the definition of Ry, for every 0 < e < 1 there exists, for some n > 1,

an r-interactive communication F of rate
1
“log||F|| < Riy + e (5.13)
n

and J, an e-CR recoverable from F, such that L = (J, F) satisfies (5.1)). It follows

upon rearranging the terms in ((5.12)) that

%H(J,F) < I(Xp AN X))+ %H(F) +0(e),

which with (5.13) gives

%H(J, F) < (X1 A X3) + Riy + € + 6(e). (5.14)

Since (J, F) satisfies
1
—I(XT'NXJ|JF)<e<e+d(e),
n
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the inequality (5.14]), along with the fact that (e + d(¢)) — 0 as e — 0, implies
that I(X; A X3) + R, is an achievable r-interactive CI rate; hence, CIT(X7; Xs) <

I(X, A Xo) + RL,.

Claim 2: Rg, > R;.
Proof. Using the definition of R§j, for 0 < € < 1 there exists, for some n > 1,
an r-interactive communication F of rate - log||F|| < Rjx + ¢, and an eSK K

recoverable from F of rate

%H(K) > (X1 AXs) —e. (5.15)

By choosing J = K in (5.12)) and rearranging the terms we get,
1 1
(X AXG | K F) < 10X A Xo) = ~H(K | F) +3(c).
n

Next, from (1/n)I(K A F) < ¢, we have

1 1
SIXPAXD K F) < I(X1 AXo) — —H(K) + €+ 6(e)
n n

< 2e+d(e),

where the last inequality follows from ({5.15)). Since (2¢ + d(€)) — 0 as € — 0, Ry

is an achievable r-interactive communication rate for C'I7, and thus, Rg, > Rp;.

Proof. For 0 < ¢ < 1, let J be an eCR recoverable from an r-interactive

communication F, with
1
—H(J,F) < CI(X1; Xs) + €, (5.16)
n
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such that L = (J, F) satisfies (5.1)), and so, by (5.9),

—_

L[H(F | X7) + H(F | X3)] <~ H(LF) ~ I(X A Xo) + ¢

< CIT(X1; Xo) — I(X1 A Xa) + 2. (5.17)

To prove the assertion in claim 3, we show that for some N > 1 there exists A(e)-SK

K = K(XV, X of rate
1
—log || K| = (X1 A X2) — Ae)
recoverable from an r-interactive communication F” = F”(X{, X2¥) of rate
1 " 1 n n
Nlog |1F”|| < - [HF | XT) + HF | X2)] + A(e) — 2, (5.18)
where A(e) — 0 as € — 0. Then (5.18)), along with (5.17]), would yield
1
N log |F"|| < CIT(X1; Xo) — I(X1 A Xa) + Ale), (5.19)

so that CIT(X1; Xa) — I(X1 A X3) is an achievable r-interactive communication rate
for SK capacity, thereby establishing the claim.
It remains to find K and F” as above. To that end, let J be recovered as

J1 = J1 (X}, F) and Jo, = Jo(X7, F) by terminals 1 and 2, respectively, i.e.,
P(J=J1=J3)>1—¢€.
Further, for k£ > 1, let
Ji=J (X Fo) e =S (X)) Fi), 1<i<k,

where F; = F (X{l(in(i—l)—i-l)?Xéin(i—1)+1)>' For odd r, we find an r-interactive com-
munication F” such that (Jf, Fk’) is a e-CR recoverable from F”, for all k sufficiently
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large; the the SK K will be chosen to be a function of (J{€ , Fk) of appropriate rate.
The proof for even r is similar and is obtained by interchanging the roles of J; and .Js.
In particular, by Lemma [5.4] for all & sufficiently large there exists an r-interactive

communication F’ such that F* is e-CR recoverable from F’ of rate given by (5.7)).

Next, from Fano’s inequality
%max{H(J | J1); H(Jq | Jo)} < elog | X ||| + h(e). (5.20)
By the Slepian-Wolf theorem [60] there exists a mapping f of JF of rate
1
Flog | fIl < H(Jy | J2) + ne, (5.21)
such that
Jy is e-recoverable from (f (J}), J5), (5.22)
for all k sufficiently large. It follows from , that
L log 1] < €+ elog |4 12] + (). (523
For N = nk, we define the r-interactive communication F” = F” (X{¥, X2') as
F/=F, 1<i<r—1,
F{ =F. f(JY), i=r,

Thus, (Jf,Fk) is 2e-CR recoverable from F”| where, by l} and 1} the rate

of communication F” is bounded by

1
_1 F//
—log ||

1
< —[H (F|XT) + H (FIX;)] + 2€ + elog | 41| A ] + h(e). (5.24)
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Finally, to construct the SK K = K (J{“, Fk), using the corollary of Balanced

Coloring Lemma in [20, Lemma B.3], with
U=(1,F), V=¢ n=k g=F,
we get from ((5.24) that there exists a function K of JF, F* such that
1 1 ”
Tlog||[K|| = H(U) — +log [F"]|
k k
> H(J,,F)— HF | X7) — H(F | X}) — n(2e + elog | X, || Xa] + h(e)),

(5.25)

and
I(K ANF') < exp(—ck),

where ¢ > 0, for all sufficiently large k. We get from ([5.25) and (5.9)) that the rate

of K is bounded below as follows:

1 1
%log K| = I(X1 A Xa) — EI<X? AN X3 | Ji,F) = 2e — elog |X1[|Xs| — h(e).

(5.26)
Observe that
I(X] AXG | L) = I(Ji, X} A X3 | J.F)
>I(XTANXY | J 1, F)
> I(XTAXS | L, F) = H(J | ),
which along with (5.20)), and the fact that L = (J, F) satisfies (5.1)), yields
1
~I(XT AXG | L) < et elog || X] + h(e). (5.27)
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Upon combining ([5.26|) and (5.27) we get,

1
—klog K| = I(X1 A Xo) — 3e — 2elog [ X1[| Xa| — 2R(e).
n

Thus, for A(e) = 4e+2¢log | X1 || Xa|+2h(€), K is a A(e)-SK of rate (1/nk)log || K|| >
I(X; A X3) — A(e), recoverable from r-interactive communication F”, which with
, completes the proof. n
Proof of Theorem[5.3.
Achievability. Consider rvs Uy, ..., U, satisfying conditions (P1)-(P3) in the
statement of Theorem It suffices to show for every 0 < € < 1, for some n > 1,

there exists an r-interactive communication F, and e-CR J recoverable from F, such

that
(X1, Xo AU) — ¢ < %H(J, F) < I(X1, Xo AU + e, (5.28)

and
%H(F) < I(X), Xo AU™) — I(X1 A Xa) + 6, (5.29)

since from (5.12)), (5.28) and (/5.29)), we have
1 1 1
EI(Xf ANXY | JLF) < EH(F> — EHU? F)+ I(X1 A Xs) +0(¢)

< 2e+0(e).

We show below that

Lr=1)/2]
(X1, X2 AU") = I(Xi A Xo) = Y I(Xy AU | Xo,U™) +
=0
Lr/2) |
Y I AUy | X, UMY, (5.30)

=1
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Thus, the proof will be completed upon showing that there exists an e-CR, J, recov-

erable from F of rate

L(r—1)/2] l7/2]
1 . .
EH(F) < g (X1 A Usipr | X0, U*)  + E I(Xa AUy | X1, U7 4,
1=0 =1

(5.31)
such that (J,F) satisfies . For » = 2, such a construction was given by
Ahlswede-Csiszar [2, Theorem 4.4]. (In their construction, F was additionally a
function of J.) The extension of their construction to a general r is straightforward,
and is relegated to Appendix E.

It remains to prove ([5.30). Note that

L(r—1)/2] lr/2]
I(X:, XoNU) — Z I(X1 A Ui | Xo, U — Z I(Xo A Us; | X, U%Y)
=0 Py
L(r—1)/2] L2 |
= > I AUnia | US)+ Y I(X0 AU | U, (5.32)
=0 i=1

Further, from conditions (P1)-(P3) it follows that

Lr=1)/2| b |
I(Xg AUsir | UP)+ > I(Xy AUy | UMY = I(Xa A X)
=0 =1
(r=1)/2| Ll .
= Y I(Xo AUt |UP) + > I(Xy AUy | U
i=1 1=2

+I(Xq AU | U) + I(Xo AU — I( X A X7)

Lr=1)/2] ] |
- I(Xo AUy | UP)+ > I(Xy AUy | UPTY)
i=1 =2

FI(X AUy | Uy) = T(X1 A Xy | Uy)

(r=1)/2] /2]
= I(Xy AUsigy | U) 4+ > I(Xy AU | U = I(Xy A Xy | Uy, Us)
i=1 =2
= . =—I(X;AX,|U") =0. (5.33)
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Combining (5.32)) and (5.33)) we get (5.30)).

Converse. Let R > 0 be an achievable r-interactive CI rate. Then, for all
0 < e < 1, for some n > 1, there exists an r-interactive communication F, and e-CR
J recoverable from F, such that (1/n)H(J,F) < R+e¢ and L = (J,F) satisfies (5.1).
Let J be recovered as J; = Ji(X],F) and J, = Jo(XF,F) by terminals 1 and 2,
respectively, i.e., P (J = J; = Jy) > 1 —e. Further, let rv T be distributed uniformly

over the set {1,...,n}. Define rvs U" as follows:

U= Fl,XlT_I,X;(TH),T;

U, =F, 2<i <,

(F.,J1), rodd,
U, =

(Fy,J2), 7 even.
We complete the proof for odd r; the proof for even r can be completed similarly.
It was shown by Kaspi [39, equations (3.10)-(3.13)] that
Usir1 = X1, U = Xop, 0<i<[(r—1)/2],

UQI'—G—XQT,UZiil—G—XlT, 1§Z§ LT’/QJ

Next, note from ([5.27)) that

€ + elog | Xy || Xa| + h(e) > —I(XT ANXT | J1, F)

SRS

v

1 .
- Y I(XyuAXy | XL F)

=1

1 & A
- ZI(XM A Xoi | Xi‘l,Xé‘(m), Ji, F)
=1

== I(XlT N XQT | UT> (534)
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Similarly, it holds that
€ + €log | X1 || o] + h(e) > I(Xip A X5p ) | X{ 1 01, F,T). (5.35)

The entropy rate of (J,F) is now bounded as

—_

—-H(J,F
L)
> Lo - Lan g
= n 1, n 1

1
> HH(Jl,F) — elog | X1||Xs| — h(e)

1
= E](X{lan N leF) - Elog |Xl||X2| - h(E)

1 1

— H(Xur. Xor) — SH(X} | 1 F) = SH(X] | X7 00F) — elog 1416 — (o
= H (X1, Xor) — H(Xor | Xif_17 Ji,F,T)

— H(Xor | X%Ll?Xg(TJrl),XlTaX?(T+1)> J1, F,T) — elog [ X1]| 2] — h(e)

2 [(XlTaXQT A Ur) — € — 2610g ’X1HX2’ — Qh(ﬁ),

where the second inequality follows from Fano’s inequality, and the last inequality

follows from (5.35)). Consequently,

1
R>—H(JF) —e> I(Xir, Xor AU") — 2(e + elog | X1 ||| + h(e)).  (5.36)
n

We now replace the rvs Uy, ..., U, with those taking values in finites sets U, ..., U, re-
spectively, with Uy, ..., U, satisfying the cardinality bounds in condition (iii). Similar
bounds were derived in the context of interactive function computation in [42]. For
1 <1 < r, assume that rvs Uy, ...,U;_ satisfy the cardinality bounds. We consider
odd [; the steps for even [ are similar. If the rv U; does not satisfy the cardinality
bound, from the Support Lemma [I8, Lemma 15.4], we can replace it with another
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rv U, that takes less than or equal to |X;| [['_] |t4] + 1 values, while keeping the

following quantities unchanged:
PXlTUl_17 ](XlT VAN XQT | UT), and I(XlT, XQT AN UT)

Note that we have only altered Py, in the joint pmf Py ;. x,,.v- = Pv,Px, 0010, P xpp | x, 0001
Hence, the Markov relations in (P1) remain unaltered. Furthermore, Py, x,, =
Px, x,. Finally, since the set of pmfs on a finite alphabet is compact, and the choice
of € above was arbitrary, it follows upon taking e — 0 in and that there

exists U7 satisfying (P1)-(P3) such that
R>I(X1, Xa AU,

which completes the proof. ]

5.4 Can interaction reduce the communication rate?

It is well known that the SK capacity can be attained by using a simple one-way
communication from terminal 1 to terminal 2 (or from A5 to A;). Here we derive
the minimum rate Ry; of such noninteractive communication using the expression
for C'I7 (X1; X5) in (5.6)). Since this expression has a double Markov structure, it can
be simplified by the following observation (see [I8, Problem 16.25]): If rvs U, X3, X

satisfy
U-e X Xy, X;-oU- Xy, (5.37)

then there exist functions f = f(U) and g = g(X;) such that
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(i) P(f(U) =9(X1)) = 1;
(i) Xy - g(X;) - Xo.
In particular, for rvs U, X1, X5 that satisfy , it follows from (i) above that
(X1, Xo NU) = I(Xy AU) = 1(g(Xa) A f(U)) = H(g(X1)).

Turning to (5.6)), for rvs U” with r odd, the observations above applied to the rvs

r—

X, and X, conditioned on each realization U™~ = u"~! implies that there exists a

function g = g (X;,U""!) such that
Xy o g (X, UY) U o Xy, (5.38)

and

I(X1, X AU") > 1(X, X AU+ H(g(X,, 077 | U,

where rv U™™! satisfies (P1), (P3). Similar observations hold for even r. Thus,
for the minimization in (5.6)), conditioned on arbitrarily chosen rvs U"~! satisfying
(P1), (P3), the rv U, is selected as a sufficient statistic for Xo given the observation
X, (sufficient statistic for X; given the observation X,) when r is odd (r is even).

Specifically, for r = 1, we have

CINX; X5) = mi H X1)), 5.39
(XX = min O (0i(X0) (539
and
1 . _ .
CI; (X Xy) = XQGgIQI(l)l(IQI)eXl H (g2(X5)) . (5.40)
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The answer to the optimization problems in (5.39)) and (5.40|) can be given explicitly.
In fact, we specify next a minimal sufficient statistic for X5 on the basis of X;. Define

an equivalence relation on & as follows:
z~a' & Py (Y] 2) =Pxyx (y|2), ye (5.41)

Let gj be the function corresponding to the equivalence classes of ~. We claim that
g7 is a minimal sufficient statistic for Xy on the basis of X;. This expression for

the minimal sufficient statistic was also given in [38, Lemma 3.5(4)]. Specifically,

X1 e g7(X1) o X since with ¢7(X;) = ¢, say, we have

Pxylgrxn W 1¢) =Y Py, xygrixn (0,7 | €)

reX]

= Z PXl\gI(Xl) (z|c) PXglxl,gI(Xl) (y |z c)

x:g7 (z)=c

= PXQ\XLQI(Xl) (y | T, C) ) vV with gf(x) =C.

Also, if ¢1(X7) satisfies X; o g1(X1) == X, then g7 is a function of g;. To see this,

let ¢1(x) = g1(2’) = ¢ for some z,2" € X;. Then,

PX2\91(X1) (y | C) = PX2\X1 (y ‘ I) - PX2|X1 (y | $/>, RS Ao,

so that g} (x) = ¢i(2’). Since g7 is a minimal sufficient statistic for X5 on the basis

of X, it follows from (5.39)) that
CIL (X1; X2) = H (g1(X1)),
and similarly, with g;(X3) defined analogously,

CI; (X33 X1) = H (95(X2)) -
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Therefore, from ([5.4]), the minimum rate Ry; of a noninteractive communication for

generating a maximum rate SK is given by
Ryp =min{H (91(X1)); H (91(X1))} — (X1 A X2). (5.42)

From the expression for Ryy, it is clear that the rate of noninteractive com-
munication can be reduced by replacing X; and X, with their respective minimal
sufficient statistics gj(X;) and g3(X3). Can the rate of communication required
for generating an optimum rate SK be reduced by resorting to complex interactive
communication protocols? To answer this question we must compare the expression
for Ryy with Rgg. Specifically, from Theorem and the Corollary following it,

interaction reduces the rate of communication iff, for some r > 1,

CI; (X1; Xo) <min{H (97(X1)); H (91(X1))}, (5.43)
where g] and g are as in ; interaction does not help iff

CLi(X1 A Xs) = min {H (g1 (X1)) ; H (91 (X1))} -

Note that instead of comparing with CI7(X;; X5) in , we can also compare
with CI7(Xa; Xy).

We shall explore this question here, and give an example where the answer is
in the affirmative. In fact, we first show that interaction does not help in the case

of BSS. Then we give an example where interaction does help.
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5.4.1 Binary symmetric sources

For BSS X; and X5, we note a property of rvs U” that satisfy the conditions (P1)-

(P3) in Theorem [5.3|

Lemma 5.6. Let Xy and X5 be {0, 1} valued rvs with I(X;AXs) # 0. Then, for rvs
Us, ..., U, that satisfy the conditions (P1)-(P3) in Theorem[5.5, for every realization

Uy, ..., ur of Uy, ...,U,, one of the following holds:
HX,|U =u")=0, or HXy|U =u")=0. (5.44)
Proof. Given a sequence u”, assume that
HX;|U =u")>0 and H(X,|U" =u") >0,
which is equivalent to
Pxur (1] u")Pxor (0] w") >0 and Px,jur (1| u")Pxyor (0] u") > 0. (5.45)

We consider the case when r is even; the case of odd r is handled similarly. From

the Markov conditions X; - U™ = X, and X, e X5, U™ ! = U,, we have

Px, xoor (2,9 | u") = Px,jor (2| ") Pxyom (v | w")

= PXl\Xg,UT*1 (ZL‘ | Y, U'T_l) PXQ\UT (y | u’/‘) ) T,y € {Oa ]-}

Since Px,ju+ (y | v") > 0 from (j5.45), we have

Pxur (x| u") = Px,|x,ur1 (x | y,ur_l) , x,y € {0,1},
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which further implies

Pxixaurt (@ | Lu™") =Py 0 (2] 0,u7),

xz € {0,1}.
Hence, I(X; A X, | U™t = u!) = 0. Noting from ([5.45)) that
PXl\UT*1 (]_ | UT_I) PX1|U7‘71 (0 | Ur_l) > 0,

we can do the same analysis as above, again for » — 1. Upon repeating this process
r times we get I(X; A X3) = 0, which is a contradiction. Therefore, either H (X, |
U'=u")=0o0r HX, | U"=u") =0 holds. O

Note that
CL (X1: Xz) = H(Xy, X2) —max H (X1, Xz [ U7),

where the max is taken over rvs U” as in Theorem [5.3] If H(X, | U’ = u') = 0, it

follows that

I (X1 AXo | U =u') =0, and
H(XlaXQ | U' = UianT_H) = H(XZ | U' = Uia Uir-s-l)

<H(X, | U =u). (5.46)
Similarly, H(X, | U’ = u*) = 0 implies

I (XyAXo U =4") =0, and

H(X,Xo | U =" Ul,,) <H(X; | U =), (5.47)
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For a sequence u” with Py (u”) > 0, let 7(u") be the minimum value of ¢ such that
HX, |U =u")=0o0r HX, | U =u") = 0;

if X; and X, are independent, 7(u") = 0. Note that 7 is a stopping-time adapted to
Ui, ..., U,. Then, from (5.46)), (5.47), C'I](X1; X3) remains unchanged if we restrict
the support of U to sequences u” with u; = ¢ for all i > 7(u"). Furthermore, the

Markov condition (P1) implies that if for a sequence u”, 7 = 7(u") is odd then

Py xor (v | 2, u”) = Pxyx, e (Z/ | x,uT_l) )

and so if

PX1|U7' (1 | UT) PX1|UT (0 | UT) > 07
it holds from the definition of 7 that
PX2|UT (1 | uT) PX2|UT (O | uT) > 0,

which is a contradiction. Therefore, we have H(X; | U” = u") = 0. Similarly,

H(X, | U™ =u") =0 holds for even 7. To summarize,
CI} (Xy; X2) = min [ (Xy, Xo AUT), (5.48)

where U" are rvs satisfying (P1)-(P3), and 7 is the stopping-time defined above.
We show next that for BSS, interaction can never reduce the rate of commu-
nication for optimum rate SK generation. In fact, we conjecture that for any BSS

X17X27 RNI = RSK'
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Theorem 5.7. Let Xy and Xs be {0, 1}-valued rvs, with
1
P(X;=0,X=0))=P(X;=1,Xo=1)= 5(1—5),
1 1
Then,

i.e., interaction does not help to reduce the communication required for optimum

rate SK generation.

Remark. As a consequence of Theorem for sources with joint distribution as
in (5.49)), the second inequality in (5.3) can be strict. Specifically, it was noted by
Wyner (see the discussion following equation (1.19) in [77]) that for BSS, C'ly (X3 A

X,) < 1. From Theorem [5.7, we have

ThUS, for BSS X3 and XQ, wa(Xl VAN XQ) < CIZ(Xl A XQ)

Proof. Denote by U the following set of stopped sequences in U":

For i < r, for a sequence u” € U" the stopped sequence u' € U} if:
H(X |U=v)>0H(Xo| U =u/) >0, Vj<i, and
H(X1|Ui:ui) :001"H(X2]Ui:ui) = 0.

For i € {0, 1}, define the following subsets of U :

U ={u el : 7is odd, Px, - (i | u”) =1},
U ={u" €Uy :7iseven,Py,p- (i |u") =1} .
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By their definition the sets Uy, U}, U3, and U} are disjoint, whereby we have

Po- Ug) = Por (U | Jur Jug Jui2)

- Z [Py (U) + Pur (UF)] = 1. (5.50)

)

For u” € U}, denote by p(u”) the probability Py- (u7). Further, for u” € Uy |JU],
denote by W*" : X; — X, the stochastic matrix corresponding to P, x, v= (- | -, u"),
and for u™ € U2\ JUE, denote by T*" : Xy — X} the stochastic matrix corresponding

to Px,|x,,u7 (- | -,u”). With this notation, the following holds:

1 .
5(1 - 5) = PXl,Xz (Za Z)
= Y p)W i)+ Y p)T(i]i), i€{0,1},  (5.51)
uTeu} uTeU?
since the sets Uy, UL, UE,UF are disjoint. Upon adding (5.51)) for i = 0,1, we get

1

DD pOW )+ Y pw)T (] ) | = (1= 0).

=0 [ureu} u” €U?

Furthermore, from ([5.50|) we get

Therefore, since the function g(z) = —zlog z is concave for 0 < z < 1, the Jensen’s

inequality yields

g(1=08)=>" > p)g (W (i [4)+ > pu)g (T (i) (5.52)
=0 yTey}!

u"EUiZ

Similarly, using for i # j, 7,7 € {0,1},

1 ..
55 - PX17X2 (%])

= 3" p) (1 -WY G D))+ Y p) (L-TY (G 15)),

uTel} uTeU;

119



we get

>ZZ g(L=W" (@ [4)+ > p)g(1—T"(i|1)

1=0 urel} u”el?
On adding ([5.52)) and ( - we get
h(d) = g(d) + g(1 = 0)
1
>3 Z plu i)+ Y pun)h (T (i ] 4)) -
i=0 y7ey, u” el?

Note that the right-side above equals H (X, Xy | U), which yields
h(5) = max{H(Xl | XQ),H(XQ | Xl)} Z H(Xl,XQ ’ UT)
Since rvs U" above were arbitrary, we have from ([5.48]),

C[Z(Xl,XQ) Z H(Xl,XQ) — max{H(Xl | XQ),H(XQ | X1>}

=min{H(X,); H(X,)}.
Combining this with (5.3)), we obtain

CIN(X1; Xs) = min{ H(X,); H(X2)}.

5.4.2 An example where interaction does help

Consider rvs X; and X, with X3 = X, = {0, 1,2}, and with joint pmf:

(5.53)



where a, b, ¢ are nonnegative, 7a + b+ ¢ = 1, and ¢ # a, which holds iff b # 1 — 8a.

Assume that
2a > b > a. (5.54)

From (5.43)), to show that interaction helps, it suffices to find rvs Uy, ..., U, satisfying

(P1)-(P3) such that
[(Xy, Xy AU, -, Uy) < min{H (g7(X1)) 5 H (92(X2))} (5.55)

where ¢gi and g; are as in (5.42)). From (5.41)), ¢7(z) = g7 (2') iff

PX2,X1 (y,x) _ PX1 (l’)
PX2,X1 (y7 l") PX1 (l")7

y € X, (5.56)

. . Px Y,x
i.e., the ratio L(,)
Px,,x; (4,2)

does not depend on y. Therefore, for the pmf above, g7 (X;)

and ¢3(X3) are equivalent to X; and Xy, respectively. Thus,
min {H (g;(X1));: H (95(X2))} = min{H (X1); H(X3)},

where H(X;) = H(X5) for the given pmlf.

Next, let Uy = f1(X1), Us = fo(Xs, f1(X1)), where fi and f, are given below:

1, =2,
fi(z) =
2, xz=0,1,
L, y=0,
f2<y, 1) = O,Vy € {O, 1,2}, and fg(’y, 2) =
2, y=1,2

Clearly, U; and U, satisfy (P1) and (P2). For (P3), note that if (U, Usz) = (1,0),
then X; = 2, and if (U, Uy) = (2,1), then Xy = 0. Finally, if (U1, Us) = (2,2), then
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X; €{0,1} and X, € {1, 2}, implying

P z,
PX1,X2|U1,U2 (x,y | 2’ 2) - %(y)
1
= Z’ v (x7y) € {07 1} x {1’2}

Therefore, (X1 A Xy | Uy, Us) =0, and so Uy, Us satisfy (P3). We show that (5.55)
holds for this choice of Uy, Us. Specifically, I (X, Xy AUy, Us) = H (U, Us), and

the following holds:
H(XQ) —H (Ul, Ug) = H(Xl) —H (Ul, UQ)
= H (X1|Uy) — H (Us|Uy)
_P(A(X) = 2) [H (XA (X0) = 2) — H (2 X)L fi(X0) = 2)

= (5& + b) [h (PX1|f1(X1) (0|2)) —h (PX2\f1(X1) (0|2))}

= (5a+0) {h <5agjr b) " (5212)} |

a+b< 3a -
5a+b ba+b 2

which implies (5.55)) for Uy, Us.

Then, from ((5.54)),

5.5 Interactive common information and sufficient statistics

In Chapter [2] we saw that several CI quantities remain unchanged if X; and X
are replaced, respectively, with their sufficient statistics (for the other). This is true

even for the interactive CI.
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Theorem 5.8. For rvs Xy and Xs, let functions g1 of X1 and go of X5 be such that

X1 o g1(X1) o Xy and X o g2(X3) - Xo. Then the following relations hold:

CI] (X1; Xs) = CI] (1(X1): g2(X2)), r2>1,

Remark. (i) Theorem [5.8/implies that the minimum rate of communication for gen-
erating a maximum rate SK remains unchanged if X; and X, are replaced by g;(X)
and ¢o(X5) as above, respectively.

(ii) Note that ¢;(X;) and g2(X3) above are, respectively, functions of ¢f(X;) and

g3 (Xs) defined through (5.41])).

Proof. First note that

Proof. . From ([5.57]), any protocol that generates an optimum rate SK for the
sources ¢1(X;) and go(X2) also generates an optimum rate SK for the sources X;
and X,. Thus, the minimum communication rate for prior protocols is bounded

below by the minimum communication rate for the latter protocols, so that by

Theorem [5.1],

CIT (1(X1);92(X2)) = I (1(X1) A g2( X)) > CIT (Xq; Xo) — I (X5 A X)),

which, by (5.57)), is

CI} (91(X1); 92(X2)) > CI7 (X1; X3) . (5.58)

123



In fact, (5.58)) holds with equality: We claim that any choice of rvs U" that satisfy

(P1)-(P3) also satisfy the following Markov relations:

Usit1 - 91(X1), U - 92(X2), 0

IN

i< [(r—1)/2],
Uz & g2(X5), U = g1 (X1), 1<i<|[r/2],

91(X1) = U" = ga(X).
It follows that
CI} (91(X1);92(X2)) < T(91(X1),92(Xo) ANU") < T (X1, XoNU"),

and consequently,

CI] (91(X1); 92(X32)) < CIT (X1; Xs) .
Thus, by (5.58)),

CIj (g1(X1); 92(X2)) = CI (X1; X3) .
Taking the limit » — oo we get

Cli (91(X1) A g2(X2)) = CLi (X1 A Xy) .

(5.59)

(5.60)

(5.61)

It remains to establish (5.59); instead, using induction we establish the following

stronger Markov relations: For 1 <7 <,

Ui - 91(X1)7 Uvii1 - Xz, 7 Odd,
Ui - gQ(XQ), Ui_l - X17 7 even,

X1 e g1(Xq), Ul o X, and X, - g2(Xs), Ul o X,.
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Clearly, (5.62)) implies the first two Markov relations in (5.59). The last Markov

chain in follows upon observing
0=T(Xi AKXy [ U") 2 1(91(X1) Aga(X) [UT).
To see that holds for ¢ = 1 note that
IT(XaiANXo | 1(Xy),Up) <T(XaANXo | gi(Xy)+ 1T (U AXo | 1(Xy),Xq) =0,
and
T(Xi A X | g2(X2),Uh) S T (X1 A Xz | g2(X2)) + 1 (U A Xz, g2(X) [ X1) =0.
Next, assume that holds for an even i. Then, from (P1) we get:

I (XoAUir | X1,UY) =0
&1 (Xz AUt | X1791(X1);Ui) =0

&I (XA X1, Ui | 1(X0),U°) = T (X2 A X1 | 2(X1),U*) =0,
where the last equality follows from . From the last inequality above we have
U1 & g1(X1),U" o Xy and X; = ¢1(X)), U™ = X,.
Furthermore, it also follows from that

I (XA Xo | go(Xa), U < T (X1, Upr A Xa | g2(Xs), UY)
=1 (Ui AN X | g2(X2), X1, U")
<I (Ui-i-l A Xo ’ X17Ui) - 07
where the last equality follows from (P1). Thus, we have

X, & 92(X2)7 Ut o Xo,
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establishing the validity of (5.62)) for i + 1. The proof of ((5.59)) can be completed by

induction by using a similar argument for odd i. O]

5.6 Discussion

5.6.1 Local randomization

Although independent local randomization was not allowed in our formulation, our
main result characterizing Rsx holds even when such randomization is available.
Consider a model where terminals 1 and 2, in additional to their respective obser-
vations X7 and X7, have access to ﬁnite—valuedﬂ rvs T} and T, respectively. The
rvs 11, T, and (X7, X7') are mutually independent. The SK capacity is defined as
before, with X7 and X now replaced by (X7',71) and (XJ,T5), respectively. It
is known [48| 2] that even with randomization the SK capacity equals I(X; A X5).
For this model, denote the minimum rate of r-interactive communication required

to generate an SK of rate I(X; A X,) by Ri.

Lemma 5.9. Forr > 1,

DT T
SK — +'SK-

To see this, we define quantities RY,; and CT . analogously to Ry and C17,
with X" and X7 replaced by (X7, T1) and (X7, T3), respectively. Note that this

substitution is made even in condition (j5.1)), i.e., the CR J and the communication

!The cardinalities of the range spaces of T} and T5 are allowed to be at most exponential in n.
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F now are required to satisfy:
1
— I (X T ANX3, Ty | J,F) <e. (5.63)
n

We observe that (5.8]) still holds, with (X7*, 71) and (X3, T») replacing, respectively,
X7 and X7 on the right-side. Therefore, the proof of Theorem [5.1]is valid, and we

get:
Ry = Ry = CI — I(X1 A X). (5.64)

By its definition R, < Ry, since L = (J,F) = L(X7, X%) satisfying (5.1)) will
meet ((5.63) as well. We claim that Rg ; > R{y, which by (5.64) and Theorem
implies Lemma Indeed, consider CR J recoverable from F such that (J,F)

attain ]:27“01. Then, the condition 1) gives

1
“I(XTAXD|J,F, Ty, Ty) ~ 0.
n

So, there exist t1,ty such that conditioned on 177 = t1,15 = ty the CR J is still

recoverable from F, and
1
—[(XTANXY | LF, T =t,T, =t) = 0.
n

Thus, with 77 = t1, Ty = t5 fixed, (J, F) constitutes a feasible choice in the definition
of R¢;. Since the number of values taken by F can only decrease upon fixing 77 =
t1, Ty = ty, we get RV, > RV,;. Therefore, the availability of local randomization

does not decrease the rate of communication required for generating an optimum

rate SK.
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5.6.2 Less-than-optimum rate secret keys

SK generation is linked intrinsically to the efficient generation of CR. For p > 0, a
rate R > 0 is an achievable CR rate for p if for every 0 < € < 1 there exists, for
some n > 1, an e-CR L with

1

_H(L) Z R — €,

n

recoverable from an r-interactive communication F, for arbitrary r, of rate
1
~H(F)<p+e
n

the maximum achievable CR rate for p is denoted by C'R(p). Similarly, denote by
C(p) the maximum rate of an SK that can be generated using a communication as

above. It can be shown in a straightforward manner that
C(p) = CR(p) — p. (5.65)

The graph of C'R as a function of p is plotted in Fig. CR(p) is an increasing
and a concave function of p, as seen from a simple time-sharing argument. Since
Rgsk is the minimum rate of communication required to generate a maximum rate
SK, CR(p) — p = I(X; A Xy) for p > Rgg. Thus, our results characterize the graph
of CR(p) for all p > Rgk. The quantity Rgx is the minimum value of p for which
the slope of CR(p) is 1; CR(Rgk) is equal to the interactive CI CLi(X; A X3).
Furthermore, from the proof of Theorem a CR L that satisfies must yield
an optimum rate SK. Thus, any CR recoverable from a communication of rate less

than Rgx cannot satisfy (5.1)). A characterization of C'R(p) for p < Rgk is central
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CR(p)
H(X,Y)
I(XAY)
min{H (X), H(Y)} ’ ’
CL(X AY) 7
1(XAY),
Rsx min{H(X|Y), H(Y|X)} H(X|Y)+ H(Y|X) !

Figure 5.1: Minimum rate of communication Rgg for optimum rate SK generation

to the characterization of C(p), and this, along with a single-letter characterization
of Rgk, is an open problem.

We close this chapter by remarking that an extension of the results of this
chapter to the case of multiple terminals is not known. In particular, an appropriate
notion of interactive CI for multiple terminals, with connections to the minimal
communication for optimum rate SK generation, is unavailable. The identification
of such a notion of multiterminal interactive CI will lead to a characterization of the
CR underlying optimum rate SK generation for multiple terminals and shed light

on the structure of such SKs; it remains an interesting open problem.
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CHAPTER 6

Querying Common Randomness

6.1 Synopsis

A set of m terminals, observing correlated signals, communicate interactively to
generate common randomness for a given subset of them. Knowing only the com-
munication, how many direct queries of the value of the common randomness will
resolve it? A general upper bound, valid for arbitrary signal alphabets, is developed
for the number of such queries by using a query strategy that applies to all com-
mon randomness and associated communication. When the underlying signals are
i.i.d. repetitions of m correlated random variables, the number of queries can be
exponential in signal length. For this case, the mentioned upper bound is tight and
leads to a single-letter formula for the largest query exponent, which coincides with
the secret key capacity of a corresponding multiterminal source model. In fact, the
upper bound constitutes a strong converse for the optimum query exponent, and
implies also a new strong converse for secret key capacity.

The problem formulation and our main result characterizing the optimum
query exponent are given in the next section. Simple and essential technical tools

are presented in Section [6.3] Achievability is proved in Section [6.4, The less com-
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plex converse proof for the case A = {1,...,m} is given in Section However,
this proof does not extend to an arbitrary A C {1,...,m}, for which a different
converse is provided in Section [6.6] Section [6.7] contains the strong converse result
for SK capacity. A converse for the optimum query exponent for rvs with arbitrary
alphabets is proved in Section [6.8] with jointly Gaussian rvs as a special case. The

results of this chapter were reported in [66, 65].

6.2 Main result: How many queries will resolve common

randomness?

Consider the multiterminal source model of Section[2.2l The terminals communicate
interactively with each other over a public communication network, as described in
Definition , in order to generation a CR (see Definition . For simplicity, we do
not allow independent local randomization Uy,. However, our results do not change
if such randomization is allowed; see Section

A querier observing the communication F wants to resolve the value of this CR
L by asking questions of the form “Is L = [?” with yes-no answers. While queries of
this form have been termed “guessing” [47), 4 (5], [34], we use the terminology “query”

since our approach covers a broader class of query strategies; see Section

Definition 6.1. For rvs U,V with values in the sets U, )V, a query strategy q for
U given V = v is a bijection ¢(-|v) : U — {1,...,|U|}, where the querier, upon
observing V = v, asks the question “Is U = u?” in the g(u|v)" query.

Thus, a query strategy ¢ for resolving a CR L on the basis of an observed
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communication F = i is an ordering of the possible values of L. The terminals
seek to generate a CR L for A using communication F so as to make the task of the
querier observing F as onerous as possible. For instance, if L were to be independent
of F, then the querier necessarily must search exhaustively over the set of possible

values of L, which can be exponentially large (in n).

Definition 6.2. Given 0 < € < 1, a query exponent E > 0 is e-achievable if for every
0 < ¢ < 1, there exists an e<CR L = L™ (X%,) for A C M from communication

F = F (X},) such that for every query strategy ¢ for L given F,
P(q(L | F) > exp(nE)) >1—¢, (6.1)

for all n > N (e, €'). The e-optimum query exponent, denoted E*(¢), is the supremum
of all e-achievable query exponents; E*(¢€) is nondecreasing in €. The optimum query

ezponent E* is the infimum of E*(e) for 0 < e < 1, i.e.,

E* =lim E*(e).

e—0
Remark. Clearly, 0 < E* < log [ X].
Condition forces any query strategy adopted by the querier to have an ex-
ponential complexity (in n) with large probability; E* is the largest value of the
exponent that can be inflicted on the querier.

Our main result is a single-letter characterization of the optimum query expo-

nent E*.

Theorem 6.1. The optimum query exponent E* equals

E*=FE*(e) = H(Xp) — max. > ApH (Xp| Xp), O<e<l. (62
BeB
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Remarkably, the value of £ coincides with the SK capacity of a multiterminal
source model; see . In fact, the achievability proof of Theorem is straight-
forward and employs, in effect, an SK in forming an appropriate CR L. We show
that for such a CR L, any query strategy is tantamount to an exhaustive search
over the set of values of the SK, a feature that is apparent for a “perfect” SK with
I(K NF) = 0. The difficult step in the proof of Theorem is the converse part
which involves an appropriate query strategy, for arbitrary L and F, that limits the
incurred query exponents. Our strong converse yields a uniform upper bound for
E*(e), 0 <e< 1.

We shall see that while the expression for E* in lends itself to the achiev-
ability proof of Theorem in Section [6.4] alternative forms are suited better for
the converse proof. Using the alternative form in , the expression can be

written also as
AEA(A

E* = min, ;ABH (Xge) — ewn — 1) H (X0)| (6.3)

which is used in the converse proof for an arbitrary A C M in Section [6.6f The

converse proof for the case A = M is facilitated by the further simplification pointed

out in ([2.15]).

6.3 Technical tools

The following simple observation relates the number of queries in a query strategy

q to the cardinality of an associated set.
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Proposition 6.2. Let q be a query strategy for U given V =wv, v € V. Then,
{u et q(ulv) <7} <.

Proof. The claim is straightforward since ¢(-|v) is a bijection. O
For rvs U,V finding a lower bound for ¢(U|V) involves finding a suitable upper
bound for the conditional probabilities Py (- | -). This idea is formalized by the

following lemma.

Lemma 6.3. Given v >0 and 0 < § < 1/2, let the rvs U,V , satisfy
o
P < (u,v):Pyy(up) <—p ) >1-04. (6.4)
8
Then for every query strategy q for U given V,
P(g(UIV) =) > 1—¢, (6.5)

for all € > 29.
Conversely, if holds for every query strategy q for U given V', with 0 <

€ < (1—+0)?, then
1
P ({(u,v) Py (ufv) < ;}) > 0. (6.6)
Proof. Suppose ([6.4]) holds but not (6.5)). Then there exists g with
P(qU|V) <) > €. (6.7)
From ((6.4) and (/6.7))

p <{(u,v) Py (uv) < 2, qlulv) < 'y}) S1—6+¢—1

9
v
=¢e —0. (6.8)
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On the other hand, the left side of equals

S Py (v) > Py (ulv)

uq(ulv) <7, PU|V(U|U)§%

<7v.-, by Proposition 6.2

2

:57

which contradicts since € > 294.
For the converse, suppose that does not hold; then, we show that a query

strategy ¢o exists which violates (6.5) when 0 < ¢ < (1 — v/6)2. The negation of

(6.6) is

P ({(u,v) : Py (ulv) > %}) >1-4,

which, by a reverse Markov inequalitgﬂ [41, p. 157] (see also [26] p. 153]), gives a

set Vy C V with
Py (Vo) > 1 — V5, (6.9)
and

Py ({(u : Po (ufv) > %}

Denoting by U, the set {-} in (6.10]), we have

v> >1-V0, ve. (6.10)

U,
1 Z PU|V (UU | U) > u,
ol

IThe reverse Markov inequality states that for rvs U,V with P ((U,V) € S) > 1 — € for some
S CUXV, there exists Vg C Vsuch that P (U, V) € S|V =v) > 1—/e,v € Vy,and P (V € V) >

1- e
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so that
U,| <~, ve. (6.11)

For each v € Vy, order the elements of U arbitrarily but with the first |Uf,| elements
being from U,. This ordering defines a query strategy qo(-|v), v € Vy; for v & Vy, let

¢o(-|v) be defined arbitrarily. Then for v € Vg, u € Uy,

qo(ulv) <~
by (6.11]), so that

P (q(U|V) <) ZZPU‘/ u,v)

vEVY uEU,
> (1- Vo), (6.12)
by and (6.10)). So, ¢ = qo violates (6.5) when ¢ < (1 — /0)2. O

Finally, the following simple observation will be useful.

Proposition 6.4. For pmfs Q1,Q2, on V,

Q1 ({v:Qi(v) > Q2(v)}) > 1 -4, 0<d<l1.

Proof. The claim follows from

> Qi(v) < > 5 Qa(v) <6

vEV:Q1(v)<6Q2(v) vEV:Q1(v)<6Q2(v)
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6.4 Proof of achievability

Denoting the right-side of (6.2]) by C, we claim, for 0 <e<1,0<d < 1/2, >0,

the existence of an e-CR L = X7}, for A from F with
P ({(#0) : Pryp (5 | 1) < Sexp[-n(C—B)}) > 16, (6.13)

for all n sufficiently large. Then the assertion of the theorem follows by applying
the first part of Lemma with U = L, V = F,v = exp[n(C — )], to conclude

from ([6.5)) that

E*(e) > C,

since 5 > (0 was chosen arbitrarily.
Turning to the mentioned claim, it is shown in [20, Proposition 1], [21, Theo-
rem 3.1] that there exists communication F such that L = X7}, is e-CR for A from

F with

wl®

1
—log |F|| < ApH (X5 | Xpe 6.14
202 IF1 < e 5 AnH (X | Xor) + 5, (6.1

for all n sufficiently large. Using Proposition [6.4] with @); = Pg and ()2 being the

uniform pmf over the range of F, we get

pe(diPe) >0 V)12 (6.15)
2| F| 2

Also, for 27}, in the set 7, of Px, -typical sequences with constant ¢ [I8, Definition

2.8], we have

Py, (%) < exp [—n (H (Xp4) — gﬂ (6.16)



and

N S

Pxn (Tp) 21—

Y

for all n sufficiently large. Denoting by Z, the set on the left-side of (6.15)), it follows

that
P(XYyeT,Fel)>1—o. (6.17)

The claim results from ((6.15)-(6.17) upon observing that for (z%,,1) € T™ x Zy,

Pxn ((234)) 1 (F (2},) = 1)
Pr (i)

_ 2exp [0 (I (Xa0) — )] [F]

- )

Pxn r (2 | 1) =

< dexp[—n(C — p)],

for all n large enough, where the last inequality is by (6.14)). O]

Remark. The achievability proof brings out a connection between a large probability

uniform upper bound « for Py, the size ||F| of the communication F, and the

associated number of queries needed. Loosely speaking, the number of queries is
L]

approximately m, which reduces to il if L is nearly uniformly distributed.

6.5 Proof of converse for A = M

Recalling the expression for E* in ([2.15), given a partition 7 of M with |r| = k,
2 < k < m, we observe that for a consolidated source model with k sources and
underlying rvs Y1, ..., Y} Wherﬂ Y; = X, the e-optimum query exponent E*(€) can

be no smaller than E*(€) (since the terminals in each m; coalesce, in effect).

2 For specificity, the elements in each 7; are arranged in increasing order.
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Theorem 6.5. For every partition © of M with |n| = k,

k
Er(e) < ED(Pyl ..... v | HPYI.), 0<e<l,

and so

||

1
E*(e) < min E7(€) < min |7T|—_1D(PXMH EPX‘M>'

T

Theorem establishes, in view of ([2.15)), the converse part of Theorem when
A=M.
The proof of Theorem relies on the following general result, which holds

for queries of CR generated in a multiterminal source model with underlying rvs

Yi,...,Y, forn=1.

Theorem 6.6. Let L = L(Yy,...,Ys) be e-CR for {1,...,k} from interactive com-
munication F = F (Y1,...,Y:), 0 < e < 1. Given 6 > 0 such that § + /0 +€ < 1, let

6 be such that

p ({(yl, ) ¢ Y (w1, "'fyk) < 0}) >1-4. (6.18)

Then, there exists a query strategy qo for L given ¥ such that

P (qD(L |F) < (%) H) >(1—6—V0+e) (6.19)

Proof of Theorem[6.5. We apply Theorem [6.6] to n i.i.d. repetitions of the rvs

Y1, ..., Ys. Denoting by 7, the set of Py, vy, -typical sequences with constant ¢, we

-----

have
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and for (y},...,y7) € T/,

Pyn _ve (U1 UR) [ ( :
- <exp |n H(Y;)—HY,...Y,)+96
[T Py (1) Z

~exp {n(D(Pyl ..... wl HPY) +5)),

for all n large enough. Thus, the hypothesis of Theorem [6.6] holds with

k
0 =06, =exp [n(D(Pyl ,,,,, v || HPYz> —I—(S)}.

If E is an e-achievable query exponent (see Definition [6.2)), then there exists an e-CR

L =LY, .., Y from communication F = F (Y", ..., ;") such that (6.1)) holds for
the query strategy qo of Theorem for this choice of L and F. In particular for

"< (1=68—+/6+¢€)?, we get from (6.19) and (6.1)) that

1 d 5
n (—k— 1D(PY1 ..... Yk||gpy) to 1 1)] )

>(1—6—Vi+e?—¢€ >0, (6.20)

P (eXp(nE) < qo(L | F) < 672EVexp

for all n sufficiently large. It follows that

Since E was any e-achievable query exponent and > 0 was chosen arbitrarily, the
assertion of Theorem [6.5] is established. O
Proof of Theorem[6.6. Denote by L the set of values of the CR L. Using the

hypothesis (6.18) of the Theorem, we shall show below the existence of a set Z, of
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values of F and associated sets L(i) C L, i € Zy, such that for every i € Z,
Prr (L£(13) 1) >1—-0—Ve+0, (6.21)
AN
IL(H)] < (§> , (6.22)
and Pgp(Zy)>1—-90—+Ve+6. (6.23)

Then, we consider a query strategy ¢y for L given F as in the proof of converse part
of Lemma , with L, F, Zy, L(i) in the roles of U, V, Vy, U,, respectively. Thus,

for alli € Zy, | € L(i),
. . 0\t
w19 <1601 < ()
and so, as in (6.12), we get by (6.21)-(6.23)),
A )
Placims () )za-0-voror
thereby establishing the assertion ((6.19)).

The existence of the sets Zy and {L£(i), 1 € Zy} satisfying — is argued
in three steps below.
Step 1. First, we note the following simple property of interactive communication:
if rvs Y7, ..., Y, are mutually independent, they remain mutually independent when

conditioned on an interactive communication F'.

-----

k
Py, = Hlsyj- (6.24)
j=1
Then, fori=F (yi,...,yr), we have
k
151/1 ..... YilF (Y1, Yk | 1) = HF)YJ-IF (y; | 1). (6.25)
j=1
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Proof. The proof follows upon observing that

Is (Vi A Yy, Y, Yoy, o Y | F) < Is (Y A Y4, Yoy, Y, 0 Vi) =0, j=1, ..

(6.26)
where the first inequality is by [I, Lemma 2.2] upon choosing U = Y;, V =
(Y1,....Y;1, Y11, ..., Yy), @ to be the communication from terminal j, and ¥ to
be the communication from the remaining terminals.

Hereafter in this proof, we shall select
Py. - Py., ] - 17 ) k’ (627)

Step 2. In this step, we select the aforementioned set of communication values
Zy. Let L; = L;(Y;,F) denote an estimate of CR L at terminal j, j = 1,....k
(see Definition [2.2). Denote by 7y the set {-} on the left side of (6.18). For each

realization (I, 1) of (L, F), denote by A;; C Yy x ... x Y the set

Ai=Ton {1,y ur) :F(yr,cyur) =1, Lj (yj,1) = L (y1, o, y6) = 1,7 =1, ..., k}.
(6.28)

Since L is e-CR from F, we have from and that
P((Y1,...Ys) € ALp) > 1—€—0.
By a reverse Markov inequality, there exists a set Z; of values of F with
Pp (Z)) >1—Ve+9, (6.29)
and
P((Y1,..Yi) €Arp |[F=i)>1-Ve+0, icT. (6.30)
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Next, denote by Z, the set of values of F such that
oPp (i) < Pp (i), i€y, (6.31)

where Py is, as usual, the distribution of F under P. From Proposition with

Q1 =Pr, Q= f’F, we have
Pr(Zy) > 1—0. (6.32)

Thus, by (6.29) and (6.32)), Zo £ 7, N Z, satisfies (6.23).
Step 3. In this step, we identify sets L£(i) that satisfy (6.21) and (6.22]). For each
i € 7y, the sets A;; corresponding to different values [ are disjoint. Upon defining

the nonnegative measureﬂ @ on L for each i € Zy by
p(l) £ Py, v (A i), L€L, (6.33)
we get

lel

=P((Y1,....,Y,) € AL; | F =1i)

2 11— ma
by (6.30). Applying Lemma (i) with £ in the role of U, we set L(i) = Us, and so

u(L(i) > (L) =6

>1—6—Veto (6.34)

3 Although x depends on i, our notation will suppress this dependence.
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and
1£(1)| <6 Yexp (Hy(p), 0<a<l1. (6.35)

It follows from (6.34)) that

leL(i)
= p(L(i))
>1-6—Ve+o, (6.36)

which establishes ([6.21]).

Finally, we obtain an upper bound on exp (H,(u)) for a = %, which will lead
to 1} Denote by A{,i C Y; the projection of the set A;; C Vi X ... x YV along

the jth coordinate, j = 1, ..., k. The sets A{,i are disjoint for different values of [, by

definition (see ) Thus, for the pmf ]?)yh“’yk in , , we have
k
T3P (19

j=1 LleL

> [Z (ﬁfﬂyj,F (A, i),i)r (6.37)

leL \j=1

where the last step follows from Holder’s inequalitgﬂ 135, Section 2.7]. Using (6.25)),

the right-side of (6.37)) is the same as

k

1

2 :~ 1 E |1\ %
PY1 .... Yk‘F (Alvi X ... X Al,i 1) ] 5

which is bounded below by

[Z Pyi.vir (A | i)i] : (6.38)

lel

4See [71], equation (33)] for an early use of Hélder’s inequality in a CR converse proof.
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since
A C Ajy x o x Ay (6.39)

Upon noting that A;; C Ty, for all (y1, ..., yx) € Ass, it follows that

N o Pyvivi (1, un)
Py, .viF W1,y | 1) = Pr (i)
. Hf—1 lej (y])
~ Pr(i)
. Hf—1 PYj (yj)
~ Prli)
Py,,.., Yk~<y17 w5 Yk)
- 0 Pr (i)
> Py, .. Yy |F (yla s Yk \ i)
> 510 ;

where the third equality and the subsequent inequalities are by (6.27)), (6.18)) and

(6.31]), respectively. Combining the observations above with (6.37) and (6.38]), we

get

17k
1= [ (Frguit) ]
lel
)
0

The previous bound, along with (6.35)), gives (6.22)). ]
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6.6 Proof of converse for arbitrary A C M

The converse technique of the previous section for A = M can be extended to
an arbitrary A4 C M, yielding an analogous upper bound for E*(€) in terms of
divergences. However, the resulting upper bound is inadequate as it is known to
exceed the expression in the right-side of (see [10]). In this section, we develop
a new converse technique that targets directly the latter.

The main steps of the general converse proof for the case A C M are analogous
to those in the previous section. The central step is the counterpart of Theorem [6.6]
which is given next. Given a fractional partition A\ as in , its dual partition is

X =2(\) = {Age, B € B} with

Ape = B e B, (6.40)

Aeun — 1

where B is defined in (2.10]) and Mgy, is given by ([2.13). It is known from [46], and

can be seen also from (2.11)) and (2.13)), that

> XBc:ﬁ Y. s

sum

BeB:B¢>i BeB:B¢>i
1
“h 1 [Z o= D AB]
BeB BeB:B>i
1
- Pem—1]=1, ieM, 41
a1l =1 €M (6:41)

so that )\, too, is a fractional partition of M.

Theorem 6.8. Let L = L (Y, ..., Yy,) be e-CR for A from interactive communication

F=F1,...Yn),0<e<1l. Givend > 0 such that §++/0 + € < 1 and a fractional

146



partition A € A(A), let Ope, B € B, and 0y be such that

1 1
0

O

Then, with

[T o
g=2L (6.43)
fo

there exists a query strategy qo for L given F such that

P (qo@ F) < (%) o ) > (1—6—Vote? (6.44)

where k(0) = (m2™)” ™ ™t
Proof. As in the proof of Theorem the assertion ((6.44)) will follow upon

showing the existence of sets Zy and L(i) C L, i € Zy, such that (6.21]) and (6.23)

are satisfied, along with the following replacement for (6.22]):

|MM§<£%YM4, i1, (6.45)

To this end, we provide here appropriate replacements for the three steps in the

proof of Theorem

Step 1. For each B C M, consider the pmf f’{EM defined by

PY . (ym) = Py, (5) Pyye (yse) (6.46)

Note that PB = P5°. The collection of pmfs {153 ‘. BeB } serve as a replacement
for the pmf P in (6.24).

For the pmf PZ in (6.46)), we note that
IfDB (YB A ij ‘ cbk:j) = 07 .] S BC7 (647>
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since Fi; = fij (Yj, ®y;) and Ype is independent of Yp conditioned on ®;. The

following Lemma serves the role of Lemma [6.7]

Lemma 6.9. For BC M andi=F (yum), we have

PYB (yB)

~ )
[Ti-s H]GB P?k]@k (Zka | Zk:])

where iy denotes the past values of communication in i for round k and terminal j.

Py e (s | 1) = (6.48)

Proof. Note that

PEWB (ilys) 1553 (yB)

1553|F (yp | 1) =

Pg (i)
_ Pry, @ !~y3) Py, (y5) (6.49)
Pg (i) 7
where the previous step is by (6.46]). Furthermore,
151%1/ ilyg) HH Fij|YB,®k; @kg | yB;Zk])
k=1 j=1
- H H Fij| Y, @r; ij | yB’Z];])
k=1jeB¢
- H H lsgkj\‘?kj (ikj | ZI;J) ' (6.50)
k=1jeBe
where the last step uses (6.47]). Next,
- H HP%J‘\‘DM (ikj | Z’;J)
k=1 j=1
- H (H Frj|®r; Zk] | ij H PFkJ|<I>kJ Zk] | ij)) . (651)
= JjEB jeBe

Then ((6.49)), along with (6.50) and (6.51]), gives (6.48]).

Step 2. Denoting by T the set {-} on the left-side of (6.42)), for each L = [, F =i,

define
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Analogous to the proof of Theorem [6.6] the set Z; of values of F with
PYyeAp|F=i)>1-Ve+s, ieTy,
satisfies
Pr (Z)) > 1—Ve+4.

For j € M and B C M, denote by Z; 5 the set of i such that

(m2™)~ 51_[13]%@]6J (inj | @k] ) < HPFkﬂ‘I’kv (ks | is) - (6.53)
k=1 k=1

The following simple extension of Proposition [5.4) holds:
Pr (Z55) = Y Pr(i)
_ Z ﬁ Prjon (k| i)
- 5 (TP 1)) TP 1)

€T, \lj k=1 k=1

m2m 5 Z (HHPszlq’kz Ukl | Zkl ) Hf)gkj‘q:'kj (ikj ‘ Z’;J)
k=1

1€I°7 I#5 k=1
m2m 52 (HHPszl(sz (ikl | Z&)) Hf)gkj‘q)kj <ikj ‘ Z’;J)
i \U#j k=1 k=1
= (m2™)7's, (6.54)

where the first inequality is by (6.53)), and (6.54) holds since the summand is a pmf

for F', as can be seen by directly computing the sum. Defining Z, = ﬂ ﬂ e
j=1 BEM
we get

Pp(Zy) > 1— 4.
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The set Zy is defined as Z; N Z,, and satisfies (6.23)).
Step 3. Finally, we define sets £(i) C L, i € 7, that satisfy (6.21)) and (6.45]). For

each i € 7, let
,U,(l) = PYM|F (Al,i | l), l € E (655)

Then, the sets L£(i) satisfying (6.21]) are obtained by an application of Lemma

(i) as in (6.34) and (6.35) above.

The condition (6.45)) will be obtained upon showing that for

(6.56)

it holds that

5-0/0-0) oxpy (Ho (1)) < (%) o (6.57)

To do so, first note that for each B € B, the set B¢ N A is nonempty. Thus, by
1) the projections Afj; of A;; along the coordinates in B¢ C M are disjoint

across | € L. Thus,

1> ] (ZPYMF (A% | '))AB.

BeB \leLl

Using Holder’s inequality [35, Section 2.7], and recalling (6.40|) and (2.13) we get

1> [Z (H PE b (AF )ABC>a] 1_2. (6.58)

leL \BeB

Next, note from Lemma [6.9] that

Z Py,. (yBe)

yBCeAﬁic

T )
H H P?kcﬂq)kj (ij | Zl;])

k=1 jeBe

Py (Al 1) =
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which, since the order of products can be interchanged, and upon using (6.53)), is

bounded below by

Z Pype (ype)

yBCEAﬁiC
H (m2m) 571 H [Pij\q)kj (ikj ‘ ZI;])}
jeBe k=1

It follows that

Age
[T > Pu s
T2 (A i)XBc . BEB | ypeeABs _ (65
111 [<m2m> 5 T Pam, (i | a;-)]
BeB jeBe k=1

The right-side of (6.59)) can be simplified by noting that

H H [(QO) 07 HPij|<1>kj (ikj | il;j)

BeB jeBe k=1
j=1 k=1
m2m\ " .
=(=5—) Pl (6.60)

where the previous step uses (6.41). The definition of 7Ty, along with (6.59) and

(6.60), gives

XBC

ZBEB;Beaj Ape

o 08197 = e o (5 oo
. |1 = - — . .
s YmlF AL — (m2™)" Pg (i) i 0pc

Also, since A;; C 7o, we have

A
Pyy (Arg) < | 0:, ‘,
0
which, with (6.43) and (6.61f), gives
~ pc c . c 57’)1 H ABic XBC .
[1 PP (A 19 = (m2m)" 0 BETLI :" Py (A 1) (6.62)

BeB
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Since A is a fractional partition, [45, Corollary 3.4] implies

Moes 457 |
4

XBC

(6.63)

which combined with (6.58)-(6.63]) yields

1

() fpor]”

lel

The previous inequality implies (6.57]) since

6.7 Strong converse for secret key capacity

A byproduct of Theorem is a new result that establishes a strong converse for
the SK capacity of a multiterminal source model, for the terminals in A C M. In

this context, we shall consider the security requirement ([2.9), i.e.,
lim 18,4 (K; F) = 0.
n

Definition 6.3. Given 0 < ¢ < 1, R > 0 is an e-achievable SK rate for A C M if
for every p > 0, there is an N = N (¢, p) such that for every n > N, there exists an

e-CR K = K (X}) for A from F satisfying
1
—log |K[| = R —p, (6.64)
n

and

Spar (K F) <

S

. (6.65)
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The supremum of e-achievable SK rates is the e-SK capacity, denoted C/(e).

The SK capacity is the infimum of C'(¢) for 0 < € < 1. We recall the following.

Theorem 6.10. [20] The secret key capacity for A C M is

=F"=H (X — AgH (Xg | Xge 1.
C (Xm) AIEIIA%)BZGBB (XB | XBe), 0<e<

Remark. The (new) secrecy requirement ([2.9)) is not unduly restrictive. Indeed,
the achievability proof of Theorem [6.10] [20] holds with s;,(K; F) vanishing to zero
exponentially rapidly in n, which, by Pinsker’s inequality (cf. [18]), implies (2.9).

The converse proof in [20] was shown under the weak secrecy condition

1
lim—I(K AF) =0, (6.66)

non
which, in turn, is implied by (2.9)) by a simple application of [20, Lemma 1].

The strong converse for SK capacity, valid under (2.9)), is given next.

Theorem 6.11. For every 0 < e < 1, it holds that
Ce) =C. (6.67)

Remark. It is not known if the strong converse in Theorem holds under (6.66]).

Proof. Theorem [20] already provides the proof of achievability, i.e.,
C(e) > C. The converse proof below shows that if R is an e-achievable SK rate,

then R is an e-achievable query exponent. Therefore,
R<E*(e)=C, 0<e<l, (6.68)

where the equality is by (6.2)). Specifically, for every p > 0, suppose that there exists
K = K (X%,) and communication F satisfying (6.64]) and (6.65] for all n sufficiently
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large. We claim that the hypothesis of Lemma holds with U = K,V =F
and 7 = exp[n(R—2p)] for every 0 < § < 1/2, when p is sufficiently small. Therefore,
by , R —2p is an e-achievable query exponent which leads to since p can
be chosen arbitrarily small.

Turning to the claim, observe that

({0 P> i)

P({ Pur 0> 7 )

P ({(k.) : [log | K[[Pxie (k| )] > 1)

IN

IN

E [|log | K[[Pxir (K | F)|],

where the first and the last inequality above follow from (6.64) and the Markov
inequality, respectively.

Next, we show that

1K1
E [|log | K|Pxr (K | F)|] < s (K;F)log o (KB’ (6.69)
Then, the right-side can be bounded above by
glog%nLQplog‘XM}, (6.70)

for all n sufficiently large; the claim follows upon taking n — oo and p — 0. To
see (6.69)), note that for t1,ty, [t; — to| < 1, f(t) & —tlogt satisfies (cf. [I8, Lemma

2.7))

| f(t1) = f(t2)] < |t — to] log ; (6.71)

[t —ta|

154



Then, for F =i,

> P (k1) [log [|K[|Prye (k | 1)]
k

. . . 1 1
k
. 1 1 1
K
< Z ‘PKF (k1) | IX] (6.72)

‘Pmp (k | )—%””
where the previous inequality uses with ¢; = Pgp (k | 1) and ¢, = ||K||" for
every value k of K. Finally, follows upon multiplying both sides by P (i),
summing over i and using the log-sum inequality [I8]. O

Observe that the proof of Theorem does not rely on the form of the rvs
K, F, and is, in effect, a statement relating the size of any achievable SK rate under
the s,q-secrecy requirement to the query exponent. As a consequence, also
the SK capacity for more complex models in which the eavesdropper has additional
access to side information can be bounded above by the optimum query exponent

when the querier, too, is given access to the same side information.

6.8 General alphabet converse for A = M

In this section, we present a converse technique for the optimum query exponent
for rvs with general alphabets, with jointly Gaussian rvs as a special case. No
corresponding general claim is made regarding achievability of the exponent. Our
technique also leads to a new strong converse for Gaussian SK capacity [51].

Let )V; be a complete separable metric space, with associated Borel o-field o;,
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1 < i < k; a special case of interest is ); = R™. Denote by V¥ the set V; x ... x Y

measure on ())k, O’k). The interactive communication {Fj; : 1 < j <r, 1 <i<k}is
specified as in Definition with the rv F}; taking values in, say, (Zj;, F;i), and

being o;-measurable for each fixed value of the preceding communication
Q= Fy:1<s<jl1<t<kors=j1<t<i).

Then, there exists a unique regular conditional probability measure on (yk,ak)
conditioned on o(F), denoted Py, v, ¢ (cf. [6 Chapter 6]). The notation Q; will
be used interchangeably for the probability measure Py, v, (-|1i). We make the

following basic assumption of absolute continuity:
Qi << PYl,---7Yk7 PF a.s. in i, (673)

i.e., (6.73) holds over a set of i with Pgp-probability 1. Assumption (6.73]) is satisfied
by a large class of interactive communication protocols including F taking countably

many values. Moreover, we can assume the following without loss of generality:

Qi (F~'(i)°) =0, Pg a.s. in i, (6.74)
d Qi : .
dclz (y*) =0, for y* € F71(i)", Pp as. in i (6.75)

Next, we define e-CR L from F and its local estimates L;, respectively, as

rvs taking countably many values, measurable with respect to o* and o; x o(F),

5Hereafter, the term “product o-field” of o-fields oy, ...,0%, will mean the smallest o-field
containing sets from oy X ... X oy, and will be denoted, with an abuse of notation, simply as

of =01 X ... X 0.
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1 <i <k, and satisfying
P(L=L,1<i<k)>1-—e

The main result of this section, given below, extends Theorem to general mea-

sures as above.

Theorem 6.12. For 0 < e < 1, let L be e-CR from interactive communication F.

-----

k

P(A X ox A) = [[Pvi(A) A€o, 1<i<k (6.76)
i=1

Assuming that P << P, and given § > 0 such that §++/3 + € < 1, let 0 be such that

P <{yk : Z—g(yk) < 9}) >1-4. (6.77)

Then, there exists a query strategy qo for L given ¥ such that

P (qg(L |F) < (%) “) >(1—6—V0+e)? (6.78)

The proof of Theorem is deferred to the end of this section. At this point,
we present its implications for a Gaussian setup. Let Xi(n) be an R"-valued rv,
1=1,...,m, and let X/(\Z) = (an), ...,XT(,?)) be jointly Gaussian A/(0, X(™), where
¥ is a positive definite matrix. We remark that X/(C,) need not be independent
or identically distributed across n. The notion of an e-optimum query exponent
E*(e), 0 < e < 1, is exactly as in Definition even though the underlying CR
now can take countably many values. Also, given a partition 7 of M with |r| = k,

2 < k <'m, the quantity E}(e) is defined as in Section [6.5]
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Proposition 6.13. For X ~ N(0,2M) with £ being positive definite, it holds

that

E*(e) < min E (e )<m1n—hmsup—l og——~—, 0<e<l,
m 2 =1 w " n |E |
where £ is the covariance matriz of X\, i =1, .., |7|, and |- | denotes determi-

nant.
Corollary 6.14. When X\ is i.i.d. in n with X ~ N(0,%),

|E| ’

O<e< 1.

Proof. Proceeding as in the proof of Theorem we apply Theorem to
the rvs Y; = Xﬁ?), 1 < i < |n|. Specifically, we show that the hypothesis 1 is

satisfied with

I, s 1/2
0=20,= |£(n)| exp(nd), (6.79)

where 0 < § < 1/2 is arbitrary. Then, the Proposition follows from the definition
of E*(e) and as in the proof of Theorem . The Corollary results by a
straightforward calculation. It remains to verify that holds for € in (6.79)).
For B C M, B # 0, let gg denote the density of the Gaussian rv X ](9") . From the

AEP for Gaussian rvs [15], equation (47)] (see also [§]),

P (|2 omam (x57) - 2 (x)

> 7, for some () # B C M) < 2™ exp(—c(T)n),
(6.80)

where h denotes differential entropy and ¢(7) > 0 is a positive constant that does

158

T >0,



not depend on n. Since

d—P IM P as
dls H"Lﬂl gﬂ'i’ '
and
1 1
h (XX?) = §log(27re)m"|2(”)|, h (Xfr?:)) = §log(27re)|”"|”|25r’;)|, 1< <|nl,

using the upper and lower bounds from that hold with significant probability
for all n sufficiently large, we get that holds with € as in , for 0 <9 <
1/2. O

As an application of the Corollary above, we establish a new strong converse

)

for SK capacity when the underlying rvs X/(\Z are i.i.d. Gaussian in n; for this

model, the SK capacity was established in [51]. The notions of e-achievable SK rate,
e-SK capacity C(e) and SK capacity C' are as in Definition , with condition (|6.64))

replaced by
range(K) = {1, ..., [exp(nR)]|}, (6.81)

which rules out such rvs K as take infinitely many values.

Proposition 6.15. When X\ is i.i.d. inn with X ~ N(0,%),

1 1, =
C(e) = min log == =,
™ 2(|7] = 1) 2]

0<e<l (6.82)

Proof. That C(e) is no smaller than the right-side of (6.82)) follows from the
achievability proof in [51].

The proof of the reverse inequality is along the lines of the proof of Theorem
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and is obtained upon replacing the upper bound (6.70) by
i log L + 2pR,
noop

and noting that Lemma [6.3| can be extended straightforwardly to an arbitrary rv V'
(with the explicit summations in the proof of that Lemma written as expectations),
provided that the rv U is finite-valued. m

Proof of Theorem[6.19 In the manner of the proof of Theorem [6.6] it suffices
to identify measurable sets Zy and L£(i) C L, i € Ty, such that (6.21)-(6.23)) are
satisfied. Below we generalize appropriately the steps 1-3 in the proof of Theorem
0.6l

Step 1. The following claim is an extension of Lemma [6.7]

Lemma 6.16. Given measurable sets A; € 0;, 1 <i <k, for P in ,

k
Pyl ..... Yi|F (Al X ... X Ak ‘ l) = H]?y”p (A] ‘ l), PF a.s. in i, (683)

j=1
where Py, vy, g 15 the regular conditional probability on (yk,ak) conditioned on

The proof uses the interactive property of the communication and is relegated to
the Appendix F.
Step 2. Next, we identify the set Z;. The following technical observation will be

used.

Lemma 6.17. For every Ay € 0% such that

—(y*) >0, y* € Ay, (6.84)



it holds that

= . dPp . dQi = ~ -
P A = — dPp Pg a.s. .
e (A1) = 56 [ GRAP Prasini (683)

The proof is given in the Appendix F. Denoting by 7 the set {yk ceYh0< %(yk) < «9},

let
A =T {y": Li(y;, F&*) =Ly") =1, 1<j <k}, €L

Then, for A;; & A, NFL(i), , and Lemma imply

P Yi,.,

. dPp / d@Q; < ~ .
A1) = —( dP, Pr a.s. in i. 6.86
wvelF (Aui | 1) dPF() 1, AP F (6.86)

Below we restrict attention to the set of values of F for which (6.86]) holds for every
[ € £; this set has Py measure 1 by |D since the set L is countable. Proceeding
along the lines of the proof of Theorem [6.6], we define Z; as the set of those i for

which
Py, v (Ai [1) > 1 —Ve+d. (6.87)
Since L is an e-CR from F, it follows from ([6.77)), the fact that

P ({y’f ) = 0}) 0,

and by a reverse Markov inequality, that
Pr(Z1) > 1 —+Ve+0. (6.88)

Furthermore, for the set Z, of values i of F satisfying

dPp
d Py

(i) > 6, (6.89)
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it holds that
Pr(Zy) > 1 -4, (6.90)

since

p
/dPF—/ d—FdPF
IC (]

< 4.

Define Zy = Z; N Zy; (6.23] - ) follows from and -

Step 3. Since Lemma (i) applies to a countable set U = L, defining the non-

negative measure p on £ as in (6.33)) for each i € Zy and using ((6.87)), the sets £(i)

obtained in (6.34)-(6.36) satisfy (6.21)). Also, condition (6.22)) will follow from (/6.35))

upon showing that

o () < (5) (6.91)

To do so, denote by A{,i the projection of A;; along the jth coordinate, 1 <
j < k. As before, the sets A{’i are disjoint across [ € L. Then, Holder’s inequality

[35] implies that

1= ﬁ [Z Py,ir (4]

j=1 LleL

_ k ) k;
|5 (e (19

LleL \j=1

r k
— Zﬁyl ,,,,, yilF (A7 X o X Al i)k] , (6.92)
Llel

where the previous step uses Lemma m The right-side of (6.92]) is bounded below
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since Ay; C Aj; X ... X Af;, which by (6.86) equals

dPp . Qs ~\"
Z(E(l)/A“ deP)

lel

From the definition of the set Z, in ((6.89)), the expression above exceeds

19 k

dQi 5\"
Z(a/A“deP>

which is the same as

el
ol

dQ;dP/dP - \"
Z(a/A -5 dP/df)dP> . (6.93)

lel

Since A;; C 7o, the sum in (6.93)) is bounded below further by

17 k
) d@Q;dP ~\"
E: - ——dP
(9/14“ ap de )

leL
5| ( / 2
S Z in>
0 L tec \7Aui
o k
~ 9 me ..... vilP (Azi | i)’“] :
ez

Combining the observations above from ((6.92)) onward, we have

which is the same as (6.91) with a = 1/k. O
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6.9 Discussion

The description of the optimum query exponent in Definition [6.2| can be refined
to display an explicit dependence on €. Let E*(e,¢') denote the optimum query
exponent for fixed 0 < e,¢ < 1. Our proofs establish E*(e, €) equals the right side
of for € < (1—+/€)? (see (6.20)). For € > 1 —¢, the following construction of L
renders E*(e, €') unbounded: Choose L = 0 with probability (1 — €) and uniformly
distributed on a sufficiently large set with probability €. For the remaining values
of €,€/, E*(¢,€) is not known.

A less restrictive model for querying than that in Section [6.2| can be consid-
ered, allowing general queries with binary answers. Such a query strategy can be
represented as a search on a binary tree whose leaves correspond to the values of the
CR L. The query strategies considered in this dissertation correspond to the case
where the search tree is a path with leaves attached to each node. For a general tree
model, our results can be adapted to show that the maximum number of queries
that can be inflicted on a querier grows only linearly in n at a rate that is equal to
the expression for £* in (6.2)).

We remark also that allowing randomness at the terminals in M for interactive
communication and CR recovery, does not improve the optimum query exponent.
Such randomization is described by mutually independent rvs Wy, ..., W,,, where
each W is distributed uniformly on the (finite) set {1, ..., w;}, and the rvs Wy, ..., W,
are independent of X},. The claim of the remark is seen from the converse result in

Theorem . Indeed, the assertion ([6.44]) of Theorem remains unchanged upon
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replacing Y; by (Y;, W), i € M, 6y by 6 (Hie./\/l wi), and Ope by Ope (HieBc wi),
B € B; and observing that in , the w;- terms cancel in the numerator and the
denominator.

Finally, Lemma|6.3], which considered rvs U, V', can be used to characterize the
optimum query exponent I'* for a family of finite-valued rvs {U,,V,,},~, with asso-
ciated probability measures {P,} (which are not necessarily consistent). Here,
[ is described analogously as E* in Definition An application of Lemma [6.3

yields that

" n n n

where the left and right limits equal, respectively, the left- and right-sides of ([2.33))

with u, = P, and

7. ~logPu, (Un | Vo)
n
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CHAPTER 7

Conclusion: Principles of Secrecy Generation

Would I not have to be a barrel of memory if
I wanted to carry my reasons around with me?

- Nietzsche’s Zarathustra

We conclude this dissertation by hypothesizing three principles of multitermi-
nal secrecy generation that have emerged from our research. The results reported in
the previous chapters provide important instances that affirmatively support these
principles. We conjecture that these basic principles go beyond the models studied
here and will apply in a broader setting for appropriately defined notions of security.

The first principle we state applies to secure computing with public commu-
nication when the privacy of a given function gy must be maintained.

Principle 1. If the value of a function gy of the data can be recovered se-
curely at a terminal, then the entire data can be recovered at the terminal using a
communication that does not give away the value of gq.

If the entire data can be recovered at a terminal using communication that does not
give away the value of gy then clearly the function gy can be securely computed at
that terminal. The principle above claims that the converse is also true. Indeed, once
the value of g is recovered at the terminal, the terminals can communicate further to
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attain omniscience at that terminal using communication that is independent jointly
of the previous communication and the function go. Specifically, for the cases when
we have a single-letter characterization for secure computability, the quantity R*
in Theorem [4.1| remains unchanged if the terminal computing the function gy is
required to recover the entire data; this includes the special case studied in Chapter
Bl In fact, R* remains roughly the same with such a replacement for all the cases
studied in Chapter [, thus providing credence to the conjecture that computing the
private function securely at a terminal is as hard as recovering the entire data at that
terminal without giving away the value of the private function to the eavesdropper.

The next principle captures the structure of all protocols that can generate an
optimum rate SKs for two terminals by characterizing the CR that is established
when such a protocol is executed.

Principle 2. A CR corresponds to an optimum rate SK if and only if it
renders the observations of the two terminals (almost) conditionally independent.
Clearly, a CR resulting from an optimum rate SK must render the observations
almost conditionally independent as otherwise we can exploit the residual correlation
to enhance further the SK rate. In Chapter [5] we have established the converse
statement for i.i.d. observationd!] We conjecture that in fact, such a structural
equivalence between optimum rate SKs and a CR that renders the observations

conditionally independent holds for more general distributions.

L Although our actual proof entailed going to multiple blocks, an alternative single-shot proof
can also be provided using a very interesting construction suggested by Braverman and Rao in [9]

Theorem 4.1] in place of Lemma
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Finally, our last principle conjectures that the almost independence secrecy
criterion imposed on an SK is equivalent to an alternative criterion requiring a large
number of queries with probability close to 1 for resolving the value of the SK based
on the public communication (see[6.1]).

Principle 3. Imposing an almost independence secrecy criterion is equivalent
to imposing a lower bound on the complexity of a querier of the secret.

Thus, a largest size SK makes the task of a querier the most onerous. It is clear
that almost independence between a CR and the associated public communication
will ensure that a querier has no option but to retort to exhaustive search of the
CR space. It is the converse that we assert here, i.e, forming a CR that necessitates
a certain number of queries is tantamount to generating an SK of size equal to the
number of queries. In Chapter [6], we proved this principle for i.i.d. observations in
an asymptotic sense as the number of observations tends to infinity. We conjecture
that a direct correspondence can be obtained between almost independence and
lower bounds on the complexity of a querier by connecting both these notions to

the bounds on conditional probability in Lemma this is work in progress.
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Appendix A

Maximum Common Function

We prove Lemma based on [26, Lemma, Section 4], which is paraphrased first.
Let the rvs @ and R take values in the finite set Q and R, respectively. For a
stochastic matrix W : Q — Q, let {D;, ..., D;} be the ergodic decomposition (into
communicating classes) of Q based on W (cf. e.g., [41l pp. 157 and 28-42]). Let
D™ denote a fixed ergodic class of Q" (the n-fold Cartesian product of Q) on the
basis of W™ (the n-fold product of W). Let D™ and R(™ be any (nonempty) subsets

of D™ and R™, respectively.

Lemma GK. [20] For D™ DM R(M a5 above, assume that

P(Q"e D™ | R" € R™) > exp[—ne,),

P(R" e R™ | Q" € D™) > exp[—ne,), (A1)

where lime, = 0. Then (as stated in |26, bottom of p. 157]),

P(Q" € D™)

. > exp[—nre, log? €,], (A.2)
P (Q” € D("))

for a (positive) constant x that depends only on the pmf of (@, R) and on W.
A simple consequence of 1) is that for a given ergodic class D™ and disjoint
subsets Dgn), .., D™ of it, and subsets Rﬁ”’, R (not necessarily distinct) of R™,
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such that Dt, ), RE, ), t' =1, ..., t, satisfy ‘} it holds that
t < exp[nke, log® €,]. (A.3)
Note that the ergodic decomposition of Q™ on the basis of W™ for the specific choice

W(gld)=> P(@Q@=q|R=rPR=r|Q=q), ¢qd€cQ

reR

corresponds to the set of values of mef”(Q, R) defined by (3.10) [26]. Next, pick

Q=Qm, R=(Q1,....,Qn_1), and define the stochastic matrix W : Q@ — Q by
Wqlq") ZP =q|mef(Qq,..., Qm_1) = @) X
P(mcf(Q1,....,Q0m 1) =a|Q=¢), q¢q¢ €Q. (A.4)

The ergodic decomposition of Q™ on the basis of W" (with W as in (A.4)) will
correspond to the set of values of mcf™(Qy, ..., @), recalling (3.9). Since £ is

e-recoverable from Q7,7 = 1,...,m, note that

¢™ = (€™ mef"(Q1, ..., Q)

also is e-recoverable in the same sense, recalling Definition [3.50 This implies the

existence of mappings 5;("),2' =1,...,m, satisfying
P(67(@) = =€(@Qn) =€) 21— c. (A5)
For each fixed value ¢ = (cy, ¢p) of €™ let

DM = {qr € Qr : &M () = ¢},

R = L) € QX Q€)= i = Lem = 1]
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Let C(¢) denote the set of ¢’s such that

P(Q eD™ | R e RM™M) >1— 1/,

P(R"e R™M|Q"eDM) >1— /e (A.6)
Then, as in [20, Proposition 1], it follows from (A.5]) that
P (¢ e Cle)) > 1 -4/ (A7)

Next, we observe for each fixed ¢,, that the disjoint sets Dcl , lie in a fixed ergodic
class of Q" (determined by ¢3). Since (A.6]) are compatible with the assumption

(A.1)) for all n sufficiently large, we have from (A.3)) that

{1 : (c1,¢2) € C(e)}| < exp[nke, log? e, (A.8)

where £ depends on the pmf of (Qy,...,@,,) and W in (A.4), and where lime, = 0.

Finally,

LH (€)= H (€9, mef"(Q1, - Q)
< H (mef(Q1, ..., Q) + %H (€™.1(¢™ € C(e)) | mef™(Q1, s Q)
< H (mcf(Qy, ..., Qm)) + %H (€™ | mef™(Q1, e, Qun), 1 (€™ € C(e)))

< Hmet(Q1, oo Q) + 60,

where lim §,, = 0 by (A.7]) and (A.§]). O
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Appendix B

Aided Secret Key Capacity

We prove Theorem Considering first the achievability part, fix 6 > 0. From
the result for a general source network [I7, Theorem 3.1.14] it follows, as in the
proof of [20, Proposition 1], that for Ry € R (A’, Z4) and all n sufficiently large,

there exists a noninteractive communication F® = (Fl("), LB )) with
1 log |[F™ || < iRi +0
" = 7

such that X} is €,-recoverable from (Xi”, zZ7r, F(n)) .1 € A'. Therefore,

{mef (X, Zit)iear) by

is €,-recoverable from (Xi", 47, F(“)) .1 € A'. The last step takes recourse to Lemma

2.7} Specifically, choose

U=U"={mct (Xme, Zit)iew)}ry, Uo=U, V = constant,

h=F" d=n[H mcf (Xpm, Z)iea)) — 9],

whereby the hypothesis (2.23)) of Lemma [2.7] is satisfied for all n sufficiently large.

= [exp [(ima) }
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Lemma [2.7] implies the existence of a ¢, and thereby an ASK

KM — ¢ ({mef (Xau, Zit)iea) boey)

of rate
1 m
~logr = H (mef (X, Zi)iew)) = ; R; — 36.

In particular, we can choose

" 1)
ZRi < Reo (A5 Zy) + 5

i=1

Since 0 was arbitrary, this establishes the achievability part.

We shall establish a stronger converse result by requiring the ASK as in Defi-
nition to satisfy the weaker secrecy condition , or by allowing the ASK to
depend explicitly on the randomization Uy but enforcing the strong secrecy condi-
tion . Let K = K™ (Upny, X%y, Z",) be an €,-ASK for A’, achievable using ob-
servations of length n, randomization Uy, public communication F = F (Upq, X73)
and side information Z7,. Then, by ,

LH(K) < H(K | F) + e (1)

Let K, = K (u, X}, Z'},) denote the random value of the ASK for a fixed Up = u.

Since (X, K) is e,-recoverable from the rvs (Unq, X}y, Z7) for each i € A,
Py, {u: (X3, Ku) isy/e,-recoverable from (Upq = u, X3, Z1') for each i € A'})
>1— /. (B.2)

Also, for each Upq = u

1 1
EH(X/’{‘/“K | Up = u) = EH(X}Q,KU)
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by independence of Ups and (X7, Z%,), and therefore, by Lemma for u in the

set in (B.2)),
1
H (X3 K | Un = ) < H (mef (X, Zi)iew)) + On, (B.3)

for all n sufficiently large and where lim 9,, = 0. Then,

< H (Une) + H (mef ((Xat, Z)ica)) + 60+ Varlos (Xul|Zal),  (B4)

by (B.2)) and (B.3]). The proof is now completed along the lines of [20, Lemma 2

and Theorem 3]. Specifically, denoting the set of positive integers {1, ...,1} by [1,],

1 . 1 N |
SH(Unm, Xy, K) = —H(K | F)+) R+ —H(Unm),

i=1

1
R = - Z H(E, | Fuyo1) + 5H (Ui, X[ | F, K, Up iy, X yy) — H(UY).

v:v=imodm

(B.5)

Consider B ¢ M, A" ¢ B. For j € A'N B¢, we have

1 1 1
EH(UB) +H (Xp | X, Z7) = ~H (Up, X3 | Upe, Xpse, Z7)

1
= —H (Fuyeves Frns K, Up, X35 | Upe, Xipe, Z1) .

Furthermore, since K is €,-recoverable from (F, Upe, X3, Z7') and H(F,|Upe, Xp.) =

0 for v =7 mod m with ¢ € B¢,
1
EH (Fl,...,Frm,K, Ug, X5 | UBC,XE,C,Z]’-‘)
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1 — 1
= Z H (F, | Fip-1),Upe, Xpe, Z7) + EH (K | Upe, Xpe, Z,F)

v=1

1 n n n n
+ E Z H<U7'7 Xl | UBCm[i+1:m]7 XBCﬂ[i—‘rl,m]’ ZJ ; F7 K7 U[l,ifl}a X[Li_l])

i€B
1
< - Z { Z H (FV | F[lul’—l}) +H (Ulain ’ Fa K7 U[1,i—1]7Xﬁ,i,1})
n i€B “viwv=tmodm
nlog || +1
N € log || +
n
< ZRi + H(Up), (B.6)
i€B
where
nl 1
&é<m+igﬂﬂig, e M.
n

It follows from (B.1)) and (B.4)-(B.6) that

%H(K) <H (mcf (Xm, Zi)ienr)) — Zzz; R+ €, +0n
+ 8L e tog (|2, (B.7)
where Ry € R (A', Z ) from , and therefore
SR> Reo (A, Z4). (B3
i=1
Then, , imply
L) <020 v e+ 8+ I o (auliza)). (B

If K = K(X}y,2"%) as in Definition then |K| < (|X||Z4|)" and the converse
part follows from . On the other hand, for K = K (Upnq, X3y, Z%% ), the proof is
completed using ([2.2]) in the manner of [20, Theorem 3]. This completes the converse

part. O
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Appendix C

Balanced Coloring Lemma

We provide a proof of Lemma [2.7] Using the condition (i) in the definition of Uy,

the left-side of (2.24)) is bounded above by

222+ Y P (MU) =4,V =0v,U €Up) x
j=1 vey

T

D

=1

1
S P = [ h(U) =,V =0, U €Uy) — ~|.
u'el’: "
(u')=i

Therefore, it is sufficient to prove that

YD P(WU) =4,V =0,U € U)
j=1 vey

T

1
S ST PW = [ hU) =V = v Ueth) —=| <12, (C1)
=1 | u'eu’: r
b=

cA3d

rr!

with probability greater than 1 — 2r7’|V|exp <— ) for a constant ¢ > 0.

Let

1— A2
g=PylqveV:PUeclylV=12)< 3 :
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Then, since

1- M2 <PU €l

< > P(Ueth|V=0)Py(v)+ (1 —q)
veV:
P(U€U0|V=U)<%
1—\2

3

we get from the extremities above that

32
q<-—. (C.2)
2
For u € Uy and v € V satisfying
1— )\
P(U e Upy|V =v) > 3
P(U—u!V—vUGU)>L
— — U 0 d(l—A2)7

we have that

P(U =u|lV =v) >

QU=

Therefore, by ((C.2)) and ([2.23)), it follows that

2

A
Z P(U:u,V:v)§A2+q<5T,
(u,0)

ueMO,P(U:u\V:v,Ueuo)>ﬁ

which is the same as

D D P(hU) =4V =0,U €Up) x
j=1 vey
_ 5\2
Y PU=ulh(U)=4V =0Ucl) < - (C.3)
uEUp:

P(U:u‘V:U,UEu0)>ﬁ
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The bound in (C.3) will now play the role of [20] inequality (50), p. 3059] and the
remaining steps of our proof, which are parallel to those in [20, Lemma B.2], are
provided here for completeness.

Setting D to be the set of those (j,v) that satisfy

5\
D PU=ulhU)=4V=0Ucl) <.
ueU:
P(UzulV:v,Ueuo)>ﬁ
we get that
Y P(W(U) =4V =0UE€clU) <A\ (C.4)

(Jv)eDe

Next, defining
. , A\
E={(.0): PO =3V =0V ctl) 2 5PV =vUcth) |
it holds for (j,v) € E,
/
HU:mmm:$V:uU€Mﬁ§%Pw:MV:uUG%) (C.5)

Also,

Z P(h(U):j,V:v,Ueuo)<%iZP(V:v,U6L{O)

(Jv)eke j=1 veV

<\ (C.6)

Further, for (j,v) € E, if

3r’!
P (U = =7,V = ~ T o .
(U =ulh(U) =4V U,U€M0)>>\d(1_>\2) (C.7)
then from (C.5)), we have
P(U=ulV =v,U €Up) > —— (C.8)
=Uu =, 0 d(l — )\2) . .

178



Therefore, denoting by Z(j,v) the event {h(U) = j,V = v,U € Uy}, and recalling

the conditions that define U, in (2.22)), we have for (j,v) € E N D that

S P =T v) = Y. PU=u)|Z(,v))
u el , u'eU’:
P(U'=w'| Z(0)> 5755 P(U=u(u)| Z(:0)> 555550y
_ S PW=ulI(v)
u€eU: ,
P(U:u|I(j,v))>ﬁ
5\

where the first equality is by (2.22)), the second equality is due to U’ being a function

of U, and the previous inequality is by (C.7)), (C.8)) and the definition of the set D.

Also, using (C.4), (C.0), we get

Y PMU) =4V =0vUcl)>1-2\ (C.10)

(j,v)eEND

Now, the left-side of (C.1)) is bounded, using (C.10)), as

iZP(h(U):j,V:v,UGMO)x

j=1 vey

J 1
SIDY PU = |MU) =4V =0Ucl) -~
i=1 | u'el’: r
p(u)=i
<A+ > P(WU) =4V =0,U €lU) x
(jv)eEEND
d 1
S P(U’:u’|h(U):j,V:v,U€Z/{0)——‘. (C.11)
=1 | u'eu’: "
o(u)=i

Using (C.9)), the family of pmfs {P (U' = (-)|h(U) =4,V =0v,U € Uy), (j,v) € EN

D} satisfies the hypothesis (2.20) of Lemma with d replaced by W and €

replaced by 5\/2; assume that 0 < A < 2/45 so as to meet the condition following
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(2.20). This family consists of at most /|| pmfs. Therefore, using Lemma [2.6]

YD P(h(U) =4V =0,U €Up) x
j=1 vey

T

1 23\
D2 PW=dhU)=5V =vUel) -~ <=
=1 | uw'eu’ r
o(u)=i

with probability greater than

2 3 1 — 2 3
1 —2r7'|V] exp <—M> >1—2rr"|V|exp (— A d) ,

36rr! rr!

for a constant c¢. This completes the proof of (C.1]), and thereby the lemma.
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Appendix D

Sufficiency Proof of Theorem (4.1

From (4.25]), we have

5
Ry + 5 < H (X} | Gy F),

where Ry, ..., R, satisfy conditions (1a) and (1b). For each i and R; > 0, consider
a (map-valued) rv J; that is uniformly distributed on the family J; of all mappings
Xt — {1,..., [exp(knR;)|}, i € M. The rvs Jy, ..., Jm, X} are taken to be
mutually independent.

Fix €, €, with ¢ > me and € + ¢ < 1. It follows from the proof of the general
source network coding theorem [I8, Lemma 13.13 and Theorem 13.14] that for all

sufficiently large k,

P ({jM e Im: X}ffl‘: is e-recoverable from (Xnk,jM\{i} (Xj\‘/’f\{i}) ,Zf) 1€ /\/l})

(2

>1—k¢, (D.1)

where, for i € M,

Fk? j € [17m0]7

N
>
I

(F*, Gg%), mo<j<m.
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Below we shall establish that

P ({jM SVIVE %1 (Gm(X3) A GgF FF) > e}) <€, (D.2)

for all k sufficiently large, to which end it suffices to show that

. 1 N n. mn . n €
/
<<, ieM, (D.3)
m
since

I (jpn (X35) AGEEFR) =T (i (XI%) A GREFR |y (XT%) e (XTY))
=1

< Z[ (Jz (ink) NGt Fkva\{i} (X/T\L/]?\{i})) :

=1

Then it would follow from (D.1)), (D.2)), and definition of Z, that
P ({ jm € Tm : X}f is erecoverable from (X", ZF, jaoga (Xih)) 1 € M,
1
and _k;[ (jm(X ) A GEFFF) < 6}) >1—e—¢€.
n

This shows the existence of a particular realization F’ of Jy that satisfies (4.26)

and [27).

It now remains to prove (D.3)). Defining

T = {jM\{i} € Im\fiy - X}(ff is e-recoverable from (XZ-"’“, Zf,jM\{i} (X}(’/’f\{i}) ,) },

we have by (D.1) that P (Ju € J) = 1 - e. Tt follows that

P ({;M € T —1 (G (XY A GEE B gy (X)) > %})

<et Y P(Jug =dma) p )
a iy €T
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since J; is independent of Jy (53, where p (j M\{i}) is defined as
: Lo on n : n €
P <{jz €eJi: —1 (]Z(Xz k) A G0k7Fka]M\{z‘} (X/\/If\{i})) > —}) .
nk m
Thus, (D.3]) will follow upon showing that

pmgy) <——€  Jamy € T, (D.4)

SRS

for all k sufficiently large. Fix ja gy € Ji. We take recourse to Lemma and set

U=Xy, U=XM™ V=(G F", h=juu, and
Uy = {ﬂ?ﬁﬁ € Xy aly = i(iﬂ?k’jM\{z’} (@¥y) - F* (230) L g6 (@) 1 (mo < i < m>)}
for some mapping ;. By the definition of 7;,

P(U elUy) >1—c¢,

so that condition ([2.22))(i) preceding Lemma is met. Condition (2.22))(ii), too,
is met from the definition of Uy, h and V.

Upon choosing
)
d = exp {k: (H (Xy|GG,F) — 5)} :

in (2.23]), the hypotheses of Lemma are satisfied, for appropriately chosen A, and

for sufficiently large k. Then, by Lemma [2.7] with
r = [exp (knR;)], 1’ = [exp (knRam)],

and with J; in the role of ¢, (D.4)) follows from (2.24)) and ({2.25). O
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Appendix E

Proof of (5.28) and ([5.31)

It remains to prove that there exists e-CR J, recoverable from F such that J F
satisfy and . We provide a CR generation scheme with r stages. For
1 < k < r, denote by & the error event in the kth stage (defined below recursively in
terms of & _1), and by & the negligible probability event corresponding to X', X7
not being Px, x,-typical.

Consider 1 < k < r, k odd. For brevity, denote by V the rvs U¥~! and by U
the rv Uy; for k = 1, V is taken to be a constant. Suppose that conditioned on &_;
terminals 1 and 2 observe, respectively, sequences x; € X" and xo € A7, as well
as a common sequence v € V" such that (v,xy,Xg) are jointly Py x,x,-typical. For
d > 0, generate at random exp [n(I(Xy, Xo AU | V) 4+ 6)] sequences u € U™ that

are jointly Pyy-typical with v, denoted by u;;, 1 <i < Ny, 1 < j < Ny, where
Ny =exp[n(I(Xy AU | X2, V) +30)], Ny =exp[n(I(XoANU | V) —20)].

The sequences u;; are generated independently for different indices ij. Denote by
L®) (v, x;) a sequence w;;, 1 < i < Nyj, 1 < j < Ny, that is jointly Pyyx,-typical
with (v,x1) (if there exist more than one such sequences, choose any of them).

The error event when no such sequence is found is denoted by &; this happens
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with probability vanishing to 0 doubly exponentially in n. The communication
Fy.(v,x;) is defined to equal the first index i of u;; = L) (v,x;). Upon observing
Fi(v,x1) = i, the terminal 2 computes Lgk)(v,xg,i) as the unique sequence in
{u;;,1 < j < N,}, that is jointly typical with (v,x2). If no such sequence is found

or if several such sequences are found an error event &y occurs. Clearly, the rate of

communication F} is bounded above by

1

—log Ny = I(Xi AU | X, V) +36 = I(X; AU | Xo, UFY) + 36, (E.1)
and also, for large n,

1 1
—H(LW) < —log(1+ NiNy) < I(X1, Xo AU | V) 426
n n

= I(X1, Xo AU | Xo, UM +26. (E.2)

Denote by &3 the event (L(k) (V,xl),v,xl,XQ) not being jointly Pyvx,x,-typical.
The error event & is defined as &, = &1 U Ex1 U Epa U Erz. Then, conditioned
on & the terminals share sequences (u;;,v) that are jointly typical with (xi,Xs).
In the next stage k + 1, the sequence (u;;,v) plays the role of the sequence v.
The scheme for stages with even k is defined analogously with roles of X7 and A%
interchanged. We claim that LM, ... L(") constitutes the required CR along with
the communication F = F}, ..., Fj. Then, follows from , and the second

inequality in (5.28)) follows from (E.2)). Moreover, for every realization uy, ..., u, of
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LW . LM with E = 1¢ we have,

P(LW,. L =uy,..,u, | E=0)
<P ({(x1,%2) : (uy, ..., u,, X1, Xp) are jointly Pyrx,x, typical})

<exp|—n(I(X1,Xs ANU") = 6)],
for n large, which further yields

1
—H(LW.. LM | E=0)>I(X;, X, AU") = 4.
n

Therefore,

lH(L“X..LW) > 1
n n

H(LW..LW | E=0) — P (&) log |X1]| Az

Z ](Xl,XQ N UT) —0—P (gr) 10g|Xl||XQ|

Thus, the claim will follow upon showing that P (£,) — 0 as n — oo. In particular, it
remains to show that P () — 0and P (Ek3) — 0,k = 1,...,7, asn — oco. As before,
we show this for odd £ and the proof for even k follows mutatis mutandis. To that
end, note first that for any jointly Pyyx,-typical (u, v, X;), the set of x5 € X3 such
that (u, v, xy,Xz) are jointly typical with (u, v,x;) has conditional probability close
to 1 conditioned on U" = u, V" = v, X7 = x3, and so by the Markov relation X, -e-
V, X1 - U, also conditioned on V" = v, X7 = x;. Upon choosing u = L* (v, x;) in
the argument above, we get P (€y2) — 0. Finally, we show that P (£;3) will be small,
for large probability choices of the random codebook {u;;}. Specifically, for fixed

typical sequences (v, X1,X3), the probability P (&3 | V" = v, X' = x1, XJ' = Xg) is
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bounded above exactly as in [2, equation (4.15)]:

P(gkg | Vn = V,X{L :Xl,XgL = X2)

N1 Na No

< Z Z Z P((uij, v, X1 ) jointly Pyyx,-typical, (u;, v, uy;) jointly PUVX2—typical)

i=1 j=1 l=1,l#j

< NN exp[-n(I(Xy AU | V) +I(Xi AU | V) +o(n))]

< exp[—nd + o(n)],

for all n sufficiently large. Note that the probability distribution in the calculation
above comes from codebook generation, and in particular, the second inequality
above uses the fact that u; and u;; are independently selected for [ # j. Thus,
P (&ks | Ex2) — 0 for an appropriately chosen codebook, which completes the proof.

[]
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Appendix F

Properties of Interactive Communication

We prove two basic properties of interactive communication that were used in the
general converse proof in Section [6.8] We retain the notation introduced therein.

Lemma F.1. For every Ay € o* such that

ap . &
= > 0, € Ao, F.1
ey € Ao (F.1)
it holds that
~ .. dPg . / dQi = ~ o
P Ag i) =—0( dP, Pr a.s. ini F.2
e (o 1) = 5286 [ 95 - (F2)

Proof. 1t suffices to show that the right-side of (F.2]) constitutes a version of
Ef’ {1A0 | 0<F)}v Le.,

o [ ([ APr a5
/pl(B) tad = /B (/AO dPp =) dP) Pr(d2), (F.3)

for every set B in the range o-field of F. To show that, we note for every A € o*

that

F-1(B) B

_ /B < /A C;%dp) Pp (dz) | (F.4)
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where the previous step uses the assumption (6.73)). Using Fubini’s and Tonelli’s

theorems to interchange the order of integrals in (F.4)), we get

dQ.
lAdP:/(/ p dz)dP,
/F—l(B) A\Jp dP r (d2)
:/1F1(B)dP,
A

which further implies

dQ:
1F_1(B) = / dcli PF (dZ), P a.s., (F5)
B

since the set A € 0% was arbitrary. Next, for every B in the range o-field of F, it

follows from (F.5) and (F.1|) that

/ ].Aodf:)—/ ].Ffl(B)d]?)
F_l(B) A()
/ L e pdP
= —_— -1
wdp/ap W
1 dQ.
= . Pr (dz)dP
/AOdP/dP/ ap ¥ (d2)

/A/ dQZPF dz)dP. (F.6)

The claim ([I.3) follows upon interchanging the order of integrals in (F.6)). ]

Lemma F.2. Given measurable sets A; € 0;, 1 <1 <k, for P in ,
].Syl 77777 Y |F (A1 X ..o X Ak HPY \F A | Pg a.s. in i, (F?)

where 15;/1 ,,,,, vi|F 18 the reqular conditional probability on (yk,ak) conditioned on

Proof. For 1 <1 <r,1<j <k, denote by ®;; the interactive communication
preceding Fy;, by Fy; the rv (F;, ®;;), and by ij; a realization of F;;. Without loss

189



of generality, we choose a version of ]?)yk‘F that satisfies

]'SYk|Flj (F_1<ilj>c | ilj) = 0, ISFU a.s., (FS)

lj

forall 1 <1 <r,1<j<k. The following property of interactive communication is

pivotal to our proof: For each i, @lgl(zl_]) is a product set, i.e.,

O (i) = Al x . x Ay, A€o, 1<j<k

We prove the claim by induction upon observing that Pyk|Flj can be obtained by
conditioning lsyk‘q;.lj on the rv Fj;.

Formally, denote by o*(i;;) = o1(i;) X ... X oy(ij;) the o-field induced by o*
on A} x ... x A}, and by o (Fj(-, i;)) the smallest sub-o-field of ¢*(i;;) with respect
to which Fj; is measurable (for i; fixed). Using , we choose a version of f)yk‘F
such that for each 1 <l <rand1<j <Kk, f)yklplj (- | i) is the regular conditional

probability on the probability space
<A,1 X .o X A;C, O'k(’ll;), 15Yk|‘1>lj ( | 2[;))
conditioned on o (Fy;(-, zl;)) Specifically,

15Y’“IFU (Aliy) = Ep (‘lir;) {1A |o (Flj(all;))} (415, A€ Ukv (F.9)

vF|®,;

where the underlying o-field for the conditional expectation is o*(i;). For this
version of f)yk‘F, we show below that if 1) holds with ®;; in the role of F, then
it holds with F; in the role of F. Lemma then follows by induction since (F.7))

holds with F = ().
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It remains to prove the assertion above. To that end, for B € F;;, denote by
-1 -
Fj; (B,le) the set
{y; € Y;: F; (y,1;) € B}.
With an abuse of notation, we do not distinguish between the sets Fl;l (B , zl;) and

its cylindrical extension
Vi X ... X Fz]_'l (Byig;) X .o X Vg

Then, using the notation Qi; and Q';_, 1 <t < Ek, for the probability measures
J 15

]?)yk‘q;.lj ( | @l;) and f)yt|<1>lj ( | @l;), 1 <t <k, respectively, our induction hypothesis

states

k
Qip(Ar x .. x Ay) = [[Qig(A), A€o, 1<t<k (F.10)

t=1

It follows that
/ 1A1><‘..><Ak dQll_
Flgl(B,i;j) J
:/ Laina;x..xana, d Q-
FN(Biy;) J

t] J F,;l(BJ;j) L

where the first equality uses (F.8) and the second uses (F.10]). Defining

PZS(A) = E@Zl;t {]‘A | o (F'l](vll;))} ) A€ Ut(il_j)v 1 S t S ka
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we have from (F.11)) that

/ L 1A1><...><Ak dQZl_j
FN(Blip)

- mennaaag] [ man e
V] JE Ba)

: g
t#j

k
:/_1 IR AN A da,
FN(Byig) J

t=1

where the second equality uses (F.10). Thus, by (F.9)),

k
Py, (A1 x o x A [y) = [[ (AN 4), Pp, as. in iy, (F.12)

t=1

Since by (F.8) P;(A4;) =1, 1 <t <k, it follows from (F.12) that

Pj(Ay) = Pjj(A N AY)
=Py, (A) x o x Aj) X Ay x Ap o x A | y)

= Pymy, (Ar | iyy) -

The previous observation, along with (F.12), implies that (F.7)) holds with Fy; in

the role F. N
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