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One of the most common problems amongst cybersecurity defenders is lack of network
visibility, leading to decreased situation awareness and overlooked indicators of compromise.
This presents an opportunity for the use of information visualization in the field of cybersecurity.
Prior research has looked at applying visual analytics to computer network defense, which has
led to the development of visualizations for a variety of use cases in the security field. How-
ever, many of these visualizations do not consider user needs and requirements or require some
predetermined user knowledge about the network to create the visuals, leading to low adoption
in practice. With this in mind, I took a bottom-up, user-centered approach using interviews to
gather user-desired components for the design, development, and evaluation of a network security
visualization tool, called Riverside.

I designed a visualization that attempts to balance providing a comprehensive view of an

environment while supplying details-on-demand. Riverside’s key contribution is a data-driven,



dynamic view of a network’s security state over time, meant to supplement an analyst’s real-time
situation awareness of their network. Riverside’s system automatically partitions internal from
external network components to visualize potential attack vectors across the entire environment.
This research supports the need for further incorporation of users into the cybersecurity visual-
ization development lifecycle. I call attention to key requirements for creating effective cyber-
security visualizations and specific use cases where visualizations can be leveraged to augment

operational cybersecurity capabilities.
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Chapter 1: Introduction

Cybersecurity analysts are flooded with hundreds of security alerts on a frequent basis,
which can lead to missed indicators of compromise (IOCs) or add to the difficulty of rebuilding
timelines during incident response (IR). Situation awareness (SA) in cybersecurity has been high-
lighted as an area that requires improvement [1], and I take direct motivation from Kokulu et al.
who interviewed Security Operations Center (SOC) employees to highlight the underlying issues
of SOC operations. The most common issue that they noted from their participant responses was
“low visibility into the network infrastructure and endpoints” [2]. A common sentiment shared
by another interview study was that “[analysts] don’t know enough about [their] internal environ-
ment to know what someone would be after” [3]. Additionally, some of the key capability gaps
identified by these cyber defense analysts were a lack of effective tools for detecting “Privilege
Escalation, Defense Evasion, and Lateral Movement” [3].

One of the original models for defining SA in dynamic environments is Endsley’s 3-Level
model consisting of perception, comprehension, and projection [4], but a more applicable term
for the security field is “cybersecurity situation awareness,” or cyber-SA. The term is used to
describe situation awareness as it applies to cybersecurity [5] and has been defined as “awareness
of any kind of suspicious [or] interesting activity taking place in cyberspace” [6] and “[the ability

to] identify adversaries, estimate impact of attacks, evaluate risks, understand situations and make



sound decisions on how best to protect valued assets swiftly and accurately” [7]. In this thesis,
I will use cyber-SA to refer to an analyst’s ability to identify anomalous or suspicious activity
within an environment, analyze the information present, and recommend appropriate actions,
correlating to three levels of the traditional SA model.

Information visualization is a method for “generating graphical representations of informa-
tion” to provide users meaningful insights from their data [8]. For this reason, visualization has
been presented as a technique that can help enhance cyber-SA [9-12], leading to the development
of a multitude of cybersecurity visualizations over the years [13]. However, user input is often
ignored or never sought out during the design and evaluation phases [14]. Additionally, cyber
defenders are inherently skeptical of “automated reasoning about their data in general,” and thus
tend to place mistrust in cybersecurity visualizations [15]. In order to cultivate widespread adop-
tion of tools, user needs and requirements must be taken into account, and end users need to be
involved in the development lifecycle.

However, human-centered approaches are not common in the field of cybersecurity visu-
alization [1, 16]. Additionally, a survey from 2014 revealed that out of 130 papers from the past
10 years of the IEEE Symposium on Visualization for Cyber Security (VizSec), 46% of papers
included no user evaluation component [17]. Furthermore, many of these security visualization
tools try to take the decision-making out of the analyst’s control or require manual intervention
from the analyst to produce a visualization at all. Unfortunately, users oftentimes lack the ex-
pertise to create effective visualizations or find it a “time sink™ [18], resulting in many of these

visualization tools never being used in practice.



1.1 Proposed Solution

While attempts have been made to build all-encompassing network security analysis tools,
the concept of defense-in-breadth [19] is lost. It’s been shown that analysts need “a tool box of
different visualizations tailored to the specific requirements of each category of use of visualiza-
tion” [9]. Furthermore, cybersecurity analysts are constantly presented with various dashboards
and visuals, but few visualizations provide a concrete view that balances abstraction with de-
tailed insights. In this thesis, I attempt to see how visualizations can be designed to aid the
security workforce in maintaining cyber-SA of their environments. I first analyzed past and cur-
rent capabilities that security personnel use when performing their roles. I then carried out a
user-centered development lifecycle for a network security visualization tool. Riverside is a data-
driven, dynamic network security visualization tool that displays changes in network topology
over time. Last, I conducted a formative usability study to benchmark my visualization system’s
ability for assisting security personnel in maintaining cyber-SA of their environment and make
recommendations for future work in this area.

I built off previous user-centered visualization design research [14,20,21] by conducting
24 semi-structured interviews with network and security professionals to discuss their experi-
ences. Interviews were used to garner information about what mechanisms participants use for
maintaining SA on their networks and what, if any, mechanisms they thought would be useful
in a network visualization tool. I performed qualitative coding and thematic analysis to deter-
mine several themes surrounding participant’s capability preferences, industry truths, challenges
with current capabilities, and the applications of information visualization to participants pro-

fessions. Additionally, I coded technical visualization features and mapped them to low-level



actions that could be used to infer higher level analysis tasks [22]. Using the interview data,
I developed a data-driven network security visualization that allows analysts to make informed
decisions about the state of their network. I lean on state of the art (SOTA) work for visualizing
dynamic graphs [23] and apply it to the field of cybersecurity.

Unlike other network security visualizations, Riverside does not require any manual tuning
or user-provided information and immediately yields valuable network insights upon deploy-
ment. Riverside displays a recognizable and animated network view connected to a timeline
for temporal navigation, providing dynamic situation awareness over time. To evaluate River-
side, I conducted a usability study [24] with 10 security professionals to analyze participant’s
achieved cyber-SA using Riverside. I followed the guidelines presented by Freitas et al. [25] to
directly incorporate real users into my evaluation process and identify Riverside’s primary use
cases for providing general cyber-SA. I developed a network attack scenario where participants
were tasked with identifying individual components of the attack chain, and finally, explain their
holistic analysis of what occurred on the network to produce suitable response measures. I com-
pleted quantitative and qualitative analysis to measure participant trial times, completion rates,
usability issues, and participant’s perceived levels of cyber-SA. Additionally, I collected feedback
using three sets of 5-point Likert scale questions surrounding participant’s ease of use, experi-
ence, and efficiency with Riverside. I also collected verbal and written feedback from participants

at the conclusion of their session.



1.2 Contributions

Thesis Statement. I contend that for visualizations to effectively provide cybersecurity situation
awareness, a two-pronged “bottom-up” development approach should be used: 1) the technical
design components should be sourced from end users, and 2) the visualization needs to inherently

display all facets of an environment without user intervention.

I use the word “environment” here to refer to any aspect that directly impacts the SA of
a network, which includes internal-internal and external-internal analysis components. My di-
rect contributions in this thesis are interviews with 24 network and security professionals to gain
insights from their experiences and apply them to the development of effective cybersecurity vi-
sualizations. I provide 14 themes to help guide cybersecurity visualization development as well
as 24 technical visualization features mapped to low-level actions to assist with security analysis.
I present a bottom-up development approach to build a dynamic network security visualization
tool, Riverside, and evaluate it with a scenario-based usability study. Finally, I make recom-
mendations for future work in the cybersecurity information visualization field and show how
effective cybersecurity visualizations should be developed based on end user trials and feedback.

This research was presented as a work in progress at the VizSec 2022 Poster Session [26]
and Wild West Hackin’ Fest (WWHF) 2022 Toolshed Presentations [27] to gather additional

feedback from the community:

Kaitlyn DeValk and Niklas Elmqvist. Riverside: Dynamic Visualization of Network
Traffic for Situation Awareness in Computer Security. In Proceedings of 2022 IEEE

Symposium on Visualization for Cyber Security, Oct 2022. Poster presentation at



2022 VizSec Conference.

Kaitlyn DeValk. Riverside: A Network Security Visualization Tool. Toolshed Pre-

sentation at 2022 Wild West Hackin’ Fest Conference.

I contributed the initial research proposal, conducted all of the interviews and usability trials, and
developed the bulk of Riverside. The research was conducted collaboratively with my advisor
throughout my master’s thesis who provided secondary analysis at various stages in the research,
as well as direction for the development of Riverside. The poster was presented by Dr. EImqvist
at the IEEE VIS 2022 Poster Session as part of the VizSec Conference, and it showcased the
interview portion of this research along with some initial designs for Riverside. I presented
the Riverside prototype as a conference presentation at the Wild West Hackin’ Fest, a security-

oriented community conference.

1.3 Outline of Thesis

In Chapter 2, I walk through the related literature across four areas to include discussions
with network and security professionals, visual analytics applied to cybersecurity defense, net-
work security visualization tools, and user-centered cybersecurity visualization. I additionally
provide a comparison taxonomy of similar cybersecurity visualizations to showcase where River-
side differs from other tools. In Chapter 3, I discuss the results of my semi-structured interviews
with 24 network and security professionals. In Chapter 4, I walk through the design and develop-
ment of Riverside. In Chapter 5, [ review the results of the 10 usability trials for Riverside through
a scenario-based evaluation. Chapter 6 provides the conclusion to my thesis and introduces future

work.



Chapter 2: Literature Review

Prior work that is relevant to my thesis is spread across four areas: discussions with security
professionals about their roles and experiences, applications of visual analytics in cybersecurity,

cybersecurity visualization tools, and user-centered techniques for cybersecurity visualizations.

2.1 Discussions with IT and Security Professionals

One of the largest issues in the field of usable security is lack of feedback [28], but input
from users is imperative to ensure that usable and effective security mechanisms are developed.
To do this, researchers employ a variety of methods to understand the challenges that security
professionals face to build tools that will truly help them. The most common are interviews which
have been used to understand the challenges system administrators face in keeping systems or
networks updated [29] or identify the challenges security professionals who assist in vulnerability
discovery and the constraints that they feel prevents them from being successful in their roles [30].
While these interviews were not conducted with the same use case as mine, they were performed
with the goal of understanding the obstacles that professionals face in their roles with the aim of
developing effective solutions for them.

My interviews included professionals in the fields of network administration, SOCs, and

Network Operations Centers (NOCs), as those are all professionals who could use network-based



visuals to assist in their job tasks. Similar studies have worked with SOC analysts or network
and system administrators to understand the issues they face in their professional roles. Goodall
et al. performed in-situ interviews with intrusion detection analysts and found that collaboration
in organizations and the community was the primary issue for these analysts [31], while Kokulu
et al. looked at the issues surrounding SOCs, both technically and culturally, to determine that
SOC personnel’s most common challenge was low visibility on their networks through interviews
with analysts and managers [2]. This key finding of low situation awareness was echoed in NOC
environments through a various in-situ user studies conducted by Paul [32].

Souza et al. conducted a survey with system administrators to understand their primary
needs and found that not only did the administrators hold a variety of job responsibilities, but
the largest problems they faced were “information quality and dynamic knowledge manage-
ment” [33]. Another study used an ethnographic approach to understand the wide range of tools
used by IT security professionals to develop better tooling and interfaces. They found that people
prefer to use a handful of tools compared to just one or many, and the main issue with current

tooling was “tailorability,” or the ability to modify a tool based on an analyst’s needs [34].

2.2 Visual Analytics Applications to Cybersecurity

Several papers have focused on understanding cybersecurity analyst’s SA mental models
using interviews [5], interactive tasks [35], and cognitive task analysis (CTA) [36,37], but all with
the goal of determining how visual analytics can be used to developed effective cybersecurity
visualizations by understanding the needs and workflows of analysts. Many of these studies

focus on the use cases or applications of visualizations, such as D’ Amico et al. who interviewed



cybersecurity professionals to confirm or deny assertions regarding the jobs of defensive cyber
personnel to garner how they felt about security visualizations [18]. This built off previous work
that focused on using CTAs to define cybersecurity defense roles, analysis, and workflows to
produce recommendations for designing effective cybersecurity visualizations [38]. Many of
study’s findings were in line with what I uncovered during my interviews. However, where they
showcase very broad results, my analysis was focused on gathering specific technical features
that participants desired beyond the general use cases of cybersecurity visualizations.

Lavigne and Gouin explored how visual analytics can be applied to cybersecurity by cat-
egorizing different types of visualizations and their applicability in security [11]. Tyworth et al.
looked at modifying Endsley’s traditional 3-level SA model to better fit cyberseurity since “cyber-
SA lacked well-defined boundaries but required collaboration across multiple entities” [12].
D’ Amico & Kocka expanded Endsley’s stages of SA and connected them to the stages of infor-
mation assurance (IA) analysis based on possible use cases. They found that no one visualization
can possibly cover all the stages of IA analysis or levels of SA and that there is no “silver bullet”
for IA visualizations [9]. I build off this prior work by developing a network security visualization

tool that is meant to provide high level insights to augment a security analyst’s capabilities.

2.3 Cybersecurity Visualizations

The use of dynamic network graphs is not new [23] but applying them to cybersecurity can
be a difficult task, as there is a lot of information available and a wide range of tasks that security
analysts must perform. A few papers have completed surveys of pre-existing network security

tools to showcase the wide range of cybersecurity visualization use cases. Shiravi et al. per-



formed a survey of network visualizations, categorizing them by use cases, such as port activity
and internal-external monitoring, to emphasize the importance of real-time analysis, user experi-
ence, and the importance of usability evaluations [39]. Guimardes et al. built on previous work
by conducting a thorough literature review and categorized 285 papers surrounding network and
security visualizations by taxonomy in security and information visualization. They found that
areas such as software-defined networking, Internet of Things (IoT), and human-centered eval-
uations are underexplored in the security information visualization field [16]. Other researchers
have explored how general network visualization techniques can be applied to the security field to
create more effective visualizations and aid analysis. They found that many of the current secu-
rity visualizations lack “scalability of their visual metaphors, explicit representations of network
topology, and heterogeneous network data” [40]. Du et al. proposed a framework for execut-
ing real-time, big data network security visualizations [41] aimed at combining various sources
of network data and effectively visualizing the dynamic network traffic with a geographic visu-
alization prototype. Riverside attempts to tackle some of these challenges while presenting an
effective visual of a network’s security state over time.

There are a multitude of cybersecurity visualizations out there with varying focuses, typi-
cally dependent on their the data source. These range from packet capture visualizations [42,43],
firewall logs [44,45], IDS alerts [46,47], and 10T network traffic [48]. Other visualization tools
were built with specific specific use cases in mind such as visualizing vulnerabilities for security
assessments [49, 50], impact to business and network operations [51, 52], port security [53], or
detecting anomalous traffic in large IP spaces [54-56]. NAVSEC [57], DAEDALUS-VIZ [58],
and CyberVis [52] use 3D visualizations to display a variety of network security aspects with the
goal of providing a more tangible way for analysts to visualize and “navigate” a network. Isis

10



used linked timeline and histogram event plots of network flow data to support analysis pivoting
between various use cases [46].

Ocelot [21] uses mechanisms to Riverside, but it focuses primarily on grouping internal
nodes by quarantine groups and uses sliding time windows whereas Riverside uses temporal
navigation through a timeline to display past and current network insights. Additionally, Ocelot’s
layout uses circle packing combined with node-link diagrams where the remote, or external hosts,
are placed in a circular layout, while Riverside exclusively uses node-link diagrams on an infi-
nite canvas. NetCapVis [42] and VIAssist also use a client-server architecture with data batching
for real-time analysis, but the former focuses on visualizing packet captures, similar to Wire-
shark [59], whereas the latter uses geographic chart visuals.

Situ also uses network flow data for a portion of its security dashboard visualization but
provides a very rudimentary network view with little user customization and focuses more on
anomaly detection using machine learning techniques [47]. Other visualization layouts that use
timeline views similar to Riverside only allows users to choose various time spans [60]. The
Time-Based Network Traffic Visualizer (TNV) focuses on visualizing network traffic over time
with a timeline axis per host in a matrix plot [61]. TNV displays the links between hosts across
timelines, but it requires the analyst to choose the data they’re visualizing, whereas Riverside

provides this feature automatically for network hosts.

2.3.1 Cybersecurity Situation Awareness Visualizations

There are several visualization tools that focus specifically on the use case of providing

SA, akin to Riverside. Some of the first tools to tackle the problem of SA in security were NVi-

11



sionlP [62], VisFlowConnect [63], VISUAL [64], and FloVis [65], which set the stage for later
visualization tools and all relied on network flow data. NVisionIP was one of the first dynamic
network security tools and uses three views to show the data in a “galaxy view, small multiple
view, and machine view” through scatter plots and bar graphs. VISUAL and VisFlowConnect use
a grid layout with lines connecting the visualization entities, where FloVis uses a mix of radial
edge bundling, 3D, and grid layouts to display the network data. Another tool called IP Matrix
used matrices to visualize cyber attacks by using pixels to represent sites and colors to represent
attacks [66]. OverFlow was a visualization tool that built off of the previous work of FloVis to
create a central view that uses a concentric circle layout of node groupings to represent different
segments of the network connected by links to represent communication [67]. Unfortunately,
many of these tools were built off technology that has not withstood the test of time with the
requirement of client-based software or the use of unmaintained frameworks and tool-kits.
VisAlert [68] was built for the use case of SA but exclusively visualized IDS alerts in
a hierarchical circle layout with a node-link diagram of the network in the center. It focused
on providing analysts insight in network intrusion detection but required the user to manually
aggregate their data for input into the tool. Similar to VisAlert, Zhou et al. used a radial layout
with edge bundling and node-links to create NetSecRadar but focused on tackling network data
fusion while providing real-time event correlation to users [69]. Best et al. developed two tools
to create a real-time, SA platform called MeDICi [70]. Their tools CLIQUE and TrafficCircle
combined to provide network behavior graphs presented in a grid-row layout and a radial “time
wheel” to convey network communication data, respectively. Erbacher developed a SA dashboard
that used circles, or “gauges,”’ to represent a system and was aimed at assessing mission impact
for decision-makers, which involved risk and vulnerability scoring as well as evaluating network

12



security components [71]. Similarly, Dagger was proposed as a way to model and visualize
mission through hierarchical layering techniques like the sunburst visualization [72].

BANKSAFE uses a combination of circles to represent 24-hour time-series data along with
treemaps and matrix grids for activity data all by individual hosts through a hierarchical mapping
of organizational levels and policies [73]. OCEANS [74] and CyberSAVI [75] were focused on
creating collaborative security dashboards for overall SA, but the former used various graphical
charts where the latter presented a high-level topological view of a network using node-link
diagrams. Despite many of these tools providing great insights into a user’s network, few of them
discuss real-world deployment, or they contain complicated graphics and dashboards that make
it hard for users to immediately comprehend.

Some more modern SA visualization tools include NStreamAware [76] and CyberPetri [77]
that both provide real-time network security analysis. NStreamAware uses “time slices” and data
streams to collect and display relevant network security information while CyberPetri is a later
rendition of Ocelot [21] that was re-designed for monitoring a network security competition.
CyberPetri used 15 minute data batching periods and colors to encode specific events, while
Riverside uses colors to differentiate different components and batches data every two seconds
allowing more accurate temporal analysis. NStreamAware uses data streaming and provides a
multitude of dashboards to show slices of data over time, compared to Riverside which is focused
on providing a concrete network environment view over time. Gray et al. built a network topology
visualization tool, but it focused on visualizing external entities and providing SA to network
administrators of potential external security threats [78]. Some of these tools and frameworks
incorporated user-driven feedback and requirements through results of other studies or methods

of their own, but they all use varying layouts and features to provide SA. Riverside builds off this

13



previous work and provides dynamic SA through data-driven, real-time visuals of a network’s

state using mechanisms different from those discussed here.

2.3.2 Industry Tools

Tools like Gephi [79] or Cytoscape [80] are often used to create custom network visual-
izations but can have additional software or hardware requirements and necessitate the manual
creation of the visualizations by end users. Enterprise tools like Splunk are often used to vi-
sualize network security events, but the visualizations are an additional add-on that users must
create themselves [81]. Arkime [82] and Kibana [83] are open-source tools, similar to Splunk,
and are primarily for data aggregation. Arkime focuses on providing packet capture analysis and
visualizations versus Kibana’s dashboards of network security chart visualizations.

VizAlerts is a “data-driven automation platform” that can be connected to Tableau to build
various charts and dashboards for a variety of network alerting [84]. Some would also consider
Shodan a geographic cybersecurity visualization tool for IoT devices because its data can be used
to create unique and user-specific visualizations [85]. Skydive is another open-source project
for real-time analysis, but its centered around Linux operating systems and internal network
analysis [86]. GrassMarlin is a network mapping and SA tool, but it is built for ICS and SCADA

networks [87].

2.3.3 Cybersecurity Visualization Evaluations

Other research has focused on developing evaluation frameworks for cybersecurity visu-

alizations. Sethi et al. recommended evaluating security visualizations through a cyclic 4-stage
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model [88, 89], while Sharafaldin et al. used 7 criterion to quantitatively score network security
visualizations through surveying current network security visualization research [90]. Sethi et
al. validated their framework with input from visualization and security professionals and base
the start of their model off of task goals and data types. Sharafaldin et al. evaluated 26 network
security visualizations with their taxonomy and presented their results along with the current
challenges in evaluating cybersecurity visualizations, some of which were the lack of validation

evaluation and benchmark datasets.

2.4 User-Centered Approaches to Cybersecurity Visualization

While some of the visualization tools mentioned previously incorporated user-driven re-
quirements, there exists a body of work that focuses specifically on incorporating users into the
design and evaluation of security visualizations due to the highly technical needs of the cyber-
security field. McKenna et al. stressed the importance of user-centered design methods for cy-
bersecurity visualisations and developed a set of user profiles to identify needs and use cases for
when visualization developers don’t have direct access to security personnel [14]. Building on
this work, McKenna et al. built a cybersecurity dashboard, BubbleNet, using human-in-the-loop
development at each stage of their process, conducted a usability study, and deployed their dash-
board in an operational environment for further testing [91]. Similarly, Stoll et al. recommended
a “persona” approach with a 5 step process to determine cybersecurity visualization requirements
and use cases [92], while another study used focus groups and semi-structured interviews with
security professionals to apply visual analytics to malware analysis [93] using the “data-users-

task analysis” framework [94] for their design process.
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I differ from these studies in that I chose to interact with professionals who use visualiza-
tions across a variety of network and security roles. I didn’t want to rely on generic models that
can’t account for all possible cybersecurity use cases. Best et al. conducted interviews and focus
groups to categorize user groups and the challenges associated with designing security visualiza-
tions for those users [20]. To address these challenges, they built a network security visualization
mock-up called SEQVIZ by incorporating user recommendations throughout the entire design
and development process. Similar to Best et al., Fink et al. conducted an ethnographic study of
cybersecurity analysts to understand the challenges they face and provided a set of design prin-
ciples for building an all-encompassing cybersecurity visualization environment [15]. Erbacher
used CTAs along with discussions from various stakeholders to develop Cyber Command Gauge
Cluster (CCGC) meant to provide mission impact SA [71].

Arendt et al. [21] used in-situ observations and interviews with security analysts to deter-
mine user requirements for building multiple network visualizations with various use cases. Legg
used survey data from non-expert users to develop a web-based, cyber-SA dashboard, ePSA, that
used a VPN infrastructure to display information about people’s personal and home devices [95].
Similar to Riverside, ePSA uses force-directed, node-link diagrams to display its network view
and provides some user-customization features to highlight certain activities. Last, a similar study
to mine was focused on the need for usable visualizations in the field of system administration,
where researchers interviewed system administrators to gather technical visualization features
and tie them to domain-level tasks [96]. Franklin et al. used methods akin to mine through
group-focused semi-structured interviews with security analysts [3]. Their findings focused on
developing tasks from analysts daily workflows and alert triage and analysis tasks, all with the

goal of building an alert management visualization tool. I use this prior work as a framework
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for how to conduct my research by incorporating user-centered methods to design and evaluate a

network security visualization tool.

2.5 Taxonomy of Cybersecurity SA Visualizations

Last, I want to provide a taxonomy of previous work that shows where Riverside differs
from other visualization research and tools, similar to Beck et al., who focused on dynamic graph
visualization methods [23] instead of specific tools. The taxonomy is shown in Figure 2.1. I
do not list all of the visualizations mentioned previously but rather those that focus on the use
cases of situation awareness, as well as some of the more common industry tools that provide
security-focused visualizations. Some of the tools do not mention specific capabilities directly or
to the extent where I felt comfortable to categorize it. The data categorization of “‘static” versus
“dynamic” is meant to show what the tool inherently supports in terms of providing static or
dynamic visuals. I color these instances, as well as partial implementations, yellow, to signify
that it is something not inherently offered or never clarified. This in and of itself is a finding, as
many of these tools which are meant to be “used” do not discuss how an end user would deploy
the tool in an operational capacity. Additionally, I acknowledge that this taxonomy could include
unforeseen biases, but I present this as a way to visually show where Riverside differs from other

work.
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Chapter 3: Interviews with Computer Network and Security Professionals

3.1 Overview

The use of visualizations in cybersecurity is not new, including those directly supporting the
concept of situation awareness [13]; however, oftentimes these visualization tools are developed
without regard to the direct needs or wants of security personnel [14], or the visualization piece
is an add-on to a capability that performs a different function all-together, such as the case with
tools like Splunk [81]. Furthermore, many of the tools that meet all of these needs are costly
and unobtainable outside of a large enterprise environment [97]. With this in mind, I wanted to
gain a better understanding of what those exact needs are and how they can be met through the
development of a network security visualization tool.

While I recruited participants from a variety of backgrounds, my goals were three-fold: 1)
understand the experiences current network or security professionals have about the tools they
use, 2) evaluate the level of cyber-SA that participants believe they have of their networks, and 3)
gather various perspectives to use towards development of a network security visualization tool.
I acknowledge that the needs of a NOC or SOC analyst and network administrator or incident
responder vary, but all of these fields use visualization tools to aid in their job tasks. Furthermore,
for many small to medium-sized businesses, these roles and responsibilities overlap much more,

sometimes to the extent that network and security administration roles fall to the same team or in-
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dividual. In fact, some of my participants were the sole I'T and security administrator responsible

for both network and security operations on their company’s network.

3.2 Methods

After receiving approval from the University of Maryland IRB, I conducted 24 audio-
recorded, semi-structured interviews with participants who had backgrounds working in a NOC,
SOC or experience with network administration over Zoom video conferences. The general flow
of interview questions was background information on participant experiences, questions about
capabilities they’ve used, and general questions on good incident response practices and situ-
ational awareness in security. The final part of the interview then asked participants to either
draw or explain what they need from a visualization tool to help them be effective in their role,
which could have involved a layout or specific features. I used Zoom transcription to generate
initial transcripts and then used the audio recordings to correct any errors in the transcripts. I
anonymized all transcripts by removing any identifying information about participants, such as
specific companies or organizations, before importing the transcripts into my coding software.
Additionally, all participants were required to sign and return a consent form before their inter-

view began. All of my interview questions are located Appendix A.2.

3.2.1 Participant Recruitment

I recruited participants with at least 1 year of experience working in a NOC, SOC or as a
network administrator. I did this primarily through social media posts on forums such as Twitter,

LinkedIn, and Reddit, as well as emails through personal and professional networks. My inter-
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/& UNIVERSITY OF
& MARYLAND

Hi, my name is Kaitlyn DeValk. I'm a graduate student at the University of Maryland
conducting research on how data visualizations can be used to improve network security.

| would like to speak with professionals who have at least one year of experience as
Security Operations Center (SOC)/Network Operations Center (NOC) analysts or network
administrators to understand the tools they use for conducting incident response or
maintaining situational awareness of their network. The interviews will be conducted
remotely via video conferencing, last approximately 30 minutes, and be audio recorded.
Participants must be at least 18 years of age, and a US citizen, and consent to be
audio-recorded during the interview in order to participate. This research has been
approved by the University of Maryland Institutional Review Board. This pre-screening
survey will be used to determine participant eligibility and to gather general demographics
about this study's participant pool.

This data will be used to inform the development and evaluation of a network visualization
tool and included in a final report, where your identity will be protected to the maximum
extent possible. If you're interested in being interviewed, please fill out the below survey
and then schedule a time on the calendar link provided. Once your interview is confirmed
by me, you will be considered an official participant. If you complete both the pre-screening
survey and schedule an interview but do not meet one of the participant requirements (i.e.
at least one year of experience in one of the mentioned job fields), then you will receive a
cancellation message from me that includes the reason for your ineligibility. If you are
deemed ineligible or wish to withdraw at any time, your questionnaire responses will be
deleted immediately.

Figure 3.1: Interview pre-screening survey. Initial message in the pre-screening survey that had
to be read and filled out by participants to schedule interviews.

view recruitment templates are located in Appendix A.1. I used a pre-screening survey through
UMD Qualtrics to provide an overview of the study, located in Figure 3.1, which first asked
if participants were at least 18 years-old and U.S. citizens. If they were, the survey displayed
four demographics questions, which are included in my full set of interview questions in Ap-
pendix A.2, and a calendar link to schedule an interview. Upon review of a participant’s survey
responses, | either reached out for clarification on their experience because of a note left in the
submission, confirmed their interview, or removed them from the study. The only disqualifying
criteria that I encountered for a participant was lack of experience in a relevant professional field.

I recruited and conducted interviews during May and June 2022 and completed 24 inter-
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views during this time frame. Table 3.1 contains basic demographics for all of my participants as
well as information about their current professional roles and what area of industry they currently
work in. My participants came from a variety of backgrounds with majority of them working di-
rectly in the cybersecurity industry in some capacity. Their average experience was about 9 years,
and majority of my participants identified as male. Overall, I obtained an incredibly diverse par-

ticipant pool with varying backgrounds, which I believe aided my end result.

Table 3.1: Interview Participant Demographics. I show, for each participant, their gender,
years of relevant industry experience (> 1 year), their highest completed level of education (high
school, bachelor’s, master’s, or doctorate), and the current industry they work in.

P# Gender Years of Experience Education Current Industry

1 Male 1 HS Cybersecurity

2  Male 8 HS Information Technology
3 Male 2 MS Cybersecurity

4  Male 1 HS Telecommunications

5 Male 5 MS Finance

6  Male 10 HS Cybersecurity

7  Female 35 MS Education

8  Female 5 MS Cybersecurity

9 Male 15 PhD Information Technology
10 Male 3 HS Cybersecurity

11 Male 4 BS Pulp and Paper Industry
12 Male 6 HS Information Technology
13  Male 30 BS Education

14 Male 18 HS Consulting

15 Male 7 HS Cybersecurity

16 Male 1 HS Cybersecurity

17 Male 24 BS Finance

18 Male 10 BS Cybersecurity

19 Male 8 MS Cybersecurity

20 Male 18 MS Education

21 Female 6 HS Cybersecurity

22  Female 2 BS Cybersecurity

23 Female 2 HS Security Monitoring
24  Male 1 BS Cybersecurity
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3.2.2 Data Analysis

I performed qualitative analysis for my interviews, with some semi-quantitative analysis
when looking at how many times a particular visualization feature was coded. My qualitative
analysis was done using open coding and thematic analysis, loosely following the framework
proposed by Braun and Clarke [98]. I deviated from this framework by finishing my coding and
subsequent codebook completely before diving into the thematic analysis.

My qualitative analysis was performed using NVivo !. 1 used open coding and thematic
analysis to distill participant responses into 54 codes and 14 corresponding themes. The final
codebook can be found in Appendix A.4. I coded 24 “Visualization Features” which were not
included in my thematic analysis and are thus not included in my previously mentioned totals.
I chose not to use a reliability metric as I was a single researcher, and my analysis was largely
qualitative [99]. I wanted to assess the needs that current computer network or security analysts

have and what is missing from the capabilities they currently use.

Coding Process

Since I performed every interview and then read through each transcript to correct any
errors in the automated transcription, I was very familiar with the interview data; however, I
chose to use the process of memoing [100] to keep track of my thoughts throughout the interview
and analysis stages to ensure consistent intent behind my codes, as well as a log of how my
codebook changed throughout the course of coding my interview data. A small snippet of this

can be seen in Figure 3.2. I chose four interviews at random to generate my initial codebook,

'https://www.gsrinternational.com/nvivo-qualitative-data-analysis-software
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Codes ‘ "‘ [F interviews [E] Cotebook (@] >*
® Name “ Files Reference™ H=~- W~ O~ ¢~ o=
m-(Q Capabilities can serve multiple purposes, for better or for worse o 0
- <Files\Transcript P14 - § 1 reference coded [5.55% Coverage]
=-O Datadoesn'tlie 0o 0
Reference 1 - 5.55% Coverage
© Ability to link incident to the network logs or data is an important capabili 12 15

We wanta data leak that we can have our own SOCanalysts take a look at and get our own data. We
(© Data aggregation is important 5 5 just feel like we know our environment well enough that we know what we're looking for, and we also
can getaround the false positives that we understand that other companies and industries and

O Familiarity with envirenment is more important than any tool output 5 6 technologies would not. Like for example, we have such a large footprint... | work at one of the very...
O Tools are only as good as the data fed into them 3 3 50 you've heard of the phrase like impossible travel right? Well, | work at companieswhere impossible
travel happens all the time. 80% of my company travels 0% of the time. It's very possible that
= O Incident response requires coordination and correlation from a variety of aspe 0 0 someonewill wake up in London. and go to sleep in Moscow, so like we haveto deal with different
kinds of situations that a lot of companies don’t have to deal with.
© Ability to communicate information effectively during an incident is param 6 8
I e B T —— 2 2 <Files\Transcript B1> - § 1 reference coded [1.72% Coverage]
© Understanding the attack vector is important for incident management 3 5 Reterenicey L1772 K Goverage
O Use scoping to deal with incidents 1 12 Andthen particularly like if the organization's gone through like a data classification exercise knowing
whether that system either houses or processes like whatever the crown jewelinformation is.
@~ Network and Security Monitoring Tools 0 0
O Nework Visualization Tools 5 7 <Files\Transcript P2> - § 1 reference coded [2.89% Coverage]
=-( People are content with the capabilities they have access to ] 0 Reference 1 - 2.89% Coverage

Andthen, actually, | have to approach the vendor because some thingswere a push and some things
were a pull, so we would haveto work with the firewall teams to open upa ane-way ability to push logs
or pull logs, depending on the limitation of that particular tool-set and 50 those madethe analyst's job
different as well, because they would not know if traffic was coming in or not, or event logs were
comingin or not, and it could have been days it could have been wesks before somebody decided to
like you know let's go takea... let's jump into the different enclaves and just take an operational look at
things.

© Access to top of the line tools

Long-term packet capture storage

- v o=

2
o 1
© Monitoring and tool redundancy 5
o 1

Verbose logging can help with network visibility

Figure 3.2: NVivo Codebook Excerpt. Snippet of codebook with my codes and subsequent
themes (left), and quotes from various transcripts for the code “Familiarity with environment is
more important than any tool output” (right).

tested it on 2 interviews, and revised the codebook as I saw fit. I then reviewed it with a second
researcher who had access to the codebook and interview transcripts to ensure that my coding
methodology made sense for my research questions.

I continued this process by taking 2 interviews at a time to apply my codebook. If I felt
it needed revisions, I made notes in my memo as I was coding and only added codes that I
believe filled necessary gaps in my codebook. I then modified my codes through merging or
deletion after I was done with 2 full interviews to ensure a thorough and reliable process where
I could review my memo notes from the interviews I had just coded. I did a final review of my
codebook, looking through the descriptions and corresponding coded text to ensure accuracy for
each code. During this process, I split my larger codes into smaller ones as I felt they weren’t
specific enough to have meaning. Once this was complete, I once again reviewed the codes with
the other researcher as a final check in my coding process. After a bit of discussion, consensus

was reached, and I froze my final codebook with 54 codes. I will note that 4 of my interviews
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made no changes to my codebook throughout the coding process.

Theme Analysis

Through the use of memoing, I kept track of initial themes that stood out to me during my
coding process. Once I finalized my codebook, I wrote out 12 initial themes I’d noted through
coding. I then reviewed the themes, combining, removing, or adding new ones as necessary,
to ensure that every theme was relevant to my research questions and the codes those themes
encompassed. Before completing my thematic analysis, I again reviewed my themes and the
codes assigned to each with my fellow researcher.

I finished my analysis with 14 themes. Upon finalizing my themes, I organized the themes
into four categories that aimed to provide the necessary background for my thesis and answer to
my two overarching research questions. Every code was assigned to a relevant theme which can

be seen visually in the four theme maps in Figures 3.3, 3.4, 3.5, and 3.6.

3.3 The Landscape of Network and Security Capabilities

Before discussing my interview results, I want to highlight the vast landscape of network
and security tools that were mentioned by interview participants. Over the course of reviewing
interview data, I kept a running list of both network and security monitoring tools and network
visualization tools that participants specifically mentioned as capabilities they used frequently or
were most familiar with. A few of the capabilities mentioned are no longer managed or used
operationally, but participants mentioned them to provide context. The tools mentioned, as well

as how many times they were mentioned across all participants is located in Table A.1. The
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total number of tools mentioned by participants was 54 and was a mix of both commercial and
open-source tools.

Additionally, I kept a running list of visualization tools that participants specifically men-
tioned that they’d used for network visualization capabilities which is located in Table A.2. In
some cases, such as with SolarWinds, the tools in the two tables overlap, due to their multi-faceted
capabilities. Other tools, like Elastic, can integrate visualization capabilities on top visualization,
such as Kibana, where the primary function is providing visualizations for security data. Some-
thing to note is that many of my participants couldn’t name a specific tool when discussing a
particular capability because it was either something custom-built or was something they used
occasionally and not part of their daily processes. A few participants refrained from mentioning
explicit tools, largely due to their employers, so these lists are only representative of the tools di-
rectly mentioned by participants. In contrast to the many network and security monitoring tools
discussed by participants, there were only 19 visualization capabilities participants referenced

across the corpus of interviews.

3.4 Results

I now present the results of my analysis, which contains my thematic analysis, as well as
my qualitative analysis on the 24 visualization features I coded. I did not put the visualization
features into themes, as those were coded to be used towards the development of a network

security visualization tool.
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3.4.1 Themes

Upon completing my thematic analysis, I realized that my themes shared commonalities,
so I organized them into four groups. Each section below contains a theme group which can be

seen visually in Figures 3.3, 3.4, 3.5, and 3.6.

What are some perspectives people have about their capabilities?

Since I was directly asking participants about their experiences, opinions emerged natu-

rally, but it was interesting to see the various perspectives participants presented.

People are content with the capabilities they have.

A few participants very directly stated that they were quite content with their capabilities.
The reasons behind this sentiment varied, but generally centered around access to “top of the line”
tools and the feeling that they had enough overlap and redundancy in their capabilities. P1 stated
specific capabilities that made them comfortable with the visibility they have on their network,
while P5 felt their company had great redundancy and overlap in capabilities saying “it’s kind of
like, you put Legos together and like a little bit overlap, but, eventually everything gets covered.”
Other participants, like P12, felt like their company had no blind spots and “there’s really nothing
that [they] are wanting.” Other participants, like P17 felt that they had their tools and alerts tuned

really well, providing “great threat awareness” overall.
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People want the option to manage their tools.

When discussing how participants felt about their capabilities, many held the notion that
they weren’t satisfied with their tools or capabilities because “they were users of someone else’s
design” and couldn’t make changes that would enhance their visibility and insights. This particu-
lar notion seemed to exist because the analysts, or users, couldn’t make the changes they wanted
on their end and needed a third-party to implement them, which sometimes never happened.

Because of this, P1 and P4 stated that they preferred open-source tools because they can add
to it “on the fly,” giving them more control over their tools, while P18 stated that their company
will develop custom tooling to meet their needs directly. Along this same line, participants like
P20 and P22 expressed that some commercial tools are great, but depending on the version,

certain components weren’t able to be modified or adjusted for their needs.

People prefer automation over manual effort, to an extent.

Despite people wanting to have control over their tools, many of them expressed the desire
for an automation component in their capabilities. P3 and P19 both agreed that dynamic host
discovery was a common problem they’d faced over their careers and having a tool that could
do that would be game-changing. Many participants also said that automated data aggregation
was imperative for their operations, and P2 stated that tools aimed at data aggregation “made
the consolidation and just event tagging and correlation of different sets of logs from different
technologies together, much easier.”

Participants expressed a likeness for automation particularly when it came to network map-

ping or visualization capabilities. P12 discussed an automated mapping tool that “builds an ac-

29



tual model of [the] network” and stated that it basically “does all the work for you,” which made
their job easier. On the other end of the spectrum, P11 said they were “mostly managing [their]
inventory in Excel spreadsheets” and that they “don’t really have a dynamic inventory.” Further-
more, they expressed the desire for “something that could build a network map or a node map
right of the network using SNMP, or at least you know, even if I have to draw the lines myself. 1

mean our network is small but with a massive company... that would be so helpful.”

What are some industry truths?

Ability to communicate

information effectively
during an incident is
paramount
Data
aggregation is Building a tim_eline
important can help with

incident response

Familiarity with

environment Is more Data do D e e Understanding the attack

requires coordination

fed into them incidents

important than any lie N _ vector is important for
tool output T EETEEIET (e incident management
variety of aspects
Tools are only as Use scoping to
good as the data dzE i

Ability to link
What are some iné;(%n?tg] mae”
industry truths? network logs or data is
an important capability

Asset

Capabilities

management is
complex provided do not
meet needs of user
Moy 24/7 network
“’LI. ‘(’1‘”"5 ;‘T‘* - accountability is Capabilities can serve Multi-dimensional
o t\:proksm hard multiple tool that provides
EEIVEDY better or for worse multiple use cases
Prioritization of
assets can help Tools are used for

with asset
management

something other
than intended
purpose

Figure 3.4: Theme map 2. What are some industry truths?

Participants repeatedly made statements that there were certain realities when you work in

the security or IT field. The themes presented here encapsulate the truths mentioned throughout
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interviews.

Data doesn’t lie.

Many participants stated that regardless of what tooling you have access to, it’s only as
good as the data that you collect, and if you aren’t familiar with the environment you’re operating
in, then you can’t possibly understand what your data is telling you. P19’s stated “it’s kind of
the problem with any kind of network monitoring, visualization stuff, it’s like, as long as you're
feeding it good data then like, it’s going to be able to present good data,” showcasing the impor-
tance of maintaining data integrity across your environment and tooling. P14 made a point about
the importance of data integrity, as well, stating that “/I] have a guideline that I tell all of my
analysts, and I've used it for a while. People lie, computers can lie, my dog lies, everyone lies.
Data doesn’t.”

Several participants also felt that having the raw logs or data all in one place was going to
be more useful than any tool output, stressing the importance of data aggregation and familiarity
with the operational environment. P6 felt it was more important to be familiar with the operational
environment instead of one’s tools and discussed the importance of “local and global prevalence.
They stated that “anything that you can do to combine what you’re looking at with some type of
global prevalence or local prevalence is very powerful. So one, how common is this thing for
this system? That’s kind of your local prevalence... or how common is it within this customer or
this organization? Global prevalence is really only something that you can get when you kind of
monitor, multiple different environments, so how common is this thing across all of my customers,

or all the places that I'm looking?” While participants made several varying points, the bottom
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line was that your data should be considered ground truth over what any tool tells you.

Incident response requires coordination and correlation from a variety of aspects.

IR is a complicated task that requires a variety of tasks to be successful, which was shown
in the various responses and sentiments participants provided when asked what was the most
important. Many of my participants said that proper scoping was paramount because as P14 said
“it’s making sure that we get the entire story.” P18 echoed this sentiment believing that “if you
focus too micro, you fix the one host, and then you don’t realize it’s on 10 others, the problem is
actually much bigger than you thought,” while P17 said “knowing how many endpoints, and like
the real number, not the one they write on the whiteboard.” Others, like P13, cared more about
being able to track down the data that triggered the alert or incident because “you get to a certain
point that’s not necessarily a breach yet until there’s some sort of data exfiltration and that all
goes back to logs.”

P8 stated that identifying the attack vector was paramount because “the main goal of inci-
dent response is to put in place security controls that will prevent a similar incident from reoc-
curring after you remediate the current incident,” while other participants believed that effective
communication both up and down the chain was the most important thing during an incident. In
that vein, P7 went on to say that having an incident response plan is not enough but that “you
need to test the plan and test the team as well to make sure that everybody knows what their re-
sponsibility is in the event that you do have an incident.” This just goes to show the very complex
nature of incident response and that people think having that big picture view can really help

during a time when the one thing you don’t have is time.
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24-by-7 network accountability is hard.

Several participants felt that even with the best tools or analysts, certain networks and
systems are just complex, making good security hard. Many participants held the notion that there
were just things on their network that they didn’t know about and weren’t going to know about
until there was an incident or event that would cause them to “find” that host. P19 described it
“like if the SOC works an investigation and finds out about some weird asset, like a vulnerability
scanner,” that was previously unaccounted for on asset lists or network diagrams, it could be
added for the next time, but that “known unknowns” are just a reality in the world of network
security.

P8 felt that prioritization of assets would help “even if you don’t have an inventory of all
several 100,000 workstations, servers, if you can just get your 50 most prized systems” than
it’s better than nothing, especially for larger networks, while P19 felt that “relying on a tool or
person for complete network topology or asset management is not going to work all of the time,
especially for larger networks.” P6 summed it up rather succinctly with the sentiment that “asset

management is always crazy.”

Capabilities can serve multiple purposes, for better or for worse.

A common sentiment that seemed to be split amongst positive and negative reactions was
that participants felt that they had capabilities that provided multiple functions within their en-
vironments or processes, but these capabilities might not be what they really needed. P5 stated
that they preferred one of the tools in their environment because it was used as the back-end in

other capabilities they possessed, making it a multi-dimensional tool that supported a variety of
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functions for an analyst, and P20 said they leverage the unintended functionality of certain capa-
bilities to their benefit, particularly for network perimeter insights. While these participants had
positive experiences with tools that they felt provided useful yet unintended functionality, some
participants expressed frustration.

P3 felt they lacked the ability to see what was happening on a host at a given point in
time because they didn’t have a capability that gave them ground truth on every segment of their
network. P2 mentioned that they “would actually use the SIEMs, not for security purposes, but
for operations purposes, because they may have had capabilities that we were lacking in our
current environments” and that “all of these tools [they’d] worked with were never implemented
in the way they were designed to be implemented... jerry-rigged, if you will.” P9 and P21 stated
that they were provided capabilities that didn’t exactly meet their needs, whether that be because
they worked in a large organization that mandated certain tools for multiple teams, within a
small team with a limited security or IT budget, or with customer-provided data that just didn’t
supply enough visibility across operational environments. P16 felt that their network visibility
was limited because of the capabilities provided and said it was like “looking at an entire Where’s
Waldo page through a pin hole. It takes so long to tie things down because we can’t see big
picture.” Participants like this felt handcuffed at times when attempting to perform their jobs
because they had just enough insight to “get it done” but not enough to ever feel completely

comfortable operating within their own environment.
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Figure 3.5: Theme map 3. What are some challenges within security field?

What are some challenges within the security field?

This next group of themes focuses on the notion that personnel, tools, and the security in-

dustry still fall short and discusses specific aspects that participants mentioned during interviews.

Some tools aren’t user friendly.

Participants were quick to communicate frustrations with network and security monitoring
capabilities that they felt just weren’t easy to use, whether that be because they required additional

user input or resources to function, causing more stress on the user and network. Contrary to the
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theme discussed earlier, many participants had complaints centering around the frustrations for
having to manually intervene when attempting to get useful output from a tool. P13 didn’t possess
an automated way to create logical and accurate network diagrams and stated that “it’s a manual
process to create the links” between all of their assets. P1 had complaints about a tool that
they felt was “clunky and slow, and [they thought] it could be replaced by much better tooling.”
Others felt that certain tools were a hassle because they relied on additional hardware or software
requirements that caused performance issues, such as P20 who couldn’t capture more data with
a tool because it would decrease the tool’s performance, making it unusable.

P21 had an interesting comment about visualization tools specifically, in that they “stay
away from visualization tools, because sometimes [I’m] intimidated by it, and it feels like a time
sink” for them to spend time getting proficient at it, and even while some are better than others,
most are not intuitive. P17 echoed frustration with security visualization tools because “the
biggest mistake... and where all of them go wrong, is they re just too noisy right out of the gate...
there’s just a ridiculous amount of data, and I think as people, we start to protect ourselves and

shut down when confronted with too much data.”

There is no “one-size fits all” in security.

The size of a security team and the situational awareness provided by their capabilities vary
drastically from one organization to the next, and with this, the needs of a cybersecurity company
can differ from those of a finance corporation. For example, P10 and P11 worked on networks
with about 200 to 300 endpoints whereas P23 cited around 32,000 endpoints for their respective

network scope. Additionally, participants, like P24, had very large operational environments but
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stated that they only have about 10 analysts that staff their 24/7 operations center, whereas P16
stated that they worked at a corporation where multiple teams are monitoring their network at a
time. This isn’t to discredit the work being done but just that the needs of one company are vastly
different from another and capabilities that work in one environment may not be suited to work
in another.

Additionally, participants had varying reasons for why they felt confident or not in terms
of their situational awareness. Participants, like P21, work with customers, so they felt this
limited their visibility and accountability of the networks they operate on because “it’s what
[they] give us.” Others like P4 felt that they had great visibility because of their tool stack,
however many participants felt that their network visibility and accountability was average with
a common answer being that their asset management “as accurate and up to date as possible” as
stated by P10. This further showcases a security capabilities gap whether that be from tooling or

personnel, which isn’t something that an analyst or team can control at times.

There’s still room for improvement in security.

Many participants, even those that were confident in their visibility or satisfied with their
capabilities, felt that there were still areas that could be improved upon when it comes to network
visibility and overall SA within their environments. P11 was content with the insights their tools
provided but wasn’t “really satisfied with where [they’re] at with using those tools,” which was
similar to P16 who felt that their team didn’t know how to use current capabilities to the best
of their ability. Others like P2 and P4 felt that continuous auditing and verification of network

diagrams or asset inventory would have greatly improved their visibility. P10 believed that it
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“boils down to communication, whether it’s internal communication about who’s using what
resources or communication with our clients as to what resources they’re using, what products.”

At the end of the day, P7 put it perfectly when they stated that “nothing is ever 100%.”

Security is constantly changing, and capabilities need to adapt to that.

While some participants such as P17 felt that over time they were able to adapt their capa-
bilities to their needs, others, like P2, felt that their tools didn’t withstand the test of time as their
environment grew and evolved. P3 specifically felt that current security visualizations weren’t
adaptable to the environment they operated on since “50,000 assets is kind of hard to visual-
ize. You don’t want to visualize all 50,000, but we also don’t want to basically only visualize
5.7 P10 and P23 expressed the importance of “customer-focused” tooling and that sometimes
vendors aren’t amenable to changing a tool to fit the needs of a company, which can impact their
visibility. P18 made a good point that “it’s that cybersecurity thing... attackers figure out some-
thing new, and you’ve got to pivot and build something else,” which makes designing adaptive

capabilities a challenge.

How can information visualizations aid security analysts?

Since [ knew that I wanted to design a visualization tool, I focused a portion of the interview
on network and security visualization tools. With this, participants described their experiences

with such tools and expressed where they felt these tools fail and succeed.
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Figure 3.6: Theme map 4. How can information visualizations aid security analysts?

A picture is worth a thousand words.

When discussing if participants had used a visualization tool to assist in their professional
lives, many of them expressed that having that visual component can help translate a network
from just IP addresses to an actual network topology. P1 believed that having that having a
graphical perspective provides insight to “not just network topology but also how segments of the
network are used,” and P22 felt they they can give a “whole holistic picture versus like sometimes
you get a little rabbit-holed or pigeon-holed when you're like down in the weeds.”

P21 felt that “the best value out of [network visualizations], is trying to translate what
we’re doing and what we’re seeing to someone who doesn’t sit in that position.” Additionally, a
few of my participants were supervisors at this point in their careers, so they saw visualizations
as a way to communicate with upper leadership who may not be a technical by trade but needs to
understand the impact of a network incident. P9 said it’s like “you’ve got people that will look at
you like this is Greek, and you’ve got others that completely speak the language,” and they see

visuals as a way to bridge the communication barrier.
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Visual layouts tend to be a personal preference.

People had differing perspectives on what layout they preferred for visualizing a network
which varied from heat maps, node-link maps, visuals combined with graphs, or even 3D visual-
izations. Many participants described their preferred layout as the “big picture” with the ability
to zoom in on specific hosts or sites to get more detailed information. P18 preferred the style of
heat maps where they would want to see zones of traffic and then upon zooming in to a particular
area be able to see specific hosts.

While participants had varying layout preferences, a common theme across all of them
was they didn’t know what the best layout was for everyone, but the ones described were what
they knew and felt comfortable with, such as P12. They went on to say that they didn’t know
if their preferred hierarchical layout was the best, but they “wouldn’t be able to use a network
visualization tool that didn’t have those features.” This supports the notion that visualizations

need to flexible for the user while also maintaining usability in the features they provide.

Visualizations are not the end all be all.

Some of my participants expressed that, for them, the visualization was only one piece of
the puzzle. P14 said network visualizations are “not the defacto standard because of how much
traffic and everything [we] have going on.” P15 felt that visualizations were just extra capabili-
ties, and they relied more on case management tools with automated alerting. These participants
felt incorporation of incident management or automated alerting into the visualization pipeline
would prove more worthwhile for their roles.

Other participants expressed that visualizations should be able to provide high level infor-
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mation that allows them to then pivot to the host level or other tools. P6 provided a great example
where “there might be 50 gigs of traffic between this node and this node” and being able to

visualize that quickly can provide necessary insights when an analysts needs it.

3.4.2 Visualization Features

As noted in my codebook, I coded 24 features that participants mentioned would be helpful
in a network visualization tool mapped to low-level actions that can be seen in Table 3.2. I
chose to code features generically since this was going to be used toward the development of
a new tool versus modifying something that already existed. I coded these features through
direct mention of something by a participant, like “filtering,” or through an example use case
provided by a participant. Descriptions of each mapped task means can be seen in my codebook
in Appendix A.4. I used the “Count” column in the codebook, which tracked coded features by
participant, so as not to double count a particular feature if a participant mentioned it multiple
times. These “counts” should not be seen as statistically significant for a given feature but rather

a method that I used to organize and prioritize components that I included in my tool.

Table 3.2: Visualization Features. This shows all of the visualization features I coded when
discussing network visualization. The second column also shows how many times a feature was
mentioned across all of my interviews.

Feature Number of Times Mentioned
Ability to drill-down for more detailed data 11
Ability to have different views or dashboards for the 10
visualization
Ability to visualize network communication between 9
hosts automatically
Ability to filter data and save these filters if needed 8
Ability to show network segmentation (visually) 7
Ability to classify or label network entities based on 5
historical data

Continued on next page
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Table 3.2 — continued from previous page

Feature

Number of Times Mentioned

Ability to add criticality tag to hosts

Ability to correlate incident or case management
alerts to traffic

Ability to label nodes or hosts

Ability to have different symbols for different types
of hosts

Ability to scale or move visualization

Ability to see shared resources for an application or
host

Ability to share layout or display with other users
Ability to show amount of network communication
visually

Ability to use colors to convey some event to user
Ability to have multiple environments or profiles
Ability to highlight parts of the graph and show stats
Ability to show network from a geographic perspec-
tive

Ability to show snapshots in time of the network state
Ability to connect to other APIs or resources to cor-
relate data

Ability to see metadata for hosts or machines that are
unaccounted for

Ability to show general counts of interest to a user
Ability to showcase common anomalous traffic to
guide users to investigate

Ability to collapse or pop-out menus versus static op-
tion

5
4
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Overall, the biggest gripe participants had with visualizations they’ve used was how clut-
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tered or overwhelming many of them are upon start. Consequently, one of the most common
features that participants desired was the ability to have basic information presented up front and
then be able to get more information about a component at their discretion, echoing the mantra of
“overview first, zoom and filter, then details on demand” [101]. This was largely because partic-
ipants felt visualizations could present too much information up front and lead to “burnout” for

analysts. Participants also desired the ability to have multiple views or dashboards since people




process information differently. P22 said sometimes they add charts to their dashboards “so that
it’s visually entertaining for [their] eyes, so that [they] don’t get burnt out when looking at [the]

graphs.”
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Figure 3.7: P1 Sketch. Depiction of network visualization tool layout by P1, showing a portion
of the network as nodes connected with edges to represent communication (left) with detailed
information about that portion of the network (right).

Another feature mentioned by participants criticality tags for hosts, and P8 thought this
was particularly important for either new employees since they’re “probably not going to know
what IP address belongs to a certain server, and what applications are residing on each server,
so having that ability to discern that this is a system that holds PII or PHI data and having that,
very clearly marked out on the diagrams, is really helpful in my opinion.” A modern feature that
participants felt was increasingly important with more complex networks was being able to show

network segmentation through the visualization, whether that be done automatically or with a

tagging ability provided to the user. One of the other common but more complicated features
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was the ability to filter traffic whether that was to just tune out “the noise” or because their jobs
require them to look for very specific indicators, such as P24 who feels that having the ability to

perform “log querying and a log search” is key in threat hunting.
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Figure 3.8: P6 Sketch. Depiction of network visualization tool layout by P6 that use node-link
diagrams (top) for the network visualization along with a chart of network traffic (bottom).

As mentioned before, I gave participants to the option to draw when I asked them the final
interview question. For participants that chose to exercise this option, it provided very helpful
depictions of what they envisioned for a network visualization tool. P1 preferred a node-link
visualization but liked the idea of a feature that allowed them to choose sections of the graph to
show more information about those hosts or traffic as seen in Figure 3.7. P6 preferred having
multiple views or dashboards that displayed the network both from a visual and chart perspective
as seen in Figure 3.8. P6 also liked the idea of visually portraying the amount of traffic by making
thicker links between nodes that represent hosts, as well as the ability to turn dynamic updates
on or off. While I don’t believe that one tool can answer all of the problems or desires presented
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by my participants, I do think that the concept of flexible situation awareness tools can provide
necessary insights. With this, I started to build out my network security visualization tool using

the data collected and analyzed from my interviews.

3.4.3 Limitations

Since I was recording participants and asking about tools they’ve used, some participants
declined to answer certain questions or could not provide clarification because of their profes-
sional roles. This primarily affected their ability to name specific tools when asked and did not
largely impact their responses for the other questions. I also took care in logically ordering my
interview questions from broad to narrow scope when discussing the types of capabilities par-
ticipants use and the challenges that come with them, but I didn’t use methods such as a pilot
study to formally test my questions. I did review my questions with a second researcher, but my
questions could have contained potential biases through word choices or phrasing.

I acknowledge that using a single coder is not the norm, but as mentioned above, I was the
primary researcher where my goal was to uncover themes present in my data. Second, I chose
not to use a reliability metric and instead used memoing with review by a second researcher at
major points in my analysis. My semi-quantitative analysis for specific visualization features is
the main area which could have produced unintentional coder bias. I attempted to mitigate this
bias as much as possible through the methods mentioned previously. I also did not use the semi-
quantitative portion of my analysis to make any statistical claims. Additionally, my participant
pool is not representative of all backgrounds in the technology industry, but it does showcase a

wide range of experience, education, and professional backgrounds.

45



Chapter 4: The Riverside Visualization System

4.1 Overview

There are several challenges that make cybersecurity visualizations particularly difficult,
rooted in the myriad of data sources and quality in a given environment [20]. While I only utilize
network flow data for Riverside, I incorporate the concept of streaming data [13] by providing
analysts real-time updates with the option to traverse previous time by combining two classes
of visualizations: node-link diagrams and timelines. The interview portion of my research was
used to inform the design of a network security visualization system. Riverside is a web-based
cybersecurity visualization system where animated node-link diagrams are used to show dynamic
traffic flow over time. An overview of the Riverside visualization can be seen in Figure 4.1, where
cyan-colored “agent” nodes represent internal network nodes and gray-colored “remote” nodes
represent hosts communicating with the internal network. Riverside’s layout is force-directed,
as nodes will not be displayed on top of one another, but they can be dragged or moved by a
user to change the layout as they see fit. Additionally, when a user hovers over a link or node,
they are provided more details about that component. Links, or edges, between nodes are created
when network communication occurs between two hosts and is categorized as “to,” “from,” or
“bidirectional” traffic. Riverside uses a time-to-time mapping for displaying visualization com-

ponents based on the timeline component, allowing users to watch their network state in real-time
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Figure 4.1: Overview of Riverside Visualization. Snapshot of network flow showing commu-
nication by “remote” hosts (green, yellow, gray) and internal hosts (agents; cyan nodes). Node
colors can be changed by a user, like the green and yellow-colored nodes. Visualization com-
ponents can be hovered over to show more information about a node or segment of network
communication, like the RDP traffic displayed. The timeline at the bottom shows both real-time
(red cursor) and user-specified time (blue cursor), allowing a user to dynamically navigate their
network in time.

or navigate in previous time.

I use animation to visually depict network communication over time. Single view visual-
izations have been shown to provide faster analysis for analysts [102], while animated visual-
izations are more accurate for adjacent time and local pattern analysis [103]. While Riverside
provides a singular, big picture view of the network, it is best used to compare network topology
snapshots throughout time and allow analysts to correlate network communication with potential
I0Cs. Furthermore, Boyandin et al. stated that animated visualizations need to provide both a
play button and slider functionality, giving users multiple options for how they interact with the
animation [103]. I incorporate both in Riverside, allowing a user to pause, play, fast-forward, and
slide through time as shown in the timeline at the bottom of Figure 4.1. The timeline can also be
scaled to allow for finer-grained navigation when dragging the cursor, or the user can pause the
visualization and input a time on the box just above the timeline display, but I do not superimpose

the animations on to the timeline directly as seen in some hybrid visualizations [23].
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4.2 Riverside Use Cases

One of the most important pieces of developing a new capability is identifying its use cases,
so the developer can determine what is needed to allow users to be “successful.” I used the low-
level actions coded from interviews to infer higher level tasks, and since the goal of Riverside
was to provide big picture cyber-SA over time using network flow data, it best fit into the SA and
correlation analysis tasks [89]. With this in mind, I wrote out some of the initial use cases for
Riverside. The examples below are not an exhaustive list but represent both the inspiration for

the development of Riverside as well as discussions from interview participants:

1. On-site analyst that needs a “big picture” view of their network to provide situational

awarcncess.

2. Security analyst responding to an incident that needs to determine what portions of the

network are potentially impacted through correlation of alerts.

3. Asset management capability with the need to build out an accurate network map and asset

inventory.

With these use cases in mind, I lay out the design and development process of the Riverside

system.

4.3 Design and Development Process

Riverside’s visualization provides a single view that is changed over time. This provides

user a simple yet vast interface I use animated node-link diagrams that update in real-time to
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EMAILO1 SMB: 10.10.10.102:445-510.10.10.101:60590
Field Value
Start Time: Mon Jul 25 2022 22:08:31 GMT-0400 (Eastern Daylight Time):
End Time: Mon Jul 25 2022 22:08:48 GMT-0400 (Eastern Daylight Time):
Throughput: 4

Ws02

Figure 4.2: Snapshot in time of Riverside visualization. This shows two agent nodes
(EMAILO1, WS02) communicating over SMB, showing bidirectional traffic on the Riverside
visualization and in the hover box.

address the online problem [23] because those are the most explicit representation of a network
topology and depict information in a way that security analysts can immediately identify visu-
ally, as seen with the sketches interview participants drew in Figures 3.7 and 3.8. While node-link
diagrams are common among modern network visualizations, they have proven to be an effec-
tive visualization technique to depict dynamic network graphs [23]. Edges will show a single
arrowhead on an edge to represent traffic “to” or “from” an agent node, and a two-sided arrow
if the traffic is bidirectional, meaning both hosts are communicating with each other as shown in
Figure 4.2.

Additionally, I address the transition problem and and aspects of change blindness [104]
through animated, temporal navigation [23] by using throughput to change edge thickness based
on the amount of traffic and node transparency to show hosts that are communicated with more
frequently so that analysts are drawn to “new” or less frequent network communication. Other
methods in animated temporal navigation have used staged transitions [105] or graph morphing to
preserve mental mappings during transitions [106], but these methods have had varying success in
practice. All of Riverside’s animations are performed with a time-to-time mapping to assist with

temporal navigation, while also providing real-time updates to combat the online problem, giving

49



93.184.216.34

ICMP: 10.0.0.249¢93.184.216.34

08/24/2022, 12:21:40 PM a » »
(a) The initial connection shows

a yellow-colored, bidirectional
edge to represent ICMP traffic.

93.184.216.34

ICMP: 10.0.0.249¢93.184.216.34

My Host
08/24/2022, 12:21:47 PM sl » »

0 10
24 August 1222

(b) Edge widths increase as the
throughput of network traffic
increases.

93.184.21634

My Host

bl

08/24/2022,1221:56 P B B WM

a0 50| 0 10 2

(c) A node’s shape, label, and
color by right-clicking it. Node
transparency also increased.

Figure 4.3: Navigation in time with Riverside. This shows a zoomed in snapshot in time of
a “ping” from my host to a remote host. The initial connection shows the start time and end
time as the same with a yellow-colored edge to represent ICMP traffic (a). As the connection
continues, the edge gets thicker as the throughput of network traffic increases (b). As a remote
host is communicated with it’s transparency will increase over time (b-c). I can also change a
node’s shape, label, and color to differentiate it from others on the visualization (c).

an analyst immediate insights into their network. I allow users to alter the visual encodings of
nodes through various visual channels, such as shapes, hues (color), and labels to create a special-
purpose layout [23] enabling them to track or ignore specific components through time. Edges are
colored automatically based on their network traffic protocol, defaulting to grey edges for traffic
that cannot be categorized beyond the transport layer. Figure 4.3 contains adjacent snapshots in
time that showcases the design components aimed at combating change blindness [104] when

using Riverside.

4.3.1 Interview Feature Implementation

The features that I directly implemented from my interview data are listed in Table 4.1,

along with the Riverside component that contains that feature.
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Table 4.1: Riverside Features Implemented.

Feature Implemented

Visualization Component

Ability to drill down for more detailed
data

Ability to visualize network communica-
tion between hosts automatically

Ability to label nodes (i.e. hosts) on graph

Ability to have different symbols for dif-
ferent types of hosts

Ability to scale or move visualization

Ability to show amount of network com-
munication visually

Ability to use colors to convey some event
to user

Ability to show snapshots in time of the
network state

Ability to see metadata for hosts or ma-
chines that are unaccounted for

Ability to collapse or pop-out menus ver-
sus static option

Box appears with metadata when hovering over
nodes or edges to get details-on-demand
Automatically connect nodes with edges if net-
work communication is occurring at the time
specified

Node labels can be changed by right-clicking
one or multiple nodes

Node shapes can be changed by right-clicking
one or multiple nodes to have different repre-
sentations

Infinite canvas allows for zooming and dragging
to change what is in the user’s view

Edge width changes based on network traffic
throughput, or amount of network traffic

Node colors can be changed by right-clicking
one or multiple nodes; nodes are automatically
colored based on remote versus internal

Use of navigable timeline allows user to see
real-time and traverse back in time to see how
the network state changes

Metadata is pulled for remote hosts and can be
used to identify internal nodes that do not have
agents deployed

Uses pop-up window and collapsible menu to
let users register and login

The term “drill down” is an information visualization canonical term often referring to

obtaining finer-grained details about sub-components in hierarchical visualizations. Here, I use
the feature of “drill-down” to refer to the interaction intent of obtaining a ‘“detail-on-demand”
view [107] when hovering over components. [ was not yet able to implement every feature
requested by interview participants, but I was able to include many of the user-specified cus-
tomization features, which was in line with my thematic analysis results and user-centered de-
sign. One feature I would like to highlight is the addition of multiple views or dashboards, which

was the second-highest requested feature by participants. While this can be helpful to showcase
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the data in various ways, research has traditionally shown that multiple views with multiple at-
tributes in dynamic visualizations can lead to slower and less accurate decisions from users [102].
Some more recent findings have shown that switching between views, vice having multiple views,
could actually lead to more positive outcomes, but more research is needed to confirm these re-
sults [103]. With this in mind, I felt that further testing and analysis was needed before adding

additional views to Riverside’s frontend.

4.3.2 Theme Implementation

In addition to the visualization features I directly coded during my interviews, I noticed
that my thematic analysis provided important context to as to what people desire from their
capabilities: they desire automation but still want to control what a tool shows them; they want
a capability that can aggregate data to determine ground truth; and they want something that can
be scaled to fit their needs. I used these as overarching guides for initial design and architecture
of Riverside.

I worked to address some of the challenges participants faced with their capabilities, par-
ticularly that the tool can be used in varying environments and is adaptive to a user’s needs. I
architected Riverside with native cross-platform capability in mind to ensure compatibility across
different operating systems and environments. Additionally, my frontend is web-based, so that it
can be accessed from anywhere, allowing users the flexibility in how and where they deploy it.
Participants also mentioned certain challenges they had made tools “hard to use,” but it can be
difficult to capture what specific components make these tools particularly tough to operate. I try

to address these challenges by incorporating user-customization components for Riverside’s lay-
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out and maintaining a simple interface so as to not overwhelm users. The interview participants
also came from a variety of industries and felt that some of their capabilities were “one size fits
all” solutions which made the tool less effective in their environment. For this reason, I chose
to use a client-server model where users can decide what parts of their environment they wish
to visualize, whether that be 10 hosts or 1,000 hosts. My utility was purpose-built to encompass
themes across network security capabilities and incorporate features requested from interview
participants, while maintaining a clean and user-friendly interface.

Since participants felt that visualizations could help paint a picture when explaining their
actions or a network incident, I wanted to make sure that the visual component was simple and
told a story. Visual layout preferences also seemed to differ across participants, so while I chose
node-link diagrams, participants can change the layout of the nodes on the canvas as well as
the node characteristics to make the visualization their own. Last, I want to highlight the themes
“Visualizations are not the end all be all” and “Data doesn’t lie.” While visualizations can provide
multiple use cases, including those mentioned above, they are not the only tool that security
analysts use and that likely will not change. Riverside was developed with the goal of aiding the
cyber-SA security analysts have of their environments and augmenting current network security

capabilities.

4.4 System Architecture

An overview of Riverside’s system architecture is located in Figure 4.4. Riverside uses a
client-server model with agents that send network traffic to the server as they receive it using

RPCs with Golang protocol buffers for structuring and serializing the data. The server then
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Figure 4.4: Riverside System Architecture. Agents are installed on internal hosts that send
network flow data to the server as they see it. The server stores the data in a separate database.
The frontend visualization uses Websockets to communicate with the server to ensure real-time
updates. Session management is handled using an APL

batches the data in two second windows and uses WebSockets [108] to send data in real-time to

the frontend visualization. Session management is handled using an HTTP web framework with

an API on the backend.

4.4.1 Client-Server Model

Riverside’s backend and frontend should be viewed as separate components. While, the
frontend communicates with the server to gather data, the functionality of each is distinctly sep-

arate. !

'The backend source code and stand-alone agent and server binaries are located on the Riverside Github:
https://github.com/artemisl9/riverside.
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Agents and Server

I use stand-alone agent and server binaries developed in the Golang programming lan-
guage [109] for the underlying Riverside architecture. Every internal host is monitored using an
installed agent that listens on its available network interfaces and sends traffic to the server as
the agent receives it. > This is done using a client-side streaming gRPC with defined protocol
buffers [110] for handling what data is sent and received. The server is responsible for storing

the necessary data in the database as it receives data from agents.

Frontend

I used the Javascript library vis.js [111] for the frontend visualization layout. The frontend
does not directly communicate with the database to limit the number of concurrent lookups and
preserve overall performance. Data is batched and sent to the frontend from the server using
WebSockets with the Gorilla WebSocket package [112]. I use the Gin HTTP framework [113]
for session management on the frontend. Users will see a prompt like the one shown in Figure 4.5
when registering or logging in. They need to enter a username, password, and server IP address

and port. This allows users to manage multiple environments through different Riverside servers.

4.4.2 Database Model

I use GORM [114], a Golang ORM library, to handle database entries and lookups. I used
five different tables to store information for Riverside: hosts, network interfaces, users, remote

hosts, and network flow. The hosts table was used to store information for agent-installed hosts

2 Agents require root or administrator privileges to collect host network data.
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Register

Register your account to a Viz server.

Username
Password

Server 127.0.0.1 Port 8089

Figure 4.5: Riverside registration. This pop-up will appear when a user chooses to either regis-
ter or login. A username and password must be provided as well as a server to connect to.

on the internal network and contains their operating system, architecture, a unique machine ID,
and a link to the network interfaces table. The network interfaces table was used to store all of
the interfaces for a given host based on its unique machine ID. The users table contains session
information, such as usernames and password hashes. The remote hosts table is used to store
every remote host that an agent node communicates with and contains an unique ID, IP address,
creation time, and last updated time.

The network flow table contains the most important information for the Riverside system.
Each piece of network flow contains two host IDs, depending on whether it’s communication
internally or between an internal and remote host. In addition to the host metadata, source IP
address and port, destination IP address and port, protocol, and start and end times are also stored

for each piece of flow data. As mentioned previously, network flow data is batched in two second
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intervals when being sent from the server to the frontend visualization. This interval was chosen
because it proved to be the most efficient timeframe for determining the direction of the traffic.
By comparing each new network communication and checking to see if it is the same as previous
traffic, Riverside determines which directional arrow to display on the visualization as well as the
throughput for network communication.

The first operational version of Riverside was finalized in August of 2022 and evaluated by

real users through a task-oriented usability study.
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Chapter 5: Riverside Evaluation & Results

5.1 Overview

A variety of methods have been proposed in evaluating cybersecurity visualizations, rang-
ing from quantitatively scoring network security visualizations based on data source categoriza-
tion [90] to qualitative classification based on task analysis [89], but they often require compli-
cated formulas or potentially biased categorization that is dependent on the evaluator. Further-
more, visualizations that score well on these types of frameworks have gone through multiple
renditions and have evolved past their initial prototypes; however, one of the important aspects
of creating effective visualization evaluations, that is often ignored, is a use case and subsequent
task area that incorporates users throughout the entire evaluation lifecycle [25, 88].

With this in mind, I decided to use Endsley’s “3 Level” model of situation awareness [4] to
architect my study as Riverside was designed with the intent of providing high level cyber-SA to
a user. D’ Amico et al. walk through a general application of cyber-SA defense [36], which states
that perception requires an analyst to take in the initial information and decide whether to escalate
or ignore the initial data, comprehension occurs when an analyst combines their perception with
previous mental models to correlate the potential escalation and trace suspicious traffic through
a network, and last, projection allows an analyst to take the current incident and correlate it with

common attack patterns or threats at a community level to take action enterprise-wide. Tyworth
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et al. use the example of an analyst who first acknowledges an IDS alert, determines whether it’s

benign or malicious, and finally takes action on that alert based on their previous decisions [5].

5.2 Methods

Using the four user-centered information visualization evaluation guidelines given by Fre-
itas et al. [25], I chose the context for my study to be an incident response scenario. My ideal
user persona was a cybersecurity analyst [14], and I referred to the EEVi model [89] to guide the
tasks that participants were asked to complete. I focused largely on SA and correlation analysis
for incident response tasks to guide my scenario, as those are the two of the primary use cases
for Riverside, as mentioned in Chapter 4. Last, I conducted this evaluation upon completion of a

working prototype whose development was guided by user input from inception.

EMAILOL
Ws09
10857.218.14

WSs02
WS04

DEV02 wsos
Wso1

‘Ws05

WS07
WS06

DEV01

FILEO1

ws03
DCoL WEBOL

07/25/2022, 10:08:30 PM© > »

6 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42
25 July 22:08

Figure 5.1: Initial Riverside visualization for usability scenario. This is the initial visualization
users will see when they navigate to the time reported in the scenario prompt. WS02 is the
reported workstation and at this time, it is currently communicating with EMAILO]1.
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5.2.1 Scenario

My scenario breaks down Endsley’s 3-Level model to three levels of cyber-SA as follows:

1. Perception (Level 1 SA): A security analyst is told there is an alert on a host but only
given a timestamp from the help desk who received the call from a user on the network.
The analyst must determine if this activity warrants further investigation into the rest of the

network.

2. Comprehension (Level 2 SA): After looking through all of data provided, analysts must

determine if the attack chain is present on the network using Riverside.

3. Projection (Level 3 SA): Finally, the analyst must decide on a COA based on their find-

ings.

I deployed Riverside on an internet accessible Digital Ocean droplet with pre-captured
network data to perform my usability study. I used a a Qualtrics form to capture user responses
and feedback. I created and deployed a small test network of 15 hosts using containerization
and custom bash scripts to generate traffic !. Using these scripts, I simulated a realistic attack
on the network, loosely modeled after the tactics, techniques, and procedures (TTPs) outlined in
the MITRE ATT&CK framework [115] as seen in Table 5.1. This ensured accurate attack timing

across all participant sessions to establish a consistent baseline for every participant trial.

'The source code used for building and orchestrating my attack scenario is located here: https://github.
com/artemisl9/riverside_scenario
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Table 5.1: Scenario components mapped to MITRE ATT&CK Techniques. This shows the
general category and technique as labeled in the MITRE ATT&CK framework mapped to the
component of the scenario that uses similar TTPs.

MITRE Category Scenario Component

Initial Access: External Remote Ser- Brute-force RDP credentials for externally-
vices facing email server

Command and Control: Application Use of DNS for C2 beacons to communicate
Layer Protocol (DNS) with C2 server

Lateral Movement: Exploitation of Re- Use of psexec over SMB to move laterally
mote Services throug thenetwork

Exfiltration: Exfiltration Over Alterna- Use of FTP to initiate data exfiltration from
tive Protocol FILEO1 out through EMAILOI to a remote host

DNS: 10.10.10.103:35906—153.62.14.109:53
Field Value

Start Time: Mon Jul 25 2022 19:09:52 GMT-0700 (Pacific Daylight Time):
End Time: Mon Jul 25 2022 19:09:52 GMT-0700 (Pacific Daylight Time):
Throughput: 1

WSO03 153.62.14.109

07/25/2022 07:09:54 PM [m} | 4 "

43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 0 1 2 3 4

Figure 5.2: C2 beaconing in scenario. The remote host, 153.62.14.109, is the C2 server that
establishes beacons on each compromised host over DNS.

Scenario Attack

The attack chain begins with RDP-bruteforcing a login to the email server, EMAILOI, as
initial access. A second remote host acts as a command & control server (C2) and establishes
a beacon on EMAILO1 over DNS. The “attacker” then performs lateral movement over SMB
to WSO02 then to WSO03 and finally FILEO1. In between the lateral movement, the C2 server
establishes beacons on each compromised host, all over DNS as seen in Figure 5.2. The last

piece of the attack chain was data exfiltration, which originated from FILEOI1, flowed through
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FTP: 153.17.52.101:47504153.89.194.75:21
153.89.194.75 Field  Value

Start Time: Mon Jul 25 2022 19:11:50 GMT-0700 (Pacific Daylight Time):

End Time: Mon Jul 25 2022 19:12:18 GMT-0700 (Pacific Daylight Time):

Throughput: 9

EMAILO1

07/25/2022 07:12:00 PM B B »

47 48 49 50 51 52 53 54 55 56 57 58 59
25 July 19:11

Figure 5.3: Data exfiltration in scenario. The initial data exfiltration starts from FILEOI as is
pushed through EMAILOI, the attacker’s internal pivot point, and out to the malicious remote
host, 153.89.194.75.

0
5 July 19:12

EMAILO1, and was exfiltrated from the network to a third remote host part of which can be seen

in Figure 5.3. All of the remote hosts used the same first octet, “153,” for their IP addresses.

Incident Response Use Case

@ UN]VER‘E[TY OF

Scenario. It is July 25, 2022, and a user contacted their organization's IT shop explaining
that they saw a notification from their antivirus claiming there was
HackTool:PowerShell/PsExec.BIMTB on their device. You are a security analyst that has
been assigned to investigate the report. Before sounding the alarm and jumping to
rapid response procedures, you have been tasked to determine the “big picture’ and
understand if this event requires full incident response. The IT shop received the call at
"07/25/2022 10:08:30 PM EDT" and stated that the user's workstation was WS02.

Figure 5.4: Usability scenario prompt. This is the prompt users are given when they begin the

usability scenario. They are then asked to complete a variety of tasks and questions based off of
this initial alert and their findings throughout.
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The scenario starts with alerting the analyst that there was suspicious activity on a user’s
workstation which was reported to the I'T shop as described in Figure 5.4. It is then their job to use
the Riverside tool to investigate the network traffic around the time of the alert and determine the
full attack chain by answering questions and performing tasks along the way. The initial visual
participants see is shown in Figure 5.1. The scenario ends asking participants to summarize the
entire attack chain and state what they would do next as as part of their processes and procedures
as a security analyst. In addition to the required tasks, I had users interact with certain parts of
Riverside’s design, like node customization, to show how Riverside can help users track certain
hosts during an incident investigation. The full set of scenario tasks and questions can be seen in

Appendix B.1.

5.2.2 Participant Recruitment

I recruited participants using snowball sampling through university IT departments and
personal networks. I wanted to ensure my participants represented real-world users of Riverside,
so recruited participants were security professionals who perform perform network security or IR
tasks in some capacity. I recruited participants during August 2022 and completed all 10 usability
trials throughout August and September 2022. I refer to usability participants using “S” and their
associated identification number, and questions using “Q” and the respective task or question

number.

Table 5.2: Usability Study Participant Demographics. I show, for each participant, their gen-
der, years of experience in the security field, age, and highest completed level of education (high
school, bachelor’s, master’s, or doctorate).

S# Gender Years of Experience Age Education
1  Male 15 42 MS
Continued on next page
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Table 5.2 — continued from previous page

S# Gender Years of Experience Age Education
2 Female 12 40 BS
3 Female 15 43 MS
4  Male 4 21 HS
5 Male 5 26 BS
6  Female 1 29 BS
7  Male 17 50 PhD
8  Male 6 21 HS
9 Male 6 27 PhD
10 Male 9 33 BS

Table 5.2 contains demographics for my 10 participants, including gender, years of expe-
rience in the security industry, age, and highest level of education completed. My participants
were fairly well educated with an average age of 33. Majority of my participants identified as

male with an average professional experience of 9 years in the security field.

5.2.3 Usability Trials

I used a script so that each participant was verbally provided the same overview. The
Qualtrics form contained a 6 minute instructional video showcasing Riverside’s features along
with a PDF overview that participants could download and reference for the remainder of the
studystudy, as seen in Appendix B.2. I told participants I could not answer any questions about
the scenario or the tasks they were required to perform. Participants could ask questions if they

had any usability issues with the tool that prevented them from performing the required tasks.

5.3 Results

My analysis was largely qualitative in nature as this was a formative usability test to de-

termine any usability issues and collect feedback [24] for the Riverside tool. I do showcase

64



quantitative results for task completion and semi-quantitative analysis of participant’s achieved
cyber-SA. Additionally, I present the quantitative results of my 5-point Likert scale focused on
providing feedback from participants based on Riverside’s ease of use, their experience, and

Riverside’s efficiency during their trial.

5.3.1 Quantitative Results

I started timing participants once they began the scenario portion of the study and stopped
just before they reached the feedback questions. I had two prompts in the survey: one that alerted
the user to let me know once they had started, and one that let them know when they completed
their scenario questions and tasks. Table 5.3 contains participant times with the average time
being 46:53 (min:sec). Participant trial times ranged from 30 to 60 minutes, with one participant
who was time-capped at 60 minutes and did not finish the scenario(*). Any participant that is

listed as having a 60 minute trial time did complete the scenario and took the entire 60 minutes.

Table 5.3: Usability Study Trial Completion Times. I show, for each participant the time it took
them to complete all of the scenario questions or the last question that a participant completed if
they were time-capped at 60 minutes(*).

S# Time (min:sec)
1 40:13
2 37:48
3 41:50
4 33:43
5 50:06
6 60:00
7 3%

8 54:58
9 30:09
10 60:00

I used binary scores of 0 or 1 to determine whether a participant successfully completed the
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required task or not. All of the quantitative tasks were used to calculate completion rates, which
included Q1, Q4, Q6-7, and Q9-14.2 The questions not included were qualitative in nature, such
as asking a participant what color or shape they chose for a specific host during the scenario. Due
to my small sample size (n=10), I chose to use an adjusted, or modified, Wald method with a 95%
confidence level to analyze task completion rates [24]. Additionally, 9 participants are included
when calculating completion rates for every question except Q1(*), as S7 did not reach any of
the tasks or questions past Q3 as shown in Table 5.3. My task completion rates and confidence

intervals are displayed numerically in Table 5.4 and visually in Figure 5.5.°

Table 5.4: Usability Task Completion Rates. This table contains the mean of the successful
completion rate (p’) for each quantitative task and the associated confidence intervals using an
adjusted-Wald method with a 95% confidence level.

Question # Mean (%) Lower Interval (%) Upper Interval (%)
1* 72 48 95
4 38 12 65
6 46 19 73
7 31 5 56
9 31 5 56
10 62 35 88
11 46 19 73
12 46 19 73
13 54 27 81
14 62 35 88

Overall, participants successfully completed 49% of the tasks. QI, Q10, and Q14 had
the highest completion rate, while Q4, Q7, and Q9 had the lowest with the remainder of tasks
hovering just around or under 50% for all participants. The initial RDP compromise of EMAILO1

(Q4) was correctly identified 38% of the time, while participants accurately stated that EMAILO1

2For tasks that involved entering a timestamp, I allowed a +/—3 second buffer on my answer key, due to the 2
second data batching. This was done due to the differences of when the visualization actually displayed an entity
versus what the “Created At” timestamp showed when hovering over a component.

3The mean reported in my results is the adjusted mean, or p’, calculated using the adjusted-Wald method. The
use of p here is completely distinct from p-values used to measure statistical significance.
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was the first host compromised in the network (Q6) 46% of the time. The lateral movement of
SMB across the network (Q10) was correctly recognized by 62% of participants. The C2 host

(Q7) communicating over DNS (Q9) was only observed 31% of the time.

Usability Completion Rates

100%

70%
60%
50%
40% 46% 6% 6%
30% e
3
20%
10%
0%
ar* a4 a6 a7 [et] Q1o Qi1 Q12

Question (#)

Completion Rate

Q13 Q14

Figure 5.5: Usability Task Completion Rates. Each task’s successful completion mean (p') is
shown in the corresponding bars by question number (blue). The error bars (black) represent the
lower and upper bounds of the confidence interval calculated with a 95% confidence level using
an adjusted-Wald method.

The data exfiltration portion of the attack was spread out across 3 questions. Participants
were 46% successful in identifying when and where the exfiltration occurred (Q11) and the other
internal hosts involved (Q12), while 54% of participants correctly observed when the third suspi-
cious remote host had data exfiltrated (Q13). The second-highest completion rate, tied with Q10,
was Q14 where 62% of participants successfully identified the compromised hosts. While these
numbers don’t show significant results, they provide a benchmark for future work with Riverside

as this was a formative study meant to determine the initial usability of Riverside.

5.3.2 Cybersecurity Situation Awareness Results

I used three questions to qualitatively assess the cyber-SA that Riverside provided to par-
ticipants as described above. Q3, Q15, and Q16 were used to assess the three levels, respectively.
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I performed semiquantitative analysis to showcase the relative cyber-SA that my participant pool
achieved for certain levels, using key points from my answer key to determine whether a partici-
pant completely understood the attack chain or not. I generated the following answers to compare

participant responses to:

1. Perception (Q3): Participants should identify the continuous SMB connections across the
network around this time seems unusual or that the initial alert is indicative of something

inherently suspicious between WS02 and EMAILOI and should be investigated further.

2. Comprehension (Q15): Participants should have analyzed all relevant traffic and seen
that the attacker likely bruteforced RDP credentials for the email server, starting around
10:07:17 PM, ending around 10:07:59 PM from the 153.17.52.201 IP address. The attacker
then used 153.62.14.109 as their C2 server to maintain callbacks over DNS after moving
laterally to a new host on the network over SMB. They accessed EMAILOI initially, then
moved to WS02, then WS03, and finally FILEO1. They then exfiltrated data from FILEO1
through EMAILO]1 out to the 153.89.194.75 address, starting around 10:11:10 PM, ending

around 10:12:20 PM.

3. Projection (Q16): Participants should recommend something along the lines of correlate
IOCs across the rest of the network, block IPs across network, isolate infected hosts, or

look up threat intelligence reports about IOCs to see what other TTPs could be present.

Perception

For Q3, participants had varying responses, but overall, 70% of participants (n=10) did
mention something about the continued SMB communication between WS02 and EMAILO1 as a
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reason to investigate further. Some participants, like S4, were incorrect in their initial assessment
and mentioned what they thought was a portion of the attack chain since “at 10:08:37 PM [EDT]
WS02 is connected to by a new external host (185.199.111.133) which also connects to a number
of other internal hosts all at the same time.” S6 even went on to mention DNS requests outbound
toward remote hosts which looks like non-normal behavior, correctly identifying the C2 beacon
for WS02, while S10 had identified the anomalous traffic with EMAILO1, specifically the “RDP
traffic with some random external IP and also making an SMB connection to a workstation.”
Even though S7 did not complete the entire scenario, they did notice some suspicious activity
which they mentioned in Q3, such as the “large amount of traffic between WS02 and EMAILO1
shortly after antivirus alert,” and the extended communication “between WS02 and WS03 after

a bit longer after antivirus alert.”

Comprehension

89% of participants (n=9) identified WS02 and EMAILO1 as two of the four hosts that
were compromised and thus mentioned those in their response for Q15, but only two participants

successfully identified every component of the attack chain. Both accurately mentioned:

Initial remote access to EMAILO1 over RDP

All three of the correct suspicious remote hosts

Lateral movement over SMB

C2 beacons over DNS

Data exfiltration that occurred from FILEOI through EMAILO1
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* Four compromised hosts (EMAILO1, WS02, WS03, FILEOI1)

* Applicable timestamps for each portion of the attack chain

Four participants only missed one component of the attack chain. S8 identified everything
in the attack chain except the initial RDP compromise and thought that “some TCP-based spray
occured with 185.199.111.133 at 7/25/22 10:08:08 PM [EDT],” was the initial compromise since
it occurred just before the SMB communication between WS02 and EMAILOI1. Participants S5,
S6, and S9 only missed identifying the correct C2 server and subsequent beacons over DNS.
An example of one of the incorrectly perceived attack chains was given by S3 who believed the
initial compromise was a phishing email to EMAILO1, but then claimed the “lateral movement
originated from 185.199.111.133 [remote host] across several hosts, starting with the DCOI

server at the same time, 22:08:36 [EDT].”

Projection

Most participants suggested appropriate recommendations for Q16, but dependent on their
previous answers, they may have suggested that those actions be taken on hosts that weren’t
necessarily compromised, such as S1 who said “WS02, DEVO1, and DCOI all need to be checked
and sanitized. Also an incident report needs to be drafted and a damage assessment done.” In this
instance, hosts that were seemingly unaffected would have been taken offline, like DEVO1 and
DCO1, but appropriate remediation such as isolation and a damage assessment were mentioned.
S2 stressed the isolation of EMAILO1 as it was the first to be compromised, while S8 stated
that “there were several indicators of suspicious activity chained together that strongly suggest

a breach, pivot and exfiltration occurred” and recommended contacting an IR team for a more
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in-depth investigation. Even though S3 did not correctly identify the compromised hosts, they
did suggest useful host forensics techniques such as “taking the SMFT” and looking for “file
system changes that matched the timeline of the attack to see if there are other integrity issues”

that would have helped them confirm their findings.

5.3.3 Likert Scale Feedback

I gathered feedback using a 5-point Likert scale for Riverside’s ease of use, participant’s
experience using Riverside, and Riverside’s efficiency to complete the specified tasks. Fig-
ures 5.6, 5.7, and 5.8 contain the results from my feedback questions where participants could
respond with “Strongly Disagree,” “Somewhat Disagree,” “Neither Agree nor Disagree,” “Some-
what Agree,” or “Strongly Agree” for each. Overall, participant responses were overwhelmingly

positive, and all participants (n=10) provided responses for the feedback questions.

Ease of Use
Ease of Use
It was easy to maneuver through time. o% [[10% 10% (oAl
It was easy to see the traffic between hosts. ox oz
It was easy to change node properties (colors, labels, or shapes). o [
It was easy to select a node(s). ox s
It was easy to get more information about a host. o [
It was easy get more information about a piece of network traffic. 0% 10% [ oo
It was hard to use the tool. A% 50% | 10% |
m Strongly disagree | Somewhat disagree Neither agree nor disagree W Somewhat agree  m Strongly agree

Figure 5.6: Usability Study Ease of Use Feedback. Feedback focused on participant’s ability to
use Riverside, broken down by the components that make up Riverside.

These questions focused on getting feedback about how easy Riverside was for participants
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to use, and if the functionality of certain components was straightforward. Ease of use feedback
was an important initial assessments as one of the goals for Riverside was to make a simple
tool that security professionals could easily operate. An important result to note is that for all
of the positively-framed questions, at least 80% of participants answered “Somewhat agree” or
“Strongly agree,” meaning that participants felt they could easily see traffic between hosts, change
node properties, and easily see information about hosts and network communication. For the one
negatively-framed question, 90% of participants disagreed that the tool was hard to use. The one
category that had slightly varying responses was “It was easy to maneuver through time” where

two participants answered ‘“Neither agree nor disagree” and “Somewhat disagree,” respectively.

Experience

Experience

I would recommend this tool to someone else. 0%

| could see myself using the tool for personal means. - 0%  10%

| could see myself using the tool in a professional environment. 0% | 10%

| disliked the visualization layout. _ 20% 20%

I enjoyed using the visualization tool. 0%

m Strongly disagree Somewhat disagree Neither agree nor disagree ~ m Somewhat agree  m Strongly agree

Figure 5.7: Usability Study Experience Feedback. Feedback results focusing on participant’s
experience using Riverside while working through the provided scenario.

I also wanted to know about participant’s experience using Riverside in this specific appli-
cation, and if they would use it again or even recommend it to a fellow colleague. One of the
most important takeaways is that 100% of my participants said they would recommend this tool

to someone else, with 70% saying they’d use Riverside personally and 90% that would use it in
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a professional capacity. Only one participant strongly disliked the visualization layout with 70%
agreeing that they enjoyed it, but 20% didn’t have a preference one way or the other. Neverthe-
less, all of my participants said they enjoyed the functionality of Riverside when working through

the scenario.

Efficiency

Efficiency

I struggled to complete any of the tasks with the tool provided. _ 20% 20% -
| completed some tasks with ease but struggled with a few. . 20%  10% _
| completed all of the required tasks easily with the tool provided. - 10%  10% _
| experienced performance issues with the tool. _ 50%  10% -

m Strongly disagree  m Somewhat disagree Neither agree nor disagree W Somewhat agree  m Strongly agree

Figure 5.8: Usability Study Efficiency Feedback. Feedback results focused on getting feedback
on participant’s perceived efficiency using Riverside.

These feedback questions were focused on participant’s perceived ability to complete the
tasks in the scenario. Some key results to highlight are that 70% of participants said they did
not struggle to complete any of the tasks provided and felt they were able to work through the
scenario rather easily. Majority of participants felt that they struggled with a few tasks, which is
to be expected when presenting users with a brand new tool. Additionally, 80% of participants
did not experience performance issues with the tool in a way that meaningful impacted their

ability to complete the tasks.
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5.3.4 Usability Issues

There were some usability issues that either slowed participants down when getting started
or caused some speed bumps along the way, but participants said there was nothing inherently
wrong with Riverside that prevented them from working through the tasks at hand. Some partic-
ipants did ask questions during the scenario to clarify the usability of a specific component or to
make sure that the tool was behaving as intended. Some participants were initially confused on
whether they were supposed to navigate anywhere other than the initial time provided, at which
point I confirmed they could, allowing them to continue with their tasks. A few participants
struggled to navigate to the initial alert time, in which case I had them confirm what time they
had typed in, and in most cases, the participant had simply typed the date in wrong or forgot to
specify “PM” and was looking at the correct time but in “AM.”

Some of the basic usability issues that participants noted was a timezone specifier, because
currently the timeline adjusts to local time, but I had the times in the scenario specified as Eastern
Daylight Time, causing participants to have to adjust the times mentally depending on their time
zone and navigate accordingly. Additionally, a couple participants noticed that if a specific piece
of network communication was repeated later on, as in the same two hosts communicating over
the same protocol and ports, the “Created At” timestamp would show the later time rather than the
communication currently happening, which was correctly shown in the “Updated At” timestamp.
In this instance, I told participants to go off of the current time specified on the timeline, and they
were then able to continue. Last, when some participants were first starting to use the tool and
experimenting with zooming and spanning the canvas, they lost where the original nodes were

located and were forced to refresh the page.
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5.3.5 Qualitative Feedback

After participants had completed all of the Likert scale feedback questions, I allowed them
to provide both written and verbal feedback. Most participants expressed incredibly positive
feedback, and a common thread across all participants was that they’d never used a visualization
that presented the information the way Riverside did, particularly with the timeline component
for navigation. P4 said “it would be awesome if we could feed our insights into a visualization
tool like [Riverside],” while P5 appreciated that information was collected beyond just internal
hosts, unlike other security-oriented visual analysis tools they’ve used.

P2 said the “biggest issue [they] had was scrubbing through the time, at some points I com-
pletely lost the time window in question (I zoomed out way too far) and at other times scrolling
along the visualization was ”jumpy” and I couldn’t get it to settle where I wanted it.” Participants
that experienced this issue suggested that a “home” button for spatial reference or a timeline indi-
cator would have assisted them in reorienting the canvas correctly. Many participants also noted
that if they changed a node property early on in the scenario, it took them a bit to find it again.
P9 and P7 both said they would have appreciated consistent node placement that provided insight
into the logical setup of the network because in Riverside’s current state it “if was not clear how
node and edge placement were handled”. One of the most commonly requested features across
participants was the ability to pause the timeline immediately upon dragging the blue cursor in-
stead of having to pause and then drag, especially if they had seen something of interest and
wanted to “scroll back™ to look closer at it. Others desired a way to show the true source and
destination, as it would have helped with their understanding of which host initiated certain com-

munications. P7 thought that a legend for the edge colors would be helpful so that users didn’t
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have to “mentally do the mapping” of the associated ports and protocols.

Participants verbally echoed what the “Ease of Use” feedback questions showed in that
they could see themselves using this tool again, and that Riverside was very “easy to use” and
“intuitive.” P1 had an interesting recommendation of being able to export a video from specified
times, so they could include it in a presentation for superiors. Additionally, several participants
specifically mentioned how that they could see Riverside being useful for correlation of alerts
in tandem with other tools or incident investigation mechanisms to “get the big picture view of
what’s going on.” Some of the “quality of life” feedback was having the ability to copy-and-paste
times, node metadata, and traffic communication, so that they could easily perform lookups in
other capabilities. Participants also said that having a rewind button in addition to a fast-forward

option would have been helpful, as well as being able to set the playback speed of the timeline.

5.4 Discussions and Limitations

I will now discuss the results previously mentioned above by explaining why certain out-
comes possibly occurred and generalizing certain results that can be applied to future work with

cybersecurity visualizations.

5.4.1 Explaining the Results

The hardest tasks for participants appeared to be Q4, Q7, and Q9, all of which were below
40%. These questions correlate with identifying the initial malicious host, the C2 host, and
the protocol used for beaconing. I think these questions gave participants issues because Q4

required participants to go back in time before the initial alert time, which might have caused
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some confusion. Additionally, I don’t know if all participants noticed that EMAILO1 had an
external interface, which was meant to simulate an externally-facing email server, possible web
mail. If they had noticed this, then maybe the initial RDP communication would have stood out
compared to other remote hosts communicating with EMAILOI1, as it was only the continued
connection throughout the entire scenario between EMAILO1 and a remote host.

Since Q7 and Q9 were directly related, it should make sense that they had the same com-
pletion rate. Additionally, the C2 beacon over DNS was not as long and “obvious” as the SMB
communication, so it was probably harder for participants to narrow in on that traffic, especially
when that communication first happened. A common answer that participants provided as an
alternative C2 remote host (Q7) was 185.199.111.133, because it communicated with a large
portion of the network over ICMP shortly after the initial alert provided in the scenario. In hind-
sight, that is arguably suspicious traffic, but it also only happened once and was not something
that occurred after the successive lateral movement over SMB. Q10 and Q14 were the second-
highest completion rates. This shows that if participants were able to determine SMB as the
“indicator” of lateral movement, then they were also able to correctly identify the compromised
hosts on the network.

For the overall cyber-SA achieved, the average task completion was on par with the per-
centage of participants who identified the correct attack chain (Q15) and therefore recommended
actions to be taken on the correct hosts within the network (Q16). Almost all participants ac-
knowledged that the initial alert and corresponding SMB traffic led itself to further investigation,
but some participants did get themselves off track to start by focusing on something that was
potentially not part of the attack chain at all. Participants that did this seemed to have tunnel

vision, which can be common among security analysts, especially when they have no other ca-
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pabilities or personnel to confirm their findings. Something I observed was that some of the
participant’s answers for the individual questions didn’t always match what they determined as
the attack chain at the end of the exercise. This can be seen with P5 who incorrectly answered Q4
as “185.199.111.133 (10:08:08 PM [EDT])”, but then correctly identified the three suspicious
remote hosts and the times that MCA likely occurred on the network when answering Q15 and
Q16. This could have been because they didn’t want to go and correct their answers or because
they were running out of time and didn’t have the time to go back.

For participant’s overall success using Riverside with the provided scenario, I think it was
hard to pinpoint anything specific that caused participant’s performance to be sub-par. P1 ex-
pressed the sentiment that “I’m sure I got stuff wrong because when there’s an attack, everything
seems suspicious!” Other participants said that not having that baseline knowledge of the envi-
ronment they were working in, such as a network map or asset list, was a hindrance. P4 stated
that ”it’s hard to know what I should be looking for because this isn’t my environment, and I don’t
have logs to correlate.” 1 think my results showcase that it’s hard to develop all-encompassing
visualization tools, and security is a dynamic field that lends itself to having a breadth of capabili-
ties. Last, even though the feedback largely positive, participants completed all of the Likert scale
feedback questions without knowing how well they’d performed, so while most participants an-
swered positively with these questions, some might have changed their responses had they known
their performance results. In particular, the results for participant’s efficiency were more mixed
than the other feedback categories since participants answered these questions without knowing

their “success” for the scenario.
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5.4.2 Generalizing the Results

I will now discuss how my results generalize to the broader fields of information visual-
ization and cybersecurity. While my sample size (n=10) was small, my participant pool was
representative of the cybersecurity community. My participants were an average of 33 years old,
70% male, and 30% female, and according to a 2022 survey, the average age of a cybersecurity
professional is 42 years old with 78% identifying as male and 22% identifying as female [116].
This supports that my results should generalize to larger populations, as I wouldn’t need to use an
adjusted method with a larger population, and task confidence intervals would actually become
narrower and more precise. Additionally, I developed a realistic incident response scenario and
tied it to a use case that security analysts have to perform on a regular basis: identification and
analysis of anomalous network activity. I also constructed my attack chain based on industry
standards of common attacker TTPs. While this was a controlled environment, my results show-
case the potential for using visuals to aid security analysts in performing correlation analysis, and
the need for using realistic scenarios when constructing usability studies.

Additionally, I posit that the compellingly positive feedback on Riverside’s design and vi-
sualization piece supports my bottom-up approach and can be applied to future cybersecurity
visualization development. Maintaining a “simple” and “‘easy to use” interface is easier for users
to digest, compared to the complicated and crowded visuals commonly used in cybersecurity. Se-
curity analysts need immediate visuals when balancing numerous alerts and capabilities, which
reinforces the need to “display all facets of an environment without user intervention.” Moreover,
allowing users to characterize the visualization makes them feel as though it’s theirs and further

motivates tool adoption. Going back to some of the capability gaps identified by prior research,
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participants were able to correctly identify the malicious lateral movement over SMB, 62% of
the time, and 70% of participants discussed suspicious SMB connections across the environment
when analyzing their perception of the initial network activity. Additionally, 60% of my par-
ticipants were able to correctly identify all or almost all of the attack chain with just an initial
prototype of Riverside, showcasing its potential for augmenting cyber-SA, particularly during a
critical event such as an incident response case.

All of the above points underscore the importance of balancing automation with user input,
especially when dealing with dynamic data in a technical field. Riverside provides a dynamic
visual of a network’s behavior to provide analysts that missing internal baseline. Additionally it
ties in the external component of an environment that is necessary to ensuring cyber-SA across
the entire domain of an analyst’s responsibility. Additionally, I show the possibilities for using
information visualizations to augment cybersecurity capabilities, specifically with the use cases
of situational awareness and correlation analysis. Furthermore, incorporating users into the entire
lifecycle of a tool will lead to acceptance within the community and increase the chances of

integration into a user’s processes and procedures.

5.4.3 Limitations

My participant size was very small, and since I used snowball sampling, I acknowledge that
this could have limited my results in establishing a realistic benchmark; however, I did manage
to recruit a broad range of participants in terms of background and experience. Additionally,
participants were probably keyed in that something anomalous was occurring on the network

whereas realistically, security analysts may just be keeping an eye on things without necessarily
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hunting for MCA.

Additionally, my scenario was developed entirely by me with input from an expert in visu-
alization but not in security, so question wording or ordering could have impacted my results. For
example, originally the answer to Q11 was FILEO1 in my answer key, but after reading through
some of the participant responses, I noticed that many people answered EMAILO1. When I re-
read the question, I realized it was slightly ambiguous through the use of the word “final,” which
was originally intended to be the final host compromised, but technically EMAILOI is the final
host accessed by the attacker before data is exfiltrated from the network. I then decided to accept
either host with a correct timestamp as correct answers.

I also use pre-captured network data and did not have participants use the real-time func-
tionality of Riverside. This was done to maintain a repeatable scenario across all participants
for accurate analysis. Additionally, an analyst would normally have other tools and personnel
at their disposal to confirm their findings, but I required them to complete their tasks alone and
using only the Riverside visualization. While most of my analysis was rudimentary, it provides a

first cut in quantitatively analyzing achieved cyber-SA using a cybersecurity visualization.
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Chapter 6: Conclusion

6.1 Summary

In this thesis, I presented my analysis from interviews with 24 network and security profes-
sionals which resulted in 14 themes and 24 visualization features mapped to user actions. Using
my interview results, I designed an initial prototype a network security visualization tool, River-
side. I conducted a formative usability study with Riverside to determine its usability, gather
feedback on its current design, and showcase how Riverside can be used to assist security ana-
lysts in maintaining cyber-SA of their networks. I directly showcased the application of River-
side for two of the aforementioned use cases, big picture SA and incident correlation, through
my usability study and direct feedback from participants. However, I make the argument that
Riverside’s architecture alone would assist with the third use case of asset management. Even in
the event that an internal host is unaccounted for, as long as it communicates with something on
the network that is monitored, Riverside will visualize the internal host as it communicates with
a “known agent.” This would provide an analyst the necessary information to deploy an agent to

the unmonitored host and start building out proper asset inventory.
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6.2 Future Work

In its current state, Riverside could become cluttered for larger networks, so techniques
such as clustering could be used to assist with scalability [117] and spatial reference. Some
of the more complicated features, such as frontend filtering or additional views, would need to
be added for Riverside to be deployed in a true operational capacity, but more testing is needed
before integrating those into the Riverside system. I would also like to add the ability for agents to
have a criticality tag that would allow users to filter on types of hosts based on how “important”
they are. Last, I want to incorporate node and timeline “staining,” which would perform two
functions: 1) add a tag to the timeline when a user interacts with a node and 2) stain a host that
a user thinks is “suspicious” to track all other hosts that it communicates with by adding a stain.
This would assist users in tracking their actions, as well as showcase the potential impact of a
given network incident. Furthermore, I'd like to explore how event or hybrid staging could be
incorporated into Riverside, as time-based staging has been shown to be less effective for online
dynamic networks [118], even though it is the natural way to handle temporal data.

In the future, I’d like to conduct a survey presenting different mock-ups to get broader feed-
back on the overall design of Riverside. After incorporating feedback from this into Riverside,
I’d like to perform an additional usability study that provides an analyst a traditional view of
network traffic and alerts and compare it to quantitatively measure achieved cyber-SA, similar to
the study performed by Giacobe [119]. I would then like to redo my usability study and compare
my original baseline to the improved interface to see if any of the features mentioned above have
a direct impact on the effectiveness of Riverside’s visualization. Last, I want to deploy Riverside

in an operational environment to complete a full usability assessment using the system usability
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scale [120] to provide a quantitative measurement of usability.

6.3 Research Implications

At a high level, due to the technical nature of security, involving users in the initial designs
and prototypes of a tool is paramount. This can be done in a variety of ways as shown through
other research [14, 20, 92], but if you have direct access to security professionals, it is best to
conduct user studies to directly align user needs and requirements to technical features and tasks.
This not only invests users in the development lifecycle but ensures that the features incorpo-
rated into the visualization are directly related to real tasks that users will perform. Additionally,
I posture that gathering input from adjacent fields will help identify components used by other
professions that can be applied to cybersecurity visualization, similar to how I interviewed net-
work administrators and NOC analysts. The themes and features presented in Chapter 3 showcase
critical components that visualization developers should consider when designing cybersecurity
visualizations.

Riverside’s architecture was intentionally designed to limit required user intervention while
supporting user-focused features. While Riverside’s design itself received overwhelmingly pos-
itive feedback from the usability study, my process of involving real users in the design and
evaluation process resulted in favorable responses and willingness from users to incorporate the
tool into their daily processes. Additionally, participants felt that the user interface was simple,
while still allowing them to interact with the visualization in ways that were meaningfully help-
ful for completing their tasks. Furthermore, despite the fact that Riverside was a prototype when

evaluated, participants still managed to complete on average almost 50% of the usability tasks,
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and 60% of participants identified all, if not almost all, of the correct attack chain. This highlights
the importance of designing and evaluating with a specific use case in mind, so that a tool can be
measured to its fullest potential.

My research showcases the gap that currently exists between visualization tool developers
and security professionals, or the users, of cybersecurity visualizations. I provide several themes
that should be used to guide future development of security visualizations while highlighting the
necessity of incorporating user-centered techniques in the information visualization discipline,
specifically those produced for highly technical fields. Security personnel should be considered
stakeholders, and their input should be used to shape and mold the features and functionality of
the visualization. One of the advantages in cybersecurity is defense in breadth and the ability
to have overlapping capabilities that provide a variety of insights. Visualizations represent one
type of capability. As highlighted throughout this research, security professionals are unlikely to
rely on a singular capability to maintain SA of their environments. Visualizations are uniquely
positioned to augment an area of security that lacks effective solutions.

Riverside’s design fills the gap of low network visibility expressed by cybersecurity defend-
ers, through a balanced visualization that provides analysts a big picture view of their network
and data-driven insights to maintain cyber-SA across all aspects of their environment. I assert
that Riverside’s design can and should be used to augment current cybersecurity capabilities that
already collect the necessary data. Throughout this thesis, I’ve shown the potential for using cy-
bersecurity visualizations to supplement current capabilities by providing high level cyber-SA to
analysts through the use cases of real-time situation awareness and correlation analysis. I have
demonstrated that for cybersecurity visualizations to effectively provide cyber-SA, a bottom-up

development approach, that is architected around end user actions and automatically visualizes
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all aspects of an environment, is necessary.
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Appendix A: Interview Study

I conducted semi-structured interviews with 24 participants. This section contains the re-

cruitment messages, demographics questions, the full set of interview questions, and my code-

book.

A.l

Interview Recruitment Messages

Below are some of the recruitment messages I used for the interview portion of my research.

“)  Kaitlyn DeValk
)

I’m conducting a study looking at enhancing situational
awareness on networks using data visualizations. If you
are interested in participating, please take this short
survey to schedule an interview:

. If you have questions, feel free to
reply or DM me.

(a) Twitter Recruitment Post

e Kaitlyn DeValk (She/Her) « You e
Coast Guard Officer, Graduate Student
® 3mo - Edited - ®

I'm conducting a study looking at enhancing situational awareness on networks
using data visualizations. | would like to speak with professionals who have at
least one year of experience as Security Operations Center (SOC)/Network
Operations Center (NOC) analysts or network administrators to understand the
tools they use For conducting incident response or maintaining situational
awareness of their network. The interviews will be conducted remotely via
video conferencing, last approximately 30 minutes, and be audio recorded.
Participants must be at least 18 years of age, a US citizen and consent to be
audio recorded in order to participate. This research has been approved by the
University of Maryland Institutional Review Board.

IF you are interested in participating, please take this short survey to schedule
an interview: https://lnkd.in/g64jCwhé. IF you have questions, feel free to reply
or email me at ksdevalk@umd.edu.

(b) LinkedIn Recruitment Post

Figure A.1: Interview Recruitment Messages. I posted on social media sites using the above

messaging to recruit interview participants.
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A.2  Questions

A.2.1 Demographics

These questions were included as part of the pre-screening survey.

1. How many years have you held a role as a network administrator and/or SOC/NOC analyst?
2. What gender do you most identify with?
3. What is your ethnicity?

4. What is your highest level of education?

A.2.2 Introduction

Hi, my name is Kaitlyn DeValk. Today, I will be conducting an interview with you to learn
more about your experiences with network and security monitoring tools and understand what
is necessary for you to be successful in your role. Have you read and signed the consent form
provided to you in the pre-screening survey? (*If the consent form has already been received,
skip the previous statement.*) You have the right to skip any questions that you are uncomfortable
answering or refrain from answering anything that pertains to an aspect of your job that you
cannot talk about. Please keep in mind that you have the right to withdraw from the study at any

time, at which point I will discard any and all information I have collected from you.

A.2.3 Interview Questions

1. What area of industry do you currently work in?
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10.

What is your job title, and do you have a supervisory role?

Approximately how large is your current organization’s network (endpoint count)?

How many analysts does your organization have (i.e. how large is your team) for maintain-

ing situational awareness of your network?

. On ascale of 1-5 (5 being excellent, 1 being poor), how would you rate the overall visibility

that you have of your company or organization’s network?

Do you have an accurate and up-to-date list of all devices/machines on your network?

(a) (If anything is low (1-2) or “no” response) What do you think is needed to remedy

these issues?

. What types of tools have you used to perform network monitoring i.e. network captures,

SIEM, EDR, DLP (Ex: Wireshark, Elastic, Cisco Prime, Solar Winds)?

. Have you ever used a network visualization tool to assist in your job tasks? (Provide some

examples of tools, if necessary)

(a) If so, can you name them and give a short synopsis on what you liked or disliked?

. Are you satisfied with the current tools your organization uses for maintaining situational

awareness of your network?

(a) Why or why not?

In your opinion, what is the most critical information or data that an analyst or administrator

needs to obtain during an incident response investigation?
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11. What user interface or layout would you envision for a network visualization tool and are
there any key features that should be included? (Allow participants to draw a basic sketch

or overview of their design or verbally share some features that they feel would be helpful.)

A.3 Tools Discussed

This is a list of all of the tools mentioned by participants when discussing network and

security monitoring capabilities.

Table A.1: Network Security Tools Mentioned by Participants

Tool Number of Times Mentioned

—

Acunetix
ArcSight

Arkime

Auvik

BlueCoat

Cacti
CarbonBlack
Chainsaw
Checkpoint

Cisco Firepower
Cisco Firesight
ConnectWise Automate
CrowdStrike

Dash

DataDog

Elastic Stack
Exabeam

F5 BipIP

FireEye NX
Gigamon

Google Stenographer
Grafana

Graylog

HP OpenView
LogRhythm
Microsoft Sentinel
Naggios
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—

Continued on next page
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Table A.1 — continued from previous page
Tool Number of Times Mentioned

Nessus 1
NetCool
NetlQ
OpenNMS
OpManager
Palo Alto
QRadar
Qualys
Securonix
SentinelOne
Shodan
Snort
SolarWinds
Splunk
StellarCyber
Suricata
Tanium
Terracotta
TippingPoint
VMWare NSX
Windows Defender
Wireshark
Zabbix
Zeke

e e N B e i S e < IO T NN T NN B S N R

This is a list of all of the visualization tools mentioned by participants when discussing

network and security visualization capabilities.

Table A.2: Network Visualization Tools Mentioned by Participants

Tool Number of Times Mentioned
Arkime 2
d Auvik 1
BloodHound 2
Cacti 1
Cytoscape 1
DrawlO 1
Gephi 1
Grafana 1
Graphviz 1

Continued on next page
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Table A.2 — continued from previous page

Tool Number of Times Mentioned
Kibana 2
Microsoft Visio
MISP
NetWitness
QRadar dashboards
SolarWinds
Splunk dashboards
vRealize Network Insight
Wireshark
Zenmap

—_— = = N W = = = W

A.4 Codebook

I provide definitions for all of the codes used in my final codebook. These are the same

codes located in my theme maps, as shown in Figures 3.3, 3.4, 3.5, and 3.6.

Table A.3: Interview Codebook. This showcases each code along with its definition and the
number of times it was coded in my interview corpus.

Code

Definition

Count

Ability to communicate infor-
mation effectively during an
incident is paramount

Ability to link incident to the
network logs or data is an im-
portant capability

Access to
tools

top-of-the-line
Asset management is com-
plex

Auditing would help with as-
set management

Participants claimed that information flow among
their teams was one of the most important parts of
IR, whether that be the information being commu-
nicated or that people knew who to communicate
itto

Ability to link alert or event on the network
to the actual data internally is something par-
ticipants stressed importance for in incident re-
sponse/management

Participants were satisfied with their capabilities
because they have access to the best tools in the
industry

Participants gave this as a reason for why they
might not have an accurate list of devices or net-
work map and that it’s a complicated issue
Participants expressed lack of processes or policy
and communication as well as people following
not those policies hurts asset management in their
companies

6

12

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Average network situational
awareness

Building a timeline can help
with incident response

Capabilities aren’t being used
to their capacity

Capabilities provided do not
meet needs of user

Custom tools developed to
meet needs

Data aggregation is important

Dislikes inability to use tool
outside of professional envi-
ronment

Dislikes interactive portions
of tools

Dislikes requirements of ad-
ditional resources or require-
ments for capability

Dynamic network mapping
with host discovery can im-
prove network visibility

Scores of 3 on visibility of network or where par-
ticipant provided an answer of ”yes” with a caveat
to having an updated list/map of devices on their
network

Participants said that being able to create and doc-
ument a timeline of events from network data can
help with incident management

Participants are somewhat satisfied with the in-
sights they have but feel they could do more with
their tools and either don’t have the support, re-
sources, or knowledge to do that

Participants worked organization where certain ca-
pabilities or tools were dictated by someone other
than their team and that may not be what their spe-
cific team necessarily needs

Participants said their company has developed cus-
tom in-house tools or capabilities to meet their
needs or that they will do that when a tool they
have isn’t doing what they want

Participants feel like at the end of the day, having
the raw logs or data and having them in one place
helps them when they need to investigate some-
thing

Participants feel that tool is either too expensive or
inaccessible for people to use outside of a corpo-
ration and therefore leads to inability to become
proficient at it outside of work environment
Participants dislike having to activate tools to then
click on pieces of a visualization, would rather just
be able to interact with the nodes or visualization
parts themselves and have the visualization update
automatically from that

Participants either disliked that a tool had addi-
tional software or hardware requirements to cor-
rectly function, making it cost more in money or
time

Participants stated that they felt a dynamic network
map or visualization would be useful for their job,
particularly for identifying hosts on their network
that may be untracked or no longer there

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Familiarity with environment
1S more important than any
tool output

Graphical view provides in-
sight into network topology

Great network situational
awareness
Implementation of tools by

others was done poorly
Invest in dedicated capabili-
ties for asset management

Known unknowns are a blind
spot in networks

Large network

Long-term packet
storage
Moderately-sized network

capture

Monitoring and tool redun-
dancy

Multi-dimensional tool that
provides multiple use cases

Multiple teams or large
for maintaining situational
awareness

Participants felt that no tool is going to have the
“answer” and that analysts need to be familiar with
their network environments which is paramount
during an investigation

Participants that either have used graphical views
of networks and appreciate being able to see the
individual hosts or network from a big picture view
or that didn’t have that in their environments and
wish they did

4 or 5 in visibility or ”Yes” for up-to-date device
list

Either from an engineering perspective or from
other analysts where participant couldn’t then
change the dashboard or tool layout or missed
alerts and lower network visibility

Participants described this either as tools that are
meant to perform asset management or a person
who owns the asset management component
Participants claimed that it was understood that
there were probably hosts not being accounted for
that were inadvertently discovered during an inci-
dent or that couldn’t run endpoints (ex: IOT de-
vices); usually due to network size, poor asset
management, or environment requirements
Participant works on a large network (thousands of
endpoints)

Mechanism participant’s corporation uses to main-
tain situational awareness on their network

Size of participant’s network is in the low thou-
sands of endpoints

Participants claimed that they either have tools or
capabilities that overlap enough in areas that they
feel they have no blind spots or that they have a
backup capability

Participants use a particular tool for multiple func-
tions within their network or security monitoring
Participants work for corporation where there are
multiple teams/divisions to manage their networks,
usually include 24/7 monitoring

15

17

14

12

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Network visualizations are
only one piece

Network visualizations
should provide basic infor-
mation that can be used to
pivot

Network visualization tools
can help explain things to oth-
ers

Poor network
awareness

situational

Prefers 3D or rotational net-
work diagrams

Prefers big picture layout to
start with ability to dip deeper

Prefers combination of charts
and graphics for visualizing
data

Prefers heat map style visual-
ization to show network areas
to start

Prefers open-source tools

Prioritization of assets can
help with asset management

Situational awareness on a
network is never 100%
Small network

Small team for monitoring

For some participants, they care more about the
forensics or individual host level, so the network
visualization is something used but not their focus
or main tool

Participants felt that a visualization should provide
basic data about a host or traffic to then easily pivot
to another part of the visualization or tool when
investigating something on the network
Participants said that they like using visualizations
to help explain things to upper-level management
or to non-technical people

Scores of 1-2 or "no” to visibility of network and
having an updated list/map of devices on their net-
work

Participants said they prefer a 3D model or mov-
able network diagram where they can see ”behind”
something to understand the topology better
Participants like the visualization piece to be the
main focus to start and can have filters or pop-ups
for more detail since they dislike how much data
some of the tools have up front

Participants like a combination of charts and visu-
alizations to showcase data

Participants liked the idea of showing general net-
work areas and then as you zoom or scale, it can
show hosts in a certain part of the network
Participant likes open-source tooling since they
can make modifications to it on their own, have
more control over the functionality, and avoid large
expenses (cost)

Participants said that prioritization of the most im-
portant assets can help drastically improve asset
management, especially during critical times like
a network incident

Participants claims that analysts should never be
fully satisfied with the tools or network state

Size of participant’s network is in the hundreds of
endpoints

Participants work for corporation where it’s a sin-
gular team or group of people who manage the net-
work

11

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Tool abstracts too much from
user

Tool aggregates network data
automatically

Tool easily links network de-
vices together

Tool is hard to use

Tool needs to be flexible to
the environment it’s deployed
on

Tool presents too much infor-

mation at the start

Tool requires manual inter-
vention from user

Tool wasn’t cross-platform
compatible
Tools are only as good as the

data fed into them

Tools are used for something
other than intended purpose

Tools were tuned well for
user’s needs

Participants felt that tool didn’t give user enough
detail into the data, whether that was that inaccu-
rate data was being fed in or that tool just didn’t
provide enough insight with no way to change that
on their end

Participants liked tools that put all of their data in
one place so they could easily use it to make visu-
alizations or graphs

Participants liked that a tool they used showed
how the devices on their network were connected
and/or that they could provide some information
about the connection between hosts

Participants felt the tool was hard to learn how to
use or complicated from personal experience or
from watching others use it

Participants claimed that either size or complex-
ity of network make it hard to visualize with tools
they’ve used, particularly because of too little or
too much data that flows on their network
Participants said a dislike they had for tools was
those that present a lot of information, especially
on the initial screen which can lead to burn-out or
complacency

Participants described tools that required manual
intervention from them to get alerts to trigger
(workflows they have to build) or that the visuals
need to be manually built out

Participants felt certain tools catered towards cer-
tain environments and didn’t have good cross plat-
form capabilities

Participants made the statement that any tool is
only as good as the data being fed into them which
can affect the performance or story that the tool
tells

Participants described having to use tools for
something they weren’t intended to do because
they lacked a certain capability, both positive and
negative

Participants felt that they were currently satisfied
because their tools or capabilities were tuned well
to their goals or use case

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Understanding the attack vec-
tor is important for incident
management

Use scoping to deal with inci-
dents

Verbose logging can help
with network visibility

Visualization Features

Ability to add criticality tag to
hosts

Ability to classify or label
network entities based on his-
torical data

API-compatible to connect to
other APIs or resources to
correlate data

Ability to correlate incident
or case management alerts to
traffic

Ability to drill-down for more
detailed data

Ability to filter data and save
these filters if needed

Participants said that understanding what an attack
was targetting and if there is a threat actor involved
what their TTPs are to prevent future attacks and to
inform recovery decisions

Participants said that it was imperative to under-
stand the initial scope of an incident (i.e. where
did this start, where is this on the network, what
was compromised initially, etc) and then the ex-
tent/impact of the incident before taking further
steps

Participants said they use very detailed logging to
increase their visibility or situational awareness on
their network

This represents features participants mentioned
when discussing specifics about designing a net-
work visualization tool and will not be used for
thematic analysis directly.

This can be either pre-set or during an incident so
analysts know which hosts are important to keep
track of; can help keep track of assets or network
segments that are more critical or important
Either user or engine driven; remember classifica-
tions or labels analysts give traffic or connections
so they don’t have to keep tagging it repeatedly as
good or bad and be able to lets analysts know when
common “bad” things are happening

Being able to automate either searching for some-
thing like an IP address by connecting to other tool
APIs or to automate pieces of the tool through its
own API to save them time

Tag traffic or activity as an ’incident” and have the
incident management built into the tool and con-
nect this to alerts

“Less 1s more” up front with the ability to get more
details as you click through or hover over compo-
nents

Search for specific hostnames, protocols, IP ad-
dresses, internal/external connections OR auto-
mated filtering beforehand for traffic that is just
noise” in user’s environment

11

11

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Ability to have different sym-
bols for different types of
hosts

Ability to have different
views or dashboards for the
visualization

Ability to have multiple envi-
ronments or profiles

Ability to highlight parts of
the graph & show stats
Ability to label nodes or hosts
on graph

Ability to scale or move visu-
alization

Ability to see metadata for
hosts or machines that are un-
accounted for

Ability to see shared re-
sources for an application or
host

Ability to share layout or dis-
play with other users

Ability to show amount of
network communication vi-
sually

Ability to show general
counts of interest to a user

Ability to show network from
a geographic perspective

Ability to show network seg-
mentation

Ability to show snapshots in
time of the network state

Either through images, shapes, or patterns to dif-
ferentiate entities other than through colors

Show data in different formats, whether that’s ta-
bles or dashboards or different visualizations so
people can have a choice on what they prefer to
look at and have these views be customizable (ex:
static vs dynamic flows)

Able to load multiple network maps or environ-
ments, especially for multi-tenant environments,
and have these be customizable by the user

Get stats on only some hosts or a given network
segment

Either with things from the hosts themselves or for
analysts to add notes

Screen is “infinite” so you can put what you want
to see on the page or zoom in on certain parts
Being able to query/see information about a host
that is possibly unaccounted for on the network in
terms of asset management or endpoint detection
but communicating with a host that is

See links between hosts running a certain applica-
tion or sharing network resources to understand the
impact of an incident or traffic

Saving or sharing visualization layout in standard
format to import into another tool or to have an-
other analyst pull it up on their screen

Change the size of the line connecting a host to
another dependent on how many packets there are
for a specific connection/communication

Have some general numbers on the visualization
initially (i.e. number of agents) to provide a high
level "lay of the land” to start

For global companies, having the ability to see
where a host is in the world and be able to zoom in
on a country, state, city, etc

Show segments of the network so it acts like a dy-
namic “paper” network map to see how everything
is connected

Show how traffic or the network has changed over
time

10

2

Continued on next page
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Table A.3 — continued from previous page

Code

Definition

Count

Ability to showcase common
anomalous traffic to guide
users to investigate

Ability to use colors to con-
vey some event to user

Ability to visualize network
communication between
hosts

Ability to collapse or pop-out
menus versus static option

Have some sort of chart or pop-up of common
anomalous traffic so that users have something to
guide them while monitoring their network

Use colors to convey network events or incidents
(such as ”good” or ’bad”) so that when it comes
up, analysts immediately know what it is

Show data, protocols, or general communication
between hosts, either internally or internal to ex-
ternal, visually (either statically or dynamically)
If there are options for selecting things, make
menus collapsible or only pop-ups so they don’t
take real estate away from the visualization com-
ponents

99




Appendix B: Usability Study

This contains the demographics questions, scenario tasks and questions, and the Riverside

instructions.

B.1 Questions

The following questions and participant responses were captured in a Qualtrics form.

B.1.1 Demographics
1. How many years of experience do you have in the security field?
2. What gender do you identify with?
3. What is your age?

4. What is your highest completed level of education?

B.1.2 Scenario Tasks and Questions

Scenario: It is July 25, 2022, and a user contacted their organization’s IT shop explaining
that they saw a notification from their antivirus claiming there was HackTool: PowerShell/PsExec.B/MTB

on their device. You are a security analyst that has been assigned to investigate the report. Before
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sounding the alarm and jumping to rapid response procedures, you have been tasked to determine
the big picture and understand if this event requires full incident response. The IT shop received

the call at “07/25/2022 10:08:30 PM EDT” and stated that the user’s workstation was WS02.

1. Navigate to the time of the user’s reported event on the timeline. How many “remote” or

gray nodes are present on the visualization at this time?

2. Tag the internal host you are investigating by giving it a distinct color, shape, or label.

Which option did you choose?

3. Look through the traffic around the time of the call. Why do you think this alert warrants

further investigation on the network?

4. Using the network data provided to you, determine the first suspicious remote host IP
address that communicates with an internal host and at what time. Enter the IP address and

time below (HH:MM:SS AM/PM).

5. Mark the first suspicious host by giving it a distinct color, shape, or label. Which option

did you choose?

6. What is the first host that was compromised in the network? Choose the host below.

7. Using the network data provided to you, determine the second suspicious remote host IP
address that communicates with an internal host and at what time. Enter the IP address and

time below (HH:MM:SS AM/PM).

8. Mark the second suspicious host by giving it a distinct color, shape, or label. Which option

did you choose?
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10.

11.

12.

13.

14.

15.

16.

. What protocol is the second suspicious host using to communicate with the internal net-

work?

What protocol is the attacker using to move laterally through the internal network?

What is the final host that the attacker accesses and at what time? Choose the host and

enter the time below (HH:MM:SS AM/PM).

From which host and at what time does the final piece of the attack chain originate? Choose

the host and enter the time below (HH:MM:SS AM/PM).

Using the network data provided to you, determine the third suspicious remote host IP
address that communicates with an internal host and at what time. Enter the IP address and

time below (HH:MM:SS AM/PM).

What internal hosts appear to be compromised within the network? Check all that apply.

Describe in your own words the attack chain for the incident that occurred on this network.

Please be as specific as possible by using hostnames, timestamps, and IP addresses.

What action would you take at this point?

B.1.3 Qualitative Feedback

I used a 5-point Likert scale to collect feedback for three different categories with the

possible responses being Strongly Disagree, Somewhat Disagree, Neutral, Somewhat Agree, or

Strongly Agree.

1.

Ease of use:
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(a) It was easy to maneuver through time.

(b) It was easy to see the traffic between hosts.

(c) It was easy to change node properties (colors, labels, or shapes).
(d) It was easy to select a node(s).

(e) It was easy to get more information about a host.

(f) It was easy get more information about a piece of network traffic.

(g) It was hard to use the tool.
2. Experience:

(a) I enjoyed using the visualization tool.

(b) 1disliked the visualization layout.

(c) I could see myself using the tool in a professional environment.
(d) Icould see myself using the tool for personal means.

(e) I would recommend this tool to someone else.

3. Efficiency:

(a) I experienced performance issues with the tool.

(b) 1 completed all of the required tasks easily with the tool provided.
(c) Icompleted some tasks with ease but struggled with a few.

(d) Istruggled to complete any of the tasks with the tool provided.

Additionally, I allowed participants to type into a free-form text box or verbally provide

feedback at the conclusion of their session.
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B.2 Riverside Instructions

I allowed users to download the instructions located below to reference during the scenario,

which supplemented the instructional video they watched before starting the scenario tasks.
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This is a list of interactive options that you have as a user of the visualization tool as shown in
the training video. Feel free to reference this as you complete tasks and answer questions.

Below is an overview of Riverside with agents in the cyan color and remote nodes in the
color gray, connected by edges which represent different types of network traffic.

@ localhost:9000

€ > C @ localhost:500¢

(08/03/2022,02:24:32PM B B »
i

29 30 31 32 33 34 35 36 37 38 39 40 M 42 a3 a4 45 46 a7 a8 49 50 51 52 53 54 55
3 August 14:24

1. Nodes can be dragged around on the visualization, which will move the edge
connecting nodes as well. The visualization canvas can also be moved around and
zoomed out or in to change what’s in your canvas view.

2. Hover: You can hover over a segment of network traffic or node to see more information

about that component.

@ localhost:5000

€ > C O localhost:00c

10,00 SSL: 10.0.0.249:44656¢—10.0.0.12:8009

Field  Value
Start Time: Wed Aug 03 2022 14:30:23 GMT-0400 (Eastern Day
\:d!m\r ‘Wed Aug 03 2022 14:30:23 GMT-0400 (Eastern Day

10.0.0.160

Thmughp

xps15

08/03/2022,02:24:32PM O] B »

14:15 14:20 ‘ 14:25 14:30 14:35 14:40 14:45
Wed 3 August



@ localhost:9000

= C  ® localhost:500¢

100012
100.0.160
xps15
Field  Value
Created At: 2022-08-03T18:24:16.2223487
Updated At: 2022-08-03T18:24:16.2223487
Hostname  xps15
os linux
Architecture: amd64
Known Interfaces:

10.0.0.246

1.12700.1
2.100.0249

3.10031 162,158,134.234
4.192.168.245.1
5.192.168.120.1

6.172.17.01
7.153.17.52.1
81010101

pr‘lS

08/03/2022, 02:24:32 PM [u] [ »

14:15 14:20 1425 14:30 14:35 14:40 14:45
Wed 3 August

Nodes: You can change node colors, shapes, and labels by right-clicking it and choosing an
option.
a. Colors:

Change Shape
10.0.0.246 ‘

Change Label
| |

Theme Colors
H EEENER

My Host

s -IlIIIIIII
:

Standard Colors

] | ENEEE
Web Colors History.

Fsoodoso ™ #ioooo

% Cancel

Remote Host

10.0.0.106

|08/16/2022,04:49:56 PM 1] B »

16:48 16:49 16:50 16:51 16:52 16:53 16:54 16:5

b. Labels:



My Host

Field Value
Created At:  2022-08-16T20:44:48.483991Z
Updated At: 2022-08-16T20:44:48.4839912
Hostname  xps15
0s: linux
Architecture: amd64
Known Interfaces:
1.127.0.01
2.10.0.0.249
3.1003.1

My Hc Change Shape

\ v

Change Label
10.0.0.12 [My Host |

Theme Colors
H EEENEEN

* II“IIIIII
:

Standard Colors

am ENEEE
Web Colors History st
sttt Ugtatotz
10.0.0.106
% Cancel

‘08/16/2022, 04:49:56 PM ]

v
¥

16:47 16:48 16:49 16:50 16:51 16:52 16:53 16:54 16

c. Shapes:

10.0.0.246
\ Change Shape

| Diamond

Change Label

Theme Colors
H EEENEEEN

y II“IIIIII

Standard Colors “

Xpsl5

[ J ENEEN
Web Colors History
O s W artrivt

\ ® Cancel

10.0.0.160



4. Timeline:
a. You can scale the timeline by zooming in or out when hovering over it.

@ localhost:9000 x  +

< C @ localhost:5000

10.0.0.160

xps15

34.107.221.82

52.86.220.33
10.0.0.12
>
700 800 900 000 100 200 300 400 500 600 700 800 900 000 100 200 300 400 500 600
16:45:27 16:45:28 16:45:29

b. The red line represents real, or current, time, where the blue cursor can be dragged
when the visualization is paused to move forward or backward in time. Additionally you
can enter a date and time in the box just above the timeline to automatically move to a
point in time.

@ localhost:9000 x  +

< C @ localhost:s:

10.0.0.246

/

xps15

1000.12 /
~

10.0.0.160
10.0.0.106
\og{w 6/2022, 04:49:56 PM o » »
16:43 16:44 16:45 16:46 16:47 16:48 16:49 ‘1650 16:51 16:52 16:53 16:54 16:55 16:56 16:57 16:58
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