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The implementation of Uncrewed Aerial Vehicles (UAVs) for civilian and military pur-
poses requires safety protocols. Control surface failures are among the most common is-
sues in fixed-wing UAVs. This study presents two heuristic-based algorithms developed to
detect such faults. The Mahalanobis Distance Fault Detection Algorithm (MDFDA) em-
ploys the Mahalanobis distance to identify anomalies in UAV states. On the other hand, the
Fuzzy Logic Fault Detection Algorithm (FLFDA) uses fuzzy logic to identify jammed con-
trol surfaces. In the event of a fault, an emergency path planning algorithm is initiated. This
algorithm leverages terrain and population data to pinpoint safe landing zones. However,
the type of fault the system encounters will impact the aircraft’s ability to reach these safe
zones. In this study, unreachable zones are delineated based on the specific control surface
fault detected. These zones are areas where the aircraft cannot land or traverse due to the
fault. By employing the proposed protocol, the aircraft can detect a fault during mid-flight,
select a safe landing zone within its reachable range, and mitigate the effects of the control
surface fault. This approach enhances the chances of preserving the aircraft and ensures

the safety of the surrounding population.
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Chapter 1: Introduction

1.1 Motivation

As autonomous flights gain more popularity for both commercial and military purposes,
likelihood of accidents increases. History has shown that when new technologies are intro-
duced, there is often an initial period of increased property damage and injuries as people
adapt to them. Some examples of it are nuclear accidents [1], microwave oven related in-
juries [2]], and even hybrid or electric cars [3]. As the industry leans towards a future with
fully autonomous flights, it becomes crucial to establish and rigorously test a hazard miti-
gation plan. Similar emergency path planning algorithms have already been developed for
autonomous land vehicles available to the public [4] [S] [6].

According to Williams [7]], who analyzed factors contributing to accidents in various
US Army aircraft, aircraft malfunctions were the most common causal factors in four out
of five cases. This percentage exceeded those attributed to maintenance issues. Similar
conclusions were reached by Ghasri and Maghrebi [8]]. This study will focus on faults in
control surfaces, which fall under the category of aircraft malfunctions. Such faults occur
when the signal from the autopilot isn’t registered by the control mechanism. For small
Uncrewed Aerial Vehicles (UAVs), this mechanism is often a servo. The severity of the
fault can result in a range of mission impacts. In cases where the fault’s effect is minimal,
such as when one servo gets stuck at a zero-degree angle, the mission can proceed with

minor adjustments, as is often the situation. However, there are cases in which the servo



might abruptly switch to its maximum deflection and stay there due to an electric failure.
In these instances the mission becomes unattainable, and the UAV should either attempt
to land or deploy a parachute. Such faults demonstrated to pose significant risks when
the UAV is flying over populated areas [9] prompting extensive research to enhance public
safety [10] [L1]].

If the chosen course of action is to land, the faults afflicting the UAV will inevitably
impact its maneuverability. For instance, a rudder fault would constrain the UAV’s ability to
alter its course. These specific scenarios must be taken into consideration by the algorithm
responsible for determining safe landing zones, a concept previously developed by our lab.

Our security protocol is characterized by Fig. [I.1] similarly to SafeEye project [12],
follows a series of steps: First, a fault is detected. Next, a landing zone where the faulty
aircraft can reach is found using terrain and population data. Lastly, a Bi-directional Rapid

exploring Random Tree algorithm (BRRT) algorithm is run to find the best path from the

aircraft current position to the selected landing zone.

Fault detected

Determine Lading Zone

Figure 1.1: Fault detection and emergency landing protocol

1.2 Contributions

This research presents the development of two heuristic-based algorithms designed for

detecting faults in fixed-wing UAVs. Unlike much of the existing literature that relies on



simulation data to evaluate their fault detection algorithms, these algorithms were trained
using real flight data in which simulated faults were introduced. This approach enhances
the decision-making process by increasing the likelihood of selecting the optimal course of
action, ensuring the safety of individuals and the preservation of the aircraft.

While studies investigating the impact of faults on path planning are abundant in the
context of multi-rotor UAVs [[13] [[14] [15]], there is a notable gap in terms of faulty fixed
wing UAVs. Utilizing both simulation and experimental flight data, restricted zones were
calculated where a UAV with a specific fault would be unable to transit without complicated

maneuvers. This process is best illustrated in Fig. [[.2}

¢ Flight tests with fault injection in control surfaces
e Heuristic based algorithms to detect fault

¢ Analyze aircraft movement from flight tests
® Choose an unpopulated, low elevated, smooth area where the aircraft
can reach despite a fault

e Motion plan the trajectory accounting the limited movements

Figure 1.2: Fault detection and emergency landing contributions



Chapter 2:  Fault Detection

2.1 Introduction

Autonomous flights introduce the potential for operations beyond the reach of GPS
or communication signals. In the event of a system anomaly, timely detection becomes
critical to preempt the aircraft from becoming uncontrollable. Prior studies have examined
fault identification and isolation in UAVs. For instance, servo failure is a complex issue,
often requiring substantial computational resources and extensive data for implementation.
Zhang et al. [16] where a Kalman Filter is applied to this situation. A similar approach
is the one from Gheorghe et al. [17] where a servo loop model was develop to compare
the actual deflection vs the command coming from the autopilot. Cork and Walker [18] in
2007 implement the knowledge of the UAV nonlinear model to detect anomalies in control
surfaces using their Interactive Multiple Model and Unscented Kalman Filter IMM-UKF)
algorithm. Henry in 2012 [19] used the Linear Parameter Varying technique based on
H.. All of the above examples have one thing in common, they need a model of the
controls to the actuator or the whole system. Creating such models, involving transfer
functions based on force and moment equations, demands a comprehensive understanding
of the vehicle’s dynamics. The IMM-UKF algorithm by Cork and Walker, for instance,
required numerous flight and wind tunnel tests to build its nonlinear dynamics model, in
turn consuming substantial time, money, and computational resources.

Aviation history showcases instances where heuristic or rule-based approaches have



been adopted. In 2009, Heredia et al. [20] developed an algorithm to monitor small UAVs
in a swarm system by having a reference UAV that measured the states of the rest of the
vehicles using sensors and cameras, with this they were able to detect UAVs that were not
behaving as commanded. For fault detection, in 1995 Douglas and Speyer [21] create an
algorithm for fault detection using a rule-based approach algorithm, however, there was
no fault isolation. Lee et al. [22] used a Random Forest algorithm to prioritize the data
that was calculated by weighting similarity measure. Freeman et al. [23]] compared a data-
driven algorithm versus a model-driven one, both trained by the same flight test data sets
for failures in control surfaces. Corbetta et al. [24] combined physics-derived principles
with empirical equations to enhance their fault detection algorithms.

A crucial aspect of fault detection is fault isolation, which determines the affected con-
trol surface. There are different types of servo failures, if the servo is not responding to
the incoming signal and it is stuck at a random angle or zero degree angle it is called a
jammed actuator. Another kind of fault is presented when the servo is moving, but the
physical degree does not match the input signal, this is known as a weak signal. This study
concentrates on the stuck servo fault type.

The heuristic-based algorithms utilize flight test data to conduct real-time simulations
for fault detection. The dataset includes flights with injected faults in ailerons, rudders, and
elevators.

In this chapter, two heuristic based algorithms for fault detection are introduced the
Mahalanobis Distance Fault Detection Algorithm (MDFDA), and the Fuzzy Logic Fault
Detection Algorithm (FLFDA). These algorithms were chosen because they have been de-
velop before in detecting anomalies in a different scope. MDFDA and FLFDA also comes
with a number of how bad the fault is affecting the states of the aircraft (Mahalanobis dis-
tance for MDFDA and a scale from 0 to 1 in FLFDA). Section [2.2] describes the theory

behind them and how to apply them in the presented problem. Section [2.3] describes the



experimental flight data collection methodology and the analysis for the threshold values
of the algorithms. Finally, section [2.4] contains the performance of both algorithms using

the flight data collected.

2.2 Algorithms

The algorithms proposed in this research are designed to detect faults that could jeopar-
dize a mission by altering the chosen path or rendering the aircraft incapable of flight. The
heuristic approach is preferred due to its rapid development, not necessitating an intricate
model for implementation. For small UAVs, prompt fault detection is essential, as their
dynamics are swiftly affected due to their compact size. While many previously developed
algorithms for fault detection require computational power that’s feasible on standard desk-
top computers, adapting such programs for compact onboard computers suitable for UAV's
can be challenging. The featured algorithms are streamlined enough to run effectively on
lightweight onboard computers, enabling fault detection within the system itself without
the need to transmit data to a ground station for processing. This allows UAVs to carry out

autonomous missions even in locations with limited ground control communication.

2.2.1 MDFDA

The Mahalanobis distance is a metric that quantifies the distance between multiple
characteristics [25]], and these characteristics have been previously correlated with states
in autonomous research. Similar to the approach of Park et al. [26], this algorithm is
trained using normal flight datasets, distinguishing it from rule-based approaches where
unique data is required for each fault. Lin et al. [27] utilized the Mahalanobis distance to
detect anomalies across the entire UAV system, identifying anomalies in over 50 distinct

attributes, ranging from temperature sensors to motors and telemetry. These attributes were



grouped into smaller sets of 2 or 3 to reduce computational demands. In this study, a sim-
ilar approach is adopted, employing 13 states to detect anomalies or faults specifically in
control surfaces.

The state variables used in this algorithm (xpp(t)) are altitude (k in meters), Euler
angles (roll ¢, pitch 6, and yaw v in degrees), angular rates (roll rate p, pitch rate g,
and yaw rate r in degrees per second), angular accelerations (roll acceleration p, pitch
acceleration ¢, and yaw acceleration 7 in degrees per squared second), and velocities in
each axis (vy, vy, v; in meters per second). With these state variables, the Mahalanobis

distance can be calculated using Eq. 2.1}

MD(t) =\ G (1) — 1) TS~ Cenr (1) — 1 2Y). @1

Where ,LT(tS represents the vector containing the cumulative averages of each variable up to
time ¢, and S is the covariance matrix for all 13 state variables. To calculate S, 13 distincts
nominal state vectors were collected from data sets. These vectors created a 13x13 state
matrix that was used to compute a covariance matrix.

The state matrix used in this algorithm was composed by vectors of 4 different flight
tests, the reason for this was to have a wide range of flight conditions, but it can also be
done gathering vectors from a single nominal flight. The number of state variables used in
this algorithm was selected through tests, first a 5x5 state matrix was tested, with that false
positive rate would increase. However, at a 18x18 state matrix show a slower detection
time and a lower detection rate. The state variables used were set to the 13 variables in the
vector m was determined to yield the best overall performance.

To detect a fault using MD a threshold value (MD;;,,,) must be determined. Through
tests and data analysis that value was established at 1000. The output of MDFDA at time

t is O if the state is nominal and 1 if a fault was detected , i.e., the MD(z) is greater than



1000. Algorithm[I] shows the pseudo code for this method, where lines 5 and 6 described
an altitude filter where the aircraft is either on land, taking off or landing. In these cases
the algorithm will not detect a fault i.e., Fault, is 0. If the altitude exceeds 20m, the MD is
calculated and compared to the MDy;,, value of 1000. If the calculated MD surpasses this

threshold, a fault is detected, and consequently Fault; assigned value is 1.

Algorithm 1 MDFDA(MDy;,,, S~ ', 1)
1: for Every t do

2: )_CA_/[B <— state vector at time t
3: ﬁ < cumulative state averages
4: if (¢) < 20 then altitude check
5: Fault, < 0 i.e. the aircraft is not flying
6: else
7 MD; /(i — )75~ (T — 1)
8: if MD; > MDy;,,, then
o: Fault, + 1
10: end if
11: end if
12: end for
2.2.2 FLFDA

Fuzzy logic was originally introduced in the 1960s by Zadeh [28]] which proposed the
idea of a non-absolute logic. This novel approach acknowledges that certainties possess
varying degrees of magnitude based on the fluctuations within the values of its components.
In essence, traditional binary outcomes, such as O for 'no’ and 1 for yes,” give way to a
range between 0 and 1, signifying the degree of certainty. The extent of this certainty
relies on the attributes of the components involved. For instance, the query *Was the flight
successful?” would not be characterized by a simple binary response, but rather by a score
ranging from O to 1 that signifies the level of success. This degree of success would be

contingent upon the attributes considered by the organization in question to determine a



rating. For example, if mission completion is deemed the most crucial attribute, it would
be assigned a higher value compared to other attributes, such as on-time takeoff.

Fuzzy logic has found application in anomaly detection in various domains. Adhikari et
al. [29] utilized it in transmission lines, Maruyama et al. [30] for air conditioning systems,
and Demidova et al. [31] for energy conversion systems. In the field of UAVs, fuzzy
logic has been employed for path tracking and obstacle avoidance by Donk et al.[32]], for
sensor fault by Gao et al.[33], and for control strategies by Hazaf et al.[34] among other
applications. However, its usage in detecting servo faults from flight data has not been
explored.

FLFDA uses a distinct state vector m containing the following state variables: alti-
tude (h in meters), Euler angles (roll ¢, pitch 0, and yaw y in degree), angular rates (roll
rate p, pitch rate g, and yaw rate r in degree per second), and velocities in the z-axis (v, in
meter per second). Table 2.1 provides an overview of the conditions, referred to as charac-
teristics, indicative of faults in specific actuators, along with coefficients representing the
weights assigned to each condition for every control surface. These conditions correspond
to spikes in various state variables linked to each faulty servo, determined through logical
reasoning and analysis of collected data. The coefficients associated with each condition
serve to amplify the effect of each fault on each state, with their values established through
empirical selection. A sensitivity analysis was conducted to evaluate the influence of vari-
ations in these coefficients, as elaborated in Section 2.4}

Algorithm [2]describes the steps in FLFDA to detect a fault. Similar to MDFDA, lines 2
through 4 execute the altitude verification step to halt fault detection while the aircraft is on
the ground. In lines 6-9, the algorithm encompasses the comparison of system state vari-
ables with the conditions specified in Table 2.1} and subsequently assigns the coefficients

linked to each anomaly. This process extends across all three fault categories: aileron,



Table 2.1: FLFDA limit values and coefficients

Control Surface | Conditions Coefficient

161 > 20 deg 3

Igl > 40 deg/s 3

Elevator v, > 10 m/s 1
l¢pl > 30 deg 2

Igl > 50 deg/s 1

Rudder Irl > 50 deg/s 3
v, >20 m/s 1

0 <-15 deg 1

. l¢pl > 50 deg 2
Ailerons Ipl > 50 deg/s 3
v, > 10 m/s 1

rudder, and elevator. Line 10 calculates the degree of certainty, as specified in Eq. 2.2]

Coeffapplicable

2.2
Coef frorat (22

CScerminty =

Here Coef fuppiicabie denotes the addition of the coefficients for anomalies present of the
fault to a specific control surface (CS), Coef f;o1a1 represents the accumulation of coeffi-
cients across all conditions within the CS. In lines 12 and 13 of the algorithm [2] from the
three different CS (aileron, rudder and elevator), the fault with the highest certainty is se-
lected as the primary fault, which ID corresponds to the output of the algorithm. Where
1 represents ailerons, 2 represents elevator, and 3 represents rudder. However, the output
signal for a fault will only happen if the certainty is greater than 0.4. This implies that if
there is a 40% likelihood of a fault, the algorithm will transmit the ID of the control sur-
face where the fault is most likely to exist. This 40% threshold was determined based on

assessments across various control surface failure data sets.
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Algorithm 2 FLEDA(CS o, )

1: for Every ¢t do

2 )ﬁ) < state vector at time t

3 if i < 20 then altitude check

4 Fault <0

5: else

6 for Every CS do

7 if)FL) € Cond; then

8 CSfault «— CSfaLtll + C0€ffj
9

: end if )
10: CScertainty < CSfault/;Coeffi
11: end for
12: Certainty < Greater CScerrainty
13: Fault < CSjp Of greatest certainty
14: if Certainty < 0.4 then
15: Fault < 0
16: end if
17: end if
18: end for

2.3 Flight Test and Data Analysis

Data collection was performed using a Carbon-Z Cub SS model aircraft which has a
2.1 m wingspan and a weight of about 3 Kg as illustrated in Fig. [2.1] The data used in this
project was gathered from 20 flight tests taken over the span of one year. This aircraft was
modified to operate autonomously, enabling data collection and the injection of faults.

This Carbon Cub was equipped with the following:

S3 LiPo battery to power electronics

Smart G2 LiPo battery to power motor

Pixhawk autopilot

4 channel multiplexer

11



e primary and secondary receivers

basic avionics

Raspberry Pi computer

Arduino Board

Figure 2.1: Instrumental Carbon Cub SS

The flight tests were designed to create a comprehensive dataset encompassing various
control surface malfunctions. The data collection plan was adjusted after each flight test
based on the successful testing of control surfaces. This adaptability was necessary due to
occasional failures in generating data files for random flights within the Raspberry Pi code.

Across the 20 flight tests that were performed 6 were rudder fault, 4 were elevator fault,
7 were left aileron fault, and 3 were right aileron fault. From the 6 rudder fault, one had a
fault deflection of 25 deg, two were at £15 deg, one at 5 deg, one at -5 deg and one at 0
deg. From the 4 elevator fault data sets, one was stuck at a 0 deg angle, another one was
at 10 deg, one was at £5 deg, and one had faults injected at a deflection of 15 deg and -5

deg at different times. From the 7 left aileron fault, three were tested at a 25 deg deflection,

12



two at 0 deg, one at 20 deg, and one flight with -10 deg and -25 deg angles injected at
different times. From the 3 right aileron fault, one had a 0 deg deflection, one had a £25

deg deflection, and one with the right aileron stuck at -10 deg and -25 deg.

2.3.1 Autopilot

A Pixhawk was chosen as the autopilot for this project, and it was integrated with the
control surface servos, motor, telemetry, Arduino, and Raspberry Pi. Out of the total 21
flights, 16 were conducted in mission mode, while the remaining flights were carried out
in manual mode. The mission configuration encompassed a sequence of 26 waypoints,
creating a route that traversed back and forth within a field defined using QGroundControl.

During missions, the procedure involved taking off, stabilizing the airplane and switch-
ing to the second receiver from the radio transmitter switch, let the autopilot take control
of the aircraft, switch back to manual mode, and land the aircraft. To facilitate this process,
a multiplexer was incorporated into the aircraft, enabling the switch between primary and
secondary receivers (manual and mission mode). Taking into consideration the augmented
weight due to the added electronics and battery, the flights had a duration of approximately
5 to 7 minutes, significantly shorter compared to the original weight of the manufactured
fuselage.

The Pixhawk generated a flight log that could be visualized through PX4 autopilot flight
review online as shown in Fig[2.2] In the figure, the red line corresponds to the trajectory
during manual mode, the blue line signifies the trajectory in stabilized mode, and the purple
line represents the trajectory in mission mode. In stabilized mode, the pilot retains control,

while the autopilot employs the flaps to maintain wing leveling.

13



Figure 2.2: Flight path visualization in PX4. Blue section shows the stabilized mode, purple is the
mission mode, and red is the manual mode

2.3.2 Fault Injection

The Arduino Board was integrated into the system, establishing a connection between
the autopilot and all the control surface servos. The Arduino was equipped with a fault
injection code designed to simulate signal disruptions in control surfaces, enabling the
imposition of two distinct deflection degrees. The injection of faults could be executed
using an extra switch on the radio transmitter, which featured three positions.

In the initial position, no alterations were made, and the Arduino allowed the output
signal from the autopilot to directly reach the servos. Shifting to the second position ac-
tivated the fault injection, implementing the predetermined fault specified in the Arduino
code at the first designated deflection angle. In the third position, the second deflection
angle was injected. This setup facilitated the execution of tests, with each flight limited to
evaluating one control surface at two different deflection angles.

Fig. |2;5| shows the fault switch for a flight, when the switch is at zero position, there is

no fault injected i.e., the signal from the autopilot is send to the actuators without disruption.

14
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Figure 2.3: Fault mode for Rudder

The rest of the time, the mode for the first fault with +25 deg deflection or the second mode
with -25 deg deflection is applied.

During flight tests the crew noticed that the angles set on the Arduino code did not
perfectly corresponded to the ones physically displayed in the airplane. For instance, when
the rudder was programmed at a 10 deg angle showed a physical 11.3 deg angle on the
other hand, a -10 deg set in the Arduino code showed a -6.277 deg angle deflection.

The sign convection for rudder is positive if the trailing edge of the rudder is deflected
towards the right wing, and negative towards the left wing. For elevator, the positive is the
trailing edge pointing upwards and negative is pointing downwards. Fig. [3.5] shows the
graphs for Arduino commanded vs physical angle of deflection for both rudder and eleva-
tor. In this graph, it is shown how the physical rudder deflection for commanded negative
angles is always much smaller than the positive ones. This affected the performance of the
algorithms as the aircraft states were less affected by the negative rudder fault.

In the elevator, the commanded positive 5 deg deflection still exhibited a physical neg-

15
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Figure 2.4: Arduino commanded angle vs physical angle of deflection for Rudder (a) and Elevator
(b)

ative 2.56 deg. When the Arduino degrees increase either positive or negative, the physical
increments decrease. This could be because the limits for that servo are smaller and as
the signal approaches that limit, the servo can not reach it.This is probably caused by the
position position of the servo on the aircraft.

Moreover, the natural trim value for the elevator is 3.27 deg, which has almost a 4 deg
difference with the Arduino zero. The ailerons did not exhibit this kind of discrepancy.
Across most angles the offset was around 2 degrees that were negligible for this analysis.
Because of this, when the text mentions an injected fault degree, it is referring to the Ar-
duino commanded deflection. To establish the real deflection, measurements were taken on

the ground utilizing rulers and transporters.

2.3.3 Data Collection

The Arduino code directly overrides the signal from the autopilot, resulting in the Pix-
hawk’s visualized data lacking timestamps and angles associated with injected faults. To
address this, a Raspberry Pi was introduced to the hardware setup, serving as an intermedi-

ary to amalgamate both datasets. This involved the Raspberry Pi collecting telemetry data
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Figure 2.5: Euler angles and angular rates for flight test with rudder fault

from the autopilot, as well as the angular degrees and control surface information from
the Arduino. The amalgamation process yielded a ’.json’ file, which was subsequently
subjected to analysis using MATLAB.

In this MATLAB analysis, threshold values applicable to FLFDA were determined. By
examining instances when faults were injected, discernible peaks in different state variables
were identified, each corresponding to a specific actuator impacted by the fault. This pattern
is visualized in Fig. [2.3] which exemplifies how MATLAB facilitates the visualization of

the data.

2.4 Results

The evaluation of both algorithms’ performance involved the use of the F-1 score and
the Matthews Correlation Coefficient (MCC). The F-1 score is a harmonic mean that com-
bines precision and recall, calculated using the metrics of false positives, false negatives,

true positives, and true negatives. Meanwhile, the Matthews Correlation Coefficient (re-
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ferred to as MCC in the tables) also utilizes the same variables as the F-1 score, but serves
to quantify the disparity between the predicted and actual values of a model.

Both algorithms transmit their output as impulse signals. Consequently, a fault was
deemed detected if the algorithm output presented a pulse during the time the fault was
being injected. For FLFDA, only the signal corresponding to the actual Fault;p is being
considered. For example, if the real fault was on rudder, only the impulse with the Fault;p
3 was actually detecting the fault.

At times, faults were injected while the aircraft was on the ground during data record-
ing, primarily to assess the extent of deflection. To mitigate the impact of this scenario,
a filter was incorporated into the algorithms, as outlined in Section 2.2} This filter func-
tionally eliminated the injected fault signal from consideration if the aircraft’s altitude was
below 20 meters, serving as a confidence threshold indicating that the aircraft was not air-
borne. Importantly, this modification was specific to the statistical analysis code, ensuring
that ground-level faults would not distort the false negative rate.

The flights were classified into distinct categories to facilitate the analysis of algorithm
performance. Specifically, ten flights featured aileron faults, six flights simulated rudder
faults, and four flights introduced elevator faults. The second category focused on the
magnitude of the angles commanded by the Arduino. This encompassed seven flights for
fault deflections less or equal than £10 deg (excluding zero angle deflection), eleven flights
for deflections greater than 10 deg, and five flights for faults at O deg. From the data sets,
three flights injected faults less than and greater than +10 deg using one fault mode for
the smaller degree and the other for the bigger one, these flights were used to calculate the
F-1 score and the MCC for both groups. The third and final category refers to the mode in
which the flight was performed: mission mode (autonomous) or manual mode (piloted).

Fig. 2.6 shows MDFDA output on the same flight the data in Fig. [2.5] and 2.3] were

collected, with rudder fault at 4= 25 deg. The value at the bottom scope is the MD at each
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Figure 2.6: MDFDA for rudder fault at &= 25 deg. Top scope shows real fault, middle scope the
detected fault, and bottom one shows MD at each time step

time step, in the middle scope is the fault detected by the algorithm, and on the top is the
actual fault. Table 2.2] contains the statistics for MDFDA such as average False Negative
(FN) rate (%), False Positive (FP) rate(%), F-1 score, MCC, detection time (sec) that is the

time it takes for the fault to be detected once it is present, and detection rate (%) from all

flights.
Table 2.2: MDFDA Statistics

FP FN F-1 Score | MCC | Detection Time | Detection

Rate (%) | Rate (%) (sec) Rate (%)
Overall 1 16 0.8687 | 0.8684 3.28 79
Aileron Faults 1 12 0.8977 | 0.8884 3.57 86
Rudder Faults 1 2 09793 | 09718 2.92 89
Elevator Faults 0 47 0.6305 | 0.6633 3.14 50
Faults < 110deg| 1 20 0.8519 | 0.8573 4.07 77
Faults = Odeg 1 33 7156 0.7446 4.46 67
Faults > [10degl 1 11 0.9125 | 0.9009 2.38 82
Mission Flights 1 16 0.8722 | 0.8710 3.99 78
Manual Mode Flights 2 18 0.8581 0.8604 1.17 82

Fig. shows the FLFDA output for that same flight with + 25 deg fault in rudder. The
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Figure 2.7: FLFDA for rudder fault at + 25 deg. Top scope shows real fault, middle scope the
detected fault ID, and bottom one shows certainty at each time step

first scope shows the degree and the time in which faults were injected. The last scope is
the higher certainty for each time step. Recall Algorithm 2] where the the three certainties
(between 0 and 1) are calculated at each time step, and the one with higher value is the
predominant. That certainty is plotted last in Fig. [2.7] If the value reaches higher than 0.4,
the fault ID will appear in the middle plot (3 for rudder, 2 for elevator, and 1 for ailerons).
In some cases, there is zero probability the aircraft is experiencing actuator fault, which
can be observed in scope 3. Table@contains the statistics of FLFDA (FP, FN, F-1 Score,
MCC, Detection Time, and Detection Rate) for all categories of flight tests.

MDFDA was proven to be more effective overall, with a detection rate of 79%, F-1
score of 0.8687, and an MCC of 0.8684. It demonstrated faster detection of faults greater
than 10 deg compared to smaller or at trimmed angle, which aligns with the effects a larger
deflection angle. MDFDA have a higher detection rate in rudder, with 89%, ailerons comes
next with an 86% detection rate, while elevator faults have only a 50% detection rate. This
algorithm performed better for manual mode flights with a detection rate of 82%.

FLFDA exhibited lower performance when compared to MDFDA, achieving an overall
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Table 2.3: FLFDA Statistics

FP FN F-1 Score | MCC | Detection Time | Detection

Rate (%) | Rate (%) (sec) Rate (%)
Overall 1 23 0.7982 | 0.7910 4.15 73
Aileron Faults 1 13 0.8813 | 0.8632 4.54 86
Rudder Faults 1 26 0.7818 | 0.7818 3.27 65
Elevator Faults 3 46 0.6153 | 0.6156 4.49 53
Faults < [10deg| 2 32 0.6930 | 0.7025 4.76 70
Faults = Odeg 2 24 .8026 0.7969 4.5 74
Faults > [10degl 1 19 0.8364 | 0.8226 3.78 74
Mission Flights 2 18 0.83 0.8268 4.70 78
Manual Mode Flights 0 39 0.7029 | 0.6836 2.5 60

detection rate of 73% along with a longer delay and lower F-1 score and MCC values of
0.7982 and 0.7910, respectively. Nonetheless, FLFDA managed to detect aileron faults at
an 86% rate, matching MDFDA’s success rate. However, it detected only 65% of rudder
faults and 53% of elevator faults. Notably, FLFDA performed more effectively in detect-
ing faults at O degrees, surpassing the performance of the other algorithm. However, it
displayed shortcomings in detecting faults with smaller and larger degrees.

In terms of flight mode, FLFDA demonstrated better performance in mission mode
compared to manual mode, yet both algorithms achieved the same 78% detection rate.
It’s worth mentioning that the statistics for FLFDA were calculated considering instances
where the detected fault ID matched the injected fault. In other words, if the algorithm
detected an elevator fault (ID 2) while the injected fault was a rudder fault (ID 3), the
algorithm was deemed unsuccessful in identifying the actual fault.

The results of the sensitivity analysis indicate that the coefficients presented in Table
2.1 have a significant impact on the performance of the FLFDA algorithm. When the coef-
ficients for different conditions in ailerons were varied by +1, the detection rate decreased
by approximately 28.57%. Additionally, the detection time exhibited variations ranging

from -0.5 seconds to 1 second. In this context, a positive value denotes a slower detection,
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while a negative value indicates a faster one. These findings highlight the sensitivity of
the algorithm’s performance to the coefficients and emphasize the importance of carefully
tuning these values to achieve optimal results.

In the case of rudder faults, the sensitivity analysis revealed that varying the coefficients
led to a notable improvement in the detection rate, increasing it by approximately 40%
compared to the previous rate. The detection time exhibited a range of variations between
-11 seconds and O seconds.

However, for elevator faults, the sensitivity analysis showed a decrease of around 35%
in the detection rate when the coefficients were varied. The variation in detection time for
elevator faults ranged from -3.5 seconds to 1.2 seconds. These results highlight the complex
relationship between the coefficients and the algorithm’s performance, emphasizing the
need for careful calibration to achieve the desired outcomes.

The deficiency for both algorithms to detect elevator faults can be explain with the offset
of injected fault vs actual physical deflection covered in Sec[2.3] where it is explain that the
actual deflection of the elevators never reached more than +10 deg and less than -13 deg,
where the fault injection algorithm output a =20 deg. Using this knowledge, the category of
faults greater than 10 deg can be thought off differently because elevator faults were never
truly above 10 deg physically. Without taking into account elevator faults, the detection
rates for larger faults increased to 86% and 80% for MDFDA and FLFDA respectively.

Regarding FLFDA, the algorithm was able to detect a fault exactly when it was switched
in and when it was switched out, although it may not be the same ID that the fault injected.
This is interesting to discuss further, this happens because the algorithm is detecting the
change in state. When the fault is injected via the radio transmitter, the affected control
surface servo moves with torque of about 65 0z/in and breaks the steady state of the aircraft.
The UAV tends to oscillate for the abrupt movement, considering the faults are switched

in at straight and leveled flight. The same occurs when the fault is disabled and the servo
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jumps back to the deflection the autopilot is commanding.

The same behavior can be observed for MDFDA, but not only for faults of large deflec-
tions. The algorithm detects the fault when it is being injected and when it is being released
because, as per Eq[2.1] the calculation of the Mahalanobis distance requires the averages
of the state values from the beginning of the flight until time t. This means that when a
fault is injected, the algorithm notices it because the this new arrangement of state values is
new, but as time progresses with the fault being active, a series of this rare state vectors are
being used to calculate the mean used in the formula. The mean increases, now covering
the range of values that are characterized by the anomaly, that is why the MDFDA does
not output 1 throughout the entire duration of the fault injection. When the mode is switch
and the autopilot recovers the control of the aircraft, another detection is made because the
normal control is now an strange performance of the aircraft, until enough time has passed
that it becomes the norm again. For which, it can be said that the MDFDA detects the

deviation of the aircraft state vectors from the steady state (e.g. cruise stage) of the aircraft.

2.5 Conclusion

Both of the methods developed in this study performed acceptably overall; however,
they both exhibited limitations in detecting elevator faults due to the narrow scope of test-
ing. In contrast, aileron faults were detectable by both algorithms promptly. Generally,
and specifically for each flight, the detection time was consistently quicker in MDFDA.
The downside of this method is its inability to isolate a fault. An integration is proposed
where MDFDA acts as a filter to detect anomalies, and FLFDA is employed to characterize
the fault. Fuzzy logic has not been utilized in servo fault detection in autonomous sys-
tems before. Considering the performance of many methods based on this approach, it is

worthwhile to continue refining and investing in this methodology.
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Chapter 3: Emergency Path Planning

3.1 Introduction

If a fault is detected, the UAV will decide whether to land or perform a controlled de-
scent in a safe area. Emergency path planning establishes a safety protocol for determining
a secure landing location for the aircraft that ensures the safety of the population and prop-
erty surrounding the UAV. Choosing a landing zone while the aircraft is experiencing an
anomaly mitigates risks and could avert the destruction of the vehicle. This calculation
should encompass the impacts of these anomalies and the constraints they impose on the
aircraft’s mobility.

Alam and Oluoch [35]] made a survey for safe landing zones identification techniques.
While Light Detection and Ranging (LIDAR) data combined with sensors is a common
practice for the selection of landing zones in helicopters (Scherer et al. [36]], Schmitt [37]]),
quadrotos (Kakaletsis et al. [38], Lane et al. [39], and Ariante et al. [40] for example)
and in space exploration (Johnson et at. [41]), the combination of the elevation maps and
population density data to ensure public safety proposed on 2019 by Carney et al. [42] is
the based this section is build upon. The selection of a safe landing zone has no guarantee
that the aircraft can reach the zone if it is experiencing a control surface fault.

Path planning for autonomous systems experiencing a fault has been developed for
quadrotor UAVs like Chamseddine et al. [43]], and vertical take-off and landing UAVs (Xia

et al. [44]). For fixed wing UAVs, there has been a lot of interest in obstacle avoidance
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path planning (Radmenesh et al. [45]), and motion planning where the dynamics are dif-
ferent than multi-rotor UAVs (Qu et al. [46]). The appearance of a failure in a fixed wing
UAV increases the complications, where this has only been studied before by Ayhan et al.
[47]. They created a path planning algorithm when experiencing engine failure, but they
performed the calculation on the ground. There is a lot of improvement that can be made
in here, for the algorithm proposed here can detect the fault, select a safe landing zone
and path plan to it mid-flight. Mid-flight landing strip identification have been done before
without accounting for dynamic limitation [48] [49].

An added level of complexity involves the requirement for a landing strip or runway for
takeoff and landing. In the context of emergency path planning, this is achieved by selecting
a rectangular area where the UAV can land safely. The terrain plays a significant role in
this process, as a rough surface could potentially damage the aircraft. Elevation is also
a crucial factor; higher elevations may hinder the aircraft’s ability to climb and reach the
designated landing zone. Furthermore, this algorithm takes into account population data.
Using LandScan datasets, the terrain is divided into areas with high and low population
densities. The potential landing zones are restricted to low-population areas only.

In this chapter, an addition has been made to our previous emergency path planning
algorithm to detect failing control surfaces and adjust the range of available landing strips
for the UAV. The goal is to consider the reduced mobility of the system due to the control
surface failure. Section [3.2] provides a summary of our previous work and outlines the
algorithms used for selecting landing strips and path planning. In Section [3.3] we detail
the procedure for fault simulation using Simulink, the creation of out-of-reach zones for
landing strip selection, and the subsequent path planning to avoid these zones. Finally,
Section [3.4] discusses the comparison between landing strip selection in the presence of

elevator faults and aileron/rudder faults.
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Table 3.1: Land Cover Classifications

Land Classification | Integer | Viable for Landing
Unclassified 0 True
Water 1 False
Bare Land 2 True
Crop Field 3 True
Vegetation 4 True
Dense Vegetation 5 False
Building 6 False
Build-Up Surface 7 True

3.2 Previous Work

Using the emergency path planning algorithm, the selection of landing zones was deter-
mined through the analysis of various factors including the Digital Elevation Model (DEM),
Terrain Roughness Index (TRI), Land Cover Index (LCI), and LandScan data. The DEM is
derived from LIDAR data sets, while the TRI is computed from the DEM data using Eq[3.1]

- i+1 .
Yo XrL [ IDEM(p,q) — DEM(i, )|

TRI(i,j) = =/ 5 . 3.1)

This metric utilizes the elevation data from the current cell and the eight surrounding
cells, immediately adjacent to it. Subsequently, the data is categorized into the following
groups: leveled (0 to 80m), nearly leveled (81 to 116m), slightly rugged (117 to 161m), in-
termediately rugged (152 to 239m), moderately rugged (240 to 297m), highly rugged (498
to 958m), and extremely rugged (greater than 958m). LCI classifies land according to the
descriptions provided in Table [3.1] employing Landsat data derived from satellite imagery.
Additionally, LandScan data is employed to collect population density information, which
is further processed to represent binary values. True values indicate pixels with a popu-
lation equal to or greater than seven people, while false values represent areas with fewer

inhabitants.
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To choose potential landing zones (LZ), the criteria that each cell must meet can be
adjusted based on preferences for aircraft preservation. In this study, a more lenient set of

criteria for LZ was employed, which included the following:

e Population value of zero
e DEM value less than 50% of the current UAV altitude

e TRI value below 2m or LCI different from 1 and 6

This simulation involves a fixed-wing UAV, which necessitates the presence of a Land-
ing Strip (LS). The algorithm identifies an area in which the majority of cells fall into the LZ
category. This area should take the form of a rectangle measuring 90m by 270m. Among
the pool of potential landing strips, a weight factor is computed to assess and choose the
area that most appropriately meets the landing criteria. This weight is determined by Eq.

3.2

W(l) = [KDEM * DEMavg(i) + KrRI * TR[avg(i) + K¢ *LCaVé’(i) 32)

+KDEMrange * DEMrange (l) + KdistUAV * DiStUAV(i)] .

Where Kpgy, Krris Kics KpEMrange, and Kyiqyay are the coefficients assigned to each
factor (DEM, TRI, LC, DEM,4g., and distance from LS to UAV). These coefficients are
subsequently multiplied by the respective factors, which are the averages for all cells within
the strip in the case of DEM, TRI, and LC. The coefficients were empirically chosen with
an emphasis on optimizing the landing strip’s quality. DEM, . signifies the disparity

between the highest and lowest elevations, as detailed in Eq. 3.3

DEM ange (i) = |max(DEM(i)) — min(DEM(i))|. (3.3)
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Fig. [3.1] illustrates an example of the LS selection algorithm, with the green areas
representing available LZs, yellow indicating regions with high population density, the
blue triangle denoting the current position and orientation of the UAV, and the red rectangle

symbolizing the LS with the highest weight (W), emphasizing strip quality prioritization.
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Figure 3.1: Landing Strip identification

When the optimal LS is selected, a Bi-directional Rapid Exploring Random Tree algo-
rithm (BRRT) is employed to create an exploration tree from the UAV’s current position to
the chosen landing site. Similar to Meng et al. algorithm [S0]. The path generation algo-
rithm is executed ten times, allowing a comparison of distances between resulting paths to
select the shortest one. Additionally, a pruning algorithm is utilized to eliminate any unnec-
essary waypoints. This algorithm attempts to directly connect two points while adhering to

motion constraints and avoiding areas with dense vegetation and buildings.
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3.3 Emergency Path Planning with Faults

Our previous work focused on finding the optimal LS to ensure the safety of the aircraft
and the people around it. However, in the presence of a fault that significantly impacts
the dynamics of the system, certain zones may become inaccessible for the aircraft. This
process begins by investigating how specific control surface faults alter the flight path and
result in movement restrictions. Subsequently, out-of-reach zones are determined for each
fault category and integrated with the LS identification algorithm. Finally, the path planning

approach is adjusted to account for the limitations posed by each jammed control surface.

3.3.1 Fault Modeling

In order to simulate how a fault would impact the flight path within the simulation soft-
ware, a fault modeling block was integrated. To achieve this, an enhancement was made to
the aircraft module of the simulation, introducing a pre-defined degree of fault that persists
throughout the simulation from the predetermined starting time. This approach emulates
a jammed control surface scenario. For improved simulation fidelity, an actuator model
was developed to determine the actual deflection of the control surfaces. This information
is crucial for calculating moments and forces accurately. The actuator model used in this
study was inspired by the work of Ai et al [S1]]. The model is illustrated in Fig. [3.2a) and
features a time delay of 0.0154 seconds. This model was applied to all control surfaces,
including ailerons, elevator, and rudder. The response of elevator deflection to commanded

deflection from the autopilot using the proposed model is depicted in Fig. 3.2
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Figure 3.2: Actuator model(a) and commanded elevator deflection vs physical elevator deflection
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3.3.2 Landing Strip Determination

The faults experienced by the UAV can significantly impact the determination of the
optimal landing strip (LS). This realization prompted an adjustment to Eq. [3.2] introducing
an additional weight to account for the dynamic constraints arising from the fault. These
constraints can be categorized as outlined in Table [3.2] Assuming trim faults in all control
surfaces, i.e., angles set to zero degrees, for aileron faults, the criterion stipulates that any
strip closer than six times the current altitude can be considered optimal, prioritizing prox-
imity. In cases where no suitable LS falls within these limits, activating the parachute is
recommended. The criteria become more intricate for aileron and rudder faults, given the

inter-dependencies between these control surfaces.

Table 3.2: LS Fault Criteria

Fault Effects Criteria
Elevator Restricted pitch Discard LS farther than 6 times the current altitude
Rudder | Restricted abrupt turns Create out of reach zones
Aileron Restricted heading Create out of reach zones and
discard zones farther than 10 times the current altitude

Rudder: A fault in the rudder causes the aircraft to experience a yaw moment, diverting
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it from its original trajectory. This deflection prompts the aircraft to fly in small ovals
and execute abrupt turns, the extent of which depends on the degree of the deflection. To
reorient the aircraft, the ailerons can be utilized to trace a circular path. The radius of this
circle is determined by the angle at which the control surface is jammed and the airspeed
velocity (v,) of the aircraft. The velocity, which typically only contributes to forward
motion in straight and level flight, becomes fragmented into x and y components upon

applying a rudder deflection (J;,), as outlined by Eq.

V = [vgsin(8y),vacos(6,)]. (3.4)

Integrating this velocity, the position can be tracked over time. These two scenarios
are illustrated in Fig. [3.3] for an instance where the rudder is stuck at -5 degrees. The
gray regions depict the zones inaccessible to the aircraft within the required time frame
for landing. In the case of a fault with a positive deflection, the areas would be mirrored
along the longitudinal axis. While these regions are still viable for aircraft access, they
necessitate maneuvers that take longer to execute in order to land. In such cases, if no
suitable landing strips exist outside of these areas, the aircraft can still reach them, albeit
by following a longer path. The areas were calculated using flight data from autonomous
missions that experienced jammed control surfaces, as well as simulations employing the
method described in subsection 3.3.11

Aileron: The scenario for an aileron fault can be explained in a manner similar to a
rudder fault in terms of directional impact. However, in addition, an aileron fault can lead
to a loss of altitude if the worst-case scenario is taken into account, where the control

surface is stuck at the maximum angle of deflection. This reduction in altitude can be
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Figure 3.3: Out of reach zones for rudder and aileron fault at a negative angle

understood by examining Eq. [3.5]

1
L= CLipsz. (3.5)

Where Cy is the lift coefficient, p is the air density, v is velocity, and S is wing area. The
area that causes the lift () decreases as the roll angle increases, leading to a reduction in
lift. To counteract this effect, elevators are utilized to generate additional lift. However, due
to these factors, it becomes necessary to impose a limitation on the distance that a landing

strip should have.

3.3.3 Motion Planning

The BRRT algorithm was adapted to incorporate the out-of-reach zones when detecting
aileron or rudder faults. This ensures that during path planning, any node selected within
the gray areas, as seen in the example of Fig. [3.3] will be excluded. Algorithm 3] provides
the pseudocode for introducing a new point to the network. The modifications are found

in lines six and eleven, where besides the requirement for the new points to be valid, both
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points must also lie outside of the out-of-reach zones.

Algorithm 3 BRRT
1: procedure A(d)dPoint
2: qRand < randomly generated point
3 GcClosestart < ClosestStart Point (qrana)
4: INewstarr <— extend from qCloseStart 'O qRand
5: qNewStart <— new point at end of Iyeysrar
6 if gnewsiarr AND Ineywsiars are valid AND out of no-go zones then
7 add PointStart(qnewstart)
8 end if
9: qCloseGoal < closestGoalNode(qrana)
10: INEwGoal < extend from qcioseGoat tO qRand
11: NewGoal <— new point at end of Iy.,Goa
12: if gnewGoal AND InewGoar are valid AND out of no-go zones then
13: add PointStart(qnewGoal)
14: end if

15: end procedure

3.4 Results

fault. The yellow tiles represent areas of high population, the blue tiles denote zones with
low population, the green tiles mark potential LZs that fit the relaxed criteria described in

section [3.2] and the red rectangle designates the optimal LS with the highest score calcu-

Fig. [3.44 displays the optimal LS selection in the event of a negative degree rudder

lated using Eq. 3.2]

possible deflection that the control surfaces can experience. This result is also applicable to
aileron faults, where the distance between the LS and UAV falls within the criteria outlined

in Table 3.2} Fig. [3.4b]illustrates the BRRT path leading from the UAV’s starting position

In the case of a rudder fault, the out-of-reach zones are categorized by the maximum

to the chosen LS while avoiding the areas deemed out of reach.

Fig. [3.54 portrays the LS selection in a scenario where the elevators are jammed. In
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Figure 3.4: Landing Strip identification (a) and Path Planning (b) when experiencing a negative
degree fault for aileron or rudder
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Figure 3.5: Landing Strip identification (a) and Path Planning (b) when experiencing elevator fault

this case, the distance between the LS and the airplane takes precedence. Notably, there
is an additional LS depicted in this figure compared to the ones for rudder and aileron
faults. This LS falls within the out-of-reach zones for the aforementioned scenario, but it is
suitable for elevator faults. Fig. [3.5b]illustrates the BRRT path planning from the current
position of the UAV to the centroid of the selected LS.

These techniques were tested for both positive and negative aileron faults, positive and
negative rudder faults, and elevator faults. In all instances, the landing strip complied with
the criteria established in Table 3.2} The BRRT algorithm avoids the out-of-reach zones

while adhering to the required heading constraints at the start of the path and during the
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vehicle’s approach for landing.

3.5 Conclusion

In this chapter, we enhanced the existing algorithm that amalgamated population and
terrain data for landing zone selection, and incorporated out-of-reach zones based on con-
trol surface faults using a combination of experimental and simulation data. This con-
tribution augments the efficacy of emergency path planning in faulty UAVs, ensuring the
vehicle’s ability to reach the designated landing strip.

Future endeavors could encompass expanding the scope of out-of-reach zones for path
planning, factoring in elevation constraints in areas where the vehicle cannot navigate
above. Additionally, the path planning algorithm has the potential to be adapted to en-

compass three-dimensional motion.
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Chapter 4: Conclusions

During this study, heuristic-based algorithms for fault detection were developed using
flight data. The Mahalanobis distance and fuzzy logic fault detection algorithms are de-
signed to be simple enough to run on small onboard computers of UAVs. Further flight
data can be gathered to refine the algorithms and enhance the detection rate for elevator
faults. By combining both algorithms, a rapid fault detection method can be created, capa-
ble of identifying jammed control surfaces without relying on an aircraft model.

The dynamic limitations imposed by the detected fault on the system were integrated
into an existing program used to determine safe landing zones. Each control surface fault
comes with distinct criteria for defining out-of-reach zones. These zones were categorized
through simulations and flight data analysis. This algorithm could be further developed for

3D path planning, incorporating high-elevation zones as no-fly areas for faulty aircraft.
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