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Seemingly performant models can break down in unexpected and uneven ways, from im-
age classifiers failing to recognize an otter out of water, to LLLMs being nearly 3 times worse at
recalling facts about Somalia than Sweden. In this dissertation, I'll detail interpretability tech-
niques to scalably illuminate and efficiently intervene on discovered model deficiencies. First,
I’ll present evidence for pervasive reliance on spurious correlations by vision models, by way
of carefully constructed benchmarks. Then, I’'ll automate these approaches, demonstrating the
power of leveraging auxiliary models to more efficiently organize data, towards uncovering and
articulating subsets where models struggle. Finally, I’ll show how these same techniques can be
applied to mitigate instances of real-world geographic disparities and even tackle sociotechnical
challenges like artistic copyright infringement. In general, it can be difficult to trust what we do
not fully understand, especially when unexpected failures arise. By scalably identifying failure
modes before they cause harm, we enhance transparency around model abilities and limitations,

thus better informing when models can be trusted to work reliably for all.
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WORLDBENCH leverages World Bank data to assess the ability of large language
models (LLMs) to recall factual information about specific countries. Above, we
plot the absolute relative error per country, averaged over 11 global development
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10.9 The order of regions and income groups by absolute relative error is largely con-
sistent per LLM (top) and per indicator (bottom). For both LLLMs and indicators,
the regions with the lowest errors are most frequently North America and Europe
& Central Asia, while the regions with the highest error are most frequently Sub-
Saharan Africa and East Asia & Pacific. For Income groups, error nearly always
increases as income decreases. . . . . . ... .. e e e e e

10.10In addition to hallucinating false answers, we also observe LLMs to occassionally
hallucinate citations. Above, a few examples of hallucination citation are shown.

10.11Error rate of LLM outputs compared to year from which groundtruth is extracted.
Many models show the lowest error rate when their outputs are compared to
groundtruths from 2021, indicating that models may already be slightly out of
date. . . . .o L

11.1 (Left) Instances of a class can appear in many diverse ways, like the pears above.
Using one vector (the classname embedding) to represent the whole class results
in disparate performance, particularly for atypical instances. (Middle) To address
this issue, we infer attributes and embed multiple vectors, reducing disparities and
enhancing interpretability. (Right) Our method scales better than prior works as
we include more attributes (Section 11.6.1), enabling us to account for the many
ways in which diversity canarise. . . . . . . . . . . . ... ... 0.

11.2 We test models on datasets that provide groundtruth attributes (shown in bold)
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labels the income level and country of origin of each image, towards promoting
Al models that reduce bias) within a class. We find that standard zero-shot accu-
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namely when the attribute manifests in visual differences from what the model
considers ‘typical’ for the class. We design our method to improve performance
on these ‘atypical’ instances. . . . . . . . . .. ... L.

11.3 The average precision (AP) of a classname embedding is often much lower than
the average precision of a subpopulation (i.e. classname with attribute) embed-
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Standard zero-shot classification using one vector per class (the classname em-
bedding) is ill suited for this case. We address this issue by nonlinearly consoli-
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11.5 Instances where our method corrects mistakes of the standard approach. The
attributes used in inference also serve as faithful fine-grained explanations. No-
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method and standard classification disagree can enable automatic surfacing of
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Chapter 1: Introduction

1.1 Motivation

Deep learning-based artificial intelligence (Al) has grown rapidly and consistently, signal-
ing the advent of an era where its use as a general-purpose technology becomes ubiquitous. De-
spite demonstrating impressive performance on a wide array of tasks, the excitement felt within
the Al community is not mirrored by the general public: a 2023 poll conducted by Pew Re-
search found 52% of Americans were more concerned than excited about the increased use of
artificial intelligence, while only 10% felt more excited than concerned [3]. One cause for con-
cern around the widespread adoption of Al is reliability. Models have been shown to fail in a
number of diverse ways: imperceptible perturbations can cause vision models to produce com-
pletely irrelevant outputs [4]; accurate models can experience significant drops in performance
when spurious correlations present in the training data are broken [5, 6, 7]; large language models
(LLMs) can confidently and convincingly generate false information [8]. Further, failure modes
can disparately affect some demographics more than others, posing serious fairness issues [9].

While any technology has limitations, ensuring the reliability of Al poses unique chal-
lenges. A traditional approach to verify some technology is safe to use consists of first contem-
plating the most likely ways in which the technology may fail, and then testing the technology

in each scenario. However, because Al can be used in so many settings, it may also fail in more



Part I: Spurious Correlations

New annotations on existing datasets reveal unexpected behavior for “accurate” models

Model correctly Segmentations Model fails under ~ Model looks for
predicts “bird” enable new analyses background noise branches to see bird

Figure 1.1: Models can be “right for the wrong reasons”, leading to failure modes that go un-
detected. In Part I, manually constructed benchmarks that go beyond single-class labels enable
closer study of spurious correlations in vision models.

settings than one can enumerate apriori. As the Al community continues to trend towards cre-
ating general purpose foundation models [10] which have countless use cases, the prospect of
manually verifying each risk becomes less and less feasible. Even when we are aware of a po-
tential failure mode, it can be expensive to verify the model’s robustness to the failure, as one
would typically need to gather more data that specifically encapsulate the scenario of interest.
Needless to say, manually gathering new data for every scenario one wishes to test would incur
a prohibitively high cost. Moreover, Al models can fail in ways that humans would not expect.
Thus, safety concerns are compounded by the fact that these moments of unreliability can be
difficult to predict, and as such, often go unnoticed until they cause harm.

Consider the example of verifying that a simple image classifier does not rely on spurious
correlations'. First, since training and validation sets are typically drawn from identical distri-

butions, the correlations present in the training set are likely to be preserved in the validation

ISpurious correlations are patterns that often (but crucially, not always) co-occur with a true signal of interest.
For instance, a classifier may learn to rely on the presence of grass to recognize a cow because most of the cows seen
during training are in pastures. This model may then fail to recognize cows native to the island of Corsica, which are
often pictured on beaches [11].



Part II: Scalable Discovery and Mitigation
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Figure 1.2: Part II shows how auxiliary models enable scaling up analyses from Part I to a much
wider set of potential failure modes; e.g., skills extracted from an auxiliary model’s rationales
lead to enhanced transparency around tradeoffs between top foundation models (see Chapter 7).

set. Thus, even if the model does use spurious features, the validation accuracy may very well
remain high, providing a false sense of security. To truly assess the reliability of the classifier,
one would need to obtain a new set of data where spurious correlations are broken, which is
expensive. Moreover, one would need to know what spurious correlations are relevant before
finding data that break them, a task made challenging by the black-box nature of most AI models
and amplified by the ever-growing size of models and training datasets alike.

Emphasizing this last point, a bottleneck in building reliable Al and fostering trust amongst
users is a lack of transparency. For one, the inner-workings of models are uninterpretable, making
it challenging to detect improper reasoning that may lead to errors. More broadly, standard
evaluation practices often leave ambiguity to the exact limits of a model’s capabilities: average
accuracy over a standard benchmark can be insufficient to inform a user if the model will work
for their specific case, nor will it provide intuition to (on a qualitative level) the types of instances
where the model is more likely to struggle.

In this dissertation, I present methods to enhance transparency around how Al models make



decisions and the cases in which they may be unreliable, towards systematically uncovering and
remedying model limitations. I argue that to ensure the reliability of an Al system, we should
first derive a concise and global understanding of how the system operates; namely, when it fails
and when it can be relied upon to work as expected. To do so requires searching over the space of
potential failure modes, which is particularly vast for Al because of the technology’s versatility.
Thus, scalability is a central desiderata of the proposed methods. Towards this end, I demonstrate
the potential of leveraging some models in an auxiliary fashion to aid in automatically auditing
a much wider set of failure modes than manual approaches would allow. Finally, I illustrate
how reliability concerns can manifest as fairness issues, adversely affecting certain populations
of users much more than others, before applying techniques developed across my dissertation
to tackle some of these instances. Often, the solutions I propose replace existing workflows
with more interpretable analogs that explicitly account for corner cases. Indeed, for one of the
sociotechnical applications we investigate — artistic copyright infringement — transparency is not
just a goal, but a requirement, as judges, lawyers, and juries cannot incorporate the insights from
our method if they are not interpretably conveyed.

In summary, this dissertation offers multiple perspectives to reliability challenges in Al,
from close inspection of spurious correlations in an academic setting to constructing transparent-
by-design systems to account for and mitigate disparities that emerge for real-world geographic
shifts. I present evidence for the existence of limitations that go undetected with standard eval-
uation practices, and offer scalable augmentations to evaluations to more interpretably diagnose
model weaknesses, as well as strengths. Then, I demonstrate how these insights can enable miti-
gations, often in efficient manners. For example, after a surfacing a subset of data where a model

struggles, improving performance on that subset can at times be as simple as tuning the model

4



Part III: Sociotechnical Applications

Catching and closing geographic disparities in Connecting
LLM Factual Recall 0-shot VLM classification Al x Law x Art
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Figure 1.3: Undetected failure modes can have adverse and disparate societal impact. Part III
focuses on a few such implications: catching geographic disparities in LLMs, curtailing them in
VLMs, and examining artistic copyright infringements of text-to-image models.

on that same subset. As a whole, ensuring reliability requires a continual effort, which persists
as models evolve and new applications emerge. Scalability and transparency are crucial tenants
of the solutions I propose, as (i) the space of use-cases (and consequently corner cases) for Al
is too wide to cover with manual methods, and (ii) without clarity around model limitations, the
occurrence of unexpected failures will denigrate user trust. Indeed, these points are all the more
important when applying a sociotechnical lens to Al reliability, where overlooked corner cases
translates to real people being adversely affected. While Al need not be perfectly understood by
all who use it, enhancing transparency around when it can be relied upon will foster greater trust

for broader swaths of society, allowing Al and its potential benefits to reach a wider audience.

1.2  Overview and Contributions

I now provide a more detailed overview of the technical contributions made in this disser-
tation, along with information regarding how this document is organized.

In Part I, I will take a close look at spurious correlations in vision models. This case study



epitomizes the phenomenon that seemingly performant models can be “right for the wrong rea-
sons”, resulting in unexpected failure modes that overall accuracy obfuscates. I will also show
that different model limitations can be at odds such that tackling one issue may amplify an-
other, which suggests that model reliability will not have a one-size-fits-all solution. Notably,
these insights utilize new benchmarks that go beyond single class-label supervision (e.g. object
segmentations or labels for attributes), so to provide richer signal than accuracy alone. While
these benchmarks can be illuminating, they are often expensive to construct. To expand these
approaches, in Part II, I will present a number of works that allow for more scalable analyses
of model limitations. The common thread in these works is collaborating with auxiliary models
to better understand a model of interest. To name a few, I propose methods to more efficiently
interpret the activation space of vision models, understand skill-level strengths and weaknesses
of foundation models, and even mitigate the spurious correlation issue detailed in Part I. Finally,
in Part I11, I turn to problems with more direct societal impact. Specifically, I measure geographic
disparities in LLMs, mitigate them in zero-shot vision-language model (VLM)-based image clas-
sification, and present a legally-grounded quantitative framework for characterizing artistic styles
and detecting potential style infringements by text-to-image generative models.

Each chapter following this one will correspond to a separate conference main proceedings
publication, presented in slightly abridged form. Mainly, appendices are removed; readers can
refer to the corresponding orginal paper for complete details. In total, this dissertation presents
findings from 10 papers I led over my PhD (3 at NeurIPS, 2 each at ICLR and FAccT, and 1 each
at CVPR, ICML, and ICCV), along with a short chapter for an ICLR paper where I advised as a
later author. Below, I provide brief summaries of each chapter, along with their key contributions.
Part I: Case Study on Spurious Correlations in Vision Models
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* Chapter 2 reveals an unexpected behavior of image classifiers when operating under lo-
calized noise; namely, background noise can degrade performance more than foreground
noise in some instances. This issue has roots in spurious correlation reliance, which we
study for a vast set of models using multiple novel analyses and a new dataset. Key con-
tributions: RIVALI10 dataset, noise-based relative foreground sensitivity metric, saliency

alignment technique for finding relied upon spurious cues.

* Chapter 3 identifies a subset of classes where image classifiers heavily rely on spurious
cues, to the extent that they still predict that an object is present even when it has been
removed entirely. Abnormally high reliance on spurious cues for these classes is shown to
occur across diverse model types, and properties of these classes are studied. Key contri-

butions: Hard ImageNet dataset, object ablation analysis.

* Chapter 4 presents a surprising tradeoff between two notions of robustness, with exten-
sive theoretical and empirical support. Key contributions: theory-based understanding
of an unintended consequence of adversarial training, curation of a benchmark suite for

measuring spurious correlation reliance.

Part I1: Scalable Discovery and Mitigation of Deficiencies, demonstrating the power of lever-

aging auxiliary models.

* Chapter 5 shows adversarial examples are linearly separable in the embedding space of a
frozen self-supervised model (SimCLR [12]). Key contributions: efficient detection and

classification of adversarial attacks.

* Chapter 6 extends CLIP [13] text encoders to arbitrary vision models by training just a



linear layer, greatly reducing the cost of interpreting the latent spaces of vision models.

Key contributions: Text2Concept, Concept2Text, cross-model alignment.

* Chapter 7 uses model-generated rationales to extract skill-level strengths and weaknesses
from existing foundation model evaluations. Key contributions: Skilllndex dataset, skill-

based (training-free) routing, skill-based retrieval of evaluation instances.

* Chapter 8 presents an efficient manner to obtain more coherent and faithful descriptions
of image classifier failure modes, utilizing a pretrained image attribute tagger. Key contri-

butions: PRIME, automatic metrics for assessing quality of failure mode descriptions.

* Chapter 9 uses neuron-level interpretability techniques on an adversarially trained surro-
gate model to uncover spurious cues for image classifiers and organize data into subsets
of high or low spuriosity (i.e. if the spurious cue is present or absent). This enables mea-
surement of model bias to spurious cues using natural images (as opposed to prior noise
or ablation based approaches) without needing to collect new data. We also mitigate these
biases efficiently at no cost to overall accuracy. Key contributions: spuriosity rankings
for ImageNet [14] classes, empirical evidence for widespread class-dependent biases over
dozens of diverse models, technique for discovering relevant cues for arbitrary classifica-
tion datasets, measurement and mitigation of biases, method for finding and fixing label

noise.

Part III: Applications to Sociotechnical Challenges

* Chapter 10 leverages data from the WorldBank to reveal that geographic disparities in

factual recall are pervasive in LLMs. Key contributions: WORLDBENCH dataset.



* Chapter 11 tackles geographic disparities in zero-shot VLM-based image classification
via collaboration with LLMs and a novel diversity-aware classification paradigm. The
resultant system has enhanced transparency and improved accuracy, driven by gains on
the most challenging subsets of data, including for images from regions and income-levels
that typically see highest error rates. Key contributions: novel interpretable and fairer

zero-shot classification scheme, principled tradeoff analysis of accuracy and fairness.

* Chapter 12 presents a legally-grounded quantitative approach to define unique artistic
styles, demonstrate if they exist for an artist, and detect if the style is replicated in gener-
ative art. Large emphasis on interpretability and connection to existing legal scholarship.
Key contributions: ArtSavant, novel interpretable and attributable tag-based art style clas-
sification approach, diversity aware zero-shot art tagging, empirical analysis of copying for

state-of-the-art text-to-image generative models.



Part I. Case Study: Spurious Correlations in

Vision Models
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We begin by taking a close look at spurious correlations in image classifiers. Image classi-
fication is fundamental task in computer vision, where an input image must be mapped to one of
a predefined set of classes. This task has been studied extensively, and image classification or ob-
ject recognition is just a sub-task to the more complex reasoning over images that modern models
are designed to do. Thus, models, especially deep-learning based models, can typically appear
strong in image classification, achieving high accuracy on numerous benchmarks. Nonetheless,
our analyses indicate that these models can be ‘right for the wrong reasons’. That is, models may
rely on spurious signals that may not always be reliable. In this chapter, we present evidence for
the reliance of vision models on spurious cues, even for the simple task of image classification.
Namely, we develop new datasets with annotations that go beyond single-class labels, along with
novel noise-, saliency-, and ablation-based analyses, to quantify and understand the nature of
spurious correlation reliance. Our analyses point to lead to surprising findings, including with
respect to how spurious correlation reliance is affected by measures to address other reliability
concerns. Specifically, while adversarial training improves a model’s robustness to adversarial
distribution shifts, we find that it results in greater reliance on spurious cues, and consequently, a
reduced robustness to natural distribution shifts that break spurious correlations. Thus, reliabil-
ity issues can come in distinct forms, and the interplay between them is not always predictable.
These findings underscore the unexpected nature of model limitations, and the need for efficient
methods — beyond standard evalution practices — to traverse the space of potential failures and

shed light on reliability concerns before they cause harm.
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Chapter 2: A Comprehensive Analysis of Image Classifier Sensitivity to Fore-

grounds, Backgrounds, and Attributes

This chapter details a paper presented as an oral at CVPR ’22, co-authored by Phillip Pope,
Yogesh Balaji, and Soheil Feizi [15].

While datasets with single-label supervision have propelled rapid advances in image clas-
sification, additional annotations are necessary in order to quantitatively assess how models make
predictions. To this end, for a subset of ImageNet samples, we collect segmentation masks for the
entire object and 18 informative attributes. We call this dataset RIVAL10 (RIch Visual Attributes
with Localization), consisting of roughly 26k instances over 10 classes. Using RIVAL10, we
evaluate the sensitivity of a broad set of models to noise corruptions in foregrounds, backgrounds
and attributes. In our analysis, we consider diverse state-of-the-art architectures (ResNets, Trans-
formers) and training procedures (CLIP, SimCLR, DeiT, Adversarial Training). We find that,
somewhat surprisingly, in ResNets, adversarial training makes models more sensitive to the back-
ground compared to foreground than standard training. Similarly, contrastively-trained models
also have lower relative foreground sensitivity in both transformers and ResNets. Lastly, we ob-
serve intriguing adaptive abilities of transformers to increase relative foreground sensitivity as
corruption level increases. Using saliency methods, we automatically discover spurious features

that drive the background sensitivity of models and assess alignment of saliency maps with fore-
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Figure 2.1: Examples where background noise degrades performance of highly accurate models
more than foreground noise. Gaussian /., noise with standard deviation o = 0.24 shown. Proba-
bilities are averaged over ten trials. While these examples are atypical, we observe that they are
surprisingly prevalent, and model design can affect the degree to which such cases arise.

grounds. Finally, we quantitatively study the attribution problem for neural features by comparing

feature saliency with ground-truth localization of semantic attributes.

2.1 Introduction

Large scale benchmark datasets like ImageNet[14] that were constructed with single class
label annotation have propelled rapid advances in the image classification task[16, 17, 18, 19].
Over the last decade, several network architectures and training procedures were proposed to
yield very high classification accuracies [16, 18, 20, 21]. However, methods to interpret these
model predictions and to diagnose undesirable behaviors are fairly limited. One of the most pop-
ular class of approaches are saliency methods[22, 23, 24, 25] that use model gradients to produce
a saliency map corresponding to the most influential input regions that yielded the resulting pre-
diction. However, these methods are qualitative, require human supervision, and can be noisy,
thus making their judgements potentially unreliable when made in isolation of other supporting
analysis.

In this paper, we argue that to obtain a proper understanding of how specific input re-
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gions impact the prediction, we need additional ground truth annotations beyond a single class
label. To this end, we introduce a novel dataset, RIVAL10, whose samples include RIch Visual
Attributions with Localization. RIVAL10 consists of images from 20 categories of ImageNet-1k
[14], with a total of 26k high resolution images organized into 10 classes, matching those of CI-
FAR10 [26]. The main contribution of our dataset is instance wise labels for 18 informative visual
attributes, as well as segmentation masks for each attribute and the entire object. We present our
dataset as a general resource for understanding models trained on ImageNet. We then provide a
study of the sensitivity of a diverse set of models to foregrounds, backgrounds, and attributes.

Our study of background and foreground model sensitivity is motivated by some counter-
intuitive model behaviors on images whose background and foreground regions were corrupted
with Gaussian noise: Figure 2.1 shows instances where highly accurate models have performance
degraded much more due to the background noise than the foreground noise. While this is not the
norm (i.e. models are more sensitive to foregrounds on average), the existence of these examples
warrants greater investigation, as they expose a stark difference in how deep models and humans
perform object recognition. Quantifying the degree to which different architectures and training
procedures admit these examples can shed new insight on how models incorporate foreground
and background information.

To this end, we conduct a noise analysis that leverages object segmentation masks to quan-
titatively assess model sensitivity to foregrounds relative to backgrounds. We proxy sensitivity to
a region by observing model performance under corruption of that region. We propose a normal-
ized metric, relative foreground sensitivity (RF'S), to compare models with various general noise
robustness. A high RF'S value indicates that the model uses foreground features in its inferences
more than background ones since corrupting them result in higher performance degradation.

14



g 1.0 ' s ResNet18
s Aa = = A ResNet50
2 oo YN | A ResNet101
° A /A ResNet152
3 s A Ao Robust ResNet18
£ 0.8 N A Robust ResNet50
3 = ViT (Tiny)
e m VT (Small)
§ 0.7 1 & [ ViT (Base)
i s DeiT (Tiny)
3 0.6 B DeiT (Small)
3 B DeiT (Base)
£ A SimCLR
g 05 A CLIP ResNet50
g A CLIP ResNet101
z i : : : . Il CLIPViT-B16
05 06 07 08 09 1.0 [l CLPVIT-B32

Average Accuracy under Foreground L. Noise

Figure 2.2: Accuracy under noise in foregrounds and backgrounds, averaged over multiple noise
levels. Marker size is proportional to parameter count. Models with higher relative foreground
sensitivity lie further from the diagonal.

In Figure 2.2, we see different architectures and training procedures lead to variations in
both general noise robustness (projection onto the main diagonal) and relative foreground sen-
sitivity (normalized distance orthogonal to the diagonal). Notably, we find that adversarially
training ResNets significantly reduces RF'S, surprisingly suggesting that robust ResNet mod-
els make greater use of background information. We also observe contrastive training to reduce
RF'S, and transformers to uniquely be able to adjust RF'S across noise levels, reducing their
sensitivity to backgrounds as corruption level increases. Lastly, we find object classes strongly
affect RF'S across models.

We couple our noise analysis with saliency methods to add a second perspective of model
sensitivity to different input regions. Using RIVAL10 segmentations, we can quantitatively assess
the alignment of saliency maps to foregrounds. We also show how we can discover spurious
background features by sorting images based on the saliency alignment scores. We observe that
performance trends that our noise analysis reveals are not captured using qualitative saliency

methods alone, suggesting our noise analysis can provide new insights on model sensitivity to
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foregrounds and backgrounds.

Lastly, we utilize RIVAL1O0 attribute segmentations to systematically investigate the gen-
eralizability of neural feature attribution: for a neural feature (i.e., a neuron in the penultimate
layer of the network) that achieves the highest intersection-over-union (IOU) score with a specific
attribute mask on top-k images within a class, how the IOU scores of that neural feature behave
on other samples in that class. For some class-attribute pairs (e.g. dog, floppy-ears), we indeed
observe generalizability of neural feature attributions, in the sense that test set IOUs are also high.

In summary, we present a novel dataset with rich annotations of object and attribute seg-
mentation masks that can be used for a myriad of applications including model interpretability.
We then present a study involving three quantitative methods to analyze the sensitivity of models
to different regions in inputs. We hope the RIVAL10 dataset will help study failure modes of

current deep classifiers and pave the way for building more reliable models in the future.

2.2 Review of Literature

2.2.1 Related Datasets

Prior to the rise of deep learning, a number of works studied attribute classification, leading
to the construction of datasets such as Animals with Attributes [27] and aPASCAL VOC 2008
[28] (adding annotations to [29]). [30] published CUB 200, a fine-grained classification dataset
of bird species with object segmentations and part localizations in the form of single coordinates,
as opposed to segmentation masks like in RIVAL10. Finally, [31] collected object attributes on a
small-scale subset of ImageNet. More recently, [32] publish a large-scale object attribute dataset

on a subset of ImageNet. The Celeb-A dataset [33] contains attribution with applications to
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generative modeling, but limited utility for general representation learning since it only contains
face images. The broader dataset Visual Attributes in the Wild (VAW)[34] provides large-scale
in the wild attribute annotations for 250k object instances.

Many datasets aim to stress test models to reveal limitations. [35] introduces ImageNet
variants under diverse corruption types, including Gaussian noise. [36] adds two more ImageNet
variants that include challenging natural samples and out of distribution samples, on which top
models see massive accuracy drops. Models evaluated on [37] similarly see large drops, though
this dataset differs in that it is strictly a test set. Other works introduce synthetic datasets to
assess spatial biases [38] or background reliance of classifiers, such as [39] and [40], which
perform some variation of swapping or altering foregrounds and backgrounds. Though similar,
these works differ in objective and technical contribution to ours. [40] focuses on developing a
novel distributionally robust optimization procedure. [39] emphasizes designing a multitude of
test datasets through creative editing of foreground and background regions to serve as a gen-
eral benchmark to evaluate models. In contrast, our work presents a novel method to analyze
foreground sensitivity, and demonstrates its utility by applying it to a breadth of cutting-edge ar-
chitectures and training paradigms, leading to model-specific observations. Further, our RIVAL10
dataset is significantly larger and richer in annotation.

Recently, [1] uses saliency maps and feature visualization in a semi-automated process to
identify deep neural nodes corresponding to core or spurious features for an object of a given
class, resulting in a large-scale dataset with segmentations corresponding to salient features.
However, annotation of the segmented regions are limited to just labeling them as ‘core’ or ‘spu-

rious’.
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2.2.2 Interpretability Methods

A number of methods have been proposed to interpret model predictions, such as saliency
or class activation maps[22], influence functions [41], and surrogate white box models[42, 43].
However, saliency maps have been found to be noisy and influence functions are fragile [44,
45]. Some methods seek to interpret the function of a neural node via synthesizing inputs that
maximize its activation [46, 47, 48], though these methods are limited when non-adversarially
robust models are used[49], and offer qualitative insights.

A motivation behind the development of interpretability methods is to work towards ad-
dressing the ‘shortcut learning’ issue, where models rely on easy-to-learn features that lead to
high performance on training sets, but poor generalization in other settings. [5] discusses this
at length, recommending the development and usage of challenging datasets whose inputs are
out-of-distribution with respect to standard benchmarks. RIVAL10’s rich annotations open the
door to the construction of many challenge datasets, in which shortcuts are broken via swapping
backgrounds, foregrounds, and attributes (examples in Appendix).

Other constructive works aimed to reduce the reliance of deep models on spurious features
appeal to counterfactual data generation [50, 51, 52], often appealing to disentangled represen-
tations or explicit annotations to break correlations of texture, shapes, colors, and backgrounds.
Further, [53] found that removing spurious features can in fact hurt accuracy and disproportion-
ately affect groups. Thus, the notion that spurious features are always harmful is incomplete, and
a closer look is required to ground discussions regarding the shortcut learning issue. Lastly, [54]

provides theoretical context for stress testing models to discern causal factors.
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Figure 2.3: (Left): Correlations between attributes in the training split. (Right): Class-wise
means of attribute vectors in the training split.

2.3 RIVALIO

2.3.1 Overview

RIVALIO0 differs from previous attributed datasets in that it provides attribute-specific lo-
calizations. That is, for every positive instance of an attribute, a binary segmentation mask iden-
tifies the image region in which the attribute occurs.

Perhaps, the most similar dataset in this regard is the recent Fashionpedia [55], a dataset
providing attributes and localizations of 27 apparel categories. However, the dataset is proposed
for the fashion domain which limits its utility for general purpose object recognition task. To the
best of our knowledge, RIVAL10 is the first general domain dataset to provide both rich semantic
attributes and localization, the combination of which we envision to aid in analyzing the robust-
ness and interpretability of deep networks. While other datasets used for semantic segmentation
and object detection go beyond single label annotations [56, 57, 58], they are not designed with

classifiers specifically in mind, like RIVAL10.
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Classes were chosen to be aligned with CIFAR-10 to enable analyzing the existing architec-
tures and training techniques developed for the object recognition task. In particular, the classes
we provide are: bird, car, cat, deer, dog, equine, frog, plane, ship, truck. We collected the fol-
lowing attributes for these object categories: beak, colored-eyes, ears, floppy-ears, hairy, horns,
long, long-snout, mane, metallic, patterned, rectangular, tail, tall, text, wet, wheels, wings. Some
attributes were inspired from [31].

We chose attributes to be intuitively informative, capturing semantic concepts that humans
may allude to in classifying RIVAL10 objects. While the attributes contain some redundant
information, they are nonetheless discriminative in the sense that a linear classifier on attributes
achieves 93.3% test accuracy. We visualize attribute correlations and class-wise frequencies in

Figure 2.3.

2.3.2 Data Collection

All images were sourced from ImageNet [14]. The images used in each RIVAL10 class
were derived from pairs of related ImageNet classes. In other words, 20 classes from Ima-
genet were used to build the 10 RIVAL10 classes. To collect our attributes and localizations,
we hired workers from Amazon Mechanical Turk (AMT). Data collected through AMT without
careful control may be of low quality. To encourage quality annotations, we utilize strategies
recommended by the HCI community [59]: providing detailed instructions, screening workers
for aptitude, and monitoring worker performance with attention checks.

Binary attributions were collected first. Workers were required to pass a qualification test

of 20 images with known ground truth attributes: only workers who achieved a minimal overall
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precision and recall of 0.75 were hired for full data collection. Because the task of segmentation
is more involved than indicating whether or not an attribute is present, we required a second
qualification test, assessing annotation quality by computing intersection-over-union (IOU) of
the submitted attribute masks with ground truth masks. Workers were required to complete five
segmentations with an average IOU of at least 0.7.

To ensure that quality is maintained in both the attribution and segmentation phases, roughly
5% of images provided to workers to annotate already had ground truth labels. These so-called
attention checks allowed for the monitoring of annotation quality during the collection process.
In the first stage of collecting binary attribute labels, the average precision and recall scores were
0.81 and 0.84 respectively. For each positive instance of an attribute marked in the first phase
of data collection, an attribute segmentation was collected in the second phase. Completeing
attribute segmentations in a second pass allowed for the review of the binary attributions and the
removal of any false positives. Average IOU of attention checks completed during the second
phase of data collection was 0.745. Further details on our data collection pipeline, including im-
ages of instructions shown to workers, payments, and quality-assurance metrics, can be found in

the appendix.

2.4 Models

In our analyses, we focus on ResNets and Vision Transformers[16, 21]. We inspect ResNets
trained (i) in a standard supervised fashion, (ii) adversarially via /5 projected gradient descent[60],
and (iii) contrastively (i.e. no direct label supervision), with SimCLR and CLIP[12, 13]. We also

consider CLIP Vision Transformers, as well as standard Vision Transformers (ViT) and Data ef-
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Figure 2.4: Accuracy under noise in foreground (left) and background (middle) at various noise
levels. Models are grouped by architecture and training procedure, with a curve corresponding to
the average over all models in a group. (Right): RF'S by group.

ficient Image Transformers (DeiT)[61]. DeiTs differ from ViTs primarily in their training set,
solely using ImageNet-1k while ViTs used ImageNet-21k. To make up for not having the in-
ductive biases of ResNets, ViTs increased the amount of training data, while DeiTs instead rely
upon extensive augmentation. All other models, with the exception of those trained with CLIP,
use ImageNet-1k as the pretraining set. CLIP, on the other hand, uses a much larger dataset of
images and associated text. A full discussion on models is offered in the appendix.

To perform classification on RIVAL10 dataset, we append a linear head to the penultimate
layer of each base model. Only the linear head is fine-tuned on RIVAL10’s train split (i.e. other
weights are frozen), so to preserve the feature space learned in the original pretraining. All
models achieve upwards of 90% accuracy on the RIVALI1O0 test set, essentially controlling for
classification ability. We note that while there is leakage between ImageNet-1k and the RIVAL10
test set, the purpose of this study is not to improve model’s predictive accuracy directly, but
instead to better understand the information used in making predictions.

Recently, a number of works compare the robustness of ViTs to ResNets. While there are

mixed findings on adversarial robustness [62, 63], there is agreement that ViTs have stronger out-
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of-distribution generalization, likely due to self attention [64, 65]. In contrast, our work focuses

on relative robustness to noise in foreground and background regions.

2.5 Foreground and Background Sensitivity

2.5.1 Noise Analysis

We add noise to the foreground and background separately to see how corrupting each
region degrades model performance. Consider a sample x with a binary object mask m where
m; ; = 1 if the pixel x; ; is a part of the object. We first construct a noise tensor n that has pixel
values drawn i.i.d. from N(0,c?), where o is a parameter controlling the noise level. Then, we

obtain noisy-background X;, and noisy-foreground X ¢, samples as:

Xs, = clip(x + n®m), X, = clip(x + n ® (1 — m))

where © is the hadamard product, and ‘clip’ refers to clipping all pixel values to the [0, 1] range.
We add Gaussian noise so to preserve the image content. Note that additive pixel-wise noise
leads to the same magnitude of perturbation in the foreground and background under the /.
norm. We also repeat our analysis with /5 normalized noise (presented in the appendix) to avoid
a bias against larger regions and obtain similar results.

We seek to quantify the sensitivity of a model to foregrounds relative to its sensitivity to
backgrounds. To this end, we introduce relative foreground sensitivity (RF'S). Let as, and ay,
denote accuracy under noise in the foreground and background, respectively, and a := (as, +

ayg)/2 denote their mean (referred to as the general noise robustness). We then define RF'S for a
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model F as

__ Obg —Gfg
2min(a, 1 —a)’

RES(F)

Essentially, RF'S normalizes the gap in model performance under foreground and back-
ground noise by the total possible gap, given the general noise robustness of the model. In Figure
2.2, RF'S takes on the geometric meaning of the ratio between the distance of (ay,, ay,) to (a, a),
to the largest possible distance from the diagonal in the unit square for a point with general noise

robustness a. The scale factor in the denominator gives RF'S a range of [—1, 1].
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Figure 2.5: Relative foreground sensitivity per instance for four classes and five models of
roughly equal size. (Top): Histogram of i RF'S; positive denotes greater foreground sensitiv-
ity. (Bottom): Scatter; top left indicates high relative foreground sensitivity. Across models,
ships and birds have low foreground sensitivity, often being more sensitive to noise in the back-
ground than the foreground.

We also consider an instance-wise version, : RF'S, defined for a model F and a sample x.

Here, we use the probability that model F predicts sample x to belong to its true class as the

measure of model performance instead of accuracy. Let ps, and p,, denote this probability for
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X4 and Xy, respectively. Thus, with p := (ps, + Dbg) /2,

. Pvg — Pfg
RFS(F,x) = .
RESE) = 3 ainG. 1 - 7)
In our experiments, we consider seven equally spaced noise levels from ¢ = 30/255 to
210/255. For each sample in the test set, we take ten trials of adding noise to the foreground and

background separately per noise level. RIVAL10’s test set consists of roughly 5k images, so for

each model type, we assess 5k x 7 x 10 = 350, 000 trials in total.

2.5.2 Empirical Observations

Fig. 2.2 shows different models have vastly different performance in terms of both general
noise robustness and relative foreground sensitivity. In Figure 2.2, transformers generally lie
further up the main diagonal than ResNets, corroborating observations that transformers are more
robust to common corruptions [66]. Increasing model size improves general robustness, though
it does so more for transformers than ResNets. Models lie at different distances orthogonal to
the diagonal as well, indicating architecture and training procedure affect relative foreground
sensitivity.

In Figure 2.4, we categorize model types based on architecture and training procedure,
averaging RIS over groups to reveal general trends. Robust ResNets have the lowest RS,
much lower than standard ResNets, a somewhat surprising result given that background reliance
has been thought to be linked to increased adversarial vulnerability in the past [39, 67]. Sim-
CLR has the next lowest RF'S overall, and generally, contrastive training procedures (CLIP,

SimCLR) seem to reduce RIS in both ResNets and ViTs.
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In comparing transformers to ResNets overall, we see at low noise levels, transformers
sometimes have lower RF'S than ResNets. Interestingly, as noise level rises, RF'S in trans-
formers increases as well, while RF'S is mostly stable for ResNets. This suggests that trans-
formers can adaptively alter the attention paid to different image regions based on the level of
corruption. Comparing between transformers, we see DeiTs with much lower RF'S than ViTs,
suggesting that the heavy augmentations DeiTs leveraged to achieve increased data efficiency

may have also made the models much more sensitive to backgrounds.
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Figure 2.6: Controlled ablation studies. Average RF'S over all noise levels presented for brevity.
(Left): Increasing patch size in ViTs decreases relative foreground sensitivity. (Right) Robust
models are much less relatively sensitive to foregrounds, but € used in adversarial training does
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Figure 2.7: Instances of images with low saliency alignment, highlighting spurious features of
water for ships, and branches and bird feeders for birds. (Left): Spurious features leading to
misclassification (in red). (Right): Other instances of spurious features.

In Figure 2.6, we more closely inspect the effect of patch sizes in ViTs and the attack
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budget ¢ used in adversarial training (which affects accuracy-robustness trade-off). We find that
increasing the patch size in ViTs from 16 x 16 to 32 x 32 reduces RE'S when averaged over
all noise levels. The robustness ablation affirms that robust ResNets are much less relatively
sensitive to foregrounds than standard ResNets, though the attack size seen in training does not

seem to significantly affect RF'S.
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Figure 2.8: Model accuracy on images with backgrounds ablated via graying. The right plot
shows accuracies for models finetuned on the images with backgrounds ablated. Only transform-
ers can fit a linear layer on the features of background ablated images without compromising
performance.

Moving away from comparing models, in Figure 2.5, we see foreground sensitivity is
largely affected by class. In particular, across models of roughly equal size, ships and cats are
often more sensitive to background noise, suggesting models learn to utilize background content
more than foreground content in recognizing them. The class distinction is less pronounced
in DeiTs and ViTs, with ViTs assigning high foreground sensitivity for all classes, and DeiTS

having mixed sensitivity across classes, with many negative i RF'S scores (i.e. higher background

sensitivity).
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2.5.3 Removing Backgrounds Entirely

We also inspect the accuracy of models on images with backgrounds grayed out, similar
to [39], though now considering ViTs, CLIP, and SimCLR, which had not been developed at the
time of their study. Also, the rich annotations of RIVAL10 allow for going beyond foreground
or background ablation (see the appendix for a discussion of attribute removal). Ablation via
graying can be thought of as another kind of noise, where all pixels are smoothed to 0.5. In Fig-
ure 2.8, the left plot reveals that Robust ResNets and SImCLR see the largest drops in accuracy
when evaluated on images with grayed backgrounds. Transformers do well on ablated images,
consistent with the observation that transformers had high RF'S at the largest noise levels. Fur-
thermore, when we attempt to fit a linear layer to classify background-ablated images, only the
features from transformer models are sufficiently informative to have high linear classification
accuracy. Thus, while transformers make use of backgrounds, they still retain significant fore-
ground information in their feature space. This result suggests transformers are much more robust
to localized distribution shift. That is, distribution shift in one region (the background) may affect

model perception of other unperturbed regions much less in transformers than ResNets.

2.5.4 Saliency Alignment

To complement the noise analysis, we use GradCAM [22] to assess the amount of saliency
that models place on foreground pixels. RIVAL10’s object segmentations allow us to automat-
ically quantify saliency alignment with foregrounds, removing the need for human inspections.
Sorting samples based on saliency alignment reveals failure modes, where models deem back-

ground regions as highly salient. We present several metrics to assess saliency alignment in the
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Figure 2.9: Alignment of binarized saliency maps with object segmentation masks, measured by
intersection over union (IOU). Averaged over models (left) and object classes (right).

appendix. We find that extracting samples with the lowest difference in average pixel saliency
in foreground and background yield the most interesting failure modes. We present examples
selected this way in Figure 2.7, highlighting spurious background features that contribute to the
low RF'S of ships and birds observed across models in Figure 2.5. Specifically, models look for
water and coasts when classifying ships, and twigs and branches when classifying birds.

In Figure 2.9, we appeal to the standard metric intersection-over-union (IOU). Saliency
maps are binarized using a threshold of 0.5 before being compared with object segmentation
masks. On average, saliency alignment is similar across models, despite their being large differ-
ences in RF'S identified in the noise analysis, suggesting saliency maps may give an incomplete
picture of model sensitivity. In comparing saliency alignment across classes, we see much larger

differences, emphasizing the result that class matters when it comes to background reliance.
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2.6 Conclusion

We present RlIch Visual Attributes with Localization (RIVAL10), and quantitatively assess
sensitivities of state-of-the-art models under noise corruption. Specifically, we find adversarially
or contrastively training ResNets leads to reduced relative foreground sensitivity. Further, we
observe that transformers adaptively raise foreground sensitivity as noise level increases, while
ResNets do not. By applying automated alignment metrics to saliency maps, we reveal instances
of spurious background features used by models. Lastly, we observe promising evidence that
neural node attributions based on top activating images generalize to instances unseen during
attribution. We hope RIVALI10’s rich annotations lead future studies to gain new quantifiable

insights on the behavior of deep image classifiers.
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Chapter 3: Hard ImageNet: Segmentations for Objects with Strong Spurious

Cues

This chapter details a NeurIPS *22 paper co-authored by Sahil Singla and Soheil Feizi [68].

Deep classifiers are known to rely on spurious features, leading to reduced generalization.
The severity of this problem varies significantly by class. We identify 15 classes in ImageNet
with very strong spurious cues, and collect segmentation masks for these challenging objects to
form Hard ImageNet. Leveraging noise, saliency, and ablation based metrics, we demonstrate
that models rely on spurious features in Hard ImageNet far more than in RIVAL10, an ImageNet
analog to CIFAR10. We observe Hard ImageNet objects are less centered and occupy much less
space in their images than RIVAL10 objects, leading to greater spurious feature reliance. Further,
we use robust neural features to automatically rank our images based on the degree of spurious
cues present. Comparing images with high and low rankings within a class naturally reveals the
exact spurious features models rely upon, and shows classifiers suffer reduced accuracy when
spurious features are absent. With Hard ImageNet’s annotations and evaluation suite, the com-
munity can begin to address the problem of learning to detect challenging objects for the right

reasons, despite the presence of strong spurious cues.
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Figure 3.1: Hard ImageNet classes. Object segmentation masks are overlaid in purple.

3.1 Introduction

Deep learning based image classifiers are effective but brittle to distribution shift, leading
to serious issues when models are deployed to sensitive applications like medicine [69, 70]. The
reliance of models on spurious features, which are predictive of class labels in training data
but are irrelevant to the true labeling function, contributes to reduced distributional robustness.
The lack of interpretability of deep models is a bottleneck to understanding causes and degree
to which models rely on spurious features, especially on real data. Some datasets have been
proposed where spurious features are manually annotated or injected into synthetic [71, 72] or
application-specific [33, 73] datasets, though insights from these benchmarks may have limited

transferability to more general domains.
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Recently, [1] apply a mostly automated procedure for neural network interpretability [48]
to discover and annotate core (i.e. essential to the class label) and spurious features at scale. [74]
expand this analysis to softly segment core input regions in nearly all of the ubiquitous benchmark
dataset, ImageNet [14]. Their method leverages the activation maps of neural features that highly
contribute to the activation of a given class logit and detect core features for that class. How-
ever, for 15 classes, all of the inspected features were spurious, making the core-feature-based
segmentation scheme infeasible, while suggesting the presence of uniquely strong spurious cues
within this subset of ImageNet.

In this paper, we first gather object segmentations for these 15 classes, forming the Hard
ImageNet dataset. We then curate an evaluation suite of ablation, noise, and saliency based anal-
yses that leverage object segmentations to assess the degree to which models rely on spurious
features. With this benchmark, we show that models rely on spurious features much more for
Hard ImageNet objects than more typical objects, as represented by the RIVAL10 dataset [15],
who’s classes appear in multiple standard benchmark datasets (ImageNet, CIFAR10 and STL10
[26, 75]). We then investigate properties of Hard ImageNet objects, observing that they are signif-
icantly smaller and less centered, likely leading to models favoring spurious features. Further, we
complement our instance-wise object segmentations by ranking each image within a class based
on the strength of spurious cues present, leading to clearer visualizations of the specific spurious
features involved. The image rankings also open the door to last-layer retraining of models on
data where the presence and absence of spurious features is balanced, an efficient new technique
for reducing spurious feature reliance [76].

With Hard ImageNet, we go beyond single-label annotations to shed new insights on the

data and model conditions that lead to increased spurious feature reliance in deep image clas-
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sifiers. We hope our evaluation suite and challenging dataset can inspire new and improved
training procedures that result in models that classify for the right reasons, towards more reliable

and trustworthy Al

3.2 Related work

The tendency of models to rely on spurious features due to simplicity bias [77] or short-cut
learning [5] has garnered much attention, due to its consequences on fairness and generalization,
leading to the proposal of many algorithms to mitigate spurious dependencies [72, 78, 79, 80,
81, 82]. However, in comprehensive evaluations, the gains of these methods over empirical
risk minimization are often marginal or inconsistent [83, 84]. Recently, a simpler approach for
reducing spurious feature reliance has been proposed, where only a final linear layer is retrained
over data that balances the presence of spurious cues, thus encouraging models to downweight
spurious features, which are less predictive of class labels in the balanced set [76]. A bottleneck to
this approach, along with many of the other mentioned algorithms, is that they require knowledge
of the degree to which spurious cues are present in each sample; the image rankings of our dataset
may address this need.

Several datasets have been created to aid in studying spurious feature use, including many
with synthetically-injected spurious correlations [71, 72, 85]. A noteworthy example is ImageNet-
9, which swaps backgrounds across classes to assess background sensitivity, using analyses sim-
ilar to our ablation studies [39]. While insightful, the use of simple classification tasks and
unnatural data in these synthetic sets may limit their impact in practice. A number of real-world

datasets have also been proposed [33, 73, 86, 87], though they are usually very specific to the
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domain of their application.

Recent work appeals to additional annotations to assess model sensitivity to various input
regions via noise-based analyses [15, 48]. Notably, [74] annotate core and spurious input regions
for nearly all of ImageNet in a mostly automated procedure, leveraging neural feature visual-
izations [48] and the improved interpretability of an adversarially robust network [88], resulting
in Salient ImageNet-1M, a large-scale, natural, and general dataset for evaluating and improving
model reliance on spurious features. Namely, they used activation maps of robust neural features
corresponding to core features as soft segmentations of core regions. However, for 15 classes,
all neural features inspected were spurious, making their segmentation framework inapplicable.
Arguably, these classes are the most interesting, as the underlying robust network used for seg-
mentation relied on spurious features the most for these classes, indicating that this subset of
data contains the strongest spurious cues. We manually collect object segmentations for these 15
classes, design a suite of evaluation metrics, and study the properties of this data that leads to

heightened spurious feature reliance.

3.3 Hard ImageNet Dataset

3.3.1 Overview

Our dataset, Hard ImageNet, consists of images from 15 ImageNet [14] synsets. These
classes are Dog Sled, Howler Monkey, Seat Belt, Ski, Sunglasses, Swimming Cap, Balance Beam,
Gymnastic Horizontal Bar, Patio, Hockey Puck, Miniskirt, Keyboard Space Bar, Volleyball, Base-
ball Player, and Snorkel, selected because for each class, all features annotated in [74] were

spurious with respect to the class. Specifically, [74] inspect the five neural features (i.e. nodes in
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the penultimate layer) of an /5 adversarially trained ResNet50 per class that contribute most to
the activation of the corresponding logit. Each class-feature pair is annotated as core or spurious,
based on if the detected feature is essential to the class label. Over all classes, the vast majority
of class-feature pairs inspected were deemed core. Thus, having all five most important features
serving spurious roles suggests that each Hard ImageNet class uniquely has very strong spurious
cues that models favor over core features.

We collect object segmentation masks for these 15 classes, resulting in a dataset with
19,097 training samples and 750 validation samples. We maintain the same train/validation split
as ImageNet. Figure 3.1 visualizes an example and its object segmentation for each Hard Ima-
geNet class. Additionally, we provide class-wise rankings for each image in the Hard ImageNet
training set based on the strength of spurious cues present in the image. We base these rank-
ings on the activations of the annotated neural features for each class (see Section 3.6 for more
details).

Impact. First, Hard ImageNet segmentations complete the Salient ImageNet dataset, which
allows for the exploration of going beyond single-label supervision in training ImageNet mod-
els to predict for the right reasons. That is, with object segmentations available during training,
models can be guided to rely more on core features than spurious ones, leading to improved
generalization to domains where spurious correlations are broken. Moreover, Hard ImageNet
annotations shed insight on the conditions for models and data under which spurious features are
favored: through our suite of evaluation metrics (see Section 3.4), the effect of training proce-
dures and model architectures on spurious feature reliance can be compared, while analysis of
segmentation masks reveal how the shape, size, and location of objects in images affects model

sensitivity to the object (see Section 3.5).
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3.3.2 Collection Procedure

We collect Hard ImageNet object segmentations over Amazon Mechanical Turk. To en-
sure quality, annotations are collected in many phases. First, workers must pass a qualification
exam, consisting of segmenting one sample from each class. All workers take the same quali-
fication exam, and only workers who achieve an intersection-over-union (IoU) score of at least
0.65 pass. For reference, any IoU greater than 0.5 is considered successful in the Pascal VOC
object detection evaluation [89]. Workers meeting this bar demonstrate proficiency with the
Mechanical Turk platform and sufficient understanding of the relevant objects to be segmented.
Then, workers sign a consent form explaining the nature of and purpose for their work. We also
share answers to the qualification exam and tips for improved segmentations. Finally, qualified
and consenting workers move on to the full data collection stage, where we release batches in
rounds, monitoring quality with attention checks (randomly inserted images with ground truth
segmentations) and updating class-specific tips based on errors observed on attention checks.
We place attention checks with a frequency of 10% for

Validation Set Inter-Annotator Agreement
the validation split and 5% for the training split. The av-

erage IoU score on attention checks was 0.76. Workers

with very low quality on attention checks were removed

from the study, and their segmentations were redone in

0.0 0.2 0.4 0.6 0.8 1.0
Intersection over Union Scores

later rounds. Also, each image in the validation set is
Figure 3.2: Agreement of individual

annotated five times, with annotations consolidated via segmentations with final averaged seg-
mentation for Hard ImageNet valida-
a pixel-wise majority vote to correct for errors in any in- tion split.

dividual segmentation. Figure 3.2 shows the IoU scores of each validation set segmentation to the
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consolidated final validation masks. The vast majority of segmentations are highly agreed upon,
with a small minority having near zero agreement, indicating that the extra rounds of annotation
had a meaningful corrective impact.

Throughout our data collection, we strive to create a transparent and collaborative working
environment. In the consent/information stage, we invite feedback and explicitly encourage our
workers to directly contact us with questions. Moreover, we reward workers with fair salaries
(estimated to be $12 to $16 an hour depending on annotation speed) and bonuses (between 5%
and 7% depending on number of annotations) for continued work. We also invite workers who
previously partook in RIVAL10 [15] annotation, as their experience from a similar task leads to

improved annotation quality, and rewarding loyalty improves worker well being.

3.4 Benchmarking Spurious Feature Reliance

We compile a suite of evaluation metrics that use object segmentations for assessing image
classifier reliance on spurious features. We focus this section on demonstrating the significantly
higher degree of spurious feature reliance for models on Hard ImageNet compared to other more
typical data. As a baseline, we use RIVAL10 [15], which is comprised of images from 20 Ima-
geNet synsets, selected so that each synset corresponds to a class from CIFAR10 [26] (i.e. two
synsets per CIFAR1O0 class). Importantly, RIVAL10 includes an object segmentation per im-
age, collected in a similar fashion to Hard ImageNet’s annotations. We consider RIVAL10 data
to be more typical of what is commonly studied in image classification, as many or all of the
classes also appear in the standard benchmark datasets CIFAR10 and STL10. We note that we

use samples in RIVAL10 that were originally in ImageNet’s validation split, as opposed to using
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RIVALI10’s own train/test split, which leaks ImageNet training samples to their test split. For
Hard ImageNet, we also evaluate over images originally in ImageNet’s validation split, which
corresponds to Hard ImageNet’s validation split.

Across our evaluations, we use a convolutional neural network (ResNet50 [16]) and a vision
transformer (small DeiT [61]) of roughly equal size, both pretrained on ImageNet. To evaluate
these models ‘off the shelf’, we map samples from Hard ImageNet and RIVAL1O to their original
ImageNet class indices. Thus, for RIVAL10 evaluation off the shelf, we actually consider 20
target classes, and so we refer to this as RIVAL20. We also include finetuned versions where
a final linear layer is trained for each model atop representations from the corresponding fixed
feature encoder. For RIVAL10, we finetune for both 10-way and 20-way classification. While the
emphasis of this section is data, in practice our evaluation metrics are intended for comparison

of models of diverse types.

3.4.1 Ablation

Object segmentation masks allow for removal of the object corresponding to the class label
for any sample. Classifying an ablated image to its original class indicates that the model uses
background information as it does not require the object’s presence to predict its class. While
these ablated images are out of distribution, accuracy drop due to ablation can still inform the
degree to which the model relies on spurious background features. We consider three types of
ablation. First, we replace all object pixels with 0.5, graying out the object. Second, we replace all
pixels in the bounding box of the object with gray, thus also removing object shape information.

Finally, we replace the bounding box of the object with a tile adjacent to the object in the image.

39



Original

ResNet50 Finetuned RN50
- 1.0 -
0.8 N Hard ImageNet
E RIVAL20 0.8 -
a 0.6 - L>;
© © 0.6-
5 04- 5
g 3 0.4-
< < B Hard ImageNet
0.2- 02- RIVAL10
I RIVAL20
0.0- . . ! . 0.0- mmim= mmiem , ‘
None Object BBox Tiled None Object BBox Tiled
Grayed  Grayed Grayed Grayed
Ablation Ablation
DeiT (Small) Finetuned DeiT
1.0 -
0.8 - B Hard ImageNet
N RIVAL20 0.8-
>06- >
© © 0.6-
I o
3 0.4- 3 o
9] O 04-
< << B Hard ImageNet
0.2- 02- RIVAL10
W RIVAL20
0.0 - i i ] i 0.0 - 0 ]
None Object BBox Tiled None Object BBox Tiled
Grayed  Grayed Grayed Grayed
Ablation Ablation

Figure 3.3: Accuracy under ablation. Accuracy drops much less when Hard ImageNet objects are
ablated than when RIVAL10 objects are ablated. Example ablations for class sunglasses shown
left.

In cases where a tile is smaller than the bounding box, we repeat the tile to fill the region, as in
[39]. Note that all ablations replace each instance of an object in an image separately (i.e. we
consider multiple boxes bounding each instance as opposed to one box containing all instances)
so to retain as much background as possible.

Figure 3.3 shows that ablation leads to a much smaller accuracy drop for Hard ImageNet
objects than for RIVAL10 objects, in both the finetuned and off the shelf case, and for all types
of ablation. In fact, for an off the shelf DeiT (i.e. performing 1000-way classification), Hard
ImageNet images are predicted to their class over 50% of the time under all ablations, despite
the fact that the object essential to the class label is actually missing, rendering the predictions
inaccurate. This is several times larger than the rate for RIVAL20. In finetuned models, accu-

racy under ablation is still significantly larger for Hard ImageNet, though this gap is smaller.
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We note that random guessing yields much higher accuracy in these cases because the number
of classes is multiple orders of magnitude smaller. Because number of classes varies across the
three datasets considered, direct comparison is more challenging, but Hard ImageNet accuracy
is still substantially larger than RIVAL10 ablated accuracy, where random guessing achieves 5%

higher accuracy than on Hard ImageNet.

3.4.2 Relative Foreground Sensitivity

We now turn to the noise-based metric relative foreground sensitivity (RF'S), introduced
with RIVAL10 [15]. To compute RF'S, equal amounts of Gaussian noise are added to foreground
and background regions. Then, the gap in accuracy drops (i.e. how much more accuracy drops
due to foreground noise than background noise) is normalized to allow for comparison across
models with varying noise robustness, as derived extensively in [15] and [74]. Higher RF'S
scores entail greater sensitivity to noise in foregrounds relative to backgrounds. We consider
adding both /., and ¢, noise, where in the latter case, we fix the /5 norm of noise added in both
backgrounds and foregrounds. These types of noise have opposite size biases, as ¢, noise results
in a higher /., norm of noise is smaller regions, while /., noise results in a higher ¢, norm of
noise in larger regions.

In figure 3.4, we see that for all models and across noise levels, RF'S is substantially lower
when evaluated on Hard ImageNet than on RIVAL10 or RIVAL20. In fact, RF'S is negative
in many cases, indicating that noise in the background reduces accuracy more than noise in the
foreground. For finetuned models at low levels of /; normalized noise, RF'S is comparable across

datasets, but otherwise, models appear to be significantly more sensitive to noise in backgrounds
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Figure 3.5: GradCAMs of Hard ImageNet instances with poor saliency alignment for finetuned
ResNet50 (left three) and finetuned DeiT (right two). Spurious features of gymnast, dogs, hockey
stick and ice, legs and keys for each class respectively are highlighted.

than they are to the actual object in Hard ImageNet, suggesting that models use object information
far less than surrounding context. Arguably, despite achieving high accuracy, this result suggests
that models are not actually learning to detect Hard ImageNet objects, instead relying on spurious

background cues.

3.4.3 Saliency Alignment

Our third metric makes use of the interpretability method GradCAM [22], which assigns a
saliency score to each input pixel, proxying its importance to the prediction. While GradCAMs

are qualitative, we perform a quantitative analysis by computing the alignment of GradCAMs to
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Figure 3.6: Alignment of GradCAM saliencies to object masks. Low alignment indicates more
saliency is placed in the background. Across all models, saliency alignment is lowest for Hard
ImageNet.

objects. Specifically, we compute IoU of object segmentations and GradCAMs (binarized with
a threshold of 0.5) as in [15]. Figure 3.6 shows IoU scores across models are significantly lower
for Hard ImageNet objects than RIVAL10 objects, indicating that backgrounds are more salient
to Hard ImageNet classification.

With saliency alignment, we can also automatically extract instances with low IoU scores to
reveal specific spurious background cues. Some examples are visualized in figure 3.5. Here, we
see that other features present in the image but non-essential to the class label are arguably more
prominent and easier to recognize than the actual object. For example, the keys on a keyboard
are more noticeable than the spacebar below, as they take up more of the image and contain more
detail than the uniformly colored spacebar. Further, the location of the objects in these examples
makes them appear as though they are in the background, as they reside along the edges of the
image, as opposed to the center. We investigate the size and location of Hard ImageNet objects

in more detail in the following section.
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Figure 3.7: Average object position for Hard ImageNet and RIVAL10. Hard ImageNet objects
occupy less space and are often not centered, unlike RIVAL10 (and most other ImageNet) objects.

3.5 Hard ImageNet Objects are Smaller and Less Centered

Figure 3.8 shows that compared to RIVAL10, Hard ImageNet objects occupy substantially
less space both in their original images and after the standard ImageNet test time augmentation
(consisting of resizing and center cropping). Some reasons for this are that Hard ImageNet ob-
jects are 1. simply smaller (hockey puck, swimming cap), 11. oddly shaped so that square crops
include lots of background (spacebar, ski), iii. often co-occurring with much larger spurious
features (snorkel, balance beam).

Interestingly, the standard test time augmentation only slightly increases the percent of the

image the object occupies, unlike for RIVAL10 objects, which see a larger increase. The lack of
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Figure 3.9: Hard ImageNet objects are of-
ten substantially cropped out by the stan-
dard ImageNet test time augmentation.

a center bias in object locations likely contributes to the reduced benefit of augmentation, as a
center crop would not amplify non-centered objects. In fact, we find that this augmentation often
removes large portions of Hard ImageNet objects, as shown in Figure 3.9. While in the worst
case at most 25% of a RIVAL10 object is lost due to the standard augmentation, much more of
the object is lost in Hard ImageNet, including cases where standard augmentation completely
removes Hard ImageNet objects.

We visualize the class-wise average of object segmentations after standard augmentation
in figure 3.7. Indeed, Hard ImageNet objects are smaller and less centered than RIVAL10 ob-
jects. For howler monkey and baseball player, which are relatively larger and more centered,
we conjecture that the increased spurious feature reliance is due to easily recognizable spurious
cues. Namely, howler monkeys are usually photographed in dense foliage with many leaves and
branches. For baseball players, the uniform green grass and brown dirt of the baseball field is

likely very easy for a deep network to detect. While patios are not centered, they do take up lots
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Figure 3.10: Examples of high (left) and low (right) spurious feature presence, based on Hard
ImageNet rankings. Accuracies shown are for a standardly trained ResNet50.

of space, but they often co-occur with patio furniture, which models may rely on more so than
the patio itself. Finally, we note the smaller size of the finches in RIVAL10; RIVAL10’s original
analysis observed greater spurious feature reliance in the bird class, further suggesting that small

object size leads to greater model use of backgrounds.
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3.6 Ranking Images by Spurious Feature Presence

To complement Hard ImageNet segmentation masks, we annotate each image in the train-
ing set with a class-wise rank corresponding to the strength of spurious features present in the
image. We determine these ranks by appealing to neural features (nodes in the penultimate layer)
of the /5 adversarially trained ResNet50 used to construct the Salient ImageNet dataset [1, 74].
Per class, we first rank all images by feature value on each of the five annotated features (which
are all spurious for Hard ImageNet classes). We then sort the average of these ranks to obtain our
final image rankings.

Figure 3.10 shows the highest and lowest ranked images for classes ski, snorkel, and howler
monkey. Samples with low spurious rank are classified with significantly lower accuracy. Also,
viewing the high and low ranked images reveals the strong spurious cues present in Hard Ima-
geNet. For example, models appear to rely on snow and skiers to classify skis. Similarly, the
absence of people and water for snorkels and trees for howler monkey reduces spurious ranking
and classification accuracy. Viewpoint may also be a spurious feature for howler monkey, as
highly ranked images are all taken from below, with the sky and trees as the backdrop. View-
point, along with backgrounds, was observed to be a spurious correlation that contributes to large
accuracy drop when broken in ObjectNet [37].

While image ranking facilitates the interpretation of spurious features naturally (i.e. with-
out using visualizations that make artificial changes to the image, which were observed to be less
effective in [90]), they can also be used to reduce spurious feature reliance. Namely, retraining
a linear layer atop fixed encoders on data that balances the presence and absence of spurious

features has been found to greatly improve performance on instances where spurious correlations
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are broken [76]. Spurious image ranking allows for the construction of these balanced datasets,

explored in the following section.

3.7 Improving Models with Hard ImageNet Annotations

We now explore baseline methods to harness Hard ImageNet’s annotations for improved
model classification (i.e. with reduced reliance on spurious features). We focus our study on
finetuned models pretrained on ImageNet, using ResNet50 and DeiT (Small) as in Section 3.4.
We keep features fixed during finetuning, only optimizing the parameters of a new final layer for
the 15-way Hard ImageNet classification.

We employ two approaches for mitigating spurious feature reliance. [74] propose Core
Risk Minimization (CoRM) as an alternative to ERM when segmentations of core (i.e. not
spurious) regions are available; Hard ImageNet’s object segmentations fulfill this prerequisite.
Specifically, the objective of CoRM is to minimize classification error over the distribution of
images with noise applied to non-core regions, so that the optimal classifier predicts correctly
even when spurious features are corrupted. In that work, random noising, where small amounts
of Gaussian noise are added to non-core regions with probability p = 0.5, and saliency regular-
ization, where the /5 norm of the gradient on non-core pixels is added to the classification loss,
were applied in tandem to improve relative core sensitivity (an analagous metric to RF'S). [76]
propose Deep Feature Reweighting (DFR), in which retraining a final linear layer using a bal-
anced dataset reduces spurious feature reliance. The balanced dataset consists of a subset of the
training data containing an equal portion of samples with and samples without spurious features,

essentially breaking spurious correlations that impede generalization to minority groups. Using
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Hard ImageNet’s image rankings, we extract the top and bottom 100 images for each class to

form the spurious-balanced subset.

Method ‘ Ablation Accuracies (]) RFS (1) Saliency (1)
CoRM DEFR | None (1) Gray GrayBBox Tile |0 =025 o=0. IoU
Finetuned DeiT (Small)
X X 96.79  84.22 80.48 81.15 —0.19 —0.35 20.90
v X 96.39  81.02 78.74 80.75 0.02 —-0.19 21.57
X v 96.66 81.28 77.01 77.94 —0.20 —0.33 21.63
v v 96.52 82.35 77.01 77.81 | —0.10 —0.29 21.99
Finetuned ResNet50
X X 94.25 75.94 69.39 67.38 —0.18 —0.27 18.44
v X 92.91 76.20 69.12 68.32 | —0.08 —-0.27 20.43
X v 94.39 73.53 67.51 66.71 —0.27 —0.35 18.39
v v 91.31 72.59 63.64 63.90 | —0.23 —0.31 20.35

Table 3.1: Final layer retraining improves faithful learning on Hard ImageNet. Results shown for
entire benchmark under two different training approaches: i) Core Risk Minimization (CoRM)
via random background noising and saliency regularization, and ii) deep feature reweighting
(DFR) using a spurious-balanced training subset. We also report results for the combination
of the two approaches and ordinary finetuning (as a baseline) under two architectures. Relative
Foreground Sensitivity (RF'S) is evaluated under two /., noise levels, indicated by o. Saliency
refers to saliency alignment as measured by intersection over union (IoU).

Table 3.1 shows that these two methods can considerably reduce model reliance on spurious
features, improving numbers across all metrics in our benchmark. Between the two approaches,
CoRM appears to lead to more improvement in saliency alignment and RF'S, while DFR yields
beter results for ablation. Combining CoRM and DFR leads to even better performance with
respect to accuracies under ablation. While improvements are at times small, we note that in

these experiments, the vast majority of model parameters are left unchanged, as we only train a

new final layer. We leave the door open to new approaches for improving the faithful learning of
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Hard ImageNet objects, including training models from scratch.

3.8 Conclusion

Our benchmark brings a new perspective to classification, as we not only seek models that
predict accurately, but also predict for the right reasons. Assessing model performance using ac-
curacy alone can obscure key misconceptions held by models, which may only become apparent
when models are deployed to new domains at test time. Moreover, design decisions such as train-
ing strategy and architecture may affect the degree to which spurious features are relied upon, as
observed in [15]; this dataset and accompanying benchmark can reveal these model differences.
Finally, we emphasize the need to understand model behavior under “bad” data; that is, images
where the object of interest is not centered or large, unlike most cases. With models becoming
increasingly data hungry, it is inevitable that some portion of the data will not capture objects
in ideal conditions. Further, certain objects simply are not well suited to be captured promi-
nently (i.e. large and centered) in square photos. Figuring out how to learn to recognize objects
from these suboptimal data conditions will be an important challenge to extend the impressive
performance of deep classifiers from standard datasets to many more realistic settings. We hope
Hard ImageNet can lead to new perspectives on both training and evaluation paradigms for image

classification.
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Chapter 4: Explicit Tradeoffs between Adversarial and Natural Distributional

Robustness

This chapter details a NeurIPS ’22 paper co-authored by Kiarash Banihashem and Soheil
Feizi [91]. We now expand our analysis of spurious correlations (and the natural distribution
shifts that break them) to concurrently investigate adversarial distribution shifts.

Several existing works study either adversarial or natural distributional robustness of deep
neural networks separately. In practice, however, models need to enjoy both types of robustness
to ensure reliability. In this work, we bridge this gap and show that in fact, explicit tradeoffs
exist between adversarial and natural distributional robustness. We first consider a simple lin-
ear regression setting on Gaussian data with disjoint sets of core and spurious features. In this
setting, through theoretical and empirical analysis, we show that (i) adversarial training with ¢,
and /5 norms increases the model reliance on spurious features; (ii) For /., adversarial training,
spurious reliance only occurs when the scale of the spurious features is larger than that of the core
features; (iii) adversarial training can have an unintended consequence in reducing distributional
robustness, specifically when spurious correlations are changed in the new test domain. Next,
we present extensive empirical evidence, using a test suite of twenty adversarially trained models
evaluated on five benchmark datasets (ObjectNet, RIVAL10, Salient ImageNet-1M, ImageNet-9,

Waterbirds), that adversarially trained classifiers rely on backgrounds more than their standardly
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trained counterparts, validating our theoretical results. We also show that spurious correlations in
training data (when preserved in the test domain) can improve adversarial robustness, suggeting

that prior claims that adversarial vulnerability is rooted in spurious correlations are incomplete.

4.1 Introduction

Despite continuously improving upon state of the art accuracy on various benchmarks, deep
image classifiers remain brittle to distribution shifts, suffering massive performance drops when
evaluated on non-i.i.d. data. For example, the accuracy of object detectors trained on ImageNet
[14] reduces by 40-45% on ObjectNet [37], where images are taken within households at vari-
ous viewpoints and rotations. The reliance of deep models on spurious features, which correlate
with class labels but are irrelevant to the true labeling function [76], is one cause of poor model
robustness, as performance degrades when spurious correlations are broken. Indeed, model re-
liance on spurious features like texture [85] and background [11, 39] is well documented. Of
greater concern, deep models in safety critical applications such as detection of pneumonia [92]
and COVID-19 [69] have been observed to rely on hospital specific spurious markers, causing
poor generalization to new hospitals.

Adversarial examples [4, 93] pose another troubling distribution shift, where imperceptible
input perturbations can cause model accuracy to drop to zero. Many works have been proposed
to improve the adversarial robustness of deep models [94, 95, 96, 97, 98, 99, 100, 101], including
the widely popular adversarial training, where inputs are augmented via adversarial attack during
training [60]. While spurious correlation robustness has also attracted lots of attention [71, 72,

76, 79], the two problems are most often considered independently, despite both being essential
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Figure 4.1: Snapshot of empirical evidence using RIVALIO0, Salient ImageNet-1M, ImageNet-9,
Waterbirds, and ObjectNet benchmarks. Results averaged over ResNet18 and ResNet50. Adver-
sarial training, especially under /> norm, reduces (increases) sensitivity to core (spurious)
features. The increased reliance on spurious features leads to worse distributional robust-
ness.

to the safe and reliable deployment of deep models in the wild.

In the few works that do consider adversarial and spurious correlation robustness in tandem,
the prevailing argument is that the origin of adversarial vulnerability is that the model focuses on
spurious correlations that can be manipulated [102, 103, 104]. However, recently, noise-based
analyses on RIVAL10 [15] and Salient ImageNet-1M [74] datasets suggest adversarial training
may actually increase model sensitivity to spurious features; a result that is both counter-intuitive
and in direct contrast to existing ideology.

To better understand this observation, we first appeal to a simple linear regression problem
on Gaussian data with disentangled core and spurious features. In this setting, we theoretically

show

* Adversarial training under /5, and /; norms increase model reliance on spurious features,

as using spurious features forces an attacker to spread its budget over additional features.

* For /., adversarial training, increased spurious feature reliance only occurs when the scale

of the spurious feature is larger than that of the core features. That is, spurious features
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are used when perturbations that corrupt core features are too small to disrupt spurious

correlations.

* Due to increased spurious feature reliance, there is an explicit tradeoff between adversar-
ial and distributional robustness. Specifically, we show that adversarial training decreases
model robustness to distribution shifts in the test domain where spurious correlations are

broken.

To validate our theory, we evaluate twenty models adversarially trained using ¢, and ¢, projected
gradient descent [105]. Specifically, we inspect performance on multiple spurious robustness
benchmarks over synthetic (ImageNet-9 [39], Waterbirds [72]) and real (RIVAL10 [15], Salient
ImageNet-1M [74], ObjectNet [37]) datasets. Figure 4.1 summarizes our experiments, where we
find that adversarially trained models consistently show greater sensitivity to spurious features
compared to standardly trained baselines, with the effect more dramatic for ¢, adversarial train-
ing than /..'. Finally, we show that the presence of spurious correlations in training data (when
preserved in test domain) can improve adversarial robustness, with stronger spurious correlations
leading to greater accuracy under attack.

Our work combines two prevalent but often separately considered notions of robustness,
yielding surprising theoretically-derived and empirically-supported results. We hope our contri-
butions grant insight to both adversarial and distributional robustness communities, and empha-

size the need for holistic evaluations of model robustness.

"High RCS for £, AT models is due to reduced scale of contextual bias in Salient ImageNet since the data
diversity weakens background correlations. In ¢; and {5 adversarial training, models rely on spurious features
regardless of their scale. See details in Section 4.3.
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4.2 Review of Literature

Adversarial Robustness. Since adversarial examples were first observed in deep models [4, 93],
the phenomenon has been extensively studied. New attacks [106, 107, 108, 109] and defenses
[94, 110, 111, 112] are introduced frequently, in a game of cat and mouse where the attacker gen-
erally has the upper hand [113]. Certified defenses seek to break this cycle by offering provable
robustness guarantees [96, 97, 98, 99]. Arguably the most popular defense is adversarial training
[60] where images are augmented with adversarial perturbations during training, amounting to a
min max optimization.

Natural Distributional Robustness. In contrast to synthetic adversarial perturbations, many
works seek to characterize the robustness of deep models to naturally occurring distribution shifts,
for instance due to common corruptions (noise, blur, etc) [35] or changes in rendition [84, 114].
[73] compiles ten benchmarks of realistic distribution shifts over diverse applications (medical,
economic, etc). Many algorithms have been proposed to improve out-of-distribution robustness
[71,72,79, 115], though in comprehensive evaluations, their gains over empirical risk minimiza-
tion are marginal, as they often only hold for certain distribution shifts [83, 84]. [83] identifies
diversity and correlation shifts as two key dimensions to OOD robustness; our work focuses on
the latter.

Spurious Correlations. Solely optimizing for accuracy leads deep models to rely on any patterns
predictive of class in the training domain. This includes spurious features, which are irrelevant to
the true labeling function. Natural image datasets are riddled with spurious features [1, 116]. Spu-
rious feature reliance becomes problematic under distribution shifts that break their correlation to

class labels: sidewalk segmentation struggles in the absence of cars [6], familiar objects cannot
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be recognized in unfamiliar poses [117] or uncommon settings [37, 87], etc. A natural and ubiq-
uitous spurious correlation in vision is image backgrounds, observed in numerous prior works
to be leveraged by models for classification [15, 39] and object detection [7]. Spurious correla-
tions also relate to algorithmic biases [85, 118], with implications for fairness [9, 53, 119, 120],
reflecting the importance of this issue.

Accordingly, many works seek to improve spurious correlation robustness. Families of ap-
proaches include optimizing for worst group accuracy [40, 72, 78, 79, 121], learning invariant
latent spaces [71, 80], appealing to meta-learning [81] or causality [82, 122]. Our work does not
focus on mitigation methods, but instead sheds insight on how optimizing for a different notion
of robustness (i.e. adversarial) affects spurious feature reliance, and consequently, natural distri-
butional robustness. Generally, models trained under ERM are believed to have a propensity to
use spurious features, especially when they are easy to learn, due to bias of learners (algorithmic
and human) to absorb simple features first [77] and take shortcuts [5]. However, recent work
suggests that core features are still learned under ERM even when spurious features are favored,
and simple finetuning on data without the spurious feature can efficiently reduce spurious feature
reliance without full model retraining [76].

Unintended Outcomes of Adversarial Training. Adversarial training achieves improved ac-
curacy under attack, but comes at the cost of standard accuracy, with multiple works provably
demonstrating this tradeoff [95, 123, 124]. Notably, [125] inspires our theoretical analysis,
though we focus on the effect of adversarial training on out-of-distribution (OOD) robustness
to spurious correlation shifts, rather than its effect on standard accuracy. A more positive out-
come is that adversarial training leads to perceptually aligned gradients [126], with applications to

model debugging [42, 48], and further, transfer learning on adversarially robust features (despite
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being less accurate on the original task) yields better accuracy on downstream tasks compared to
features learned from standard training [105].

To our knowledge, robustness to adversarial and natural distribution shifts have not been
studied in tandem. However, spurious correlations are at times mentioned with adversarial ro-
bustness, usually in claims that the origin of adversarial vulnerability is in model’s focus on (im-
perceptible) spurious features [102, 103, 104]. Our results create tension with the contrapositive
of their argument, as we show that mitigating adversarial vulnerability (via adversarial training)
results in increased spurious feature reliance. We do this analytically in a simple linear regression
setting (Section 4.3), and empirically on multiple benchmarks, with an emphasis on natural spu-
rious features (i.e., backgrounds) in our experiments (Section 4.3). Further, we even demonstrate
a case where the presence of a spurious feature leads to improved adversarial robustness (Section
4.4.3)). We note that the spurious features we observe to be positively associated with adversarial
robustness may be distinct from those that prior works claim contribute to adversarial vulnerabil-
ity. However, our result of adversarial training leading to increased spurious feature reliance (of
any kind) is novel and contrary to common understanding. Given the critical nature of adversarial
and spurious correlation robustness for model security, reliability, and fairness, the significance
of our result in revealing potential misconceptions on the interplay of these two crucial modes of
robustness should not be understated.

[15] and [74] recently observed decreased core sensitivity on a handful of /5 adversarially
trained models, in spirit with our findings, but with no explanation. We offer the first rigorous
analysis of this counterintuitive phenomenon, evaluating 5 to 10 times as many models in 5 times
as many settings. More importantly, we theoretically prove that adversarial training increases

spurious feature reliance, contributing novel fundamental insight as to how optimizing for adver-
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sarial robustness can lead to reduced robustness to natural distribution shits, uncovering important

effects like the norm of adversarial training and the scale of spurious features at play.

4.3 Theoretical Analysis on Linear models

We begin by analysing the effects of adversarial training on a simple linear regression

model. Consider the model Y = (X, §°?") + W where X € R™ is the input variable, 0°°* € R™
is the optimal parameter, (.,.) represents the inner product and W € R is a noise variable.
We assume that the input variables follow a multivariate Gaussian distribution N (0, ¥X) where
> € R™*™ is the covariance matrix and further assume that W is sampled from the Gaussian
distribution N (0, 02).
We assume that the set of features [m] consists of two groups, the core features C' and the spurious
features S. Without loss of generality, we assume that C' = {1,... ,p}and S = {p+1,...,m}.
We assume that the optimal parameter 6°P" has non-zero entries on the set C' only. This implies
that the output depends on the input only through the core features and conditioned on the core
features, it is independent of the spurious ones. More formally, we assume that Y 1 Xg¢| X
where Xg and X represent the core and spurious subsets of the input, respectively.

For loss functions, we define the standard loss function as L() = E[(y — (X, 6))?] ,, and
the adversarial loss function as

L,(0) =E | max (Y — (X +6,0))*|, (4.1)

161, <e

where p is the attack norm and € represents the norm budget.

We first show an equivalent form of (4.1) that is more amenable to analysis.
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Theorem 1. Assume that Y = (X,0%") + W where W ~ N(0,02) is independent of X and
0P € R™ is a fixed parameter. Assume further that X follows the distribution N (0, X.) and define

o3 as (0 — 0°P)TS(0 — 0°7") + o2 The loss function (4.1) is equivalent to

Lye(0) = ca- 05 + (cro9 + €+ [|0],)° (4.2)

where ¢, = \/g <1, ¢y =1—cland]|.||, is the dual norm of ||.|| , i.e, Ilg—l-% = 1. Furthermore,

the above formulation is convex in 6.

The above result is similar to Proposition 3.2 in [125] which provides characterization
results for the ¢ norm. The key distinction of our results is providing a simple convex formulation
of the robust minimization problem, allowing the results to be easily generalized for an arbitrary
¢, norm. The theorem shows that the optimal value ) minimizing the adversarial loss L, .(f)
is not 6°P" and in general, may be non-zero on the set of spurious features S. This means that
adversarial training directs the model towards using the spurious correlations in order to increase
robustness.

The proof of the theorem is provided in the Appendix. The main structure of the proof
is similar to that of [125]. We first show that the inner maximization problem of (4.1) can be
rewritten as
2

max(V — (X +6,0)7 = (| = (X.6)] +¢- 4],

lI6]]<e

4.3)
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This allows us to rewrite (4.1) as

L= | (I = x4 1ol |

E[(Y —(X,0)] + ¢ [0l +2-e-ll6ll, E[Y — (X,6)]]

—

a

B [((X,0 - %)+ W]+ 612 +2- ¢ [6]], - E[ (X0 - %) + W],

=

where for (a) we have used the fact that Y = (X, 0) + W. Using the fact that X and W are
Gaussian, we show that this is equal to o3 + €* - ||9||2 +2-¢ e ||0]], - 0p which we can
further simplify to (4.2) with some algebraic manipulation. Next, using standard techniques for
analysing composition of convex functions, we show that o and (04 +¢-|0]|,,)* are both convex
in 0, implying that L, .(¢) is convex in 6 as well.

Using the convex formulation in Theorem 1, we evaluate the linear model for different
values of parameters to better understand the reliance of the model on spurious features.

In our experiments, we consider a simple model with 5 features, the first two of which are
core features.
We let 1) be a parameter controlling the correlation degree between the core and spurious features,

with larger values corresponding to higher correlation. For the distribution of the data, define the

60



matrix () and () matrices as

N
—
o
(@)
o

~ Qi j

, Qi = = =
V 2y @iy

(4.4)

O
I
3
3
—_
o
o

Note that () is obtained by normalizing the rows of @ Each row of the () matrix corresponds
to an input feature. We let 3 take the value QQT. This is equivalent to sampling X from the
distribution QN (0, I'). Throughout our experiments, we set o, = 0.1.

For an arbitrary vector ), we define its Norm Fraction over Spurious features NFS(#) as

2
NFS(6) = ics Ui

— £ieS 4.5
>0 4.5)

Intuitively, NFS measures the degree to which a model relies on spurious features. For our first
experiment, we perform adversarial training with varying parameter € to obtain a predictor 0
and evaluate its NFS. We consider different choices of the £, norm as well as the correlation

parameter 7 The results can be seen in Figure 4.2.
As seen in Figure 4.2, for the ¢, and /5 norms, increasing the adversary’s budget causes the

model to rely more on the spurious features. To understand why this happens, it is helpful to con-
sider a game theoretic perspective: If the model only looks at the core features, then the adversary
will only need to perturb these features. Thus, even though the spurious features are normally less

suitable for prediction, they now have the advantage of being less perturbed. Assuming ¢ is large
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Figure 4.2: Reliance of the adversarially trained model on spurious features as measured by NFS
(see Equation (4.5)) for different choices of ¢, norm and different values of adversarial budget ¢
and spurious correlation parameter 7).

enough, the model will be better off looking at these features in forming its prediction. Of course,
if the model only looks at the spurious features, core features will become even more informative
as they would be unperturbed as well. In the game’s equilibrium, the model would use both the
core and spurious features, relying more on the spurious features with increased values of ¢.

Interestingly, this reasoning does not always apply for the ¢, norm. Indeed, if the model
were to only look at the core features, the adversary may still perturb the spurious features with no
extra cost. This is because the /., norm only measures the maximum perturbation in each feature
and as long as the perturbations on the spurious features are not larger than the perturbations
on the core features, the norm would not change. The results of Figure 4.2c support this as the
adversary does not rely on the spurious features for its predictions.

Importantly, however, in some cases the adversary may require a larger budget to perturb
the spurious features compared to core features. Indeed, if we were to scale a feature by mul-
tiplication with a large number, then the adversary would require a larger budget to perturb that
feature as the budget for that feature has effectively decreased. We can thus expect that for the

{+, norm, scaling up the spurious features would cause the model to rely on them for prediction.
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Figure 4.3 shows that this is indeed the case. The figure shows the norm fraction over spurious
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Figure 4.3: Norm fraction over spurious features (NFS) with an /., constrained adversary as a
function of the scale of the spurious features and perturbation budget e.

(NFS) after scaling the spurious features for different values of €. The scaling is done by multi-
plying the rows of () corresponding to the spurious features by a scaling parameter. As seen in
Figure 4.3, larger values of the scaling parameter, as well as larger values of ¢, cause the model
to become more reliant on the spurious features.

Next, we measure the effect of using spurious features on the model’s distributional ro-
bustness. To do this, we train two adversarial models. The first model, which we denote by
“core”, uses only the core features while the second model, denoted by “total”, uses all of the
features. We then simulate a distribution shift that breaks the spurious correlations by adding
random Gaussian noise to the spurious rows of matrix () defined in (4.4). Specifically, for each
entry of () in a spurious row, we add a noise sampled from N (0, aé) where o is a noise param-
eter. We use a fixed value of n = 0.25 and vary the parameter ¢, the norm p used in adversarial

training as well as the variance of the Gaussian noise. The results are shown in Figure 4.4.
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Figure 4.4: Effect of reliance on spurious features on distributional robustness. Each figures
compares two models, one using only the core features, and another using all of the features
(denoted by “core” and “total” respectively). For the ¢; and /5 norms, the scale of the spurious
features is 1 while for the /., norm, the scale is set to 3.

We observe that the clean (i.e. in distribution; o = 0) loss of the “core” model may be
higher or lower than that of the “total” model, but in both cases, the total model is consistently

more vulnerable to distributional shifts resulted from breaking spurious correlations.

4.4 Empirical Evidence

We now demonstrate increased spurious feature reliance in adversarially trained models
over multiple benchmarks. We evaluate models on two backbones (ResNet18, ResNet50) adver-
sarially trained on ImageNet [14] using two norms ({5, {,.) under five attack budgets (denoted ¢)
per norm, resulting in a 2 X 2 x 5 = 20 model test suite, as well as standardly trained baselines.

See appendix for details.

4.4.1 AT hurts Natural Distributional Robustness only when Spurious Correla-

tions are broken

We first show reduced distributional robustness of adversarial models occurs specifically

in cases where natural spurious correlations are broken. We appeal to the ImageNet-C [35] and
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Figure 4.5: OOD accuracy vs standard ImageNet accuracy for adversarially trained ResNets.
ImageNet-C accuracy is closely tied to standard accuracy, but for ObjectNet, where spurious
correlations are broken, performance drop is more severe than a linear relation with standard
accuracy would entail.

ObjectNet [37] OOD benchmarks. ImageNet-C augments ImageNet samples with common cor-
ruptions like noise or blurring, distorting both core and spurious features equally. Crucially, these
corruptions do not break spurious correlations. On the other hand, ObjectNet is formed by hav-
ing workers capture images of common household objects (including samples from 113 classes
of ImageNet) in their homes. Thus, only spurious features are affected. Namely, ObjectNet in-
troduces distribution shifts in background, rotation, and viewpoint. We plot accuracies on these
benchmarks in figure 4.5.

Recall that adversarially trained models have lower standard accuracy, which can confound
our analysis, so we compare the drop in OOD accuracy to the drop in ImageNet accuracy across
our model suite. Observe that the ratio of ImageNet-C accuracy to ImageNet accuracy is roughly
constant across models. However, the ratio of ObjectNet accuracy to ImageNet accuracy is lower
for adversarially trained models. Therefore, even after controlling for reduced standard accuracy,
the distributional robustness of adversarially trained models is worse than that of standard models.

Importantly, this effect does not hold for distribution shifts that maintain spurious correlations,
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indicating that the reduced distributional robustness is due to increased spurious feature reliance.

4.4.2 Reduced Core Sensitivity, and Difference in the Effect of {5 & ¢, Adver-

sarial Training

Salient ImageNet-1M
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Figure 4.6: Noise-based evaluation of model sensitivity to foreground (RF'S on RIVAL10) or

core (RC'S on Salient ImageNet-1M) regions. Lower values entail greater sensitivity to spurious
regions.

We now directly quantify sensitivity to core features via RIVAL10 and Salient ImageNet-
1M datasets [15, 74]. The premise of this analysis is that model sensitivity to an input region
can be quantified by the drop in accuracy due to corrupting that region [1]. [15] introduced the
noise-based metric relative foreground sensitivity (RF'S), which is the gap between accuracy
drops due to background and foreground noise, normalized so to allow for comparisons across
models with varying general noise robustness. RIVAL10 object segmentations allow for RF'S
computation. Analogously, relative core sensitivity (RC'S) is computed using Salient ImageNet-
I1M’s soft segmentations of core input regions. A key distinction between the two metrics is that

RC'S is computed directly on pretrained models performing the original 1000-way ImageNet
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classification task, while RF'S first requires models to be finetuned on the much coarser 10-way
classification task of RIVAL10. Also, Salient ImageNet-1M includes all ImageNet images, while
RIVAL10 only consists of 20 ImageNet classes.

Figure 4.6 shows a decrease in RF'S and RC'S as the attack budget ¢ seen during /5 ad-
versarial training rises. Thus, adversarial training reduces core feature sensitivity relative to
spurious feature sensitivity. Notably, this effect does not hold for models adversarially trained
with attacks under the /., norm for RC'S, though it does for RF'S. Alluding to our theoretical
result, we conjecture that in Salient ImageNet-1M, the scales of the spurious features are much
smaller than in RIVAL10, due to the diversity of images and finer grain of classes. That is, a
smaller perturbation is needed to alter a spurious feature so that it correlates with an incorrect
class when there are 1000 classes than when there are only 10 classes with generally disparate

backgrounds.

4.4.3 Adversarial Training Increases Background Reliance in Synthetic Datasets

Now, we take a closer look at the reliance of adversarially trained models on the contextual
spurious feature of backgrounds via the synthetic datasets ImageNet-9 [39] and Waterbirds
[72]. Both datasets use segmentations to superimpose objects over varying backgrounds, detailed

below.
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Figure 4.7: Background Gap (difference in accuracies on ImageNet-9 subsets MIXED-SAME and
MIXED-RAND). The drop in accuracy due to background cross-class swapping (MIXED-RAND)
causes larger drops in accuracy for robust models, especially /5 adversarially trained models.

ImageNet-9 (IN-9) organizes a subset of ImageNet into nine superclasses. Multiple vali-
dation sets exist for IN-9, where backgrounds or foregrounds are altered; we use MIXED-SAME
and MIXED-RAND. In both sets, original backgrounds are swapped out for new ones. Crucially,
in MIXED-SAME, the new backgrounds are taken from other instances within the same class,
while MIXED-RAND uses random backgrounds. The metric, Background Gap, is the differ-
ence in model accuracy on MIXED-SAME and MIXED-RAND (i.e. drop due to breaking spurious
background correlation).

Figure 4.7 shows that the background gap for our test suite of twenty robust ResNets and
two standardly trained baselines. Nine out of the ten /5 adversarially trained models have larger
background gaps than the standard baselines, while the same is true for five out of the ten /.,
adversarially trained models. When considering relative gaps (i.e. as a percent of the accuracy
on MIXED-SAME), the increase in gap becomes even more dramatic, with the ¢y adversarially

trained ResNet50 for e = 5 having a 18.9% relative drop, compared to the 9.7% relative drop for
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Figure 4.8: Accuracies on Waterbirds subsets where spurious correlation is intact (majority
group; e.g. land birds on land backgrounds) and where it is broken (minority group; e.g. land
birds on water backgrounds). The drop in performance due to breaking the background correla-
tion grows larger for robust models, especially ¢, adversarially trained models.

the standardly trained ResNet50.

Waterbirds combines foregrounds from Caltech Birds [30] and backgrounds from SUN
Places [127]. The task is binary classification of land birds and water birds. The majority group
(95% of training samples) consists of land birds over land backgrounds and water birds over
water backgrounds. The minority group breaks this spurious correlation, placing land birds over
water backgrounds, and vice versa. The test set is evenly split between these groups. We train
only a final linear layer atop the frozen feature extractors (so that models remain adversarially
robust) for each of our models on the Waterbirds training set for ten epochs, saving the model
with highest validation accuracy.

Figure 4.8 shows majority and minority group accuracies, and the gap between them, for
our test suite of models. Again, we see increased gaps for robust models, with 100% of ¢, and

60% of ¢, models respectively having larger gaps than the standardly trained baseline on the

corresponding backbone.

69



In both benchmarks, breaking the background spurious correlation causes a more signifi-
cant drop in performance for adversarially trained models than standardly trained models, indi-
cating that adversarial training led to increased reliance on backgrounds. The observed affect is
stronger for /5 adversarially trained models than /., ones. Further, the gaps grow near monoton-

ically with e.

4.4.4 Reverse Effect: Presence of Spurious Correlations Can Improve Adver-
sarial Robustness

Finally, we show evidence that is directly at odds with the

ot
9
)

claim that spurious features lead to adversarial vulnerability. We

o
o
|

train ResNetl18s on CIFARIO [26] with a spurious feature in-
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Figure 4.9: Injecting spuri-

ous feature improves adver-

ages from classes 0 — 4 and green shifted images from classes >
sarial robustness.

5 — 9, while the minority group has reverse color-shifts. The pa-
rameter p is the ratio between majority and minority group size, controlling the strength of the
spurious correlation (higher p means stronger spurious correlation; p = 1 : 1 means the spuri-
ous feature has no predictive power). We then evaluate the accuracy of the trained model under
adversarial attack on an i.i.d. test set (spurious feature retained, no distribution shift).

Figure 4.9 visualizes the results. Not surprisingly, the clean accuracy is higher for models
trained on data with higher p, as the spurious feature is more predictive for higher p. In fact,

the added predictive influence the spurious feature leads to better accuracy under attack, with the
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gap between highest and lowest p values growing up to four fold compared to the baseline gap in
clean accuracy. Thus, using a spurious feature can improve adversarial robustness. Despite being
on a contrived example, this experiment shows that, while some spurious correlations may cause
adversarial vulnerability, others do the opposite: the picture is more nuanced than previously

assumed.
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Part II:  Scalable Discovery and Mitigation of

Deficiencies
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Having observed unexpected model limitations via manually crafted datasets, we now ex-
plore the possibilities of more scalable analyses. Across this chapter, I will present multiple cases
where pretrained models can be leveraged in auxiliary fashion to enhance transparency around
the inner workings of models and their failure modes. The first two chapters in this part utilize
the embedding spaces of contrastively-trained models, first to efficiently catch and categorize ad-
versarial attacks, and then to allow for open-vocabulary access to activation spaces of arbitrary
vision encoders by extending CLIP text encoders to much smaller models trained on far less data.
Both of these results only require training linear layers, indicating that model collaboration can
be achieved with minimal additional compute. Building on these successes, the later three chap-
ters utilize rationales generated from frontier models, attributes from image taggers, and neural
activations from adversarially trained models respectively, with auxiliary models used directly
off-the-shelf, i.e. with no additional training required. In all three cases, the auxiliary model is
primarily used to label or organize subsets of data. Then, by inspecting the difference in model
outputs for these curated subsets, we can identify performance disparities indicative of a bias or
vulnerability. Essentially, data serves as a mutual language between models and the humans who
wish to understand them. Moreover, these same subsets of data can often be instrumental in fixing
the very limitations they uncover. In summary, collaborating with models to better understand
the data we already have is a promising approach to shed light on the use-cases a model may
encounter and the specific cases where it may struggle the most. This finding offers a nuanced
perspective on the notion of transparency this dissertation advocates for: we need not under-
stand every detail of how a model operates; rather, simply knowing when a model may struggle
can improve reliability, as practitioners can refrain from using the model in those instances, and
developers can focus their efforts on mitigating the surfaced failures.
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Chapter 5: Sample Efficient Detection and Classification of Adversarial At-

tacks via Self-Supervised Embeddings

This chapter details an ICCV ’21 paper co-authored with Soheil Feizi [111]. In it, we
leverage a surprising property of self-supervised embeddings to tackle the issue of adversarial
robustness of image classifiers.

Adversarial robustness of deep models is pivotal in ensuring safe deployment in real world
settings, but most modern defenses have narrow scope and expensive costs. In this paper, we pro-
pose a self-supervised method to detect adversarial attacks and classify them to their respective
threat models, based on a linear model operating on the embeddings from a pre-trained self-
supervised encoder. We use a SImCLR encoder in our experiments, since we show the SimCLR
embedding distance is a good proxy for human perceptibility, enabling it to encapsulate many
threat models at once. We call our method SimCat since it uses SimCLR encoder to catch and
categorize various types of adversarial attacks, including ¢, and non-¢, evasion attacks, as well as
data poisonings. The simple nature of a linear classifier makes our method efficient in both time
and sample complexity. For example, on SVHN, using only five pairs of clean and adversarial
examples computed with a PGD-/, attack, SimCat’s detection accuracy is over 85%. Moreover,
on ImageNet, using only 25 examples from each threat model, SimCat can classify eight differ-

ent attack types such as PGD-/y, PGD-/,, CW-{5, PPGD, LPA, StAdv, ReColor, and JPEG-/,
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with over 40% accuracy. On STL10 data, we apply SimCat as a defense against poisoning at-
tacks, such as BP, CP, FC, CLBD, HTBD, halving the success rate while using only twenty total
poisons for training. We find that the detectors generalize well to unseen threat models. Lastly,
we investigate the performance of our detection method under adaptive attacks and further boost

its robustness against such attacks via adversarial training.

5.1 Introduction

Deep learning has been applied to many applications with great success, though a major
roadblock to safe deployment of deep models in real world settings is their susceptibility to
adversarial attacks. Targeting a model at the time of inference is known as an evasion attack
[4], where imperceptible perturbations are made to an input to craft an adversarial example that
is misclassified by the model. Models can also be attacked during training via poisoning [128],
where a small number of adversarial examples are inserted to a training set, so that after training,
targeted test samples are misclassified.

To mitigate these vulnerabilities, many defenses have been introduced [60, 94, 99, 129].
However, a number of practical challenges remain. First, most defenses only harden a model
against a specific narrow threat model [130]. Thus, an attacker can easily evade the defense by
using a different attack. Second, novel attacks are introduced frequently, in a brisk game of cat
and mouse, in which the attacker generally has the upper hand [113]. When we combine the
rapid development of attacks with the high computational cost of retraining a model to be robust
against even a single threat, maintaining the robustness of a model to all threats using typical

defenses becomes intractable.

75



Certain detection based defenses [131] do not require fundamentally changing how the
model is trained, which allows for easy application of the detector without disrupting the existing
machine learning pipeline. However, many detection based systems require large amounts of
data. This is problematic in practice, as an adversary may employ an attack that the defender has
never seen before, making it difficult for the defender to have trained the detector to work against
it. Even if the defender obtains some examples of the novel attack, the training size may not be
sufficient to expand the detector’s ability to include the novel attack.

The advantage of a detector that is both broad in scope and inexpensive in training require-
ments is clear. In this paper, we propose a highly sample efficient detector that also generalizes
well to unforeseen attacks. Further, we extend our model to classify adversarial attacks to their
respective threat models, similar to [132]. The classification allows for additional defenses to be
employed, specific to the attack encountered. Our model is based on pretrained self-supervised
encoders, which are capable of efficiently extracting the semantic content of images, as evident by
recent successes in the self-supervised domain that have closed the gap with supervised models.

Specifically, we use a SImCLR encoder pretrained on ImageNet, because we observe that
distance in the embedding space of this encoder correlates strongly with human perception (Fig-
ure 5.1). Furthermore, the distance between the SImCLR representations of a clean image and its
adversarially perturbed counterpart is similar across various threat models, making the SImCLR
distance a strong candidate to proxy the true perceptual threat model, which encapsulates all im-
perceptible adversarial attacks [94]. While LPIPS [133] has also been shown to be a strong proxy
for true perceptual distance, the dimensionality of its feature vectors is massive in comparison to
that of SImCLR representations. Our method is called SimCat, as it uses a SimCLR encoder to

linearly catch adversarial attacks and categorize them to their respective threat models.
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By utilizing the highly informative low dimensional embedding space of self-supervised
encoders, we find that even a linear model trained on these representations can effectively detect
and classify adversarial attacks of a wide variety of types. Our experiments over many threat
models and multiple datasets show that, for both evasion and poisoning attacks, SimCat greatly
outperforms baseline models. While the method is extremely simple, we argue that its simplicity
is essential for the efficiency of the method both in terms of time and sample complexities. By
freezing the encoder, SimCat’s optimization is convex and thus its global optimum can be found
effectively. Moreover, SimCat has low model complexity due to the small dimensionality of
SimCLR representations, allowing for highly efficient training that also generalizes well. These
properties lead to an impressive empirical performance of SimCat in detection and classification
of various types of adversarial examples using as few as 5 training samples per class.

For example, on ImageNet, using only 5 samples per threat model, SimCat’s detection ac-
curacy is 68.5%, improving the baseline method by more than 6.4%. Using the same setup, Sim-
Cat’s classification accuracy of 8 adversarial attacks including PGD-/5, PGD-/,, CW-{5 [134],
PPGD [94], LPA [94], StAdv [135], ReColor [107], and JPEG-{,,[130] is 27.1%, improving the
baseline performance by 7.7%. Using 25 samples per class, SimCat’s gains over baseline method
grows to 7.4% and 11.8% for detection and classification problems, respectively.

Interestingly, SimCat can be used to detect and classify various types of poisoning attacks
as well, which we then apply as an efficient poison defense. We consider five types of poisonings
including bullseye polytope (BP) and convex polytope (CP) [136, 137]. Using two SimCat de-
tectors trained with 10 BP and 10 CP poisons respectively, we construct an ensemble detector to
remove any sample that is flagged as poison by either of the individual detectors. The ensemble

reduces poison success rate over five types of poisoning attacks from 21.8% to 9.7%. Notably,
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the SimCat poisoning defense only reduces clean accuracy by 1%.

Lastly, we develop an adaptive attack that creates adversarial examples to evade SimCat
detection. We then design an adversarial training procedure with momentum updates and data
augmentation to improve robustness of SimCat against adaptive attacks. On ImageNet, the Sim-
Cat detector adversarially trained using 25 samples per threat model achieves 71.7% robustness
to a PGD-/; (e = 2.0) adaptive attack, a 32% improvement over vanilla SimCat. Moreover, the
adversarially trained SimCat improves the clean accuracy as well, from 73.2% to 73.6%.

In summary, we make the following contributions:

* We identify that pre-trained SimCLR embeddings contain valuable information regarding
perceptibility of adversarial perturbations. Using this intuition, we develop a sample effi-

cient method for detection and classification of adversarial attacks called SimCat.

* We demonstrate the effectiveness of SimCat in detection and classification of various types
of adversarial examples in test time (evasion attacks) and training time (poisoning attacks).
SimCat leads to impressive empirical results on the ImageNet scale using as few as five

training samples per class.

* We study adaptive attacks against SimCat and develop an adversarial training procedure
that dramatically increases its robustness to adaptive attacks while improving its clean ac-

curacy.
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5.2 Prior Works

5.2.1 Adversarial Attacks and Defenses

Given an input x € X with label y € Y and a classifier f : X — Y, an adversarial attack
z satisfies f(z) # y,d(z — x) < ¢, for some generally small bound e. Here, d(-,-) is a distance
metric that defines the threat model (i.e. the space of allowable perturbations to the input to
craft the adversarial attack). Threat models using /> and ¢, distance are well studied [60, 106],
though attacks that apply spatial transformations, recoloring, frequency domain perturbations
[107, 130, 135] are also effective. Ideally, a defense would ensure that any two images that are
imperceptible to a human are classified in the same way. This motivates the neural perceptual
threat model of [94], which utilizes LPIPS distance as a proxy for the true perceptual distance.

Defenses against adversarial attacks either focus on robust prediction or detection. Adver-
sarial training [60] is the most common method for robust prediction. It operates by crafting and
training on adversarial examples, with the ground truth label. While it improves robustness for a
specific threat model, the gains do not extend to others. Provable defenses based on smoothing
have also been proposed, though they pertain to restricted threat models [99, 138].

Attacks can also be made during training, known as data poisoning [128], where a train-
ing set is corrupted so that the trained model misclassifies certain target samples. Clean label
poisoning attacks are particularly dangerous and covert, as poisons have the correct label, so the
accuracy of the model after training remains high. Two of the strongest clean label poisonings
attacks are Convex Polytope (CP) [137] and Bullseye Polytope (BP) [136], which work by mak-

ing imperceptible changes to a set of baseline images from an intended class so that the features
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of the baseline images surround a target image, who at test time is then classified to the class
of the baseline images. Naturally, robust prediction based defenses can not be applied to data
poisoning.

A number of supervised detection methods have been proposed, based on deep network
activations [139, 140], statistical tests [141, 142], local intrinsic dimensionality [143], to name a
few. Unsupervised methods based on feature squeezing [144], generative models [145], nearest
neighbor search, KL divergence [146], among others, have also been suggested. For a com-
prehensive review, we refer readers to [131]. Generally, unsupervised methods can be costly to
configure and sensitive to noise, while supervised methods require lots of data and often fail to
generalize to unseen threats. Many detectors have also been shown to be vulnerable [106]. To
the best of our knowledge, there is no detection system that uses as few samples as SimCat.

Classifying adversarial examples to their respective threat models has been explored in
[132, 147]. This classification can allow for more specific defenses to be applied off the shelf

when appropriate, and also give the defender insight about the attacker.

5.2.2  Self-Supervised Encoders

Recent work has seen self-supervised models advance rapidly and in multiple domains
[13, 148]. We focus on SimCLR [12], which is trained using contrastive learning.

Contrastive Learning is a simple yet powerful self-supervised framework for representation
learning that has made large strides in closing the gap with supervised learning. The contrastive
loss seeks to maximize similarity between representations of two views of an input, and mini-

mize similarity to views of other samples. SimCLR uses this simple framework, along with a
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Figure 5.1: Perceptibility of adversarial attacks relative to the ¢, distance between the original
and perturbed image in the SimCLR embedding space. Each point in the scatter plot refers to the

average distance between adversarial examples within a single threat model under one of three
bounds. Correlation is r» = 0.854.

multi-step data augmentation pipeline for generating different views of the same image, to learn
very informative visual representations of images. Specifically, SImCLR indirectly applies the
contrastive loss on the representations by way of a shallow MLP projection network appended to
the encoder during training, and discarded afterwards. While training self-supervised models can
be computationally expensive, in our experiments, we use a fixed SImCLR encoder pre-trained
on ImageNet, available openly from [149].

A few works have looked into adversarially robust contrastive learning [150, 151, 152,
153], though our work differs in that our encoder is fixed and applied to detection and classi-
fication of adversarial attacks. Most similar to our work is [154], where SImCLR embeddings
are used for anomaly detection. To our knowledge, our work is the first to identify the SImCLR
embedding space as one in which adversarial examples and clean images seem to be linearly

separable.
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5.3 SimCLR distance as proxy for Perceptibility
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Figure 5.2: The distributions of /5 distances between adversarial examples and clean images in
pixel space (left) and SimCLR embedding space (right). Note the different scales; the distribu-
tions across threat models are much more uniform when using SImCLR embeddings.

In this section, we outline the motivation behind using SImCLR as the self-supervised en-
coder for SimCat. We make use of the data from the human perceptual study in [134]. The
data consists of seven threat models, spanning perceptual, ¢,, spatial, recoloring, and compres-
sion attacks, under three levels of bound on the applied perturbations. Humans were then used
to evaluate how perceptible the perturbations were. This was done by presenting a clean and
adversarially perturbed sample side by side for two seconds, then having the participant choose
whether they thought the images were the same or different. This gives a notion of perceptibly,
measured as the ratio of humans who felt the attacked image looked distinct from the original.

In figure 5.1, the mean perceptibility over each threat model and attack bound pair is plot-
ted, against the mean /5 distance between SimCLR representations of the clean and attacked
image. We observe a strong correlation, with Pearson’s » = 0.854. The correlation is reduced
by the high perceptibility of the large coloring attacks. This can be explained by the fact that
SimCLR is trained to be less sensitive to color shifts, as color jitter is an important augmentation
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employed in the SImCLR pipeline. Removing the coloring attacks, the correlation improves to
r = 0.892.

Furthermore, SimCLR distance scales similarly for diverse attack types. We observe this in
figure 5.2, where some non-/¢, attacks require much higher bounds on ¢, distance to be encapsu-
lated. On the other hand, SImCLR distance smoothly distributes the attacks of various types and
level. This makes the SimCLR distance a strong proxy for the perceptual threat model, suggest-
ing that it could be useful in adversarial training against unseen threat models, though we leave
this to a future work.

We note that the correlation found for /5 distance in image space and LPIPS are both com-
parable to the correlation for the SImCLR distance [94]. A key advantage of the SImCLR distance
over LPIPS is the low dimensionality of its embeddings. While SimCLR only uses a 2048 dimen-
sional representation vector for each input, LPIPS concatenates flattened feature activations from
many layers in a deep network to compute distance, which can lead to a blow up in the size of
the representation vector, due to the ever increasing depths and widths of modern deep networks

(e.g. for LPIPS evaluated on AlexNet, the representation vector has length upwards of 500,000).

5.4 Methods

5.4.1 General SimCat Framework

In this section, we describe our proposed methods. We use a self-supervised encoder
¢ : RP — R< Importantly, the self-supervised encoder does not need to be trained or fine-
tuned on the data we wish to apply SimCat to. In our experiments, we use a SInCLR encoder

with a ResNet50 backbone pretrained on ImageNet to map inputs into a d = 2048 dimensional
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embedding space. Interestingly, the same encoder can be applied effectively to images of varying
size (e.g. SVHN (32), STI10 (96), and ImageNet (224)). We apply a linear transformation on the
extracted representations to obtain logits.

For detection, we call our model SimCatch, and denote it by d_.,, where w contains all the
d + 1 trainable parameters, consisting of vector weights w € R¢ and bias b € R. The SimCatch
detectormaps dg o, : X UX — Y, where X is the space of all natural images, X is the space of all
imperceptible adversarial images, and ) = {0, 1} is the space of ground truth binary labels, with
1 denoting an adversarial example. Since it is intractable to capture the entire space of natural
and adversarial examples, we estimate X’ U X with the dataset D = | ', {(x3,0), (X;,1)}, where
X; is an adversarial example obtained by attacking x. An attack specific detector is obtained
by restraining the threat model of adversarial examples included in D, and an attack agnostic
detector seeks to approximate the space of all adversarial examples by sampling from multiple

diverse threat models. The output of SimCatch on an input image x is

SimCatch(x) := dg,.,(x) = sgn(wr¢(x) + b) (5.1

where sgn is the sign function. Note that D does not need to consist of clean and attacked pairs;
it can also be two unrelated sets of clean and attacked examples. We hypothesize that training on
clean and correspondingly attacked pairs will lead to a more precise decision boundary, but we
find in practice that using arbitrary clean samples also suffices.

In classification over k threat models, the vector weights w are replaced with a matrix
W € R**4 The bias b also now becomes a d dimensional vector b. We refer to this model as

SimClass with learnable parameters @ = {W, b} and denote it as g4 : [J_, Xy — [k], where
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é\?dl. is the space of adversarially perturbed images under a threat model defined by distance metric
d;. The training set D = |J!"_, U;V:1{(553= i)} consists of N adversarially perturbed examples from

each of the £ threat models. The output of SimCat used as classifier on input x is then

SimClass(x) := gg,0(x) = arg max(We(x) + b); (5.2)

i€[k]

Both SimCat models are trained with a cross entropy loss and ¢, regularization. Without

loss of generality, we present the optimization formulation for SimCatch below.

min Y Lee(dpw(x),y) + Mwl? (5.3)

(z,y)eD

Importantly, in training, the self-supervised encoder ¢ is fixed. Thus, the number of learn-
able parameters scales linearly with the number of output classes and dimensionality of the em-
bedding space of ¢. Moreover, the optimization is now convex. Due to the low dimensionality
of SImCLR’s encoder and the convex nature of SimCat’s optimization, the global optimum can
be found efficiently, in both time and sample complexity. In our experiments, we set the regular-
ization constant A = 1, and use L-BGFS to obtain optimal parameters for SimCat’s regularized

logistic regression.

5.4.2 SimCat Variants

There are many additional modifications that can be made to SimCat to further improve
its performance. The majority of the experiments do not use any variants, but in some cases we

include the following:
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* Data Augmentation is a common technique to improve generalizability of deep models.
Naturally, data augmentation is very useful when there is limited data available. We utilize
data augmentation to balance the dataset during adversarial training (algorithm 1). Our
experiments with data augmentation show improvements in extremely low data settings,

though only modest improvement in other cases.

* Ensembling can produce improved models by way of combining the outputs of multi-
ple independently trained models. We ensemble detectors for specific poisoning types to

improve the performance of our SimCatch based defense (table 5.3).

5.5 Detection and Classification

5.5.1 Evasion Attacks

5.5.1.1 Experimental Set up

We evaluate SimCat’s detection and classification capabilities of evasion attacks from two
datasets. We compare SimCat’s performance to an analagous model that fits a linear layer atop
fixed ResNet50 features learned via supervised ImageNet pretraining. The baseline differs with
SimCat only in that it uses embeddings in a feature space learned with label supervision, high-
lighting how self-supervised features may better capture distinguishing nuances between the dis-
tributions of natural and adversarial images. We present results for a second baseline that addi-
tionally finetunes the pretrained ResNet50 in the supplemental material.

For SVHN [155], a dataset of street view house numbers with smaller images (32 x 32), we

perform PGD /, and ¢, attacks, with budgets of ¢ = 8/255 and ¢ = 1.0 respectively. We train a
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SVHN Training Samples per Attack

Task Attacks 2 5 10 25 50
Detection PGD-/, 63.3(+8.8) 71.9(+11.5) 75.0(+11.9) 81.7(+13.1) 85.7(+12.0)
Detection PGD-/, 77.3(+15.0) 82.5(+13.9) 88.5(+14.0) 92.4(+9.9) 94.2(+8.4)

Classification | PGD ¢, PGD /., | 60.6(+8.9) 64.1(+12.8) 70.9(+16.3) 77.1(+21.0) 81.5(+19.6)
IMAGENET Training Samples per Attack
Task Attacks 5 10 25 50 100

Detection PGD-¢5, PGD-{,, | 68.5(+6.4) 71.5(+7.4) 74.3(+7.4) 76.5(+5.3) 79.2(+4.4)
PPGD, LPA,

JPEG-/,, StAdv,
ReColor, CW-/,

Classification 271 (+7.77) 32.8(+10.2) 40.7(+11.8) 48.9(+12.8) 58.1(+15.3)

Table 5.1: Performance of SimCat for detection and classification using few training samples
on SVHN (top) and ImageNet (bottom). In parenthesis, we denote the improvement gained by
using SimCat compared to a baseline using supervised embeddings. For ImageNet, the detector
is trained and evaluated over all eight attack types at once, and classification is done over all eight
attack types.

detector for each PGD attack, and a classifier to distinguish between the two /), threats.

For ImageNet, we use the perceptual study data introduced in Section 3. Specifically, we
take the attacks of the ‘large’ bound, which have a budget of ¢ = 8/255 for the PGD-/,,, attack.
The budget for each attack can be found in the original paper. Additionally, we perform Carlini-
Wagner-/, attacks on 200 other clean images. We train a general detector on all eight attack
types, and also a classifier to distinguish between the eight attack types.

For each adversarial sample, we also have the original clean image. The samples are di-
vided so that the pairs remain in the same set, ensuring that we never have a test image that is
either the clean or adversarially perturbed version of a training image. Thus, the total training
set size for a detection trial is equal to the number of training samples per attack times 2 times
number of attacks, and times £ for k-way classification.

In table 5.1, we present results averaged over ten trials, so to account for variability intro-
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Figure 5.3: SimCat classification accuracy over eight diverse attack types. The classifier is fit
on just 25 samples per class. Overall classification accuracy is 40.7%, an 11.8% increase over
baseline.

duced by sampling such a small fraction of the data to train each model.

5.5.1.2 Results

SimCat outperforms the baseline across the board especially for SVHN, reaching increases
in accuracy of as high as 21.0%. The efficiency of SimCat is highlighted in SVHN PGD-/, de-
tection, where fitting a detector to just two adversarial examples yields 77.3% accuracy. SimCat’s
largest gains over the baseline comes in classification tasks (5.3), indicating that self-supervised

features are more sensitive to the distinguishing characteristics of specific attack types.
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Detection Classification
Task Accuracy Task Accuracy
BP 85.3 Backdoor vs. | 68.9, 78.4*
Cp 84.1 Triggerless
General | 64.5, 70.5* 5-way 52.4

Table 5.2: Results for SimCat detection and classification of poisoning attacks on STL10 using
ten samples per poisoning. Asterisk indicates removing FC poisons.

5.5.2 Poisoning Attacks

5.5.2.1 Experimental Setup

We test SimCat on five poisoning attacks, including Bullseye Polytope (BP), Convex Poly-
tope (CP), Feature Collision (FC), Clean-label Backdoor (CLBD), and Hidden-trigger Backdoor
(HTBD). Poisons are generated using the white-box transfer learning set up as described in [156],
where the attacker seeks to poison a fine-tuning set for transfer learning. This setting is generous
to the attacker, as they only need to poison a linear layer appended to a fixed feature encoder, that
they also have access to. Furthermore, the training set sizes are small. Specifically, the finetuning
set only uses 2500 images, and the attacker can insert 1% (25) additional samples. We use the
STL10 dataset, as an intermediary between SVHN and ImageNet. As an additional challenge,
we use the SImCLR encoder as the fixed feature encoder — this means that the poisoning attacks
directly cause collisions with clean samples in the same space we wish to use to distinguish them.
We test how well clean target samples can be distinguished from poisons that (by design) would

be in close proximity to the targets in SImCLR space. We also test SimCat as a poison defense.
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Attack Standard SimCat Ens. SimCat
Type  'Acc PSR | Acc PSR | Acc PSR

BP 8 82 | 86 54 | 8 413

CP 86 24 | 86 11.3 | 85 4

FC 87 0 86 1.3 | 85 2
CLBD | 87 0 86 0.7 | 85 0
HTBD | 86 2 86 2 85 1.3

Avg 86 21.8 | 8 139 | 85 9.7

Table 5.3: Poison defense via SimCat detection. PSR is poison success rate. SimCat model is
trained on CP and BP jointly. Ens. SimCat trains a CP detector and a BP detector separately,
then filters any samples that are detected as poison by either detector. Both defenses only use ten
samples of CP and BP poisons each.

5.5.2.2 Results

SimCat again shows strong detection and classification accuracy with high sample effi-
ciency (5.2), particularly for BP and CP poisons, which happen to be the strongest. SimCat
struggles with FC poisons, most likely since FC poisons are designed to directly collide with
target representations, while BP and CP poisons surround a target instead. When excluding FC
poisons, general detection rises to 70.5%.

We then apply SimCat detectors as a poison defense. We use BP and CP poisons to train
the detectors, since those poisons are most lethal. Using ten samples each, we train an attack
agnostic detector, and two separate detectors specific to each threat model, which are used as an
ensemble detector, that only admits samples deemed clean by both detectors. Table 5.3 shows
that both the general detector and the ensemble detector are effective, with the ensemble detector

reducing poison success rate from 21.8% to 9.7%, while also maintaining high clean accuracy.
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Trained on: | # of Samples | PGD-¢, PGD-¢,, PPGD LPA CW-{, ReColor StAdv JPEG-/,, | Avg.

Single Attack 100 68.8 67.9 68.5 692 622 64.9 65.6 50.2 64.7
Union of 5 66.4 70.7 65.6 734 515 71.4 63.3 69.9 66.5
Attacks 20 71.1 76.6 69.0 80.1 51.1 74.6 66.1 79.4 71.1

Table 5.4: Generalization of SimCat detectors to unseen threat models. First row shows accuracy
of detector trained on a single attack evaluated on all other attacks. Other rows contain accuracy
of a SimCat detector trained on the union of all other attacks. The second column indicates the
number of samples per threat model used in training.

5.6 Generalization to Unseen Models

Generalization of defenses to unseen attacks is of utmost importance because of the con-
stant development of novel threats. In table 5.4, we see that SimCat generalizes surprisingly well
given its simplicity. Even when trained only on a single threat model, some of the SimCat detec-
tors achieve close to 70% detection accuracy on unseen attacks. The generalization of detectors
trained on the union of attacks is also impressive, particularly given the sample efficiency. We ob-
serve that the detector trained on the union of attacks with just five samples per threat model (35
total) exceeds the average accuracy on unseen attacks achieved by detectors trained on a single
threat model with 100 training samples.

In figure 5.4, we get a closer look at how each threat model generalize to others. The
detectors trained on the perceptual attacks (PPGD, LPA) generalize the best to unseen threats.
This invokes our motivating observation that the SImCLR embedding space seems to contain
information pertinent to perceptibility. Understanding how human and machine perceptions differ
is at the heart of many vision tasks, including adversarial robustness, and we encourage future
work to further investigate the semantic meaning extracted in SImCLR and other self-supervised

models.
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Figure 5.4: Generalizability of SimCat detectors to unseen threat models. Each detector is trained
on 100 samples from a single threat model, and evaluated on all other models.

5.7 Hardening SimCat to an Adaptive Attack

In this section, we investigate the robustness of SimCat to an adaptive attack. An adaptive
attack is an attack that is specifically crafted based on knowledge of a model’s defense. By
investigating adaptive attacks for SimCat, we can identify limitations of our model, and work
towards mitigating them (i.e. via adversarial training) before the vulnerability is exposed and

exploited by an adversary.

5.7.1 Attack Formulation

We consider a white box attack setting, where the attacker has knowledge of the base
classifier and the SimCat detector. The ultimate goal is to cause a misclassification in the base
classifier, but the adversary must first evade the SimCat detector. Denoting the base classifier as

f, the detector as d, and an input-label pair as (z, y), we formulate the adaptive adversarial attack
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problem as the following.

0 =argmax L(f(X+9),y) + L(dpw (X + ), 1) (5.4
9,/|8]|<e

L denotes cross entropy loss. The detector outputs 1 for adversarial examples, so the adap-
tive attack seeks to flip this label by maximizing the loss incurred by it. We solve the above
optimization with projected gradient descent, and find that the adaptive attack is somewhat effec-

tive against an undefended SimCat ImageNet detector, reducing accuracy by 30% (table 5.5).

5.7.2 Adversarial Training

We employ adversarial training (AT) to improve the robustness of SimCat to the adaptive
attacks described in the previous section. Standard AT seeks to harden a network by crafting
adversarial examples throughout training, and additionally training the model on the crafted ex-
amples with the original label. For SimCat, this amounts to the following min-max optimization,

where d is the SimCat detector with parameters ¢, w, and f is the base classifier.

min max Le.(f(X+90),y) + Aee(dpw(X +6),1) (5.5)

w  &]1]|<e

SimCat AT is different from standard AT in a few ways. Standard AT usually takes a few
steps of finding perturbations to increase the objective, followed by a few steps of updating model
parameters to reduce the objective. In SimCat AT, the minimization step is solved to completion
after having crafted adaptive adversarial examples, as opposed to only taking a few steps. This

can be done efficiently due to the low number of parameters to solve for and the convexity of the
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minimization problem. A couple other steps are needed for SimCat AT to be effective.

* Momentum updates are used to stabilize training. The importance of momentum updates is
clear in figure 5.5, as the 5 = oo case (where the SimCat detector is replaced in each epoch
with the optimal solution for detecting the current batch of adaptive adversarial examples)

yields worse robustness than a standard SimCat.

* Along with the additional adaptive adversarial attacks, the original data is retained in the
training set for each iteration, so to mitigate a robustness-accuracy tradeoff. To balance the
dataset, an augmented copy of the clean samples is also added to the training set in each

epoch.

Algorithm 1 Adversarial Training of SimCat: inputs are the base classifier f and data
({(24,2:)}Y,), where x is a clean sample and # is « after being adversarially perturbed.

Obtain initial parameters via standard SimCat:

w < FITSIMCAT ({(z;,%;)}))

Augment clean data to obtain second copy:

{Z:}IL, < AUGMENT ({z;}i\,)

fort =1,..., #of epochs do
Craft perturbations for adversarial examples to evade both detector and base classifier:
{6}, = ADAPTIVEPGD ({2;}1Y,,f,dy.w)
Solve SimCat with expanded dataset:
w; < FITSIMCAT ({(z4, %), (Z;, 25 + 6;.0) }Y))
Apply momentum update to SimCat parameters:
w < (w4 Pwy)/(1+P)

end for

5.7.3 Results

While the adaptive adversarial attack is somewhat effective (reducing attack detection ac-
curacy by 34%), the SimCat AT algorithm completely recovers robust accuracy, while also im-
proving overall accuracy. Table 5.5 shows the effect of AT and augmentation, which in tandem
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Model Accuracy | Robustness
SimCat 73.21 39.25
SimCat+Aug 74.87 37.40
SimCat+AT 74.23 67.95
SimCat+AT+Aug | 73.55 71.70

Table 5.5: Ablation study on SimCat AT. Accuracy refers to attack agnostic ImageNet detection
from Section 5.1. Robustness is measured as the percent of test adversarial samples that can be
adaptively attacked with PGD-/5, € = 2.0 to be misdetected as clean. AT is done for 20 epochs.
Aug refers to augmenting both the original clean and adversarial samples - this is distinct from
AT+Aug, where only the clean samples are augmented to balance out the addition of adaptive
adversarial attacks to the SimCat training set.
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Figure 5.5: SimCat robustness to adaptive PGD-/5 over epochs of adversarial training with varied
values of the hyperparameter (3, which controls the momentum updates. Higher values of 3 lead
to more emphasis on the linear classifiers solved in later epochs. Adversarial training is unstable
without momentum (5 = 00).

become a very strong defense. Furthermore, the entire adversarial training procedure takes only
about fifteen minutes, and all SimCat AT model results presented used only 25 training samples
per attack. Thus, the SimCat framework lends itself to increased robustness via algorithm 1,

without compromising training and data efficiency.
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5.8 Conclusion

In this paper, we introduced SimCat, a sample efficient method for detection and classi-
fication of adversarial attacks. SimCat uses a linear model over embeddings of a pre-trained
self-supervised model, SimCLR. SimCat is successful in detecting and classifying various types
of adversarial attacks ranging from /¢, and non-/, evasion attacks to poisining attacks, likely
because pre-trained SIimCLR embeddings can be used to uniformly quantify perceptibility of
various types of adversarial perturbations. Over various experiments on SVHN, ImageNet, and
STL10 datasets, we demonstrate the effectiveness of SimCat using as few as two training sam-
ples per class. We have also studied adaptive attacks against SimCat and developed an adversarial
training procedure that dramatically increases its robustness against such attacks while improving

its clean accuracy.
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Chapter 6: Text-To-Concept (and Back) via Cross-Model Alignment

This chapter details an ICML ’23 paper co-authored with Keivan Rezaei, Maziar Sanjabi,
and Soheil Feizi [157]. I co-led this work with Keivan.

In this work, we observe that the mapping between an image’s representation in one model
to its representation in another can be learned surprisingly well with just a linear layer, even
across diverse models. Building on this observation, we propose text-fo-concept, where features
from a fixed pretrained model are aligned linearly to the CLIP space, so that text embeddings
from CLIP’s text encoder become directly comparable to the aligned features. With text-to-
concept, we convert fixed off-the-shelf vision encoders to surprisingly strong zero-shot classifiers
for free, with accuracy at times even surpassing that of CLIP, despite being much smaller models
and trained on a small fraction of the data compared to CLIP. We show other immediate use-
cases of text-to-concept, like building concept bottleneck models with no concept supervision,
diagnosing distribution shifts in terms of human concepts, and retrieving images satisfying a
set of text-based constraints. Lastly, we demonstrate the feasibility of concept-to-text, where
vectors in a model’s feature space are decoded by first aligning to the CLIP before being fed
to a GPT-based generative model. Our work suggests existing deep models, with presumably
diverse architectures and training, represent input samples relatively similarly, and a two-way

communication across model representation spaces and to humans (through language) is viable.
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6.1 Introduction
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Figure 6.1: Overview. After aligning the representation space of a given image encoder to a CLIP
image encoder, we can compare aligned representations of images to concept vectors obtained
directly from text (typically, an example set of data is required to obtain each concept vector;
our method is example-free, i.e. O(1) w.r.t. data collection). Using a GPT-based CLIP decoder,
we can map arbitrary vectors in representation space to text. Our method yields efficient inter-
pretability: we only train one linear layer.

The representation spaces of deep vision models are undoubtedly rich in semantic structure.
However, these deep feature spaces are notoriously challenging for humans to interpret, mainly
because it is hard for us to digest thousands of numbers at once. Unlike deep models, which
encode concepts as vectors in high (e.g. d = 2048) dimensional spaces, humans have developed
language to describe the world around us concisely. In this work, we propose a method to map

text to concept vectors that can be compared directly to image representations obtained from
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off-the-shelf vision encoders trained with no text supervision.

Our method works by aligning the representation space of a given vision model to the
representation space of a CLIP [13] model. By design, the CLIP representation space is shared
across jointly trained vision and text encoders. Thus, CLIP models already have text-to-concept
built in, via the text encoder. To extend this capability to off-the-shelf models, we propose to
learn a mapping between representation spaces. Specifically, we optimize a function to predict
the representation of an image for a target model (i.e. CLIP) from the same image’s representation
for a source model (i.e. off-the-shelf vision model). We can then map the representations of the
off-the-shelf model to CLIP space, where the aligned features would reside in the same space as
the concept vector for the desired text.

The mapping function, however, may significantly change the semantics of its input. To
prevent this, we restrict the hypothesis space of our mappings to be affine transformations. De-
spite their simplicity, we find that linear layers are surprisingly effective at performing feature
space alignment, even between models with diverse architectures and training procedures. This
observation suggests that despite drastically different approaches to training, diverse models seem
to learn to store information in similar ways. Most notably, we can align model representations
to CLIP, thus extending CLIP’s text-to-concept abilities to existing models.

Figure 6.2 visually validates our approach: after encoding the concept “in a tree” in CLIP
space and computing similarity with aligned representations from a self-supervised ResNet, the
classes with the highest average similarity are reasonable, and images within them with the high-
est similarity prominently display the concept, while the least similar class instances do not.
Stronger validation of our approach is found in performing zero-shot classification using off-
the-shelf encoders via text-to-concept. Models achieve impressive zero-shot accuracy on many
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tasks, often being competitive with a CLIP model that is larger, trained on many more samples
with richer supervision, and most notably, directly optimized to align with the text encoder we use
in text-to-concept. Surprisingly, zero-shot accuracy of off-the-shelf models surpasses the CLIP
in a few cases, particularly for color recognition. While greatly expanding the use cases for ex-
isting models, these zero-shot abilities also support the belief that deep models learn many more
abstract notions than what they are explicitly trained to know. Text-to-concept allows for uncov-
ering and better utilizing the rich semantics hidden in existing models’ representation spaces.

In addition to zero-shot learning for free, text-to-concept has several immediate inter-
pretability applications, such as converting vision encoders to Concept Bottleneck Models (CBMs)
[158] with no concept supervision required. CBMs decompose inference into a concept predic-
tion step followed by class prediction using a white box model (i.e. linear head) on concept
predictions, so that the contribution of each concept to the final logit can be precisely computed.
Typically, CBMs require concept supervision in addition to class labels, but with text-to-concept,
we can replace concept predictions with concept similarities, obtained by comparing aligned rep-
resentations to the vector obtained for the desired notion. Then, CBM training reduces to simply
training a linear layer to predict class labels from pre-computed similarities of aligned image
representations to a set of concept vectors. We illustrate this application on RIVAL10 data [15],
which has attribute labels, though we only use these labels to verify our zero-shot concept pre-
diction approach. Indeed, we obtain an AUROC of 0.8 for RIVAL10 attribute prediction in the
zero-shot manner described, leading to a highly accurate (93.8%) resultant CBM with desired
interpretability benefits (see Figure 6.7).

Next, we show text-to-concept can demystify large datasets, as the distribution of similari-

ties between a bank of text-to-concept vectors and aligned representations of the data essentially

100



Top activating classes for the concept “in a tree” embedded in the feature space of a Self-Supervised (via Dino) ResNet.
1. Three-Toed Sloth 2. Howler Monkey 3. Birdhouse

Most Similar

Least

Figure 6.2: Qualitative validation of text-to-concept. ImageNet classes are sorted by the average
cosine similarity of the CLIP embedding for “in a tree” to the linearly aligned Dino ResNet
representations of images within each class. Highest ranked classes indeed often appear in a
tree, as is evident by the most similar instances. The least similar instances appropriately do not
contain the concept.

summarizes what concepts are present, explaining the data distribution in human terms. This
can be applied to diagnosing distribution shifts, as we can inspect the shift w.r.t. to human-
understandable concept similarities. For example, when comparing ImageNet to ObjectNet [37],
we can show that the distribution of similarities for the “indoors” concept shifts dramatically,
capturing the essence of why ObjectNet poses a challenge: images in ObjectNet were taken in
people’s homes. Another way text-to-concept aids in engaging with large datasets is via concept-
based image retrieval. Using concept logic, we query the image representations for a given model
that satisfy a set of concept similarity thresholds, allowing for greater human control of the im-
portance of each concept in the search, yielding reasonable results in finding specific images in a
large corpus.

Lastly, we close the human-machine communication loop by introducing concept-to-text
to directly decode vectors in a model’s representation space. Our implementation aligns the
model’s space to CLIP, and then leverages an existing CLIP space decoder [159] that uses a
CLIP embedding to guide the output of GPT-2. The existing decoder was intended for image

captioning, though we demonstrate that its abilities extend to general vectors (i.e. not obtained
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from a single image) from non-CLIP models after alignment. Specifically, we decode the vectors
in the classification head of three ImageNet trained models. We then use a human study to verify
that the decoded captions describe the class associated with each vector, finding that our simple
method works in over 92% of cases.

Our methods extend the capabilities of multi-modal models like CLIP to other models
that are trained on much smaller uni-modal datasets and with weaker supervisions. This can
be useful when a model more accurate or smaller than CLIP for a specific domain is desired,
or when training CLIP-like models is infeasible, due to the large corpus of image-caption pairs
needed. Moreover, since our approach can be applied to interpret any model’s representation
space, while only requiring the training of a linear layer, its potential impact is very high, as
text-to-concept is easy to plug-in and has a breadth of applications. The implications of our
work are also startling: first, the success of linear representation space alignment indicates that
diverse models ultimately represents inputs relatively similarly. The emergent zero-shot abilities
of existing models suggests an under-utilization of models we already have. Finally, the synergy
we display between CLIP, GPT, and existing models, coupled with the ability to communicate
across these models and back and forth with humans, makes the prospect of diverse models

collaborating with minimal tuning very promising.

6.2 Review of Literature

Our alignment of model representation spaces is related to stitching, first introduced by
Lenc and Vedaldi [160], who train linear layers to merge top and bottom chunks of different

models, resulting in “franken-CNNs”. Stitching was revisited by Bansal et al. [161], who aimed
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to showcase how it can be used as a tool to quantify the quality of representations towards learn-
ing how to obtain better representations, and Csiszdrik et al. [162], who consider different ways
to train stitching layers. We note these works typically stitch together models of the same ar-
chitecture, where as we consider a much more diverse set of models. Also, those works focus
on comparing representations to one another, while we aim to relate representations to human
notions.

Namely, we seek to obtain concept vectors within the representation space of off-the-shelf
models from text. Also known as concept activation vectors (CAVs), Kim et al. [163] popularized
the study of directions corresponding to human concepts in deep feature spaces, as well as the
sensitivity of model outputs to changes along these directions, so to interpret deep networks.
One limitation is the necessity of example sets of data to define CAVs. More recent efforts
automatically discover CAVs [164, 165, 166], though annotating the discovered concepts with
language is not straightforward, which motivates our concept-to-text method.

The rise of joint vision-language models like CLIP [13] make it possible to interpret vision
space with text, as well as perform zero-shot classification. Follow up works leverage CLIP to
annotate neural nodes [167] or to distill failure modes [168] of non-CLIP models. However, they
engage probe datasets or exemplars to communicate with CLIP space, while our method directly
aligns representation spaces. Zhai et al. [169] show that a language model can be tuned to a fixed
image encoder to enable zero-shot image retrieval from text (or vice versa), and Merullo et al.
[170] demonstrate that a linear mapping suffices in some cases, though both works require large
image-text datasets in their training procedures, while ours only uses unlabeled image data. Re-
cently, Moschella et al. [171] devise a zero-shot method for communication across representation

spaces based on relative positions to anchor points, which supports our claim that representation
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spaces are sufficiently equivalent to where the extension of CLIP’s inherent text-to-concept abil-

ity to off-the-shelf models via linear alignment is viable.

6.3 Model Alignment

We use X to denote the set of all possible input images. Let Dy, Dy C X denote the
training and test datasets. We define a vision encoder as a model f that maps images © € X" to
vectors f(z) € RY. Given two vision encoders fs, f;, representation space alignment of model
fs to model f; is the task of learning a mapping h : fi(X) — f;(X). We restrict h to the class of
affine transformations, i.e., hyyy(2) := W7z +b.

To maximally retain the original semantics of representation spaces, we design the follow-

ing optimization problem

W fo(2) + b — ful@)ll2-

Z€ Dirain

W, b = arg min
’ %V,b |Dtrain|

The above optimization can be viewed as multiple linear regression problems; thus we
evaluate the linear alignment on D, by considering the quality of the solution on those lin-
ear regression problems. We use Coefficient of Determination, i.e., R*> which is the proportion
of the variation in the dependent variables that is predictable from the independent variables.
Furthermore, we note that for the vision encoder f;, there usually exists a classification head
gs : R® — C that classifies a representation in the space of model f. Indeed, the predicted label
for input x is gs (fs(x)). Note that C denotes the set of labels, e.g., ImageNet classes. We define
aligned accuracy as the accuracy of classification on D, when we use f; as the vision encoder,

then do the linear transformation to obtain the corresponding representation in space of f;, and
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Figure 6.3: Heatmap of retained accuracy. The value in row r and column c is the average of
retained accuracy when doing alignment from all models in group r to all models in group c.
Note that “Sup” refers to supervised while “SS” refers to self-supervised models. All models
except CLIPs are trained on ImageNet.

finally, use g, for classification. If alignment works well, aligned accuracy should be admissible
and comparable to the accuracy of model f; when no alignment is used. Then, we define retained
accuracy as the ratio of aligned accuracy to the accuracy of model f; without any alignment.
Note that we use ImageNet-1K train and test datasets as Dy, and Dy in linear alignment.

Interestingly, we observe that simple linear alignment works well in terms of both R?, and
aligned accuracy across various models. Figure 6.3 shows the aligned accuracy between diverse
pairs of models. In the scope of linear alignment, we further consider the sample efficiency of
optimizing linear alignment as well as investigating linear alignment in space of top principal
components of representation spaces, where we roughly see strong, near identity correspondence
between the top principal components of different models.

According to Figure 6.3, various models are highly alignable to CLIP models. This is sur-
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prising as CLIP models are trained on other datasets than ImageNet and their training procedure
involves vision/text supervision which is drastically different from other models. High-quality
alignment to CLIP representation space enables models to adopt a wide variety of CLIP models
capabilities, which we analyze in this work. On the other hand, we observe that retained accuracy
when aligning CLIP models to other models is not high. This is mainly due to the fact that CLIP
models encode images and texts in relatively low-dimensional spaces and in linear regression,
approximating dependent variables becomes harder as the number of independent variables de-
creases. Indeed, linear alignment works worse when we align from a representation space with
lower dimensionality to a representation space with higher dimensionality.

We note that linear alignment can also be optimized in other ways. Namely, when a specific
classification task is of interest, one may optimize the aligner directly for that task. That is, one
can minimize ¢(g;(W? f,(z) +b), y) over a set of image-label pairs {(x,y)}, where / is the cross
entropy loss. One can replace labels y with predictions gs(fs(x)) if remaining faithful to the
source model is desirable; this also alleviates the need for labeled data to train the aligner. Lastly,
a data-free approach is to optimize the aligner so that g; becomes equivalent to the composition
of the aligner and ¢;. Essentially, here we seek to re-express the classification head of the source

model as a function of the learnable aligner and the fixed classification head of the target model.

6.4 Text to Concept

Leveraging representation space alignment, specifically to CLIP, we perform text-to-concept,
where text descriptions of semantic concepts are encoded as vectors that can be directly compared

(i.e. via cosine similarity) with the aligned features of images obtained from an off-the-shelf
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vision encoder (see Figure 6.1). Despite its simplicity, alignment-based text-to-concept is sur-
prisingly effective, which, after further detailing our method, we demonstrate qualitatively and
quantitatively in this section. Notably, we show that the similarities of aligned image representa-
tions to class vectors obtained via text-to-concept enables zero-shot classification for non-CLIP

models off-the-shelf, with zero-shot accuracy of much simpler models at times exceeding CLIP’s.

6.4.1 Method Details

We define text-to-concept as a procedure for obtaining vectors corresponding to concepts
described as text that can be directly compared (i.e. via cosine similarity) to image representations
from a fixed vision encoder. Our method begins with a string describing some concept, like “red
food”. We then prepend this string with a number of template prompts (e.g. “a photo of {}”); we
use the same template prompts as in CLIP’s original paper for ImageNet zero-shot classification.
Then, we embed the templated text to CLIP space using CLIP’s text encoder, and average the
resultant vectors over all templates to obtain a single concept vector (as is standard). For some
object agnostic concepts, such as contexts like “in a tree”, we can encode a general prompt like “a
photo of an object in a tree”, or we can obtain a more refined vector by encoding “{prompt} {class
name} in a tree”, averaging over all choices for class name and prompt. There are countless ways
to prompt engineer; we elect to use general prompts in most cases, as prompt engineering is not
the focus of our work.

Then, for a given model, we train a linear layer to align its representation space to CLIP;
specifically, we use CLIP ViT-B/16. We pass ImageNet training images to the given model’s

feature encoder and CLIP’s vision encoder, resulting in a dataset of paired representations with
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Top activating classes for the concept “red food” embedded in the feature space of a Self-Supervised (via Dino) ResNet.
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Top activating classes for the concept “polka-dotted” embedded in the feature space of a Supervised ResNet.
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Figure 6.4: Text-to-concept can encode finer-grain concepts, like combinations of concepts (“red
food”) or textures ( “polka-dotted”).

which we train our aligner (Section 6.3). Now, we have two functions that map to CLIP’s vision
space: the CLIP text encoder (since the text and vision representation spaces are shared), and
the composition of the given model’s encoder with the linear aligner. Since the concept vector
obtained via CLIP’s text encoder and aligned representations from the given model are both
mapped to the same space, we can compare them directly, thus satisfying our definition of text-to-
concept. Alternatively, we could train an aligner from CLIP to the given model’s representation
space, and align the text embedding instead of the features. We found this method to be less
effective, possibly because the dimensionality of CLIP space is lower than most models we study.
Since our aligner is a simple affine transformation, alignment minimally changes the content
of the representation obtained from the off-the-shelf model. Also, note the efficiency of our
approach: after training a linear layer once, we can encode any number of new concepts from

text at no additional training cost.
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Qualitative Validation: Figures 6.2 and 6.4 show images selected based on the cosine
similarity of their aligned representations (obtained using off-the-shelf encoders and trained lin-
ear aligners) to certain concept vectors. For each concept, we present the classes with the highest
average similarity, as well as the most and least similar images within them. The retrieved classes
are sensible for each concept (e.g. American Lobster for “red food”). Sorting images within each
class separates examples where the concept is extremely prominent from those where the concept
is absent (e.g. images of uncooked lobsters are least similar to the “red food” concept). Note that
the models used to obtain the image representations differ in architecture, training objective and
supervision from CLIP, and most notably, they have not been trained with any text/concept su-
pervisions. Thus, it is surprising that we can easily connect these visual concept representations
to the CLIP text embeddings.

Nonetheless, over a range of concept types (a context, a combination of color and a concept,
and a texture), our visualizations qualitatively validate our proposed text-to-concept approach.

We now turn to zero-shot classification for quantitative validation.

6.4.2 Zero-Shot Classification

CLIP models perform zero-shot classification by comparing image representations to em-
beddings of text strings describing each class: the predicted class is the one whose text embed-
ding is most similar to the test image’s representation. This is referred to as zero-shot since no
labeled instances from the candidate classes are used. Considering classes as concepts, we can
then use text-to-concept to obtain vectors that are directly comparable to aligned representations

from off-the-shelf vision encoders, thus extending CLIP’s zero-shot capabilities. The accuracy of
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Figure 6.5: The zero-shot capabilities of CLIP can extend to off-the-shelf vision encoders via
alignment based text-to-concept. (Left) Models trained on ImageNet can recognize coarse cate-
gorizations of ImageNet classes, despite never explicitly being taught them. (Right) Off-the-shelf
models remain strong zero-shot classifiers even when images are out of distribution. In some
cases, they surprisingly surpass the accuracy of the CLIP vision encoder whose jointly-trained
text encoder was used to embed each class vector.

zero-shot classification serves as a quantitative measure of the quality of text-to-concept vectors.
Indeed, when concept vectors align better with representations of samples in the class, zero-shot
accuracy is higher. Thus, we explore zero-shot classification over many datasets to shed insight
on when and how well text-to-concept works. We consider models over diverse architectures and
training procedures, though all models are roughly equal in size (~25M parameters) and are only
trained on ImageNet (except for CLIP). Also, the baseline CLIP model (ViT-B/16) whose text
encoder is used to embed concepts is much larger in size (~80M parameters); this baseline is
intended more so as an upper bound.

First, we ask if models can recognize new categorizations of the data they were trained over.
Namely, we consider coarse grained categorizations of ImageNet classes (e.g. distinguishing
insects from carnivores, see [39, 172]). We also investigate if these coarse grained concepts can

still be recognized as image data is taken out of distribution. Figure 6.5 displays the results. We
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observe impressive zero-shot performance in both cases. For example, on a 17-way classification
problem, self-supervised ViTs achieve 85% accuracy, despite never receiving supervision about
these classes, or any classes at that. Shockingly, in a few cases, even the performance of the CLIP
model whose text encoder (with which it was jointly trained) was used to obtain concept vectors

is surpassed.
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Figure 6.6: Edge cases for zero-shot classification. (Left) Models struggle with OCR. (Right)
Models can recognize some primitive concepts by name. Same legend as figure 6.5.

To stress test text-to-concept, we consider tasks that require models to recognize characters
(specifically digits) or primitive concepts, like textures, colors, and shapes. We observe most
models only marginally surpass random accuracy for character recognition tasks. Oddly, the
adversarially trained ResNet is roughly twice as good as other models in zero-shot MNIST clas-
sification, though it still performs far worse than the baseline CLIP model, which also struggles.
This suggests models simply may not have any notion as to what distinguishes digits from one
another, which is not surprising given that it would not be very useful for understanding ImageNet
images. On the other hand, models achieve far better than random performance in recognizing
primitive concepts, which appear in ImageNet as low level features for more abstract notions.

Interestingly, color recognition is a task where most models outperform the CLIP baseline, sug-
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gesting the CLIP ViT may have reduced color sensitivity relative to other primitive concepts.
While these experiments validate our proposed text-to-concept method, it is also remark-
able that these off-the-shelf models, who have much smaller training sets (roughly 0.3% the size
of CLIP’s) and receive far less supervision, are comparable to CLIP in recognizing the unseen
classes we consider. This suggests that models learn far more than what they are taught. In other
words, models discover many semantic concepts and organize their representation spaces so that
these concepts are roughly linearly separable, even when they are only explicitly directed to sep-
arate 1000 classes or to simply draw representations of similar inputs close to another. Thus, even
models trained with elementary techniques likely contain much richer representation spaces than
their use case requires. The success of transfer learning supports this claim, as a small amount of
labeled data is sufficient for a model to recognize ‘new’ concepts, implying they had some notion
of the concepts before. Text-to-concept can enable better understanding and utilization of these

rich representation spaces, without requiring new labeled samples.

6.5 Additional Applications of Text-to-Concept

6.5.1 Concept-Bottleneck Networks for Free

The zero-shot results suggest models are already aware of many concepts beyond those
which they are directly trained to learn. One case where knowledge of concepts related to the
classification task is salient is Concept Bottleneck Models (CBMs) [158]. CBMs are intepretable
by design, as they first predict the presence of concepts using a black box, and then obtain class
logits with a white box (e.g. linear layer) atop concept predictions. Thus, the contribution of

each concept to the predicted logit can be computed directly, allowing predictions to be faithfully
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explained with semantic reasons. A major barrier to using CBMs is that they require concept
supervision, which can be prohibitively expensive. Text-to-concept, however, alleviates this con-
straint, thanks to zero-shot concept prediction.

We use RIVALIO classification [15] as an example for how a CBM can be implemented
with no concept supervision using text-to-concept. RIVAL10 is an attributed dataset, though we
do not use these labels during training. We use RIVAL10 because a linear classifier operating on
ground truth attribute labels achieves 94.5%, indicating that a CBM could be effective. Further,

the attribute labels allow for quantifying the quality of the zero-shot concept vectors we obtain.
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Figure 6.7: Example inference for a Concept Bottleneck Model (CBM) obtained via training a
linear layer on zero-shot concepts. Since logits in the CBM are linear functions of concept scores,
we can precisely quantify the contribution of concepts to each logit.

To implement the network, we use text-to-concept to encode the 28 attributes annotated
in RIVAL10 as vectors in CLIP space. We then compute the similarities between the attribute
vectors and aligned (to CLIP) features from an ImageNet pretrained ResNet-50. Finally, we
fit a linear layer atop image-attribute similarities (i.e. in representation space) to predict class

labels. Note that the only training we conduct is that of the final classification head and of the

aligner, both of which are linear layers, making them time and sample efficient to optimize. The
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Figure 6.8: Concept similarities can reveal distribution shifts, like in ObjectNet, where photos
are taken within people’s homes.

resultant CBM achieves 93.8% accuracy, and yields the desired interpretability advantages, as
shown in figure 6.7. Moreover, using image-attribute similarities (via text-to-concept) as a score
for predicting attributes achieves an AUROC of 0.8, with 72% of attributes achieving at least
an AUROC of 0.75. Thus, zero-shots concepts are relatively accurate in predicting RIVAL10

attributes.

6.5.2 Concept-Based Dataset Summarization and Distribution Shift Diagnosis

The interpretability benefits of text-to-concept also apply to demystifying large datasets.
Specifically, one can discern the presence of a concept in their data by using text-to-concept to
obtain a corresponding vector, and computing the similarity of this vector to all aligned images
representations. As modern datasets continue to grow, the need for efficient concept-based sum-
maries of these datasets will also grow; text-to-concept can provide such summaries easily.

Moreoever, one can track the distribution of concept similarities for a stream of data over
time. Suppose for example a model is deployed to a new setting and it begins to fail. By compar-

ing the distribution of concept similarities in the training set to the new data, one can diagnose
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the distribution shifts at play. As a proof of concept, we inspect ObjectNet [37], a challenging
distribution shift for ImageNet models consisting of images taken within people’s homes. Fig-
ure 6.8 shows the distribution of similarities between the vector for the concept ‘indoors’ and
aligned image representations obtained from a ResNet-50 of ImageNet and ObjectNet samples.
For ObjectNet, the distribution is significantly (as determined with a Kolmogorov-Smirnov test)
shifted to the right compared to ImageNet. In practice, one may maintain a bank of concepts
and track similarities over their stream of data, automatically flagging concepts which experience

significant shift.

6.5.3 Concept Logic for Image Retrieval

Text-to-concept enables the computation of the similarity of a model’s representation for
an image to an arbitrary concept. Given a corpus of data and a vision encoder trained to represent
said data, we can retrieve images using text, based on their similarity to text-to-concept vectors.
While one may combine all keywords in a string to obtain a single composite concept vector, we
observe suboptimal performance with this approach, as words receive imbalanced attention and
negations are often ignored by CLIP’s text encoder.

A simple alternative is to retrieve images that satisfy a set of conditions. For example,
instead of searching for “a dog on the beach at sunset”, we can separately encode the concepts
‘dog’, ‘on the beach’, and ‘at sunset’. We then filter images based on their similarity for each
concept; we use thresholds based on the distribution of similarities for a given concept (i.e. at
least 3 standard deviations above the mean). Analogously, we can encode negative conditions by

requiring similarity to be below some threshold. Figure 6.10 presents our method as a diagram .
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Dog & Beach & Sunset Skis & ~Snow & ~Human Cat & Orange & ~Indoors
Dino ResNet50 Dino ViTs16 ResNet50

Figure 6.9: Images retrieved based on similarity of their representation to multiple text-to-concept
vectors. Retrieved images satisfy the multiple conditions listed above each image. ~ denotes
‘not’. Concept logic with text-to-concept enables searching over images, while allowing the use
of any vision encoder to represent them.
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Figure 6.10: Overview of our concept logic image retrieval technique. Instead of directly search-
ing for images of orange cats that are not indoors, we decompose the query into concept con-
straints of varying degree. Our method grants the querier more control in their search, and also
circumvents limitations of CLIP’s text encoder when processing negations and longer queries.

We demonstrate the effectiveness of concept logic by retrieving rare images (visualized in Figure
6.9) from a set of keywords. While concept logic for image search can be done over CLIP vision
embeddings, the results may be suboptimal when querying over a specific dataset for which CLIP

was not finetuned, particularly compared to a vision model trained on that dataset.
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Swin (S) ResNet-50 Dino ViTs8

94.48% 95.14% 92.18%

Table 6.1: Percent of captions for decoded class vectors deemed relevant to images in the class
by human annotators.

6.6 Concept-to-Text

Text-to-concept grants insight into the representation spaces of deep models by mapping
semantic notions expressed as words directly to concept vectors. However, humans still need to
conjecture what concepts may be relevant before probing a representation space. We now ask, can
we directly map concept activation vectors to text? We refer to this as concept-to-text, and pro-
pose an implementation using alignment to CLIP and generative language models (Figure 6.1).

Similar to how we that observe diverse vision models learn to store information in similar
ways, allowing for cross-model alignment, we argue that language models and vision models
similarly learn much of the same information, and can thus be plugged into one another with
ease. Recent work supports this claim, as vision models have been stitched to generative lan-
guage decoders to perform image captioning and visual question answering [170, 173]. Notably,
Mokady et al. [174] captions an image by feeding its CLIP image embedding through a finetuned
version of GPT-2 [175]. A follow up work, ZeroCap [159], similarly decodes with GPT-2 while
receiving guidance from a CLIP embedding, but does so without requiring any tuning of either
CLIP or GPT-2. We elect this method as it further demonstrates how existing models can work
together off-the-shelf. However, other decoders could easily be put in place of ZeroCap if de-
sired. We highlight this flexibility as it entails that concept-to-text will continue to improve as

individual components are improved (e.g. GPT-2 — Chat-GPT).
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With our linear aligners, we can already map representations from off-the-shelf encoders
to CLIP. Thus, with no additional training, we can perform elementary concept-to-text by sim-
ply feeding aligned features to ZeroCap. While ZeroCap expects CLIP embeddings of natural
images as input, we conjecture that passing a vector encoding some semantic notion can sim-
ilarly be decoded. To asses this claim, we consider the task of decoding classification head
vectors. These vectors exist in the original model space, and should encode information relevant
to their corresponding ImageNet class. Thus, we can quantify the effectiveness of our elemen-
tary concept-to-text method by seeing if decoded class vectors indeed describe the desired class.
Specifically, we use the prompt “Image of a  and set the desired sequence length to 1 so that
a single word is decoded per class vector. We perform a human study to answer this question,
showing MTurk workers a collage of images from a given class, along with the caption obtained
from decoding the class vector, and asking if this caption is relevant to the images shown. The
results, shown in Table 6.1, show that in over 92% of cases, our naive approach to concept-to-text

appears effective in decoding class vectors for three diverse models.

6.7 Conclusion

In this work, we demonstrate the feasibility of training a single linear layer to map the
representation spaces of diverse vision encoders, suggesting that these models represent images
surprisingly similarly. We then utilize this method to align arbitrary vision encoders to CLIP
space, essentially extending the multi-modal capabilities of CLIP to many new models trained
with far less constraints (e.g. paired image-text supervision, large dataset size, contrastive learn-

ing). Our method unlocks new powers in existing models, and opens the door for better data and
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model concept-based interpretability, without requiring costly concept annotations. We hope our
work inspires others to explore new ways in which existing models can be further utilized with

minimal additional compute, via allowing these models to work together.

119



Chapter 7:  Unearthing Skill-Level Insights for Understanding Trade-Offs of

Foundation Models

We now turn to a new flavor of interpretability to understand a more complex suite of mod-
els. Namely, we seek to obtain richer evaluation signal on so-called foundation models, which
are intended to be far more general purpose than the image classifiers we studied in Part 2. This
chapter details a paper under submission to ICLR ’25, co-authored with Varun Chandrasekaran,
Vidhisha Balachandran, Safoora Yousefi, Thomas Fel, Soheil Feizi, Besmira Nushi, Neel Joshi,
and Vibhav Vineet [176].

With models getting stronger, evaluations have grown more complex, testing multiple skills
in one benchmark and even in the same instance at once. However, skill-wise performance is ob-
scured when inspecting aggregate accuracy, under-utilizing the rich signal modern benchmarks
contain. We propose an automatic approach to recover the underlying skills relevant for any eval-
uation instance, by way of inspecting model-generated rationales. After validating the relevance
of rationale-parsed skills and inferring skills for 46k instances over 12 benchmarks, we observe
many skills to be common across benchmarks, resulting in the curation of hundreds of skill-slices
(i.e. sets of instances testing a common skill). Inspecting accuracy over these slices yields novel
insights on model trade-offs: e.g., compared to GPT-40 and Claude 3.5 Sonnet, on average, Gem-

ini 1.5 Pro is 18% more accurate in computing molar mass, but 19% less accurate in applying
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constitutional law, despite the overall accuracies of the three models differing by a mere 0.4%.
Furthermore, we demonstrate the practical utility of our approach by showing that insights de-
rived from skill slice analysis can generalize to held-out instances: when routing each instance to
the model strongest on the relevant skills, we see a 3% accuracy improvement over our 12 dataset
corpus. Our skill-slices and framework open a new avenue in evaluation, leveraging skill-specific

analyses to unlock a more granular and actionable understanding of model capabilities.

7.1 Introduction

Recent years have seen benchmarks evolve to keep up with ever-advancing models. While
classical benchmarks tested specific capabilities, like recognizing digits [177] or classifying sen-
timent [178], modern benchmarks measure proficiency in numerous capabilities simultaneously,
drawing questions of increasing difficulty from more diverse domains [179, 180, 181]. As the
questions we test models on have grown more complex, aggregate performance measures provide
less understanding about model proficiency in specific abilites. For example, as shown in Fig-
ure 7.1, we find that over a dozen benchmarks, GPT-40, Gemini 1.5 Pro, and Claude 3.5 Sonnet
[182, 183, 184] achieve overall accuracies within 0.4% of one another, leaving an open question:
Are these models all the same, or are valuable insights being averaged away?

Manual annotations of categories across instances (e.g. [185] and [186] include ‘ability’
tags) enable going beyond accuracy, but at a cost for benchmark creators that rises with the num-
ber and difficulty of test questions. This results in few (if any) and non-standardized annotations,
restricting cross-benchmark aggregation, even though many benchmarks have large overlap in the

(implicit) skills they test [187, 188]. Prior works show promise in automatically grouping inputs
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Figure 7.1: We leverage model-generated rationales to extract the skills relevant to any evaluation
instance. Inspecting accuracy along skill-slices (instances drawn across benchmarks involving the
same skill) surfaces fine-grained insights otherwise obfuscated by aggregate accuracy.

by attributes to extract image classification failure modes (e.g. ‘fails on white foxes’) [189, 190],
but these methods fail to produce deeper insights on the underlying competencies that models
use across contexts (e.g. ‘fails on counting’).

To this end, we propose a method to automatically discover skills related to any evaluation
instance, toward a finer-grained understanding of model capabilities from existing benchmarks.
We consider skills as latent features pertaining to “how” a model must operate — the steps in-
volved in solving a given task — whereas a general attribute relates to “what” is being addressed
— the observable characteristics of the instance. Moreover, the relevant skills for an instance may
not be readily apparent through superficial examination, often only revealing themselves upon
inspection of the solution. This complexity highlights the challenge of automatically inferring
relevant skills and underscores the need to develop new approaches for their effective identifica-
tion.

To this end, we propose to harness the rationale-generating ability of strong models to infer
skills, as rationales (i.e. explained solutions) elucidate the steps involved in performing a task,

and have had many benefits in the past [191, 192, 193, 194, 195, 196]. In our work, we use
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rationales not to directly analyze the rationale-generating model, but instead to annotate data, on
which any model can be evaluated.

Specifically, given an evaluation instance, we instruct a strong model (e.g. GPT-40) to
generate a detailed step-by-step rationale, along with the skill applied in each step. We then
parse skills per instance for numerous benchmarks and aggregate instances along skill-slices, i.e.
subsets of instances drawn from multiple benchmarks that all involve a specific skill, enabling
measurement of model proficiency for that skill. After applying our technique to over 45k in-
stances from a dozen popular modern benchmarks (primarily multimodal), we find hundreds of
skills with slice sizes of > 100. To validate the relevance of our skills, we devise an automatic
verification protocol and observe that our automatically extracted skills are relevant, even in cases
where the annotating model fails in solving the query problem. We will release all our rationales,
skill annotations, and skill-slices, which we term the Skill-Index, to the public.

Having verified the accuracy of our constructed skill-slices, we present multiple ways our
skill annotations and skill-slices can be used to inform our understanding and usage of current
large models. First, we conduct detailed skill-level analyses of 6 state-of-art models from the
GPT, Gemini, and Claude families, identifying practical insights into model strengths and
weaknesses at previously underexplored granularities. Despite roughly equal average accu-
racy across our corpus for GPT-40, Gemini 1.5 Pro, and Claude 3.5 Sonnet, we discover skills for
each model where accuracy far exceeds that of its counterparts, with gaps as large as 20% (see
Figure 7.1). For example, we find Gemini 1.5 Pro to be much stronger in math and science skills,
like ‘computing molar mass’, while falling far behind for legal skills like ‘applying constitutional
law’. Next, we show that our skill-slices allow for fine-grained understanding of improve-

ments in new models within a model family: while Gemini 1.5 Pro did not improve over v1.0
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on ‘understanding legal procedures’, OpenAl and Claude models improved substantially, with
Claude 3.5 Sonnet leaping nearly 50% over Claude 3 Opus.

Further, our skill-level understanding of models can be directly utilized for instance
level model selection based on skills required. When routing each query instance to a model
with best performance on relevant skills, we see improvements in overall accuracy across a
dozen benchmarks by 3%, including gains of 3.5 to 7% on MMLU Pro [181]. Finally, to as-
sess a model’s proficiency on a skill in isolation, we generate probing questions that directly
target a specific skill. We find that model performance on the synthetic probing sets corroborates
accuracies on our constructed skill-slices, further strengthening our findings.

Our skill based framework and findings advocate for a paradigm shift in foundation model
evaluation, emphasizing the importance of skill-specific analysis to gain a more granular and

actionable understanding of model capabilities. We summarize key contributions below:

* Automated Skill Inference: We present a scalable method that leverages model-generated

rationales to recover (and validate) the underlying skills relevant to any evaluation instance.

* Novel findings from Skill-Slices: Analyzing skill-slices — sets of instances testing a com-

mon skill — reveals new fine-grained insights on the trade-offs across leading models.

« Skill Annotations for Popular Benchmarks: We release the Skill-Index, a dataset of instance-
level skill annotations and rationales, along with code to easily expand to new benchmarks,

providing a valuable resource for the research community.
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Figure 7.2: (left) Sample GPT-40 generated rationale: each skill is listed under multiple names
of cascaded granularity, and localized to a specific step and concluding claim. (right) Annotated
skills can be verified independently with a second model or human. We include randomly sam-
pled negative skills and multiple verifiers to assure the quality of the verification, as detailed in
7.2.3.

7.2 Constructing skill-slices using Model-Generated Rationales

We now detail our method for inferring relevant skills for each evaluation instance and ag-
gregating skill annotations across datasets to form skill-slices (i.e. a set of instances that share
a relevant skill). We utilize rationales, or step-by-step solutions, generated by a strong model
(GPT-40) to facilitate the extraction of relevant skills. However, as evaluation instances are chal-
lenging by design and generating relevant skills requires a significant level of meta-reasoning, it
is important to assess the quality of produced skills. Thus, we additionally present a multifaceted
automatic approach to validating the relevance of extracted skills, which we confirm aligns well

with human judgements.
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7.2.1 Skill Extraction via Rationale Parsing

Given an evaluation instance, we prompt GPT-40 to generate a detailed rationale (i.e. step-
by-step solution), where each step only involves the use of a single skill; figure 7.2 presents an
example. We additionally instruct the model to, after each step, list the applied skill with multiple
names of cascading granularity. For example, the skill ‘treble clef recognition’ is prepended
with ‘perception, visual recognition, symbol identification’!. Listing multiple names of different
granularity per skill is a simple way to increase the number of slices an evaluation instance falls
into, leading to a greater quantity and diversity of skill-slices. Further, each granularity has unique
and complementary advantages: fine-grained skills are more specific, while coarse-grained skills
lead to slices with a larger number of samples, making an accuracy estimate over such slices more
reliable. Also, in order to standardize the response structure, we include an in-context example
in our prompt, which enables simple parsing of rationales to extract skills.

Note that other methods could possibly be used to annotate relevant skills, like directly
prompting GPT-4o to list them. We prioritized maximizing the total count and size of resultant
skill-slices. In comparing the skills per instance obtained by direct prompting vs. our rationale
parsing, we indeed find that rationale parsing results in a higher average count and diversity in

grain.

'If some of these skills are unfamiliar to you, you’re not alone! Many benchmarks today ask questions that are
challenging to anyone without expertise in the relevant domain. This precisely motivates relying on stronger models
to help us make sense of these benchmarks, as manual inspection has increasingly limited utility.
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7.2.2 Curating Skill-Slices across Benchmarks

With rationale-parsing, we tag relevant skills for 46k evaluation instances from 12 bench-
marks that are popular (i.e. commonly featured in evaluations for recent model releases) and
unsaturated (SOTA under 90% accuracy), resulting in 690k total skills (128k unique) over 202k
rationale steps. Importantly, we observe that skills cut across benchmarks. That is, many skill-
slices of non-trivial size are formed when including instances across benchmarks, because models
re-use skills in diverse contexts. Namely, 278 skill-slices have at least 100 unique instances each.
This number rises to 332 after de-duplicating via a tight clustering” on the text embeddings of
the skills. Aggregating across benchmarks enables us to analyze skills that are in the long tail for
one benchmark, but get resurfaced when many different benchmarks are joined together. Indeed,
slice count increases by 51% when slicing across benchmarks instead of only drawing instances

from one benchmark at a time.

7.2.3 Automated Validation of Skill Relevance

In the absence of fine-grained ground truth skill annotations that would confirm whether
generated skills are relevant or not, we design an automatic validation approach. Namely, we
propose two automated methods to directly validate the relevancy of listed skills: post-hoc veri-
fication and inter-(skillJannotator agreement. The latter checks the overlap in skills listed for the
same instance by two different annotators. Here, we focus on the former: post-hoc verification
consists of a second ‘verifier’ model which inspects an evaluation instance with a list of skills

and marks whether each skill is relevant or not. We form the list of skills by combining the skills

2We employ a high minimum cosine similarity threshold of 0.95 per cluster to de-duplicate skills listed under
slightly different names; e.g., ‘trigonometry’ and ‘trigonometric calculation’ have a similarity of 0.95.
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Figure 7.3: (left) Post-hoc verification shows GPT-40-annotated skills are relevant, and that au-
tomatic verifiers are reliable, as they admit low rates of false positives (marking a randomly
sampled negative skill as relevant). (right) Rate that GPT-4o0-annotated skills are marked as rel-
evant, separated by if GPT-40 correctly answered the underlying evaluation instance (blue) or
not (orange). Empirically, annotated skills have high relevancy rates even when the annotator
incorrectly answers the question.

for the instance with an equally sized list of negative skills, randomly sampled as follows: with
S denoting all skills from our corpus, negative skills for an instance = with skills S, are drawn
from {s € S | maxg,eg, sim(s,s;) < 7}. Here, ‘sim’ is the similarity of two skills, computed
via the cosine similarity of text embeddings from a frozen text embedder. The threshold 7 is
selected based on the text embedder so that no negative skill is equivalent up to paraphrasing to
an annotated skill for the instance. We include negative skills as quality controls to ensure that
the verifier model does not simply mark all skills as relevant.

Figure 7.3 shows the results of post-hoc verification of skills for 100 skills per dataset av-
eraged over three verifier models (Claude 3.5 Sonnet, Gemini 1.5 Pro, GPT-4v?). We observe
94.1% of skills annotated by GPT-4o are verified as relevant. A smaller human validation of 640
total skills results in 95.7% relevancy rate, as well as 92.8% agreement with automatic verifiers,

indicating that post-hoc verification is a reliable automated metric for assessing skill relevancy.

3GPT-4v denotes GPT-4 Turbo 2024-04-09, and GPT-40 denotes GPT-40 2024-05-13 throughout our paper.
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Figure 7.4: Skill-slices shed insight on how models evolve over new releases. For GPT and
Claude models, skills related to law see the largest increases in accuracy, while Gemini models
improve most in performing math and science skills.

The right panel shows that the relevancy rate is roughly equivalent, regardless of if the annota-
tor correctly answers the underlying evaluation instance; crucially, this enables using automated
skill annotations on instances that are interesting to evaluate on (i.e. hard enough to stump some
models). Thus, while rationales may at times be partially incorrect, they can still be leveraged

to shed insight on data at scale.

7.3 Analyzing Foundation Models with Skill-slices

We now leverage the skill-slices obtained in the previous section to better understand and
utilize frontier models from OpenAl, Google, and Anthropic. First, we identify skill-slices with
vastly different accuracies across releases from the same family, as well as across families, which
are obfuscated when inspecting overall accuracy. Then, having discovered models differ in their
specific strengths and weaknesses, we show how overall accuracy can be improved by choosing

the best model per instance or dataset, leveraging inferred skills and computed model-wise skill

“In fact, there’s an error in the rationale in Figure 7.2: the notes are Bb & C. However, the skills are accurate.
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accuracies.

7.3.1 Finer-grained Insights from Existing Evaluation Instances

Understanding Model Evolution. Figure 7.4 shows average improvement, along with
skill-slices with greatest and least improvement, for the last two releases in the Open Al GPT,
Google Gemini, and Anthropic Claude families®. For all model families, we find skills where
improvement is more than twice the average, as well as skills where the model does not improve
at all. Notably, both GPT and Claude models see greatest increases in skills related to law, with
the Claude-Sonnnet 3.5 improving over Claude-Opus 3.0 by a staggering ~ 50% along numer-
ous law skill-slices, suggesting improving legal abilities of their models may have been a recent

priority for OpenAl and Anthropic.

Finding 1: Skill-level improvements across model releases greatly differ (i) from av-
erage improvement and (ii) between families. The biggest leaps for GPT and Claude

families were for legal skills, while Gemini improved most for math and science skills (fig-

ure 7.4).

Interpreting Trade-offs. We now directly compare GPT-40, Gemini 1.5 Pro, and Claude
3.5 Sonnet on all skill-slices with at least 100 unique evaluation instances. While overall accura-
cies for the three models across our evaluation corpus falls within a half percent of one another,
we observe differences as high as 25% for certain skills, as shown in figure 7.5. Further, some

patterns emerge: Gemini 1.5 Pro is distinctly strong for math and science, while GPT-40’s rela-

SBecause Gemini-1.0-pro is not multimodal, we present results for skill-slices curated from 12k language-only
evaluation instances (instead of our entire corpus) with at least 100 instances within each slice.
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Figure 7.5: Unique strengths (top) and weaknesses (bottom) of GPT-40, Gemini 1.5 Pro, and
Claude 3.5 Sonnet, relative to one another. We present skills where each model’s slice accuracy
is highest / lowest (respectively) relative to the average of the other two model accuracies. f
denotes significance (p < 0.01) via Wilcoxon signed-rank test; {1 means both gaps vs. the other
models are significant.

131



tive strengths pertain to visual skills like color differentiation and object localization, as well as
the real-world skill of traffic signal identification, where GPT-40 is on average 16.7% more ac-
curate. Interestingly, Gemini 1.5 Pro’s greatest relative weaknesses nearly all concern law, which
we found above to be the key skills that GPT-40 and Claude 3.5 Sonnet improved upon compared

to their respective predecessors.

Finding 2: Models have unique strengths and weaknesses: e.g., GPT-40 excels in visual
skills, but lags behind on various math skills. Conversely, Gemini 1.5 Pro outperforms both

other models on math and science skills, while falling far behind for legal skills (figure 7.5).

. J

Unfortunately, since we have limited visibility into the training data and processes for
these private models, we cannot offer explanations for the strengths and weaknesses we observe.
Nonetheless, this illuminates an advantage of our method: by annotating evaluation instances,
skill-slice analysis enables fine-grain insight on model capabilities, even when only granted

black-box access.

7.3.2  Generalization of Skill-Slice Insights

Our skill-slice analysis operates under the premise that the insights drawn from inspecting
sufficiently-large slices from a wide range of sources can generalize to new instances. If the in-
sights generalize well, then understanding skill trade-offs between models can enable employing
the models in a more calculated manner. That is, if we have knowledge of the skills relevant to a
new instance, as well as each model’s skill-wise strengths, we can improve accuracy by routing
that instance to the model whose strengths are most aligned with those skills.

To test this, we route each instance in our corpus to one of GPT-40, Gemini 1.5 Pro, and
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Figure 7.6: (left) A simple routing scheme that assigns each instance to the model with best
accuracies for the skills relevant to that instance can lead to noticeable accuracy gains. (right)
Accuracies over skill-slices can generalize to unseen data. In fact, skill-wise accuracies computed
over multimodal benchmarks correlate strongly with accuracies obtained over a language-only
benchmark.

Claude 3.5 Sonnet, based on the skill annotations for that instance and the skill-wise accuracies
per model computed over the remaining corpus (i.e. without the test instance). To obtain a single
score per instance per model, we take a weighted average of skill-wise accuracies, where the
weight for each skill is the inverse of its slice size (so to upweight finer-grained, more specific
skills). As shown in the left panel of figure 7.6, routing increases accuracy by up to 3.2% com-
pared to each of the frontier models alone on 12 datasets combined, including improvements of
3.5 to 6.8% for MMLU Pro [181].

We highlight the MMLU Pro results because the vast majority of the instances in the refer-
ence corpus (over which skill-wise accuracies are computed) are from multimodal benchmarks,
while MMLU Pro is language-only, making it a good candidate to showcase the generalization
of our approach. To study this deeper, we now partition each skill-slice based on if the instance
comes from MMLU Pro or one of our multimodal benchmarks. Then, for each model we ob-
tain two paired sets of slice-wise accuracies: one accuracy score per skill-slice, per partition. As

shown in the right panel of figure 7.6, we observe strong correlations (r > 0.79, p < le — 7)
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between these two sets of scores for all three models. In addition to showing generalization,
this result further validates our idea that skills pertain to a deeper property of a given instance

(namely, what must be done to solve it) than surface level attributes, like its modality.

e

Finding 3: Skill-slice accuracies enable instance-wise model selection. Routing each
instance to the model strongest on the relevant skills results in a 3% accuracy gain, indicating

that skill-slice analyses offer generalizable insight (see figure 7.6).

We note that this proof of concept utilizes accuracies computed over slices defined by
a single skill, not accounting for the added difficulty created when certain skills are used to-
gether. Nonetheless, our framework opens the door to studying these second order effects, e.g.,
by surfacing error-inducing slices defined by a combination of skills, as done by [190] for image

classifiers.

7.4  Corroborating Slice Accuracies with Probing Questions

While skill-slices allow for approximating a model’s proficiency at a skill by averaging
accuracy over any instance where the skill is relevant, our rationale parsing framework enables
a second independent analysis to more directly probe a single skill, without the effect of co-
occurring skills.

Namely, rationale parsing localizes each skill to a specific step of the generated solution,
as well as the resulting claim, which we instruct the rationale-generating model to include in its
response. For example, as shown on the right in figure 7.7, the resultant claim to a step where

the skill “[musical] note identification” is applied is “The notes are B and E”. A claim can then
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Figure 7.7: (left) Skills who’s slices yield lowest model accuracy have the highest rates of in-
consistency when probed. Each point corresponds to one model’s consistency rate for a single
skill. (right) Probe questions are generated by reframing rationale steps associated with a skill
of interest.

be reframed as a question (e.g. “What are the notes?”’) probing a single skill, unlike the original
question that often requires numerous skills and steps, any one of which could cause an incorrect
answer. We use the rate of inconsistency, like in [197], over multiple responses to each probing
question as a measure of proficiency at the probed skill: if a model contradicts itself, it must have
been wrong at least once.

We now probe three sets of 20 skills: those with lowest, median, and highest accuracy
based on the analysis in section 7.3, to sample skills with a variety of slice accuracies. For each
skill, we (i) generate 20 probing questions, (ii) obtain 5 responses per probe per model, and (iii)
evaluate consistency of the responses with GPT-40°. As shown in figure 7.7, models contradict
themselves at a significantly higher rate for low accuracy skills, and inconsistency rises as slice
accuracy falls, corroborating the skill-slice analysis. Overall, inconsistency correlates well with

slice accuracy (r = —0.675). Further, we find skills where all models contradict themselves more

®While we use GPT-40, forming probing questions and evaluating consistency are likely simple enough to be
done reliably by open-source LLMs (as both tasks are text-only).
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often than not, such as “[musical] note identification”, “eye direction analysis”, and “enumerating

objects”, the last of which is a well-documented limitation of VLMs [198, 199].

Finding 4: Rationale-parsing enables targeting skills in isolation. This independent anal-

ysis yields corroborating assessments of skill proficiency as skill-slice accuracies (figure

7.7).

In addition to independently verifying the insights from slice accuracies, probe inconsis-
tency offers complementary signal: since some evaluation instances engage multiple skills, low
accuracy over one skill-slice could be due to a deficiency on another highly co-occurring skill.
However, if a model is proficient in a skill, it will always answer consistently (correctly) to
probing questions. Thus, consistency on probing questions can be used to refine insights from
skill-slice analyses, as a skill with low slice accuracy and high probe inconsistency is almost

surely deficient.

7.5 Retrieving Evaluation instances for Custom Query Skills

Finally, towards (a) direct comparison of our work to prior methods and (b) more flexible
use of skill annotations, we introduce the task of skill-based retrieval: given an open-vocabulary
query skill, can we retrieve relevant evaluation instances, so to build a custom skill-slice for spe-
cialized evaluation? This task boils down to defining an efficient metric that assigns a similarity
score between a text query and an evaluation instance. Here, we focus on multimodal evaluation
instances’.

We consider baselines that leverage a. embeddings of the instance (either of just the image

7 A multimodal instance consists of one image along with a text question.
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using CLIP [13], just the text question, or the average of both image and text), b. attributes of
the input, either inferred by GPT-40® or provided as ground-truths by benchmark creators. In
this latter case, we embed text attributes, along with the query skill, using a text encoder, with
which we compute similarity of an attribute to the query skill as the cosine similarity of their em-
beddings. To obtain a single similarity score for the GPT-4o0 attributes baseline where multiple
attributes exist per instance, we average the top 3 highest similarities’. Our method is identical to
the attribute-based approach, except that we leverage annotated skills instead of attributes. The
baselines encapsulate how prior methods propose to group inputs to go beyond overall accuracy

[189, 190], enabling direct comparison to our
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Figure 7.8: Retrieving instances based on a
query skill is far more effective when utilizing though we exclude ground-truth and GPT-40

skill annotations than using direct representa-
tions of each instance, as done in prior work. inferred attributes baselines in the second case,

for availability and cost reasons respectively.

Metric: We evaluate each retrieved instance by presenting it along with the query skill to GPT-

8We obtain surface-level ‘tags’: the type of image, subject of the question, etc.
?As in [200], we find top-3 averaging to be superior to top-1 or full averaging.
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40 and prompting it to decide if the query skill is relevant or not; ‘precision @ k = 20’ is the
fraction of the 20 retrieved instances deemed relevant.

As shown in figure 7.8, retrieval using skill annotations far exceeds the precision for any
other baseline in both settings, with improvements of 18-45.5% and 50.75-32.5% respectively.
The attribute baselines are stronger than the embedding-based approaches, though obtaining at-
tributes is also more expensive. The embeddding-based baselines struggle, reflecting that frozen-
embedding models may prioritize encoding surface-level information over skills, as skills may
only become more apparent when inspecting the solution to the instance. We also find that search-
ing over a broader corpus benefits the skill-based approach far more than either embedding-based
approach. In summary, while allowing for direct searching over our corpus, these skill-based re-
trieval experiments underscore how our skill annotations offer novel signal, enabling the grouping

of instances in ways that can be complementary to prior methods.

Finding 5: Skill annotations open the door to custom evaluation sets via skill-based
retrieval. Similarity of attributes or direct embeddings for two instances does not reflect

the similarity of the underlying skills tested by each instance, leading to poor skill-based

retrieval performance (figure 7.8).

. J

7.6 Review of Literature

Prior efforts to gain fine-grain insights often involve intensive manual efforts to construct
multi-task benchmarks [201, 202, 203, 204, 205] or datasets with annotations beyond ground-
truth labels [206, 207, 208, 209]. On top of quantifying specific abilities, extra annotations have

illuminated biases [9, 210] and robustness issues [73, 211]. Automated alternatives include syn-
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thesizing benchmarks with known attributes [212, 213] or automatically uncovering sub-groups
within existing data [214, 215].The term slice discovery (or otherwise referred to as data cohort
or subgroup) was coined [189, 216] to describe these methods which enable comparisons [217]
and error analysis [48, 190, 218, 219, 220]. While these works focus on slices formed by surface-
level attributes for visual recognition tasks, we curate skill-slices, which pertain to the underlying
ability each slice requires from a model, and as such extend to more tasks and modalities.

Skills are akin to the ‘ability’ tags present in some modern benchmarks [185, 186], though
they can be finer (or coarser) grained [221] than what is typically annotated. The importance of
acquisition of skills has been studied in human cognition [222, 223] as well as language mod-
els [224]. [225] utilizes skills as input to an LLM to generate challenging evaluation instances
requiring a composition of the provided skills. Recent [215] and concurrent [226] work also ex-
plore skill inference, albeit in more narrow domains, toward improved prompting or finetuning.
This important shift of methods from attributes to skills is indeed motivated by the increasingly
general-purpose nature of state-of-the art models. In this work, we scale up such analysis and
insights by expanding it to 12 benchmarks and by introducing rationale parsing as a means to
infer more skills.

Rationales have been studied extensively in the context of prompting [191, 192, 227].
Other works show the value of rationales as richer training signal [195, 196, 228, 229] or model
explanations [194, 230, 231], though some question their faithfulness to underlying model pro-
cesses [232, 233]. We utilize rationales not to interpret a model directly, but instead to improve
the relevance and diversity of the annotated skills [193], which become apparent in the solution

steps present in rationales.
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7.7 Discussion and Future Work

It is often said, “We can only improve what we can measure.” As models grow in com-
plexity and capability, traditional evaluation metrics like aggregate accuracy over entire datasets
become insufficient. Simply averaging accuracy across datasets hides important insights needed
to understand and enhance both the datasets and the models themselves.

To address this gap, our work introduced a skill-slice analysis approach for model evalu-
ation. By examining model-generated rationales, we developed an automated method to extract
the underlying skills required to solve individual evaluation instances. This shift from focusing
on overall accuracy to conducting a more detailed analysis provides a more granular picture of a
model’s strengths and weaknesses. Furthermore, our reliance on a strong model to help humans
understand evaluation data may prove to be increasingly pertinent as models get so strong that
only a small handful of people will be qualified to provide manual annotations on evaluation
instances. In this sense, our work relates to scalable oversight [234], providing a new avenue
to evaluation leveraging human-Al collaboration to understand models that will encapsulate ad-
vanced skills and knowledge.

Looking ahead, our approach can assist in creating more focused, skill-based evaluation
datasets, by accelerating the discovery of skills where models are collectively deficient or exhibit
disparate performance. Our skill-based retrieval method can play a pivotal role in generating
valuable training data for model development. By concentrating on specific skills, one can create
more effective training sets that address identified weaknesses, thereby accelerating the advance-
ment of Al models. This aligns with the principle that meaningful progress is achievable when

we have clear insights, reinforcing the notion that we can only improve what we can measure.
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Chapter 8: Prioritizing Interpretability in Failure Mode Extraction

In the previous chapter, we leveraged an auxiliary model to obtain a new kind of annota-
tion: skills, as opposed to surface-level attributes. Equipped with these annotations, we could
inspect model performance on curated subsets of data to obtain skill-wise accuracies. However,
skill-wise accuracy is limited in measuring the challenge posed when a model is required to apply
two or more skills at once. In this chapter, we return to the simpler setting of image classification,
where we demonstrate that even richer insights can be gained when curating data subsets defined
by the presence of a combination of attributes. Namely, we present an automatic method to effi-
ciently form and search over the space of use cases characterized by a combination of attributes.
At the heart of our method is the reliance on an auxiliary model to obtain interpretable attributes,
which leads to more faithful and coherent descriptions of discovered failure modes compared
to existing methods. This ICLR ’24 work was led by Keivan Rezaei and Mehrdad Saberi, and

co-authored by myself and Soheil Feizi [235].

8.1 Summary

A plethora of reasons (spurious correlations, imbalanced data, corrupted inputs, etc.) may
lead a model to underperform on a specific subpopulation; we term this a failure mode. Failure

modes are challenging to identify due to the black-box nature of deep models, and further, they
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are often obfuscated by common metrics like overall accuracy, leading to a false sense of security.
However, these failures can have significant real-world consequences, such as perpetuating algo-
rithmic bias [9] or unexpected catastrophic failure under distribution shift. Thus, the discovery
and description of failure modes is crucial in building reliable Al, as we cannot fix a problem
without first diagnosing it.

Detection of failure modes or biases within trained models has been studied in the literature.
Prior work [236, 237] requires humans in the loop to get a sense of biases or subpopulations on
which a model underperforms. Some other methods [238, 239, 240, 241] do the process of
capturing and intervening in hard inputs without providing human-understandable descriptions
for challenging subpopulations. Providing human-understandable and interpretable descriptions
for failure modes not only enables humans to easily understand hard subpopulations, but enables
the use of text-to-image methods [242, 243, 244, 245] to generate relevant images corresponding
to failure modes to improve model’s accuracy over them.

Recent work [168, 189, 246, 247] takes an important step in improving failure mode di-
agnosis by additionally finding natural language descriptions of detected failure modes, namely
via leveraging modern vision-language models. These methodologies leverage the shared vision-
language latent space, discerning intricate clusters or directions within this space, and subse-
quently attributing human-comprehensible descriptions to them. However, questions have been
raised regarding the quality of the generated descriptions, i.e., there is a need to ascertain whether
the captions produced genuinely correspond to the images within the identified subpopulation.
Additionally, it is essential to determine whether these images convey shared semantic attributes
that can be effectively articulated through textual descriptions.

In this work, we investigate whether or not the latent representation space is a good proxy
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Figure 8.1: Overview of PRIME. Prior methods cluster inputs in an uninterpretable activation
space, leading to semantically misaligned failure mode descriptions. PRIME utilizes an auxiliary
model to obtain faithful attributes, before efficiently combining them to extract specific and ac-
curate descriptions.

for semantic space. In fact, we consider two attributed datasets: CelebA[33] and CUB-200[248]
and observe that two samples sharing many semantic attributes may indeed lie far away in latent
space, while nearby instances may not share any semantics. Hence, existing methods may suffer
from relying on representation space as clusters and directions found in this space may contain
images with different semantic attributes leading to less coherent descriptions.

Inspired by this observation and the significance of faithful descriptions, we propose PRIME.
In this method, we suggest to reverse the prevailing paradigm in failure mode diagnosis. That is,
we put interpretability first. In our method, we start by obtaining human-understandable concepts
(tags) of images using a pre-trained tagging model and examine model’s behavior conditioning
on the presence or absence of a combination of those tags. In particular, we consider different
groups of tags and check whether (1) there is a significant drop in model’s accuracy over images
that represent all tags in the group and (2) that group is minimal, i.e., images having only some

of those tags are easier images for the model. When a group of tags satisfies both of these condi-
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tions, we identify it as a failure mode which can be effectively described by these tags. Figure 8.1
shows the overview of our approach and compares it with existing methods.

As an example, by running PRIME on a trained model over Livingl7, we realize that
images where a black ape is hanging from a tree branch identify a hard subpopulation such
that model’s accuracy drops from 86.23% to 41.88%. Crucially, presence of all 3 of these tags is
necessary, i.e., when we consider images that have 1 or 2 of these 3 tags, the accuracy of model
is higher. Figure 8.2 illustrates these failure modes.

To further validate our method, we examine data unseen during the computation of our
failure mode descriptions. We observe that the images that match a failure mode lead the model
to similarly struggle. That is, we demonstrate generalizability of our failure modes, crucially,
directly from the succinct text descriptions. While reflecting the quality of our descriptions, this
allows for bringing in generative models. We validate this claim by generating hard images using
some of the failure mode’s descriptions and compare the accuracy of model on them with some
other generated images that correspond to easier subpopulations.

Finally, we show that PRIME produces better descriptions for detected failure modes in
terms of similarity, coherency, and specificity of descriptions, compared to prior work that does
not prioritize interpretability. Evaluating description quality is challenging and typically requires
human assessment, which can be impractical for extensive studies. To mitigate that, inspired
by CLIPScore [249], we present a suite of three automated metrics that harness vision-language
models to evaluate the quality. These metrics quantify both the intra-group image-description
similarity and coherency, while also assessing the specificity of descriptions to ensure they are
confined to the designated image groups. We mainly observe that due to putting interpretability
first and considering different combinations of tags (concepts), we observe improvements in the
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Figure 8.2: Although appearance of tags “hang”, “black”, and “branch” individually lowers
model’s accuracy, when all of them appear in the images, model’s accuracy drops from 86.23%
to 41.88%.

quality of generated descriptions.

Summary of Contribution.

1. We propose PRIME to extract and explain failure modes of a model in human-understandable

terms by prioritizing interpretability.

2. Using a suite of three automated metrics to evaluate the quality of generated descriptions,
we observe improvements in our method compared to strong baselines such as [189] and

[168] on various datasets.

3. We advocate for the concept of putting interpretability first by providing empirical evidence
derived from latent space analysis, suggesting that distance in latent space may at times be

a misleading measure of semantic similarity for explaining model failure modes.
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Chapter 9:  Spuriosity Rankings: Sorting Data to Measure and Mitigate Biases

Having closely studied spurious correlations in vision models and proposed a method to
scalably find and describe the failure modes they cause, we now take another step in this direction
with Spuriosity Rankings. This chapter, detailing a NeurIPS ’23 spotlight paper co-authored with
Wenxiao Wang, Sahil Singla, and Soheil Feizi [250], again makes use of an auxiliary model
to better organize data. Namely, we utilize an adversarially trained model to uncover relevant
spurious cues per class, as well as — importantly — subsets of data where the cues are strongly
present or absent. This work then, in addition to discovering failure modes, actually provides
mitigation as well, like the first chapter of this section. Without further ado, we present Spuriosity
Rankings, the culmination of our foray into spurious correlations in image classifiers.

We present a simple but effective method to measure and mitigate model biases caused by
reliance on spurious cues. Instead of requiring costly changes to one’s data or model training,
our method better utilizes the data one already has by sorting them. Specifically, we rank images
within their classes based on spuriosity (the degree to which common spurious cues are present),
proxied via deep neural features of an interpretable network. With spuriosity rankings, it is
easy to identify minority subpopulations (i.e. low spuriosity images) and assess model bias as
the gap in accuracy between high and low spuriosity images. One can even efficiently remove

a model’s bias at little cost to accuracy by finetuning its classification head on low spuriosity
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<Low Spuriosity Class: Otter High Spuriosity—

Class: Rhinoceros Beetle

Figure 9.1: Spuriosity rankings sort images based on the presence of spurious cues. The rankings
reveal hidden spurious features that models rely on, like rippling water, human hands, and flame
in the dark (right; top to bottom), and uncover minority subpopulations where spurious cues are
absent (left).

images, resulting in fairer treatment of samples regardless of spuriosity. We demonstrate our
method on ImageNet, annotating 5000 class-feature dependencies (630 of which we find to be
spurious) and generating a dataset of 325k soft segmentations for these features along the way.
Having computed spuriosity rankings via the identified spurious neural features, we assess biases
for 89 diverse models and find that class-wise biases are highly correlated across models. Our
results suggest that model bias due to spurious feature reliance is influenced far more by what the

model is trained on than how it is trained.

9.1 Introduction

Deep models often exhibit bias, underperforming on certain minority subpopulations [9,
120]. One cause of bias is the tendency of deep models to rely on spurious features [6, 7, 117], as

samples that retain spurious correlations are predicted more accurately than rarer samples where
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Figure 9.2: Overview of our framework. Per class, we sort images by spuriosity, which we proxy
via the activation of neural features (i.e. nodes in the penultimate layer of a trained classifier) that
focus on spurious cues. After sorting, measuring model bias to the discovered spurious features
is as simple as computing the drop in accuracy across high and low spuriosity images. This bias
can be mitigated efficiently by tuning the classification head on low spuriosity images.

— it's spurious

spurious correlations are broken. For example, a classifier may learn to associate water with the
otter class if many training images contain water, which in turn can lead to reduced accuracy on
images of otters out of water. Spurious feature reliance also hinders robust generalization (e.g.
medical systems trained in one hospital may fail when deployed to others [69, 70]), potentially
posing major reliability risks.

Recent trends suggest that scaling up models and datasets may resolve many existing lim-
itations [251]. However, in addition to being costly, collecting more data would not alter the
long-tail data distribution that leads to spurious feature reliance, as the spurious cues will remain
Jjust as correlated, if not more, with class labels. Instead of seeking more data, we suggest to bet-
ter utilize the data one already has. Specifically, we aim to rank images within their classes by
spuriosity, which can be understood informally as the degree to which relevant spurious cues are
present. Figure 9.1 shows examples of our rankings. For the offer class, high spuriosity images
prominently contain the common spurious feature of water, while low spuriosity images do not,

instead displaying the rarer case of otters on land.
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Spuriosity, while intuitive, is rather challenging to measure scalably: for each class, one
must (i) discover relevant cues (i.e. those that a model will rely upon), (ii) identify the spurious
ones, and (iii) obtain a function that scores the level to which these spurious cues are present in
a given image. To this end, we propose to extract spurious concept detectors from within an in-
terpretable model trained on the given data. Namely, we automatically select neural features (i.e.
nodes in the penultimate layer) that contribute highly to a class logit, as they encode concepts that
are both salient to that class and relied upon by the model. Then, we interpret the concept each
neural feature detects, with limited human supervision, so to keep the ones activated by spurious
cues. Finally, we average the activation on these neural features to yield a scalar for each image
that proxies the presence of relevant spurious cues (i.e. spuriosity), thus enabling sorting. Once
data is ranked by spuriosity, multiple significant benefits emerge immediately: First, low spurios-
ity images reveal minority subpopulations, where common spurious correlations are broken.
Second, we can easily quantify model bias as the drop in accuracy between high and low spu-
riosity images; we call this spurious gap. Third, we can mitigate bias towards high spuriosity
images by simply finetuning the classification head on low spuriosity images.

Figure 9.2 diagrams our approach. The interpretable model we use to detect relevant neural
features and extract spurious ones (steps 1 and 2 respectively) is adversarially trained, as in [1].
However, we show for the first time that we can extend this framework without adversarial train-
ing. Namely, to discover patterns salient for a new task, it suffices to merely fit a linear classifica-
tion head on the new data over fixed adversarially pre-trained neural features. This dramatically
increases the efficiency of the method, and expands its use cases to low-data regimes where ad-
versarial training is less feasible. We carry out steps 1 and 2 at an unprecedented scale, resulting

in 5000 annotated class-neural feature dependencies over all of the ubiquitous ImageNet, includ-
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ing 630 spurious features discovered over 357 classes. For these classes, we compute spuriosity
rankings (step 3), which, along with a web-UI" for easy viewing and 325k soft segmentations of
salient visual features in ImageNet, we present as a dataset to shed insight on how deep models
perform ImageNet classification.

Using spuriosity rankings, we compute spurious gaps (drop in accuracy from high to low
spuriosity images) for 89 models, observing that all models underperform on low spuriosity im-
ages. Models exhibiting the most and least bias to spurious features are CLIP and adversarially
trained models respectively, corroborating prior work [13, 91] and thus further validating our
rankings. We also observe diverse models to have highly correlated class-wise spurious gaps.
This implies that models absorb the same biases, suggesting that bias is influenced far less by
how a model is trained, and far more by what it is trained on. Thus, frameworks like ours that
demystify large datasets can be instrumental in understanding and mitigating bias. Indeed, we
show that finetuning existing classification heads on low spuriosity images is an efficient and
effective model-agnostic way to close spurious gaps at little cost of validation accuracy, resulting
in fairer, more stable treatment of inputs, regardless of spuriosity.

We also observe surprising instances of negative spurious gaps, i.e. classes where models
perform worse when spurious cues are present. These cases are due to spurious feature collision,
where one class’ spurious feature is also correlated more strongly with another class. Existing
benchmarks [73] lack the scale of ours to reveal this atypical yet harmful consequence of spuri-
ous feature reliance. Closer inspection reveals high spuriosity images for classes with negative
spurious gaps are often mislabeled or contain multiple objects. Thus, spuriosity rankings can

help in flagging label noise, and in some cases (via cropping to isolate regions activating core

1salient—imagenet.cs.umd.edu
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neural features), resolving it.

In summary, we present a simple, extensible method for (i) discovering spurious features
(i1) measuring and (iii) mitigating model biases caused by these spurious features. Centering on
the fact that spurious correlations are determined by data, our solution focuses on better under-
standing and using the data one already has, in contrast to data-agnostic approaches which focus
on altering model training [71, 72]. Arguably, our method provides more practical robustness, as
we first interpret potential biases a model trained on the given data is likely to suffer, and then de-
vise solutions specifically tailored to these biases. By shifting focus from model training to data
understanding, spuriosity rankings allow for efficient and interpretable robustness interventions,

towards more reliable Al.

0.2 Review of Literature

Spurious correlation benchmarks typically consider a small set of predefined spurious
attributes fixed across classes [40, 83, 252], and real-world benchmarks tend to be very specific
to a narrow task [73]. In both cases, the fixed spurious attributes are annotated manually. Sim-
ilarly, many have proposed variants of ImageNet’s validation set, collecting new data (e.g. with
altered renditions, as sketches, in household settings and odd poses, etc [37, 84, 114]) and in-
specting the drop in accuracy compared to the original validation set. In contrast, our framework
provides a general method to uncover and automatically annotate (i.e. per sample) the presence
of spurious features relevant to any task given its training data, as well as measure and mitigate
model bias caused by these spurious features. Since bias arises from data, we believe our step of

first interpreting the correlations within a dataset, instead of simply choosing spurious features of
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interest apriori, is paramount in order to build practical robustness (i.e. to distribution shifts that
are naturally occurring and potentially harmful, since they break spurious correlations a model
trained on the given data likely uses). Also, we account for the fact that whether or not a feature is
spurious depends crucially on its class: e.g. while the water feature is spurious for the otter class,
it is not spurious for a class like lakeshore (also, see figure 9.3). Most benchmarks overlook this,
defining spurious features class-agnostically. Other approaches to benchmark spurious feature re-
liance require synthetic data [39, 71, 118] or corrupting spurious regions, which undesirably takes
models out of distribution [15, 68]. Instead, our benchmark operates only on natural images one
already has, using spuriosity to curate subsets with spurious cues strongly present and absent.

Natural image-based interpretability consists of explaining inferences using examples
from the corpus [253, 254] or generated examples intended to visually reflect a traversal between
concepts [255]. Similarly, our rankings traverse from sstrong spuriosity to minority examples
with spurious cues absent, though we do not require generative models. Other related approaches
are influence functions [41] and data models [256], though they are computationally expensive
and the former can be fragile [45].

Mitigating spurious correlation reliance often involves altering the training objective to
learn more invariant features [71, 80] or directly optimize worst group accuracy [40, 72, 78, 121,
238]. Most methods require extra supervision with respect to non-class-label attributes [257].
Retraining approaches either focus on correcting errors [79, 239, 258] or using balanced data
(i.e. dominant spurious cues balanced with minority samples) [76]; our rankings would directly
assist in constructing such balanced subsets.

Neural features have been studied to interpret models [49, 259]. Notably, adversarially

robust neural features have enhanced interpretability [48, 260]. Singla and Feizi [1] introduced a
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Figure 9.3: Examples of the visualizations we use to identify the focus of a robust neural fea-
ture. Here, feature 595 focuses on flowers, making it core for Daisy and spurious for Monarch
Butterfly.

framework that uses robust neural features to discover core and spurious data patterns with mini-
mal human supervision. We apply this framework to scalably compute spuriosity rankings. In the
next section, we explain this framework and our novel contributions to it, including how to use the
framework without requiring its most prohibitive step of adversarial training, thus dramatically

increasing its use cases.

9.3 Discovering Spurious Features in ImageNet and Beyond

A key component of our framework for interpreting and improving a model’s robustness
to spurious correlations is that we first discover relevant spurious features based on the training
data, as opposed to data-agnostic approaches. Specifically, we leverage the feature discovery
method of [1], performing it at an unprecedented scale (i.e. across all of ImageNet). We now
provide a brief overview of the method, details on our expansion, and a novel extension of the

method with significant impacts.

9.3.1 5000 Reasons Deep Models Use to Perform ImageNet Classification

Despite its ubiquity, ImageNet (and any other large-scale dataset) is opaque in the sense
that a human cannot anticipate the patterns a model trained on it will associate with each class.
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The reason for this is simple: humans cannot process a million (or even 1000) images at once.
Moreover, the patterns a human may use will not necessarily align with those a model will use
[261]. Nonetheless, understanding the features (especially the spurious ones) that a model will
rely upon is instrumental in anticipating and mitigating the biases a model will suffer from.

To understand the features any general model may rely upon, we inspect the neural features
of a single, interpretable model; namely, an adversarially trained one. Adversarial training leads
to perceptually aligned gradients [126], which greatly improve the utility of gradient-based inter-
pretations. Specifically, using the gradient of a neural feature’s activation w.r.t. the input image,
one can reliably generate a heatmap highlighting the input regions activating the neural feature,
and even perturb the input image to visually amplify the cue that the feature detects; the latter
method is called a feature attack. Thus, given a robust neural feature, a human can annotate its
function as core or spurious for a class by inspecting the images within the class that activate the
feature most (we use top 5), along with heatmaps and feature attacks for those images (see Figure
9.3). Note that given a class, one can automatically select important neural features based on the
average contribution of the feature to the class logit, which can easily be computed by inspect-
ing feature activations and linear classification head weights. These steps make up the feature
discovery framework of [1]; to summarize, (i) adversarially train a model, (ii) automatically se-
lect important neural features per class, and (iii) use complementary visualization techniques to
annotate a neural feature as core or spurious with minimal human supervision.

Singla and Feizi [1] annotated the 5 most relevant neural features for 232 classes of Ima-
geNet. Through a large-scale human study, we expand the analysis to all 1000 classes, resulting
in 5000 annotated class-feature pairs, of which 630 are spurious over 357 classes. We host a

web-UI to view all 5000 pairs, offering a direct visual look into the patterns a neural network
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sees and uses across ImageNet. We also verify that heatmaps for annotated features localize the
same cue in images whose activation on the feature is in the top 20" percentile for the class, suc-
cessfully validating 95.3% of annotated class-feature pairs. Thus, we generate 325, 000 feature
soft segmentations across ImageNet as a bonus. Crucially, the validation confirms that sorting by
feature activation is effective in gathering instances where a feature is present.

While we use the feature discovery method of [1] directly, we make a number of impactful
contributions atop it. Namely, we expand its use cases significantly by removing the requirement
of adversarial training. Also, we overhaul the original procedure for assessing model reliance on
spurious features, making it far more efficient, less biased, and more stable. Key to our improve-
ments is the use of lowest activating images as natural counterfactuals to better interpret spurious
features and measure their effects, enabling new cross-class and cross-model analyses. Lowest
activating images (never used in [1]) are also crucial for computing and closing spurious gaps

(Sections 9.4.2 and 9.4.3).

9.3.2 Spurious Feature Discovery without Adversarial Training

Adversarially robust neural features are at the heart of our framework, though adversarial
training can be challenging, particularly when data is limited. We propose to simply fit a linear
layer for a new task atop fixed features from an adversarially robust feature encoder pretrained on
ImageNet; prior work shows transfer learning on robust features is very effective [105]. We then
perform the usual process of identifying important robust neural features per class and annotating
them as core or spurious.

We demonstrate this light-weight extension of the feature discovery framework of [1] on
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(a) Background bias in Waterbird vs. Landbird (b) Racial bias in Celeb-A Blond vs. Brown Hair
Classification; the focus should be on the bird, not Classification; the focus should be on the hair, not
the background. the skin.

Figure 9.4: With only linear layer retraining, we detect designated spurious attributes like back-
ground in the Waterbirds benchmark (left), as well as new spurious dependencies such as racial
bias in Celeb-A Hair Classification (right). Presented above are highest activating images (top
row), corresponding heatmaps (middle), and lowest activating images (bottom) for spurious fea-
tures observed for the classes waterbird, landbird, blond hair, and brown hair (left to right).

two spurious correlation benchmarks: Waterbirds, and Celeb-A Hair Color classification. Fig-
ure 9.4 shows some of the discovered cues. For Waterbirds, we find neural features that focus
entirely on backgrounds (the intended spurious feature for this benchmark). The lowest-ranked
images within a class for these features contain the opposite background (land instead of water),
thus revealing the minority subgroup (waterbirds on land). For Celeb-A, we observe features that
spuriously focus on faces (instead of hair). Further, race appears to be homogeneous amongst
the top-ranked images, and opposite in the bottom-ranked images. Thus, a model may spuriously
associate brown skin with the brown hair class, likely leading to failures for blond-haired brown-
skinned people. To our knowledge, we are the first to uncover this racial bias in the Celeb-A
benchmark, whose intended spurious feature was gender.

To showcase the ease-of-use of our method and the wide-reaching nature of the spurious
correlation problem, we apply the lightweight feature discovery framework to a non-spurious
correlation benchmark, finding numerous spurious cues. We take UTKFace [262], a dataset of

face images, and focus on the tasks of gender and race classification. Figure 9.5 visualizes three

156



Class: Male, Spur

Class: Indian, Spurious Cue: Glasses

ious Cue: Suit & Tie Class: Female, Spurious Cue: Pink (color)

Figure 9.5: Our lightweight extension of [1] also reveals spurious features in non-spurious corre-
lation benchmarks, such as UTKFace gender and race classification. Spurious cues are absent in
the lowest activating images (bottom row). Thus, sorting by feature activation uncovers minority
subpopulations.

detected spurious features: suit and tie for the male class, the color pink for the female class,
and glasses for the Indian class. Thus, using robust neural features to discover spurious features
is effective, even when the neural features were not trained on the data of interest; simply fit-
ting a linear layer (which can be done in minutes) over these fixed features sufficed in revealing
spurious features. The spurious features are prominently displayed in the top activating images,
highlighted in the heatmaps, and notably absent in the least activating images, indicating that
sorting images based on robust neural feature activations can reveal minority subpopulations
where spurious correlations are broken. These low spuriosity images prove to be instrumental in

measuring and mitigating biases (Section 9.4).

9.3.3 Is a Human in the Loop Necessary?

Our framework involves a human in the loop, who is given (i) concise insight to the cues
a model trained on the given data may rely upon and (ii) agency to decide which of these cues

model performance should be invariant to. We believe this increased transparency fosters greater
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trust with practitioner. Further, the human involvement is limited to viewing a handful of im-
ages per class, making our framework tractable (as we demonstrate by performing it on the 1000
class ImageNet dataset). Nonetheless, in cases where minimizing costs is preferred, the human in
the loop can be removed, either by automating the feature interpretation step, or by using open-
vocabulary models to directly embed concepts into representation space from text descriptions
[13,263]. The key idea of our work is to leverage the interpretability of certain existing models to
uncover vectors in representation space corresponding to spurious cues, with which we can scal-
ably sort data by computing similarity to these vectors. The method we present uses axis-aligned
vectors of adversarially trained network (i.e. robust neural features), though our framework is not
restricted to this instance. We now show how sorting enables for greater utilization of the data

one already has, towards resolving the biases caused by relying on spurious correlations.

9.4 Measuring and Mitigating Biases with Spuriosity Rankings

9.4.1 Spuriosity Rankings: Organizing Image Data via Robust Neural Features

Equipped with a method to identify robust neural features that detect relevant spurious
cues, we now utilize these features to scalably quantify spuriosity (i.e. how strongly spurious
cues are present in an image). Letting r;(x) denote the activation of image z on the i robust
neural feature, and S(c) denote the set of neural features annotated as spurious for class ¢, we
compute spuriosity as follows:

The Spuriosity of an image x for class c, with ;. and ;. denoting the mean and standard

1

deviation of activations on feature i over class c, is approximated as B0 D oic 5(0)

v (T)—pic
S(c)| ’

Oic

Essentially, we use the activation of robust neural features as spurious concept detectors to
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proxy the degree to which relevant spurious cues are present in each image of a dataset efficiently;
that is, with only a single forward pass of the dataset through the adversarially trained network.
Given a class, averaging the distribution-adjusted activations of relevant spurious neural features
yields a single scalar value for each image, with which images can be ranked within their classes.

Note that we define the spuriosity of an image for a specific class, since whether a neural
feature is relevant or spurious depends on what class it is being used for: figure 9.3 shows an
example feature (flowers) that is core for one class (Daisy) and spurious for another (Monarch
Butterfly). Accounting for the crucial class-dependence of the spurious correlation problem is

unique to our framework.

9.4.2 Measuring Bias: Computing Spurious Gaps

Relying on spurious cues can bias a model, as its performance may degrade when spurious
correlations are broken. Measuring this bias can be expensive, as it requires collecting new data
where spurious cues are absent. With spuriosity rankings, we instead can easily select such a
subset from one’s own data. Indeed, high spuriosity images prominently display spurious cues,
while low spuriosity images do not (Figure 9.1). Thus, a natural metric enabled by spuriosity
rankings is spurious gap, defined as the drop in accuracy between the top-k highest and lowest
spuriosity validation images per class. We evaluate spurious gaps over the 357 ImageNet classes
with at least one spurious feature discovered.

Figure 9.6 (left) shows accuracy on the £ = 10 lowest (y-axis) vs. highest (x-axis) spurios-

ity images for 89 diverse models pretrained on ImageNet 2. We observe all models to be biased,

2except for the CLIP models, which are trained on more data, and also, perhaps not surprisingly, happen to be
the most exceptional in their robustness.
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Figure 9.6: All models are biased: accuracy is 10 to 30% lower when spurious cues are absent
compared to when they are present (left). However, bias varies far more significantly across
classes than across models (right), emphasizing that bias due to relying on spurious cues is
crucially class-dependent.

suffering lower accuracy when spurious cues are absent. As in [264], we observe a strong corre-
lation between the two accuracy measures. However, some models stray from this linear trend,
exhibiting ‘effective robustness’ by performing significantly better on images with spurious cues
absent than the linear trend predicts (e.g. zero-shot CLIP) or the opposite (e.g. adversarially
trained models). Prior work on distributional robustness corroborates our findings on the effec-
tive robustness (and lack thereof) of CLIP and adversarially trained models respectively [13, 91],
thus validating our metric. Essentially, spuriosity rankings organize our data so that we can
simulate distribution shifts caused by breaking spurious correlations, so to assess a model’s
robustness without needing to collect new data.

We now turn our attention to class-wise spurious gaps (i.e. we average spurious gaps per
class over all models, instead of averaging over all classes per model, as done in Figure 9.6, left).
We find that spurious gap varies significantly more across classes than across models (Figure
9.6, right). Specifically, the sample variance is 3.1x larger for spurious gaps across classes than

across models, suggesting that the spurious correlation problem pertains more to the data a model
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Figure 9.7: Class-wise spurious gaps are strongly correlated across models. While spuriosity
rankings are empirically computed with the help of a single /5 adversarially trained (AT) ResNet,
diverse models show similar sensitivities to the detected spurious features.

is trained on than to the specifics of the model itself. That is, we argue that class-wise spurious
gaps vary so much because each class has its own set of spurious cues that are correlated with the
class label to different degrees. In contrast, despite differences in training procedure and archi-
tecture, all models learn from the same data, and thus, absorb the same biases. To investigate
this claim, for each pair of models in our study, we compute the correlation between class-wise
spurious gaps. On average, we observe a high Pearson’s r of 0.69.

Figure 9.7 visualizes this strong correlation for five diverse models compared to the inter-
pretable model used to discover spurious features in Section 9.3. We highlight this case as it
justifies our approach in using a single model (namely, an ¢, adversarially trained ResNet50) to
reveal biases for any general model. Because the spurious correlations a model learns depends
far more on what it is trained on (i.e. the data) than how it is trained, we can generalize the
spurious features we discover with one model to others. The results of our large-scale empiri-
cal analysis support this claim, as all models display bias to the spurious cues discovered with
our interpretable model, and furthermore, the degree to which these models are biased per-class

are strongly correlated. While it is not surprising that data determines the spurious features a
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Figure 9.8: (Left) Finetuning on low spuriosity images closes reduces spurious gap to below 5%
at little cost of validation accuracy. (Right) Closing spurious gap removes bias to images with
high spurious ranks; that is, regardless of spuriosity, the model performs with roughly the same

accuracy.

model learns to rely on, we stress this point, as many existing methods for spurious correlation
robustness are data-agnostic. In contrast, our method is data-centric. Namely, we first discover
the spurious features models may rely upon based on the data, via an interpretable (essentially, a
surrogate) model trained or fit on the data. Then, with spuriosity rankings, we organize our data
to allow for efficient measurement of biases per class. We now show how wisely selecting data,

via our rankings, for further tuning can mitigate model bias caused by spurious features.

9.4.3 Mitigating Bias: Closing Spurious Gaps

Having identified a bias across ImageNet-trained models, where images that lack spurious
cues common to their class are predicted with considerably lower accuracy, we now present
a very simple and efficient manner to mitigate this bias at little cost of validation accuracy. In
general, to improve some pretrained models on a more specific downstream data distribution, one
simply finetunes the model on new data from the target distribution. With spuriosity rankings,

we remove the need to acquire new data, as we instead simply select from the training data we
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already have. In this case, we seek to improve the performance of models on images with spurious
cues absent; this is precisely the low spuriosity images. Applying our rankings to training data,
we can extract a small subset that captures minority subpopulations under-represented in the
overall training distribution. Then, we tune the existing classification head on this small subset
so to recalibrate the model towards reduced reliance on spurious features and fairer treatment of
samples, regardless of spuriosity.

We choose to only modify the classification head, as prior work suggests deep models al-
ready learn features that are sufficiently informative to correctly predict minority subpopulations
[76]. Also, this way, we minimally change the existing model, leading to better retention of
validation accuracy, and extremely fast bias mitigation, as we only optimize a tiny fraction of
the total model parameters using a small fraction of the entire dataset. Specifically, we tune the
classification heads of five models spanning diverse architectures (ResNet and ViT) and training
procedures (supervised, self-supervised, adversarial) on the 100 lowest spuriosity images for each
of the 357 classes for which we discover one spurious feature. This tuning occurs in minutes on
a single GPU, especially since the data passes through the entire model only once; after caching
features, all computation is limited to the linear classification head. Also, we employ early stop-
ping, halting tuning once spurious gap drops below 5%, so to avoid overfitting to the minority
subpopulations at the cost of overall accuracy.

Figure 9.8 visualizes the results of our bias mitigation, plotting the spurious gap (over all
357 classes) vs. validation accuracy before and after our tuning. We also include as baselines
(i) tuning on a subset consisting of 100 randomly selected images from each of the same 357
classes and (ii) tuning on misclassified inputs from each class, inspired by existing spurious cor-

relation mitigation techniques [79, 239, 258]. We find that low spuriosity tuning mitigates bias
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at a minimal cost to validation accuracy, while the baselines do not. In fact, tuning on errors
only slightly closes spuriosity gaps, while causing a more significant drop in overall accuracy.
Namely, low spuriosity tuning closes spurious gaps, reducing it by 10 to 20%, while only sacri-
ficing 1 to 3% validation accuracy. In the subplot on the right, we see how low spuriosity tuning
effectively removes bias to high spuriosity images. While the randomly tuned baseline (like the
original model) has far better accuracy on images with high spuriosity ranks, the low spuriosity
tuned model has far more stable treatment of all samples, evidenced by a much flatter curve when

plotting accuracy vs. spuriosity rank.

9.5 Additional Application: Flagging and Fixing Labeling Errors

We now demonstrate an additional manner in which spuriosity rankings can help manage
and improve the data one already has. Modern datasets, like models, are opaque in the sense
that it can be challenging to answer simple yet significant questions about them, largely due to
their ever-increasing size. One such question is what spurious features a model will learn to rely
upon, and to what degree, after training on a given dataset; our spuriosity rankings framework
is designed to answer this question. A related question is how accurate the labels in a dataset
are. Even in some of the most widely used vision datasets like ImageNet, label noise has been
observed to be pervasive [265], and when it is resolved, models trained on the refined data expe-
rience improved accuracy and robustness [266].

A common culprit for label noise in ImageNet is the presence of multiple objects in the
same image. Similarly, co-occurring objects are amongst the most common types of spurious

cues we observe models to rely upon. For example, car wheels almost always co-occur with a
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Core Feature Soft Segmentations (via NAMs)
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Figure 9.9: (Left) Training images with highest spuriosity for the classes with the most negative
spurious gaps. These images often contain multiple objects, at times more prominently showing
an object from a class different than the image’s label (e.g. car, monitor or keyboard, spider).
(Right) Using neural activation maps for neural features annotated as core (i.e. not spurious) for
the class may serve as an automated way to crop out the conflicting objects.

car, and so, a model may associate the metallic body of a car with the car wheel class. Indeed,
we discover this spurious feature in our analysis. However, while we typically expect a model to
underperform when a spurious cue is absent, we observe the opposite: the car wheel class has a
negative spurious gap, with models on average having 54.2% lower accuracy on high spuriosity
car wheel images than low spuriosity ones. While uncommon, negative spurious gaps are still
prevalent, occurring in 15.7% of classes we study. This highlights a second, often overlooked,
harm incurred by spurious feature reliance. Namely, since spurious features are not essential to a
class, they can be correlated with multiple classes at once, leading to spurious feature collision.
Indeed, a spurious feature for one class may also be core for another, like the car body being
spurious for the car wheel class and core for any of the numerous car classes. This is actually the
case for a majority of the spurious features we discover, with a staggering 63.8% of them also
being core for a different class. In these instances, if a feature f is correlated more with class ¢;

than c,, high spuriosity images from c; may be misclassified to ¢;.
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Taking a closer look at classes with severely negative spurious gaps reveals instances of
mislabeled training data. Figure 9.9 shows high spuriosity images for classes with the most neg-
ative spurious gaps. These images often more prominently display co-occurring objects different
from the class label (such as a car, monitor, or spider) which themselves pertain to another class.
Thus, one can automatically flag potential instances of label noise by inspecting high spuriosity
images for classes with negative spurious gaps. To quantitatively validate this claim, we leverage
ImageNet Real labels [265], which indicate for each ImageNet validation image whether objects
from multiple classes are present. Real labels show 14% of validation images contain multiple
objects. We find that for classes with the 5 most negative spurious gaps (averaged over our model
suite), high spuriosity (i.e. ranked in top 10% of spuriosity) validation images contain multiple
objects in 80% of cases. In contrast, low (bottom 10%) spuriosity images from the same classes
contain multiple objects in only 8% of cases, indicating that the label noise is likely a result of
the hypothesized spurious feature collision. Similarly, for classes who’s spurious gap is less than
—20%, RealL labels reveal 42% of the high spuriosity images to contain multiple objects, many
times higher than the average rate of label noise.

Taking label-noise flagging a step further, in some cases, we can utilize the neural activation
maps of core robust neural features for these classes to automatically refine the mislabeled high
spuriosity images. Namely, we can crop the image based on the region that activates core features
for the class, to focus on the actual object of interest and remove the spurious co-occurring one.

Alternatively, segmentation models may be used to refine flagged samples.
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9.6 Conclusion

In this work, we tackle the problem of spurious correlations in image classifiers by shifting
attention from training algorithms to data. As datasets continue to grow, it can be challenging to
answer even the simplest questions about what resides within them. We propose to leverage in-
terpretability tools to harness machine perception towards scalably organizing data. Namely, we
sort data within each class based on spuriosity, as measured by neural features in an interpretable
network. With spuriosity rankings, we can easily retrieve natural examples and counterfactuals
of relevant spurious cues from large datasets, enabling efficient measurement and mitigation of
spurious feature reliance. We demonstrate the feasibility of our approach on a vast set of models
on ImageNet — a far larger and more realistic setting than most prior spurious correlation bench-
marks. Further, we observe highly similar biases across our diverse model set, suggesting that
biases may be determined more so by what a model sees than how it is trained. We hope our
work spurs further exploration into how to best understand and utilize the data we already have,

towards more robust and interpretable models.
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Part III:  Applications to Sociotechnical Chal-

lenges
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Thus far, we have observed how standard evaluation procedures may not suffice to uncover
corner cases that give rise to reliability issues. However, promisingly, we find that models can be
used in auxiliary fashion to aid in more scalably searching the space of potential limitations, as
well devising mitigation strategies for the uncovered failure modes. Now, we turn our attention
specifically to limitations that have direct social impact. Instead of studying distribution shifts
that break spurious correlations and lead to errors like misclassifying a bird in the absence of
branches, we look at naturally occurring distribution shifts — e.g. geographic ones — which lead
to issues like image classifiers achieving far lower accuracy for images from non-western coun-
tries. Specifically, we present a benchmark for obtaining a per-country metric for LLM factuality,
towards uncovering geographic disparities. Then, we investigate this same disparity in the context
of zero-shot classification with vision-language models. In this case, we posit that the adoption
of the prevailing paradigm for classification leads to an under-utilization of the recognition ca-
pabilities present in modern VLMs. We then propose a new classification paradigm, leveraging
an LLM as an auxiliary component, that leads to reduced disparities and greater transparency,
once again showing the power and potential of building Al systems where individual black-box
components collaborate in a more transparent manner. Finally, we tackle the task of copyright
protection of artistic styles. This is a fundamentally interdisciplinary challenge, relevant to art,
legal, and technical communities, that has direct human and material consequences. Moreover,
transparency is paramount in this setting, as the ultimate arbiters of copyright infringement are
people, who will need to be able to interpret how an automated tool arrives at its measurement of

stylistic similarity.
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Chapter 10: WORLDBENCH: Quantifying Geographic Disparities in LLLM Fac-

tual Recall

This chapter details work from a FAccT ’24 paper co-authored with Elham Tabassi (my
mom!) and Soheil Feizi [210]. While we have studied distribution shifts in an academic sense, we
now take a look at a very real distribution shift that can have adverse societal impact if overlooked:
geographic shift.

As large language models (LLMs) continue to improve and gain popularity, some may use
the models to recall facts, despite well documented limitations with LLM factuality. Towards en-
suring that models work reliably for all, we seek to uncover if geographic disparities emerge when
asking an LLM the same question about different countries. To this end, we present WORLD-
BENCH, a dynamic and flexible benchmark composed of per-country data from the World Bank.
In extensive experiments on state of the art open and closed source models, including GPT-4,
Gemini, Llama-2, and Vicuna, to name a few, we find significant biases based on region and in-
come level. For example, error rates are 1.5 times higher for countries from Sub-Saharan Africa
compared to North American countries. We observe these disparities to be consistent over 20
LLMs and 11 individual World Bank indicators (i.e. specific statistics, such as population or CO,
emissions). WORLDBENCH also enables automatic detection of citation hallucination, where

models cite the World Bank itself while providing false statistics, and a manner to assess when
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Figure 10.1: WORLDBENCH leverages World Bank data to assess the ability of large language
models (LLMs) to recall factual information about specific countries. Above, we plot the absolute
relative error per country, averaged over 11 global development statistics queried to 20 state of
the art open source and private LLMs. WORLDBENCH reveals significant geographic disparities
in LLM factual recall.

an LLM’s stored facts begin to go out of date. We hope our benchmark will draw attention to

geographic disparities in existing LLMs and facilitate the remedying of these biases.

10.1 Introduction

Large language models (LLM) exhibit remarkable performance on a wide array of tasks,
from summarizing the news to writing code to answering trivia questions [267, 268, 269]. Impres-
sively, LLMs have also been effective on real-world benchmarks. For example, GPT-4 [270] has
been shown to pass the licensing exams for both legal [271] and medical professions [272, 273].
However, LLMs are also known to hallucinate, where they generate inaccurate text in a plausible
manner [274]. This can pose particular risks for factual recall tasks. Given the black box na-

ture of LLMs, continued development and application of diverse benchmarks is instrumental in
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understanding when LL.Ms can be trusted to answer reliably.

In addition to issues with correctness, Al in general has well documented challenges with
performance disparities, in which seemingly strong models fail more frequently for some subset
of inputs than others. Performance disparities can manifest as fairness issues when the subset of
inputs where the model underperforms is characterized by sharing a sensitive attribute. For ex-
ample, Buolamwini and Gebru [9] identified widespread performance disparities along race and
gender lines across commercial facial recognition systems, while others have shown that object
recognition models suffer performance drops when images originate in lower income countries
[275, 276]. Similarly, Ojo et al. [277] show LLMs are less performant when tasks are posed
using African languages instead of English. A key first step to building models that work for all

is creating benchmarks to quantify not only performance, but also performance disparities.
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Figure 10.2: Overview of WORLDBENCH. Our benchmark provides a manner to quantify the
performance of large language models (LLMs) on a per-country basis. We disentangle data
collection from evaluation by utilizing the World Bank’s data bank, which contains statistics
(called indicators) pertaining to numerous diverse aspects of global development. Crucially, the
data is available for nearly all countries and is updated year to year. With WORLDBENCH,
one can flexibly select specific statistics of interest, and dynamically re-evaluate models as time
passes to see if they remain up to date. In this work, we uncover substantial geographic disparities
in LLM performance for a wide range of models released by industry leaders, revealing the
inequities pervasive across state of the art LLMs.

To this end, in this work, we introduce a novel benchmark called WORLDBENCH to un-
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cover if geographic disparities emerge in LLM factual recall. In other words, we ask, are LLMs
more accurate in answering questions about some parts of the world than others? To system-
atically tackle this question, we compute LLLM performance on a country-wise level, by way of
utilizing per-country indicators (i.e. statistics) from the World Bank [278]. We build and validate
(via human inspection) an automated, indicator-agnostic prompting and parsing pipeline to inter-
face with the World Bank data, summarized in Figure 10.2. This way, any set of indicators can be
used in future variations of WORLDBENCH, without having to change our code, which we will
make public. In our study, we incorporate 11 diverse indicators, each having data for about 200

countries, resulting in a total of 2, 225 questions per LLM.

Indicator Metric

Population Total Population

Unemployment Unemployment As A Percent Of The Total Labor Force

Maternal Mortality Rate Maternal Mortality Ratio As Number Of Deaths Per 100,000 Live Births
Women In Parliament Proportion Of Seats Held By Women In National Parliaments (As A Percent)
Education Expenditure Government Expenditure On Education As A Total Percent Of Gdp
Electricity Access Percent Of The Total Population That Has Access To Electricity

Agricultural Land Percent Percent Of Total Land Area That Is Agricultural

CO4 Emissions Amount Of Carbon Dioxide Emissions In Metric Tonnes Per Capita

GDP Gdp Measured In Us Dollars

GDP PPP Per Person Employed Gdp At Purchasing Power Parity (Ppp) Per Person Employed

Renewable Energy Ratio Renewable Energy Consumption As A Percent Of Total Final Energy Consumption

Table 10.1: Global development indicators in WORLDBENCH, each defined and maintained by
the World Bank.

We evaluate 20 state of the art LLMs released in 2023, ranging from open-source models
like Llama-2 and Vicuna [279, 280], to private commercial ones accessible via API, including
GPT-4 and Gemini [270, 281]. As visualized in Figure 10.1, when averaging over all LLMs and
indicators, we observe substantial differences in per-country error, with African countries seem-
ingly incurring the largest errors. Using country categorizations defined by the World Bank, we

quantify disparities across 7 regions and 4 income groups, finding that LLMs are most accurate
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for countries from Western regions and the high income category. Problematically, these error
rates rise by a factor of about 1.5x when moving to the region (Sub-Saharan Africa) and income
group (low income) for which models are least accurate. Moreover, we find these disparities and
their order (i.e. which groups have most/least error) to be consistent when inspecting LLMs or
indicators individually. That is, all 20 LLMs exhibit geographic disparities in factual recall.

In addition to our main result, we utilize the temporal aspect of the World Bank data to
conduct extra analyses, such as automatically cross-checking LLM generated “citations” which
turn out to be hallucinated, and inspecting error as a function of the groundtruth year, finding that
some LLMs in our suite may already be slightly out of date.

In summary, we present WORLDBENCH, a flexible benchmark for understanding LL.LM
factual recall abilities on a per-country basis. With WORLDBENCH, we conduct a large scale
evaluation of 20 LLMs, and find pervasive geographic disparities across regions and income lev-
els. We hope our benchmark can facilitate further research on the fairness of LLMs, towards

building models that work well for all.

10.2 Related Work

Evaluating Factual Recall. Recent works have documented the performance of LLMs in
factual recall: [282], [283], [284], [285]. The general conclusion to these works is that while
existing LLMs appear capable in answering certain factual question, their factual recall is less
than perfect, as models can hallucinate completely fabricated information [274]. Zhang et al.
[286] specifically investigated the recall of geographic information, though their study is limited

to GPT-4 and does not inspect disparities. Some works (e.g., [282], [284]) linked factual recall
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to ‘popularity’, showing that error rate increases for less popular entities. While those studies
categorize facts by popularity, each question in our benchmark has an associated country, as well
as Region and Income group. These additional annotations enable going beyond overall error, so
to assess geographic performance disparities in factuality.

Bias. The issues of bias and fairness in Al are of immense societal impact. Several studies
have observed computer vision models to exhibit disparate performance when grouping inputs by
race, gender, and across income levels and geographies, for tasks like facial recognition, object
classification, and diverse image generation [9, 275, 276, 287]. In the realm of language process-
ing, Ojo et al. [277] observed a performance gap when tasks are presented in African languages.
To the best of our knowledge, our study is the first to propose an automated and systematic ex-
amination of country-wise disparities in LLM factual recall, which in turn enables inspection of
disparities across regions and income groups.

Benchmarks. Other works have noted and sought to improve challenges associated with
evaluating factuality, primarily for tasks like summarization, where constructing a similarity met-
ric between generated and reference texts is nontrivial. In our case, we design our benchmark to
obtain numeric answers from LLM repsonses, with which we can compare to groundtruth val-
ues with the simple metric of absolute relative error. Further, we utilize a reputable third party
(the World Bank), so that (i) the questions asked are relevant, (ii) inputs are grouped into salient

cateogries, and (iii) groundtruth answers are accurate and up-to-date.
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10.3 Methods: WORLDBENCH

10.3.1 Data

Our benchmark is constructed directly from statistics collected and maintained by the
World Bank. The World Bank is a global organization with nearly 200 member countries, whose
mission is to reduce extreme poverty via sustainable solutions to promote shared prosperity, par-
ticularly in developing countries [278]. The World Bank tracks numerous global development
indicators, from 20 wide ranging categories, such as Climate, Health, and Poverty, to name a
few. These statistics are freely available to the public and updated yearly. Importantly, the data
are collected per country, meaning that regardless of the size, wealth, or location of a country, it
is represented in the World Bank’s data. We leverage this publicly available open data to build
WORLDBENCH, a benchmark to quantify the degree to which language models can recall facts
about all countries in the world.

Our benchmark offers a few unique advantages to most existing benchmarks. First, and
most importantly, WORLDBENCH equitably represents all countries. Thus, we can query a lan-
guage model for the same exact statistic for completely different countries, enabling direct com-
parisons across countries to uncover disparities in performance. Next, data quality and licensing
is assured, as it comes from a globally reputable source which explicitly allows for its use by the
public. Third, our benchmark is dynamic and flexible. The dynamic nature comes from the fact
that the statistics are updated on a yearly basis, enabling the longevity of our benchmark, as well
as analysis of LLM factual recall along a temporal dimension (see §10.6.2). The flexibility is

borne out of the vast number of indicators one could choose from. In other words, if one sought
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B North America South Asia
B Europe & Central Asia B East Asia & Pacific B High income Lower middle income
BN Latin America & Caribbean B Sub-Saharan Africa [ Upper middle income Il Low income

Middle East & North Africa

Figure 10.3: World Bank categorizations of countries into 7 regions (left) and 4 income groups
(right).

to better examine the ability of language model to recall facts about the environment, they can
elect to choose indicators from the Climate category. In contrast, if a language model is being
developed for financial purposes, one could focus on indicators from the Economy and Growth
categories.

In this study, we select 11 indicators, as shown in Table 10.1. The indicators are chosen
to represent multiple different categories, and qualitatively are amongst the indicators that are
easier to understand for lay people (i.e. non-experts in global development, like Al researchers).
In total, there are 2, 225 questions, reflecting an average of 202 countries with groundtruth data
per indicator studied.

Country categorization. The World Bank also provides various categorizations of coun-
tries, based on geographic or economic reasons [288]. We focus on two high level categoriza-
tions, visualized in Figure 10.3, which divide the world into 7 Regions and 4 Income groups. We
note that, like the collection and maintenance of the groundtruth data for our benchmark, country
categorization is carried out by an external body (i.e. the World Bank) to the model producers
and evaluators. We hope that the disentanglement of these three parties enables a more objective

comparative analysis, informed by experts on global development.
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1. Initialize chat history with standardized prompt + example

[USER]: I will ask you factual questions about countries. Specifically, | will ask you for the . You will answer as concisely
as possible - only answer with the number! First | will give an example with the answer. Then | will ask you my question, and you
will provide the answer in the same way.

[MODEL]: Sounds good, will do. Base instruction

[USER]: What is the for the country ? Do not answer in a complete sentence - only provide the number!
[MODEL]: 8,703,771 Example
2. Ask question ( with ) in matching format

[USER]: What is the for the country 7 Do not answer in a complete sentence - only provide the number!
[MODEL]: {model generated raw output} Question

3. Parse raw output to numeric value

Figure 10.4: Standard pipeline for extracting numeric answers from LLMs. Each question is
defined by a query (i.e. Before asking a language model a question, we prompt it with a base
instruction and example. Then, we automatically parse the raw output to obtain a numeric value
which can be compared to the groundtruth data.

10.3.2 Language Model Evaluation

While the World Bank’s open data is crucial to our analysis, additional steps are needed to
interface with the available data scalably. To enable large scale evaluation of LLLMs, we design a
procedure to obtain a numeric answer given an arbitrary indicator, country, and LLM of interest.
Namely, we utilize a template prompt to guide models to provide answers in a mostly uniform
fashion, and then apply an automated parsing method to extract the numeric value from the raw
LLM output. We detail these steps below, as well as results from human studies to validate the
correctness of our pipeline. We also explain how we compute errors, given numeric answers from
LLMs and the World Bank’s groundtruth data.

Prompting. Our standard prompt consists of a base instruction, an example, and a template
question filled in with values for the indicator and country of interest. Figure 10.4 displays the
base instruction and example. For consistency, we fix our choice of example country, electing

Switzerland, as it has groundtruth data for all indicators in our study; we confirm results are sim-
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ilar when using alternate example countries. Importantly, we prompt the model to only provide
the number in its response. Without this instruction, models generate longer free-from responses,
increasing the difficulty of automatically extracting numeric values and the the computational
cost of our benchmark. For every question (i.e. combination of an indicator and country), we
first initialize the chat history of the LLM of interest with the base instruction and example, and
then ask the question. Notably, all three components are modular with respect to the country and
indicator of interest, allowing for them to work for any World Bank indicator.

Parsing. Despite the instruction to ‘only provide the number’, LLMs at times exhibit unde-
sirable, like including other text (e.g. special tokens) or repeating the question with new countries
and responding to itself again and again. We design an automated parsing method to scalably ex-
tract a numeric value from the raw LLM outputs. The parsing method removes special characters,
and in most cases, extracts the first numeric value provided. We also account for special cases
like, for example, where a suffix (e.g. ‘million’ or ‘billion’) is used. In a small number of cases,
the LLM either provides no output, an invalid output (e.g. a number with two decimal points), or
abstains from answering. For these outputs and any others where the parsed number cannot be
converted to a float, we exclude them from further analysis.

Error metric. To compare numeric values, we utilize absolute relative error, computed

la—b|

as follows: given two scalars a, b, we define Absolute Relative Error as .
max(a,b)

Essentially,
this metric conveys by what percent two measures are different from one another. For example,
an absolute relative error of 0.1 means that one value was 10% larger or smaller than the other.
Notice that absolute relative error always falls between 0 (because all values we encounter are
non-negative) and 1 (because the denominator is the maximum of the two positive values). We

elect to use relative error over absolute error because the ranges of values varies dramatically

179



across indicators, with the population indicator having some groundtruth values in the millions
and billions, while others (e.g. unemployment) take on values under 10.

Validation. Over 20 LLMs and 11 indicators (44.5k total questions), automated parsing
obtains a numeric answer 88.9% of the time. We further validate the correctness and complete-
ness of our pipeline via three manual inspection studies. First, we check 450 random cases where
a numeric answer could not be extracted. In 85.2% of cases, the LLM did not provide a parseable
answer. Thus, our parsing is mostly complete, as we obtain a numeric value in 98.2% of cases
where an answer can be parsed. To verify the correctness of the parsing, we first check 945
randomly selected raw LLM outputs where a numeric value was parsed. In 98.7% of these cases,
the parsed value was correct. Then, we take a closer look at parsed responses that incurred high
(over 0.85) absolute relative error compared to the groundtruth value. For 825 randomly selected
high error cases, the parsing was manually verified to be correct 93.7% of the time. Motivated by
this slightly lower correctness rate, we also analyze median errors over groups, where observed
trends are consistent (and disparities over Regions and Income groups are even larger). We con-
clude that our prompting and parsing pipeline is largely complete and correct. Nonetheless, when
evaluating a new LLLM, we recommend verifying the parsing behavior using the four validations
we outline above, as individual LLMs can have unique idiosyncracies (e.g. special tokens or
output patterns) that potentially could affect parsing. Along with all code, we will also publicly
release methods to facilitate automatic and manual verification of parsing.

Groundtruth selection. For each indicator and country, data is available over a span of
many years, though certain values are missing. To define a single groundtruth value for per
country per indicator, we average the statistic over the past three years. The primary motivation

for this strategy is to maximize the number of countries included in our study. Alternatively,
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one could select a specific year to draw all groundtruths from, though the number of countries
considered would be lower than the averaging strategy. In an additional analysis not shown, we
compare groundtruth values obtained via different selection methods, and observe groundtruths
to only vary by a small amount. We also explore specifying a year when querying LLMs, and
observe consistent results with respect to performance disparities to those observed without year
specification in the query. Lastly, we more closely inspect overall error rates between LLM
responses and groundtruths selected by specifying a year in section 10.6.2, to gain insight on if

LLM responses are dated (i.e. more accurate for a prior year than the most recent year).

10.4 Evaluation Suite

We seek to evaluate a wide array of language models, including both open source and
private. For the open source models, we utilize Huggingface’s transformers library [289] to
obtain and operate 15 models (and respective tokenizers). Namely, from Meta’s LLama-2 [279],
we include both base and chat-tuned versions of the 7B and 13B models, where 7B indicates
7 billion parameters. We also include two Vicuna models (75 and 135), which are fine-tuned
from Llama-2. From Microsoft, we have 7B and 13B Orca-2 models [195], as well as Phi-2,
the smallest model in our suite with just 2.75 parameters. From Mistral-Al, we include the
7B instruction-tuned model [290]. We also study Zephyr-75 ( [291], tuned from a Mistral-Al
model. Lastly, we include 7B and 14 B Qwen models from Alibaba Cloud, both with and without
chat-tuning [292]. For closed source models, we include the following LLMs. From OpenAl, we
evaluate gpt-3.5-turbo and gpt-4 [270]. From Google, we evalute Gemini [281]. From Cohere,

we evaluate the ‘command’ model, as well as the same model equipped with retrieval augmented
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Figure 10.5: Language models exhibit disparate performance for countries from different regions
and income groups. Error rates are lower for western and high income countries. Mean absolute
relative error rate per region and income group reported over all 11 queries and 20 language
models studied. We note that the best performing LLMs have much lower error rates than the
averages presented above (see figure 10.7).

generation (RAG) [293]. RAG is a procedure where a langauge model can retrieve relevant

documents (in this case, from the internet) and look over them before generating a response.

10.5 Results: Pervasive and Consistent Geographic Disparities

10.5.1 Large disparities across Regions and Income groups

Figure 10.5 visualizes our central finding. Over 20 LLMs and 11 World Bank indicators, we
observe substantially disparate average performance based on the Region and Income group of
the country of interest. Namely, the mean absolute relative error is 0.316 and 0.321 for countries
from North America and Europe & Central Asia respectively. In contrast, the mean absolute
relative error rises to 0.461 for countries from Sub-Saharan Africa, which is about 1.5x higher
than the error for North America. For Income groups, mean absolute error rises steadily as the
income level drops, with the lowest error being 0.346 for high income countries, and the highest

error being 0.480 for low income countries.
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10.5.2 Error nearly triples between some countries

Countries with Best and Worst Mean Error
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Figure 10.6: Error rates can vary significantly across countries, with some countries experiencing
nearly 3x higher absolute relative error than others. Strikingly, all of the 15 countries with the
lowest error rates fall in the high income category, while all of the 15 countries with the highest
error rates fall in the low income category.

On a per country basis, disparities can become even more pronounced. Figure 10.6 visu-
alizes mean absolute error rate per country for the countries that, when asked about, language
models (on average) have the most and least amount of error. We observe that 13 of the 15
countries that incur the least amount of error are European, while all 15 of these countries fall
are categorized as high income. On the other hand, countries that incur the most error are all

categorized as low income. Strikingly, error rises by a factor of nearly 3 across the two groups.

10.5.3 Consistent disparities across LLMs and indicators

Previously, we presented results averaged over all LLMs and indicators, grouped either by
country or category (i.e. Region or Income group). We now inspect performance along the axes
of LLMs and indicators separately, starting with LLMs. In addition to absolute relative error, we

also employ a second metric to summarize differences in performance across certain categories.
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Figure 10.7: Performance of 20 LLMs averaged over 11 indicators from WORLDBENCH. We
present the absolute relative error (left), as well as disparities across regions (middle) and income
groups (right). For disparities, the blue dashed lines correspond to the disparity incurred using a
random categorization of countries (into 7 groups for Regions and 4 for Income groups), averaged
over ten trials. Observed disparities far exceed the amount expected for a random categorization
of countries across nearly all LLMs.

Namely, we define Disparity as e?g?gE e; — e;, where I is the set of mean absolute relative errors
for each category of a given categorization. In other words, for example, Disparity over Regions
is the gap between the mean absolute relative errors for the region with the greatest error and the
region with the least error. Disparity also always falls between 0 and 1. To contextualize disparity
scores, we compute a baseline corresponding to the disparity achieved using a random categoriza-
tion of countries into k£ groups; we set k = 7 for Regions and k£ = 4 for Income groups. We ap-
proximate the baseline disparity given a set (i.e. for one LLM of interest) of per-country errors by

applying ten random country categorizations and averaging the observed disparity over all trials.

Figure 10.7 visualizes average error and disparities per LLM. From the left most panel, we
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see that the lowest mean absolute relative error achieved is 0.19, and the value for most models
is near 0.4, indicating that there is substantial room for improvement for this task. Shifting
from error to disparity (middle and right panels), we observe that all models exhibit disparate
performance over regions, with gaps of at least 0.1 between the regions with the most and least
error per LLM. Across income groups, disparities are also consistently present, though to a lesser
degree, with only 4 of the 20 models studied achieving a disparity below 0.1. Nonetheless, both
over Regions and Income groups, observed disparity almost always far exceeds the expected
disparity for a random categorization (blue dashed lines).

A few expected trends emerge: base models are outperformed by their chat-tuned versions;
smaller models are outperformed by their larger versions. One such trend we highlight is the
impact of retrieval augmented generation (RAG), which is utilized for to augment the Cohere
LLM. Incorporating RAG reduces mean absolute error by nearly a factor of two, reducing it
from 0.416 to 0.231. Impressively, RAG causes disparity across Income groups to nearly vanish,
going from 0.15 to 0.02, the lowest such disparity observed across our model suite, and on par
with a random categorization of countries. However, it is worth noting that RAG comes at the
cost of latency, as internet searches are required and the LLM must review retrieved documents
in addition to the provided prompt. Nonetheless, RAG appears to be a promising direction for
reducing errors and also potentially disparities.

Turning our attention now to indicators, Figure 10.8 shows errors and disparities per indi-
cator. Mean absolute relative error exceeds (.3 for all but two of the indicators. Again, disparities
are present for most cases, though they are more pronounced across Regions than across Income
groups. Moreover, over both Regions and Income groups, observed per-Indicator disparity far
exceeds the random baseline in almost all cases. Indicators that seem to be driving the observed
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Figure 10.8: Error rates and disparities per indicator, averaged over LLMs. For disparities, the
blue dashed lines correspond to the disparity incurred using a random categorization of countries
(into 7 groups for Regions and 4 for Income groups), averaged over 10 trials.

disparities include CO, Emissions, Renewable Energy Ratio, and Unemployment.

10.5.4 Ordering of Regions and Income groups by error are consistent per-
LLM and per-Indicator: Lowest error is with Western and high income
groups

Having demonstrated that significant disparities are present for each LLLM and each indica-
tor separately, we now show that the order of disparity is consistent as well. that is, the regions
and income groups with highest and lowest error (respectively) are the same within each subset.
Namely, LLMs achieve the lowest error when answering questions about Western or high income
countries, and they suffer the greatest error when answering questions about countries from the
low income category. In figure 10.9, we show the distribution of error ranks. That is, e.g. in the
top right heatmap, for each LLM, we rank the regions by their mean absolute relative erros, and

then report the fraction of LLMs for which a region obtains a specific rank. Thus, we see that
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for 75% of the LLMs, the highest error occurs for Sub-Saharan African countries. Strikingly, the
pattern across income groups is strongly pronounced. Error ranks are almost perfectly inversely
related to amount of income, wiht the high income group having lowest error for 95% of LLMs
and the low income group having highest error for 90% of LLMs. Again, the same trends emerge

when inspecting error rates per indicator.

Distribution of Error Ranks over LLMs
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Figure 10.9: The order of regions and income groups by absolute relative error is largely con-
sistent per LLM (top) and per indicator (bottom). For both LLMs and indicators, the regions
with the lowest errors are most frequently North America and Europe & Central Asia, while the
regions with the highest error are most frequently Sub-Saharan Africa and East Asia & Pacific.
For Income groups, error nearly always increases as income decreases.

Thus, the original trends we observe when averaging over all LLMs and indicators, visu-
alized in Figure 10.5, appear to hold when we inspect each LLM individually and each indicator
individually. These results suggest that geographic and income-based disparities in LLM factul

recall are pervasive throughout existing LLMs.
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10.6 Noteworthy Observations

In analyzing per-country performance and geographic disparities in LLM factual recall, we
additionally came across a number of noteworthy observations made possible by our benchmark.
First, we found that LL.Ms occasionally offer what resembles citations in their responses, includ-
ing instances where the WorldBank itself was mentioned. Since we have that exact data, we were
able to cross-check the LLM “citations”. Second, because we have data per-country per-year,
we could compute error rates while selecting groundtruths from specific years, so to see how

up-to-date LLM responses are. We explore these observations in more detail below.

10.6.1 Citation Hallucination

LLM: Orca-7b, Indicator: GDP PPP, Country: Jordan

Answer: “ , the GDP at purchasing power parity (PPP) per person
employed for Jordan was $3,551.72."

GT from 2019: 43,915.95 =+ Abs. Rel. Error: 91.9%

Abs. Rel. Error using any year since 2012 as GT: 91.7%

LLM: Mistral-7b Instruct, Indicator: Education Expenditure, Country: Kazakhstan Answer from
Answer: “4.63 "
GT from 2019: 2.86 —+ Abs. Rel. Error: 38.3%
Abs. Rel. Error using any year since 2012 as GT: 3.97%

different year than
the one cited

LLM: Mistral-7b Instruct, Indicator: GDP, Country: Mexico
Answer: “116,714,731,179.486982

Off by ~10

"

GT from 2020:1,120,741,118,380.27 — Abs. Rel. Error: 89.6%
Abs. Rel. Error using any year since 2012 as GT: 89.5%

Figure 10.10: In addition to hallucinating false answers, we also observe LLMs to occassionally
hallucinate citations. Above, a few examples of hallucination citation are shown.

Despite being prompted to only return a numeric value, the LLMs we studied still would
often produce additional text. Interestingly, sometimes generated text would resemble a citation',

claiming the provided answer was sourced from institutes like the World Health Organization, the

ISuch behavior has been observed in [294]
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International Monetary Fund, and even, the World Bank. In the last case, we cross-checked the
provided responses to see if the numeric response matched the groundtruth World Bank data,
contained in WORLDBENCH. Overall, responses with “citations” were no more accurate than
those without “citations”, still incurring substantial mean absolute relative errors. Specifically,
in 650 instances where the string “World Bank” (case insensitive) was mentioned, mean absolute
error rate was 0.465. This suggests that the LLM-produced “citations” are hallucinated, as the
provided responses do not actually come from the sources listed. Figure 10.10 displays a few
examples of LLLM produced “citations”. For each example, we highlight the “citation”, and
provide the absolute relative error of the parsed answer compared to (1) the groundtruth value
from the specific year cited, and (2) the lowest absolute relative error to groundtruths for any
of the past ten years. In the first example, the LLM answer is way off, despite the arguably
convincing “citation”. Interestingly, we also observe an instance where the provided answer does
not match the groundtruth from the cited year, yielding an error of 0.383, but it does match the
groundruth from the following year, with error dropping to 3.97%. Finally, we see an example
where the provided answer is off by almost exactly a factor of 10 (relative error of ~ 0.9). This
highlights a pitfall in using LLMs to return numeric information, as the difference in tokens
between two numbers can be very small, while the resultant encoded value can be very large.

In summary, hallucinated citations pose a serious challenge in LLM reliability. On one
hand, producing false citations obfuscates model errors, and denigrates the overall user trust in
the system. On the other, that the LLMs appear to know what sources would contain the answer

seem to be an encouraging sign to the potential benefits of retrieval-augmented systems.
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Figure 10.11: Error rate of LLM outputs compared to year from which groundtruth is extracted.
Many models show the lowest error rate when their outputs are compared to groundtruths from
2021, indicating that models may already be slightly out of date.

10.6.2 Are some LLMs already out of date?

Now, we compare LLM responses to groundtruths from specific years for all LLM re-
sponses, not just the rare few where “citations” are present. Figure 10.11 shows the mean absolute
relative error over indicators and all countries per LLM, computed using groundtruths selected in
a variety of ways. The orange dashed line corresponds to the default groundtruth selection (aver-
aging over any available data from the past three years), while the light blue one corresponds to
using data from the most recent year (per country). The solid blue lines correspond to using the
groundtruth value from the year on the x-axis. A trend that emerges in 13 of the 20 LLMs is that

the lowest error occurs when comparing to data from 2021. In one extreme, error increases from
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Correlation with Indicator Self-consistency

Indicator Pearson’s r  p-value Indicator Pearson’s r  p-value
Maternal Mortality Rate 0.383 0.029 Population 0.749 0.000
Renewable Energy Ratio 0.135 0.180 Electricity Access 0.653 0.000

Unemployment 0.078 0.344 Women In Parliament 0.386 0.036
Education Expenditure -0.047 0.453 CO2 Emissions 0.338 0.012
Agricultural Land Percent -0.075 0.372 Renewable Energy Ratio 0.337 0.004
Population -0.138 0.112 Education Expenditure 0.325 0.016

CO2 Emissions -0.189 0.106 Agricultural Land Percent 0.324 0.057
GDP -0.194 0.074 Unemployment 0.319 0.004

Women In Parliament -0.344 0.046 GDP 0.246 0.136
Electricity Access -0.348 0.005 Maternal Mortality Rate 0.155 0.245

GDP PPP Per Person Employed -0.396 0.015 GDP PPP Per Person Employed -0.016 0.206

Table 10.2: (Left) Correlation between per-country mean absolute relative error and individual
indicator values. (Right) Per-indicator, correlation between per-country mean absolute relative
error and normalized standard deviation of responses obtained over five trials.

0.5 to 0.54 when changing the groundtruth year from 2021 to 2022. These results suggest that
the facts internally stored in some LLMs may already be out of date, reporting statistics closer
to previous years, especially if their training data was curated in years past. Of course, an LLM
cannot recall a fact that did not exist at the time of its training. Nonetheless, as the use of LLMs
continues to grow, the ability to stay up to date will be paramount. We hope WORLDBENCH can

aide in this pursuit.

10.6.3 What kinds of countries experience high error rates?

We now present a purely correlational study to better understand what countries experience
the highest error rates. Using the per-country data for each indicator studied, we compute the
correlation between these values and per-country error. We also compare the normalized (by
mean) standard deviation of responses per country per indicator, with responses taken over five
trials. The hypothesis here is that LLMs will have greater variance in answering questions about

countries they are less accurate for, similar to [294]; we call this self-consistency. We compute
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correlation to country-wise errors for each (LLM, indicator) pair separately, as the values can
take on substantially different ranges as either LLM or indicator changes, and then average over
all such pairs. Results are reported in table 10.2. We find that most indicators are not correlated
with per-country error. The strongest correlation is —0.396 for GDP PPP per person employed,
suggesting that LLMs perform worse on countries with lower per-person wealth. Notably, nei-
ther population nor GDP are correlated well with error. As for self-consistency, in most cases,
correlations are within 0.3 —0.4. In a couple instances, high correlations are observed, suggesting
that sampling multiple outputs and inspecting variance can sometimes (but not always reliably)
aide in estimating the uncertainty of the LLM.

In summary, our simple correlational analyses do not shed much insight in to why particu-
lar countries incur higher error rates for LLMs. We conjecture that the availability of training data
plays a large role. However, the groundtruths are available for all countries, and World Bank data
is likely in the training sets of many LL.Ms, as indicated by the hallucinated citations to them. We

leave investigation to the cause of the geographic disparities we observe to future work.

10.7 Limitations

Is it reasonable to expect language models to perform this task? LLMs are not directly
optimized for information retrieval, and developers often caution that LLMs many not always
provide factual answers. Furthermore, retrieving specific numbers can be challenging, given the
fact that many sequences of numbers are feasible/reasonably likely to appear in natural language,
where as the distribution of words has far less entropy. Nonetheless, LLMs have been observed to

produce factual responses to certain queries, achieving as high as 86% exact match on TriviaQA
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[295]. Indeed, in our experiments, we observe mean absolute error rates as low as 3.6% for the
Population indicator and 5.8% for the Electricity Access indicator, suggesting that LLM-based
factual recall is feasible. We emphasize that the point of our benchmark is to enable compari-
son in LLM performance across countries, so to uncover systemic disparities. Moreover, despite
warnings from developers, as LLMs become more ubiquitous, end users will likely still make
factual queries, to which we’d hope language models respond accurately, and importantly, with-
out substantial differences in performance due to factors like geography or wealth of the country
of interest. We hope our benchmark will help to ensure that LLMs exhibit fair performance.
Can LLMs ever ace this task? Some of the indicators studied are volatile, in the sense
that they change non-trivially from year to year. Also, some metrics can take on slightly different
values based on which organization measured them (e.g. the World Bank’s numbers may differ
from the United Nation’s numbers). Thus, we do not expect LLMs to achieve perfect performance
on this metric. Nonetheless, we believe our benchmark can offer valuable signal in measuring
geographic disparities. That is, even though error rates may never be exactly zero, we can hope

that they will not vary substantially across countries.

10.8 Conclusion

We present WORLDBENCH, a benchmark to quantify geographic disparities in LLM fac-
tual recall. We find pervasive and consistent biases across 20 evaluated LLMs, with Western and
higher income countries experiencing lower error rates. By utilizing World Bank data, our bench-
mark is flexible and will remain up to date. Thus, we hope our benchmark can aide in reducing

geographic disparities of future generations of LLMs, towards models that work well for all.
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Chapter 11: Embracing Diversity: Interpretable Zero-shot classification beyond

one vector per class

Now, we investigate an analogous geographic disparity to the one we saw in the previous
chapter. Namely, we study geographic disparities for the familiar task of image classification.
However, we focus on the case where vision-language models are employed to perform classi-
fication in a zero-shot manner. The ability of these models to accept open-vocabulary language
inputs makes them a fantastic candidate for collaboration with an auxiliary LLM. We put these
components together to understand and mitigate the geographic disparities we observe, resulting
in a more transparent, fair, and performant zero-shot classifier. The following is drawn from a
FAccT ’24 paper co-authored with Michael Rabbat, Mark Ibrahim, and Diane Bouchacourt [200].

Vision-language models enable open-world classification of objects without the need for
any retraining. While this zero-shot paradigm marks a significant advance, even today’s best
models exhibit skewed performance when objects are dissimilar from their typical depiction.
Real world objects such as pears appear in a variety of forms — from diced to whole, on a table
or in a bowl — yet standard VLM classifiers map all instances of a class to a single vector based
on the class label. We argue that to represent this rich diversity within a class, zero-shot classi-
fication should move beyond a single vector. We propose a method to encode and account for

diversity within a class using inferred attributes, still in the zero-shot setting without retraining.
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Figure 11.1: (Left) Instances of a class can appear in many diverse ways, like the pears above.
Using one vector (the classname embedding) to represent the whole class results in disparate per-
formance, particularly for atypical instances. (Middle) To address this issue, we infer attributes
and embed multiple vectors, reducing disparities and enhancing interpretability. (Right) Our
method scales better than prior works as we include more attributes (Section 11.6.1), enabling us
to account for the many ways in which diversity can arise.
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We find our method consistently outperforms standard zero-shot classification over a large suite
of datasets encompassing hierarchies, diverse object states, and real-world geographic diversity,
as well finer-grained datasets where intra-class diversity may be less prevalent. Importantly, our
method is inherently interpretable, offering faithful explanations for each inference to facilitate
model debugging and enhance transparency. We also find our method scales efficiently to a large
number of attributes to account for diversity—Ileading to more accurate predictions for atypical
instances. Finally, we characterize a principled trade-off between overall and worst class accu-
racy, which can be tuned via a hyperparameter of our method. We hope this work spurs further
research into the promise of zero-shot classification beyond a single class vector for capturing

diversity in the world, and building transparent Al systems without compromising performance.
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Figure 11.2: We test models on datasets that provide groundtruth attributes (shown in bold)
annotating hierarchies, diverse states, and real-world shifts (e.g., Rojas et al. [2] labels the income
level and country of origin of each image, towards promoting Al models that reduce bias) within
a class. We find that standard zero-shot accuracy (‘Base Acc.” above) drops significantly when
certain attributes are present, namely when the attribute manifests in visual differences from what
the model considers ‘typical’ for the class. We design our method to improve performance on
these ‘atypical’ instances.

11.1 Introduction

A pivotal advance in machine learning is the advent of foundation models. A single foun-
dation model trained on large-scale data can supplant multiple task-specific models. Vision-
Language models (VLMs) are popular foundation models capable of encoding text and im-
ages in the same representation space. Compared to standard classifiers which can only clas-
sify objects from a predefined list of classes with examples, VLMs are capable of open-world,
zero-shot classification—meaning, VLMs can classify any object using text descriptions without
any additional training. This zero-shot paradigm has spurred the development of many VLMs
[13, 296, 297] with impressive classification performance.

Despite their remarkable performance, even today’s best models exhibit skewed perfor-
mance for certain groups of images. For example, [298] show models such as CLIP have exac-
erbated the gap in performance between regions such as Africa and Europe (as well as the gap

across income-levels). We find similar biases arise when an object is visually dissimilar from its
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typical depiction. For example, Figure 11.1 (left) shows CLIP’s 97.3% accuracy on typical pears
drops dramatically when a pear is peeled (45.2%) or puréed (30.3%). Addressing such biases is
crucial to the reliability of classifiers in the real world, where instances within a class can vary
significantly.

Zero-shot classifiers, like standard models, use a single vector in deep embedding space
to describe an entire class. For standard zero-shot classification, a vision-language model (i) en-
codes the image along with 80 hand-crafted prompts per class name (e.g., “a photo of a pear” or
“a drawing of a pear”), (ii) averages the 80 embeddings per class to obtain a single vector, (iii)
predicts the class whose vector maximizes cosine similarity to the image embedding [13]. Prompt
averaging encourages all instances of a class to be mapped to the same vector in the model’s em-
bedding, inherently limiting the model’s ability to infer the innumerable diversity within a class.
A pear can be diced, sliced, whole, in one’s hand, or in a bowl. In each case, the image of the pear
would be markedly different, and its embedding may not always be well aligned with the single
vector that is supposed to represent the entire class. Thus, there is a natural tension between
the one vector per class paradigm and performing consistently across a class with high diversity,
which we empirically validate.

While many strategies exist to mitigate performance disparities when labeled-data is avail-
able, these methods do not transfer to the data-free setting of zero-shot classification. Fortunately,
unlike standard classifiers, the open-world nature of VLMs enables them to represent any attribute
using the text encoder. VLMs can enrich the single per-class vector with attributes to more faith-
fully capture the variety with which a class can appear, pinpointing whether a pear is peeled or
puréed. Thus, we argue that instead of learning one vector per class that is invariant to diversity,

we should leverage the open-world nature of VLMs to explicitly account for the diversity within
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a class (i.e., via multiple vectors).

Recent works offer promising signs that zero-shot classification can be improved by in-
corporating attributes beyond the class name, such as subclasses [299] or visual descriptors
[300, 301]. However, the former is limited to datasets with hierarchical label sets, and the latter
reverts back to the one vector per class paradigm via simple averaging, limiting the benefits of
incorporating more attributes (Section 11.6.1). Importantly, diversity comes in many forms that
generic descriptors or subclasses alone may not adequately capture.

In this work, we propose a zero-shot method for enriching classes with open-ended at-
tributes to boost zero-shot classification. Our method consists of two steps: (i) an attribute
inference step, in which we use generative language modeling (an inherent, under-utilized ca-
pability of some modern VLMs) to enumerate relevant attributes along many axes of diversity,
and (i1) a prediction consolidation step, where we flexibly attend only to subpopulations (i.e., in-
stances within a class sharing an attribute) that are most relevant to the image. By enriching and
carefully consolidating attributes to describe diversity within a class, our method more faithfully
encodes atypical instances. Furthermore, by introducing interpretable intermediate outputs (i.e.
the inferred attributes), our method affords greater transparency, as each inference comes with
the specific list of fine-grained attributes used to predict the class, and attribute overlaps across
classes can help anticipate and articular potential failures, before they happen.

In experiments over a large suite of datasets encompassing hierarchies, diverse object states,
and real-world geographic diversity, we observe our method matches and in most cases exceeds
the performance of existing methods, showing that transparency can be achieved without com-
promising on performance. Our method yields consistent gains on a second dataset suite with

finer-grained classes and no labeled diversity, showing that our method still works well when
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intra-class diversity may be less present. Encouragingly, we find larger improvements occurring
for the hardest classes and subpopulations, where atypical instances are usually found, resulting
in reduced performance disparities. Compared to existing methods, we find that our approach
can effectively scale to a much larger number of attributes to cover broader axes of diversity, as
shown in the right panel of Figure 11.1. Our method also offers a principled trade-off between
accuracy overall vs. on the worst classes, all without additional training. In summary, we (i)
identify a limitation of the one-vector-per-class paradigm in adequately representing classes with
diverse subpopulations, (ii) propose to go beyond one vector per class, leveraging under-utilized
abilities of VLMs to explicitly account for intra-class diversity, and (iii) extensively validate the
effectiveness of our method to perform zero-shot classification in both a more transparent and

accurate way, especially for diverse subpopulations that are often overlooked.

11.2 Review of Literature

Despite impressive overall accuracy, modern classifiers still suffer from biases. That is,
they under-perform on some parts of the data, often due to spurious correlations or data im-
balances in the training set. These biases can result in significant negative real-world impact.
For example, Buolamwini and Gebru [9] exposed significant bias along demographic lines for
facial recognition systems, and more recently, Richards et al. [298] demonstrated that despite
steady progress on typical benchmarks, today’s best models still generalize poorly to images
from lower-income households and certain geographic regions. Namely, VLM-based zero-shot
classifiers were shown to have even larger performance disparities across geographic and eco-

nomic shifts than their supervised counterparts.
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However, the promise of open-world zero-shot classification rightfully draws much atten-
tion to VLMs, which operate by mapping images and text to a shared latent space. CLIP [13],
a seminal VLM, achieves this via joint contrastive training of image and text encoders on 400
million image-caption pairs. Recent models such as BLIP-2 [296] bootstrap the training of more
powerful VLLMs by taking larger pretrained vision and language backbones and fusing their out-
puts to a single space, which in turn can even be used to generate text; that is, some modern
VLMs contain a fully functional LLM with (often under-utilized) generative abilities. To per-
form zero-shot classification with VLMs, one computes the class that has the highest cosine
similarity between a test image’s embedding and the embedding of a class name, often aver-
aged over many (80 for CLIP) handcrafted prompt templates. While many efforts have improved
VLM-based classification via prompt-tuning [302, 303, 304, 305, 306, 307, 308], nearly all re-
quire some labeled data. Other works focus more closely on the task of debiasing VLM-based
classifiers [246, 309, 310, 311], though they too utilize labeled data, placing them out-of-scope
of the true zero-shot setting.

Compared to previous classifiers, the key novelty of VLMs is their ability to encode any
text. However, standard zero-shot classifiers only embed classnames, either alone or averaged
over prompts. We propose to leverage the open-vocabulary capabilities of VLMs to improve
coverage of intra-class diversity by embedding more than just the class name. One effort along
these lines is PerceptionCLIP [312], which infers contextual attributes per image as generative
factors and does class inference conditioned on them. Other works utilize LLM-generated class
descriptors, towards creating a concept-bottleneck [313] or rationales for inference [314], though
these methods use data to train a linear layer atop descriptor similarities. DCLIP [300] show

including descriptors can also improve performance in the zero-shot setting, and Pratt et al. [301]
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extend the gains using additional handcrafted queries. WaffleCLIP [315] shows that appending
random characters or words can achieve similar performance to descriptor-based methods like
DCLIP, without the need for an external language model. Importantly, although these works
obtain more than one vector per class, they ultimately average over them. Thus, decision bound-
aries remain linear and biases may linger, as atypical instances are still suboptimally uncovered
(see Sections 11.4.2 and 11.6.2). In contrast, like us, CHiLS [299] introduces a non-linearity in
three steps: they (i) define subclasses with groundtruth label hierarchies or by querying GPT-3,
(i1) do zero-shot classification on this extended set of classes (subclasses) and original classes,
(iii) reweight the standard zero-shot score for each class with the max score from step (ii) over
subclasses within the class. However, CHILS is designed specifically for hierarchical label sets,

which limits the types of diversity it can capture (see Section 11.6.1).

11.3 Motivation

We hypothesize that the standard one-vector-per-class paradigm poses a tension for highly
diverse classes. We investigate this by measuring classification performance as a function of
class diversity. Indeed, we find classes with higher diversity suffer worse performance under the
one-vector-per-class classification paradigm. Then we illustrate how newfound open-vocabulary
capabilities of VLMs can enrich the single class vector to encompass diverse instances without
additional training. That is, we show that incorporating attribute information can substantially

improve VLM recognition of atypical subpopulations.
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Figure 11.3: The average precision (AP) of a classname embedding is often much lower than the
average precision of a subpopulation (i.e. classname with attribute) embedding. Subpopulations
that see large increases in AP by including the attribute tend to be atypical. We design our method
to improve accuracy on these diverse subpopulations, by inferring and explicitly accounting for
them.

11.3.1 A single vector inadequately represents diverse classes

A standard VLM classifier is most effective when it aligns all instances of a class to their
class vector (and away from vectors for other classes). Intuitively, aligning instances with high
diversity is challenging as their image embeddings are more dispersed—and particularly tough
for fixed open-vocabulary VLMs that do not benefit from knowing the specific classes of interest
during their pre-training. We see in Figure 11.2 for example the less typical Arctic fox is far
harder to recognize than a typical fox (52.0% versus 84.5% accuracy). We observed similar
drops in accuracy for a deflated balloon versus a regular balloon and an unpaved street ver-
sus a paved one. To systematically quantify this tension, both for VLMs and for the one vector
per class paradigm generally, we examine class accuracies on ImageNet [14] relative to the diver-
sity of each class across several models with varying levels of supervision. To proxy diversity, we
measure the variance of image embeddings within a class. In all cases, we observe a strong nega-
tive correlation between class-wise accuracy and diversity. That is, classes with higher diversity

have lower accuracy in the one vector per class paradigm.
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11.3.2 A path forward: VLMs can recognize diversity with relevant attributes

Although standard VLMs use solely classname in zero-shot classification, their shared
embedding space allows to encode relations to any other text. In turn we ask: can the open-
vocabulary encoder of VLMs better situate diverse classes given relevant attributes? Specifi-
cally, we assess whether enriching classes with attributes can improve zero-shot classification on
a suite of datasets with ground-truth attributes per class. We form a subpopulation by taking in-
stances within a class that share an attribute. For each subpopulation, we compute the similarity
of image embeddings with the text embedding of (i) the classname and (ii) the classname with the
corresponding attribute, using CLIP ViT-B/16. We then measure the average precision of the two
similarity scores for distinguishing instances within the subpopulation from instances outside of
the class. We find, as shown in Figure 11.3, that for the vast majority of cases, incorporating at-
tributes leads to more precise recognition, and often by large margins: adding molten to cake
improves average precision by over 40 points. Upon inspection, the highest gains in average pre-
cision tend to occur for atypical subpopulations. Thus, VLMs can recognize instances in a class

even when they are atypical, but this ability is restricted under the one vector per class paradigm.

11.4 Method

We now propose a method to better utilize the ability of VLMs to recognize diverse sub-
populations. Our method consists of attribute inference and prediction consolidation. First,
we query a large language model (LLM) for diverse per-class attributes that span many (often
overlapping) subpopulations. Then, after computing the similarity of an image to each subpopu-
lation, we non-linearly consolidate these similarities to obtain one score per class. We elaborate
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on these two steps below.

11.4.1 Attribute Inference Along Many Axes of Diversity

To better cover the diverse subpopulations that may exist within a class, we incorporate
attribute information. However, diversity can come in many forms. That is, the way in which
two instances of a class differ can itself vary. Consider the examples in Figure 11.2. The Arctic
fox case shows how a class can contain distinct finer-grained categories. In a related manner, the
state or condition in which the class instance is in can also substantially change its appearance: a
balloon looks much different when it is deflated. Further, there exist generic attributes that can
lead to substantial visual differences regardless of the class, such as the region or income level
of the country where an image is taken, exemplified by the two Street View images. Thus,
to capture the many ways in which diversity can arise, we employ multiple distinct queries, in

contrast to prior work. Namely, we infer:

* Class specific attributes, such as the possible states of an object (e.g., diced or sliced for
pear). We also obtain descriptions for and different kinds of each class, as in DCLIP

and CHiLS respectively.
* Class adjacent attributes, like co-occurring objects or backgrounds, to get useful context.

* Class agnostic attributes that describe how objects vary in general. For example, towards
improving geographic fairness, we list potential choices for the income-level, region and
country of origin of the image. We also introduce a novel two-step LLM query, where we
first ask the LLM to list generic axes of diversity, and then have it populate those axes. We
name this auto-global as it automatically generates many global attributes.
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11.4.2 Nonlinear Prediction Consolidation

Enumerating attributes along various axes of variation results in descriptions of many di-
verse subpopulations per class. Since VLMs have open-vocabulary text encoders, we can directly
embed these subpopulation descriptions, in addition to the class name. Given a test image, we
compute similarities to each of these embeddings. We then must consolidate them to obtain a
single score per class.

Figure 11.4 illustrates the simple case of fox vs wolf classification, where solid/dotted
lines correspond to classname/subpopulation embeddings on the hypersphere (shown here in 2D).
The left-most panel shows examples from the two classes near where their image embeddings
would lie. Text embeddings for the subpopulations (dotted lines) are close to corresponding im-
age embeddings, as VLMs are capable of recognizing even diverse subpopulations (see Section
11.3.2). Standard zero-shot inference maps a test-time image to the class of the nearest class-
name text embedding. Since there is only one vector per class (the classname-based embedding),
the decision boundary is linear, as shown in the middle panel. The edge of the hypersphere is
colored (orange for wolf, blue for fox) to indicate the predicted class for an image embedding at
that location. Notably, the Arctic fox is misclassified as wolf, as its appearance more closely
resembles a typical wolf than a typical fox, and so, the embeddings of Arctic fox images fall
closer to the text embedding of “wolf” (and vice-versa for the red wolf). Methods like DCLIP
and WaffleCLIP embed more than just the classname, but they consolidate similarities via aver-
aging, again resulting in a linear decision boundary. Even if atypical subpopulations are included
at first, averaging can narrow the initial diverse coverage, as most embeddings for a class may

better describe a typical instance.
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Figure 11.4: An Arctic fox can more closely resemble a typical wolf than a typical fox.
Standard zero-shot classification using one vector per class (the classname embedding) is ill
suited for this case. We address this issue by nonlinearly consolidating similarities to multiple
vectors per class that explicitly encode the diverse subpopulations within the class. See section
11.4.2 for full explanation.

In contrast, we propose the following nonlinear consolidation: we compute the single score
per class for a given test image as the average of the similarities of the image embedding to only
the k closest subpopulations embeddings for the class, where k is typically small (we use k£ = 16).
This way, an image can have a high class score even if it is only similar to a small subset of sub-
populations, as is the case for atypical instances. Thus, the Arctic fox and red wolf can be
correctly classified despite being far from the classname and most subpopulation embeddings for
their respective classes, as shown on the right panel of Figure 11.4, where we use £k = 1 for
simplicity (i.e. images are mapped to the class of the closest dotted or solid line, leading to a
non-linear boundary). We shed insight on the effect of varying the hyperparameter & in Section

11.6.2, revealing a tunable accuracy-fairness trade-off.
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11.5 Analysis

We now empirically validate our method’s effectiveness and enhanced interpretability over
two dataset suites. Our method performs on par with (and usually surpasses) existing approaches
in overall accuracy. Notably, we see larger gains for the hardest classes and subpopulations,
which are likely more diverse and atypical respectively (precisely the samples on which our
method is intended to improve performance). Furthermore, while matching or exceeds the per-
formance of existing, we offer unique interpretability benefits, such as fine-grained and faithful

explanations, as well as the potential for error anticipation; we detail these below.

11.5.1 Consistent Gains Across Diverse Datasets, Particularly for the Hardest

Classes and Subpopulations

11.5.1.1 Baselines and Metrics

We measure performance of zero-shot classifiers using the popular CLIP ViT-B/16 and
BLIP-2 VLMs [13, 296]. To infer attributes, we utilize the open source Vicuna-13b-v1.5 lan-
guage model [316], which notably is already contained in the BLIP-2 model we use. We report
accuracy overall as well as averaged over the worst 20% of classes and subpopulations. Note
that we only use groundtruth attributes when computing metrics; our method exclusively uses
attributes inferred via the queries listed in Section 11.4.1. We also compute the lowest sub-
population accuracy per class and average that, so to obtain the metric denoted as ‘Avg Worst
Subpop’. For the real-world shifts, we also report worst region and worst income group accu-

racy. Our baselines include: standard zero-shot (only one vector per class, corresponding to the
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classname embedding) which we call Vanilla, DCLIP (averages over class descriptors), Waffle-
CLIP (averages over random descriptors sampled over ten trials), and CHILS (reweights standard
zero-shot class score with max probability of different kinds of the class). Notably, we average all

text embeddings over the 80 prompts crafted for CLIP, so to report best possible baseline results.

11.5.1.2 Datasets

We curate a suite of eight attributed (so to have groundtruth subpopulations) datasets span-
ning different axes of diversity. We use the four Breeds datasets [172] for their hierarchical label
sets, as used in the CHILS paper; in fact, the Breeds datasets were the ones where CHiLS was
most effective. Next, we devise two classification tasks (coarse and fine grained) from the MIT
States dataset [317] to track performance over labeled states (e.g., sliced or diced for pear). Im-
portantly, we also include the datasets Dollarstreet [2] and GeoDE [318], which contain images
from varied geographic regions and income levels. As the diversity in these datasets is occurs
naturally, they can encompass many axes of variation, as opposed to our other datasets that only
varying along known axes, like object state or kind.

We also incorporate a second suite of the following 9 datasets without attributes: Ima-
geNet [14], ImageNet variants (v2, -R, -A, -Sketch) [36, 84, 114, 319], Food-101 [320], Flowers-
102 [321], FGVC-Aircraft [322], and Oxford Pets [323]. These datasets are all somewhat fine-
grained', and as such, are less likely to have intra-class diversity than our original datasets. Thus,
this dataset suite provides insight on if embracing diversity is only effective when diversity is to

be expected.

'ImageNet (and its variants) contains 120 out of 1000 categories dedicated only to various dog breeds; Flowers-
102 has many highly similar classes; Oxford Pets only has different breeds of dogs and cats; the FG in FGVC-Aircraft
stands for fine-grained.
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Accuracy Avg Worst Worst 20% of Worst 20% of

Dataset Type Subpop Classes Subpops
Vanilla 66.71 40.66 35.46 21.73
DCLIP 63.65 39.41 34.26 20.98

States Waffle  66.68 40.71 35.49 22.05
CHiLS 66.56 40.41 36.16 22.45
Ours 67.92 41.53 38.16 23.64
Vanilla 78.15 48.36 50.72 35.89
DCLIP  77.80 48.48 51.05 34.36

Hierarchical ~ Waffle 78.52 49.42 49.78 35.22
CHiLS 79.44 52.65 51.80 38.44
Ours 79.50 51.23 52.59 38.57

Table 11.1: Zero-shot classification on datasets with known variation types for CLIP with a ViT-
B/16 encoder. States averages results over the two categorizations of MIT States data, while
Hierarchical averages results over four Breeds datasets. We observe similar results for BLIP-2.

We note that we strived to minimally fit our method to the evaluation suite. That is, we
do not optimize our query set to maximize performance on the datasets we selected, which can
be challenging for zero-shot classification methods. One specific measure we took toward this
end was fixing our method completely before evaluating on the second dataset suite. Thus, the
second dataset suite serves as a held-out challenge set, intended to test the generalizability our

method to settings where intra-class diversity may not be present.

11.5.1.3 Results

Table 11.1 shows results for datasets with diversity along hierarchical and states axes, and
table 11.2 shows results for geographic diversity. Our method consistently matches (and even im-
proves) accuracy of existing methods, even over CHILS in the hierarchical setting it was specif-
ically designed for. Notably, CHiLS becomes less effective for other datasets, while our method

remains strong. We observe larger gains for worst class and subpopulation metrics, especially
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DollarStreet  Accuracy Worst  Worst  Avg Worst  Worst 20% of Worst 20% of

Method Region Income  Subpop Classes Subpops
Vanilla 51.51 4243 3476 37.60 18.33 11.01
DCLIP 49.78 41.08 3291 36.37 19.07 11.19
Waffle 51.37 4271 3497 37.69 18.12 10.74
CHiLS 51.68 4220  33.90 37.60 20.51 12.72
Ours 52.70 44.04 37.21 40.31 20.88 15.05
GeoDE

Vanilla 90.15 86.63 - 82.57 72.24 69.95
DCLIP 91.31 88.14 - 84.21 74.44 71.90
Walffle 91.59 89.06 - 85.44 75.85 74.37
CHiLS 90.96 87.90 - 84.48 73.27 71.64
Ours 91.75 89.12 - 85.40 76.13 74.64

Table 11.2: Zero-shot classification performance on geographically diverse images from Dol-
larStreet and GeoDE using CLIP with a ViT-B/16 encoder. We see similar results for BLIP-2.

over baselines that consolidate via averaging (Vanilla, DCLIP, Waffle), supporting the claim that
our method improves coverage of the most atypical instances, and that moving beyond the one
vector per class paradigm helps in this regard. For example, compared to baselines that consol-
idate via averaging to obtain one vector per class, our method improves accuracy for the worst
classes and subpopulations by 2 — 3% in most cases. For Dollarstreet, these gains manifest in
a 9% average relative gain over baselines for the accuracy over worst income group metric (and
an even larger gain for the worst 20% of subpopulations), showing that our methodology can
facilitate progress on real-world fairness indicators.

Turning our attention to the held-out challenge datasets, Table 11.3 shows our method can
generalize effectively to finer-grained classification tasks where intra-class diversity is not explic-
itly known to be present. Our method improves accuracy on the hardest classes by an average of
1.5% over the closest baseline. Similarly, our method exceeds all baselines by about 1% in over-

all accuracy in nearly all cases, suggesting that embracing diversity does not come at a cost of
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ImageNet v2 -A -R  Sketch Food Flowers Aircraft Pets Average

Overall Accuracy

Vanilla 68.48 6198 30.16 59.24 4837 88.35 66.09 31.26  92.72 60.74

DClip 68.85 62.37 3135 60.04 48.54 88.05 70.69 32.67 92.23 61.64
Waffle 68.44 62.15 31.09 61.17 48.58 88.09 66.87 31.05 92.03 61.05
CHiLS 0.11  0.10 0.00 0.00 0.11 88.59 67.49 3420 92.12 31.41
Ours 69.94 63.32 32.19 61.49 49.38 89.06 70.69 34.62 92.26 62.55

Accuracy on Worst 20% of Classes

Vanilla 3442 2575 747 29.27 9.19 73.58 2.08 0.00 78.84 28.96

DClip 34.58 25.65 6.24 28.90 899 7292 3.44 0.00 77.50 28.69
Walffle 32.62 23.00 5.79 28.18 893 73.36 2.14 0.00 75.65 27.74
CHILS 0.00 0.00 0.00 0.00 0.00 75.36 2.09 0.00 76.92 17.15
Ours 37.30 27.60 7.98 33.74 9.33 76.18 4.40 0.25 77.40 30.46

Table 11.3: Zero-shot classification performance on finer-grained held-out datasets without at-
tributes, using CLIP with a ViT-B/16 encoder. We observe similar results for BLIP-2. Our method
effectively generalizes to new settings without tuning the set of queries for attribute inference.

overall performance. Moreover, the effectiveness of our method in these new settings show that
the queries we select (for inferring attributes) generalize beyond our original dataset suite. That
is, we do not need to tune the LLM queries for each new classification task of interest. Nonethe-
less, the ability to add and remove LLM queries can be seen as a strength, as a practitioner is

provided more control than in standard zero-shot classification.

11.5.2 Enhanced Interpretability at No Cost to Performance

11.5.2.1 Faithful Fine-grained Interpretations For Free

Having shown that our method is equally (and usually more) performant than existing ap-
proaches, we now discuss the enhanced interpretability of our method. Namely, each inference
comes with a list of the £ subpopulations specifically relevant to the test image for free. Figure

11.5 shows a few example where our method corrects misclassifications from the standard ap-
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proach. These interpretations are faithful, as they are exactly the subpopulations used to compute
the class score. Also, since we include attributes along various axes of diversity, our interpreta-
tions are finer-grained than prior work: DCLIP yields the same set general descriptors for any
image predicted to a given class, and WaffleCLIP offers no interpretability at all. This inter-
pretability can enable model debugging, as erroneous predictions can be traced back to attributes
that either do not match the intended class (i.e. LLM mistake) or cannot be recognized well (i.e.
VLM mistake). At a high level, while standard zero-shot classification is a complete black box,
the LLM-inferred attributes of our method provide interpretable intermediate outputs, increas-
ing the transparency of the system overall. Moreover, our inference strategy results in concise
explanations, which have more utility than explanations that are too long for a human to digest

[324].

11.5.2.2 Anticipating and Articulating Potential Failures

In addition to explaining each inference, the interpretable intermediate outputs of our
pipeline also allow for error anticipation. Namely, by comparing the inferred attributes for each
class, one can anticipate and describe similar subpopulations from different classes, which may
correspond to inputs where the model is less effective. For example, for the Living-17 task in the
Breeds datasets, the LLM lists gibbon as a kind of both the ape and monkey classes. While
gibbons are apes, they are smaller than most apes, which makes them resemble monkeys. Indeed,
standard zero-shot accuracy for gibbons is only 14%, where as other apes are classified at an ac-

curacy of 93.5% 2. In another case, rug is listed as a co-occuring object for the bed class, when

2We can compute this because gibbon happened to be a groundtruth subpopulation for the ape class, which does
not occur in the bed and rug case.
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rug itself is another class in the dataset. While anticipating potential failure modes is intuitive
for humans, it is challenging to do so af scale. By incorporating an auxiliary model (LLM) with

interpretable intermediate outputs (inferred attributes), practioners can both more easily audit

Standard prediction: Fig X Standard prediction: Furniture X Standard prediction: Garlic X

= RS

Ours: Pear v, namely... Ours: Clock v/, namely... Ours: Tulip v/, namely...
pear butter ticking on a table fringed tulip
pear compote sitting on a shelf next to a stamens
with a wedding cake table clock rembrandt tulip
pear garnish with a table close — up tulip
Standard prediction: Moss X Standard prediction: Wolf X Standard prediction: Persimmon X

T

]

Ours: Pear v/, namely... Ours: Fox v/, namely... Ours: Tomato v/, namely...
pear smoothie arctic fox on a sandwich
pear juice white fox sliced
smooth pear soft furred fox square tomato
pear puree curled up in aden plum tomato

Figure 11.5: Instances where our method corrects mistakes of the standard approach. The at-
tributes used in inference also serve as faithful fine-grained explanations. Notably, these samples
are atypical, suggesting that inspecting samples where our method and standard classification

disagree can enable automatic surfacing of atypical cases, towards better understanding the task
at hand.
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Figure 11.6: Accuracy, overall and for the worst classes, as new types of attributes are added.
Performance for our consolidation scheme continuously improves, while it saturates or deterio-
rates for others.

and verify the zero-shot classification pipeline, and better understand potential challenges with
the task of interest. We hope that the greater transparency of our system (importantly, achieved

without compromising on overall accuracy) can result in increased trust and more responsible use.

11.6 Ablations

We now detail additional ablation studies to shed insight on the source of our method’s
improvements over existing art and how a practitioner can apply our method with greater control.
First, we study how performance varies for both our method and baselines as the number of
attributes grows, so to demonstrate the value of our flexible consolidation strategy, specifically
for inputs from the hardest classes. Then, we identify a principled trade-off between accuracy

overall and on the worst classes using our method, controlled by the hyperparameter k.
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11.6.1 Scaling with the Many Axes of Diversity

One source of gains for our method is that we infer attributes of many types, while prior
works only include one. We argue that our flexible consolidation (of subpopulation similarities to
a single class score) also provides improvements over naive averaging or the nonlinear consoli-
dation of CHILS. To test this, we sequentially add each type of attribute, and inspect performance
using the three methods. Figure 11.6 shows our consolidation scales best as more attributes are
added, with sizable gains for accuracy over the worst classes. In contrast, performance saturates
with averaging, and actually deteriorates with CHiLS. The latter occurs since CHiLS assumes
that subpopulations are mutually exclusive, as is the case in hierarchical label sets. When adding
attributes along the many axes of diversity, resultant subpopulations overlap, making a zero-shot
classification over all subpopulations (as done in CHiLS) unreliable. Averaging is also subopti-
mal, as the impact of each attribute diminishes as the number of attributes added increases: we
see this in the left plot, as accuracy barely increases for the final three added attribute types. Also,
samples that are close to only a few subpopulations but far from most (i.e., atypical instances)
ultimately receive a low score when all scores are averaged. Thus, while averaging over sub-
populations can improve accuracy (to an extent), it is less suited to improving performance on

atypical instances than our method. We explore this further in the next section.

11.6.2 Tunable Trade-off between Accuracy Overall and On Worst Classes

Recall that our method consists of computing the similarity of a given test image’s embed-
ding to the embedding of numerous (on the order of hundreds) subpopulations per class, before

averaging over only the top £ similarities, where k is small. Note that when k£ = oo, our con-
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Figure 11.7: Right: As £ decreases, first, accuracy overall and on the worst classes both increase.
Then, overall accuracy begins to decrease while accuracy on the worst classes continues to im-
prove. Thus, we can control this trade-off via k. Left: ), the continuous analog of &, allows for
greater control.

solidation reduces to simple averaging over all vectors per class. To shed insight on how our
consolidation differs from averaging, we sweep k, while keeping our attribute inference fixed.
Additionally, we explore linearly interpolating class scores using our consolidation (top-k) and
full averaging via a second hyperparameter \, so that A = 0 results in our method and A\ = 1 is
averaging. We jointly sweep A from 0 to 1 and k£ from 1 to 128 to pinpoint the way in which our
consolidation improves upon averaging.

Figure 11.7 shows overall accuracy vs. accuracy on the worst 5% of classes® for both &
and A. The trend is identical for the two parameters: first, both accuracy metrics increase as we
move away from full averaging, with much larger gains occurring for the worst classes. Then,
accuracy begins to drop, while accuracy on the worst classes continues to improve. To understand
this trade-off, consider an instance that has high similarity to one subpopulation embedding for
a class, and low similarity to all others. In the £ = 1 case, this instance is given a high score for

the class. This can benefit atypical instances of the class, as they may be visually dissimilar from

3We observe the same trade-off when inspecting the worst 10% and 20% of classes.
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most other instances (recall the Arctic fox). However, this can introduce errors, as the correct
prediction for an instance mostly close to embeddings from its true class can be flipped with the
presence of just one highly similar (perhaps unreliable) subpopulation embedding from a differ-
ent class. Thus, lower choices of £ may benefit more atypical instances, leading to improved
accuracy on worst classes (which are most diverse; see 11.3.1), potentially at the cost of overall
accuracy. With this insight, practitioners can choose how to tune our method based on their end
goals. Also, since A is continuous, it offers closer control of this tradeoff: indeed, accuracy on the
worst classes can be improved by a larger margin when varying A, and varying k£ and A together

can lead to best numbers for both metrics.*

11.7 Limitations

On utilizing auxiliary models. Our method adds an LLM into the zero-shot classification
pipeline, which can increase computational cost and introduce a source of error. We note that
the added compute for inferring attributes is only done once per task, so the asymptotic cost
per inference only differs marginally (due to computing similarities to more vectors per class,
which is a very fast operation) compared to the standard approach. To inspect the reliability
of LLM outputs, we manually verify 300 randomly selected LLM outputs. We find only 2.7%
of responses are uninformative®, and none of the 300 to be inaccurate. Moreover, our flexible
consolidation scheme offers a kind of robustness to irrelevant LLM outputs: Recall, only the
similarity to a small number of subpopulations per class contribute to each logit. Thus, irrelevant

(i.e. not appearing in the data) subpopulations are effectively ignored and do not affect the logit.

“4To be true to the zero-shot setting, no tuning was done to obtain the results in 11.5.1. We tried two reasonably
small values for &k (8 and 16), observed similar results, and went with & = 16, which was marginally better.
3 All these were found in responses to the ‘descriptors’ query, with responses like ‘medium size’ for class dog.

217



However, we still know that LL.Ms are capable of providing inaccurate outputs, and even detected
one such instance (the gibbon example from section 11.5.2.2). We find the automatic detection
of unreliable LLM outputs to be an interesting avenue for future work, both to improve accuracy
and gain insight of potential complexities in the given task.

VLMs are not always reliable. Our work assumes that VLMs are capable of recognizing
subpopulations within a class when named. While this is often true, VLMs can still fail, especially
for composite concepts. We aim to keep our subpopulations simple, ascribing only one attribute
to each. Nonetheless, it is currently not possible to know apriori whether a VLM can recognize a
subpopulation in a zero-shot manner. We hope more work on uncertainty estimation can enrich
our method, by way of automatically flagging and removing subpopulations that the VLM will

not be able to reliably detect.

11.8 Conclusion

To represent classes with diverse instances, which can come in many forms, one vector
per class may not be enough. Moreover, VLMs have amazing abilities that are restricted when
we only use one vector per class. Thus, instead of ignoring intra-class diversity, we embrace fit,
by explicitly inferring and encoding as much of it as we can. We propose a simple nonlinear
consolidation scheme that flexibly attends to subpopulations present in an image while ignoring
those that are irrelevant. We find that our method consistently matches or improves over strong
baselines, and careful ablations indicate that our method’s gains come from improving perfor-
mance on the hardest classes and subpopulations. Thus, embracing diversity can help reduce

performance disparities, including on real-world fairness benchmarks, towards models that work
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well for all. Our approach allows powerful models to work together in a transparent way via in-
termediate interpretable outputs, facilitating inferences with explanations, as well as greater tools
to understand and debug potential failures. We hope our work spurs further curiosity around how
existing paradigms may limit the capabilities of our modern models, towards the development of

new Al systems that overcome the fairness and transparency limitations of today.

11.9 Appendix: A deeper understanding

11.9.1 When can we cram an entire class in one vector, and when can we not?

Arguably, diversity within classes is unavoidable, as two instances can vary in numerous
ways (discussed further in Section 11.4.1). How then, have classifiers enjoyed success under
the one-vector-per-class paradigm, despite its tension with intra-class diversity? First, we note
these performance disparities are often obfuscated in metrics like overall accuracy; indeed, the
supervised classifiers studied above each achieve impressive overall accuracies. Nonetheless, the
tension can be somewhat resolved if (1) one learns embeddings that reduce the diversity that is
present in input space, and/or (ii) the single vector learned per class contains features that are
unique to the class and present across class instances, despite intra-class variance that persists in

the embedding space. We expand on these below.

11.9.1.1 Ideal conditions for the one-vector-one-class paradigm

Most modern vision classifiers consist of a deep feature encoder, mapping images to a rich
embedding space, followed by a linear classification head, mapping embeddings to class logits.

The linear classification head consists of a single vector (and a scalar bias) per class. A linear
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classification head is accurate if, for any instance from the it class, the activation on the i class
vector must be higher than the activation for any other class vector. We express this mathemati-
cally below, with x denoting the embedding of an image from class ¢, and c;, c; denoting vectors

in the classification head.

Vx € C;,Vj # 14, werequire thatx - ¢; —x-¢; > 0 (11.1)
Note that x - ¢; —x = x - (¢; — ¢;) = ||x]|||c;i — ¢;]| cos(x, ¢i — ¢;) (11.2)
Thus, Vx € C;,Vj # i, we require that cos(x, ¢; — ¢;) > 0 (11.3)

The last step arises because norm is always non-negative. Now, let us focus on different
components of this required condition (by definition) for an accurate one-vector-per-class clas-
sification head. First, the single vector c; must contain contain a set of features that are unique
to that class. That is, these features remain when considering the residual c; — c; for any @ # j.
Secondly, the unique features that discriminate the class from all others must also be aligned with
every instance of the class. In other terms, these unique features must be invariant to any diver-
sity within the class. Also, note that the quantity we expand upon above is simply the margin for

classification. In the ideal case, this margin would be maximized.
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11.9.1.2 Class-supervised training is well suited for the one vector per class
paradigm, but VLM pretraining is not

In traditional class-label supervised training, the feature encoder is jointly optimized with
the classification head to minimize a classification loss. Let us consider how this effects the linear
classification head and the feature encoder individually. First, fixing the classification head, we
see the supervised objective encourages all embeddings from one class to be drawn close to their
respective single vector, and consequently, close to one another. In other words, invariance of
embeddings within a class is promoted. Next, with the feature encoder fixed, classification head
vectors align with embeddings within their class and de-align with embeddings from outside their
class. Thus, the classification head vectors are optimized to solely contain the features unique
to their class embeddings. Therefore, training with traditional class-label supervision directly
promotes the invariance and uniqueness properties required for the success of the one-vector-per-
class paradigm.

On the other hand, VLMs are optimized with markedly different objectives. Many VLMs
employ contrastive image-text matching, in which negative examples are far weaker and classes
are no longer defined; in some ways, the training is analogous to optimizing a classification
task with an infinite number of classes. Indeed, two instances that belong to the same class in
a downstream task may have embeddings pushed apart during VLM pretraining, directly going
against the aforementioned notion of class-wise invariance. Other common VLM objectives like
captioning or question answering promote the descriptiveness of the embedding. Thus, instead
of honing in on unique features, embeddings are likely to describe as much as possible. We note

that having maximally descriptive embeddings is typically a good thing, as it allows for re-use
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Figure 11.8: Arctic Fox bias is amplified in zero-shot classifier vs. to supervised linear probes.

of the same feature encoder for many downstream tasks, as is done in linear probing with self-
supervised encoders. The key caveat is that in those cases, the linear classification head is still
exposed to instances from all classes, and thus, each classification head vector can learn to align
only with the unique features for its class. In contrast, in the zero-shot setting, the classification
head vectors are obtained independently of one another via embedding the names of classes via
the text encoder, and thus, it is unreasonable to expect that these vectors satisfy the uniqueness

condition.

11.9.1.3 Arctic Fox Case Study: Bias can be amplified when using one vector
per class paradigm for zero-shot classification

Staying in the one-vector-per-class setting, we now compare class vectors obtained directly
in a zero-shot manner to those obtained with supervision. Specifically, we focus on the Arctic
Fox bias, shown in Figure 11.2. We train a linear classification head over fixed CLIP embeddings

used a skewed training set that under-represents Arctic foxes in the training set. We find
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that the bias of the zero-shot vector is on par with having only 3% of the training images in the
fox class be Arctic foxes in the supervised setting, suggesting that limitations of the one

vector per class paradigm may be exacerbated in the zero-shot setting.

11.9.2 One final Trade-off

In section 11.6.2, we showed two hyperparameters that could trade overall accuracy for
accuracy over the worst classes. We now present one more, along with a theoretical explanation.
Throughout the paper, we consider ‘averaging’ to mean computing similarities to multiple vec-
tors and then averaging those similarities; this is how DCLIP and WaffleCLIP average, and will
refer to this as Average Sims. However, averaging over prompts as done in originally in CLIP
consists of averaging vectors first and then computing similarity to one average vector; we call
this Average Vecs. The difference is subtle: in the latter case, an additional normalization occurs
when cosine similarity is taken.

We now show theoretically that when all embeddings are normalized (i.e. for CLIP), Av-
erage Vecs simply rescales the class score yielded by Average Sims by a factor that measures
how diffuse the vectors for the class are. Let x be an image embedding and {vy, va, ..., v} be
subpopulation vectors for a given class. We assume all vectors are normalized to the hypersphere,
as is the case for CLIP. That is, ||v;]| = 1 for all ¢ and ||z|| = 1. Let v := ¢ S°% | v; denote the

average vector. We compute the class score for Average Vecs below.

Average Vecs = cos (7,7) = R DO EUN DO ST
® ’ B4l otl ligdl ligdl

_ %Zfﬂ cos(z, v;) _ Average Sims
]| ]|
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Figure 11.9: Averaging subpopulation vectors before computing similarity to an image embed-
ding proves to be another way to trade overall accuracy for accuracy on the worst classes. That
is, when we first compute similarity to each subpopulation and then average, we obtain higher
overall accuracy but lower accuracy on the worst classes, compared to when we first average
subpopulation vectors and then compute the similarity to the average vector.

To get from line 1 to 2, we utilize the fact that cosine similarity is equivalent to the dot
product when both arguments are unit norm. Let us now consider what this result entails. The
denominator is the norm of the average vector. This quantity is always between O and 1. It
is lowest when the vectors are most diffuse. Thus, the class score obtained by Average Sims
is scaled up to obtain the score for Average Vecs by more when the vectors are diffuse. In
other words, averaging the vectors first implicitly upweights vectors corresponding to diverse
subpopulations.

Based on this simple theory, we would expect the most classes with high diversity to have
higher accuracy under Average Vecs compared to Average Sims, as their class scores are inflated
more than the less diverse classes. The effect on overall accuracy, however, is not perfectly clear.
To inspect this, we perform the same sweep over k and A as in section 11.6.2, except now we

additionally try replacing all similarity averaging with vector averaging. Figure 11.9 shows the
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results. We average away k for clarity. Indeed, averaging over vectors improves accuracy on the
worst classes. For high values of A = 1, we see averaging vectors also slightly improves overall
accuracy. However, in the vast majority of values for A\, overall accuracy is hurt by averaging
vectors instead of similarities. We hope this analysis provides insight as to the precise effect
of averaging similarities or vectors, which may be relevant to others who wish to explore going

beyond one vector per class.
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Chapter 12: Rethinking Artistic Copyright Infringements in the Era of Text-to-

Image Generative Models

Finally, we study a problem that has direct human impact and is fundamentally interdis-
ciplinary: copyright of individual artistic styles. This chapter details a paper accepted to ICLR
’25 co-authored by Sriram Balasubramanian, Samyadeep Basu, Priyatham Kattakinda, Atoosa
Chegini, Robert Brauneis and Soheil Feizi [325]. Notably, Robert Brauneis is a seasoned veteran
in the field of copyright law. Our challenge in this work was to devise a technical solution that
primarily non-technical audiences — lawyers, judges, juries, artists — could trust. Namely, trans-
parency is crucial here. Thus, we build off the lessons from prior chapters to develop a practical
tool to deliver immediate positive societal impact.

The advent of text-to-image generative models has led artists to worry that their individ-
ual styles may be copied, creating a pressing need to reconsider the lack of protection for artistic
styles under copyright law. This requires answering challenging questions, like what defines style
and what constitutes style infringment. In this work, we build on prior legal scholarship to de-
velop an automatic and interpretable framework to quantitatively assess style infringement. Our
methods hinge on a simple logical argument: if an artist’s works can consistently be recognized
as their own, then they have a unique style. Based on this argument, we introduce Art Savant,

a practical (i.e., efficient and easy to understand) tool to (i) determine the unique style of an artist
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by comparing it to a reference corpus of works from hundreds of artists, and (ii) recognize if
the identified style reappears in generated images. We then apply ArtSavant in an empirical
study to quantify the prevalence of artistic style copying across 3 popular text-to-image gener-
ative models, finding that under simple prompting, 20% of 372 prolific artists studied appear to
have their styles be at risk of copying by today’s generative models. Our findings show that prior
legal arguments can be operationalized in quantitative ways, towards more nuanced examination

of the issue of artistic style infringements.

12.1 Introduction

Currently, US copyright law offers no protection for artistic styles, likely due to challenges
in defining style infringement and a prior lack of necessity. However, with highly capable text-
to-image generative models transforming the art landscape, there have been increasingly more
calls to reconsider this lack of protection. Namely, many fear that models like Stable Diffusion,
Imagen, Mid-Journey, and DeepFloyd [243, 244, 326, 327] may make replication of an artist’s
unique style as simple as providing an adequate prompt, potentially inundating the market with
imitations that devalue the original artist’s work and threaten their livelihood. This matter has
gained widespread attention, as it is fundamentally interdisciplinary (engaging legal, artistic, and
technical communities), and has serious material and human consequences. In fact, multiple legal
cases regarding artistic copyright are ongoing [328, 329], and [330] has already called for new
provisions in copyright law to protect artistic style. Thus, with generative Al creating a pressing
need to answer previously unsettled questions, it is now critical for us to rethink artistic copyright.

We begin by surveying existing copyright law around art, finding that it has historically
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relied heavily on qualitative judgments, such as the ‘substantial similarity test’ [331]. The subjec-
tive nature of existing law has led to judgments that vary from case-to-case (e.g. on if characters
are protected [332, 333, 334] or not [335]), which will prove problematic when dealing with Al-
powered mimicry at unprecedented scale. An automatic quantitative approach could help make
judgments quicker and more consistent. However, any technical solution must also be easy to
understand and based in legal literature, as the audience whose decisions we intend to assist' is
largely non-technical (e.g. judges, juries, and artists). Thus, we set out to develop an intuitive,
automatic, and legally-grounded manner to quantitatively argue artistic style infringement.

Our work is structured around key questions we identify that, when answered, can form
the basis of an argument for artistic style infringement. Namely, given an artist, i. do they have
a unique style? If so, ii. to what degree does it appear in generated art? And lastly, iii. in what
precise way (with respect to specific artistic elements present in both the original and generated
art) is the style copied? Inspired by legal arguments presented by [336] and [337], we first frame
artistic style as characterized by a set of elements that co-occur frequently across an artist’s body
of work, where each element may not be protectable on its own, but together, they could represent
an unique stylistic signature.

To prove the uniqueness of an artistic style, we propose a simple logical argument, which
serves as our core ideological contribution. Namely, if an artist’s works are consistently recog-
nized as their own, that artist must have some unique style, with which their work can consistently
be classified back to them (instead of hundreds of other potential creators). Therefore, the task of
showing the existence and uniqueness of artistic styles can be studied from the lens of classifica-

tion — something deep networks are particularly adept at doing. To perform this classification, we

"'We absolutely do not wish to replace humans in this nuanced decision making, but instead to help them.
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ArtSavant Report for Canaletto

You have a unique and recognizable style!
We can identify your style (over the style of 372 other artists) in of your works. This
puts you in the top 83.6% percentile of artists in recognizability.

When prompting a gen Al model to copy you, the resultant images exhibit your style more

/_\ Your style is detected in works generated by Stable Diffusion.
than 372 other artists 70.34% of the time.

We find stylistic elements unique to you that reappear in generated images.
EVIDENCE |  We identify some tag signatures (set of stylistic elements that frequently co-occur only in your
work) that also appear in generated images. Here's an example; click to see more.

Matched Tag for Canaletto: oil painting, broad brushwork, geographical symbolism
0 other artists also have this signature

17 generated images with this signature 8 real images with this signature

Figure 12.1: Our primary contribution is an interpretable and quantitative framework, rooted in
legal scholarship, for arguing style infringement from the perspective of classification. Given
artworks by Canaletto, our tool, Art Savant, automatically identifies a unique style and recog-
nizes said style in generated art, summarizing its findings in an easy to understand yet quantitative
report.

curate a reference dataset of artworks from 372 artists, and implement two classification methods,
taking holistic and analytic approaches.

Current copyright law dictates that similarity between artworks must be evaluated in an-
alytic and holistic terms [331, 338] (see § 12.2). For example, we could analyze Vincent Van
Gogh’s style as comprised of expressive wavy lines, bright unblended coloring, post-impressionism,
choppy textured brushwork, etc, or we could make an intuitive, holistic judgement: e.g. in Fig-
ure 12.3, we can tell the look and feel of the generated images capture Van Gogh’s style, even
without articulating the shared stylistic elements. In order to make these notions more concrete
and quantitative, we develop two complementary methods corresponding to holistic and analytic

ways of evaluating style similarity.
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The first method — DeepMatch — is simply a neural network classifier, with which we
show that for 89.2% of artists, their held-out works can consistently (i.e. over half the time) be
mapped back to them (over 371 other artists). This represent a significant empirical finding, as it
quantitatively shows that unique artistic styles exist for an overwhelming majority of artists
we study — a necessary precondition for adding legal protections for artistic style. DeepMatch
can be thought of as capturing neural signatures for each artist. Namely, the classification head
vector consists of a combination of neural features that encode that artist’s style. As these are
not interpretable, we complement the holistic DeepMatch with TagMatch, a novel, inherently
interpretable, attributable, analytic approach.

TagMatch maps a collection of works to an artist by first assigning diverse stylistic tags in a
zero-shot manner to each work, and then efficiently searching over the space of tag compositions
to surface unique tag signatures. We show empirically that searching over tag compositions is
critical, as no tag on its own is unique to an artist — recall this idea was described by legal scholars
[336] and [337]; in our work, we make this quantitative. Further, importantly, TagMatch allows
for articulating the specific combination of elements that uniquely appear in artist’s works
and in (infringing) generated work. Such interpretable output can be particularly useful for the
legal settings where arguments around artistic copying ultimately are to be made.

We package these methods in Art Savant, a tool that for any artist can produce a report
like Figure 12.1 in minutes. Art Savant shows our logical framework to argue style infringe-
ment is practically feasible, automatically generating a quantitative assessment of style copy-
ing in a way that can be understood by the broad set of relevant stakeholders. Finally, we use
ArtSavant to provide a quantitative snapshot of the prevalence of style copying with today’s
generative models under simple prompting. After generating images in the style of artists from
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Two Complementary Empirical Study:
Atrtistic Style Recognition Methods 372 artists x 3 T2l models
No Match for Sally Gabori Match for Pierre Auguste Renoir

DeepMatch TagMatch

via via

Neural Ta
- z

Real Generated Real Generated

Highly Highly No Style Copying Potential Style Copying
accurate interpretable for 79.8% of Artists for 20.2% of Artists

Figure 12.2: We define artistic style as a set of elements (or signature) that appear frequently over
a body of work, and reduce the problem of style copy detection to classification of sets of images
to artists. (left) We offer proof-of-concept via two ways to recognize artistic styles over image
set, including a novel inherently interpretable and attributable tag-based method. (right) In an
empirical study of 372 prolific artists, we find generative models potentially copy artistic styles
for 20.2% of these artists.

our dataset with 3 popular text-to-image models and using Art Savant to assess copying, we
find 20% of the artists we study to be at risk, suggesting style copying may indeed by possible
with today’s generative Al.

In summary, we make the following contributions:

* We develop an automatic, interpretable, and legally-grounded manner to quantitatively

argue artistic style infringement, leveraging a simple classification argument.

* We introduce Art Savant, a practical tool to quantify and communicate style copying
for any artist, consisting of a reference dataset of artworks from 372 prolific artists, and
two complementary methods, including a novel, highly interpretable and attributable one.
Notably, our two methods directly relate to the principles of “analytic” and “holistic” style

similarity used in the substantial similarity test in existing copyright law.

* With ArtSavant, we perform a large-scale empirical study to measure style copying

across 3 popular text-to-image generative models, finding that generated images (using
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simple prompting) from 20% of the artists examined appear to be at risk of style copying.

12.2 Related Works

Overview of copyright legal literature: Currently, there is an ongoing debate within
legal scholarship? regarding whether artistic style can and should be protected under copyright
law. Some [339] conclude, from a traditional interpretation of copyright law, that style is wholly
outside the purview of copyright law as copyright is only concerned with protection against copy-
ing individual artworks. However, many courts have recognized protection for characters that are
developed over multiple works, from Sherlock Holmes [334] to James Bond [333] and the Batmo-
bile [332]. Other scholars [336, 337] have argued that artistic style, separate from any particular
artwork, constitutes a distinct intellectual contribution which has commercial and aesthetic value.
In particular, [336] suggests that style can be defined as “a holistic attribute of a work, or a group
of works, that comprises a constellation of expressive choices. These expressive choices might
be unprotectable individually, but in combination, they may constitute protectable expression.”
Additionally, Sobel emphasizes the challenge courts face when applying the substantial similar-
ity test to art — they “must simultaneously dissect images into their constituent elements — a task
judges claim they are unable to do— while also assessing works’ aesthetic appeal holistically
and intuitively”. If indeed style may come under copyright protection in the future, a substantial
similarity test for art style would be even more challenging to implement and apply than one for
individual artworks. In our work, we aim to develop a tool which can help courts determine the

extent of style similarity from the lens of the substantial similarity test applied to artistic style.

2We encourage readers to review Appendix 12.7.1 for a detailed but brief history of copyright law, so to under-
stand the broader context for our work and the legal challenges / ambiguities surrounding it.
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Critically, we do not seek to replace human decision makers with an automated analog, but in-
stead to leverage our tool to provide quantitative evidence to assist humans in making nuanced
qualitative judgments.

Current technical solutions: The rapid advance of image generative models has made the
possibility of mimicking artists’ personal styles a topic of discussion in the literature [340]. Some
works describe ways to either detect direct image copying in generated images, or to foil any
future copying attempts by imperceptibly altering the artists’ works to prevent effective training
by the generative models. These include techniques like adding imperceptible watermarks to
copyrighted artworks [341, 342, 343], and crafting “un-learnable” examples on which models
struggle to learn the style-relevant information [344, 345, 346]. Others have suggested methods to
mitigate this issue from the model owner’s perspective - to either de-duplicate the dataset before
training [347, 348, 349], or to remove concepts from the model after training (“unlearning”)
[350, 351, 352]. Methods like [347, 348, 349] are also more focused on analyzing direct image
copying from the training data, and thus may not be applicable to preventing style copying.

Shortcomings of current methods from a legal perspective: None of these works tackle
the problem of detecting potentially copied art styles in generated art, especially in a manner
which may be relevant to legal standards of copyright infringement. According to current US
legal standards [353], an artwork has to meet the “substantial similarity” test for it to be infring-
ing on copyright. This similarity has to be established on analytic and holistic terms [331, 338].
Analytic here refers to explaining an artwork by breaking it down into its constituents using a
concrete and objective technical vocabulary, while holistic refers to the overall “look and feel” of
the artwork. So to be relevant to the legal community (who ultimately decides on alleged cases

of style copying), we design our tool to reflect this dichotomy in its working, while also empha-
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sizing ease of use and interpretability, to make our tool practically useful for a concerned artist
hoping to protect themselves. These priorities manifest in our reformulation of detecting style
copying as classification in §12.4. But first, we discuss limitations in applying the typical copy

detection approach to artistic styles.

12.3 Motivation: Image-wise similarity may be limited for Style Copying

A prevailing approach to investigating copying involves representing images in a deep em-
bedding space via models like SSCD [354] or DINO [355], and computing image-to-image simi-
larities across generated and real images. Such an approach has been employed by [347, 348, 349]
to show that generative models can (though rarely do) create exact replicas of training images.
Inspired by these results and the consequent concerns from artists, we first explore if genera-
tive models can recreate famous artworks, e.g., by Vincent Van Gogh. Specifically, we generate
images by prompting “{artwork title} by Vincent Van Gogh” for 1500 Van Gogh works, and com-
pute the DINO similarity between pairs of a real and corresponding generated image. Figure 12.3
visualizes the distribution of similarities, as well as examples at each similarity level. We find
that the vast majority of similarities are lower than 0.75, which amounts to pairs that are far from
duplicates. However, even when the generated image differs significantly from the source real
image, certain stylistic elements associated with Van Gogh seem to appear consistently in the gen-
erated works. Thus, while instance-wise copying of artwork appears rare for even the ultra
famous Van Gogh, style copying may require going beyond image-to-image comparisons,
as artists may still have their personal styles, developed over a long career/many artworks and at

significant personal cost, infringed upon in ways that searching for exact replicas would miss. A
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Morning, Going to Work Weaver Stooks and a Peasant Stacking Sheaves
Similarity: 0.075 Similarity: 0.225 Similarity: 0.375
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Figure 12.3: Example generations from Stable Diffusion 2 when prompted to produce specific
paintings by Vincent Van Gogh, along with the histogram of similarities between the generated
image and corresponding real image. Even for a famous artist like Van Gogh, generative models
rarely produce near-exact duplicates. However, Van Gogh’s style appears consistently, even when
similarity is low.

recent work finetunes embeddings so that cosine similarity better proxies style similarity [356],

though even in this case, the utility of such a tool in court is limited by its lack of interpretability.

12.4 Reformulating Artistic Style Copying as Classification over Image Sets

Having established that style is comprised over a body of work (instead of a single image)
and that copy detection must be interpretable to hold weight in court, we now present an alternate
framework for arguing style infringement, with the following intuition: if an artist’s work can
consistently be distinguished from that of other artists, then there must exist something unique
that is present across that artist’s portfolio. Thus, we can use classification over image sets (i.e.

bodies of work) to demonstrate a unique style exists given an artist. Then, style infringement can
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be argued by showing the copied artist can again be predicted (over many others) given a set of
generated works. We now detail DeepMatch and TagMatch, two complementary methods (w.r.t.
accuracy and interpretability) that classify artistic styles over image sets, in holistic and analytic
manners respectively.

A necessary preliminary: WikiArt Dataset. To distinguish one artist’s style from that of
others, we need a corpus of artistic styles (i.e. portfolios from many artists) to compare against.
To this end, we curate a dataset D consisting of artworks from WikiArt * (like others [357, 358])
to serve as (i) a reference set of artistic styles, (ii) a validation set of real art to show (most) artists
have unique styles and our methods can recognize them on held-out sets of their works, and (iii)
a test-bed to explore if text-to-image models replicate the styles of the artists in our dataset in
their generated images. We include ~91k artworks from 372 artists .A spanning diverse eras and
art movements, including any artist with at least 100 works on WikiArt. Each work is labeled
with its genre (e.g., landscape) and style (e.g., Impressionism), though we primarily use the artist
and title labels. We provide an easy-to-execute script to enable others to scrape newer versions
of this dataset if desired. We now detail DeepMatch and TagMatch, which each compare a test

set of images to our reference corpus.

12.4.1 DeepMatch: Black-Box Detector

DeepMatch consists of a light-weight artist classifier* (on images) and a majority voting
aggregation scheme to obatin one prediction for a set of images. Majority voting requires that

at least half the images in a test set D are predicted to an artist a for DeepMatch to predict a,

3https://www.wikiart.org/; note that we only include Public domain or fair use images.
4Others have trained art classifiers [358, 359, 360], but they do not operationalize them for style infringement.
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allowing for abstention in case no specific style is recognized with sufficient confidence. For our

classifier, we train a two layer MLP on top of embeddings from a frozen CLIP ViT-B\ 16 vision
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Figure 12.4: DeepMatch on held-out real art:
89.3% of artists can be recognized. The remain-
ing 10.7% of artists have very similar styles to
other artists: e.g., Palma Il Giovane’s work dif-
fers marginally from other Italian renaissance
painters.

encoder [13], using a train split containing
80% of our dataset. We employ weighted sam-
pling to account for class imbalance. Since we
utilize frozen embeddings, training takes only
a few minutes on one RTX2080 GPU. Thus, a
new artist could easily retrain a detector to in-
clude their works (and thus encode their artis-
tic style).

Validation of the Detector. We apply
DeepMatch on the held-out test split of our
dataset and observe that the image-wise classi-
fier attains 72.8% accuracy per image over 372

artists. When aggregating image-wise predic-

tions via majority vote, 89.3% of artists are matched, validating our method, and offering strong

evidence towards the existence of unique artistic styles. Specifically, neural classifiers cap-

ture unique and frequently co-occurring characteristics of the artists in their embedding space,

which can be thought of as ‘holistic’ neural signatures. Figure 12.4 shows the distributions of

image-wise accuracies per artist, shading correctly matched artists (green). We also present an

image from one of the few artists who’s style is not matched by DeepMatch, along with an image

from a similar artist. Notice that the style of two artists can be extremely similar (see Appendix

12.7.2.1), making the existence of unique artistic styles for the vast majority of artists considered
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(by way of neural signatures) a non-trivial observation. This empirical finding also has legal
significance, as it is necessary for an artist to demonstrate that they have a unique style

before they could allege that their style is being infringed upon.

12.4.2 Interpretable Artistic Signatures

Now we provide an analytic complement to DeepMatch’s holistic approach. Namely, we
seek to articulate the elements that comprise an artist’s unique style. We do so by tagging im-
ages with descriptors (called atomic tags) drawn from a vocabulary of stylistic elements. Then,
we compose tags efficiently to go from atomic tags that are common across artists to longer tag
compositions that are unique to each artist (i.e. tag signatures). We detail these steps now, before

explaining how tag signatures can be used to classify an image set to an artist in the following

section.
"'Guitar, Sheet music and Wine glass’’ by Pablo Picasso ‘Leda Atomica’’ by Salvador Dali
¥ Tags: D Tags:
abstract expressionism style M magic realism style
collage heaven

repetitive composition
musical instruments

o~ simple colors
Contemporary influences
abstract subject matter

Contemporary influences
surrealistic
sharp angles

Figure 12.5: Example atomic tags assigned via our proposed CLIP-based zero-shot method. We
perform selective multilabel classification along various aspects of art (e.g. medium, colors,
shapes, etc), so that atomic tags span diverse categories. Details in section 12.4.2.

Zero-shot Art Tagging. We utilize the zero-shot open-vocabulary recognition abilities
of CLIP to tag images with descriptors of stylistic elements. First, we construct a concept vo-
cabulary V with help from LLMs. Namely, we prompt Vicuna-13b and ChatGPT to generate

a dictionary of concepts along various aspects of art. We manually consolidate and amend the
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concept dictionary, resulting in a vocabulary of 260 concepts over 16 aspects.

To assign concepts to images, we a design a novel zero-shot scheme that consists of
selective multilabel classification per-aspect. Namely, for an image, we compute CLIP sim-
ilarities to all concepts, and normalize similarities within each aspect. Then, we only assign a
concept its normalized similarity (i.e. z-score) exceeds a threshold of 1.75. This means that a
concept is only assigned for an aspect if the image is substantially more similar to this concept
than other concepts describing the same aspect. Classifying per-aspect allows for a diversity of
descriptors to emerge, while global thresholding results in a biased tag description, as concepts
for certain aspects (e.g. subject matter) consistently have higher CLIP similarity than those for
more nuanced aspects (e.g. brushwork). We call the assigned concepts atomic tags; figure 12.5
shows atomic tags assigned for a few examples.

Validation of Quality of Tags Using Human-Study. We validate the effectiveness of our
tagging via a human-study involving MTurk workers. In particular, given an image of an artwork
and an assigned atomic tag vpreqic+ from the vocabulary ¥V — MTurk workers are asked “Does
the term Vp,cgice match (i.e. the concept Vp,cqict present) the artwork below? ”. The workers are
then asked to select between {Yes, No, Unsure}. We collect responses for 1000 images with 3
annotators each. We find that in only 17% cases, a majority of workers disagree with the pro-
vided tag, suggesting our tagging results in a low false positive rate. We also observe all three
annotators agree in only 51% of cases, reflecting that describing artistic style can be subjective.
While our tagging is not perfect, it is a deterministic and automatic method of articulating artistic
style elements, and it will improve as underlying VLMs improve too.

Tag Composition for Artists. Using the atomic tags in the artwork specific vocabulary ),

we now present an iterative algorithm to obtain a set of tag signatures S, for each artist a € A,
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which consist of multiple atomic tags that frequently co-occur in an artist’s works. In particu-
lar, our algorithm efficiently searches the space of tag compositions to go from atomic tags to
composition of tags which become more unique as the length of the tag composition grows. For
e.g., while 40% of the artists may use simple colors, only 15% may use both simple colors and
impressionism style in the same works.

To efficiently search the space of tag com-

Mean # of Artists with Tag

positions per artist a € A, we first assign a set of For Tags of Given Length
& 10?
. . . '_
tags to each of their images x € D, via the zero- £
2
shot selective multi-label classification method £ 10!
s
IS

described above. For each image z, let tag(z)
10°

denote the set of predicted atomic tags. To get 1 2 3 4 5 6 7 8 9 10
Length of Tag

atomic tags for an artist, we aggregate all atomic Figure 12.6: Composing atomic tags results

in more unique tags, towards artistic tag sig-

tags over images, and keep only the tags occur- , . ..¢

ring in at least 3 works. We denote this aggregate

set of atomic tags as the “Common Atomic Tags Per Artist” and denote it as C,. Then, we iterate
through all the images = € D, for a given artist «, to find the intersection I (x) = tag(z) NC,. We
then compute a powerset P(/(x)) of the tags occurring in the intersection /(x) and increment
the count of each occurrence of the tag composition from the powerset in S,. Note that the size
of I(x) is much smaller than that of C,, and thus, iterating through P(I(x)) for each image =
is much, much faster than iterating through P(C,). Finally, we again filter the tag compositions
in S,, only including those that occur in at least 3 works. We provide the details of this tag
composition algorithm in 2.

Can Unique Artistic Signatures be Articulated? Applying tag composition on the WikiArt
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Algorithm 2 Iterative Algorithm to Obtain Tag Composition Per Artist a € A

Require: D, (Images for artist a), C, (Common tags for artist a)

1S, ={} > Stores the tag compositions with their associated counts
2: forx € D, do

3 I(z) = tag(xz) NC, > Compute the intersection with common atomic tags
4: P(I(x)) = ComputePowerSet(I(z)) > Compute power-set of the tags
5 UpdateCount(S,, P(I(z))) > Update the count of each tag composition
6: end for

7: Filter(S,) > Keep tag compositions which occur above a count threshold of 3

dataset, we observe that when the length of a tag (i.e. number of atomic tags that all frequently
co-occur) grows, the number of artists that the tag (composition) is common for decreases (fig.
12.6). Eventually, our tag composition algorithm identifies unique tag signatures such that only
one artist frequently produces art containing all atomic tags in the composition. This echoes
the previous finding that unique styles exist, with these styles now articulated, towards an inter-

pretable argument of style copying.

12.4.3 TagMatch: Interpretable and Attributable Style Detection

In 12.4.1, we outlined a holistic approach to accurately detect artistic styles. While Deep-
Match obtains high accuracy (recognizing styles for 89.3% of artists), the neural signatures it
relies upon lack interpretability. For a copyright detection tool to be useful in practice (e.g.,
to be used as assistive technologies), providing explanations of the classification decisions can
tremendously benefit the end-user. To this end, we leverage our efficient tag composition algo-
rithm as defined in 12.4.2 to develop TagMatch - an interpretable classification and attribution
method which can effectively classify a set of artworks to an artist, as well provide reasoning be-
hind the classification and example images from both sets that present the matched tag signature.

TagMatch follows the intuition of matching a test portfolio to a reference artist who’s portfolio
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shares the most unique tag signatures. Given a set of N test images 7 = {z;},, we first obtain
a number of tag compositions for them using our iterative algorithm in 12.4.2. These tag com-
positions are then compared with the tag compositions of the artists in the reference corpus in
order of uniqueness (i.e. we first consider tag signatures present in the test portfolio that occur
for the fewest number of reference artists). We can then rank reference artists by how unique the
shared tags are with the test portfolio. Notably, TagMatch is fast, taking only about a minute,
after caching embeddings of all images.

Validation of TagMatch. We again utilize the test split of our WikiArt Dataset to validate
the proposed style detection method. TagMatch predicts the correct artist with top-1 accuracy
of 61.6%, with top-5 and top-10 accuracies rising to 82.5% and 88.4% respectively. While less
accurate than DeepMatch, the tag signatures provided by TagMatch allow for analytic arguments
to be made regarding style copying, as the exact tag signatures used in matching can be inspected.
Moreover, the subset of images in both the test portfolio and matched reference portfolio can be
easily retrieved, offering direct attribution of the method; examples can be seen in the next sec-
tion, where we match generated images to our reference artists. Overall, we hope TagMatch and
DeepMatch can serve as automatic and objective tools to navigate the subtle problem of identi-
fying artistic styles, towards detecting style copying and helping artists argue their case (i.e. in a

court of law) in such instances.

12.5 ArtSavant: A Practical Tool for Concerned Artists

We package DeepMatch and TagMatch into Art Savant, a practical tool designed with

a concerned artist in mind. Given a set of works by the concerned artist, Art Savant would
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Figure 12.7: Art Savant flow. We design our tool with a concerned artist in mind, who wishes
to quickly investigate the degree to which they may be at risk of style copying by generative
models.

create an easy-to-understand report characterizing the degree to which generative models copy
the styles of the artist. As shown in Figure 12.7, the artist can present a set of generated images,
or we can generate them by prompting text-to-image models with prompts of the form “{title
of work} by {name of artist}”. The provided works are then combined with our existing art
repository and split into train/test sets. Using the train split, we (a) train a classifier over the
372 + 1 artists, and (b) tag all images, compose tags within artists, and store extracted tag com-
positions per artist, resulting in neural and tag signatures. With these, we can apply DeepMatch
and TagMatch respectively. Applying DeepMatch to the held-out art provides a measure of rec-
ognizability, establishing that the artist has an identifiable style to begin with. Then, running
DeepMatch on generated images provides a quantitative manner to understand if (and to what
degree) the artist’s style appears consistently in generated works. Finally, running TagMatch on
the generated images helps articulate the particular style signatures that are copied, enabling an

analytic way to argue infringement, while also surfacing stylistically similar examples.
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Figure 12.1 shows an example report outputted by Art Savant when presented with art

from an artist named Canaletto, who we observed was at risk of style infringement. We design

the report to be easy to understand, quantitative, and legally-grounded. Moreover, the report can

be generated very quickly: as all steps operate on embeddings from a frozen CLIP encoder, the

process takes about 1-2 minutes.

12.5.1

Artists

While enough anecdotal instances of
style mimicry have been observed to raise
concern [340, 344], the prevalence and na-
ture of such instances remains nebulous. To
shed quantitative insight on style copying, we
now leverage ArtSavanton the 372 artists
from our WikiArt dataset, generating images
with three popular text-to-image models: (1)

Stable-Diffusion-v1.4; (ii) Stable-Diffusion-

v2.0; and (iii) OpenJourney from PromptHero.

Analysis with Art Savant: Quantifying Style Copying of 372 Prolific

23.9%
i {{&M{;{p{é\n{%ﬁ% ..Q;#;r cleee oigp

CompVis
Stable
Diffusion
vl.4

| 19.9%
PromptHero i
Openjourney :

Stability Al
Stable
Diffusion
v2

0.0
Accuracy on Generated Images Per Artist

0.2 0.4 0.6 0.8 1.0

Figure 12.8: DeepMatch on generated art. In
red: the fraction of artists with their styles rec-
ognized in at least half of their respective gener-
ated images.

Following figure 12.7, we employ a simple prompting strategy of augmenting painting titles with

the name of the artist.

We first apply DeepMatch to see what fraction of artists’ styles can be recognized consis-

tently over generated images. Namely, each generated image is classified to one of 372 artists,
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and per artist, predictions are aggregated via majority voting. Figure 12.8 shows the ‘accuracy’
on generated images per artist, where accuracy is now interpreted as the rate which images gener-
ated to copy an artist are classified as that artist. In red, the fraction of artists who see accuracies
of at least 50% (i.e. so that the generated image set is classified to the original artist) are denoted
per model, which we call the match rate. We observe an average match rate of 20.2%, indicating
that for the vast majority of artists in our study, simple prompting of generative models does not
reproduce their styles in a way recognizable to DeepMatch, which has an 89% match rate on real
art. For all three models, over half the artists see accuracies below 20%, with 26% of artists see-
ing an average accuracy below 5% for generated images. On the other hand, a handful of artists’
styles are matched with high confidence: 16 artists see average accuracies over 75%. These in-
clude ultra famous artists like Van Gogh, Claude Monet, Renoir, which we’d expect generative
models to do well in emulating. However, a few relatively lesser known artists are also present,
like Jacek Yerka, who are still alive, and thus could be negatively affected by generative models
reproducing their styles.

We additionally design a small scale human evaluation to validate the outputs of our au-
tomated approach (see Appendix 12.7.3). We observe that generated art can fail to meet the
threshold of style copying in two ways: either the generated art does not match the artist’s style,
or the style of the generated art is no more similar to the artist than to that of a highly similar
artist. This underscores that style similarity alone does not constitute infringement, which instead
requires replication of unique style signatures.

With TagMatch, in addition to predicting an artistic style, we can also articulate the spe-
cific tag signature shared between the test set of images and the reference set of images for the

predicted style. Thus, we can inspect the shared signature, as well as instances from both sets
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Matched Tag for Gustave Loiseau: landscape, simple colors, impressionistic
0 other artists also have this signature

22 generated images with this signature 6 real images with this signature

Matched Tag for Salomon Van Ruysdael: boats, Dutch influences, smooth texture/application
0 other artists also have this signature

21 generated images with this signature 15 real images with this signature

Matched Tag for Antoine Blanchard: simple colors, streets, Contemporary influences, social symbolism
0 other artists also have this signature

5 real images with this signature

8 generated images with this signature

Matched Tag for Arthur Rackham: illustration, children, fantastical subject matter
0 other artists also have this signature

12 generated images with this signature

Matched Tag for Nicholas Roerich: geometric shapes, simple colors, geographical symbolism
0 other artists also have this signature

A | Ruwdill

47 generated images with this éigne;ture 22 real images with this signature

Figure 12.9: Examples of applying TagMatch to generated images. TagMatch is inherently inter-
pretable with respect to tags, as each inference comes with the exact set of tags that are (1) shared
between the sets of test art and art from the predicted artist, and (ii) used to predict the artist.
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where the signature is present, providing direct evidence of the potential style infringement a
broader audience to independently verify. Inspecting some examples in figure 12.9, we observe
that while pixel level differences are common across retrieved image subsets, stylistic elements
are consistent in both sets with the labeled tags, echoing our motivating claim that style copy-
ing goes beyond image or pixel-wise similarity. Lastly, TagMatch also allows for understanding

image distributions from the perspective of interpretable tags.

12.6 Conclusion

In our paper, we rethink the problem of copyright infringement in the context of artistic
styles, which currently have no legal protection. So that our analysis is valuable to the relevant
stakeholders, we base our method in legal precedent and take steps to ensure the interpretability
of our approach. Then, we study the scientific basis for three questions: i. Do unique artis-
tic styles exist? ii. Can unique styles be articulated interpretably in a quantitatively-grounded
manner? iii. Do these unique styles re-appear in generated art? We answer these questions em-
pirically, using a simple logical argument at the heart of our methods: if an artist’s works are
consistently recognized as their own, the artist has a unique style. Having reformulating the task
to a classification problem over image sets, we develop Art Savant — a novel tool to extract
and detect artistic style signatures in a manner that is quantitative, intepretable, and rooted in
legal principles. Crucially, we develop ArtSavant not to replace human decision makers, but
instead to aide them in navigating the nuance associated with style copying. We find evidence of
the existence of artistic styles, and in an empirical study, quantify the degree to which styles are

potentially infringed, validating our framework. We hope our contributions help bridge the gap
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between legal and technical communities, towards quantitatively examining the nuanced issue of

artistic style infringements.

12.7 Appendix

12.7.1 A Brief History of Copyright Law: Situating our work

Throughout its history, copyright law has been centrally concerned with and affected by the
replacement of slow, expensive, inexact human copying with comparatively fast, cheap, and exact
machine copying. The very origin of copyright law is tied to the replacement of hand copying of
manuscripts by scribes to machine duplication with printing presses. As the use of presses grew,
publishers and authors became aware that printing enabled wider distribution of books. At the
same time, however, they became aware that inexpensive unauthorized copying of those books
would threaten the compensation available to an author for their initial investment in writing a
book [361, 362]. The first copyright laws — the Statute of Anne in England in 1710 [363], and
the Copyright Act of 1790 [364] in the United States — grew directly out of those concerns.

As machine copying has spread to other types of creative works, copyright law has adapted
by including those works as copyrightable subject matter. In the mid-nineteenth century, chro-
molithography enabled dramatically better and less expensive copying of paintings. Congress
responded in 1870 by extending copyright protection to paintings [365, 366]. In the twentieth
century, the development of audio and visual recording technologies presented new opportuni-
ties but also new threats to performers — musicians, actors, dancers, and other performing artists.
Because recorded performances could in many cases be an adequate substitute for live perfor-

mances, new markets opened, but both new and old markets would be threatened if recordings
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could be made and distributed without authorization. Congress responded by extending federal
copyright protection to motion pictures in 1912 [367], and to sound recordings in 1971 [368]. In
the case of sound recordings, Congress also distinguished between human and machine copying.
Federal copyright law permits human copying of the sounds in a sound recording, through human
imitation of those sounds that are independently recorded, while it prohibits direct electronic or
mechanical machine copying of a sound recording [369]. That is another layer of recognition of
the particular threat to authors posed by inexpensive, exact machine copying.

Generative Al is the newest technology for making creative works. Current generative Al
tools are not designed to enable copying of specified preexisting works. However, for the first
time, they may replace expensive human imitation of individual artistic styles with inexpensive
machine mimicking of those styles. There have always been talented human artists who, with
enough time for study and painstaking manual imitation, can produce believable forgeries — works
that are not copies of any previously known works of well-known artists, but that convincingly
apply the style of those artists to a different subject matter. In the twentieth century, artists
such as Han van Meegeren [370], Wolfgang and Helene Beltracchi [371], and Shaun Greenhalgh
[372] became infamous for their ability to create convincing forgeries of works of other artists.
However, those forgers took weeks or months to create their forgeries, and they were motivated to
make that considerable investment of time only because they believed they could sell the results
for tens or hundreds of thousands of dollars.

By contrast, generative Al tools can create images, and texts and music in minutes or
hours, at total machine and labor costs of only tens or hundreds of dollars, rather than tens or
hundreds of thousands of dollars. Generative Al training algorithms are capable of modeling

extraordinarily complicated patterns in a set of training works, and thus there is some reason to
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think that they could model the style of an author as manifested in a set of that author’s works.
There is also anecdotal evidence that generative Al tools can in fact produce new works that
audiences mistakenly believe were created by particular human artists, authors, or performers
[373, 374]. Those capabilities raise the issue of whether copyright law should step in and protect
copying of individual artistic styles, as it has stepped in many times in the past to protect copying
of different types of individual works. That could be accomplished through legislation, but also
possibly judicially. Because copyright infringement standards have never been codified, courts
have created and modified those standards themselves. In the case of protection of fictional
characters, courts have already gone beyond the individual work of authorship, and protected
structures or entities that are only fully developed in multiple works [334, 375, 376].

Our purpose in this paper is not to take a position on the issue of whether copyright law
should be extended to protect individual artistic styles, or on whether such an extension could be
accomplished through legislation or through judicial decision. Neither is our purpose to automate
the analysis of copyright infringement. Rather, we are interested in investigating whether there is
any scientific support for the idea that there are identifiable individual artistic styles, and that those
styles could be correlated with a group of human-understandable stylistic terms. Anecdotes about
a generative Al tool producing an image or text that some people come to believe was created
by a particular human artist or author are not proof that all or even some artists or authors have
stable individual styles that can be modelled and applied in a wide variety of images, text, or
music. However, when we try to train a model that can correctly identify authors of previously
unseen works, we may get closer to understanding whether and when individual artistic styles
exist. If we can link that classification to a selection of terms describing characteristics of those

works, then we can explain to human beings what the components of such individual artistic
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styles might be. If some kind of protection of individual style ever became part of copyright law,
judges or juries would still have to decide whether a particular output of a generative Al tool too
closely mimicked the individual style of an artist. The degree to which an Al model could or
could not correctly identify the author of a work, and the stylistic terms that that model could or
could not correlate with that classification, would simply provide additional information to those

human decision-makers.

12.7.2 A nuance in artistic style infringements: Existing Artists can have very
similar styles

A crucial step in arguing that an artist’s style has been infringed is to first demonstrate the
existence of the given artist’s unique style. We note that doing so objectively is non-trivial, as a
style may not have a clear definition, and thus, it can be challenging to systematically compare to
all other artistic styles, so to show uniqueness. In our work, we utilized classification, claiming
that if an artist’s works can consistently be mapped (i.e. at least half the time) to that artist (over a
large set of other artists), than that artist must have some underlying unique style (parameterized
by a neural signature).

In doing so, we found that 89.3% of artists could be recognized based of a set of (at least 20
of) their works (held-out in training the classifier). What about the remaining 10.7% of artists?
We now take a closer look at these artists, and also introduce a second, stricter style copying
criterion. Namely, we consider the notion that it may be unfair to claim a generative model is
copying the style of an artist, if another existing artist seems to also be copying that artist. That

is, we propose a way to verify that the generative model not only shows a substantial similarity
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Figure 12.10: Examples of artists who’s styles were not recognized by DeepMatch (i.e. less
than half of their held-out works were predicted to the artist). Each panel shows an example
work from (left) the unrecognized artist and (right) the artist that is incorrectly predicted most
frequently over works from the unrecognized artist. We see that artists can use very similar, at
times arguably indistinguishable, styles.

to the copied artist, but also an unprecedented similarity.

12.7.2.1 Artists who’s styles were not recognized

First, we inspect more examples from artists who were not recognized using our majority
voting threshold in DeepMatch. That is, less than half of their held-out works were predicted
to them. Figure 12.10 shows a number of examples, from which we can make some qualitative
observations. First, the styles of artists who operate in the same broader genre (e.g. portraiture,
landscapes, narrative scenes in renaissance styles, etc) can be extremely similar. We even see

an instance where an artist’s son’s style is indistinguishable from his father’s (Jamie and Andrew
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Wyeth). Lastly, we note that in most cases, the artists only marginally fall short of our recognition
threshold (i.e. accuracy for their held-out works is only a bit below 50%). We utilize majority
voting because (i) it is intuitive, (i) it requires consistent appearance of the neural signature across
works, and (iii) it allows for abstention when no particular style is strongly present. However, the
exact threshold of 50% can be altered as desired. In summary, as in Figure 12.4, we see artistic
styles can be very similar, making the existence of unique artistic styles for the vast majority of
artists a non-trivial observation.

If an artist’s style cannot be recognized over their own held-out works, arguing that a gen-
erative model copies that style is strenuous, as the style itself is ill-defined. Notably, in these
cases, the classifier had an option to predict the correct artist. However, in applying DeepMatch
to generated images, there is no direct option for the classifier to abstain from predicting anyone,
under that generated art comes from a “new artist”, which takes inspiration from existing artists.
Note that abstention is still possible (due to the majority voting in DeepMatch), and occurs when
a match confidence falls below 50%. To make comparisons fairer to generative models, we now

discuss a stricter criterion of unprecedented similarity.

12.7.2.2 Unprecedented Similarity: Do generative models copy styles more
than existing artists already do?

A nuance that requires consideration when studying artistic style copying is that it is pos-
sible for two artists to have very similar styles. Thus, it may be unfair to allege that a generative
model is copying an artist a if there exists another artist b who’s style is just as or in fact even more

similar to artist a. Towards this end, we introduce unprecedented similarity, which requires that
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Style similarity is higher for an existing artist than for generated images
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Figure 12.11: We verify the stricter criterion of unprecedented similarity by holding out the real
artist with highest similarity to a given artist, and checking if the held-out real artist’s works
are flagged as potential style copying by DeepMatch. (left) We observe only three artists where
the most similar held-out artist has their work flagged as a style match, and in all cases, when
generated images are flagged, the match confidence of the generated images exceeds that of
the held-out real artist’s works (i.e., the generated images flagged by our method reflect un-
precedented similarity to the given artist’s style). (right) Inspecting the flagged held-out artists
further show that style copying is very nuanced, as artists take inspiration from one another, and
as such, they may already have very similar styles. While we always observe unprecedented sim-
ilarity, a potential solution to style copying may be for generative models to ensure that they do
not copy any more than what already exists; that is, they may exhibit some copying, but no more
than for which precedent already exists.

the similarity between works of a generative model A’ and works of the artist inteded to be copied
A is higher than the similarity of any existing artist with A. That is, sim(A, A’) > sim(A, B)
for works B from all other existing artists b.

Note that this is a stricter criterion than our previous threshold. In DeepMatch, we required
that at least half of the works in a given set of test images were predicted to a single artist in order

for us to flag the test images as a potential style infringmenet. In other words, that threshold
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required that sim(A, A’) > 0.5, which in turn implies that sim(A, A") > sim(A’, B) for all B
(with room to spare; here we use match confidence to denote similarity).

Now, however, instead of just comparing A’ to all B, we must also compare all B to A.
Instead of comparing all other artists, we inspect the most similar artist b* to a, identified by
taking the artist b with the highest rate of false positive predictions to artist a. Then, we hold out
b, and train a new classifier on the remaining 371 artists. Finally, we check for style matches of
for the set of generated images A’ and the works B* from the most similar artist b*.

Figure 12.11 summarizes our result for OpenJourney (all three models studied show con-
sistent results). We find that only in three cases do we see a held-out artist’s work flagged as
potential style copying. Notably, in all instances where generated work is flagged as potential
style copying, the corresponding held-out artist’s work is either not flagged or is flagged with
lower confidence, indicating that the instances of style copying of generative models that we
observe always also satisfy the criterion of unprecedented similarity.

Taking a closer look at instances where held-out art is flagged for style copying (or perhaps
style emulation?), we again see just how similar the works of different artists can be. Namely, we
see that some artists works seem to fall into a broader genre of art that many artists utilize (e.g.
ukiyo-e or impressionism). In summary, while generative models can very closely resemble the
style of a given artist, contextualizing copying by generative models with respect to copying (or
perhaps, ‘style emulation’) already done by existing artists is crucial in order to afford the same

artistic liberties to generative models as have been provided to other artists in the past.
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12.7.3 Human Validation of Style Copying

We design and conduct a human study to assess style copying, toward verifying the outputs
of our system. Given a ‘plaintiff’ artist A, we present a set of artworks generated by Stable
Diffusion v1.4 in the style of the plaintiff A, along with two sets of real artworks: one from the
plaintiff A, and another from a very similar artist B (selected as the artist — aside from A — that
DeepMatch predicts to have created the highest number of the artworks generated to be in the
style of A).

A human then denotes if the set of generated art more closely resembles the style of set
from artist A or artist B, with the choice to abstain if neither set is more similar to the generated
art than the other. Abstention may occur if the generated art is different from both sets or similar
to both sets. Each set contains 16 works. The 16 generated artworks are selected at random from
the collection of images generated in artist A’s style. The 16 images each from artist A and B are
drawn to be those that are most similar (via mean CLIP similarity) to the 16 selected generated
images. The two sets of real art are presented in random order so that the human does not know
which belongs to the plaintiff artist.

We run this experiment for 40 artists: 20 which are flagged by our method as being at risk of
style copying, and 20 which are not — we call the first group SAFE and the second group COPIED.
We find that the percent of artists where the generated art is marked as more similar to the
plaintiff is 90% for the COPIED group and just 5% for the SAFE group. Notably, the human
abstained in 19 of the 20 artists in the SAFE group: for 15 artists, the generated art was dissimilar
to both sets of real art, while for 4 artists, the generated art was equally similar to both sets. The

latter type of abstentions underscores an important point: generated art can be similar to a plaintiff
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artist without necessarily meeting a bar for infringement, since infringement would require that
a unique style is copied. This point relates to the discussion of CSD: while an improved style
similarity metric can help surface relevant art, on its own, it does not immediately lead to an
understanding of if an artist’s style is unique, and what elements comprise that style. These
questions are critical when it comes to copyright protection for artistic styles, and we center
answering them in our work.

In summary, our human study corroborates the outputs of our method. Artists that are
flagged to be at risk of style copying have generated artwork that is more similar to their work
than even art from the most similar other artist. However, artists who are not flagged by our
method have generated artwork that is either dissimilar to their style, or no more similar to their

style than to that of another artist.
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) Generated Art Art from Plaintiff Artist Art from Similar Artist

(a) Case 1: Generated art from Pierre Auguste Renoir was deemed more similar to art by Renoir than
art from a similar artist. Here, the generated art seems to replicate aspects of Renoir’s style.

Generated Art Art from Plaintiff Artist Art from Similar Artlst
D\ % 4

(b) Case 2: Generated art from Sally Gabori was deemed dissimilar to both real art from Gabori and
another artist. Here, the generated art does not seem to be aware of Gabori’s style.
Generated Art Art from Plaintiff Art|st Art from Slmllar Artist

(c) Case 3: Generated art from Theodore Rousseau was deemed similar to both real art from Rousseau
and from another artist, leading the human annotator to abstain from saying that the generated art
copies Rousseau in particular. This highlights how style similarity may not constitute infringement.

Figure 12.12: Samples visualizations from our human evaluation. In the real evaluation, panel

titles are removed and order is randomized. The first case demonstrates an instance where the

human annotator viewed the generated art as more stylistically similar to the plaintiff’s art than
the most similar other artist, suggesting that Renoir’s unique style is at risk of copying. The latter
two cases show different ways in which the threshold of style copying may not be met: when the
generated art is not similar to the plaintiff, or when the generated art is not sufficiently uniquely

similar to the plaintiff.
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Chapter 13: Looking ahead

The work to ensure the reliability of Al never ends. The past four years have seen a dramatic
rise in the visibility, capabilities, and accessibility of Al models. Soon, many new applications
will be proposed, embedding Al into the daily lives of more people than ever before. From this
dissertation, I hope a few lessons can be taken moving forward. First, the limitations of Al models
can be surprising. Second, the space of potential failure modes is vast — so much so that exclu-
sively relying on manual hypothesis and verification of limitations would be ill-advised. Fortu-
nately, machines are adept at handling scale, and so, while it may feel circular to use models to au-
dit other models, the potential for human-AlI collaboration in tackling the intricate and formidable
task of ensuring Al reliability should not be overlooked. Finally — and perhaps most importantly
— science does not exist in a vacaum. Al has incredible potential to positively impact everyday
people. However, this impact does not happen on its own, and unintended or disparate impacts
can occur if we are not careful. So, I hope all scientists, especially those in Al, advance with con-
sideration for how their work fits in the broader context of the society around us. If we wish for
Al to help all of humanity, we must recognize that people’s needs, constraints, and opportunities
vary widely — and build with that reality in mind. Let us then engage folks from all communi-
ties and professions, understand the problems that need solutions (not the other way around), and

incorporate their unique insights, so that we can truly build a technology that lifts all of us up.
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