                                                            Rate Window s for Efficient Netw ork and I/O Throttling

                                                                                                                      Kyung D. Ryu, Jeffrey K. Hollingsworth, and Peter J. Keleher

Dept. of Computer Science

University of Maryland

{kdryu,hollings,keleher} @cs.umd.edu

                                                  This paper proposes and evaluates a new mechan ism for I/O and network rate policing.  The goal

                                                  of the  proposed system is to provide an simple, yet effective way to enforce resource limits on

                                                  ta r get classes of jobs in a system.  The basic approach is useful for several types of systems

                                                  including runni ng background jobs on idle workstations, and providing resource limits on network

                                                  intensive applications such as virtual web server hosting. Our approach is quite simple, we use a

                                                  sliding window average of recent events to compute the average rate for a ta rget resource.  The

                                                  assigned limit is enforced by forcing application processes to sleep when they issue requests that

                                                  would bring their resource utilization out of the allowable profile. Our experimental results that

                                                  show that we are able to provide the t arget resource limitations within a few percent, and do so

                                                  with no measurable slowdown of the overall system.

Contact author:

Dr. Peter Keleher

Computer Science Department

A. V. Williams Bldg.

University of Maryland

College Park, MD 20742 - 3255

301 405 - 0345

Fax: 301 405 - 6707

keleher@cs.umd.edu

1

                                                            Rate Window s for Efficient Netw ork and I/O Throttling

                                                                                                                      Kyung D. Ryu, Jeffrey K. Hollingsworth, and Peter J. Keleher

Dept. of Computer Science

University of Maryland

{kdryu,hollings,keleher}@cs.umd.edu

Abstract

                                                  T his paper proposes and evaluates a new mechanism for I/O and network rate policing.  The goal

                                                  of the  proposed system is to provide an simple, yet effective way to enforce resource limits on

                                                  ta r get classes of jobs in a system.  The basic approach is useful  for several types of systems

                                                  including running background jobs on idle workstations, and providing resource limits on network

                                                  intensive applications such as virtual web server hosting. Our approach is quite simple, we use a

                                                  sliding window average of recen t events to compute the average  rate for a target resource The

                                                  assigned limit is enforced by forcing application processes to sleep when they issue requests that

                                                  would bring their resource utilization out of the allowable profile. Our experimental results  that

                                                  show that we are able to provide the target resource limitations within a few percent, and do so

                                                  with no measurable slowdown of the overall system.

1.  Introduction

This paper proposes and evaluates rate windows , a
new mechanism for I/O and network rat e policing.

Integrated with our existing Linger - Longer
infr a structure for policing CPU and memory
consum p tion [15] , the rate windows give
unprec e dented control over the resource use of
user appl i cations. More sp e cifically, rate windows
is a low - overhead facility that gives us the ability
to set hard per - process bounds on I/O and network
u s age.

                         Current general - purpose UNIX systems
pr o vide no support for prioritizing access to other
resources such as memory, communication and

I/O. Priorities  are, to some degree, implied by the
corresponding CPU scheduling priorities. For
e x ample, physical pages used by a lower - priority
process will often be lost to higher - priority
pro c esses. LRU - like page replacement policies are
more likely to page out the l ower - priority
pro c ess’s pages, because it runs less frequently.

Ho w ever, this might not be true with a higher -

priority process that is not computationally
intensive, and a lower priority process that is. We
therefore need an additional mechanism to control
the memory allocation between local and guest
processes. Like CPU scheduling, this modification
should not a f fect the memory allocation (or page
replacement) b e tween processes in the same class.

This ability has applications in several areas;

we perform a  detailed investigation of two in this
paper. First, we show that network and I/O
thro t tling is crucial in order to provide guarantees
to users who allow their workstations to be used
in Condor - like systems. Condor - like facilities
allow guest  processes to eff i ciently exploit
otherwise - idle workstation resources. The
opportunity for harvesting cycles in idle
workstations has long been recognized

[12]
, since
the maj ority of wor k station cycles go unused. In
combination with ever - increasing nee ds for
cycles, this presents an obvious opportunity to
better exploit existing r e sources.

However, most such policies waste many
o p portunities to exploit cycles because of overly

conservative estimates of resource contention. Our

linger - longer approach [14]  exploits these

oppo r tunities by delaying migrating guest

processes off of a machine in the hope of

exploi t ing fine - grained idle periods that exist even

while users are actively using their computers.

These idle periods, on the order of tens of

milliseconds, occur when users are thinking, or

waiting for e x ternal events such as disks or

networks. Our prior work co n sisted of new

mechanisms and policies that limit the use of CPU

cycles and memory by guest j obs. The work

proposed in this pape r co m plements that work in

extending similar protection to ne t work and I/O

bandwidth usage.

                         Second, we show that rate windows can be

used to efficiently provide rate policing of

ne t work connections. Rating limiting is useful

both for managing resource all ocations of

competing users (such as virtual hosting of web

servers) and can be used for rate - based clocking

of network protocols as a means of improving the

utilization of networks with high bandwidth - delay

products [7, 13] .

                         The rest of t his paper is organized as follows.

Section 2  describes the implementation of rate

windows and evaluates its use with micro -

benchmarks. Section 3  reviews the Linger - Longer

infrastructure, motivates t he use of rate windows

for Linger - Longer. In particular, we show that a

significant class of guest applications is still able

to affect host processes via network and I/O

co n tention. Further we show that there is no

general way to prevent this using CPU an d

memory poli c ing that still allows the guest to

make progress. Section 4  describes the use of rate

windows in policing file I/O, and Section 5

describes its use with network I/O/. Finally,

Section 6  reviews r e lated work and Section

Error! Ref erence source not f ound.  co n cludes.

2.  CPU and memory policing

Before discussing rate windows, we place this

work in the context of the Linger - Longer

r e sourc e - policing infrastructure [14] . The Linger -

Longer infrastructure is based on the thesis that

current Condor - like [11]  policies waste many

o p portunities to exploit idle cycles because of

overly conservative estimates of res ource

co n tention. We believe that overall throughput is

maximized if systems implement fine - grained

c y cle stealing by leaving guest j obs on machine

even when r e source - intensive host j obs start up.

Ho w ever, the host j ob will be adversely affected

unless the  guest j ob´s resource use is strictly

limited. Our earlier work strictly bounded CPU

and memory use by guest j obs through use of a

few, simple modifications to existing ke r nel

policies.

These policies rely on two new mechanisms.

First, a new guest priorit y  prevents guest

pro c esses from running when runnable host

processes are present. The change essentially

establishes guest processes as a different class,

such that guest processes are not chosen if any

runnable host processes exist. This is true even if

t he host processes have lower runtime priorities

than the guest process.  Note that running with

^nice ˘ 19~ is not sufficient, as the nice´d process

can still consume between 8%, 15%, and 40% of

the CPU for Linux (2.0.32), Solaris (SunOS 5.5),

and AIX (4.2),  respectively [15] .

We verified that the scheduler reschedules

processes any time a host process unblocks while

a guest process is running. This is the default

b e havior on Linux, but not on many BSD derived

operating systems. One potential  problem of our

strict priority policy is that it could cause priority

inversion. Priority inversion occurs when a higher

priority process is not able to run due to a lower

priority process holding a shared resource.

Ho w ever, this is not possible in our ap plication

                                                                                  domain because guest and host processes do not

                                                                                  share locks, or any other non - revocable resources.

                                                                                                           Our second mechanism limited guest

                                                                                  co n sumption of memory resources. Unfortunately,

                                                                                  memory is more difficult to deal with than the

                                                                                  CPU. The cost of r eclaiming the processor from a

                                                                                  running process in order to run a new process

                                                                                  consists only of saving processor state and

                                                                                  resto r ing cache state. The cost of reclaiming page

                                                                                  frames from a running process is negligible for

                                                                                  clean pages, but quite large for mod ified pages

                                                                                  because they need to be flushed to disk before

                                                                                  being reclaimed. The simple solution to this

                                                                                  pro b lem is to permanently reserve physical

                                                                                  me m ory for the host processes. The drawback is

                                                                                  that many guest processes are quite large.

                                                                                  Simulations and gra phics rendering applications

                                                                                  can often fill all available memory. Hence, not

                                                                                  allowing guest processes to use the maj ority of

                                                                                  physical memory would prevent a large class of

                                                                                  applications from taking advantage of idle c y cles.

                                                                                                           We therefore decided not to impose any hard

                                                                                  restrictions on the number of physical pages that

                                                                                  can be use d by a guest  process. Instead, we

                                                                                  i m plemented a policy that establishes low and

                                                                                  high thresholds for the number of  physical pages

                                                                                  used by guest processes. Essentially, the page

                                                                                  replac e ment policy prefers to evict a page from a

                                                                                  host process if the total number of physical pages

                                                                                  held by the guest process is less than the low

threshold. The replacement policy defaults to  the
standard clock - based pseudo - LRU policy up until
the upper threshold. Above the high threshold, the
policy prefers to evict a guest page. The effect of
this policy is to encourage guest processes to steal
pages from host processes until the lower
thres h old is reached, to encourage host processes
to steal from guest processes above the high
thres h old, and to allow them to compete evenly in
the region between the two thresholds. However,
the host priority will lead to the number of pages
held by the guest  processes being closer to the
lower threshold, because the host processes will
run more fr e quently.

We modified the Linux kernel to support this
prioritized page replacement. Two new global
kernel variables were added for the memory
thresholds , and are co nfigurable at  run - time  via
system calls . The kernel keeps track of resident
memory size for guest  processes and host
pro c esses. Periodically, the virtual memory
system triggers the page - out  mechanism . When it
scans in - memory pages for replacement, it check s
the resident memory size of guest  processes
against the memory  thresholds . If they are  below
the lower thresholds , the host processes ´ pages are
scanned first for page - out. Resident sizes of guest
processes larger than the upper threshold cause
the guest  processes ´  pages to be scanned first.

0

2 0

4 0

6 0

8 0

1 0 0

1 2 0

1 4 0

1 6 0

0 2 0 4 0 6 0 8 0 1 0 0 1 2 0 1 4 0 1 6 0 1 8 0 2 0 0
time (sec)

memory (MB)
h o s t  j o b
m e m o r y
g u e s t  j o b
m e m o r y

H i g h  L i m i t

L o w  L i m i t

                                                                                                                Figure  1 : Threshold validations ˘  Low and high thresholds are set to 50MB and 70 MB. At time 90, the host job

                                                                                                                becomes I/O - bound. Host process acquires 150 MB when running wit h out contention , guest process acquires 128

                                                                                                                MB without content ion. Total available me m ory is 179 MB.

B e tween the two  thresholds , older pages are paged

out first no matter what processes own them .

                         We validated our memory threshold

modific a tions by tracking the resident memory

size of host and guest processes for two C PU -

intensive appl i cations with large memory

footprints. The result is shown in Figure  1 . The

chart shows memory competition between a guest

and a host process. The application behavior and

memory thresholds shown are not meant to be

represent a tive, but were constructed to

demonstrate that the memory thresholds are

strictly enforced by our modific a tions to Linux´s

page replacement policy. The guest process starts

at time 20 and grabs 128MB. The host process

starts at time 38 and qui ckly grabs a total of 128

MB. Note that the host act u ally touches 150 MB.

It is prevented from obtai n ing all of this memory

by the low threshold. Since the guest process´

total memory has dropped to the low threshold, all

replacements come from host pages.  Hence, no

more pages can be stolen from the guest. At time

90, the host pr o cess turns into a highly I/O - bound

application that uses little CPU time. When this

happens, the guest process becomes a stronger

competitor for phys i cal pages, despite the lower

C PU priority, and slowly steals pages from the

host process. This continues until time 106, at

which point the guest process reaches the high

threshold and all r e placements come from its own

pages. For this experiment, we d e liberately set the

limits very hi gh to demonstrate the mechanism.

5/10% of total memory are very acceptable guest

j ob memory limits for most of cases. However,
these values can be adapted at run time to meet

the different requirements of a p plications .

3.  Rate Windows

3.1  Policy

First, we distin guish between ^unconstrained~ and

^constrained~ j ob classes. The default for all

pro c esses is unconstrained; j obs must be explicitly

put into constrained classes. The unconstrained

class is allowed to consume all available I/O.

Each di s tinct constrained cl ass has a different

threshold bandwidth , defining the maximum

aggregate bandwidth that all processes in that

class can co n sume. As an optimization, however,

if there is only one class of constrained j obs, and

no I/O - bound unconstrained j obs, the constraine d

j obs are allowed unfettered access to the available

ban d width.

We identify the presence of unconstrained

I/O - bound j obs by monitoring I/O bandwidth,

moving the system into the throttled  state when

unconstrained bandwidth exceeds thresh

high

, and

into the  unthrottled state when unconstrained

bandwidth drops below thresh

low

. Note that

thresh

low

 is lower than thresh

high

, providing

hy s teresis to the system to prevent oscillations

b e tween throttled and un - throttled mode when the

I/O rate is near the threshold.  The state of the

sy s tem is reflected in the global variable

thro t tled

. Note that the current unconstrained

ban d width is not an instantaneous measure; it is

mea s ured over the life of the rate window, defined

b e low.

3.2  Mechanism

       The implementation of rate windows is

       straigh t forward. We currently have a hard - coded

       set of j ob equivalence classes, although this could

       be easily generalized for an ar bitrary number.

       Each class has two kernel window structures , one

       for file I/O and one for network I/O. Each window

       structure contains a circular queue, implemented

       via a 100 - element array (see Fi gure 2 ).  The

       wi n dow structure desc ribes the last I/O operations

       performed by j obs in the class, plus a few other

       scalar variables. The window structure only

       d e scribes I/O events that occurred during the

       prev i ous 5 seconds, so there may be fewer than

       100 operations in the array. We experime nted

       with several different window sizes before

       arriving at these constants, but it is clearly

       possible that new environments or applications

       could be best served by using other values. We

       provide a means of tu n ing these and other

       param e ters from a user - le vel tool.

                                We currently trigger our mechanism via

       hooks placed high in the kernel, at each of the

       kernel calls that implement I/O and network

       communication:

                                                                                                               read()
,
write( )
,
send()
, etc.

       Each hook calls

                                                                                                              rate_check()
 with pro c ess ID,

       I/O length, and I/O type. The process ID is used to

       map to an I/O class, and the I/O type is used to

       distinguish between file and network I/O.  The

       rate _check()
                                                                                                            routine maintains a sliding

       wind ow of operations performed for each class of

service and for the overall system. We maintain a
window of up to 100 recent events.  However, to
prevent using too old of information, we limit the
sliding window to a fixed interval of time

(cu r rently 5 second s).

Define B
w

, the window bandwidth , as the total
amount of I/O in the window´s operations,
inclu d ing the new operation. Define T
w

, the
window time , as the interval from the beginning of
the ol d est operation in the window until the
expected completion of t he new operation,
assuming it starts immediately. Let R
t

 be the
threshold ban d width per second for this class. We
then allow the new operation to proceed
immediately if the class is currently thro t tled and:

w
t
w

B

R

T

>

Otherwise, we calcula te the
sleep()
 delay as
follows:

delay w
w
t

B

T

R

= -

This process is illustrated graphically in Figure 3 .

Note that we have upper and lower bounds on
a l lowable sleep times.

Sleep durations that are too small degrade
over all efficiency, so durations u n der our lower
bound are set to zero. Sleep dur a tions that are too
large tend to make the stream bursty. If our
co m puted delay is above the co m puted threshold
we break the I/O into multiple pieces and spread

4 K B 1 6 K B

6 0 K B

1 0 0
m s e c

5 0 0
m s e c

8 0
m s e c

1 2 K B

7 5
m s e c

5  s e c o n d s

1 0 0  i t e m s

A v g .

R a t e

Fi gure 2 : Maintaining a sliding w indow  of resource utiliz a tion.

Rate Clocked

Process

?

No

Yes

Exceeds

Target Rate

?

Yes

Compute

Sleep Interv al &

Sleep

No

Avg.

Rate

Target

Rate

          Librar
                                   y

Kernel

Library

Application

Rate W indow

                                                                                                    I/O or

                                                                                                    Network

                                                                                                    Request

          Kernel

Application

Figure 3 : Policing I/O Requests.

the total delay ov er the pieces. This is will not

affect application execution since for file I/O

requests will eventually be broken into ind i vidual

disk blocks and for network connections TCP

provides a byte - oriented stream rather than a

record or i ented one 2816 .

                         We chose Li nux as our target operating

sy s tem for several reasons. First, it is one of the

most widely used UNIX operating systems.

Second, the source code is open and widely

available. Since many active Linux users build

their own custo m ized kernels, our mechanisms

could easily be patched into existing installations

by end users. This is important because most PCs

are deployed on people’s desks, and cycle - stealing

approaches are probably more applicable to

desktop enviro n ments than to server

environments. Also since our mechanism simply

requires the ability to intercept I/O calls, it would

be easy to implement as a loa d able kernel

modules on systems that defined an API to

intercept I/O calls. Windows 2000 (nee Window

NT) and the stackable filesystem [9 ]  pr o vide the

required calls.

                         In order to provide the finer granularity of

sleep time to allow our policing to be

impl e mented, we augmented the standard 2.2

2816
                  For UDP  this is not a problem since the max user level

r e quest is constrained by the network´s MTU.

Linux kernel with extensions developed by KURT

Real - time Linux proj ect [3] .

4.  File I/O Policing

In order to validate our approach, we conducted a

series of micro - benchmarks and application

benchmarks.  The purpose of these experiments is

three fold. First, we want to show that our

mech a nism doesn´t introduce any significant

delay on norm al operation of the system.  Second,

we want to show that we can effectively police the

I/O rates.  Third, since our policing mechanism

sits above the file buffer cache, it will be

co n servative in policing the disk since hits in

cache will be charged again st a j ob classes´s

overall file I/O limit. We wanted to measure this

affect.

We first measured resource usage in order to

verify that the use of rate windows does not add

significant overhead to the system. We ran a

si n gle tar program by itself both with a nd without

rate windows enabled. The completion time of the

tar application with rate windows enabled was

less than the variation between consecutive runs

of the experiment. This was expected, as there are

no computationally expensive portions of the

a l gor ithm. Note that this experiment does not

a c count for the system cost of extra context

switches caused by sleeping guest j obs.

                         Fourth, we examine the relationship between
file I/O and disk I/O. File I/O can dilate becau se i)
file I/O´s can be done in small sizes, but disk I/O
is always rounded up to the next multiple of the
page size, and ii) the buffer cache´s read - ahead
policy may bring speculatively bring in disk
blocks that are never re f erenced. File I/O can also
att enuate due to buffer cache hits, which is a
co n sequence on the I/O locality of the
applications. We measured 1) the total amount of
file I/O r e quested, 2) the actual I/O requests
performed by the disk, 3) the total number of I/O
events 4) the total number of I/O events that were
d e layed by sleep calls, 5) the t o tal amount of sleep
time, 6) the total runtime of the workload, and 7)
the ave r age actual disk I/O rate (t o tal disk I/O´s
divided by execution time). The r e sults are shown
in Table 1 .

                         Looking first at the difference between file

I/O and disk I/O, note that file I/O is equal to the
disk I /O for

                                                                               tar
                                                                                                        , 14% less for
agrep
, and 233%
larger for

                                                                  co m pile
. Notice that for the two I/O
intensive applic a tions, the overall I/O rate for the
applic a tion is very close to the target rate.

We did not observe poor read - ahead beha v ior
in our experiments;

agr ep
´s b e havior is due to
small reads being rounded to larger disk pages.

The low file I/O number for
compile
, of course,
is due to good buffer cache loca l ity.

Since the temporal extent of our window
automatically adapts based on the effective I/O
rate (due to the limit of 100 items), we wanted to
look at how the size of this window changed
du r ing the execution of a program. Figure 8  shows
the distribution of the effective window size for
the compilation workload. The bar chart on th e
left shows the effective window size (in seconds)
for the workload when it is run without any I/O
rate control. The curve on the right shows the
same information when I/O rate control is
e n abled. In both cases the effective window size is
much less than the upper limited of 5 seconds.

The average size for the limited case is 0.98
se c onds, and 1.71 seconds for the limited case.

<what is the conclusion for this ??>

             Metric  Tar  Agrep  Compile

             Total File I/O  103.0 MB  50.0 MB  23.3 MB

             Total Disk I/O  103.0 MB  58.1 MB  10.0 MB

             Total I/O Events  17,430  11,526  3,859

             Total Sleep Events    6,928    3,324  1,004

             Total Sleep Time  178.0 sec  83.3 sec  29.1 Sec

             Total Ex ec u tion Time  211.2 sec  108.7 sec  70.6 Sec

             Average I/O Rate  487 KB/sec  534 KB/sec  141 KB/sec

Table 1 : I/O Application Behavior

                                                                                                           The full story of the I/O dilation is seen when

                                                                                  we look at the time varying behavior of the I/O.

                                                                                  Figure 7  shows the one - second average I/O rates

                                                                                  for the compile workload.  Notice that although

                                                                                  this workload has considerab le hits in the file

                                                                                  buffer cache, our mechanism ensured that the

                                                                                  a c tual disk I/O rate was less than the target rate of

                                                                                  500KB/sec. The requested I/O rate peaks are

                                                                                  higher than our target limit, due to the fact we

                                                                                  a v erage I/O requests over a 5 second window and

                                                                                  we are showing data over a 1 second window in

                                                                                  this figure.

                                                                                                           Although we do not claim that our set of I/O -

                                                                                  intensive applications is representative, our

                                                                                  e x periments support our intuition that file I/O

                                                                                  dil a tion is not a problem. Rather, the main

                                                                                  concern is that of lost opportunity. Consider an

                                                                                  example where we would like to share all
available ban d width equally between two

applications. We can set thresholds for each

application at half of the maximum achievable

disk bandwidth. However, good buffer cache

locality would mean that file I/O at this rate would

generate less, possibly much less, disk I/ O. Such

attenuation represents unused bandwidth.

There are two potential approaches to

recou p ing this lost bandwidth. The first is to add a

hook into the buffer cache to check for a cache

miss before adding the I/O to our window, and

deci d ing whether to sl eep. We deliberately have

not taken this path because we wish to keep our

sy s tem at as high a level as possible. We could

cu r rently move our entire system into
libc

wit h out loss of functionality or accuracy. This

would be compromised if we put hooks deeper

into the ke r nel.

0

0.2

0.4

0.6

0.8

1

0 10 20 30 40 50 60 70 80

Time (sec)

I/O Rate (MB/sec)

Application I/O Rate

Disk I/O Rate

Figure 7 : I/O Rates for the Compile Wo rkload.

                                                                                                                  0

                                                                                                     100

                                                                                                     200

                                                                                                     300

                                                                                                     400

                                                                                                     500

                                                                                                     600

0 1 2 3 4

0

200

400

600

800

0 1 2 3 4

(a)  (b)

Figure 8 : Comparison of Effective Window  Size (Compilation w orkload).

                                                                                                           A second approach is to use statistics from

                                                                                  proc
                                                                                                                    file system to apply a ^normalization fa c tor~

                                                                                  to our limit calculations. Of necessity, this would

                                                                                  be i n exact. The advantage is that it can be

                                                                                  impl e mented entirely outside of the kernel. We

                                                                                  are cu r rently pursuing this approach, but the

                                                                                  mechanism is not yet in place.

                                                                                  5.  Network I/O policing

                                                                                  Policing network I/O is easier than file I/O

                                                                                  b e cause there is no analogue to the file buffer

                                                                                  cache or read ahead, which dilate and attenuate

                                                                                  the e f fective dis k I/O rate. Hence, network

                                                                                  bandwidth is a somewhat better target for our

                                                                                  current impl e ment a tion of rate windows than file

                                                                                  I/O. Since contention for network r e sources is

                                                                                  probably more common than disk bandwidth

                                                                                  contention, this preference is fortu i tous.

                                                                                  5.1  Lin ger longer: Throttling guest processes

                                                                                  Most of the experiments in Section 4  assumed t he

                                                                                  use of rate windows in a linger - longer context.

                                                                                  We ran one more linger - longer experiment, this

                                                                                  time with network I/O as the target. One of the

                                                                                  main complaints about Condor and similar

                                                                                  sy s tems is that the act of moving a guest j ob from

                                                                                  a newly loaded hos t often induces significant

                                                                                  ove r head to retrieve the application´s checkpoint.

                                                                                  Fu r ther, periodic checkpointing for fault tolerance

                                                                                  produces bursty network traffic. This exper i ment

shows that even the checkpoint is throttled and
can be prevented from affect  host j obs.

Figure 9  shows two instances of a guest
pro c ess moving off of a node because a host
process suddenly becomes active. Moving off the
node entails writing a 90MB checkpoint file over
the network. This severely reduces a vailable
ban d width for the host workload (a web server 2817
in this case) in the unthro t tled case shown in

Figure 9 a. Only after the chec k point is finished
does the web server claim most of the bandwidth.

In the throttled case shown in Figure 9 b, the
condor daemon´s network write of the checkpoint
consumes a maj ority of the bandwidth only until
the host web server starts up. At this point, the
system enters throttling mode and the bandwidth
available to the c heckpoint is reduced to the guest
class´s threshold. Once the web server becomes
idle again, the checkpoint resumes writing at the
higher rate.

5.2  Rate - based netw ork clocking

Finally, we look at the use of rate windows to
pe r form an approximation of rate - base d clocking
of network traffic. Such clocking has been
proposed as a method of preventing network
contention and improving utilization in transport
protocols. Sp e cifically, modifying the TCP

2817

 The host process could be any network intensive process
such as an FTP  or a Web browser.

                                                                                                                       0

                                                                                                    2000

                                                                                                    4000

                                                                                                    6000

                                                                                                    8000

                                                                                              10000

0 6 12 18 24 30 36 42 48

Time (sec)

Comm. Bandwidth (kB/s)
guest ckpt
web server

0

2000

4000

6000

8000

10000

0 6 12 18 24 30 36 42 48

Time (sec)

guest ckpt.

web server

(a)  (b)

Figure 9 : Guest job checkpoint vs. host w eb server

                                                                                  protocol stack to send out packets at a preset

                                                                                  interval has adva n t ages in 1) avoiding TCP slow -

                                                                                  start, 2) preventing burstiness as a result of ACK

                                                                                  compression, and 3) preventing downstream

                                                                                  congestion. With our cu r rent placement of hooks

                                                                                  high in the kernel, rate windows can only address

                                                                                  the third motivation. Note, however,  that our

                                                                                  implementation is prot o col independent, i.e. it

                                                                                  works j ust as well for UDP as for TCP.

                                                                                                           Figure 10  shows achieved bandwidth for three

                                                                                  Apache web servers run on a single host. Each

                                                                                  server is driven by clients that repeatedly request

                                                                                  the same file. Hence, all requests but the first are

                                                                                  satisfied  in the server´s cache and the performance

                                                                                  of the servers is completely limited by available

                                                                                  bandwidth. The total available bandwidth is

                                                                                  ~11MB/sec with the smaller problem size, the

                                                                                  three servers are limited to 1.5MB, 3MB, and

                                                                                  6MB, respectively. The maximu m bandwidth

                                                                                  achieved with the large files is 11.5MB, and

                                                                                  8.6MB with the small files. Hence, the thresholds

                                                                                  do not permit the servers to use all of the available

                                                                                  bandwidth in the first case, but do in the second.

                                                                                                           Note that the deviation from the threshold by

                                                                                  the small - file streams ( especially the largest

                                                                                  stream ) is not a failing. In fact, this is a

                                                                                  proble m atic use of rate windows since our
guarantees are not - to - exceed guarantees, not at -

least  guara n tees. Rate windows are actually ideal

for this use because  congestion problems only

arise when bandwidth exceeds  specific bounds, so

the guara n tee is of the correct p o larity.

A second consequence of this characteristic is

that rate windows implicitly smooth bursty traffic.

Consider a rate - based stream that, despi te the rate -

base clocking, encounters temporary congestion

and backoff. When the transmissions continue, a

straightforward implementation would attempt to

^make up~ the lost time by transmitting at above

the desired rate for some amount of time. This, in

t urn, could cause more congestion.

With rate windows, the decisions about how

long or whether to sleep is based solely on the

history contained in the window, which currently

contains 100 or five seconds worth of I/O

r e quests, whichever is less. A rate - win dow - based

stream will attempt to make up losses within the

window, but ^forgets~ losses that occur before the

window´s events. As a result, extra use of

ban d width in order to make up delayed

transmission are strictly, and implicitly, bounded

by a combin a ti on of target bandwidth and window

size.

6.  Related work

                                                                                             0

                                                                                1000

                                                                                2000

                                                                                3000

                                                                                4000

                                                                                5000

                                                                                6000

                                                                                7000

                                                                                                        0 10 20 30 40 50 60 70 80 90 100 110 120 130 140

Tim
e(sec)

Bandwidth (KB/sec)

class1

class2

class3

0

100

200

300

400

500

600

700

0 10 20 30 40 50 60 70 80 90 10 110 120 130

time(sec)
clas1

clas2

clas3

Figure 10 : Three w eb servers : The numbers on the left are for 1.7MB files, for 7 1KB files on the right.

Previous work on exploiting available idle time on
workstation clusters used a conservative model
that would only run processes when the local user
was away from their workstation, and no local
processes  were runnable.  Condor

[11]
, LSF

[19]
,
and NOW

                                                                   [2]
                                                                                    use variations on a ^social contract~
to strictly limit interference with local users.

However, even with these policies, there is some
disruption of the  local user when they return since
the guest process must be evicted and the local
state restored. The Linger - Longer approach
pe r mits slightly more disruption of the user, but
tries to limit the delay to an acceptable level. One
sy s tem that used non - idle w orkstations was the

Stealth distributed scheduler

[10]
. It implemented
a priority - based approach to running guest
pro c esses. However none of the tradeoffs in how
long to run guest processes, or the potential of
running parallel programs we re i n vestigated.

                         In the area of operating system support for
providing resource management, research and
commercial operating systems have provided
similar functionality. In the IRIX

[16]

, the Miser
feature provides deterministic scheduli ng of batch
j obs. Miser manages a set of resources, including
logical CPUs and physical memory, that Miser
batch j obs can reserve and use in preference to
interactive j obs. This strategy is almost the
opp o site of our approach, which promotes
interactive j o bs.

                         Aron and Druschel´s soft timers [1]  provide a
way to implement rate - based clocking of network
protocols.  Although their motivation, avoiding
the penalty of TCP slow - start for small file
tran s fers over high delay - bandwidth networks, is
di f ferent than ours, limiting the fraction of the
server´s network bandwidth that a single http
cl i ent or virtual host server gets, both techniques
can be used to achieve similar ends.  For example,
soft timers could be used to limit the rate at which
dat a is sent from a server by setting the soft timer
longer than the optimal rate for the link.

Lik e wise, our rate throttling mechanism could be
used to provide rate - based clocking of packets by
limi t ing a connection to a packet rate that matches
the capacit y of the bottleneck link between the
two commun i cating parties.

The idea of regulating traffic rates in the
ne t work has been extensively studied. Congestion
avoidance schemes such as leaky bucket [17]  and
its variants [6, 18]  use averages over various time
intervals to determine which traffic is within its
negotiated bandwidth.  However, since these
a p proaches are designed for policing traffic at
routers, they must drop non - conforming traffic.

In contrast, since our appro ach is at the source, we
can delay traffic to enforce ban d width limits.

The idea of resource partitioning through the
use of virtual machines has been popular both in
the 1970s [8]  as well as in recent proj ects such as

Disco [5] .  The key difference is that while virtual
machines provide hard isolation of resource
b e tween VMs at considerable runtime overhead,
our approach is a simple extension to an existing
o p erating system on runtime library.

7.  Discusion

As mentioned in Sec tion 2 , researchers have long
recognized that idle machines represent a vast
u n tapped resource. Two long - term trends are
i n creasing this opportunity. First, increased
conne c tivity across the Internet allows for
utiliz a tion of r esources in much wider domains.

Second, new software tec h nologies are making it
possible to better exploit heterogeneous sets of
workstations. For example, new J ava compilers
promise to a l low write - once/run - anywhere
applications to pe r form within a small f actor of
the best host - code compi l ers for traditional
languages. These two trends vastly i n crease the
set of candidates for wide - area compu t ing.

Systems like Condor

[11]
 exploit this
oppo r tunity by allowing guest processes to run on
idle p artic i pating machines. Existing systems
focus on coarse - grained idle periods when users

are away from their workstations. Returning users,

or the start of any si g nificant local processes,

cause guest processes to be migrated off the local

m a chine in order to avoid impacting the local

user. By providing better resource management,

we are able to be more aggressive in our use of

found resource and thus expand the opportunities

to run guest j obs.  In addition, by providing a rate -

limited way to migrate j obs of f nodes we can

r e duce one of the most annoying types of

disruption provided by cycle stealing systems.

                         Our placement of hooks high in the kernel has

two a d vantages. First, we are above the protocol

stack and so transparently catch all protocols.

Second, th e implementation could ea s ily be

adapted to be part of the C - runtime library, or

even of a specific application.  For example,

co n sider the pro b lem of running a collection of

web servers ru n ning in a virtual hosting

environment. The ability of our system t o provide

fixed ban d width allocations to each virtual host

could be implemented by patching the web

servers. R e call from Section 3  that all of the

necessary inform a tion can be collected by

observing the execution of network sys tem calls.

A user - level implement a tion would intercept these

calls and use a shared memory r e gion to store the

history information. Techniques such as online

binary editing [4]  could be used to impl e ment rate

windows in user - space without access to the

applic a tion source code.

8.  Conclusions and Future Work

We have presented a simple strategy to allow an

operating system to throttle the rate at which disk

and network communication is performed.  Our

technique is simple and general purpose.  B y

changing parameters such as the window size, it is

possible to adapt the granularity of the approach.

One obvious area of future work is to provide a

complete study of the ability of the system to

ha n dle finer granularity policing of resources by
d y nami cally adj usting the window size. Since our

mechanism requires only the ability to monitor

and delay user level I/O requests, we could

i m plement our approach in user space libraries, or

as loadable kernel modules.

Our experiments demonstrated that we are

ab le to enforce resource limits on applications.

For I/O bound applications, we showed that

d e spite the fact our mechanism is located close to

the application level I/O requests we are able to

enforce limits at the physical device level despite

the impositi on of the buffer cache and disk read

ahead between our mechanism and the physical

device.  An area of future work is to implement a

feedback mechanism to normalize the policing of

I/O requests based on buffer cache hit rates.

For the network case, we demon strated that

rate windows allow effective bandwidth sharing

and protection of network resources to allow guest

j obs to run on (and migrate off) workstations

without causing interference to host processes.

Finally, we plan to evaluate the overall

effe c tive ness of our resource isolation techniques

for a full scale cycle - stealing system.  <what else

to mention here??>

9.  Bibliography

1.  M. Aron and P. Durschel, "Soft T imers:

efficient microsecond software timer su p port

for network processing," SOSP . Dec. 1999,

Kiawah Island, SC, ACM, pp. 232 - 246.

2.  R. H. Arpaci, A. C. Dusseau, A. M. Vahdat,

L. T . Liu, T . E. Anderson, and D. A.

Patterson, "T he Interaction of Parallel and

Sequential Workloads on a Network of

Workstations," SIGMETRICS . May 1995,

O ttawa, pp. 267 - 278.

3.  A. Atlas and A. Bestavros, "Design and

implementation of statistical rate mon o tonic

scheduling in KURT  Linux," Pr o ceedings

20th IEEE Real - Time Systems Symposium .

Dec. 1999, Phoenix, AZ, pp. 272 - 6.

4.  B. Buck and J. K. Hollingsworth, "An API for

Runtime Code Patching," Journal of

Supercomputing Applications (to a p pear) ,

2000.

5.  E. Bugnion, S. Devine, and M. Rose n blum,

                                                  "Disco: Running Commodity Ope r ating

                                                  Systems on Scalabe Multiproce s sors," SOSP .

                                                  Oct 1997, pp. 143 - 156.

6.  T . Faber, L. H. Landweber, and A. Mu k herjee,

                                                  "Dynamic T ime Windows: packet admission

                                                  control with feedback," SI G COMM . Sept

                                                  1992, pp. 124 -  135.

7.  W. C. Feng, D. D. Kandlur, D. Saha, and K.

                                                  G. Shin, "Understanding and impro v ing T CP

                                                  performance over networks with minimu m

                                                  rate guarntees," IEEE/ACM Transactions on

                                                  Networking , 7 (2), 1999, pp. 173 - 187.

8.  R. P. Goldberg, "Survey of Virtual M a chine

                                                  Research," IEEE Computer Mag a zine , 7 (6),

                                                  1974, pp. 34 - 45.

9.  J. S. Heidemann and G. J. Popek, "File - system

                                                  development with stack able la y ers," ACM

                                                  Trans. Computer Systems , 12 (1), 1994, pp.

                                                  58 - 89.

10.  P. Krueger and R. Chawla, "T he Stealth

                                                  Distributed Scheduler," International

                                                  Conference on Distributed Computing

                                                  Systems (ICDCS) . May 1991, Arlington, T X,

                                                  pp. 336 - 343.

11.  M. Litzkow, M . Livny, and M. Mutka,

                                                  "Condor -  A Hunter of Idle Workst a tions,"

                                                  International Conference on Di s tributed

                                                  Computing Systems . June 1988, pp. 104 - 111.

12.  M. W. Mutka and M. Livny, "T he avai l able

                                                  capacity of a privately owned wor k station

                                                  environment," Perform ance Evaluation , 12 ,

                                                  1991, pp. 269 - 284.

13.  V. N. Padmanabhan and R. H. Katz, "T CP

                                                  Fast Start: A T echniques for Speeding Up

                                                  Web T ransfers," IEEE GLOBECOMM . Nov.

                                                  1998, Sydney, Australia, pp. 41 - 46.

14.  K. D. Ryu and J. K. Hollingsworth,

                                                  "E x ploiting Fine Gra ined Idle Periods in

                                                  Networks of Workstations," IEEE

                                                  Tran s actions on Parallel and Distributed

                                                  Co m puting (to appear) , 2000.

15.  K. D. Ryu, J. K. Hollingsworth, and P. J.

                                                  Keleher, "Mechanisms and Policies for

                                                  Supporting Fine - Grained Cycle Stealing,"

                                                  ICS . Jun e 1999, Rhodes, Greece, pp. 93 - 100.

16.  SiliconGraphics, IRIX 6.4 Technical Brief ,

                                                  http://www.sgi.com/software/irix6.5/techbrief.

                                                  pdf, , .

17.  J. S. T urner, "New Directions in

                                                  Comm u nications (or Which Way to the

                                                  Inform a tion Age?)," IEEE Communications

                                                  Magaz ine , 24 (10), 1986, pp. 8 - 15.

18.  L. Zhang, "Virtual Clock: A New T raffic

                                                  Control Algorithm for Packet Switching

Networks," SIGCOMM . Sept. 1990, pp. 19 -

29.

19.  S. Zhou, X. Zheng, J. Wang, and P. D e lisle,

"Utopia: a Load Sharing Facility for Large,

Heterogen eous Distributed Co m puter

Systems," SPE , 23 (12), 1993, pp. 1305 - 1336.