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Abstract— . _ jitter [5]. Unfortunately, the vast majority of Wi-Fi basexdt-
User mobility in wireless data networks is increasing becase  works do not currently meet this goal with the layer 2 latesci

gif;e;hn”oclgtgi;(i)cnasl a‘f'r‘;]aens‘;ez’ alri]gatt?()engeii(r)svfecz/re\r/()irge 3?3 h”;d'":)"f‘?s' contributing approximately 90% of the overall latency whic
op ' PP : > red exceeds 10@hs [6], [7].

between base stations (or access points) to be fast to maiimtahe _ ) )
quality of the connections. In this paper, we introduce a noel Logically, a wireless hand-off is composed of four phases:

data structure, the Neighbor Graph, which dynamically capures  probe, decision, association, and authentication. In tobe

the mobility topology of the network, and we show how neigh-  hhase the mobile station seeks to identify a candidatefset o
bor graphs can be utilized to reduce the authentication timeof an . . . .
IEEE 802.11 hand-off from 1.1 seconds (full EAP/TLS) to 50 ms next access points via active or passive means. Once the can-

without loss of security. didate set of next access points has been identified, therstat
selects the next access point and performs any needed house-
keeping,.e. flushing buffers etc., in the decision phase. Next,
. INTRODUCTION the mobile station begins the association phase with the se-

Wireless networks, specifically those based on the |EE!|gcted access point. Finally, authentication or reautbation
802.11 standard (Wi-Fi), are experiencing rapid growthue 1S completed.
their low cost and unregulated bandwidth. As a result of this In this paper, we focus on improving the authenticationylela
tremendous growth, pockets of connectivity have been edeatincurred during a horizontal hand-off within the same admin
similar to the first few years of the cellular systems. The-log istrative domain. The current draft for the IEEE 802.11 secu
cal next step for Wi-Fi based networks is support for fastroa rity architecture recommends that this authenticatiorcess
ing within the same administrative domain and then evelytualbe completed using EAP/TLS [8], and EAP/TLS has become
between different administrative domains. Finally, weentp the defacto standard by its inclusion in Windows XP. Unfertu
that roaming between networks of differing physical layershately, a complete EAP/TLS hand-shake, including RADIUS
i.e. vertical hand-offs, will occur once multi-mode (Wi-&id [9] messages, requires on the order of 1.1 seconds — a number
GSM/CDMA) handsets become more available which will iffar too large to support any form of streaming media. To answe
turn change how Wi-Fi networks are used. this question, the IEEE included “Pre-authentication” lie t
Previous studies of wireless network mobility have showAraft which permits a mobile station to “pre-authenticateg|f
that users tend to roam in what we aditicrete mobilitywhere  to the next access point (see the related work section fora mo
the user utilizes the network while stationary (or conngé¢te complete description). Unfortunately, pre-authentmathas
the same base station) and before moving the user ceases $g¥eral short comings. First, a station can only pre-atitete
eration only to continue using the network after moving to 40 another access point on the same local area networkhee. t
new location [1], [2], [3], [4]. That is the users do not usu-Station can not authenticate beyond the first access rautes;,
ally move while using the network because the majority o®bviously, prevents Wi-Fi networks from reaching much & th
current network applications and equipment do not easiig le previously discussed vision.
themselves to what we calbntinuous mobilitywhere the user ~ To solve this problem, we designed, implemented, and tested
moves while utilizing the network. a solution which only requires only small changes at the AAA
Voice based applications are the pre-dominant application server and access point and supports all of the same secu-
continuous mobilityas seen in the current cellular networksyity properties as EAP/TLS and pre-authentication but gt si
and we expect voice and multimedia applications will seie anificantly reduced latencies. Combining our key distribnti
the catalyst forcontinuous mobilityin Wi-Fi networks much method with a novel algorithm for dynamically identifyinga
as they did for the cellular networks once multi-mode hatgdsemaintaining the mobility topology of the networkleighbor
and end-user applications become more widely available.  Graphs results in an efficient key distribution method that
Supporting voice and multimedia with continuous mobilityamortizes the cost of the initial EAP/TLS authenticatioroas
however, implies that the total latency (layer 2 and layeof3) all hand-offs within the same administrative domain withou
handoffs between base stations must be small. Specifittaly, loss of security. By using pro-active key distribution, vee r
overall latency should not exceed bk to prevent excessive duced the latency of the authentication phase from an agerag



of 1.1 sec to an average of 50 s " Supplicant " " Authenticator *

Host NIC Network Port
Il. IEEE 802.11 AUTHENTICATION OVERVIEW Ethernet 802.3, .o Access Point,

The authentication framework developed by the IEEE Task Hreless PC tard. & (EO/\A,Z? ;02.31 Ethemet Swich ete
Group | (Security) is a complex combination of several diffe 802.5 or 802.11)
ent protocols. While a thorough understanding of each aighe Encapsulated EAP
protocols is not required, basic knowledge of each will fissi Messages, typically
in understanding the problems we are addressing as wellras ou The three different roles in IEEE 802.1X: on RADIUS
solution. Supplicant, Authenticator and the

As in any architecture, the trust assumptions are key to the Authentication Server.
correct o_peration of the system. TGi makes the followingttru EAP Server
assumptions:

« The AAA server is trusted. Mostly RADIUS

« The access point to which a mobile station is associated is
trusted— Non-associated AP’s are not trusted.
These assumptions, which are different from those in a-cellgig. 1. The entities in an IEEE 802.1X setup.
lar network, are due to the nature of 802.11 equipment. Acces
points are low cost devices that are often placed in location

" Authentication Server "

which lack proper physical security. Therefore, it is imjpot ‘ TLS ‘ ‘ CHAP ‘ ‘ Kerberos ‘ Authentication
to prevent the compromise of a single AP permitting a compro Layer
mise of the entire network. [ _ T ]
Extensible Authentication Procotol (EAP)
A. IEEE 802.1X [ —— J EAP Layer
ver Lans

The IEEE 802.1X [10] standard provides an architectural ¥ ¥
framework to facilitate network access control at the liakdr [ opp ] [ 8()'23 } [ 802V5 } [ 80211 ] MACL
for various link technologies (IEEE 802.11, FDDI, Token &in ' ' ‘ ayer

IEEE 802.3 Ethernet, etc.). The standard abstracts themoti

three entities: thsupplicant theauthenticatoror the network Fig. 2. The EAP stack

port, and theauthenticationserver. Figure 1 shows the com-

munication setup. Aupplicantis an entity that desires to use

a service (link layer connectivity) offered via the notiohao B. Extensible Authentication Protocol

porton theau.thenticator(such asa switch or an access point). Tnhe |EEE 802.1X standard employs tBetensible Authen-
Thus for a single network there will be many ports throughication Protocol [12] to permit a variety of authentication
which supplicants can authenticate themselves and obé&in Ny chanisms, Figure 2 shows the protocol layers for commu-
work access. Aauthenticatois in control of a set of ports, and ication between the supplicant and the authenticator. EAP

a network might have multiple authenticators. As an examplgjit around thechallenge-responseommunication paradigm.
an ethernet switch can be an authenticator, which contedts NThere are four types of messages: ERBquest EAP Re-

work access on multiple physical ethernet ports availablbie sponse EAP Succesaand EAPFailure. The EAP Request

device. In the IEEE 802.11 scenario, a port corresponds t0 gfbgsage is sent to the supplicant indicating a challenge, an
association between a supplicant and the authenticatoegac o supplicant replies using the EAP Response message. Af-

point). . . . . ter multiple exchanges of the Request/Response messages th
The supplicant authenticates via the authenticator to tralen EAP Success/Failure message is used to notify the supplican
authentication servewhich directs the authenticator to provide ¢ 1« outcome. The common authentication mechanisms used

access after successful authentication. Typically theeatt- . EAP.CHAP. EAP-MD5. and for our scenario EAP-TLS
cation server and the authenticator communicate usingéie (discussed Iater,) ’

mote Authentication Dial-In User Servi¢RADIUS) protocol The EAP messages do not have an addressing mechanism

(11, [11|]()' Thi RAD.IUS pzjrqtocol_contaifrFs mecf:)anisn;}s forand are thus encapsulated. TE&P Over LanEAPOL, [10])
per-packet authenticity and integrity verification betwdae rE)rOtOCOI carries the EAP packets between the authentiaatbr

AP and the RADIUS server— although these measures are RE supplicant. The EAPOL protocol also provides for thefou

asfﬁ?ggtﬁzrﬂis;;%dﬁ rocess between the a thent'cat'uelserway handshake mechanism (discussed later). Between the au-
u ication p W u catl thenticator and the authentication server, the EAP message

and the supplicant (via the authenticator) is carried ondtx . . .
tensible Authentication Protocol (EAP), which is descdilie ;ZELZ? overthe RADIUS protocol as an attribute in a RADIUS

the following section.

IThe 50 ms value is for measurements made in our test-bed yaeplo .
throughout a building. We achieved an average of 20 ms inaheratory, C. Transport Layer Security

and have determined that the additional 30 ms delay is dueotdgms with . . .
the Power Over Ethernet cables used in our test-bed. We aently repairing The Transport Layer Security protocol as described in RFC-

the problem and expect to have 20ms times for the test-beshimieeks. 2246 [13], provides strong authentication and encryptidhex



Authenticator Auth Server The other two keys are used for link layer encryption and au-

thenticity depending on the cipher suite being employed.

(Re)Association Association .
Process Delay Pairwise Master Key - PMK
””””””””””””” 256 bits
L EAPOL-Stat |
EAP-Reg/ld
I EAP-Resp/id
EAP-TLS:Start —| Pairwise Transient Key - PTK
512 bits
] EAP-TLS:Chello _—
Authentication
EAP-TLS:SHello,SCert,Dorle Delay EAPOL MIC Key |EAPOL Encrypt Key | Data Encrypt Key | Data MIC Key
128 bits 128 bits 128 bits 128 bits

I EAP-TLS:Cert,Change Cipher,Finished

EAP-TLS:Change Cipher,Finished \\/—/—//\W—/—J

| Eee-TsEmy o Prowe
EAP-Success - Handshakes

| EAPOL-Key:Message(A) Fig. 4. The key structure: PMK and the derived PTK.
| EAPOL-Key:Message(B) | Four-Way

. Handshake
‘W Delay D. Four way hand-shake
| EAPOL-KeyMessage(D) | ,

The IEEE 802.11 Task Group | defines an IEEE 802.1X pro-

_ _ ~ tocol called a four-way handshake. This protocol is used to
Fig. 3. Figure shows the complete set of messages exchanged dbéng {onfirm the liveness of the AP and the STA, guarantees the
(re)association process. In particular, it shows the EAMTauthentication . . .
messages, and the four-way handshake. freshness and synchronizes the shared session key and binds
the PMK to the MAC address of the STA. The communication
is carried using EAPOL key messages|[15].

1) Message (A) Authenticater— Supplicant This is the
first EAPOL-Key message and is sent from the authen-

ticator to the supplicant. It contains ANonce — a nonce

transport level. It is divided into two protocols : thandshake

protocol which handles the communication for the authantic
tion and derives strong key material for the data transfechvh X !
is carried over theecord protocol. The authentication part value generated by the authenticator. Once the suppli-
of the TLS has been exported as an authentication mechanism €ant has received this message it can compute the four

over EAP in the EAP/TLS RFC2716 [8]. This is the most com- __ (emporalkeys. _ _
monly used authentication mechanism over EAP, and fits into 2) Message (_B) Supplicant— Authentlcator This mes-
the IEEE 802.1X model. sage contains SNonce — a supplicant generated nonce and

In the application of TLS to IEEE 802.1X, the supplicant a MIC_: over the message to protect its integrity. The au-
and the authentication server have a certificate from a com- thenucqtpr uses SNonce to generate the temporal keys,
mon trusted certificate authority (CA). The mutual authenti and verifies the MIC. _ . :
cation process based on these credentials achieves tbefoll ) Mess?‘ge ©) Authent_|catoH Supplicant This mes- .
ing: (i) mutual authentication of the client and the seryiY, sage mcluc_i_es the earllerANonce and_a MIC check which
a strong shared secret master key (MK) (iii) an initializetss can be verified by the supplicant proving that the authen-
of pseudo-random functions (PRFs) which can be utilized for ticator has a matchlng PMK. . .
generating further key material. Let TLS-PRF denote thePRF 4) Message _(D) Suppl|can{—_> Authenticator This mes-
generated as a result of the authentication. The MK is used to sage signifies the completion of the four-way handshake

derive a Pairwise Master Key (PMK) by using equation 1. and signals the installation of the keys by both entities
for the data communication.

The four-way handshake protocol is used during a full-
PMK = TLS-PRF(MK, "client EAP encryptionf authentication and during re-authentication, and herisetst
clientHello.randon serverHello.random) (i.e. the overhead incurred) will be present in both sitrai

(1) We also do notinclude the cost of the hand-shake in the tisning

The PMK is used along with certain cipher methods to derivef EAP/TLS. In this work, we do notimplement the handshake
four Pairwise Transient Keys which are used various purpostor the above reason, instead we have implemented a simpler
as shown in figure 4. The first key EAPOL-MIC key and the two-way handshake mechanism for demonstration purposes.
EAPOL-Encr. keys are used to provide data origin authemgtici

and confidentiality for the four-way handshake discusstst.|la E. TGiTrust Relationships

One of the interesting, and disappointing, problems with
2The interested reader is referred to [14] for a detailed rifetmn. TGi's new 802.11 security architecture are the trust refati



Trust via shared secre Implicit trust STA to perform an 802.11 reassociation through some path of
motion between the physical locations@f; andap;.

Consider the placement of APs in a simple in-building sce-
nario as shown in figure 6. The dotted lines show a potential
path of motion. The APs A and E satisfy the reassociation rela
tionship, because there exists a path of motion (as can Ioe see
from the figure) by which an STA can reassociate between A
and E.

Trust via EAP/TLS The reassociation relationship depends on the placement of
APs, signal strength and other topological factors and inyma
cases corresponds to the physical distance (vicinity) &etw
the APs. The reassociation relationship between APs fdims t

L . . basis for th tructi f th ighb h datastract
ships in an operational network. Many people believe that trbziissc%;se% %(;Tsv\:uc 'on ot the neighbor graph aatasirac

access pointis a trusted party, and this isn’t completetyeb. AP Neighbor GraphDefine a undirected graphi = (V, E)
Figure 5 depicts the trust relationships within TGi. Thedol \,harey — {apy, aps apy} is the set of all APs (consti-
. . . . - I LA n
arrows represent an explicit mutual trust relationshiplevtiie tuting the wireless network under consideration), andetfier

dotted line represents an implicit trust relationship M&IST  , oqgq = (api, ap;) betweenup; andap; if they satisfy a
be created in order to make security claims about the commyk, <sociation relationship

nications path. This trust relationship between the AP aed t
STA s transitive and derived from the fact that the statiosts

the AAA server and the AAA server trusts the AP. This, unfor:
tunately, is not ideal since in many cases the trust relskign
between the AAA server and the AP will not exist if shared | : 3 v
keys are not used to protect the RADIUS traffic. However, th ‘ |
majority of the AP vendors in TGi had a strong desire for an | p 1 ;
inexpensive AP and be more of a relay than a participantinthe| ‘" —= &8 =~ ,
communications.

Fig. 5. The Trust relations in TGi.

] Access Point
,,,,,,,,,,,, = Movement of the Station

- O
X
o

F. Properties of a Successful Authentication

Physical Topology of the Wireless Network Corresponding Neighbor Graph
After the successful completion of the EAP/TLS authentic
tion phase the followmg statements hold: Fig. 6. Figure shows an example placement of APs and the correspgndi
1) The mobile station’s identity has been proven. neighbor graph.
2) Based on the above identity, the mobile station’s access
to the network has been granted by the AAA server. Association PatternDefine theassociation patteri(c) for
3) The mobile station and the AAA server share a stronglient ¢ as {(ap1,t1), (aps,t2), ..., (apy,ts)}, Whereap; is
master secref)/ K. the AP to which the STA reassociates (new-AP) at timand

4) The mobile station, the AAA server, and the associateg(api, t;), (apiy1,tiv1)} is such that the handoff occurs from

access point all share a common secret, pairwise mastgy; to ap;, attimet;1; the STA maintains continuous logical
key or PM K, derived from theM K. network connectivity from time; to ¢,,.

5) A session keyPT K, is derived from theP”M K using The neighbor graph and the association pattern are related
the four-way handshake and is only shared between th@cording to the following observation. We define tuzality

mobile station and the associated access point. of Mobility principle to state that for a client with association
patternl’(c) as defined above, the neighbor graph= (V, E)
I11. NEIGHBOR GRAPHS captures théocality (of motion) in the association pattern i.e.

In this section, we describe the notion of the neighbor graplf &Y WO successive APs, sayp; andapiy, in L'(c) the
datastructure, and the abstractions they provide. Neighb%dgee " (api, apit1) € E. Th|s concept of locality is the
graphs are used to determine the candidate set of access poﬂpstractlon captured by the neighbor graph as a datasteuctu
that a roaming STA could potentially reassociate to. Uguallg Implementation Issues

this candidate set is a small fraction of the total number®@§A
forming the wireless network. Hence schemes which proa%li
tively transfer STA context and key material to this cantiéda

set of APs prior to reassociation become feasible.

The neighbor graph can be autonomously learned and main-

ned by a wireless network without the need for any manual

configuration. Also the datastructure can be maintaindteit

in a distributed fashion by the APs themselves [16], or in a

o centralized manner at the authentication server as in s p

A. Definitions per. In this application of neighbor graphs for proactivg-ke
Reassociation Relationshiffwo APs, sayap; andap; are  distribution, we construct and maintain the datastrucatitbe

said to satisfy a reassociation relationship if it is polgsibr a  authentication server (RADIUS).



1) Edge CreationEdges can be created either on the receif PME,

of an 802.11reassociation requedtame by an AP or PME, ——PMEK,
explicitly by APs themselves on re-authentication. Alsc PME; PME, MK
if the APs implement the IEEE 802.1f Inter-Access Poin PMKg ?
Protocol, the receipt of Kove-Notifymessage can also BME. PMI,
. . PME, £
induce an edge in the graph.
2) Edge Deletion Unused and stale edges (i.e. reassociz
tions paths which rarely occur) can be deleted over tim PMEs
in an LRU fashion. This is necessary in order to delet 0 1 2 3 4  Generation

incorrectly added edges. One situation where this couiu
happenis a client that goes into the power save mode, apg. 7. PMVK tree
potentially wakes up in a different location to reassociate
to any arbitrary AP on the wireless network.
The autonomous generation also eliminates the need for agy pMK Distribution

survey or other manual construction methods. As a resust, th . . _—
y Once a mobile station completes an initial full EAP/TLS

alsq ”.‘a"es th_e dat_astrugture gdapnve to changes in the rGthentication as denoted by by the AAA server sending an
sociation relationship which might occur because of togplo

changes (i.e. changes in AP placements, physical topolo ACCESS-ACCEPMessage to the access point indicating suc-
etc) 9 o 9 P » PRy P %ssful completion of the authentication process as well as

PMK,. At this point, the AAA server and the mobile sta-
tion share thel/ K, and the AAA server, the access point, and
. o the mobile station all shar®M K,. The AAA server now
Pro-active key distribution seeks to reduce the latench®f t jorormines the neighbors of the associated access point and
authentication phase by pre-distributing key materiabah® o045 AOTIFY-REQUESThat a specific mobile station may
amobile station. Our approach provides all of the same propgq,m into the coverage area of each of the neighboring access
ties of a full EAP/TLS authentication, but at significantss points [17]. This message is advisory only, and an access poi
cost in terms of latency and computational power of the neaobilmay or may not decide to request the security association, or
station. PM K fromthe AAA server at this time. If the AP does decide
to request the®? M K, then the AP sends IHOTIFY-ACCEPT
A. PMK Trees message. If not, then the AP sendbl@TIFY-REJECTmes-
In the current, 802.11i framework thiéM K is derived from sage to the AAA server. Upon receiving tNOTIFY-ACCEPT
the M K by equation 1. Pre-distributing thBM K, whichis  message, the AAA server responds with®CESS-ACCEPT
Currently permitted in the current TGi draft &V K Caching, message which contains the appropriBMK as well as au-

violates the current TGi trust assumptién®Rather than pre- thorization for the mobile station to remain connected ® th
distribute thisP M K, we change the derivation of tHeAM/ K network.

to the recurrence shown in equation 2, whenepresents the
nt" reassociation fon >= 0.

IV. PRO-ACTIVE KEY DISTRIBUTION

D. Two-way handshake

PMK, = TLS-PRF(MK/client EAP encryption] After the_key dist_ribution, the four-way handshakg (dis-
clientHello.randon serverHello.random) cussed earlier) confirms _the freshness of the keys be_lng used

by the AP and the roaming STA. In our implementation, we
PMK, = TLS-PRF(MK.PMEK, 1| AP.MAC used a simpler two-way handshake (an EAPOL start message,

| STAMAC) and an EAP-Success message if the AP has the correct key) for
@) purposes of demonstration. Since the four-way handshake is

The recurrence shown in equation creatd®\K tree with performed during both — a full authentication and the fast re

the reassociation patterfi ST A), a path within the tree as authentication, it does not effect the key distributionesole.
shown in figure 7. In figure 7, the reassociation pattern is

I'(STA)=A,B,C,D. V. IMPLEMENTATION AND EXPERIMENTAL RESULTS

B. PMK Synchronization In this section, we present |mplementat|oq re;ult; to demon
B ) ] . strate the performance of the proactive key distributidreste.
There are two conditions that can exist when a mobile statiqfje have implemented the fast re-authentication (using éfye k
arrives at an access point with respect to the pre-distobafl  isiribytion scheme) and the standard full-authenticatioer

the correctP M K: either the AP and the mobile station share,, in-building wireless testbed network comprising of 9essc
the sameP M K, or they do not. The handshake (two-way inyqints spread over three floors. Since the four-way haneshak

our case and four-way in the case of TGi) determines which ofi5cess appears in both schemes after the key has been deliv-
these cases exist. This also ensures bagmessandfreshness ered, we did not implement the full version and we instead im-

of the key. plemented a simple 2-way handshake to verify the key fresh-

3Yes. TGi knows they are doing this. ness. We measured 90 full EAP-TLS authentication latencies



which result in an average of approx. 1.1 seconds. Using thel) Measuring Full-authentication Latencyfhe supplicant

proactive key distribution scheme for fast re-authenitcaive

obtained an average latency of 48 ms (a 99.6% reductiond. Als

we measured the overhead incurred by two additional message
between the RADIUS server and the authenticator. With eight
neighbors to distribute the key, the overhead was approx. 21

ms on averagé.

A. The Implementation

4th FL

3rd FL

2nd FL

Fig. 8. Figure shows the topological placement of the APs in our leg®
testbed and the resulting structure of the neighbor graph.

2)

3)

The wireless testbed network spans three floors (2nd, 3rd and

4th) of a university building and consists of nine APs as ghow

in figure 8. The access point is based on a NET4Sag&kris

[18] board, which has a 133 MHz AMD processor, 64MB

SDRAM, two PC-Card/Cardbus slots for wireless adapters and

oneCompactFlastsocket. The board is powered usiRgwer

Over Ethernethrough the ethernet cable. A 200mW Prism 2.5

based wireless card is used as the AP interface with pabjit

antenna. OpenBSD 3.3 with access point functionality isluse

as the operating system.

Latency

on

ticati

The supplicant and the authenticator software is based 0B
the open1x[19] implementation built here. We also use the 3

Freeradius[20] software for the RADIUS server, modified to
implement the key distribution scheme and maintain thelreig

bor graph datastructure. The RADIUS server is installed on

was made to roam from one AP to another in the wireless
network, and a full IEEE 802.1X EAP TLS authentica-
tion was performed at each reassociation. We measured
90 such authentications resulting in an average latency of
1.1 seconds.

Fast Re-authentication: Fast re-authentication using
proactive key distribution was enabled on the RADIUS
and the authenticators. The RADIUS server was initial-
ized with the neighbor graph shown in figure 8. We use
a static neighbor graph for ease of demonstration. The
graph used in our experiments was constructed by human
observation of the reassociation messages. Autonomous
construction methods detailed earlier should be used in
order to keep the neighbor graph fresh and dynamic and
this has no effect on the performance of the key distri-
bution scheme. Figure 9 shows the authentication laten-
cies. The first authentication (which occurs at the start
of a session), is a full-authentication and hence incurs
a high latency (approx. 800 ms); while all subsequent
18 re-authentications reflect the latency of the two-way
handshake.

Overhead at the RADIUS serveln this experiment we
measured the additional overhead incurred by communi-
cation required for distributing the keys proactive using
the Notify-RequesiNotify-Acceptind theAccess-Accept
messages. We measured 80 authentications and obtained
an average latency of 21 ms. This overhead does not in-
crease the handoff latency.

900

T
Full Authentication
800

700

600

500

400

Re-Authenticatio

ns)

a back(_and machine (Pl 5_51.247 MHz, 128 MB RAM)_._The O 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19

Xsupplicantand theauthenticatoi{19] software was modified Authentication Number

to include the S|mple two-way handshake 'nStead of the fOUf_—lg_ 9. Figure shows the authentication latencies as observedéyaidming

way handshake for purposes of demonstration. supplicant in the wireless testbed, with proactive keyrithistion enabled. As
can be seen, the first authentication reflects the full-aatibation latency and
initiates the key distribution mechanism.

B. Experimental Results

The experimental setup consisted of a supplicant roaming in

the wireless testbed. A laptop with PIll 1.8 GHz, 256 MB RAM

and a Prism 2.5 bas@&kmarcTechwvireless card [21] is used as

the supplicant. Three experiments were done to measure thre

different latencies as detailed below:

VI. RELATED WORK

Pack [22], [23] proposes a fast handoff scheme usipgea

dictive authentication method based on IEEE 802.1X model.

4Note that this overhead plays no role in the re-authentinatiitency, and
just adds to the load on the RADIUS server. We include it herétfe sake of
completeness.

In their scheme, pre-authentication is performed toktimeost
likely next access points. Thie stations are selected using a



weighted matrix representing the likelihood (based on tted-a same level of security as a 1.1 second full EAP/TLS authenti-
ysis of past network behavior) that a station, associatetfto  cation, but at a significantly lower latency 20 ms as shown by
will move to AP;. The mobile station may select only the mostaboratory and 50 ms as shown by test-bed experiments.
likely next access points to pre-authenticate, or it magdel

all c_>f the potential next access .points [22], [23]. Pack qbes REFERENCES
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Wireless networking has changed considerably over the last

decade, and the next decade will likely see the ubiquity ofwi
less network service achieved. Accomplishing this goal wil
require the inter-working of different administrative daims,
and different physical layers. If Wi-Fi networks are to be-pa
ticipants in this vision, then the current hand-off latesanust
be reduced significantly.

In this paper, we presented a novel data structure, neighbor
graphs, along with the addition of new messages to RADIUS
that enables the pre-distribution of ti&\/ K ahead of a mo-
bile station. We also demonstrated this approach provites t



