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This dissertation studies the problem of secret key generation for encrypted group
communication in a network, based on an information theoretic approach. This approach,
which relies on a provable form of security, also provides suggestions for key constructions.

We examine the problem of the simultaneous generation of multiple keys by different
groups of terminals intended for encrypted group communication, in certain three-terminal
source models, which capture the salient features of general multiterminal models. We
characterize the rates at which two designated pairs of terminals can simultaneously gen-
erate private keys, each of which is effectively concealed from the remaining terminal, and
the rates at which the following two types of keys can be generated simultaneously: (i) all
the three terminals generate a (common) secret key, which is effectively concealed from
an eavesdropper; and (ii) a designated pair of terminals generate a private key, which is
effectively concealed from the remaining terminal as well as the eavesdropper.

Furthermore, we develop an approach for the construction of a new class of prov-
ably secure secret keys by terminals in several simple multiterminal source models, which
exploits innate connections between secret key generation and multiterminal Slepian-Wolf

near-lossless data compression (sans secrecy restrictions). Implementations of these con-



structions using low density parity check (LDPC) channel codes are illustrated.
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Chapter 1
Introduction

1.1 Background

Encryption and Authentication

Encryption refers to the translation of data into an encoded format for the pur-
pose of achieving data security. Reading an encrypted file requires access to a key, which
enables its decryption. The two primary encryption schemes used in most existing cryp-
tographic systems are symmetric encryption and asymmetric encryption, and often occur
in combination to perform complementary functions. In a symmetric cryptosystem, a
single common key (termed secret key) is used for encryption and decryption, while in
an asymmetric cryptosystem, two different keys are employed: a public key for encryp-
tion and a private key for decryption. Examples of widely-used symmetric cryptosystems
include the data encryption standard (DES), the Triple-DES, the advanced encryption
standard (AES), RC4, etc. [47], [48]. Examples of widely-used asymmetric cryptographic
algorithms are the RSA scheme, the ElGamal scheme, etc. [18], [19], [53].

One advantage of an asymmetric cryptosystem is that it provides security in a
wide range of applications (e.g., digital signatures) that cannot be provided by using
only symmetric techniques. However, an asymmetric cryptosystem typically executes
computationally heavy and complex operations which need powerful hardware. Also, large
keys, with sizes ranging from 512 to 4096 bits, are needed for an asymmetric cryptosystem
to achieve sufficient, lasting security. For instance, the current RSA cryptosystem uses

keys of length 1024 bits [30].



On the other hand, a symmetric cryptosystem typically performs simple, efficiently
executable algorithms which require relatively inexpensive hardware. The secret keys used
in a symmetric cryptosystem are of small size, usually ranging from 40 to 256 bits (e.g., 56
bits for the DES cryptosystem). In addition, a symmetric cryptosystem is well suited for
networks in which communication takes the form of broadcasts, e.g., over a wireless RF
medium. For instance, consider the situation in which a sensor node attempts to securely
broadcast a message to all the other sensor nodes in a sensor network. If a symmetric
cryptosystem is deployed in this sensor network, then the transmitting sensor node could
use its secret key to encrypt the message, which could be decrypted separately by all the
other sensor nodes using the same secret key. Such a simple operation is not feasible in
an asymmetric cryptosystem. On the other hand, of course, even if a single sensor is
compromised along with its secret key, then the security of the entire network is at risk if
this secret key remains in use. (See Section 1.2 below on “Generation of Multiple Secret
Keys in a Symmetric Cryptosystem.”)

Message authentication is the process of using a key or key pair to verify the origin of
a message and its integrity (cf. e.g., [61]). Most existing message authentication schemes
are based on a digital signature which uses a key pair, or based on a message authentication
code (MAC) which uses a single key (cf. e.g., [55]). A MAC is a short piece of information,
which is attached to a message for the purpose of authenticating the message. A MAC
algorithm (sometimes termed a keyed hash function) accepts as input a message as well
as a secret key, and produces a MAC for the message using a suitable hash function; the
authenticity of the message can be verified by using the same secret key.

Network Applications of Symmetric Cryptosystems

The symmetric encryption and authentication technologies mentioned above have a



wide range of applications in architectures and protocols for network security. For exam-
ple, consider IPSec, which is the security architecture for the Internet protocol (IP). Its
security objectives include data authentication and guaranteeing confidentiality of pack-
ets in their entirety. MACs and symmetric encryption are extensively used in various
protocols of IPSec, e.g., the authentication header (AH) protocol and the encapsulating
security payload (ESP) protocol. Analogously, many link layer security protocols (e.g. the
point-to-point protocol (PPP), the Point-to-point tunneling protocol (PPTP), the layer 2
tunneling protocol (L2TP), etc.) and many transport layer security protocols (e.g., the
secure socket layer (SSL) protocol and the secure shell (SSH) protocol) take advantage
of MACs and symmetric cryptographic algorithms for the purpose of authentication and
encryption.

Wireless communication networks have additional security issues, which are not
present in wired networks. Such issues arise, for instance, in handover, which entails
switching a connection of a mobile phone from one base station to another and which is
a common phenomenon in GSM and CDMA wireless networks (cf. e.g., [28], [46]); MACs

are used in the authentication of mobile phones to base stations during handover.

1.2 Motivation

Secret Key Establishment in a Symmetric Cryptosystem

Although symmetric cryptosystems are feasible in many network settings, the main
difficulty in deploying them in a network lies in secret key establishment among different
communicating terminals. In an asymmetric cryptosystem, only the encryption keys,
or public keys, should be dispersed among different communicating terminals. Since an

encryption key does not need to be kept secret, its distribution is relatively simple. Public-



key infrastructure (PKI) frameworks, such as X.509 and Pretty Good Privacy (PGP) (cf.
e.g., [8], [59]), are designed for public key distribution to avoid falsification and abuse.

In contrast, secret key establishment in a symmetric cryptosystem among different
communicating terminals is fraught with difficulties, since a secret key must be protected
from eavesdropping. There are two basic types of secret key establishment procedures in
symmetric cryptosystems: secret key distribution and secret key generation (cf. e.g., [59]).

In a secret key distribution protocol, one communicating terminal determines a
secret key and transmits it to all the other terminals. Traditional methods of secret key
distribution depend on a trusted third party, or key distribution center (KDC). Specifically,
the task of a KDC is to securely spread a secret key among communicating terminals.
However, such a KDC is often burdened with extensive key management and can become
a bottleneck. Additionally, a KDC itself is an attractive target for an eavesdropper.

Most existing secret key distribution protocols rely on certain asymmetric cryp-
tographic algorithms (e.g., RSA) (cf. e.g., [55]). Specifically, a secret key is encrypted
with the recipient’s public key before its distribution. This hybrid use of symmetric and
asymmetric cryptographic algorithms (i.e., encrypting a message by a secret key and en-
crypting the secret key by the recipient’s public key) could overcome the inefficiency of
an asymmetric cryptosystem and the difficulty in secret key distribution in a symmetric
cryptosystem.

In a secret key generation protocol, on the other hand, no communicating terminal
knows a secret key in advance, and a secret key is generated as a result of negotiation
by the terminals. Most current secret key generation protocols are based on the Diffie-
Hellman key exchange algorithm (cf. e.g., [55]), which is an asymmetric cryptographic

algorithm.



Thus, asymmetric cryptographic algorithms play an important role in secret key
establishment for most existing symmetric cryptosystems. However, we shall see from the
discussion below that the security of such asymmetric cryptographic algorithms is based
on the undesirable assumption that an eavesdropper’s computational power is restricted.
In this dissertation, we shall focus on the central problem of secret key generation by
different communicating terminals in a symmetric cryptosystem.

Computational Complexity Theoretic Security and Information Theoretic Se-
curity

If the security of a cryptosystem relies on the difficulty in solving a computational
problem, then this notion of security is called computational complexity theoretic security.
For instance, the security of the RSA cryptosystem is based on the (unproved) difficulty
in factoring large integers, and the security of many other cryptosystems is based on the
(unproved) difficulty in computing discrete logarithms in certain groups [18]. (For more
examples of this notion of security, see [26].)

The notion of computational complexity theoretic security relies on the assumption
that an eavesdropper’s computational power is restricted and that the eavesdropper lacks
“efficient algorithms.” However, with the development of efficient algorithms for factoring
large integers and computing discrete logarithms in certain groups (e.g., quadratic sieve,
elliptic curve method, etc., [8]), as well as advances in fast integer factorization using
quantum computing [7], the difficulty in solving such computational problems might be
significantly reduced.

On the other hand, if the security of a cryptosystem can be rigorously established
without any assumption of limits on an eavesdropper’s computational power, this notion of

security is called information theoretic security or unconditional security. A cryptographic



model based on the notion of information theoretic security guarantees that legitimate
plaintext messages and secret keys are, in effect, nearly “statistically independent” of the
information of the eavesdropper. This notion is clearly desirable in a cryptosystem, as
it makes no assumption of limited computational power for eavesdropper. However, no
practical cryptosystem based on the notion of information theoretic security has been
designed. In this dissertation, we shall address information theoretic models of secret key
generation in a symmetric cryptosystem.

Generation of Multiple Secret Keys in a Symmetric Cryptosystem

The use of a single secret key by all the communicating terminals in a symmetric
cryptosystem may pose the following security threat: some of these communicating ter-
minals may be compromised or become unauthorized (e.g., when they depart from the
system), along with the (single) secret key, whereby the security of the cryptosystem is
breached. For example, a basic service set (BSS) (cf. e.g., [6], [55]) in a 802.11 wireless
local area network is a set of mobile units using the same radio frequency; a subset of
mobile units in a BSS may cease to be reliable when they are disabled. Hence, the secret
key assigned to them, in effect, is compromised. The remaining authorized mobile units
should then be capable of maintaining security by switching to another secret key which
is concealed from the disabled mobile units.

This leads to a situation in which multiple secret keys must be devised in a coor-
dinated manner by different groups of communicating terminals (with possible overlaps
of groups); such keys need protection from prespecified communicating terminals as also
from the eavesdropper. In the interests of efficiency, the assignment of separate secret keys
to different groups of communicating terminals must be made at the outset of operations

so as to avoid the need for a fresh key generation procedure after a disablement. This



dissertation will study the problem of simultaneous generation of multiple secret keys for

different groups of communicating terminals.

1.3 Prior Work

Secret Key Generation over Insecure Noisy Channels

A secret key (SK) can be determined at one terminal and transmitted over a secure
channel to other terminals. But in more complex ways, a SK can be generated by using
insecure noisy channels. For example, in Wyner’s “wiretap channel” model [64] which
involves two legitimate terminals, one terminal sends information to the other terminal
over a discrete memoryless channel, subject to a wiretap at the receiver. The wiretapper
sees a noisy version of the receiver’s signal. Wyner proved that in such a setting, a
SK can be generated by the legitimate terminals. Subsequently, Csiszar and Korner
[14] considered SK generation in a discrete memoryless broadcast channel in which a
terminal sends information to another terminal over a discrete memoryless channel, called
the legitimate channel, while a wiretapper observes the transmitted information through
another discrete memoryless channel, called the wiretap channel. Unlike Wyner’s wiretap
channel model, in this setting, the wiretapped signal is not necessarily a degraded version
of the legitimate signal.
Secret Key Generation over Noiseless Public Channels

A SK can be generated by separate terminals, in a different manner from that
above, based on their observations of separate but correlated signals followed by public
communication among themselves. Such a situation can arise, for instance, in a satellite
broadcasting situation, which can provide for correlated signals to be received at different

terminals through separate noisy channels with a common input; these terminals can then



communicate over a noiseless public channel to generate a SK. Maurer [36], and Ahlswede
and Csiszar [3] considered SK generation in various source models and channel models.
In a source model, two or more terminals initially observe the outputs of an experiment
(e.g., bits broadcast by a satellite) over separate secure noisy channels. Hence, their
observations are correlated, but not necessarily identical. Based on their observations,
these terminals exchange information over a noiseless public channel in order to generate
a SK. In a channel model, a (central) terminal transmits information to the other terminals
through a secure channel with limited capacity. Additionally, these terminals are allowed
to communicate over a noiseless public channel which is observed by an eavesdropper, for
the purpose of SK generation. Subsequently, much work [5], [9], [13], [16]-[17], [37]-[43],
[51], [62] has been devoted to the study of SK generation at two terminals in various source
and channel models.

In the recent work of Csiszar and Narayan [17], the authors consider source models
consisting of an arbitrary number of terminals which respectively observe distinct corre-
lated sources followed by unrestricted public communication among themselves; a subset
of the terminals can also serve as “helpers” for the remaining terminals in generating
secrecy. The notion of helpers can be interpreted in terms of a trusted third party in a
key establishment protocol, which assists “user” terminals in SK generation, by providing
them with additional correlated information. A SK generated by a set of user terminals
with assistance — in the form of additional correlated information — from a set of helper
terminals, requires concealment from an eavesdropper with access to the public commu-

nication, but not from the assisting helper terminals. A private key (PK)! generated by

!This terminology should not be confused with the decryption key in an asymmetric cryptosystem. The

“private key” used hereafter will refer to a special kind of secret key.



the user terminals must be additionally protected from the assisting helper terminals. It
is shown in [17] that the SK-capacity, i.e., the largest (entropy) rate at which all the
user terminals can generate a SK, is obtained by subtracting from the maximum rate of
shared common randomness (CR) achievable by these user terminals (i.e., information to
which all the user terminals are privy with probability close to 1), the smallest sum-rate
of the data-compressed interterminal communication which enables each of the terminals
to acquire this maximal CR.

Secret Key Construction?®

It should be noted that all of the work mentioned above is aimed at characterizing
the secrecy capacities, of different varieties. In contrast to so many characterizations of
the SK-capacities, few construction schemes for SK generation have yet been proposed.
Two exceptions are the following.

In the recent work of Thangaraj et al [58], the authors propose a new approach to
constructing SKs for Wyner’s wiretap channel model. The authors prove that by using
a channel code which achieves the capacity of the wiretap channel, a SK with rate close
to SK-capacity can be constructed. The other work is due to Muramatsu [45], in which
the author considers the problem of SK construction in a two-terminal source model.
Specifically, it is proved that a SK can be extracted by means of a linear transformation

of the CR shared by the terminals acquired through public discussion.

2The work on secret key construction refers to the explicit construction schemes for secret key genera-

tion.



1.4 Overview of Dissertation

It should be stressed that in all of the work mentioned in Section 1.3, the terminals are
required to devise only a single key, to be used subsequently for secure encrypted com-
munication. There are, however, situations, arising for instance in group communication,
in which multiple keys must be simultaneously generated by different groups of termi-
nals. The first main problem studied in this dissertation is the simultaneous generation
of multiple keys by different groups of terminals in several source models.

The second main problem studied in this dissertation involves construction schemes
for secrecy generation in several simple source models. These constructions are motivated
by innate connections between secrecy generation by multiple terminals and multitermi-
nal data compression of correlated sources not involving any secrecy constraints, recently
highlighted in [17]. This suggests that techniques for multiterminal Slepian-Wolf (SW)
near-lossless® data compression could be used for the constructions of SKs. In SW coding,
the existence of linear lossless data compression codes with rates arbitrarily close to the
SW bound has been long known [12]. In particular, when the sequences observed at the
terminals are related to each other through virtual communication channels characterized
by independent additive noises, such linear data compression codes can be obtained in
terms of the cosets of linear error-correction codes for these virtual channels, a fact first
illustrated in [63] for the special case of two terminals connected by a virtual binary sym-
metric channel. This fact, exploited by most known linear constructions of SW codes (cf.
e.g. [10], [23], [32], [50]), can enable us to translate these constructions and other signifi-

cant recent developments in capacity-achieving linear codes into new SK constructions.

3In the interests of avoiding repeated hyphenation, we shall hereafter use “lossless” in lieu of the correct

“near-lossless,” which should not lead to any confusion.
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This dissertation consists of three parts. In the first part (Chapters 2 and 3), we
discuss the problem of simultaneous generation of multiple keys by different groups of
terminals for three-terminal source models. Suppose that terminals X', ) and Z observe,
respectively, the distinct components of a discrete memoryless multiple source (DMMS),
i.e., independent and identically distributed (i.i.d.) repetitions of the generic random
variables (rvs) X, Y, Z with a known joint probability mass function (pmf). Unrestricted
communication among the terminals is allowed over a noiseless public channel, and all the
transmissions are observed by all the terminals. An eavesdropper has access to this public
communication but gathers no additional side information. Furthermore, the eavesdropper
is passive, i.e., unable to corrupt the transmissions?.

In Chapter 2, we examine the problem of characterizing all the rates at which two
designated pairs of terminals can simultaneously generate PKs, each of which is effectively
concealed from the remaining terminal. In the three-terminal source model above, we
assume that terminals X and Y (resp. X and Z) generate a PK with the possible help of
terminal Z (resp. )) which is concealed from the helper terminal Z (resp. ) and from
an eavesdropper with access to the public communication among the terminals. Such a
situation can be interpreted in terms of a “central” terminal X establishing individual
PKs with each terminal ) (resp. Z) with the remaining terminal Z (resp. ))) serving as
helper. The set of all rate pairs at which such PK pairs can be generated constitutes the
PK-capacity region. The characterization of the PK-capacity region is given in Chapter

2.

In Chapter 3, we examine the problem of characterizing all the rates at which the

4Throughout this dissertation, we shall only consider cases where the communication has been authen-

ticated, i.e., the eavesdropper is passive.
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following two types of keys can be generated simultaneously: (i) all the three terminals
generate a SK, which is effectively concealed from an eavesdropper; and (ii) a designated
pair of terminals generate a PK, which is effectively concealed from the remaining terminal
as well as the eavesdropper. In the three-terminal source model above, we assume that
terminals X', Y and Z generate a SK. Simultaneously, terminals X and ) generate a PK,
with the possible help of terminal Z. Such a situation can be interpreted in terms of
“core” terminals X and ) establishing a PK with terminal Z serving as helper, and all
the terminals establishing a SK. The set of all rate pairs at which such (SK, PK) pairs
can be generated is called the (SK, PK)-capacity region. The characterization of the (SK,
PK)-capacity region is given in Chapter 3.

In the second part (Chapter 4), we discuss the problem of SK and PK constructions
by multiple terminals. We consider several simple multiterminal source models where the
sources observed at different terminals are connected by virtual additive noise channels.
We show how a new class of SKs and PKs can be constructed, based on the SW data
compression code (i.e., a data compression code with rate close to the SW bound) from
[63]. Explicit procedures for such constructions, and their substantiation, are provided.
In particular, we examine the performance of low density parity check (LDPC) codes,
a class of linear capacity-achieving channel codes, in the SW data compression step of
the procedure, in constructing a new class of SKs with rates arbitrarily close to the SK-
capacity.

In the last part (Chapter 5), we study the relationship between the CR~capacity and
the SK-capacity for source models with rate constraints on the public communication. It
follows from the previous discussion that if unrestricted public communication is allowed

among the terminals in source models, then the CR-capacity, i.e., the largest rate of
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CR that is achieved by the terminals, can be decomposed into the smallest sum-rate of
the communication needed to achieve the CR-capacity, and the SK-capacity. In Chapter
5, we consider several two-terminal source models with rate constraints on the public
communication between these terminals. We study the relationship between the SK-
capacity and the CR-capacity for these models. Specifically, we examine whether the
CR-capacity is equal to the sum of the smallest sum-rate of communication needed to
achieve the CR-capacity and the SK-capacity.

Finally, Chapter 6 summarizes the dissertation and discusses future work.

1.5 Contributions

The main contributions of this dissertation are as follows.

(i). Single-letter inner and outer bounds for the PK-capacity region are derived for
a model with three terminals which observe separate correlated sources, when two pairs
of terminals simultaneously generate PKs after public communication among themselves.
We further prove that under certain special conditions, these bounds coincide to yield
the (exact) PK-capacity region. This is the first work on the simultaneous generation of
multiple PKs. It constitutes a generalization of the work on the generation of a single PK
[31, [16], [17].

(ii). Single-letter inner and outer bounds for the (SK, PK)-capacity region are
derived for a model with three terminals which observe separate correlated sources, when
all the terminals generate a SK, and a designated pair of terminals generate a PK, all in
a simultaneous manner. We further prove that under a certain condition, these bounds
coincide to yield the (exact) (SK, PK)-capacity region. This is the first work on the

simultaneous generation of a SK and a PK. It constitutes a generalization of the work on

13



the generation of a single SK or PK [3], [16], [17].

(iii). A new approach is proposed for constructing SKs and PKs by terminals in
several simple multiterminal source models where the sources are connected by virtual
additive noise channels. We prove that the generated SKs and PKs satisfy the requisite
secrecy conditions, and the rates of the generated SKs and PKs approach the correspond-
ing SK-capacities or PK-capacities. Furthermore, implementations of these constructions
schemes using LDPC codes are illustrated.

(iv). For several two-terminal source models with rate constraints on the public
communication between these terminals, it is proved that the CR-capacity equals the sum
of the smallest sum-rate of the communication needed to achieve the CR-capacity, and the
SK-capacity. These initial results suggest that the decomposition of the CR~capacity into
the SK-capacity, and the smallest sum-rate of the communication needed to achieve the
CR-capacity, could hold for a larger class of source models consisting of multiple terminals

with rate constraints on their public communication.
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Chapter 2
The Private Key Capacity Region for Three Terminals

2.1 Introduction

The problem of secret key generation by separate terminals, based on their observations of
distinct correlated sources followed by public communication among themselves, has been
investigated by several authors ([36], [3], [5], [9], [13], [16]-[17], [37]-[43], [51], [62], among
others). It is shown that these terminals can generate common randomness which is kept
secret from an eavesdropper that is privy to the public interterminal communication and
sometimes also to a wiretapped source which is correlated with the previous sources.

In the wake of [36], models for secrecy generation by two terminals have been widely
studied. Of particular interest to us is the recent work in [17], which considers models
consisting of an arbitrary number of terminals which respectively observe the distinct
components of a discrete memoryless multiple source, followed by unrestricted public
communication among themselves; a subset of the terminals can also serve as “helpers”
for the remaining terminals in generating secrecy. Three varieties of secrecy capacity
— the largest rate of secrecy generation — are considered according to the extent of an
eavesdropper’s knowledge: secret key, private key and wiretap secret key capacity. A secret
key (SK) generated by a set of “user” terminals with assistance — in the form of additional
correlated information — from a set of helper terminals (e.g., centralized or trusted servers
in a key establishment protocol), requires concealment from an eavesdropper with access
to the public interterminal communication. A private key (PK) generated by the user

terminals must be additionally protected from the assisting helper terminals. A wiretap
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secret key! (WSK) must satisfy the even more stringent requirement of being protected
from a resourceful eavesdropper’s access to a wiretapped correlated source. It should
be stressed that in all of the work mentioned above, the user terminals are required to
devise only a single key, of any variety, to be used subsequently for secure encrypted
communication.

There are, however, situations, arising for instance in “group communication,” in
which multiple keys must be simultaneously devised in a coordinated manner by different
groups of terminals (with possible overlaps of groups); such keys need protection from
prespecified terminals as also from an eavesdropper. Such a situation can occur when
certain disabled terminals cease to be authorized or reliable so that the keys assigned
to them, in effect, are compromised; the remaining authorized terminals must then be
capable of maintaining security by switching to another set of keys which are concealed
from the disabled terminals. In the interests of efficiency, all such keys must be devised
at the outset of operations so as to avoid the need for a fresh key generation procedure
after a disablement. These situations produce a rich vein of secrecy generation problems,
the information-theoretic underpinnings of which are substantial enough for investigation
already in the case of just three terminals. Various types of secrecy generation (as in [17])
can then be studied for different subsets of the three terminals.

Considering a model with three terminals, our emphasis in this chapter is on the
problem of characterizing all the rates at which two pairs of terminals can simultaneously
generate PKs, each of which is effectively concealed from the remaining terminal. The gen-

eral problem of PK generation for all three pairs of terminals is briefly addressed towards

!The capacity problem associated with a wiretap secret key is not fully resolved even in the case of two

user terminals, and we do not consider it here.
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the end. Suppose that terminals X', ) and Z observe, respectively, the distinct compo-
nents of a discrete memoryless multiple source (DMMS), i.e., independent and identically
distributed (i.i.d.) repetitions of the (generic) random variables (rvs) X, Y, Z, respec-
tively. For the purposes of secrecy generation, the terminals are permitted unrestricted
communication among themselves over a public channel, and all the transmissions are
observed by all the terminals. An eavesdropper has access to this public communication
but gathers no additional side information; also, the eavesdropper is passive, i.e., unable
to corrupt the transmissions. Terminals X and Y (resp. X and Z) generate a PK with
the possible help of terminal Z (resp. ))) which is concealed from the helper terminal
Z (resp. Y) and from an eavesdropper with access to the public communication among
the terminals. Our main technical results are single-letter inner and outer bounds for the
PK-capacity region, i.e., the set of all rate pairs at which such PK pairs can be generated.
Further, under certain special conditions on the joint probability mass function (pmf) of
X,Y, Z, these bounds are shown to coincide to yield the (exact) PK-capacity region.

All our results for the PK-capacity region hold in a strong sense; specifically, achiev-
ability results are established under a “strong” requirement and converse results under a
“weak” requirement. While the weak and strong definitions of secrecy capacity have been
shown to yield identical results for various models [37], [13], [16], [40], [17], it is worth
mentioning that our technique leads directly to strong achievability.

This chapter is organized as follows. Section 2.2 contains the preliminaries. Our
main results — inner and outer bounds for the PK-capacity region — are provided in Section
2.3. Furthermore, under certain special conditions, these bounds coincide to yield the
(exact) PK-capacity region. Section 2.3 also contains several examples of the PK-capacity

region. The proofs are given in Section 2.4. In Section 2.5, we examine the general problem
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of characterizing all the rates at which all pairs of terminals can simultaneously generate

PKs.

2.2 Preliminaries

Consider a DMMS with three components corresponding to generic rvs X, Y, Z with
finite alphabets X, Y, Z. Let X" = (X1, -+, X,), Y" = Y1,---,Yo), 2" = (Z1,- -+, Zy)
be n i.i.d. repetitions of the rvs X, Y, Z. The terminals X, ), Z 2 respectively observe
the components X", Y™, Z™ of the DMMS (X", Y", Z"), where n denotes the observa-
tion length. The terminals can communicate with each other through broadcasts over a
noiseless public channel, possibly interactively in many rounds. Following [17], we assume
without any loss of generality that these transmissions occur in consecutive time slots
in r rounds; the communication is depicted by 37 rvs Fi,---, F3,, where F; denotes the
transmission in time slot ¢, 1 < ¢t < 3r, by a terminal assigned an index ¢ = ¢t mod 3,
1 < ¢ < 3, with terminals X', ), Z corresponding to indices 1, 2, 3, respectively. In gen-
eral, F} is allowed to be any function, defined in terms of a mapping f;, of the observations
at the terminal with index 7 and of the previous transmissions Fj; 1) = (F1,- -, Fi—1);

thus, for instance, Fy = fi1(X"), Fy = fo(Y", F1), F5 = f3(Z", F1, F3), and so on. We do

not permit any randomization at the terminals; in particular, fi, - -, f3, are deterministic
mappings. Let F = (F,---, F3,) denote collectively all the transmissions in the 3r time
slots.

Given € > 0 and the rvs U, V, we say that U is e-recoverable from V if Pr{U #

f(V)} < e for some function f(V) of V' (cf. [17]).

2The use of the same symbol for a terminal as well as for the alphabet of its observations should not

lead to any confusion.
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The rvs K yy and K yz, which are functions of (X", Y™, Z"), with finite ranges Ky
and Kyz, respectively, represent an e-private key (e-PK) pair, where K yy (resp. Kxz)
is the PK for terminals X, ) (resp. X, Z) with privacy from the terminal Z (resp. )),
achievable with communication F', if:

e Kyy is e-recoverable from each of (F, X"), (F,Y");

e K yz is e-recoverable from each of (F, X"), (F,Z");

e K yy satisfies the secrecy condition and the uniformity condition

1
“I(Kxy AF,Z") < &; (2.1)
n

1 1
—H(K > —log |IC — £
- (Kxy) > - og [Kxy| — &;

and

e K yz satisfies the secrecy condition and the uniformity condition
1
—I(KXZ/\F,YTL) <g¢g; (22)
n

1 1
—H(Kxz) > —log |Kxz| —¢.
n n

The conditions above thus mean that terminals X and ) generate a PK Kyy with the
terminal Z acting as helper (e.g., a “third-party” in a key establishment protocol) by
providing &X', ) with additional correlated information; this PK is nearly uniformly dis-
tributed, and is concealed from an eavesdropper that observes the public communication
F as well as from the helper Z (and, hence, “private”). Simultaneously, with the same
public communication, terminals X and Z generate a PK K yz with the terminal ) acting
as helper; this PK is nearly uniformly distributed, and is concealed from an eavesdropper
as well as from the helper ). Note that the previous conditions readily imply that Kxy

and Kyz are “nearly” statistically independent.

19



We remark that this model can be interpreted in terms of a “central” terminal X
establishing individual PKs with each terminal ) (resp. Z) with the remaining terminal Z
(resp. )) serving as helper. We are interested in the simultaneous generation of individual

PK pairs (Kxy, Kxz) as above.

Definition 2.1 A pair of nonnegative numbers (Ryy, Rxz) is an achievable PK-rate
pair if €,-PK pairs (K?&,Kgﬁ,) are achievable with suitable communication (with the
number of rounds possibly depending on n), such that €, — 0, %H (Kgg),) — Ryy,
%H (Kg;%) — Ryxz. The set of all achievable PK-rate pairs is the PK-capacity region
Cpr . An achievable PK-rate pair will be called strongly achievable if €, above can be taken
to vanish exponentially in n. A PK-capacity region will be termed strong if all rate pairs

in that region are strongly achievable.

Remarks:

1. Maurer [37] pointed out that the secrecy conditions (2.1), (2.2) were inadequate
for cryptographic purposes, and should be strengthened by omission of the factor % Note
that the concept of strong achievability above, which is adopted from [16], [17], demands
even more. All our achievability results will be proved as strong achievability results.

2. The (strong) PK-capacity region is a closed convex set. Closedness is obvious
from the definition. Convexity follows from a standard time-sharing argument (cf. [15, p.
242]).

3. If Kg;% is set equal to a constant in the definition above, i.e., only a single €,-PK
is generated by terminals X and ) with terminal Z serving as a helper terminal, then
the entropy rate of such a PK is called achievable PK-rate, and the largest achievable
PK-rate is the PK-capacity. An achievable PK-rate is called strongly achievable PK-rate

if €, vanishes exponentially in n. A PK-capacity is termed strong if all smaller rates are
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strongly achievable. It is known (cf. [3], [16]) that the (strong) PK-capacity is equal to

I(X AY|Z).

2.3 Statement of Results

Theorem 2.1 (Outer bound for Cpk): Let (Rxy, Rxz) be an achievable PK-rate pair.

Then

R;(ySI(X/\Y‘Z), RXZSI(X/\Z‘Y), (23)
R)(y—I—R)(gSm(}nI(X/\Y,Z‘U), (2.4)

where the minimum is over all rvs U that satisfy the Markov conditions

U—o—Y —o—XZ, U—o—7—o—XY. (2.5)

Remarks:

1. The bounds in (2.3) on the individual largest achievable PK-rates are already
known from the single PK results in [3], [16].

2. The minimum in (2.4) is attainable, since by a direct application of the Support
Lemma [15, p. 310], the rv U in (2.4) can be assumed, without restricting generality, to

take values in a set U of cardinality |U| < V|- |Z] + 1.

Definition 2.2 A common function of Y and Z is any rv which equals both a function
of Y and a function of Z; a mazimal common function Up,cp(y,z) of Y and Z is such that
every other common function of Y and Z is a function of Upncpv,z) (cf- e.g., [16], [22]).
The rvs Y and Z are deterministically correlated if there exists a common function of Y

and Z which renders them conditionally independent (cf. [15, p. 405]).
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Proposition 2.1 If there exists a common function of Y and Z which renders them

conditionally independent, then that common function is a mazximal common function of

Y and Z.
Proof of Proposition 2.1: Let U be a common function of Y and Z such that
I(YANZ|U) =0. (2.6)
Let U’ be an arbitrary common function of Y and Z. Then
IYAZIU)>IU ANZIU)=HU'|U)-HU'|U,Z)= H(U'|U). (2.7)

It follows from (2.6) and (2.7) that U’ is a function of U, which implies that U is a maximal
common function of Y and Z. ]
An example of a maximal common function is given below.

Example 2.1: Let Y and Z be {0, 1, 2}-valued rvs with joint pmf
Pyz(o, 0) = Pyz(o, 1) = a,

1
Pyz(l, 2) = Pyz(2, 2) = § — a,

for some 0 < a < %

A rv U, as a function of Y, is defined as follows:

0, ifY =0,

1, if Y e{1,2}.

0, if Ze{0,1},

1, if Z=2.
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Hence, U is a common function of Y and Z. It is easily seen that ¥ —o— U —o— Z.
Therefore, Y and Z are deterministically correlated. Furthermore, by Proposition 2.1, U
is a maximal common function of Y and Z. [ ]

Since Up,cf(v,z) satisfies the two Markov conditions in (2.5), we have the following

corollary of Theorem 2.1.

Corollary 2.1 (Outer bound for Cpk ): Any achievable PK-rate pair (Ryxy, Ryz) satis-
fies (2.3) and

RX)J + RXZ < I(X /\Yv Z‘Umcf(Y,Z))'

Theorem 2.2 (Inner bound for Cpg): The (strong) PK-capacity region Cpg is inner-

bounded by the convex hull of the union of the regions

(R)(y,R;(g) : R)(y < maxy. U_e_y_e_Xz[I(X/\Y‘U) — I(Y/\ Z‘U)],

(2.8)
Ryz < I(X/\ Z‘Y)
and
(R)(y,R;(g) : R)(y < I(X/\ Y‘Z),
(2.9)
Ryz < maxy. V—e—Z—e—XY[I(X/\ Z‘V) — I(Y/\ Z‘V)]
Remarks:

1. The maxima in (2.8) and (2.9) are attainable, since by a direct application
of the Support Lemma [15, p. 310], the rvs U, V in (2.8) and (2.9) can be assumed,
without restricting generality, to take values in sets U, V of cardinalities || < |Y|+1 and

V| < 2]+ 1.
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2. Although interterminal communication between X, ), Z is permitted, the regions
in (2.8) and (2.9) are shown to be achieved by a single autonomous transmission from each
terminal based on its own local observation of its component of the DMMS.

Note that U = V' = Upcf(v,z) are permissible choices in (2.8) and (2.9). Hence, it

follows from (2.8) and (2.9) that
(IX A Y |Upnepiv,z)) = 1Y A Z|Upegvizy)s T(X A Z|Y)) (2.10)

and

(I(X AY(2), 1(X A Z|Upepviz)) = 1Y A Z|Upepiv.z))) (2.11)

are two strongly achievable rate pairs. Since the sum of the two coordinates in (2.10) as
well as in (2.11) equals [(X AY, Z|Uy,ep(v.z)) —L(Y AN Z|Upef(v,z)), the following corollary
is obtained from the strong achievability of rate pairs (2.10), (2.11), and the convexity of

the (strong) PK-capacity region.

Corollary 2.2 (Inner bound for Cpk ): The (strong) PK-capacity region Cpg is inner-

bounded by the region

(ny,RXZ): nySI(X/\Y‘Z), RXZSI(X/\Z‘Y),

Rxy + Rxz < (X AY, Z|Upepv,z)) — LY N Z|Upnep(v,z))

The gap between the inner bound in Corollary 2.2 and the outer bound in Corollary
2.1is I(Y AZ|Uy,ep(v,z)) for the sum of two individual PK-rates in a PK-rate pair. Figure
2.1 shows both these inner and outer bounds.

The following notion will be used in describing another inner bound for the PK-

capacity region.
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RXZ

(YA ZUmet v,2))

I(XAZ] Y)

(XA Zlumcf (Y,Z))

ICYA Z|Umcf (Y,Z))

I(XA Y|Unef (v,2) ) 1(XA Y[ 2) R
XY

Figure 2.1: Inner and outer bounds for the PK-capacity region.

Definition 2.3 (cf. [11]): A function of Y is a sufficient statistic for Y with respect to
(w.r.t.) Z if it renders Y and Z conditionally independent; such a sufficient statistic is
a minimal sufficient statistic Uy,geyy for Y w.r.t. Z if it is a function of every other

sufficient statistic for' Y w.r.t. Z.

Theorem 2.3 (Inner bound for Cpg): The (strong) PK-capacity region Cpg is inner-

bounded by the convex hull of the union of the regions

(ny,RXZ) 0L ny < I(X/\ Y‘Umss(Y)v Z), 0< Ryz< I(X A Z‘Y),

RX)J +Rxyz < I(X NY, Z‘Umss(Y))
(2.12)

and
(Rxy,Rxz): 0< Rxy <I(XAY|Z), 0Z Rxz <I(XAZ|Vysz),Y),

RX)J +Ryz < I(X NY, Z‘Vmss(Z))
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where Uy,ss(yy (T€8p. Vinss(z)) is the minimal sufficient statistic for Y (resp. Z) w.r.t. Z
(resp. Y ).

Remark: Although interterminal communication between X, ), Z is permitted, the re-
gions in (2.12) and (2.13) are shown to be achieved by a single autonomous transmission
from each terminal based on its own local observation of its component of the DMMS.
Next, under a special (sufficient) condition below, the outer bound in Theorem 2.1
coincides with the inner bound in Theorem 2.2, thereby giving a complete characterization

of the PK-capacity region under this condition.
Theorem 2.4 If there exists a rv U such that
U—o—Y —o— XZ, U—o— 7 —o— XY, Y o U —o— 7, (2.14)

the (strong) PK-capacity region equals the set of pairs (Rxy, Rxz) which satisfy (2.3)
and

Ry + Rxz < min [(X A Y, Z|U), (2.15)
where the minimum is w.r.t. U satisfying (2.14).

Remarks:

1. As in Theorem 2.1, the minimum in (2.15) is shown to be attained (cf. Remark
2 following Theorem 2.1).

2. The rv U satisfying all three Markov conditions in (2.14) simultaneously need

not always exist, as shown in Example 2.2 below.

Definition 2.4 (cf. [15, p. 350]): Let (Y, Z) be Y x Z-valued rvs with a given joint pmf.
The joint pmf of (Y, Z) is called indecomposable if there are no functions f and g with
respective domains Y and Z such that Pr{f(Y) = g(Z)} =1 and f(Y) takes at least two

values with nonzero probability.
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Remark: It should be noted that if Pr{Y =y, Z =z} >0 for all y € Y and z € Z, then
the joint pmf of (Y, Z) is indecomposable (cf. [2]).

Example 2.2: Let Y and Z be {0, 1}-valued rvs with joint pmf

1 _

Pyz(0,0) = Pyz(1,1) = Tp’
. b
Pyz(0,1) = Pyz(1,0) = >

forsomeO<p<1,p7é%.
Suppose that U is an arbitrary rv satisfying the first two Markov conditions in
(2.14), whereby

U—-o—Y o2 U-—o—27—o-Y.

Since Py z(y,z) > 0, y, z € {0, 1}, the joint pmf of (Y, Z) is indecomposable. Then by [15,

p. 402], U is independent of (Y, Z). Consequently,
IYAZIU)=I(Y NZ) =1 hy(p) > 0,

where hy(p) = —plogy p— (1 —p) logy (1 — p) is the binary entropy function. Thus, the last
Markov condition in (2.14) does not hold. Therefore, in this example, no rv U can satisfy
all three Markov conditions in (2.14). ]

The special case in which Y and Z are deterministically correlated is of particular
interest as then the bounds for the PK-capacity region in Theorem 2.1, Corollary 2.1,
Theorem 2.2, Corollary 2.2, Theorem 2.3, as well as the characterization in Theorem 2.4,
all coincide to yield a complete characterization, as argued next. By Proposition 2.1,
I(Y AN Z|Upef(v,z)) = 0, so that the gap disappears between the inner bound in Corollary
2.2 and the outer bound in Corollary 2.1. Hence, all the bounds in Theorem 2.1, Corollary

2.1, Theorem 2.2 and Corollary 2.2 coincide to yield the PK-capacity region. Furthermore,
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in this special case, the inner bound in Theorem 2.3 also gives the PK-capacity region since

Umss(Y) - Vmss(Z) - Umcf(Y,Z)v (216)

which is easily seen as follows. On the one hand,

0= I(Y A Z‘Umss(Y)) > I(Umcf(Y,Z) A Z‘Umss(Y)) - H(Umcf(Y,Z)‘Umss(Y))a

and

0= I(Y A Z‘Vmss(Z)) > I(Umcf(Y,Z) A Z‘Vmss(Z)) - H(Umcf(Y,Z)‘Vmss(Z))v

i.e., Upcs(v,z) is a common function of U, sy and V,,5z). On the other hand, I(Y A
Z|Upes(v,z)) = 0 gives that Uy, t(v,z) is a sufficient statistic for Y w.r.t. Z as well as for
Z w.r.t. Y, thereby implying that both Up,ssy) and Vi,ez) are functions of U,.r(v,z)-
Thus, (2.16) follows. Lastly, since U = Up,cf(v,z) satisfies (2.14) and can be easily seen
to achieve the minimum in (2.15), the PK-capacity region of Theorem 2.4 is the same as

that alluded to above. These observations lead to the following summary result.

Theorem 2.5 If the rvs Y and Z are deterministically correlated, the (strong) PK-

capacity region Cpg equals the set of pairs (Rxy, Rxz) which satisfy (2.3) and
RX)J + RXZ < I(X A Y7 Z‘Umcf(Y,Z))v
where Upef(v,z) 18 the mazimal common function of Y and Z.

Example 2.3: Let Y and Z be independent rvs, each uniformly distributed on {0, 1},
and let X =Y & Z, where @ denotes addition modulo 2. Since Y and Z are independent,
Umes(v,z) is a constant. Further, Y and Z are deterministically correlated. It follows from

Theorem 2.5 that the PK-capacity region is the set of pairs (Ryy, Ryz) satisfying

RX)J +RXZ < I(X /\Yv Z‘Umcf(Y,Z)) =1L
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This PK-capacity region is triangular. The two corner points, (0,1) and (1,0), can be
perfectly achieved (i.e., with €, = 0), which implies, from a time-sharing argument, that
all PK-rate pairs in this region could be perfectly achieved. To achieve the corner point
(1,0), terminal Z transmits F = Z" = z". Upon receiving z", terminal X’ recovers y"

perfectly, which is set to be Kyy. It is clear that
I(Kxyy NF, Z™")=1(Y"NZ") =0,
and
LKy = LH(Y™) =1
n W o

Therefore, a perfect PK, of rate 1 bit/symbol, is generated by terminals X and ). By
symmetry, the other corner point (0, 1) can also be perfectly achieved. [ |
Example 2.4: Let Y = (Y1, N) and Z = (Z1, N), where Y1, Z1, and N are mutually

independent. Let the joint pmf of (X, Y1, Z1, N) satisfy
I(Yi A Z1| X, N) > 0, (2.17)

and

max{I(X A Z1|N), I(X A Yi|N)} > 0. (2.18)

Since

I(YAZIN)=I(Y1 AN Z1|N) =I(Y1 A Z;1) = 0,

Y and Z are deterministically correlated and N is a maximal common function of ¥ and
Z. Tt follows from Theorem 2.5 that the PK-capacity region is the set of pairs (Ryy, Rxz)

satisfying

ny < I(X/\Yl‘Zl,N),
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IN

RXZ I(X/\Zl‘ylvN)v

R)(y—i—R)(g < I(X/\Yl,Zl‘N).

Then from (2.17) and (2.18),

I(X AYy, Z1IN) = I(X AYAN)+I(X A Zy|Y1, N)
= H(V1|Zy,N)— H(Y1|X,N) + I(X A Z{|V1,N)
< HYi|Z1,N)— HM|X, Z1, N) + I(X A Z1|Y1, N)

= I(X/\Yl‘Zl,N)—I—I(X/\Zl‘yl,N),

and

I(X/\Yl,Zl‘N) > max{I(X/\Yl\Zl,N),I(X/\Zl\Yl,N)}.

Hence, this PK-capacity region is pentagonal. [ ]

2.4  Proofs

The technical tool used to prove Theorem 2.1 is supplied by Lemma 2.1 below.

Lemma 2.1 Let (Kyy, Kxz) be an e-PK pair, with values in finite sets Kxy and Kyz,
respectively, achieved with communication ¥ = (Fy,-- -, F3,). Let U be an arbitrary rv sat-
isfying the Markov conditions in (2.5). Let U™ = (Uy,---,U,) be n i.i.d. repetitions of the
ro U such that each (U;, X;,Y:, Z;), 1 < i < n, has identical joint pmf, and (U;, X;,Y;, Z;)

is independent of (U;, X;,Y;,7;), 1 < j#1i<n. Then

1 3+ 3clog |Kxy||K
“H(Kxy, Kxz|F.U") = H(X,Y, Z|U)~(Rx+Ry +Rz)+ =08 ‘n ayliKaz] o 19,
for some (Rx, Ry, Rz) satisfying
RXZH(X‘sz)v RY+RZZH(Y7Z‘U7X)7 (220)

30



1
RY > H(Y‘Xv Z)v RX +RZ > H(Xv Z‘Y) - EH(KXZ)v (221)

1
Rz> H(ZIX.Y),  Rx+Ry > H(X,Y|Z)~ “H(Kxy). (2.22)

The proof of Lemma 2.1 is analogous to that of Lemma 2 in [17]. Still, for completeness,

a proof is provided below.

Proof of Lemma 2.1: Since F, Kyy and K yz are functions of (X", Y", Z"),
H(Xn, YY", Zn‘Un) = H(F‘U”)—I—H(ny, KXZ‘Fa Un)—I—H(Xn, YY", Zn‘F, KX);, Kyz, Un)

Setting
1 n 1 n n
Rx = — Y. HFRU" Fyq)+-HX"F,Kyy, Kxz, U")
t:t mod 3=1 n
L Lt elog|Kayl|Kxz|
n )

1 1
Ry = = Y HFEU" Fi;q)+-HY"F,Kyy, Kxz,U", X"),
t:t mod 3=2 n
+1 + elog |Kxy||Kxz|

n

1 1
Rz = — Y. H(RU",Fui,1)+ -H(Z"|F,Kxy, Kxz, U™, X", Y"),
t:t mod 3=3 "
+1 + elog |Kxy||Kxz|

n

the previous equality gives

3+ 3¢ log VCX)JHK:XZ‘
n

1
EH(KX)]’KXZ‘F’ Un) :H(X,Y, Z‘U)— (Rx—|—Ry+RZ) +

It remains to show that (Rx, Ry, Rz) as defined above satisfy (2.20) — (2.22).

Since U™ —o— Y Z™ —o— X",

H(X™Y™, Z") = H(F,X"\U",Y", Z")
3r
= Y H(RJU"Y", Z", Fyyq) + HX"|F, U™ Y", Z"). (2.23)
t=1
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Since for t mod 3 # 1, F} is a function of (Y", Z", Fj; ;_y),

3r

ZH(Ft‘UnvynvznvF[l,t—l]) - Z H(Ft‘Un7Yn7Zn7F[1,t—1])
t=1 t:t mod 3=1
< Z H(F|U™, Fi14-1)-
t:t mod 3=1

Further,

H(X"F,U"Y", Z") < H(Kyy, Kyz, X"|F,U",Y" Z")

S H(KXya KXZ‘Fa Unv an Zn) + H(Xn‘Fa KXya KXZv Un)

IN

1+clog|Kxy||Kxz| + H(X"F, Kxy, Kxz,U"),

where the last inequality follows from Fano’s inequality.

Upon bounding the terms on the right side of (2.23) from above, we obtain that
H(X"Y" Z") <nRx.
Since

H(Y"™, Z|U", X" < H(F, Kxy, Kyz, Y, 27U, X")
= H(F|U", X")+ H(Kxy, Kxz|F, U", X")
CH(Y"|F, Kxy, Kz, U™, X™) + H(Z"|F, Kxy, Kxz, U, X", Y™
= > H(EU™, X" Fuyy)+ H(Kxy, Kxz|F,U", X")

t:t mod 3=2,3
—I—H(YR‘F, K;(y, K;(g, Un,Xn) + H(ZR‘F, K;(y, K;(g, Un,Xn, Yn)

IN

n(Ry + Rz),
(Rx, Ry, Ryz) satisfy (2.20). Since

HY"X",zZ") < H(F,Kyy Kyz,Y"|U", X", Z")

= Z H(Ft‘Un,Xn, Zn,F[Lt_l])—I—H(KX);,KXZ‘F, un, X", Zn)
t:t mod 3=2
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H(Y"|F, Kyy, Kyz, U", X", Z"
Y

S nRYa

and

H(X™, Z"Y") < H(F,Kyy, Kxvz, X", Z"U",Y")

IN

H(F‘U”, Yn) + H(KX);‘F, un, Yn) + H(KXZ‘F, Kxy, un, Yn)

+H(X"|F,Kxy, Kxz,U")+ H(Z"|F,U", X", Y")

IN

n(Rx + Rz) + H(Kxz),

(Rx, Ry, Rz) also satisfy (2.21). Similarly, it can be shown that (Rx, Ry, Rz) satisfy
(2.22), completing the proof. [ |
Proof of Theorem 2.1: We only show (2.4), as (2.3) is from [17]. Suppose that

(K?)),, Kg;g) represent an &,-PK pair, with values in finite sets IC()?)), and IC()?%, respec-

tively, achieved with communication F = (Fy, - - -, F3,.), where €, — 0 (see Definition 2.1).
Let U be an arbitrary rv satisfying the Markov conditions in (2.5). Let U™ = (U, - - -, Up)
be n i.i.d. repetitions of the rv U such that each (U;, X;,Y;, Z;), 1 < < n, has identical

joint pmf, and (U;, X;,Y;, Z;) is independent of (U, X;,Y}, Z;), 1 < j # i < n. Then
U' o Y™ o X"Z", U —o— Z" —o— XY™,

which implies that
U" —o— FY" —o— X" 2", U" —o—F7" —o0— X"Y™".

Hence,

[(KYLAR,U™) < 1(KYL AR U™ Y")
= I(KYL AR Y") 4+ 1 (KY) AU R, Y™)
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< e+ 1(KYL, X" AU R, YY)

< ne,+ H(KYLF,X")

Similarly, we have

< nep,+1+¢e,log ‘/C ‘/C ‘ (2.24)
(KW AR, KL, U") < nep + 2+ 26, log [KEY | [KVL | (2.25)

On the other hand, it follows from (2.19) and (2.20) that

nH(K(” KQLP,U") < H(X,Y,Z|U)~ [H(X|Y, Z)+ H(Y, Z|U, X)]

Xy
3+ 3ep log ‘IC( y‘ ‘/C ‘

n

_|_

3 —|—35nlog‘ y‘ ‘IC()?Z‘

n

= I(XAY,Z|U)+ (2.26)

Finally, it follows from (2.24) — (2.26) that

IN

H (K)) + %H (K2)

H (Kggg), K(”)) + l1’ (K( YA K )

S|I= 3= 3=

H (K, KYLF,U™) + I(K@, AR, U") + I(K(”) AR, KV, UM)

6+65nlog‘ y‘ ‘IC()?Z‘

n

I(X AY, Z|U) + 2e, +

This completes the proof. [ |

The proof of Theorem 2.2 is based on Lemma 2.2 below, which is implied by [16]

(Theorem 2.6). Since the models considered in [16] involve rate constraints on the public

communication F between user terminals, the full force of the results in [16] is not needed

here. We provide below a version of the model and the corresponding lemma of direct use

here.
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Consider a DMMS with three components corresponding to genericrvs X, Y, Z with
finite alphabets X, Y, Z. Let X" = (X1, -+, X,), Y" = Y1,---,Yo), 2" = (Z1,- -, Zy)
be n i.i.d. repetitions of the rvs X, Y, Z. Terminals X and ) respectively observe the
components X" and Y of the DMMS, where n denotes the observation length. Here, ter-
minals X and ) represent the two users who wish to generate a wiretap secret key (WSK),
which should be concealed from a wiretapper Z that observes the component Z™ of the
DMMS. The user terminals can communicate with each other through broadcasts over a
noiseless public channel, possibly interactively in many rounds. Again, we assume without
any loss of generality that these transmissions occur in consecutive time slots in r rounds;
the communication is depicted by 2r rvs Fi,-- -, Fb,, where F; denotes the transmission
in time slot ¢, 1 <t < 2r, by terminal X (resp. ))) if ¢ is odd (resp. even). In general, F;

is allowed to be any function, defined in terms of a mapping f;, of the local observations

at the user terminal and of the previous transmissions Fj; ;_y) = (F1,- -+, F4—1). No ran-
domization is permitted at the user terminals; in particular, fi,-- -, fo, are deterministic
mappings. Let F = (F,---, Fb,) denote collectively all the transmissions in the 2r time
slots.

The rv Ky, which is a function of (X", Y"), with finite range xy, represents an
e-wiretap secret key (e-WSK) for terminals X and ) and concealed from the wiretapper
Z, achievable with communication F, if:

e Kyy is e-recoverable from each of (F, X"), (F,Y™");

e K xy satisfies the wiretap secrecy condition
1 n
_I(KXy/\sz ) <g
n

and
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® KX % SatiSﬁeS the uniformity condition
% (o) % E.

Definition 2.5 A nonnegative number Ryy is an achievable WSK-rate if an €,-WSK
Kgg), is achievable with suitable communication (with the number of rounds possibly de-
pending on n), such that e, — 0 and %H (Kgg),) — Ryy. The largest achievable WSK-
rate is the WSK-capacity Cywsk. An achievable WSK-rate will be said to be strongly

achievable if €, above can be taken to vanish exponentially in n. A WSK-capacity will be

termed strong if all smaller rates are strongly achievable.
Lemma 2.2 [16] The (strong) WSK-capacity is bounded below according to
CWSKZm{z}x[I(X/\Y\U)—I(X/\Z\U)], (2.27)

where the mazimum is over all rvs U that satisfy the Markov condition U —o— X —o—Y Z.
Furthermore, the right side of (2.27) is a WSK-rate that can be achieved by a single

transmission from terminal X. [ |

Remarks:

1. The right side of (2.27) was first proved to be a lower bound for the “weak”
WSK-capacity in [3]. If randomization is allowed at terminals X and Y, the right side of
(2.27) was also proved to be a lower bound for the strong WSK-capacity in [13].

2. It follows from the proof of Lemma 2.2 that upon receiving the transmission
from terminal X', terminal ) recovers the observation X" = x™ at terminal X, with error
probability decaying to 0 exponentially with n.

Proof of Theorem 2.2: We prove here only the strong achievability of the region (2.8).

The strong achievability of the region (2.9) follows by symmetry. Thanks to a time-sharing
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argument, to finish the proof of this theorem, it suffices to show the strong achievability

of the rate pair

(U: max_[I(XAY|U) —I(Y A ZID)], I(X A Z\Y)) .

The scheme to achieve a PK pair with the rates as above is as follows. Let X" = 2™, Y" =
y™, Z™ = 2" be the respective observations at the terminals X, ), Z. Terminal X does
not transmit in the first time slot. In the second time slot, terminal ) transmits f2(y"), in
order to establish a WSK with terminal X by regarding terminal Z as a wiretapper. By
Lemma 2.2, after this transmission, terminals X and ) generate an £,-WSK Kg?)),, with

en decaying to 0 exponentially, and

1 (n)
— > - .
nH (ny) ymex (X AY|U)—-I(Y ANZ|U)]

Furthermore, upon receiving the transmission fa(y™), terminal X' recovers y™ with error
probability decaying exponentially 0 with n.
In the third time slot, terminal Z transmits f3(z"), in order to establish a WSK
with terminal X by regarding terminal ) as a wiretapper. Again, by Lemma 2.2, after
n)

this transmission, terminals X and Z generate an &,-WSK Kg( z, with &, decaying to 0

exponentially, and

(L) I
— > —
nH (KXZ) : max [ (Z/\X’ YH/) Z(Z/\Y‘Hf)]

> I(X AZ[Y).

The last inequality follows by choosing V' to be a constant. In this scheme, F = (Fy, F3),

where Fy = fo(Y™") and F3 = f3(Z"). Now,

%1 (KSL AR Y") = %I (KS% A Fs,Y™) <ep,
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where the inequality follows since Kg;% is an €,-WSK. Similarly,

1 n
I (K

Y9 AF, Z”) <ep.

Therefore, the two e,-WSK Kg?)),, Kgé%, with individual rates no less than

max  [[(XAY|U)=I(Y A Z|U)]
U: U»-Y-eXZ

and

I(XAZ|Y),

respectively, constitute an e,-PK pair. This completes the proof. [ ]
In the proof of Theorem 2.3, we shall use the notations and properties of typical
sequences, which are given in Appendix A.2, as well as the following lemma, which is

proved in [17].

Lemma 2.3 [17] Given the finite sets U, V, a function f : U™ — {1,---,2"7} and a
positive number H, there exists a mapping g : U™ — {1,-- ',Q”H} such that for i.i.d.

repetitions of any rvs (U, V) with
H(UIV)> R+ H +3,

where § > 0 is arbitrarily small but fized, the probabilities that g(U™) is uniformly dis-

tributed and g(U™) is independent of (f(U™),V™) go exponentially to 0. [ ]

Proof of Theorem 2.3: We prove here only the strong achievability of the region (2.12).
The strong achievability of the region (2.13) follows by symmetry.
Denote by U,,s(y;) the minimal sufficient statistic for ¥; w.r.t. Z;, 1 <4 <n. Let

UTL

mss(Y) = (Umss(yl), - ',Umss(yg)). Terminal ) obtains the sequence Ur’}ws(y) = u" from

its local observation ", and transmits the sequence u".
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Consider random partitions of Y™ and Z™ into b; and by bins, respectively, where
b1 = bi(n) and by = by(n) are two integers to be specified later. For each y™ € Y
(resp. 2" € Z™), let Fy(y™) (resp. Fz(z")) be the random index of the bin containing y"
(resp. 2"), where Fy(y") (resp. Fz(z")) is uniformly distributed on the set of integers
{1,--+,b1} (resp. {1,--+,ba}). Then, clearly Fy(y"), y" € Y™ are mutually independent,
as are F'z(z"), 2" € Z". Furthermore, assume that (Fy(y"),y"™ € V"), (Fz(z"),z" € Z2™)
and (X", Y™, Z") are mutually independent.

Terminals ) and Z, with respective observations y™ and 2", transmit random indices
Fy(y") = Jy and Fz(2") = Jz, where Jy and Jz are uniformly distributed on {1,---, b1}
and {1,---,ba}, respectively.

The decoding at terminal X is performed as follows. Fix £ > 0. Terminal X, upon
observing z" € X" as well as receiving the sequence u™ and the integers jy, jz, decodes
according to the decoding rule ¢, defined by

p(u”, z", jy, jz) = (4", 2"),
iff (g™, 2") is the unique element in Y™ x Z™ such that

o (u z™ ", ") € Tgmss(Y)Xyzvf and

o Fy(§") = jy, Fz(2") = jz.

If no such (9™, 2") exists, an error is declared. The probability of decoding error at terminal
X is then
P = Pr{o(Up ), X", Fy(Y™), F2(2") # (Y™, Z") } .

Define the events
Ey = {(Urzss(y)v XYY", Z") ¢ Tgmss(y)xyz,g} )

By ={35" € V" Y™ £ G Fy(Y") = Fy(5); (Upasyy, X5 2" €TH, o xvze) -
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m

By ={35" € 2" : 2" # 2 F5(2") = F2(3"); (Upgoyy, XY™ 2) €T xyvze)s
By ={3(" ") € V" x 2" Y™ £ % 2" #£ 3 Fy(Y™) = Py(§"); F2(2") = Fz(3");
(U;LLSS(Y)v Xnv gn’ gn) € Tgmss(y)XYZ,§}7

Clearly,

P = Pr {O E} < 23: Pr{E;}. (2.28)
=0

=0

It follows from Proposition A.1 in Appendix A.2 that for some ¢ = £(§) > 0, and all

sufficiently large n,

Pr{Ey} < 27" (2.29)
To bound Pr{E;}, we have
Pr {El}
_ 3 Pr{(Uph gy XY™, 27) = (u", 2", y", ")}
(un7xn7yn7zn)€T{}mss(Y)XYZ,£
3 Pr {Fy(g”) = Py (") (Ul sy XY™, Z7) = (u", 2™, ", z”)}

Ty (yn . g 2 )eT™n
grAY™:(un,zn,gr,2n) e Upss(v)XY 2.6

_ 3 Pr{(Up gy, X", Y™, Z27) = (u", 2", ", 2") |

n_gn yn yn)eTn
(um,zm,yn,2") Upss(v)XY 2.6

> by

7 n ”l: n n gn n T"l
gAY (U, gn,z )E Umss(Y)XYZ’5

> Pr{(Upssyys X" Y™, 27) = (u" 2", ", 2") }
(um ’xn’yn’zn)ET{}mss(Y)XYZf

bl_l . Qn[H(Y|Um€€(Y)7X7Z)+2§]

IN

< 2—n[% logb1—H(Y|Umss(Y)7X7Z)—2§].

Similarly, we have

PI,{E2} S 2—%[% logbg—H(Z|Um“(y),X,Y)—2§]’ (231)

and

Pr{Es} < o5 10g brby—H (Y, Z|Upss(v), X ) —2€] (2.32)
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Upon picking the integers by, bs so as to satisfy

1

5 logb1 > H(Y‘Umss(Y)a X, Z) + 3€, (233)
1

—logby > H(Z‘Umss(Y)axa Y) + 3¢, (234)
n

and
1
Elogblb? 2 H(Yv Z‘Umss(Y)ax) + 3¢, (235)

it follows from (2.28) — (2.32) that for some n = n(e, &) > 0 and all sufficiently large n,
pin) < 9o

It then follows that there exists a pair of (deterministic) mappings fy = fy(¥Y™) and

fz = fz(Z") satisfying
Pr{¢ (U;}m(y),xn, fy(Y™), fz(Z”)) # (Y™, Z”)} <27,

Next, apply Lemma 2.3 with Y, (Up,ssyy, Z) and fy in the roles of U, V and f,
with R = Llogby and H = H(Y |Upss(v), Z) — = logby — & = H(Y|Upss(y)) — Llogby —
&, respectively. The following holds with probability exponentially tending to 1 in n:
there exists a mapping gy : Y"* — {1,-- -,2”[H(Y|UmSS(Y))_%logbl_f]} such that gy(Y™) is
uniformly distributed and gy(Y™) is independent of (fy(Y™), Uy (4, Z")-

Apply Lemma 2.3 again with Z, Y and fz in the roles of U, V and f, with R =
% logby and H = H(Z|Y) — % log by — &, respectively. The following holds with probability
exponentially tending to 1: there exists a mapping gz : 2" — {1, -, gnlH(Z|Y)—3; log b2_§]}
such that gz(Z") is uniformly distributed and gz(Z") is independent of (fz(Z"),Y™)

If no error is declared by terminal X', the PK Kgg), is set as gy(Y™), and the PK

Kg;% is set as gz(Z"™). Otherwise, Kgg), and Kg;% are respectively set to be uniformly
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distributed on

{1’ sy 2”[H(Y|Umss(Y))_%10gb1_§]} ,

and
{17 . .72n[H(Z|Y)—%1ogb2—§]} 7
independent of (X", Y™, Z™).
Clearly, Kgg), and Kg;% are en-recoverable at terminal X, with €, exponentially
decaying to 0.
The uniformity of gy(Y™) and gz(Z™) gives that

1 . 1
EH (K.g())]) = H(Y‘Umss(Y)) - Elog by — 57

1 (n) B 1
~H (K%L) = H(ZY)- ~logby —&.
The lower bounds (2.33) — (2.35) on %log by, %log by and %log b1bs imply that

1 n
EH (KE())J) < H(Y‘Umss(Y)) - H(Y‘Umss(Y)vxv Z) -4 = I(X A Y‘Umss(Y)a Z) — 48,

%H (KYL) < H(Z|Y) = H(ZIX,Y) - 46 = [(X A Z|Y) — 4¢,

1 n 1 n
EH (KE())J) + EH (KE(;I) < H(Y‘Umss(Y)) + H(Z‘Y) - H(Yv Z‘Umss(Y)ax) — 5§

— I(X AY, Z|Upas(y)) — 5E.
Note that
I(KS) AR, 27) = Hgy(Y™) A fy(Y™), Uhgyiy, 27)
and
I(KS) AR,Y™) = I(gz(Z2") A f2(27),Y"),

It follows from the independence of gy (Y™) and (fy(Y™), Uy (5, £"), as well as of gz(Z")
and (fz(Z™),Y"), that (Kgg),, Kg?%) constitutes a (strongly) achievable PK pair. This
completes the proof. [ ]
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Proof of Theorem 2.4: The converse part follows from Theorem 2.1. The achievability
part is seen as follows. Let U be an arbitrary rv satisfying all three Markov conditions in

(2.14). Theorem 2.2 implies that
(I(XAY|U),I(XNZ]Y))
and
(I(XAY|Z),I(XNZ|U))
are two strongly achievable PK-rate pairs. Note that

IXANY|U)+I(XANZY) = I(XAY|Z)+I(XANZ|U)

= I(XAY,Z|U).

Hence, the strong PK-capacity region is inner bounded by the region
(ny,RXZ) : ny < I(X/\ Y‘Z) Ryz < I(X A Z‘Y),

RX)J+RXZ SmaxUI(X/\Y, Z‘U)

where the maximum is w.r.t. U satisfying (2.14). This completes the proof. [ |

2.5 Generalizations

The model considered in this section is an obvious generalization of the previous model,
in that after r rounds of communication, a PK must be generated by each of the three
pairs of terminals (i.e., terminals X and Y, X and Z, Y and Z). We shall define the
PK-capacity region for this model and derive an outer bound for the PK-capacity region.
Also, we shall provide an example in which this outer bound for the PK-capacity region
is tight.

Consider a DMMS with three components corresponding to generic rvs X, Y, Z with
finite alphabets X, YV, Z. Let X" = (X1, -+, X,), Y" = Y1,---,Yo), 2" = (Z1,- -+, Zy)
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be n i.i.d. repetitions of the rvs X, Y, Z. The terminals X, ), Z respectively observe
the components X™, Y™, Z™ of the DMMS (X™, Y™, Z™), where n denotes the observa-
tion length. The terminals can communicate with each other through broadcasts over a
noiseless public channel, possibly interactively in many rounds. We assume without any
loss of generality that these transmissions occur in consecutive time slots in r rounds; the
communication is depicted by 3r rvs Fi,---, F3,., where F; denotes the transmission in
time slot ¢, 1 < ¢t < 3r, by a terminal assigned an index ¢ = ¢t mod 3, 1 < ¢ < 3, with
terminals X', ), Z corresponding to indices 1, 2, 3, respectively. In general, F; is allowed
to be any function, defined in terms of a mapping f;, of the observations at the terminal
with index 4 and of the previous transmissions Flii1= (Fi,- -+, F;_1); thus, for instance,
F = fi(X™), Fy» = fo(Y™, F1), F3 = f3(Z", F1, F), and so on. We do not permit any
randomization at the terminals; in particular, fi,-- -, f3, are deterministic mappings. Let
F = (Fy,- -, F5,) denote collectively all the transmissions in the 3r time slots.

The rvs Ky, Kxz and Kyz, which are functions of (X", Y™, Z"), with finite ranges
Kxy, Kxz and Kyz, respectively, represent an e-private key (¢-PK) triple, where Kyy
(resp. Kxz; Kyz) is the PK for terminals X', ) (resp. X, Z; ), X ) with privacy from
the terminal Z (resp. ); Z), achievable with communication F, if:

e Kyy is e-recoverable from each of (F, X"), (F,Y™");

e K yz is e-recoverable from each of (F, X"), (F,Z");

e Kyz is e-recoverable from each of (F,Y™), (F, Z");

e K yy satisfies the secrecy condition and the uniformity condition
1 n
SA(Kxy ANF,Z%) < ¢

1 1
—H(K > —log |IC — &
- (Kxy) > - og [Kxy| — &;
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e K yz satisfies the secrecy condition and the uniformity condition
1 n
EI(KXZ/\Fay ) <&

1 1
—H(Kyz) > —log |Kxz| —e.
n n

and

e Ky z satisfies the secrecy condition and the uniformity condition
1
L (Kyz AR, X" < =
n
LH(Kyz) > Llog [Kys|
— —lo —e.
n yz) == gINyz

Definition 2.6 A triple of nonnegative numbers (Rxy, Rxz, Ryz) is an achievable PK-
rate triple if an €,-PK triple (Kgg),, Kgg, Kgg) 1s achievable with suitable communica-
tion, such that e, — 0, %H (Kgg),) — Rxy, %H (Kg;g) — Ryz, %H (Kgg) — Ryz.
The set of all achievable PK-rate triples is the PK-capacity region Cpx. An achievable
PK-rate triple will be called strongly achievable if €, above can be taken to vanish expo-
nentially in n. A PK-capacity region will be termed strong if all rate triples in that region

are strongly achievable.
Remark: The (strong) PK-capacity region is also a closed convex set.

Theorem 2.6 (Outer bound for Cpk): Let (Rxy, Rxz, Ryz) be an achievable PK-rate

triple. Then

Rxy <I(XAY|Z), Rxz+Ryz <I(ZANX,Y|Unpcrxy)) (2.36)
Ryz SI(X/\Z‘Y)v RXy+RyZ SI(Y/\Xv Z‘Umcf(X,Z))v (237)
Ryz < I(Y/\Z‘X)v RX)J+RXZ < I(X/\Yv Z‘Umcf(Y,Z))v (238)
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Rxy + Rxz + Ryz <2H(X,Y, Z|Upep(xv,z) — H(X,Y|Z) = H(X, Z|Y) — H(Y, Z| X),

(2.39)
where Upep(x,v) (165D Uper(x,2), Umes(v,2)) is a mazimal common function of X and Y
(resp. X and Z,Y and Z), and Unmef(x,v,z) i a mazimal common function of X, Y and

Z.
The technical tool used to prove Theorem 2.6 is supplied by Lemma 2.4 below.

Lemma 2.4 Let (Kyxy, Kxz, Kyz) be an e-PK triple, with values in finite sets Kxy,

Kxz, Kyz, respectively, achieved with communication F = (Fy,---, Fs.). Then
1
EH(KX)% Kxz, Kyz|F,Uprixviz) = H(XY, Z|Unerxy,z) — (BRx + Ry + Rz)
3+ 3elog|K K K
3t 3elog|Kay[|Kxz|Kryl (2.40)
n
for some (Rx, Ry, Rz) satisfying
1
Rx > H(X|Y, 2), Ry+Rz;>H(Y,Z|X)—- —H(Kyz),
n
1
Ry > HYY|X, 2), Rx+ Rz > H(X,Z|Y)— —H(Kxz),
n
1
Rz > H(Z|X,Y), Rx+ Ry > H(X,Y|Z) — —H(Kxy).
n
Proof of Lemma 2.4: Set
1
Ry = — Z H(Ft‘ mef(X,Y,2) F[lt 1]) + H(X ‘F mcf(X,Y,Z)?KvaKXZ)
t:t mod 3=1
| Lt clog|Kay[|Kaz||Kyz|
n )
1 n n
Ry = — > H(E|U}pxyz Fueng) + H(Y |F, X™),
t:t mod 3=2
L L elogKayl[Krz|[Kyz|
n )
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1
Rz = — Y  HEFEU, mef(X,v,z) Fli,e-1)) + H(Z”\F XY™,
t:t mod 3=3
L1t elog |[Kayl|Kxz||Kyz|
n

The remaining proof is analogous to that of Lemma 2.1, and omitted here. [ |
Proof of Theorem 2.6: We only show (2.39), as the bounds in (2.36) — (2.38) are already

known from Theorem 2.1.

Suppose that (K gg),, K g?%, K (n)) represent an ,-PK triple, with values in finite sets

Ic(”)

Xy IC();%, ICg?Z),, respectively, achieved with communication F = (F,---, F3,.), where

en — 0 (see Definition 2.6). Then

H (Kg;g) + H (Kg;g) L -H (K(”))

1
n
H (K, K5, K3Y) + % (KS5 A KSL) + %I(K;g NS, KYL)

S|I= 3= 3=

H (K%),,KE?Z,K(Z\F Unnef (x, YZ)) + I (K( ))J ANEUperx, YZ))

+— I(K(%/\F Ul ey ESS) +51(K(Z)AF Unesixviry K33 K§2)

IN

1 n n n
nH (K&&,K&%,K(Z\F Upnef(x, YZ)) + 3en, (2.41)

where the inequality follows since (Kg?)),, Kgé%, K (n)) represent an €,-PK triple. Now,
(2.40) and the latter inequalities in (2.37) — (2.39) imply that

1

nH (KE?));’ Kg?z):v K( Z‘F U;wa(X YZ))

H(X, Y, ZUnegxvz) —  [H(X, Y12) + H(X, Z|Y) + H(Y, Z|X)]

<
(n (n
o )+ o) (g ORI
Putting (2.42) into (2.41), we finish the proof of the theorem. [ |

Example 2.5: Let X and Y be {0, 1}-valued rvs with joint pmf

1 _
Pxy(0,0) = Pxy(1,1) = Tp
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Pxy (0,1) = Pxy(1,0) = £,

for some 0 < p < 1. Let Z = X @Y. As in Example 2.2, the joint pmf of (X,Y) is
indecomposable, and Uy, f(x,y) is independent of (X,Y’), which implies that Up,.r(x v) is
a constant. Consequently, Up,.f(xv,z) is a constant. Since I(X AY |Upc(x,v)) = 1—ho(p),
X and Y are deterministically correlated iff p = %

It is easily seen that Z is independent of X (resp. Y'), which implies that U,,.¢(x z)

(resp. Upne(v,z)) is a constant. Thus,
I(XAY|Z)=1, I(XAZ|Y)=IY AZ|X)=h(p),

I(X/\ Y, Z‘Umcf(Y,Z)) = I(Y NX, Z‘Umcf(X,Z)) =1,
I(Z/\va‘Umcf(X,Y)) = hb(p)a

and

2H(X7 Y, Z‘Umcf(X,Y,Z)) - H(va‘Z) - H(Xv Z‘Y) - H(Yv Z‘X) =L

The outer bound for Cpg is, hence, given by (2.36) — (2.39). Figure 2.2 shows this outer
bound for Cp.

Next, the tightness of this outer bound is easily seen. It is clear that (1,0,0),
(0, hp(p),0) and (0,0, hy(p)) are perfectly achievable PK-rate triples (i.e., with g, =
0). From Theorem 2.5 and the fact that Y and Z are deterministically correlated,
(1 — hs(p), ho(p), 0) is also a perfectly achievable PK-rate triple. Similarly, (1 — hy(p), 0, hs(p))
is another perfectly achievable PK-rate triple. Therefore, by means of a time-sharing ar-

gument, every PK-rate triple in the region of Figure 2.2 is also perfectly achievable. N
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Figure 2.2: The PK-capacity region for Example 2.5.
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Chapter 3
The Secret Key—Private Key Capacity Region for Three Terminals

3.1 Introduction

As has already been mentioned in Chapter 2 that there are situations, arising for instance
in “group communication,” in which multiple keys must be simultaneously devised in a
coordinated manner by different groups of terminals (with possible overlaps of groups);
such keys need protection from prespecified terminals as also from an eavesdropper. For
instance, in group communication, different groups of terminals (with possible overlaps of
groups) must generate different keys for encrypted communication within those groups.
A key devised for a group must be concealed from terminals outside that group as well
as from an eavesdropper. Such “group-wide” keys can be simultaneously devised in a
coordinated manner by different groups of terminals. Separate keys for different groups
are also needed when certain disabled terminals become unauthorized or unreliable so that
the keys assigned to them, in effect, are compromised; to maintain security, the remaining
authorized terminals must then switch to another set of keys which are concealed from
the disabled terminals. In the interests of efficiency, all such keys must be devised at the
outset of operations so as to avoid the need for a fresh key generation procedure after a
disablement.

In general, in a network with m terminals, we could have one (common) secret key
(SK) for all the terminals, and private keys (PK) for every proper subset of the m terminals.
These situations produce a rich vein of secrecy generation problems, the information-

theoretic underpinnings of which are substantial enough for investigation already in the
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case of just three terminals.

In this chapter, we consider a simple model with three terminals and examine the
problem of characterizing all the rates at which the following two types of keys can be
generated simultaneously: (i) all the three terminals generate a SK, which is effectively
concealed from an eavesdropper; and (ii) a designated pair of terminals generate a PK,
which is effectively concealed from the remaining terminal as well as the eavesdropper.
Suppose that terminals X', ) and Z observe, respectively, the distinct components of a
discrete memoryless multiple source (DMMS), i.e., independent and identically distributed
(i.i.d.) repetitions of the generic random variables (rvs) X, Y, Z, respectively. The termi-
nals are permitted unrestricted communication among themselves over a public channel,
and all the transmissions are observed by all the terminals. An eavesdropper has access to
this public communication too, but gathers no additional (wiretapped) side-information;
also, the eavesdropper is passive, i.e., unable to corrupt the transmissions. Terminals X', Y
and Z generate a SK, which is concealed from the eavesdropper with access to the public
communication among the terminals. Also, terminals X and ) generate a PK, with the
possible help of terminal Z, which is concealed from the helper terminal Z and from the
eavesdropper. The set of all rate pairs at which such (SK, PK) pairs can be generated is
called the (SK, PK)-capacity region. Our main technical results are single-letter inner and
outer bounds for the (SK, PK)-capacity region. Further, under a certain special condition,
these bounds are shown to coincide to yield the (exact) (SK, PK)-capacity region.

This chapter is organized as follows. Section 3.2 contains the preliminaries. Our
main results — an outer bound and an inner bound for the (SK, PK)-capacity region — are
provided in Section 3.3. Furthermore, under a certain condition, these bounds coincide

to yield the (exact) (SK, PK)-capacity region. The proofs are given in Section 3.4. In
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Section 3.5, we discuss the tightness of the outer bound.

3.2 Preliminaries

Consider a DMMS with three components, and with corresponding generic rvs X, Y, Z
taking values in finite alphabets X, ), Z, respectively. Let X" = (X1, -+, X,,), Y™ =
(Yr,---,Y,), 2" = (Z1,- -+, Zyn) be nii.d. repetitions of the rvs X, Y, Z. The terminals X,
Y, Z respectively observe the components X", Y, Z" of the DMMS (X", Y™, Z"), where
n denotes the observation length. The terminals can communicate with each other through
broadcasts over a noiseless public channel, possibly interactively in many rounds. We
assume, without any loss of generality, that these transmissions occur in consecutive time
slots in r rounds; the communication is depicted by 3r rvs Fi, - - -, F3,, where F; denotes
the transmission in time slot ¢, 1 < ¢ < 3r, by a terminal assigned an index ¢ = ¢ mod 3,
1 <1 < 3, with terminals X', ), Z corresponding to indices 1, 2, 3, respectively. In general,
F; is allowed to be any function, defined in terms of a mapping f;, of the observations
at the terminal with index ¢, ¢ = ¢ mod 3, and of the previous transmissions Fj;; 1] =
(Fi,--+,F;—1). We do not permit any randomization at the terminals; in particular,
fi,- -+, far are deterministic mappings. Let F = (Fy,---, F3,) denote collectively all the
transmissions in the 3r time slots.

The rvs Kxyz and Kyy, which are functions of (X", Y™, Z"), with finite ranges
Kxyz and Kyy, respectively, represent an e-secret key-private key (e-(SK, PK)) pair,
where the SK Kxyz is for all the terminals and the PK Kyy is for terminals X', } with
privacy from the terminal Z, achievable with communication F, if:

e Kyyz is e-recoverable from each of (F, X™), (F,Y™), (F,Z");

e Kyy is e-recoverable from each of (F, X™), (F,Y™);
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e K yyz satisfies the secrecy condition and the uniformity condition

1
—I(KX)}Z/\F) <g; (31)
n

1 1

EH(KX)]Z) Z Elog‘lc‘)(yg‘ — & (32)

and

e Ky satisfies the secrecy condition and the uniformity condition
1 n
“I(Kxy AF,2") < & (3.3)
n

1 1
EH(KX)}) Z Elog ‘/C)(y‘ —¢&. (34)

The conditions above thus mean that terminals X', Y and Z generate a nearly uniformly
distributed SK Kyyz which is concealed from an eavesdropper that observes the public
communication F. Simultaneously, based on the same public communication, terminals X
and ) generate a PK K yy with the terminal Z acting as helper (e.g., a “third-party” in a
key establishment protocol) by providing X, ) with additional correlated information; this
private key is nearly uniformly distributed, and is concealed from an eavesdropper that
observes the public communication F as well as from the helper Z (hence, “private”). Note
that the previous conditions readily imply that Kxyz and Kxy are “nearly” statistically

independent.

Definition 3.1 A pair of nonnegative numbers (Rxyz, Rxy) constitute an achievable
(SK, PK)-rate pair if for every e > 0 and all sufficiently large n, e-(SK, PK) pairs
(Kxyz, Kxy) are achievable with suitable communication (with the number of rounds
possibly depending on n), such that %H (Kxyz) > Rxyz —¢, %H (Kxy) > Rxyy—e¢. The

set of all achievable (SK, PK)-rate pairs is the (SK, PK)-capacity region, denoted by Csp.
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Remarks:
1. Maurer [37] pointed out that the secrecy conditions (3.1) and (3.3) were inade-
quate for cryptographic purposes, and should be strengthened by omission of the factor

[4

%. While all our achievability results below are presented in the “weak sense,” they can
be established in the stronger sense of [37] by using the techniques developed in [40].

2. The (SK, PK)-capacity region Csp is a closed convex set. Closedness is obvious
from the definition, while convexity follows from a time-sharing argument (cf. [15, p.
242)).

3. If Ky is set equal to a constant in the definition above, i.e., only a (single) e-SK
is generated by terminals X', ) and Z, then the entropy rate of such a secret key is called

an achievable SK-rate, and the largest achievable SK-rate is the SK-capacity. It is known

[17] that the SK-capacity is equal to

min {I(X AY, Z),1(Y A X, 2), [(ZAX,Y), = [H(X)+ H(Y) + H(Z) — H(X, Y, Z)]} .

N | —

(3.5)

4. If Kyyz is set equal to a constant in the definition above, i.e., only a (single)

e-PK is generated by terminals X and ) with terminal Z serving as a helper terminal,

then the entropy rate of such a private key is called an achievable PK-rate, and the largest

achievable PK-rate is the PK-capacity. It is known (cf. [3], [16]) that the PK-capacity is
equal to

I(XAY|Z). (3.6)

Example 3.1: Let X and Y be independent rvs, each uniformly distributed on {0, 1}, and
let Z =X &Y, where & denotes addition modulo 2.
It is easily seen from (3.5) that the SK-capacity for the terminals X', ), Z equals %

bit/symbol, and from (3.6) that the PK-capacity for the terminals X, ), with privacy
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from Z, equals 1 bit/symbol. We claim in this elementary example that 1 bit of perfect
SK (i.e., e-SK with £ = 0) is achievable for all the terminals, with observation length n = 2,
using the following scheme. Terminals X', ), Z, with respective observations (X1, Xa2),
(Y1,Y3), (Z1, Zs), transmit X;, Yo and Z; & Zs, respectively. Then each terminal can
perfectly recover all the observations of the other terminals. The secret key Kyyz is set

to be Xo (or Yy or Z; or Z3). It can be shown that
I(KX);Z/\F) = I(XQ/\Xl,YQ,Zl @Zg) =0,

and

H(KX);Z) =1.

On the other hand, it is shown in Example 2.3 that a perfect PK Kyy with rate 1
bit/symbol is achievable for terminals X and ), with privacy from Z. By a time-sharing

argument, every (SK, PK)-rate pair (Rxyz, Rxy) satisfying
2Ryyz + Rxy <1 (3.7)

is perfectly achievable. The results in this chapter (cf. Theorem 3.1 below) will show that
the secret key-private key capacity region Cgp for this example cannot be larger than the

region in (3.7), so that (3.7) characterizes the capacity region Cgp in this example. [ ]

3.3 Statement of Results

For notational simplicity, we set

=

ASI(ZAX,Y),

BE2min{I(XAY,2),[(YAX,Z)},

=

C [HX)+HY)+ H(Z)-H(X,Y, Z)],

N —
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Thus, the SK-capacity (3.5) for the terminals X', ), Z is equal to min{A, B, C}.

Theorem 3.1 (Outer bound for Csp): Let (Rxyz, Rxy) be an achievable (SK, PK)-rate

pair. Then
Ryyz <min{A, B,C}, (3.8)
Ryy < (X NY|2), (3.9)
Rxyz + Rxy < B, (3.10)
2Rxyyz + Ray < 2C. (3.11)

Remark: The bounds (3.8), (3.9) on the individual largest achievable SK- and PK-rates

are directly from (3.5) and (3.6). Also, while (3.5) implies
Rxyz < B, Rxyz <C,
note that the conditions (3.10), (3.11) above are more stringent than (3.5).

Theorem 3.2 (Inner bound for Csp): The (SK, PK)-capacity region Csp is inner-bounded
by the region

(Rayz, Ruy) : =B Cmelod D00 A) . Ry + Ryyz < min{A, B,C},

ny < I(X/\Y‘Z)
(3.12)

Remark: The proof of Theorem 3.2 is based on the following idea: a modified version of the
random binning technique developed in [17] is first used to generate the needed “common

randomness.” A SK and a PK, of rate pair (min {I(X A Z),I(Y AN2)},I(X NY|Z)), are
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then extracted from this common randomness, by a means from [17]. The achievability
of the rate pair above means that besides a PK generated by terminals X and ), which
approaches the PK-capacity, a SK, of rate min{I(X A Z), I(Y A Z)}, can simultaneously
be generated by terminals X', Y and Z. An application of the time-sharing technique then
leads to the achievability of the region in (3.12). Although interterminal communication
between X, ), Z is permitted, the region in (3.12) is shown to be achieved by a single
autonomous transmission from each terminal based on its own local observation of its
component of the DMMS.

Under a certain condition, the outer bound in Theorem 3.1 coincides with the inner

bound in Theorem 3.2, which provides a characterization of the (SK, PK)-capacity region

Csp.

Theorem 3.3 If min{A, B,C} = B, then Csp equals the set of pairs (Rxyyz, Rxy) sat-

isfying (3.9) and (3.10).

Example 3.2: Let X, Y and Z be rvs, each uniformly distributed on {0, 1}, and satisfying

the Markov condition Y —o— X —o— Z. Further, suppose that

1—
Pxy(0,0) = Pxy(L,1) = —=,  Pxy(0,1) = Pxy(1,0)= £,

1 _
Px2(0,0) = Pyz(1,1) = Tq Pxz(0,1) = Px(1,0) = £,

N[

where()<q<p<%.

Straightforward calculations show that
A=IZAX,Y) =1 g,

B=min{I(XAY,Z2),I(YANX,Z)} =1— hy(p),
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h ,(p+a-2pa)=h . (p)

1-h, (p+q-2pa) 1-h,®) Ryyz

Figure 3.1: Cgp for Example 3.2.

and
1 h .
C=S[HX)+HY)+H(Z)-HX.Y,Z)|=1- M’
where hy(p) = —plogap — (1 — p)logy(l — p). Since 0 < ¢ < p < %’ we have that

min{A, B,C} = B. It follows from Theorem 3.3 that Cgp is the set of pairs (Rxyz, Rxy)

satisfying
Rxy < hy(p+q—2pg) — ho(p),
Rxyz+ Rxy < 1—hy(p).
This region is depicted in Figure 3.1. [ ]
3.4 Proofs

The technical tool used to prove Theorem 3.1 is supplied by Lemma 3.1 below.

Lemma 3.1 Let (Kxyz, Kxy) be an e-(SK, PK) pair (with values in finite sets Kxyz
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and Kxy, respectively), achieved with communication ¥ = (Fy,---, F3,). Then

3+ 3¢ log VCX)JZHK:X)J‘

%H(KXyZ,KXy\F) — H(X,Y,Z)— (Rx + Ry + Rz) + ; (3.13)
for some (Rx, Ry, Rz) satisfying

Rx > H(X|Y,Z), Ry +Ry> H(Y,Z|X), (3.14)

Ry > H(Y|X,Z), Rx+Ry>H(X,Z|Y), (3.15)

Ry > H(Z|X,Y), Rx+Ry > H(X,Y|Z)— %H(ny). (3.16)

The proof of Lemma 3.1 is analogous to that of Lemma 2.1. Still, for completeness, a

proof is provided below.

Proof of Lemma 3.1: Since F, Kyyz and Kyy are functions of (X", Y™ Z"),

H(X"Y" 72" = H(F,Kyyz, Kyy, X", Y", Z")
3r
= Y H(F|Fu;1) + H(Kxyz, Kxy|F)+ HX",Y", Z"|F, Kxyz, Kxy).
=1

Setting
1 N
Rx = — Y.  H(F|Fy;1)+-H(X"F,Kxyz, Kxy)
t:t mod 3=1 n
L1 +elog |[Kxyz|[Kaxyl
n )

1 1
Ry = = Y H(Ft\F[Lt—l])+5H(YR\F7KX)JZ,KX%X”)

t:t mod 3=2
N 1 +elog|Kxyz||[Kxyl
n )

1 1
Ry = — Y. H(F|F; 1)+ —H(Z"|F,Kxyz, Kxy, X", Y")
t:t mod 3=3 n
+1 +€10g‘/€xyz”/€xy‘

n

the previous equality gives

3+ 3¢ log VCX)JZHK:X)J‘

1
~H(Kxyz, KxylF) = H(X.Y, Z) = (RBx + Ry + Rz) + -
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It remains to show that (Rx, Ry, Rz) as defined above satisfy (3.14) — (3.16). To this

end,

H(X"Y", 2" < H(F,Kxyz, Kyy, X"|Y", Z")

3r
S H(R|Y™, Z" Fuyy) + H(Kxyz, Kxy|F,Y", Z")
t=1

+H(X"|F,Kxyz, Kxy), (3.17)

IN

Since t mod 3 # 1, F; is a function of (Y™, Z", F[Lt—ll)v

3r
ZH(Ft‘anznvF[l,t—l]) = Z H(Ft‘anznvF[l,t—l])
t=1 t:t mod 3=1
< Z H(Fy|Fy 1))
t:t mod 3=1

Further, it follows from Fano’s inequality that
H(Kyyz, Kxy|F,Y", Z") <1+ clog|Kxyz||[Lxyl|.
Upon bounding those terms on the right side of (3.17) from above, we obtain that
H(X"Y" Z") <nRx.
Again, from Fano’s inequality, we show the latter part of (3.14) below.

H(Y", Z"|X") < H(F, Kyyz, Kyy,Y", Z"|X")

= Z H(Ft‘Xn,F[Lt_l]) +H(KX)J27KX)J‘F7X”)
t:t mod 3=2,3

—I—H(YR‘F, Kxyz, Kxy, Xn) + H(ZR‘F, Kxyz, Kxy, X", Yn)
< n(Ry + Rz).

By means of similar arguments used in the proof of (3.14), we can show (3.15) and (3.16)

as follows:

HY™ X" 2" < S H(R|X", 2" Fyy) + H(Kxyz, KxylF, X", 27
t:t mod 3=2
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—I—H(YR‘F, KX);Z, KX)}, Xn, Zn)

S nRY ;

H(X",Z"Y") < H(F|Y")+ H(Kxyz, Kxy|F,Y") + HX"|F,Kxyyz, Kxy,Y")
—I—H(Zn‘F, KX)}Z, KX)}, Xn, Yn)

S n(RX +RZ)7

H(ZX™Y") < S H(FIX"Y" Fus )+ H(Kxyz, Kxy|F, X", Y™)
t:t mod 3=3

—I—H(ZR‘F, KX)}Z, KX)}, Xn, Yn)

IN

nRZa

H(X",Y"|Z") < H(F|Z") + H(Kxyz|F, Z") + H(Kxy|F, Kxyz, Z")
VH(X"|F, Kxyz, Kxy, Z") + H(Y"|F, Kyyz, Kxvy, X", Z")
< n(Rx + Ry) + H(Kxy).
This completes the proof of the lemma. [ |
Proof of Theorem 3.1: We only show (3.10) and (3.11), as (3.8) and (3.9) are from
(3.6) and (3.7). Given an (arbitrary) e > 0, suppose that (Kxyz, Kxy) represent an

e-(SK, PK) pair (with values in finite sets Kxyz and Kyy, respectively), achieved with

communication F = (Fy, - -+, F3,). Then
L (Kayz) + 2 H (Kay)
n XYVZ n XYy
1 1
= EH(KWZ’ Kxy) + EI(KX)JZ A Kxy)

1 1 1
= _H(Kxyz, KxylF) + I (Kxyz AF) + —I(Kxy NF, Kxyz)

1 1 1 1

< EH (KX);Z, KX)}‘F) + 5[ (KX)JZ AN F) + 5[ (KX); AF, Zn) + EH (KX)}Z‘F, Zn)
1 1+elog|K

< —H (Kayz Kxy|F) +2¢ + i‘ xyz| (3.18)
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where (3.18) follows from secrecy conditions (3.1), (3.3) and Fano’s inequality.
Next, we shall bound %H (Kxyz, Kxy|F) from above using Lemma 3.1. It is implied

by (3.13) and (3.14) that

1
EH(nyszxy\F)

)] n 3+ 3¢ log ‘/nyg‘ VCX)J‘
n

IN

H(X,Y,Z)— [H(X|Y,Z)+ H(Y, Z|X

3+ 3¢ log ‘/nyg‘ ‘K:X);‘

= I(XMNY,Z)+
n

(3.19)

Putting (3.19) into (3.18), we obtain that

4 +4elog |[Kxyz| [Kxyl
n

1 1
~H (Kxyz) + —H (Kxy) S I(XAY,Z) 42 +

Similarly, it follows from (3.13), (3.15) and (3.18) that

4+ 4delog|Kxyz| [Kxyl
n )

1 1
~H (Kxyz) + —H (Kxy) < I(Y A X, Z) 4 26 +

which leads to (3.10).

Finally, from the latter inequalities of (3.14) — (3.16), we have
1 1
Rx + Ry + Rz > 5 |H(X,Y|Z)+ H(X, Z|Y) + H(Y.Z|X) = ~H (Kxy)| . (3:20)

A comparison of (3.13), (3.18) and (3.20) shows that

+8 + 8z log|Kxyz| |IKxyl
n )

%H (nyg)—l—%H (Kxy) < H(X)+H(Y)+H(Z)—H(X,Y, Z)+4z

proving (3.11). |
In order to prove Theorem 3.2, we first show the achievability of a (SK,PK) pair, of

rate

(min{I(X A Z),I(Y A Z)}, I(X AY|Z)),

which is Lemma 3.2. The following proposition is a technical tool used to prove Lemma

3.2.
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Proposition 3.1 Let X" = (X1, -+, X,), Y" = (Y1,---,Y,) and Z" = (Z1,---, Zy,) be
n i.i.d. repetitions of rvs X, Y and Z with (known) joint pmf Pxyz. For every e > 0,
v > 0, and all sufficiently large n, there exists a source code (fx, fz,®), where fy :
A" = AL hi(n)}, fz 2" = {1 ba(n)}, @0 VUL bi(n) T -- ba(n)  —

X" x Z™, such that
Pri{o(Y", fx(X"), f2(Z")) = (X", Z")} 2 1 —¢, (3:21)

“log||fx(X")| < H(X|Y, 2) + ». (3.22)

Further, for every such source code,

1 1
EI(fX(X”) ANY"™ Z™) <v+elog|X|+ Ehb(g)'

Proof of Proposition 3.1: The existence part in (3.21), (3.22) follows directly from the

Slepian-Wolf Theorem (cf. [15, Theorem 3.1.14], [65]). Next, let
(fa(X7), f2(Z27), o(Y", f2(X™), f2(Z")))
be a source code satisfying (3.21) and (3.22). Then, it follows from Fano’s inequality that
H(X"[fx(X"), f2(Z"),Y") < hy(e) + nelog | X|.
From (3.22) and the inequality above, we have

H(fx(X™) < nH(X|Y,Z)+nv
= H(Xnva(Xn)‘anzn)—i_nV

= H(fx(X"Y", Z")+ H(X"|fx(X"),Y", Z") +nv

IN

H(fx(X™)|Y", Z") + nv + ne log |X] + hy e).
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Therefore,

1 1
EI(fX(X”) ANY™, Z") <v+elog|X|+ Ehb(g)'

Lemma 3.2 It holds that
(min{I(XAZ),IYANZ)} , [(XAY|Z)) (3.23)
is an achievable (SK, PK)-rate pair.

Proof of Lemma 3.2: The idea underlying the proof is as follows. First, terminal Z
helps terminals X and ) generate a PK at rate I(X AY|Z), by not revealing “all” of Z"
at rate H(Z), but at rate max{H(Z|X), H(Z|Y)}. Then, the “remainder” of Z", of rate
min{I(X A Z),I(Y AN Z)}, can be used for simultaneous SK-generation by terminals X', )
and Z.

We now provide a formal proof. Without loss of generality, assume that I(X A Z) <

I(Y AN Z). Then (3.23) becomes
(I(XANZ),I(XN\Y|Z)).

Consider random partitions of X™ and Z" into b; and by bins, where by = by1(n)
and by = ba(n) are two integers to be specified later. For each z™ € X™ (resp. 2" € Z"),
let Fy(z™) (resp. Fz(z")) be the random index of the bin containing 2™ (resp. z"),
where Fy(z") (resp. Fz(z")) is uniformly distributed on the set of integers {1,---, b1}
(resp. {1,---,b2}). Then, clearly Fx(z™), 2" € X" are mutually independent, as are
Fz(2"), 2" € Z". Furthermore, assume that (Fy(2"),z" € &™), (Fz(z"),z" € 2") and

(X", Y™ Z") are mutually independent.
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Terminals X and Z, with respective observations ™ and 2", transmit random indices
Fx(2"™) = Jx and Fz(z") = Jz, where Jy and Jz are uniformly distributed on {1,---, b1}
and {1,---,bo}, respectively.

The decoding at terminal X is performed as follows. Fix £ > 0. Terminal X, upon
observing " € X" as well as receiving the integer jz, decodes according to the decoding
rule ¢y, defined by

px(a",jz) = 2",
iff 2" is the unique element in Z™ such that

o (2",2") € TR 4 ¢; and

o Fz(z")=jz.

If no such 2" exists, an error is declared.

The probability of decoding error at terminal X is then
P = Pr{¢x(X", Fz(2") # 2"} .

Define the events
Ey = {(Xnv Zn) ¢ T)?Z,g}v
Ei\={3z2"e€Z": Z"# ", Fz(Z") = Fz(z"); (X", Z2"), (X", Z") € T)?Z,f}'

Clearly,

P") = Pr{Eo} + Pr{E1},

e
noting that the events Fy and F; are disjoint. By the Asymptotic Equipartition Property
(AEP) (cf. e.g. [11, p. 51]), for every £ > 0 and all sufficiently large n, Pr{Ep} < §. To
bound Pr{E;}, we have

Pr{E} = Z Pr{(X", Z") = (z",2")}

(xnvzn)eT;Z{
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3 Pr{Fz(z") = Fz(z")|(X", Z") = (2", 2")}

gz (xn,2n)eTy , p

> Pr{(X™ 2" = (2", ")} > b,' (3.24)

(QC",Z")ET;Z{ 2"#2":(3}",2")6’1}?275
<Y P{(XT 2 = (M) 2R (g0
(ac",z")ET;éZ’€

< 2—n[%logb2—H(Z|X)—2§]’ (3.26)

where (3.24) follows from the independence of Fz(z") and (X™, Z™), and (3.25) follows
from (A.1).
The decoding at terminal ) is performed as follows. Terminal ), upon observing

y™ € Y™ as well as receiving the integers jx and jz, decodes according to the decoding
rule ¢y, defined by
oy (Y, jx, jz) = (2", 2
iff (2", 2") is the unique element in X™ x Z™ such that
o (2",y",2") € Ty ¢ and
o Fy(a") = jx, Fz(2") = jz.
If no such (2", 2™) exists, an error is declared.

The probability of decoding error at terminal ) is then

P = Pr {py(Y", Fx(X"), F2(2") # (X", Z")}

Define the events

By ={(X"Y", Z") € Ty ¢},
By ={37" € X" : X" # 3" Fx(X") = Fx(2"); (3", Y", Z"), (X", Y", Z") € Txy z¢},
Ey={3"e€ 2" : 2" #£ 2" Fz(Z") = Fz(2"); (X", Y", 2"), (X", Y", Z") € Ty ¢},
and
Es ={3(3",2") € X" x 2" X" £ 3" 2" # 2" Fx(X") = Fx(3");
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FZ(ZTL) - FZ('gn)v (57”7 Y", gn)’ (Xnv Y, Zn) € T)?YZ,E}'

Clearly,

5 5
P = Pr{ E} <3 Pr{E}.
=2 =2

By the AEP, for all sufficiently large n, Pr{E.} < §. To bound Pr{E3}, we have

PI‘{Eg}
. 3 Pr{(X",Y", Z") = (2", y", 2")}
(mnﬁqn7271)6’1")7})/2’€
3 Pr{Fx(3") = Fx(a™)[(X", Y™, Z") = (z",y",2")}
in#xn:(in7yn7zn)€T;YZ’€
_ S Pr{(X YT Z7) = (a7, g7, ")) > by
(m",y",z")ET;’}YZ{ i"¢$"5(i"vynvzn)€T§yz,g
< Z PI‘{(X”, Yn’ Zn) _ (xn’ yn’ zn)} . 2n[H(X|Y,Z)+2§] . bl—l
(mnﬁqn7271)6’1")7})/2’€
< 9l logbi—H(X]Y.2)—2¢] (3.27)
Similarly, we have
Pr{E,} < Q_R[%logbg_H(le’Y)_%]a (3.28)
and
Pr{Es} < 9—n[y; logb1by—H (X, Z|Y)~2¢] (3.29)
Upon picking the integers by, bs so as to satisfy
1
—logby > H(X|Y, Z) + 3¢, (3.30)
n
1
“logby > H(Z|X) + 3¢, (3.31)
n

it follows from (3.26) — (3.29) that for all sufficiently large n, Pr{E;} is less than g,

i € {1,3,4,5}. Hence, there exists of a pair of (deterministic) mappings fx = fr(X™")

and fz = fz(Z") satisfying

Pri{ox (X", fz(Z")) # 2"} + Pr{oy (Y", fx(X"), f2(2")) # (X", Z")} <e.
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Next, apply Lemma 2.3 with X, Z and fy in the roles of U, V and f, with R =
% logby and H = H(X|Z) — % log by — &, respectively. The following holds with probability
exponentially tending to 1 in n. There exists a mapping gx : X™ — {1, --, onlH (X|2) = logb1 - §]}
such that gy (X™) is uniformly distributed and gy (X™) is independent of (fx(X™), Z™).

Apply Lemma 2.3 again with Z, a constant and fz in the roles of U, V and f,
with R = Lloghy and H = H(Z) — Llogby — &, respectively. The following holds
with probability exponentially tending to 1 in n. There exists a mapping gz : 2" —
{1,-- -,2”[H(Z)_%logb2_§]} such that gz(Z") is uniformly distributed and gz(Z") is inde-
pendent of fz(Z").

If no decoding error is declared by terminals X or Y, the SK Kyyz is set as gz(Z")

and the PK Kyy is set as gx(X™). Otherwise, the SK is set to be uniformly distributed

on {1, -,2”[H(Z)_%log b2_§]} and the PK is set to be uniformly distributed on

{1, .., 2"l H(X12) % logbi~¢ly.

independent of (X", Y™, Z™).

Since the sum of the decoding errors at terminals X and ) is less than e by (3.32),
Kyyz is e-recoverable from the data available at terminals X, )V, Z, and Kyy is e-
recoverable from the data available at terminals X and ).

Clearly, if a decoding error is declared by terminal X or YV, Kxyz and K yy satisfy
the secrecy conditions (3.1), (3.3), and the uniformity conditions (3.2), (3.4). Further, the

lower bounds on %log b1 and %log by in (3.30), (3.32) imply that

H(Kxyz) = H(Z)~ logh — € < [(X A Z) ~ 46 (3.33)

%H(ny) — H(X|7)- %logbl _ e < I(XAY|Z) —4¢. (3.34)
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If no decoding error is declared by both X and )Y, Kxyz and Kxy also satisfy the
uniformity conditions (3.2), (3.4), with respective rates satisfying (3.33) and (3.34). It
remains to show in this case that Kyyz and K yy satisfy the secrecy conditions (3.1) and

(3.3). With F = (fx(X™), fz(Z")), it is clear that
I(K-Xy NF, Zn) - I(gX(Xn) A fX(Xn)v Zn) <e,
for all sufficiently large n. Also,

I(Kxyz NF) = I(9z2(Z2") A fx(X7), f2(Z2"))
< Igz(Z2") A f2(Z27) + I(fx(X") A f2(27), 92(27))
< Igz(Z") A f2(27) + I(fx(X") N Z7).
It is clear that
I(gz(Z2") N f2(Z27)) <,

for all sufficiently large n. Since

Pr{dy (Y, fr(X™), f2(2") # (X", Z")} < &

by (3.32), and L log|| fx(X™)|| is arbitrarily close to H(X|Y, Z) by (3.30), it follows from
Proposition 1 that

I(fx(X")NZ") < ne.
This completes the proof of Lemma 3.2. [ ]
Remark: Note that the (SK, PK)-rate pair (3.23) is shown to be achieved by a single
autonomous transmission from each terminal based on its own local observation of its
component of the DMMS.

Proof of Theorem 3.2: Since (min{A4, B,C},0), (0,I(X AY|Z)) and

(min {I(X A Z),I(Y A Z)},I(X AY|Z))
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are achievable (SK, PK)-rate pairs, it follows from a time-sharing argument that any (SK,
PK)-rate pair inside the region (3.12) is achievable. Further, it is known [17] that there is
no need for interactive communication to achieve (SK, PK)-rate pairs (min{A4, B, C},0)
and (0,I(X AY|Z)). Hence, one round of transmission (in any order) is sufficient to
achieve any (SK, PK)-rate pair in this region. [ ]
Proof of Theorem 3.3: Consider the outer bound for Cgp in Theorem 3.1. Under the
condition min{ A4, B, C'} = B, the constraints (3.8) and (3.11) are implied by the constraint
(3.10). Hence, the outer bound for Cgp is determined by (3.9) and (3.10).

On the other hand, considering that

min{A, B,C} = B=I(X AY|Z) +min{I(X A Z),1(Y A Z)},

the region (3.12) reduces to the constraints (3.9) and (3.10). |

3.5 Discussion

Although we have shown the tightness of the outer bound for Cgp under the condition
min{ A, B, C'} = B, it remains open as to whether this outer bound is tight in general. To
prove its tightness, it would suffice to show the tightness of the outer bound under the
condition min{A, B, C'} = min{ A, C}.
Case 1: min{A, B,C} = C:

Under this condition, the constraint (3.8) is implied by the constraint (3.11). Thus,
the outer bound for the (SK, PK)-capacity region is given by the constraints (3.9), (3.10)
and (3.11), and is depicted in Figure 3.2. By a time-sharing argument, to show the
achievability of this region, it suffices to show that (SK, PK)-rate pairs (0, [(X AY|Z)),
(C,0),

(min{I(XANZ2),I(YANZ)},I(XANY|Z)),

70



and

2C
2R, ,#R,,=2C
B -
R XYz~ A
R,,=I(XAY|Z
XA Y2) xy= I 12)
B-max{I(XA Z), I(Y A Z)} Outer bound
=B
Inner XY
bound
C B A R
min{I(XA 2), (YA 2)} XYZ

max{I(XA Z), I(Y A Z)}

(XA Z)+I(Y A 2)
2

Figure 3.2: Inner and outer bounds for Cgp for Case 1.

(max{I(X A Z),I1(Y AZ)}, B—max{I(X A Z),I(Y A Z)}) (3.35)

are all achievable. While the first three (SK, PK)-rate pairs are known to be achievable,

it is unclear if the achievability of the (SK, PK)-rate pair (3.35) holds.

Case 2: A< B<C(C:

or

Upon writing C' as

%WXA@+HYAKZH

%[I(Y/\Z) + I(X NY, Z)],
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we obtain from B < C that
I(XNZ)>I1IYNX,2Z), (3.36)

or

IYANZ)>I(XAY,Z). (3.37)

On the other hand, upon writing C as
1
§[I(X/\Y) +I1(ZANX,Y),
we obtain from A < C that
I(XANY)>I(ZANX)Y). (3.38)

A contradiction arises when comparing (3.36), (3.38) or (3.37), (3.38). Therefore, the
condition C' > max(A, B) is not true.
Case 3: A< (C < B:

The outer bound for the (SK, PK)-capacity region under this condition is depicted
in Figure 3.3. To show that this region is achievable, it suffices to show the achievability

of (SK, PK)-rate pairs (0, (X AY|Z)), (A,0),
(min{I(XANZ2),I(YNZ)},I(XANY|Z)),

(max{I(X A Z),I1(Y A Z)}, B—max{I(X A Z),I(Y A Z)}), (3.39)

and

I(ZAX,Y),[(XNY)=—I(ZAX,Y)). (3.40)

While the achievability of the first three (SK, PK)-rate pairs can be shown, it remains

unclear whether (SK, PK)-rate pairs (3.39) and (3.40) are achievable.
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2C
ZRXYZ+RXY =2C
B Ryvz=A
R, = I(X\Y|Z
(XA Y[2) xr=1( 12)
B-max{I(X AZ), (Y A Z)}
Outer bound
IX A Y)=I(Z A X,Y)
R XYZ+RXY =B
bound
A C B R
min{I(XA Z), I(YA 2)} XYZ

max{I(XA 2), I(YA Z)}

I(X AZ)+I(Y A Z)
2

Figure 3.3: Inner and outer bounds for Cgp for Case 3.
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Chapter 4
Secret Key and Private Key Constructions for Simple Multiterminal Source Models

4.1 Introduction

This part of the dissertation is motivated by recent results of Csiszar and Narayan [17],
which highlight innate connections between secrecy generation by multiple terminals and
multiterminal Slepian-Wolf near-lossless data compression (sans secrecy restrictions). We
propose a new approach for constructing secret and private keys based on the long-known
Slepian-Wolf code for sources connected by a virtual additive noise channel, due to Wyner
[63]. Explicit procedures for such constructions, and their substantiation, are provided.
In particular, we use low density parity check (LDPC) channel codes to construct a new
class of secret keys.

Of particular relevance to the contents of this chapter are recent results in [17] for
models with an arbitrary number of terminals, each of which observes a distinct component
of a discrete memoryless multiple source (DMMS). Unrestricted public communication is
allowed between these terminals. All the transmissions are observed by all the terminals
and by the eavesdropper. Two models considered in [17] are directly relevant to our work,
and these are first briefly described below.

(i) Suppose that m > 2 terminals X, - - -, X, observe n independent and identically
distributed (i.i.d.) repetitions of the random variables (rvs) Xi,---X,,, denoted by

-, X, respectively. A SK generated by these terminals consists of “common ran-

1Since we shall consider the models with an arbitrary number of terminals hereafter, we shall use

Xy, -+, Xy in lieu of X, Y, Z,--- to denote the terminals.
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domness,” based on public communication which is concealed from an eavesdropper with
access to this communication. The largest (entropy) rate of such a SK is termed the

SK-capacity, denoted by Cg, and is shown in [17] to equal

CS :H(Xlaaxm) _Rmina (41)
where
Rpin = (R m}{ryln ERZRZ’
with

R=1<(Ri,-,Rp): Y Ri>H(Xg|Xpe),BC{X, -, Xn}¢,
i X;€B

where Xp = {X;, &; € B} and B® = {&}, -, X, }\B.

(ii) For a given subset of the terminals A C {&},--, X}, a private key (PK) for the

terminals in A, private from the terminals in A€, is a SK generated by the terminals in A

(with the possible help of the terminals in .A¢), which is concealed from an eavesdropper

with access to the public communication and also from the “helper” terminals in A¢ (and,

hence, private). The largest (entropy) rate of such a PK is termed the PK-capacity,

denoted by Cp(A). It is shown in [17] that

Cp(A) = H(X a|Xac) — Rpin(A), (4.2)
where
Rmin Ria
= oy EBerin, 2,
with

R(.A) = {{RZ, X; € .A} : Z R, > H(XB‘XBc),B C A} .

i X;€B

The results above afford the following interpretation. The SK-capacity Cg, i.e.,
largest rate at which all the m terminals can generate a SK, is obtained by subtract-

ing from the maximum rate of shared common randomness (CR) achievable by these
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terminals, viz. H (X1, -+, X,,), the smallest sum-rate R,,;, of the data-compressed in-
terterminal communication which enables each of the terminals to acquire this maximal
CR. A similar interpretation holds for the PK-capacity Cp(A) as well, with the differ-
ence that the terminals in A°, which act as helpers but must not be privy to the secrecy
generated, can simply “reveal” their observations. Hence, the entropy terms in (4.1) are
now replaced in (4.2) with additional conditioning on X 4¢. It should be noted that Rp
and R,,in(A) are obtained as solutions to Slepian-Wolf (SW) multiterminal near-lossless
data compression problems not involving any secrecy constraints. This characterization
of the SK-capacity and PK-capacity in terms of the decompositions above also mirrors
the consecutive stages in the random coding arguments used in establishing these results.
For instance, and loosely speaking, to generate a SK, the m terminals first generate CR
(without any secrecy restrictions), say a rv L of entropy rate %H (L) > 0, through SW-
compressed interterminal communication F. This means that all the m terminals acquire
the rv L with probability & 1. The next step entails an extraction from L of a SK K = ¢(L)
of entropy rate %H (L|F), by means of a suitable operation performed identically at each
terminal on the acquired CR L. When the CR first acquired by the m terminals is max-
imal, i.e., L = (X7, -+, X}}) with probability = 1, then the corresponding SK K = g(L)
has the best rate Cs given by (4.1). A similar approach is used to generate a PK of rate
given by (4.2). Recent independent work [45] for the special case of m = 2 terminals
shows that the mentioned identical operation by the m terminals, to extract a SK from
the previously acquired CR, can be accomplished by means of a linear transformation.
The discussion above suggests that techniques for multiterminal SW data compres-
sion could be used for the constructions of SKs and PKs. Next, in SW coding, the existence

of linear data compression codes with rates arbitrarily close to the SW bound has been
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long known [12]. In particular, when the i.i.d. sequences observed at the terminals are
related to each other through virtual communication channels characterized by indepen-
dent additive noises, such linear data compression codes can be obtained in terms of the
cosets of linear error-correction codes for these virtual channels, a fact first illustrated
in [63] for the special case of m = 2 terminals connected by a virtual binary symmetric
channel (BSC). This fact, exploited by most known linear constructions of SW codes (cf.
e.g., [1], [10], [23], [24], [27], [29], [31]-[33], [44], [50], [56]), can enable us to translate such
constructions and other significant recent developments in capacity-achieving linear codes
into new constructions of SKs and PKs.

Motivated by these considerations, we seek to devise new construction schemes for
secrecy generation. The main technical contribution of this work is the following: we
consider four simple models of secrecy generation and show how a new class of SKs and
PKs can be constructed, based on the SW data compression code from [63]. Additionally,
we study the use of LDPC codes, a class of linear capacity-achieving channel codes, in the
SW data compression step of the procedure to construct a new class of SKs with rates
arbitrarily close to SK-capacity.

The rest of this chapter is organized as follows. Preliminaries are contained in
Section 4.2. In Section 4.3, we consider four simple models for which we illustrate the
constructions of appropriate SKs or PKs, which rely on suitable SW data compression
codes. The SKs or PKs generated by these schemes are shown to satisfy the requisite
secrecy conditions in Section 4.4. Implementations of these constructions using LDPC

codes are illustrated in Section 4.5, and simulation results are also reported in Section 4.5.
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4.2 Preliminaries

4.2.1 The Secret Key Capacity and the Private Key Capacity

Consider a DMMS with m > 2 components, and with corresponding generic rvs X1, - -+, X,
taking values in finite alphabets &7, - - -, Ay, respectively. Let X" = (X;1,---, X; ) be n
i.i.d. repetitions of rv X;, 1 <i < m. Terminals A7, - - -, X}, with respective observations
T, -+, X}, represent the m users that wish to generate a SK by means of public com-

munication. These terminals can communicate with each other through broadcasts over
a noiseless public channel, possibly interactively in many rounds. In general, a transmis-
sion from a terminal is allowed to be any function of its observations, and of all previous
transmissions. Let F denote collectively all the public transmissions.

Given € > 0, the rv K, with finite range K, represents an e-secret key (¢-SK)
for the terminals in M = {&},---, A}, }, achieved with communication F, if K satisfies

e the common randomness condition: K, is e-recoverable from each of (F, X}"),
1< <m;

e the secrecy condition:

1
—I(KM/\F) <e¢g
n

and

e the uniformity condition:
1 1
—H(Kpm) > —log |[Kpm| —e.
n n

Let A C {Xy,---, X} be an arbitrary subset of the terminals. The rv K4, with
finite range Kp(A), represents an e-private key (e-PK) for the terminals in A, private
from the terminals in A¢ = M\ A, achieved with communication F, if K 4 satisfies

e the common randomness condition: K 4 is e-recoverable from each of (F, X["), for

78



X; € A;

e the secrecy condition:
1
—I (KANF, X%) <¢
n

and

e the uniformity condition:
1 1
—H(K4) = —log|Kp(A)| —e.
n n

Definition 4.1 [17]: A nonnegative number R is called an achievable SK rate if -
SKs Kﬁ\z) are achievable with suitable communication (with the number of rounds possibly
depending on n), such that e, — 0 and %H (Kﬁ\z)) — R. The largest achievable SK
rate is called the SK-capacity, denoted by Cg. The PK-capacity for the terminals in A,
denoted by Cp(A), is similarly defined. An achievable SK rate (resp. PK rate) will be
called strongly achievable if €, above can be taken to wvanish exponentially in n. The

corresponding capacities are termed strong capacities.

Single-letter characterizations have been obtained for Cyg in the case of m = 2 ter-
minals in [3], [36] and for m > 2 terminals in [17], given by (4.1); and for Cp(.A) in the
case of m = 3 terminals in [3] and for m > 3 terminals in [17], given by (4.2). The proofs
of the achievability parts exploit the close connection between secrecy generation and SW
data compression. Loosely speaking, CR sans any secrecy restrictions, is first generated
through SW-compressed interterminal communication, whereby all the m terminals ac-
quire a (common) rv with probability = 1. In the next step, secrecy is then extracted by
means of a suitable identical operation performed at each terminal on the acquired CR.
When the CR initially acquired by the m terminals is maximal, the corresponding SK has

the best rate Cg given by (4.1).
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In this chapter, we consider four simple models for which we illustrate the construc-

tions of appropriate strong SKs or PKs.

4.2.2 Linear Codes for the Binary Symmetric Channel

The SW codes of interest will rely on the following result concerning the existence of
“good” linear channel codes for a binary symmetric channel (BSC).
Hereafter, a BSC with crossover probability p, 0 < p < %, will be denoted by

BSC(p). Let hy(.) denote the binary entropy function.

Lemma 4.1 [20] For everye >0, 0<p < %, and for all n sufficiently large, there exists
a binary linear (n,n — u) code for a BSC(p), with uw < nlhy(p) + €], such that the average

error probability of maximum likelihood decoding is less than 2™, for some n > 0. [ ]

4.3 Statement of Results

We now describe our main results on secrecy generation for four specific models.

Model 41 Let the terminals X1 and Xo observe, respectively, n i.i.d. repetitions of
the correlated rvs X1 and Xo, where X1, Xo are binary rvs with joint probability mass
function (pmf)

1—
Pxix,(0,0) = Pxey (L) = 5, Pux,(0,1) = Pr(LO) =2, (43)

with 0 < p < % These terminals wish to generate a strong SK of maximal rate.

The SK-capacity for this model is [3], [17], [36]
Cs =1(X1 AN Xo) =1— hy(p) bit/symbol.

We show a simple scheme for the terminals to generate a SK with rate close to 1 — hy(p)

bit/symbol, which relies on Wyner’s well-known method for SW data compression [63].
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The SW problem of interest entails terminal X reconstructing the observed sequence x7
at terminal &} from the SW codeword for 7 and its own observed sequence z7.
Observe that under the given joint pmf (4.3), X can be considered as an input to

a virtual BSC(p), while X7 is the corresponding output, i.e., we can write
X=XgaeV", (4.4)

where V" = (V4,---,V,) is an ii.d. sequence of {0,1}-valued rvs, independent of X3',
with Pr{V; =1} =p, 1 <i<n.
(i) SW data compression [63]:

Let C be a linear (n,n —u) code as in Lemma 4.1 with parity check matrix P. Both
terminals know C (and P).

Terminal &) transmits the syndrome P27 2 to terminal Xy. The maximum likelihood

estimate of 7 at terminal &5 is:
#3(1) = 23 ® fe(Pal @ Pay),

where fp(Pz7] @ Pzf) is the most likely sequence v™ (under the pmf of V" as above) with
syndrome Pv™ = Pz ®Pzy, with @& denoting addition modulo 2. Note that in a standard
array corresponding to the code C above, fp(Pz} @ Px4) is simply the coset leader of the
coset with syndrome Pa @ Px5. Also, 7 and Z5(1) lie in the same coset.

The probability of decoding error at terminal X5 is given by
Pr{X3(1) # X{'} = Pr{XJ @ fe(PX] ® PX}) # X{}.
It readily follows from (4.4) that

Pr{X}(1) # X{'} = Pr{fp(PV") # V"}.

2In the interests of avoiding repeated superscript, we shall hereafter use Pz} in lieu of the correct

P(27)*, which should not cause any confusion.
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By Lemma 4.1, Pr{fp(PV™) # V"} < 27™ for some n > 0 and for all n sufficiently large,
so that

Pr{X3(1) = XJ'} >1—27",

(ii) SK construction:

Consider a (common) standard array for C known to both terminals. Denote by
a;'; the element of the i*" row and the j*"* column in the standard array, 1 < i < 2%,
1<j<om,

Terminal &) sets K1 = j; if X7 equals a;fjl in its coset ¢ in the standard array.
Terminal X sets Ko = jg if Xg(l) equals a;fjg in the coset i of same standard array.
(iii) SK criteria:

The following theorem shows that K7 constitutes a strongly achievable SK with rate

approaching the SK-capacity.

Theorem 4.1 For some n > 0 and for all n sufficiently large, the pair of rvs (Ki, K»)

generated above, with (common) range K1 (say), satisfy

Pr{K; =Ky} >1-27""; (4.5)
I(K;ANF)=0; (4.6)
H(KL) = log|Ki . (4.7)
Furthermore,
%H(Kl) > 1 hy(p) —e. (4.8)

Remark: The probability of K; being different from K5 equals exactly the average error

probability of maximum likelihood decoding when C is used on a BSC(p). Furthermore,

82



the gap between the rate of the generated SK and the SK-capacity is as wide as the gap
between the rate of C and the channel capacity. Therefore, if a “better” channel code
for a BSC(p), in the sense that the rate of this code is closer to the channel capacity
and the average error probability of maximum likelihood decoding is smaller, is applied,
then a “better” SK can be generated at both terminals, in the sense that the rate of this
SK is closer to the SK-capacity and the probability is smaller that the keys generated at
different terminals do not agree with each other.

Model 42 Let the terminals X1 and Xy observe, respectively, n i.i.d. repetitions of the

correlated rvs X1 and Xo, where X1, Xo are binary rvs with joint pmf

PX1X2(070) = (1 _p)(l_Q)v PX1X2(071) = pqg,

PX1X2(170) :p(l_Q)v PX1X2(171) :CJ(l_p)v (4'9)

with 0 < p < % and 0 < g < 1. These terminals wish to generate a strong SK of maximal
rate.
Note that Model 4.1 is a special case of Model 4.2 for ¢ = % We show below a

scheme for the terminals to generate a SK with rate close to the SK-capacity for this

model [3], [17],[36], which is
Cs = I(X1 A X2) = hy(p+ q — 2pq) — hu(p) bit/symbol.

(i) SW data compression:
This step is identical to step (i) for Model 4.1. Note that under the given joint pmf
(4.9), XI' and X3 can be written as in (4.4). It follows in the same manner as for Model

4.1 that for some 1 > 0 and for all sufficiently large n,
Pr{X3(1) = X'} >1—27",
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(ii) SK construction:

Both terminals know the linear (n,n — u) code C specified in Lemma 4.1, and a
(common) standard array for C. Let {el : 1 < i < 2"} denote the set of coset leaders for
all the cosets of C.

Denote by A; the set of T . sequences in the coset of C with coset leader e,
1 <4 < 2% If the number of sequences of the same type in A; is more than ol (X1AXz)—e']
where ¢/ > £ + ¢ with € being the parameter satisfying u < n[hy(p) + €] in Lemma 4.1,
then collect arbitrarily onll(X1AX2)~¢'] gych sequences to compose a subset, which we call a
reqular subset (as it consists of sequences of the same type). Continue this procedure until
the number of sequences of every type in A; is less than 2"/(X1AX2)~¢'l Lot N; denote
the number of distinct regular subsets of A;.

Enumerate (in any way) the sequences in each regular subset. Let b x» where
1<i<2v,1<j<N;,1<k<2rl(XnX)—¢T denote the k" sequence of the j regular
subset in the i** coset (i.e., the coset with coset leader elt).

Terminal &} sets K; = k; if X{* equals b?,jhkl' Otherwise, K7 is set to be uni-
formly distributed on {1, oo, onl (XanXa)—€'] }, independent of (X7, X3). Terminal X5 sets
Ko = ky if f(g(1) equals sz%kg. Otherwise, K5 is set to be uniformly distributed on
{1, . -,2”[I(X1AX2)_5/]}, independent of (X7, X4, K1).

(iii) SK criteria:
The following theorem shows that K7 constitutes a strongly achievable SK with rate

approaching the SK-capacity.
Theorem 4.2 For some ' =n'(n,&,e,¢') > 0 and for all n sufficiently large, the pair of

rvs (K1, K3) generated above, with range K1 (say), satisfy

Pr{K, =Ky} >1—2""" (4.10)
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I(K{AF) = 0; (4.11)
H(K7) = log |K4]. (4.12)

Furthermore,

%H(Kl) —I(X1 A Xy) =€ (4.13)

The next model is an instance of a Markov chain on a tree (cf. [25], [17]), which
considers a tree 7 with vertex set V(7) = {1,---,m} and edge set E(7). For (i,j) €
E(T), let B(i < j) denote the set of all vertices connected with j by a path containing
the edge (7,j). The rvs X1, -+, X, form a Markov chain on the tree T if for each (i, j) €
E(T), the conditional pmf of X; given {X;,l € B(i < j)} depends only on X; (i.e., is

conditionally independent of {X;,1 € B(i «— j)}\{Xi}, conditioned on X;. Note that

when 7 is a chain, this concept reduces to that of a standard Markov chain.

Model 43 Let the terminals Xy, - -, Xy, observe, respectively, n i.i.d. repetitions of
{0, 1}-valued rvs X1, -, Xy, which form a Markov chain on the tree T, and have a joint

pmf Px,..x,, described in the following manner: for (i,j) € E(T),

9

N | —

1 1
Py, x; (i, 5) = 5(1 = pij))0uiz; + 5Pa5) (1= 0uizy)s 0 <Py <
2 2

for z; € {0,1}, z; € {0,1}. These m terminals wish to generate a strong SK of mazximal
rate.
Note that Model 4.1 is a special case of Model 4.3 for m = 2. Without any loss of

generality, let

Pmax = P(i* j*) = (z,jr)réaE)%T) D(i5)-
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Then, the SK-capacity for this model is [17]
Csik = I(Xi+ AN Xj+) = 1 — hy(Pmaz) bit/symbol. (4.14)

We show below how to extract a SK with rate close to 1—hy(pmas) by using an extension of
the SW data compression scheme of Model 4.1 for reconstructing zj% at all the terminals.
(i) SW data compression:

Let C be a linear (n,n — u) code as in Lemma 4.1 for a BSC(ppqz), with parity
check matrix P. Each terminal &; transmits the syndrome Px;', 1 < ¢ < m.

Let 27(j) denote the maximum likelihood estimate at terminal X; of 27, 1 < i #
j < m. For a terminal X, ¢ # i*, denote by (ig, 41, -,4,) the (only) path in the tree

7 from ¢ to i*, where ig = i and i, = *; this terminal &}, with the knowledge of (z',

Pz, .- Pzl Pzll), forms its estimate 27 (i*) of 2% through the following successive
maximum likelihood estimates of z’,---, 27 :
IP(in) = = ® fp(Pai & Paj),

7 (i2) = 27(i1) © fp(Px, © Pay),

& (ip-1) = 27(ir—2) ® fp(Pz}_, ® P} )

lp—1
and finally,
F0(07) = #7(ir1) © fo(Pal_ & Palh).
Proposition 4.1 By the successive mazimum likelithood estimates above, the estimate

X(i*) at terminal X;, i # i*, satisfies

(2
Pr{XP(i*) = XE}>1—m-27™, (4.15)

for some n > 0 and for all n sufficiently large.
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Proof of Proposition 4.1: See Appendix B. [ ]
It follows directly from (4.15) that for some " = 7'(n, m) > 0 and for all n sufficiently
large,

Pr{X/'(i*) = X2, 1<i#i<m}>1-2"""

(i) SK construction:

Consider a (common) standard array for C known to all the terminals. Denote by
ar'y the element of the I*" row and the k" column in the standard array, 1 < [ < 2V,
1<k <2n7v,

Terminal X« sets K+ = k= if X% equals a}fki* in the standard array. Terminals Aj,
1<i#i*<m,set K; =k; if Xf(z*) equals a7y in the same standard array.

(iii) SK criteria:
The following theorem shows that K;« constitutes a strongly achievable SK with

rate approaching the SK-capacity.

Theorem 4.3 For some ' = n'(n,m) > 0 and for all sufficiently large n, the set of rvs

(Ky, -+, Ky,) generated above, with range K (say), satisfy

Pr{Ki=- =K} >1-2""; (4.16)
I(Ki+ ANF) =0; (4.17)
H(K+) = log || (4.18)
Furthermore,
LE(Ki) > 1 ho(pmas) — <. (4.19)

n
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Model 44 Let the terminals Xy, Xy and X3 observe, respectively, n i.i.d. repetitions

of the {0, 1}-valued correlated rvs X1, Xo, X3, with joint pmf Px, x,x, given by:

1-— 1-—
Px, X2 (0’ 0,0) = Px, xx; (07 L1)= W7
= _ pq
PX1X2X3 (0’ 0, 1) - PX1X2X3 (07 1, 0) - 37
1—
PX1X2X3(1’ 0,0) = PX1X2X3(17 L1)= 1%7
1—
Py, xax,(1,0,1) = Px, x,%,(1,1,0) = %7 (4.20)

with 0 < p < % and 0 < q < 1. Terminals X1 and Xo wish to generate a strong PK of
maximal rate, which is concealed from the helper terminal Xs.

Note that under the joint pmf of X7, Xo, X3 above, we can write
X=Xy X3pV" (4.21)

where V" = (V1,- -+, V,) isan i.i.d. sequence of {0, 1}-valued rvs, independent of (X%, X¥),
with Pr{V; =1} =p, 1 <i<mn.
We show below a scheme for terminals X} and X» to generate a PK with rate close

to the PK-capacity for this model [3], [16], [17]
Cp({A1, Xo}) = I(X1 A Xo|X3) = hu(p + ¢ — 2pq) — he(p) bit/symbol.

The first step of this scheme entails terminal X3 simply revealing its observations z%
to both terminals X} and X5. Then, Wyner’'s SW data compression scheme is used for
reconstructing =7 at terminal Xy from the SW codeword for 7 and its own knowledge of
Ty O k.
(i) SW data compression:

This step is identical to step (i) for Model 4.1, as seen with the help of (4.21).
Obviously,

Pr{XJ(1) = X7} > 127",
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for some 1 > 0 and for all sufficiently large n.
(ii) SK construction:

Suppose that terminals X} and Xy know a linear (n,n — u) code C as in Lemma
4.1, and a (common) standard array for C. Let {e} : 1 < ¢ < 2"} denote the set of coset
leaders for all the cosets of C.

For a sequence z3 € {0,1}", denote by A;(xy) the set of Ty |y, ((#5) sequences
in the coset of C with coset leader e, 1 < ¢ < 2% If the number of sequences of the
same joint type with % in A; (%) is more than 2"/ (X1AXelXs)=¢'l ' where & > 2¢ + ¢ and
e satisfies u < n[hy(p) + €] (as in Lemma 4.1), then collect arbitrarily 27/(X1AX2[Xs)—']
such sequences to compose a regular subset. Continue this procedure until the number of
sequences of every joint type with 2% in A;(z%) is less than 27 (XiAX2lXa) =<'l et N;(22)
denote the number of distinct regular subsets of A;(z%).

For a given sequence zf%, enumerate (in any way) the sequences in each regular
subset. Let b2j7k(x§), where 1 <4 < 2% 1 < j < Ny(z%), 1 <k < onll(X1AX2|X5)—e']
denote the k" sequence of the j* regular subset in the i*" coset.

Terminal X} sets K1 = ki if X{' equals b, , (z%). Otherwise, K is set to be
uniformly distributed on {1, o -,2”[I(X1AX2|X3)_5/]}, independent of (X7, X3, X¥). Ter-
minal X5 sets Ko = ko if Xg(l) equals b}, ;. (z%). Otherwise, K5 is set to be uniformly
distributed on {1, . onll (XlAXﬂXS)—E’l}, independent of (X7, XZ', X7, K7).

(iii) SK criteria:
The following theorem shows that K constitutes a strongly achievable PK with rate

approaching the PK-capacity.

Theorem 4.4 For some ' =n'(n,&,e,¢') > 0 and for all sufficiently large n, the pair of
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rvs (K1, K3) generated above, with range K1 (say), satisfy

Pr{K, =Ky} >1—2""" (4.22)
I(Ky A X}, F) =0; (4.23)
H(K,) =log|K1|. (4.24)
Furthermore,
%H(Kl) (X1 A XalXs) — <. (4.25)

Remark: The PK construction scheme above applies for any joint pmf of Xy, X5, X3,

satisfying (4.21), and is not restricted to the given joint pmf of X, X5, X3 in (4.20).

4.4 Proofs
Proof of Theorem 4.1: It follows from the SK construction scheme that
Pr{Ki # Kp} = Pr{X3(1) # X{'} <27,

which is (4.5). Since the rv X is uniformly distributed on {0,1}, for 1 <i<2%, 1 <5<

2n—u’
Pr{X{" =ai;} =27".
Hence,
21L
Pr{Ki =j}=> Pr{X{ =al;} =2"""", 1<j<2m,
i=1
i.e., K is uniformly distributed on {1,---,2" %} and so

H(K;) =1log2"™" =n—u =log|K|,

which is (4.7). Therefore, (4.8) holds since u < n[hy(p) + €.
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It remains to show that K satisfies the secrecy condition (4.6), with F = PX].
Let {el’,1 < i < 2%} be the set of coset leaders for all the cosets of C. For 1 < ¢ < 2%,

Pr{K, = j,PX" = Pe"}
Pr{PX" = P’}
Pr{X} = al;

Yho Pr{X] =,

Pr{K;, = j|PX{ =Pe}'} =

— 9—(n—u)
= PI‘{Kl = j}
Therefore, K is independent of F, and I(K; A F) = 0, establishing (4.6). [ |

Proof of Theorem 4.2: Let F denote the union of all regular subsets in U?ll A;. Clearly,

F CT%, ¢ so that
Pr{X{ € F} = Pr{X] € TX ¢, X{' € F} = Pr{X| € T}, ¢} —Pr{X{ € Tk, \F}. (4.26)

By Proposition A.1, Pr{X7] € T)’}hg} goes to 1 exponentially rapidly in n. We show below
that Pr{X{" € T \F} goes to 0 exponentially rapidly in n.
Recall from Appendix A.1 that the number of different types of sequences in {0, 1}" does

not exceed (n + 1)2. Thus,

\{x’f:x’feT)’a,g\f}\ < 2. (n+1)%. 2l (KnXz) =]

< (n + 1)2 . 2n[H(X1)+6—6/]’

where the previous inequality is from u < n[hy(p) + €] = n[H(X1|X2) + €]

Since Py (z7) < 2 nH(X)=¢ gn ¢ T%, ¢ we get
Pr{X] € Th \F} < (n+1)2 27—,

Choosing &' > £ + ¢, Pr{X{" € Ty, (\F} goes to 0 exponentially rapidly. Therefore, it
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follows from (4.26) that Pr{ X} € F} goes to 1 exponentially rapidly in n, with exponent
depending on (&, ¢,¢’).
By the SK construction scheme,
PI‘{Kl =+ Kg} = PI‘{Kl =+ KQ,X{L € .7:} + PI‘{Kl =+ KQ,X{L ¢ .7:}

< Pr{XJ(1) # X7, X7 € F} + Pr{X] ¢ F}

IN

Pr{Xy(1) # X7} + Pr{X] ¢ F}.
Since Pr{f(?(l) # X'} < 27™ by the observation in the previous paragraph, we have
Pr{K; # Ky} <27,

for some n' =n'(n,&,¢,¢') > 0 and for all sufficiently large n, which is (4.10).
Next, we shall show that K satisfies the uniformity condition (4.12). For 1 < k <

onll(X1AX2)=¢'] it ig clear by choice that

Pr{K, = k|X] ¢ F} = 27 "lI(XiAXe)=<] (4.27)
and that

Pr{K, = k, X}
Pr{K, = k| X} € F} = =k X € F)

Pr{X] € F}
“ N; _
_ Z?:l j=1 Pr{X{ = ij,k} (4.28)
)i j}f:il nll(XanXe) = Pr{X] = bkt
2~ rlI(NXa) =] (4.29)

where (4.28) is due to every regular subset consisting of sequences of the same type. From
(4.27) and (4.29),

Pr{K, = k} = 27 "I(XinXa) =< (4.30)
i.e., K is uniformly distributed on {1, . -72”[1(X1AX2)—6/]}, with
1 /
SH(K) =X A Xs) — €,
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which is (4.13).
It remains to show that K satisfies the secrecy condition (4.11), with F = PX]".

For 1 <i<2%and 1<k < 2l(X1inX2)~¢'l e have
Pr{K, = k|PX] = Pel', X' ¢ F} = 2 (XainXa) =]

by choice, and

Pr{k, = k,PX] = Pe?", XJ € F)
Pr{PX=Pel', X' € F}
S Pr{X] = b7, )
Zj‘vii 2l (XAX2) =<' Pr{X ] = Ykt

2—n[[(X1/\X2)—6/]'

Pr{K, = k|PX} =P}, X} € F} =

Hence,

Pr{K; =k|PX] =Pe}'} = Pr{K; =kPX]'=Pe}, X' F} -Pr{X] € FIPX] = Pe}'}
+Pr{k, = k[PX] = Pel', X' ¢ F}-Pr{XP ¢ FIPX" = P}
2—n[I(X1/\X2)—6/]

= PI‘{Kl = k‘},

where the previous equality follows from (4.30). In other words, K is independent of F,
establishing (4.11). (]
Proof of Theorem 4.3: Applying the same arguments used in Theorem 4.1, we can
show that the set of rvs (K7, - - -, K, satisfy (4.16), (4.18) and (4.19). It then remains to
show that K« satisfies the secrecy condition (4.17), with F = (PX],---,PX).

Under the given joint pmf Pk,..x,,, for each ¢ # i*, we can write

Xp =Xz oV,

where V* = (Vi 1, -+, Vi) is an i.i.d. sequence of {0, 1}-valued rvs. Further, V;”, 1 <i #
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©* < m, and X]. are mutually independent. Then,

I(Ki*/\F) = I(Ki*/\{PXZn, 1§Z§m})
< I(Kp APXE {PVP, 1<i#i* <m})

< I(Ki APXD) + I(Ki, PXEA{PV?, 1 <i#i* <m}). (4.31)

Clearly, the first term on the right side of (4.31) is zero. Since for a fixed P, (K;+, PX)

are functions of Xk,
I(Kq#,PXENAN{PV", 1<i#i" <m}) <I(XEAN{V" 1<i#i"<m})=0,

i.e., K;+ is independent of F, establishing (4.17). [ |
Proof of Theorem 4.4: For every z5 € {0,1}", let F(z%) denote the union of all regular

subsets in JZ_; A;(x%). Since F(z%) C TY, 1x5.6(75);

Pr{Xi" € F(X3)} = Pr{X{" € T, x, «(X3)} — Pr{X7 € T, |x, e (X3)\F(X5)}. (4.32)

It follows from Proposition A.1 that Pr{X} € T% v, (X3)} goes to 1 exponentially
rapidly in n. We shall show below that Pr{XT € Ty |y, (X§)\F(X3)} goes to 0 expo-
nentially rapidly in n.

Recall from Appendix A.1 that the number of different joint types of pairs in

{0,1}" x {0, 1}" does not exceed (n + 1)%. Thus,

{af st € T, 1y, e@\FRY < 2% (o 1)t 20X

< (n + 1)4 . 2n[H(X1|X3)+6—6/]’

where the previous inequality is from u < nlhy(p) + €| = n[H(X1| X2, X3) + €.

Since PR v, (a7 ]a%) < 27MHIX) =2 (a0 am) € TR v ¢, we get

PE{XT € T, 1, d PNF(XP)} < (n+ 1) 277269,
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Choosing &' > 2§ + ¢, Pr{X] € Ty v, (X3)\F(X3)} goes to 0 exponentially rapidly.
Therefore, it follows from (4.32) that Pr{X} € F(X%)} goes to 1 exponentially rapidly in
n, with an exponent depending on (&, ¢,&’).

By the PK construction scheme,
Pr{K) # Ky} = Pr{K) # Ky, X' € F(a3)} + Pr{K; # Ky X{' & F(a5)}
< Pr{Xj(1) # X\, X' € F(a})} + Pr{X] & F(a5)}

< Pe{X5(1) £ XP) + Pr(X] ¢ F(XP)}
Since Pr{X%(1) # X'} < 27" by the observation in the previous paragraph, we have
Pr{K, # Ky} <27

for some 0’ =n'(n,&,¢,¢') > 0 and for all sufficiently large n, which is (4.22).
Next, we shall show that K satisfies the uniformity condition (4.24). For z%§ €

{0,1}"and 1 <k < ol (XanXa|Xs)=¢'] it {5 clear by choice that
Pr{K, = k| X7 & F(z%), X5 =25} = 2_”[1(XMX2|X3)—5/]7
and that

Pr{K; = k| X7 € F(z%), X5 = x5}

Pr{K) = k, X[ € F(z})| X} = a3}
Pr{XT € F(25)| X3 = a3}
_ Zz:l 7=1 { 1 Zvjvk( 3)‘ 3 3} (433)

2 jV:(lxél) ol (XaAXa|X3) =) Pr{XT = br s (af)| X5 = 2B}

2—71[[(X1/\X2|X3)—6/] ,

where (4.33) is due to every regular subset consisting of sequences of the same joint type

with 2. Therefore,

Pr{Ki=k} = Y Pr{Ki =k X§=a}}
zhe{0,1}n

95



= Y [Pr{X] e F(a}), XJ = a2k} - Pr{K\ = k|X] € F(a}), X = 2%}
zhe{0,1}"

+Pr{Xy' & F(ag), X5 = ag} - Pr{Ky = k|X{" & F(a3), X5 = 23}]

9=l (X1A X2 Xg)—¢'] (4.34)

i.e., K1 is uniformly distributed on {1, - -,2”[I(X1AX2|X3)_5/]}, with
1 /
SH(Ky) = (X1 A Xo|X3) — €,

which is (4.25).
It remains to show that K satisfies the secrecy condition (4.23), with (X3, F) =

(X2, PX}). For 2 € {0,1}",1 <i < 2% and 1 < k < 2MH(X0AXelXs)=¢'] e have
Pr{k; = k[PX{ = Pef', X{' ¢ F(a}), X§ = af} = 277,
by choice, and

Pr{K; = k|PX{ = Pe}', X{' € F(ay), X3 = a5}

Pr{K| = k,PX} = Pe?, X} € F(a})| X} = 23}
Pr{PX} = Pel', X' € F(x})| X} = 2%}
S Pr{Xp = 0 (2| X = a5}

1,5,k
S gull (anXelXo) -2 Pr{X7 = b, (e3)| X = 23}

.5,k

2—n[I(X1 /\X2|X3)—6/] .

Hence,
Pr{K, = k|PX] = Pe}, XJ =z} = 27" (XinXelXe) =<l — pripe — g},

where the previous equality follows from (4.34). In other words, K is independent of

(X3, F), establishing (4.23). [ |
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4.5 TImplementation Using LDPC Codes

4.5.1 Preliminaries Concerning LDPC Codes

The following standard definitions on LDPC codes can be found, for instance, in [57], [34],
[52], [60].

A linear code is associated with a graphical representation, by means of a bipartite
graph whose left (or variable) nodes correspond to coordinates of a codeword and right (or
check) nodes correspond to the set of parity check constraints satisfied by codewords of
this code. The bipartite graph representing a linear (n,n — u) code has n variable nodes
and u check nodes. A variable node is connected with a check node if the coordinate
corresponding to that variable node is involved in the parity check constraint corresponding
to that check node.

Binary LDPC codes are binary linear codes with low density parity check matrices
in the sense that the parity check matrices contain relatively few 1s. In a parity check
matrix for a (I, r)-regular LDPC code, every row has r 1s and every column has [ 1s. Thus,
a (I, r)-regular LDPC code is represented by a bipartite graph in which the degree of every
variable node is [ and the degree of every check node is r.

An irregular LDPC code with degree distribution pair (A(z), p(x)) is represented by
a bipartite graph, in which the degrees of variable nodes (resp. check nodes) are chosen
according to the distribution A(z) = 3°; Miz'™! (vesp. p(z) = 3, psr™1), with \; (resp.
pi) denoting the fraction of edges connecting variable (resp. check) nodes of degree i.

The rate of a (I, r)-regular LDPC code is 1 — % and the rate of an irregular LDPC

J: ' plz)de

code with degree distribution pair (A(z), p(x)) is given by 1 — flx\(—)d'
x)ax
0
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4.5.2 Implementation for Model 4.1

The implementation of the SK construction scheme for Model 4.1 is illustrated below by
using binary LDPC codes.
(i) LDPC code:

Since every linear code is equivalent to a systematic code (cf. e.g., [49, p. 46]),
without loss of generality, we consider a systematic (n,n—u) LDPC code C with generator
matrix G = [I,—, A], where I,,_, is an (n —u) X (n — u) identity matrix and A is an
(n — u) X u matrix. Then, the parity check matrix for C is P = [A? I,], where I, is an
u X w identity matrix.

The first n — u bits of every codeword in C, which are called information bits, are
pairwise distinct. Further, since the coset of C with coset leader €', 1 < ¢ < 2%, must
contain the sequence b' = [0"" eI"P?], with 0"~* denoting a sequence of n — u zeros, the
first n — u bits of every sequence in this coset {b' @ ", ¢" € C} are pairwise distinct.

(ii) SW data compression:

The following scheme is known from [32].

Terminal X; transmits the syndrome Pz}. Terminal &5, with the knowledge of z7%,
Pz}, and (the crossover probability) p, applies the following belief-propagation algorithm
[32] to estimate %5 (1).

Let (v1,---,v,) and (wy,---,w,) denote variable-node sets and check-node sets in
the bipartite graph representing C. Depict by v; ~ w; (or equivalently, w; ~ v;), if the
variable node v; is connected with the check node w;. The decoding algorithm will proceed
in iterations. Each iteration starts by propagating messages from variable nodes to check
nodes and ends by sending messages from check nodes back to variable nodes. Messages

are propagated only between the connected nodes.
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Let Méfl)w]. denote the message propagated from the variable node v; to the check

node w; in the kth iteration, k > 1. Let ng)_wz denote the message propagated from the

check node w; to the variable node v; in the kth iteration. Then, set

1—
MP = (1—21x94)log Py Z ME=D

V;— Wy P wy;—v5)?
Ll wp~v;

and

M) =2tanh™! [ (1 — 2s;) H tanh %
wj—v; J 2 )

Ll v ~w;

where zo,; denotes the i'" bit of 2% and sj denotes the j* bit of Px}. By definition,
0
M-, =0.

At the end of the k*? iteration, estimate &3 (1) = (&2(1,1),---,22(1,n)) as

0, if (1—2z9,)log 1—;2 + > Mq(fj)_wZ >0,

Jiw;~v;

*’i'?(lv Z) =

L, if (1- 22 log =2 + 5 M., <o.

Jrwjeov;
This procedure is terminated if either P25(1) = Pz} or a designated number of iterations
has been reached.
(iii) SK construction:

Since the first n — u bits of every sequence in each coset of C are pairwise distinct,

these n — u bits can serve as the index of the sequence in its coset. Therefore, terminal

X1 (resp. Xa) could simply set K (resp. K3) as the first n — w bits of a7 (resp. 5(1)).

The same implementation of the SW data compression scheme above applies for
Models 4.2 and 4.4. They can also be applied repeatedly for the successive estimates in
Model 4.3.

In Model 4.3, K (resp. Kj, i # ") is simply set as the first n — u bits of % (resp.
Z(i*)). However, the current complexity of generating regular subsets for Models 4.2 and

4.4 poses a hurdle in explicit constructions of SKs or PKs for these models.
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4.5.3 Simulation Results

In this subsection, we provide simulation results on the tradeoff between the relative
secrecy rate (i.e., the difference between the rate of the generated SK and the SK-capacity)
and the rate of generating unequal SKs at different terminals, when LDPC codes are used
in the SK construction problem for Model 4.1.

For the purposes of comparison, three different kinds of LDPC codes are used:

e a (3,4)-regular LDPC code;

e a (3,6)-regular LDPC code;
and

e an irregular LDPC code with degree distribution pair (cf. [32])

Mz) = 0.234029z + 0.21242522 + 0.146898x° 4 0.1028402° + 0.303808217,

p(x) = 0.71875z7 + 0.2812525,

The codeword lengths of all the three LDPC codes are 102 bits. The rate of the first LDPC
code is i bit/channel use, while the rate of the other two LDPC codes is % bit/channel use.
Sixty iterations of the belief-propagation algorithm are allowed. More than 103 blocks are
transmitted from terminal A;.

Simulation results are shown in Figures 4.1 and 4.2, where conditional entropy (i.e.,
H(X1]|X3) = hy(p)) is plotted against key bit error rate (KBER). We remark that in this
work, SKs are generated at fixed rates, which are equal to the rates of LDPC codes used.
Since the SK-capacity is given by 1 — hy(p), the conditional entropy hy(p) can serve as
an indicator of the gap between the rate of the generated SK and the SK-capacity. On
the other hand, the KBER is related to the rate of generating unequal SKs at different

terminals
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Figure 4.1: Simulation results for the (3, 6)-regular and the irregular LDPC codes.

Figure 4.1 shows the performance of the (3, 6)-regular and the irregular LDPC codes;
figure 4.2 shows the performance of the (3, 4)-regular LDPC code. It is seen in both figures
that KBER increases with hy(p). Since the SK-capacity decreases with hy(p), the increase
of hy(p) narrows the gap between the rate of the generated SK and the SK-capacity, but
raises the possibility of generating unequal SKs at different terminals. In contrast, the
decrease of hy,(p) widens the gap between the rate of the generated SK and the SK-capacity,
but reduces the possibility of generating unequal SKs at different terminals.

It is seen from Figure 4.1 that the irregular LDPC code outperforms the (3,6)-
regular LDPC code. For instance, for a fixed crossover probability p = 0.068, say, and
hy(p) ~ 0.3584, the KBER with the use of the irregular LDPC code is as low as 1075,

while the KBER with the use of the (3, 6)-regular LDPC code is only about 4 x 1073,
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Figure 4.2: Simulation results for the (3, 4)-regular LDPC code.

102



Chapter 5
The Relationship Between the Common Randomness Capacity and the Secret Key
Capacity for Source Models with Rate Constraints

5.1 Introduction

It has been described in Chapter 4 that for a source model consisting of an arbitrary num-
ber of terminals which respectively observe the distinct components of a DMMS followed
by unrestricted public communication among themselves, the CR-capacity, i.e., the largest
rate of CR that is achieved by the terminals, can be decomposed into the smallest sum-
rate of the communication needed to achieve the CR-capacity, and the SK-capacity (i.e.,
the largest rate at which all the terminals can generate a SK). This leads to the following
question: what is the relationship between the CR-capacity and the SK-capacity for a
given source model with rate constraints on the public communication?

Ahlswede and Csiszér [4] have determined the CR-capacities for several two-terminal
source models with rate constraints on the public communication. On the other hand,
the SK-capacities for these two-terminal source models are given in [16]. However, the
relationship between the CR-capacities and the SK-capacities for these models has not yet
been examined. In this chapter, we shall discuss this relationship for several two-terminal
source models' with rate constraints on the public communication.

The rest of this chapter is organized as follows. Section 5.2 contains the prelim-

The CR-capacities are still unknown, in general, for source models consisting of more than two termi-
nals, and with rate constraints on the public communication. We do not discuss the relationship between

the CR-capacities and the SK-capacities for source models consisting of more than two terminals here.
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inaries. In Section 5.3, we shall consider three simple two-terminal source models, the
first two of which have known CR-capacities and SK-capacities. Our main results — the
CR-capacity and the SK-capacity for the third model, as well as the smallest sum-rate
of the communication needed to achieve the CR-capacity for each of the three models
— are provided in Section 5.4. We observe that in each of the three models, the SK-
capacity is equal to the difference between the CR-capacity and the smallest sum-rate of
the communication needed to achieve the CR-capacity. The proofs are given in Section

5.9.

5.2 Preliminaries

Consider a DMMS with m > 2 components, with corresponding generic rvs Xi,---, X

taking values in finite alphabets X7,---, X, respectively. Let X' = (X;q1, -+, Xin),

1 <i < m, be niid. repetitions of the rv X;. Terminals A7, ---, X,,, with respective
observations X7, ---, X}, represent the m users who wish to generate CR or a SK by

public communication.

Each terminal can communicate with every other terminal through noiseless broad-
casts. The transmissions can be assumed, without any loss of generality, to occur in rm
(r > 1) consecutive time slots in 7 rounds. The communication can be depicted by rm
rvs Fi,---, Frym, where Fy denotes the transmission in time slot ¢, 1 < ¢t < rm, by the
terminal X;, i =t mod m. In general, F; is allowed to be any function, defined in terms
of a mapping f;, of the observations at the terminal X; and of the previous transmis-
sions Fy ;1) = (Fi,--+, F;—1). No other resources are available to these m terminals; in
particular, additional randomization is not permitted at the terminals.

Denote by F;, 1 < i < m, all the transmissions from terminal &;. Since the transmis-
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sions from terminal &; occur in time slots ¢, - -, i+ (r—1)m, F; = {Fi4jm,0 < j <r—1}.

Suppose that F;, 1 <i < m, is subject to the rate constraint R;, i.e.,

1 Al1d )
EIOgHFiH:EZIOgHE—f—ijSRi, 1<i<m, (5.1)
j=0

where ||Fj{jm|| denotes the cardinality of the range of Fji ;. Such rate constraints im-
posed on transmissions depict bandwidth limitations associated with the use of shared
public channels. The notation R; = oo will be used to denote the fact that constraint
(5.1) is not imposed for that i.

The rv K, as a function of (X7, --,X) and with finite range K, represents -
common randomness (e-CR), achievable with communication F = (Fy,--- | F,,), if K is

e-recoverable from (F, X) for each 1 <i < m.

Definition 5.1 A nonnegative number R is an achievable CR rate if for every e > 0 and
all sufficiently large n, there ezists e-CR K, achieved with F = (F1,---,F,,) satisfying

the rate constraints (5.1), such that
1
—H(K)>R—ce.
n
The largest achievable CR rate is called the CR-capacity, denoted by Cor(Ry, -+, Ry).

Definition 5.2 A nonnegative number R is an achievable sum-rate of “communication
for largest common randomness” (CLCR sum-rate) if for every e > 0 and all sufficiently
large n, e-CR with rate larger than Cor(R1, - -+, Ry) —€ is achievable with communication

F = (Fy,---,F,,) satisfying the rate constraints (5.1), such that for every & > 0,

1 m 1 m r—1
=Y log|[Fy|| = =" log||Fisjmll < R+E.
i3 =1 j=0

The smallest achievable CLCR sum-rate is denoted by Ryin(R1, -+, Ry).
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Remark: It follows directly from the definitions above that
CCR(Rlv Ty Rm) < H(Xla Ty Xm)v

and
m
i=1
The rv K, with finite range K, represents an e-secret key (e-SK), achieved with
communication F, if K is e-CR and K satisfies the secrecy condition
1
—I(Km AF) <e,
n
and the uniformity condition

1 1
—H(Kpm) > —log |[Kpm| —e.
n n

Definition 5.3 A nonnegative number R is called an achievable SK rate if for every
e > 0 and all sufficiently large n, there exist e-SKs K, achieved with ¥ satisfying the

rate constraints (5.1), such that
1
The largest achievable SK rate is called the SK-capacity, denoted by Cs(R1,- -+, Rp).

Remark: Note that the definitions of the CR~capacity and the SK-capacity are in the “weak
sense.” (cf. e.g, [3], [17]) While all our results below are presented in the “weak sense,”
they can be established in the stronger sense of [37] by using the techniques developed in
[40].

Let Cor(00, -+, 00), Rimin(00, - -+, 00), and Cg(00, - - -, 00) ? respectively denote the

CR-capacity, the smallest achievable CLCR sum-rate, and the SK-capacity, when there

2These notations are in effect, identical to Rpmin and Cs in Chapter 4.
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are no rate constraints (5.1), i.e., R; = 0o, 1 <1i < m. Clearly,
CCR(OO,"',OO) = H(le"'axm)a

Ryin(00, -+, 00) = min g 5,
(r1,mm) ER

with

i X;€B

R = {(rl,---,rm): Z T ZH(XB‘XBc),BC {Xl,"',.)(m}},

and

CS(OO,"',OO):H(Xl,"',Xm)—Rmin(OO,"',OO).

This suggests that under unrestricted public communication, the CR-capacity Cog(oo, - - -, 00)
can be decomposed into the smallest achievable CLCR sum-rate R,y (00, -+, 00) and the
SK-capacity Cg(oo, - -+, 00).

In this chapter, we study the relationship between Cor(R1, - -, Rim), Rmin(R1, -+, Rim)
and Cg(Ry, -+, Ry) in the presence of rate constraints (5.1); in particular, we examine

whether and in which situations the relation
CS(Rla oy Rm) - CCR(Rla oy Rm) - Rmin(Rla oy Rm)

holds.

5.3 Previous Results

Model 5.1: Let the terminals Xy and Xo observe, respectively, n i.i.d. repetitions of the
correlated rvs X1 and Xo. These terminals wish to generate CR or a SK by means of a
single transmission from terminal X1, which is subject to the rate constraint R;.

Note that Model 5.1 is a special case of the general source model in Section 5.1

form =2, r =1, Ry > 0, and Ry = 0. The CR-capacity for this model, denoted by
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CCR(RL 0), is [4]

CCR(RL 0) = mgxI(U A Xl),

where the maximum is over all rvs U that satisfy the Markov condition
U —O0— X1 —O0— XQ, (52)

and the rate condition

Furthermore, the maximum is attained by a rv U taking values in set & of cardinality
Ul < |l

The SK-capacity for this model, denoted by Cs(R1,0), is [16]
Cs(R1,0) = m(?xI(U A Xo),
where the rv U satisfies (5.2) — (5.3). Also, it is known [3], [36] that if Ry > H(X1]|X2),
Cer(R1,0) = H(Xy),

and

Cs(Rl, 0) = I(Xl VAN XQ)

Model 5.2: Let the terminals Xy and Xo observe, respectively, n i.i.d. repetitions of the
correlated rvs X1 and Xo. These terminals wish to generate CR or a SK by means of two
transmissions: one from terminal X1, which is subject to the rate constraint Ry; the other
from terminal Xy, which is subject to the rate constraint Rs.

Note that Model 5.1 is a special case of the general source model in Section 5.1
form =2,r =1, Ry > 0, and Rs > 0. The CR-capacity for this model, denoted by
Ccor(R1, R2), is [4]

Ccor(R1, Ro) = Igf%;(I(U, VAXy,Xo),
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where the maximum is over all pairs of rvs (U, V') that satisfy the Markov conditions
U-—o— X1 —o— X9, V—o—Xs,U-—0— X, (5.4)
and the rate conditions
I(UAX1|X2) <Ry, I(VAXoX1,U) < Ry. (5.5)

Furthermore, the maximum is attained by a pair of rvs (U, V) taking values in sets (U, V)
of cardinalities [U| < |X1| + 3, |V| < |As|.

The SK-capacity for this model, denoted by Cs(R1, Re), is [16]
Cs(Rl, RQ) = Igf%/X[I(U A XQ) + I(V A Xl‘U)],

where the rvs U, V satisfy (5.4) — (5.5). Also, it is known [3], [17], [36] that if either

R1 Z H(Xl‘Xg) or R2 Z H(XQ‘XI),
Cs(Rl, RQ) = I(Xl /\Xg),

and
H(Xl,Xg), lf R1 Z H(Xl‘Xg) and R2 Z H(XQ‘XI),
Cor(Ri1, Re) ={ Ryo+ H(X)), if Ry > H(X1|Xs) and Ry < H(X5|X)),

Ry + H(XQ), if Ry < H(Xl‘Xg) and Ry > H(XQ‘Xl)

Model 5.3: Let the terminals Xy and Xo observe, respectively, n i.i.d. repetitions of the
correlated rvs X1 and Xo. These terminals wish to generate CR or a SK by means of two-
way multiple rounds (say r rounds) of transmissions. The transmissions from terminal
X1 (resp. X)) are subject to the rate constraint Ry (resp. Ra).

Note that Model 5.1 is a special case of the general source model in Section 5.1 for

m =2, R >0, and Ry > 0.
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5.4 Statement of Results

The following theorem characterizes the smallest achievable CLCR, sum-rate for Model 5.1.
Further, the CR-capacity for Model 5.1 is found to be equal to the sum of the SK-capacity

and the smallest achievable CLCR sum-rate.

Theorem 5.1 The smallest achievable CLCR sum-rate for Model 5.1 is

Rypin(R1,0) = min{ Ry, H(X1|X2)}.

Further,

Cs(R1,0) = Cor(R1,0) — Rpin(R1,0).

Remark: Tt readily follows from the Slepian-Wolf theorem that if Ry > H(X1]|X2),
Ryin(R1,0) = H(X1|X2). Further, it is clear from the characterizations of Cor(R1,0),
Ryin(R1,0) and Cs(R1,0) that if Ry > H(X1]|X2), Cs(R1,0) is equal to the difference
between Cor(R1,0) and Ryuin(R1,0).

The following theorem characterizes the smallest achievable CLCR sum-rate for
Model 5.2. Further, the CR~capacity for Model 5.2 is found to be equal to the sum of the

SK-capacity and the smallest achievable CLCR sum-rate.

Theorem 5.2 The smallest achievable CLCR sum-rate for Model 5.2 is

Rmm(Rl, RQ) = min{Rl, H(Xl‘XQ)} + min{Rg, H(Xg‘Xl)}

Further,

Cs(R1, R2) = Cor(R1, R2) — Rpin (R, Ra).
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Remark: It follows from the Slepian-Wolf theorem that if Ry > H(X;|X2) and Ry >
H(X2|X71),
Rpnin(R1, Re) = H(X1|X2) + H(X2|X1).
Further, it is clear from the characterizations of Cor(R1, R2), Rmin(R1, R2) and Cs(R1, R2)
that if either Ry > H(X;|X2) or Ry > H(X2|X1), Cor(R1, R2) is equal to the sum of
Cs(R1, R2) and Ryuin(R1, R2).
The following three theorems characterize Cor(R1, R2), Cs(R1, R2), and Ryin(R1, R2)

for Model 5.3, respectively. Further, the CR-capacity for Model 5.3 is found to be equal

to the sum of the SK-capacity and the smallest achievable CLCR. sum-rate.
Theorem 5.3 The CR-capacity Cor(R1, R2) for Model 5.3 is
CCR(Rl, RQ) = U1,~~~,g7l~fi‘)/§,"',Vr I(Ul, U, Vg Ve A X, X2)7
where the rvs Uy, - -+, U, V1, - - -, Vi satisfy the Markov conditions
Ui —o—X1,U1, -, Uiz, Vi, Vieg —o—= X, 1<i <, (5.6)

W—O— X27U17"'7Ui7V17"'7%—1 —O0— le 1 S’L.S?", (57)

and the rate conditions

> I(Ui A X1|Xo, Uy, -+, Uiz, Vi, -+, Vi1) < Ry, (5.8)
i=1
S I(Vi A Xo| X1, Uy, -+, Ui, Vi, - -+, Vict) < Ry. (5.9)
i=1

Theorem 5.4 The SK-capacity Cs(Ry, R2) for Model 5.3 is
= I . X P . P .
Cs(Rq, Ro) U1,~~~,¥Jr}~fi‘)/§,~~,vr;[ (Ui A Xo|Ur, -+, Ui1, Vi, - -+, Vieg)

+I(m /\Xl‘Ulv o '7Ui7V17 o '7%—1)]7
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where the rvs Uy, -, Uy, Vi, -+, V. satisfy (5.6) — (5.9).

Remark: The maxima in Theorems 5.3 and 5.4 are attainable, since by a direct application
of the Support Lemma [15, p. 310], the rvs Uy, -- -, U,, V1, - -, V;. can be assumed, without

restricting generality, to take values in finite sets.

Theorem 5.5 The smallest achievable CLCR sum-rate for Model 5.3 is

Rmm(Rl, RQ) = min{Rl, H(Xl‘XQ)} + min{Rg, H(Xg‘Xl)}

Further,

Cs(R1, R2) = Cor(R1, R2) — Rpin (R, Ra).

5.5 Proofs

The technical tools used to prove Theorem 5.1 are supplied by Lemmas 5.1 and 5.2 below.

For a given joint probability mass function (pmf) Px, x,, define

Pux,x, : Pux,x, = Puix, Px, x5,

S(Ry) 2 (5.10)
Pux,|
Zu,g;hg;g PUX1X2 1Og % S Rl
Note that the CR-capacity for Model 5.1 is
CCR(Rl,O) = max I(U/\Xl).

U5PUX1X2 €S(Ry)

Lemma 5.1 Let X1 and X3 be X;- and Xs-valued rvs with joint pmf Px, x, = Px, PX2|X1,
where Px, is fized. Then, (X1 A X3) is a conver function of Px,x,. Furthermore,
I(X1 A X2) is a strictly convex function of Px,x,, iff Px,x, # Px,, i.e., X1 is not

independent of Xs.
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Proof of Lemma 5.1: Fix Py,. Consider the conditional pmfs Py, x, and PX£|X1, and
let the corresponding joint pmfs on &7 x X3 be Py, x, and Py, X4 respectively, and their

respective marginals on X be Py, and Pxé. Let
PXé\|X1 = )\PX2|X1 +5\PX§|X17
where 0 < A< land A=1-\. Clearly, for a given Py,

Py, x) = APx,x, + AP, x1,

and
PX; = APx, + S\PXé.
Then,
PX XA
I(X1AXp) = Py yalog =22
3’31273:’12 A Px, PXé\

)\PXng + j\PXlXé
APx, Px, + )‘PX1PX§

= Z ()‘PX1X2 +5‘PX1X§)10g

1,22
PX X - PXlX/
< AP log ——=2- + \Px, xr lo 2 5.11
B mz,;z o gPX1PX2 i gPleXé (1)

= M(X1 A X2) + M (X1 A X3),

where (5.11) follows from the log-sum inequality (cf. e.g., [11, p. 29]). Hence, I(X; A X5)
is a convex function of Py, x, for fixed Px,. According to the log-sum inequality, equality
in (5.11) holds iff Px, x, = Px, Px, and Py, x; = Px, Pyj, proving strict convexity. This

completes the proof. [ |

Lemma 5.2 [3]: For arbitrary rvs U, V and sequences of rvs Y = (Y1,---,Y,), Z =

(Zla Ty Zn);

IUAYV)=IUAZV) = YUYV, Y1, Ziga, -+ Zn, V)
=1

—I(U/\ Zi‘Yla t '7}/;—17 Zi+17 Tty va V)]
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Proof of Theorem 5.1: To prove the first part of this theorem, it suffices to show that
Rmin(Rla 0) >R for R < H(Xl‘Xg)

Let K (with values in K) be arbitrary e-CR with rate

1

—H(K) > CCR(Rla 0) — &,

n

achieved by a single transmission F = F} = f1(X7"). We shall show below that for every

& > 0 and for all sufficiently large n,
1
~log][F = i — ¢

Since K is e-recoverable from X7, there exists a rv K’, as a function of X}' and
taking values in /C, such that

Pr{K' # K} <e.
It follows from Fano’s inequality that

1 log | 1 log |C 1
Loy = S0 EL S Ry 0y — e EloeRIH L
n n n n
Let U = K'X11-- X1, 7-1X2 j41- - XopnJ, where J is a rv independent of (X7, X§) and

uniformly distributed on {1,---,n}. It is easily seen that

U —o— XLJ —O0— X27J.

By applying Lemma 5.2 and the fact that (X5 ;, X2 ;) is independent of (X7 1, - -, X1 -1, X2,it1, - -

we have

[(K'AXT) = I(K'AX3) = n [I(0 A X1,5) = I(T A Xa.5)|
Considering that
I(K'AXT)— I(K'AXY) = H(K'|XD)
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— I(K'AF|X}) + H(K'| X3, F)

< H(F)+2clog|K|+1 (5.12)

IN

nR; + 2elog|K| + 1,

where (5.12) follows from Fano’s inequality, with K’ being 2e-recoverable from (X§,F),

we have

~ ~ 2elog || +1
I(U/\XLJ) —I(U/\XQJ) < Rl—i—m.
n
As X j, X2 j can be identified with the rvs X;, X5 of the DMMS, the rv U satisfies the

Markov condition (5.2) and the rate condition (5.3). Note that

n

HK) =I(K'ANXT) =Y I(K'AX14 X110, X1,-1) < nl(UA Xq).

=1
Hence,
- 1 ,
IUAX)) > —H(K'
n
log |KC| + 1
> Con(Ry,0)—e— 18K+ 1
n
log || + 1
- max  I(UAX)) —e— So8IKIEL (5.13)
U5PUX1X2€S(R1) n

i.e., I(U A X,) is arbitrarily close to the maximum of I(U A X1) on S(R1).

Note that for every Pyx,x, € S(R1), we can write
I(U/\Xl) = I(U/\Xl,Xg) = I(U/\Xl‘Xg) —I—I(U/\Xg),
where I(U A X1]X32) can be chosen to equal R;, provided Ry < H(X;|X2). Hence,

max I{UANX1) =Ry + max I(U A Xo)
U5PUX1X2€S(R1) U5PUX1X2€S(R1)

is achieved with

I(U/\Xl‘Xg) = R;. (514)
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Furthermore, by Lemma 5.1, I(U A X1) is a convex function of Py x, for fixed Px,, where
the convexity is not strict iff U is independent of X, which corresponds to the minimum
of I(U A X7). Considering that I(U A X;) is a continuous function of Py x,, with the rv

U defined above satisfying (5.13), we have for every & > 0,
IUANX)—I(UAXy) =1(UAXy1|Xs) > Ry — 6.

It readily follows from (5.12) that

2elog K| +1 SR 5 2510g\/€\—|—1’

1 1 ~ N
—1 Fl|>—-HF)>I(UANXq) —I(UANXy) —
nOgH H_n (F) > I( 1) — I( 2) n "

completing the proof of the first part of this theorem.

Next, we show that
Cs(R1,0) = Cor(R1,0) — Rypin(R4,0),

for Ry < H(X1]|X3). Let
U* = argmax I (U A X3),
U
where the maximum is over all the rvs U satisfying (5.2) — (5.3). Since by definition,

PU*Xng S S(Rl) and

IU*AX))=  max  I({UAXY),
U5PUX1X2 €S(Ry)

it follows from (5.14) that
I(U*AX1) = I(U" A Xs) + Ry.
Hence,
Cor(R1,0)=I(U* A X2) + Ry < Cs(R1,0) + Rppin(R1,0).
By symmetry, it is easily seen that
Cs(R1,0) < Cor(R1,0) — Rpin(R1,0).
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For a given joint pmf Px, x,, define

Povx,x, : Pux,x, = Pux, Px, x5,

Puvx,x, = Priux, Pux, xs»
S(R1, Ry) = (5.15)

Puxi1xy
Zu7x17x2 PUX1X2 1Og PU\XQPXl\XQ S R17

Pyxylux
PUV lo 2 1
Z“vvvxlvm X1X3 108 Pyiux, Pxylux, —

Note that the CR-capacity for Model 5.2 is

Cor(R1, Ry) = I(U,V A X1, Xs).
CR( 1 2) (U,V):PUVS;?();ES(Rl,RQ) ( 1 2)

Proof of Theorem 5.2: To prove the first part of this theorem, it suffices to show
that Ryin(R1, R2) > min{ Ry, H(X1|X2)} + min{ Ry, H(X2|X1)}, for Ry < H(X;|X2) or
Ry < H(X5|X1). We now discuss it for three cases.

Case 1: R; < H(X1]|X2) and Re < H(X3|X1):

Let K (with values in K) be arbitrary e-CR with rate

1
EH(K) > Ccr(R1, Ro) — ¢,
achieved by transmissions F = (Fy, Fy), where Fy = f1(X7) and F» = fo(X5, F1).

Since K is e-recoverable from (X7, F), there exists a rv K’ as a function of (X7, F)

and taking values in KC, such that Pr{K’ # K} < e. It follows from Fano’s inequality that

1 log || + 1
“H(K') > Con(Ru, Ry) — = - %.

Let U = Fi1Xq1---X1,5-1X9 g41--- X9 J and V= K', where J is a rv independent of

(X7, X7) and uniformly distributed on {1,---,n}. It is easily seen that

U —O0— XLJ —O0— X27J
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and

V —o— XQJ, U —o— XLJ.

By applying Lemma 5.2 and the fact that (X ;, X2 ;) is independent of (X7 1, - -+, X1.i-1, X2,i+1, -+, Xon),

we have
[(FUAXT) = IR AXE) = n [T A X)) = 1T A X)),
and
[(V AXTIFY) = L(V A XFIF) = n [I(V A X1,4|0) = I(V A X,[0)] .
Thus,
N N 1 1
I(U/\XLJ) —I(U/\XQJ) = E[I(Fl /\X{L) — I(Fl /\Xg)] < EH(FI) < R;. (516)
Also,
- - - - 1 - -
IV A Xogl0) =1V A X1|0) = — 1V A XB|F) = I(V A XP|F))|
1 n
- EH(K/‘XN
1
= I A B XT) + H(K'|XT, £)]
1 2 log |KC| + 1
< LupR) 4 2Elelki+L (5.17)
n n
< +2510g\/€\—|—1'
n

As X7, X2 7 can be identified with the rvs X;, Xy of the DMMS, the rvs U', vV satisfy

(5.4) — (5.5). Note that
n ~ ~
IK'AXD) =Y I(K'A X4l X110+, X1,01) Snl(U, VA Xy ).

i=1
Hence,
IU,VAX,Xy) = IUVAX)+I(VAX|U)—I(VAX,|U)
1 ! n 1 ! n
> 51’(K /\X1)+5H(K | X7
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1
- SH(K
- (K)
elog|K|+1
> Ccr(R1, Ry) — € — %
log [IC
= max IU,V A X1, X) — e — 8IKTH 4s 4
(UV):Pyyx,x,€S(R1,R2) n

i.e., I(U,VAXy, Xy) is arbitrarily close to the maximum of I (U, VAX1, X») on S(R1, R).

Note that for every Pyyx,x, € S(R1, R2), we can write

I(U,V/\Xl,Xg) = I(U/\Xl,Xg)—I—I(V/\Xl,XQ‘U)

= I(U/\Xl‘Xg)—I—I(U/\XQ)—I—I(V/\XQ‘Xl,U)—I—I(V/\Xl‘U),

where I(U A X1|X2) can be chosen to equal Ry, provided Ry < H(X1|X2), and I(V A

X2|X1,U) can be chosen to equal Rg, provided Ry < H(X2|X1). Hence,

max I(U, V/\Xl,Xg) = Ri1+Ro+ max [I(U/\XQ)—I—I(V/\Xl‘U)]
(U,V):Pyvx, x,€S(R1,R2) (U,V):Pyyx,x,€S(R1,R2)

is achieved with

I(U A X1|X2) = Ry, (5.19)
and
I(VAX5|X1,U) = Ro. (5.20)

Furthermore, by Lemma 5.1, I(U, V A X1, X2) is a convex function of Pyvx, x, for fixed
Px,x,, where the convexity is not strict iff (U, V) is independent of (Xi, X5), which
corresponds to the minimum of I(U,V A X3, Xo). Considering that I(U,V A X1, X») is
a continuous function of Pyy x, x,, with the rvs U, V defined above satisfying (5.18), we

have for every d; > 0 and Jo > 0,
1(0/\X1) —I(ﬁAXQ) :I(ﬁAX1‘X2) > Ry — 61,
and
I(VAX|U)—I(VAX|U)=I(V AXy|X1,U) > Ry — 65
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It readily follows from (5.16) and (5.17) that
1
—H(F1) > Ry — 61,
n

and

1 2 log |K| + 1
LH(R|F) > Ry — 6y — 22108 M H L
n n
Therefore,

2elog || +1

1 1 1
—log||F|| > —H(F1) + —H(F2|F1) > R1 + R — 61 — 02 —
n n n n

Case 2: R1 < H(Xl‘Xg) and Ry > H(XQ‘Xl)

Let K be arbitrary e-CR with rate
1
EH(K) > CCR(RL Rg) —e=R1+ H(Xg) —¢,

achieved by transmissions F = (F1, Fy). Then,

1 1 1
—-H(Fy) > —H(XY ) — —H(X3
SH(F) > —H(X§,F) - —H(XE)

1 log |IC 1
> —H(K) - M—H(XQ)
n n
> Ri—eo elog\lq—l—l'
n

Also,
1
—H(F|Fy) > —I(Fy A X9 |XT)
n

[H(X[XT) — H(X3|XT, F3)]

SI= 3=

elog|Xa| + 1
n J

AV

H(Xq|Xy) —

where the last inequality follows since in this case, X3 is e-recoverable from (X7, F»).
Therefore,

elog |K| + elog | Xa| + 2
- :

1
ElogHFH > Ry + H(Xo|X4) —¢
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Case 3: Ry > H(Xl‘Xg) and Ry < H(XQ‘Xl)

The same arguments used for Case 2 apply here.

Next, we show that if Ry < H(X|X2) and Ry < H(X2|X1),
Cs(R1, R2) = Cor(R1, R2) — Rpin(R1, Ro).

Let

(U, V*) =argmax I (U, V A X1, Xo),
A%

where the maximum is for all the pairs of rvs (U, V) satisfying (5.4) — (5.5). Since by

definition, PU*V*Xng € S(Rl, RQ) and

I(U*,V*/\Xl,XQ): I(U,V/\Xl,Xg),

max
(U,V):Pyyx,x,€S(R1,R2)

it follows from (5.19) and (5.20) that
I(U* /\Xl) = I(U* /\XQ) + Ry,

and

I(V* A Xs|U*) = I(V* A X1|U*) + Ry

Hence,
Cor(R1, Ro) = I({U* AN Xo) + I(V* A X1|U") + Ry + R2 < Cs(Ry1, R2) + Rnin(R1, R2).

The counterpart follows by symmetry. [ |
Proof of Theorems 5.3 and 5.4:

Conwverse part of Theorem 5.3: For every € > 0, let K (with values in K) be an ar-
bitrary e-CR, achieved by transmissions F = (Fy,Fq) = (Fy, Fy, - - -, Fo,_1, Fy,) satisfying

(5.1). Since K is e-recoverable from (X7, F), there exists a rv K’, as a function of (X, F)
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and taking values in IC, such that Pr{K’ # K} <e. Let

. FiXy-- Xy 5 aXe 501 Xogd, i=1,
U, = (5.21)

Fy_q, 2<i<n,

and

F2'i7 1§’i§T—1,

i

(5.22)

BN

K', i=m.
It is shown in Appendix C.1 that {(U;, V;), 1 < i < r} satisfy the Markov conditions (5.6)
— (5.7). By applying Lemma 5.2, we have
- - 1 1
I(Ul /\XLJ) —I(Ul /\XQJ) = E[I(Fl /\X{L) —I(Fl /\ng)] < EH(Fl)a
and for 2 <7 <,

LU AX U1, Ui, Vi - Vied) = LU A X, g Xo g, Uy U1, Vi, -, Vilg)

[I(Foim1 A XT'|Fl12i-9) — L(F2im1 A X9y 2i-9))]

Sl 31

< —H(Fpi-1|F1, F3, -+, F3_3).

As X j, X2 j can be identified with the rvs X, X,
1 LI - - -
Ry > EH(Fl) >N I(U; A X1| X, Uy, -+, Uiz, Vi, -+, Vi), (5.23)
i=1
Also, it can be shown that

H(WVi, - Vi IXP) = Y HWVIXP, Uy, Ui, Vi, -+, Vicy)

i=1
,
= nY I(ViAXy|Xy, Uy, -+, U, Vi, -+, Vicy). (5.24)
i=1
Hence,
1 1 .
Ry 2z —H(F2|F1) 2 —H(Fa|XT)
1 X / r/ n 1 ! n
> EH(Vlv"'vvr‘Xl)_EH(K‘X17F2)
- ~ ~ - - ~ 2elog ||+ 1
> IV AKX O, O e Vi) - BRIEL (5 )
i=1
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Therefore, {(U;, V;), 1 < i < r} satisfy the rate conditions (5.8) — (5.9).

It follows from (5.24) and

I(vbaf/r/\X{L) - nl(vla"'7‘77’7X1,17"'7X1,J—1/\XLJ)

< "%ZI(UZ»V@‘ AX1|Uy, - Uiy, Vi, o, Vi),

=1
that
1 1 log |[KC| + 1
—H(K) < —H(K’)+M
Lo - elog]K| +1
< Lhe,. . v 4 SloslklEL
n n
] T - log |[K| + 1
S I(U17“'7U7’7V17"',‘/7=/\X17X2)—|—M'
n

Converse part of Theorem 5.4: For every € > 0, let K (with values in K) be an
arbitrary e-SK, achieved by transmissions F = (Fy, Fo) satisfying (5.1). Let L = (K, F).
Clearly, L represents an e-CR. Hence,

H(L)<I(Ula"'707’7‘717"'7‘77’/\)(17)(2)7 (526)

1
- <
where the rvs {(U;, Vi), 1 < i < r} are given by (5.21) — (5.22) (with K’ replaced by a

suitable L' = L'(X%,F)). Since K is an e-SK,
H(L) > H(K,F) = H(K) + H(F) — I(K AF) > H(K) + H(F) — ne.
Therefore, it follows from (5.23), (5.25) and (5.26) that

%H(K) L) - vE) + -

n
r

< S U A XU, -+, Uiy, Vi, -+, Vi)
=1
. - - ~ %1 1
+I<v;AXﬂUl,---,Ui,vl,---,v;_l)]+e+%.

Achievability Parts of Theorems 5.3 and 5.4: The proof is analogous to that of [4,

Theorem 4.4], with a direct extension from one round of transmissions to r rounds of
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transmissions. The details of the proof are omitted here, but the idea behind the proof is
given in Appendix C.2. [ |
Proof of Theorem 5.5:

The proof is analogous to that of Theorem 5.2, with the setting of {(UZ, ‘71), 1<

i <r}asin (5.21) - (5.22). n
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Chapter 6
Conclusions and Future Research

6.1 Conclusions

In this dissertation, we discussed the problems of

(i). the simultaneous generation of multiple keys by different groups of terminals;

(ii). the constructions of SKs and PKs by multiple terminals; and

(iii). the examination of the relationship between the CR-capacity and the SK-
capacity for source models with rate constraints on the public communication.

In part (i), we considered three-terminal source models. We determined in Chapter
2 the inner and outer bounds for the PK-capacity region. Under certain special conditions,
these bounds coincide to yield the exact PK-capacity region. We determined in Chapter 3
the inner and outer bounds for the (SK, PK)-capacity region. Under a certain condition,
these bounds coincide to yield the exact (SK, PK)-capacity region.

In part (ii), we considered several simple secrecy generation models involving multi-
ple terminals, and proposed a new approach for constructing SKs and PKs. This approach
is based on Wyner’s well-known SW data compression scheme for sources connected by
virtual channels with additive independent noise. It has been shown that the generated
SKs and PKs satisfy the desired common randomness, secrecy and uniformity conditions.

In part (iii), we considered several two-terminal source models with rate constraints
on the public communication between these terminals. It has been shown that for each
of these models, the CR-capacity is equal to the sum of the SK-capacity and the smallest

achievable CLCR sum-rate.
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6.2 Future Research

There are many opportunities to expand beyond the research presented here.

For part (i), it would be of interest to seek the exact PK-capacity region and the
exact (SK, PK)-capacity region. A potential approach is to characterize the PK-capacity
region and the (SK, PK)-capacity region in terms of suitable decompositions of the overall
CR, a la the SK-capacity and the PK-capacity when a single key is generated [17]. It is
known in the case of a single key that the SK-capacity is obtained by subtracting from
the maximum rate of shared CR achievable by these terminals the smallest sum-rate of
the data-compressed interterminal communication which enables each of the terminals to
acquire this maximal CR. For counterpart problem involving the PK-capacity region, it is
open whether the largest sum of two individual PK rates is obtained by subtracting from
the maximum rate of shared CR the smallest sum-rate of the data-compressed interter-
minal communication which enables each of the terminals to acquire the randomness used
for the PK generation at that terminal. It is also open whether a similar decomposition
holds for the (SK,PK)-capacity region.

Furthermore, an obvious generalization of the three-terminal source models consid-
ered in Chapters 2 and 3 is the one in which a SK is generated by all three terminals,
and — simultaneously — all three pairs of terminals generate distinct PKs, each of which is
effectively concealed from the remaining terminal. Entropy rates of these simultaneously
generated SK and PKs constitute a (SK, 3-PK)-rate quadruple. The set of all achievable
(SK, 3-PK)-rate quadruples is called (SK, 3-PK)-capacity region. Following arguments
similar to those used in the proof of Theorem 3.1, we can easily obtain an outer bound
for this (SK, 3-PK)-capacity region. Achievability proofs leading to inner bounds for this

(SK, 3-PK)-capacity region are still open.
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For part (ii), in all of the multiterminal source models considered in Chapter 4,
the i.i.d. sequences observed at different terminals are related to each other through
virtual communication channels characterized by additive independent noises. Consider
the model in which terminals &} and X5, which respectively observe i.i.d. repetitions of
the correlated {0, 1}-valued rvs. X; and Xs with joint pmf Px,x,, wish to generate a
SK of maximal rate. The observations at terminal X5 can be considered as inputs to a
virtual binary symmetric channel (BSC), while the observations at terminal X} are the
corresponding outputs. Thus, this channel has the transition probability matrix Px,|x,-

There are two steps in the SK construction schemes in Chapter 4. The first step
constitutes SW data compression for the purpose of CR generation at the terminals.
Although the existence of linear data compression codes with rate arbitrarily close to
the SW bound has been long known for arbitrarily correlated sources [12], constructions
of such linear data compression codes are understood in terms of the cosets of linear
error-correction codes for the virtual channel Py, x, only when this virtual channel is
characterized by (independent) additive noise [63]. For instance, when the two sources are
connected by a BSC from AX» to A}, a linear data compression code, which attains the SW
rate H(X;|X2) for terminal A5 to reconstruct the observations at X, is then provided by
a linear channel code which achieves the capacity of the BSC Py, x,.

However, if the i.i.d. sequences observed at terminals X} and X, are arbitrarily
correlated, the virtual communication channel Py, |x, involved in the data compression
problem is no longer symmetric. It is shown in [21] that linear codes could not achieve the
capacity of a nonsymmetric channel in general. Therefore, it is not clear if the linear data
compression codes that achieve the SW bound can be provided by the linear capacity-

achieving channel codes anymore.
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The second step in the SK construction schemes involves SK extraction from the
previously acquired CR. Recent work [45] shows that for the special case of two-terminal
source model, this extraction can be accomplished by means of a linear transformation.
However, it is still unknown whether such a result holds for a general source model with
more than two terminals.

Next, as mentioned in Section 4.3, for the situation in which the marginal pmfs
at the two terminals differ from the uniform, the extraction of a SK or a PK from the
previously acquired CR involves regular subsets. Loosely speaking, a SK or a PK is set as
the index of a sequence in a regular subset containing that sequence. Since by definition,
each regular subset consists of sequences of the same type or the same joint type with
regard to a given sequence, the generation of regular subsets is based on the procedure of
collecting a large number of sequences of the same type or of the same joint type relative
to a given sequence. However, the current complexity of such a collection poses a hurdle
in the generation of regular subsets, and subsequently, the explicit implementation of SK
or PK extraction.

Furthermore, the simultaneous construction of multiple keys by different groups of
terminals is an interesting new topic, which is completely unexplored.

For part (iii), the examination of the relationship between the SK-capacity and
the CR-capacity for a given source model, with more than two terminals and with rate
constraints on the public communication between the terminals, is an interesting challenge
for future research. The first step of the overall effort is to characterize the CR~capacity

for such a model.
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Appendix A
Types and Typical Sequences

The following standard results on types and typical sequences can be found, for instance,

in [15], [11].

A.1 Types

The type of a sequence z € X", X a finite set, is the probability mass function (pmf)
Py on X given by

L.
Pyn(a) = 5\{@ cxp=a}], aeX.

The joint type of a pair of sequences (z",y") € X" x V" is the joint pmf Ppnyn on X x Y
given by

1
Pynyn(a,b) = 5\{@'1% =a,y;=b}, a€X, be).

The number of different types of sequences in X™ does not exceed (n + 1)|X |, and the

number of different joint types of pairs of sequences in X™ x V" is less than (n + 1)|X 11,

A.2 Typical Sequences

Given generic rvs X, Y (taking values in the finite sets X, )), with joint pmf Pxy on
X x Y, the set of sequences in X™ which are X -typical with constant £, denoted by T’ X6

is defined as

T} ¢ 2 {g;” c x" o HX)+E < P(z") < 2—%[H(X)—§]}7
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A
where P%(z") = Pr{X" = 2"}, 2" € X™; and the set of pairs of sequences in X" x )"

which are XY -typical with constant &, denoted by T Xy 18 defined as
Thye 2 {(@"y") € X" x V" 50" € Th e, y" € Thg, 27O < i (o7, y7) < 20 HX)=€T

where Pgy- (2", y") 2 Pr{X" =2"Y" =y"}, 2" € X", y" € Y".
It readily follows that for every (z",y") € Ty,
2—n[H(X|Y)+2§] < P)ray(xn‘yn) < 2—n[H(X|Y)—2§]’
where Py, (2" y") 2 Pr{X" =z"Y" =y"}, 2" € X", y" € Y".

For every y™ € V", the set of sequences in X™ which are X|Y -typical with respect to

y™ with constant &, denoted by T)’}D,g(y”), is defined as
A
)7}|Y,§(yn) = {xn €X": (2", y") € T)?Y,g} ;

note that T)’}lyf(y”) is an empty set if y" & Ty .

For every y" € Ty,
‘T§|y7§(y”)‘ < onlH(X]Y)+2¢] (Al)

Proposition A.1 Given a joint pmf Pxy on X x Y with Pxy(z,y) >0,z € X, y € ),

for each & > 0,

“n ¢ ;
n og —L
SRR 21—tz 7 [Beceerim] (A.2)
LL’"ET;’g

and

52

—-n

2
S PRy y") = 1— (n+ 1)V 2‘“2[201’“6“'%PXYIW’“} , (A3)

(z™ ,y”)ET;Y’g

for allm > 1.
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Proof of Proposition A.1: We shall prove (A.2) here. The proof of (A.3), which is
similar, is omitted. Fix § > 0 and consider the set T| [’}gx]é of sequences in X™ which are

Px -typical with constant § (cf. [15, p. 33)), i.e.,
Tipy, = fa" € X" ?ea%‘Pxn(a) — Px(a)| <0}.
Since T, [’}3]6 is the union of the sets of these types P of sequences in X™ which satisfy
max | P(a) — Px(a)| < 9, (A.4)
aeX

we have

Y PREY) = 3 Pg ({2": P = P})

e © P:max,¢cx |P(a)—Px (a)|>8
(Pxls

< (n + 1)|X| . 2_”minﬁ;minan\ﬁ(a)—PX(a)\>5 D(ﬁ”PX)’ (A.5)
using the fact that PE({z" : Py = P}) < 2-nD(P|IP) (cf. [15, Lemma 2.6]).
Next, by Pinsker’s inequality (cf. e.g., [15, p. 58]),
- 1 - 2
> — (mi —
DPP) = g (mig|Pla) - Px(a)))
52

S A6
> S (A.6)

with the previous inequality holding for every P in (A.4). It follows from (A.5) and (A.6)
that

2
S PRa") > 1— (n+ )T 275 (A7)
xHET[yll’]a

for alln > 1.

Finally, observe that

Ty, € T, if =16 [Z log (A.8)

®
acX PX(a) ’
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which is readily seen from the fact that for each " € X",

1 1
- log P¥(2") — H(Px) = - log (g—n[H(Pxn)-FD(PxnIIPx)]) — H(Px)
= H(Pyn) + D(Pyn||Px)— H(Px)

= H(Pw)— H(Pu)+ 3 Pye(a) log %() — H(Py)
aceX

1
= ;{[Pxn (a) — Px(a)]log Prla)

Clearly, (A.7) and (A.8) imply (A.2).

132



Appendix B
Proof of Proposition 4.1
The proof of Proposition 4.1 relies on the lemma below concerning the average error
probability of maximum likelihood decoding.

A sequence u™ € {0,1}" is called a descendent of a sequence v™ € {0,1}" if u; =1
implies that v; = 1, 1 < i < n. A subset Q@ C {0,1}" is called quasiadmissible if the

conditions that u™ € Q and u" is a descendent of v™ together imply that v™ € (.

Lemma B.1 [35] If Q is a quasiadmissible subset of {0,1}", then for 0 <p <1,

d
1ip(£2) >0,
dp
where
:up(Q) _ Z pwt(gc")(l . p)n—wt(xn)’
el
with wt(z™) denoting the weight of ™. [

For a binary linear code, let E denote the set of coset leaders. It is known (cf. [49,
Theorem 3.11]) that w = {0, 1}™\E is a quasiadmissible subset of {0, 1}". If a binary linear
code is used on BSC(p), the average error probability of maximum likelihood decoding is

given by (cf. [54, Theorem 5.3.3])

pp(w) = D pt (1 - p)rm e,

" Ew
It follows from Lemma B.1 that this average error probability increases with the crossover
probability p. In other words, if the same binary linear code is used on two binary

symmetric channels with different crossover probabilities, say, 0 < p1 < p2 < %, then the
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average error probability of maximum likelihood decoding for a BSC(p;) is strictly less
than that for a BSC(p2). This can also be interpreted since a BSC(p2) is equivalent to a
cascade of a BSC(p1) and a BSC(P2L).

We now return to the proof of Proposition 4.1. It follows from Lemma 4.1 that for

some 1 > 0 and for all sufficiently large n,
Pr{X%L(i*) # X2} <27

Recall that p« j+) = max(; jyep () P(i,j) and (i = g, i1, -, 4, = i*) is the path from i to

i*. It is readily seen from Lemma B.1 that
Pr{X["(i1) # X'} < Pr{X}(i") # X2} < 27™.
Subsequently,

Pr{X['(i2) # X2} < Pr{X]'(ia) # X[}, X'(ir) # X}1}

127

+Pr{X](iy) # X[, X['(i1) = X]'}

127

< 2.27M
Continue this procedure, and finally we have

Pr{XP(i*) # X2} <r-27" <m .27,
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Appendix C
Supplemental Proofs for Theorems 5.3 and 5.4

For notational simplicity, we shall use A}; ;; to denote (Aj, -+, Aj) in this appendix.

C.1 Proof of the Markov Conditions

We shall show that {(U;, V;), 1 < i < r} defined in (5.21) and (5.22) satisfy the Markov
conditions in (5.6) and (5.7).
It is easily seen that

Uy —o— X1,5 —o— X2 ;.

To show that for 2 <7 <, U[Lr] and ‘7[177,] satisfy (5.6), it suffices to show that
X1, g+1,m) —0— X1,11,07, X2 [741,0) F1,2i-2) J —— X2 g, (C.1)
which implies that
Fyiq —o— Xl,[l,J]a X2,[J+1,n]7 F[1,2i—2]7 J —o— Xy .
In order to establish (C.1), it suffices to show that

PXQ,J|X1,[1,7L] 3 Xo [ 741,n)Fl1,2i-2],0 PXQ,Jle,[l,J] X2 (J+1,m]F1,2i-2),J (02)

Recalling that Fy;_1 is a function of (X7, Fjj 2;_2)), the left hand side of (C.2) can be

written as
i—1
PF21|X1,[1,n] i Xo (7] Fl1,20-17 0

PXQ,J|X1,J7J H P ’
1=1 * FalX11n)Xo (1410 F1,20- 1757

or equivalently,

PXQ,J|X1,J7J

9

i—1
H PF21|X1,[1,J—1] 3 Xo [1n]Fl1,20-1) 7 (C.3)
1

1= PF2l|X1,[1,J]7X2,[J+1,n]7F[1,21—1]7J
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since Fy; is a function of (X3, Fjj 9i—y)). It is clear that the right hand side of (C.2) can
also be written as (C.3), proving (5.6).

Following the similar arguments used to show (C.1), we have for 1 <i <r —1,
Xo1,0-1 —o— X1,11,7-1)» X2, [gn), F]1,2i-1), J —o— X1,J,
which implies that
Fyi —o— X1 11,51 Xo,[gn), F1,2i-1), J —o— X1,
Further, it is easily seen that
Vi —o— X1, Upt s Vit r—1) —o— X1,.

Hence, (5.7) is proved.

C.2 Idea of the Achievability Proofs

Given a DMMS with two components corresponding to generic rvs X, Xo, and auxiliary

1vs Upy 4, Vi1, satisfying (5.6) — (5.9), for every § > 0 and 1 <7 <, set

Ny, = Qn[I(Ui/\Xl|X27U[1,i—1]vv[l,i—l])"’25]’
Ny, = 2”[1(‘/1'/\)(2|X17U[1,i] 7‘/[1,1'—1])"'25]7
Ml,i — Qn[I(Ui/\X2|U[1,i—1]7‘/[1,1'—1])—5]7
My, = oI (VinXa|Up),Via,i—1)) =01
In the ith round, 1 < i < r, sequences u?ji,ki’ 1 <37 < N, 1 < ki < My, which are

jointly typical (cf. [11], [15]) with
(u?jlvkl’ . "u’?_lji—lvki—f ’U?pwh’ o '7’0?_1]71'—17(]1'—1)
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are selected at random. Then, with probability close to 1, there exists a uj'; ;. jointly
typical with
n

n n n n
(‘rl ULk Wik Vlprg T vi_lpi—lﬂi—l)’

such that if terminal X} transmits the index j; to terminal X5, the latter can reconstruct

k; by the joint typicality of u}' jik; With

n n n n n
(5132 ULy ko ’ ui_lji—l,ki—1 ' Ulprar ’ vi_lpi—h‘]i—l)'

Next, sequences vznpi @ 1 <p;i < Na;, 1 <q; < My, which are jointly typical with

n n n n
(ul Ji,k1> 2 Wi i ki V1pr,gro ’ vi_lpi—h‘]i—l)

are selected at random. Then, with probability close to 1, there exists a vj', = jointly
typical with

n n n n n
(xQ’ullefl’ UGk Vlprg "vi_lpi—17qz'—1)’

such that if terminal X5 transmits the index p; to terminal X7, the latter can reconstruct

¢; by the joint typicality of V' e g With

n n n n n
(@ U s U Gk Vs Vit g )

It can be shown that the entropy of the set of random integers {(j;, ki, pi, ¢:), 1 <i <r}
is close to log(ITi—; N1, N2;M; ;Ms;). Hence, this set of random integers will represent
CR of rate close to %log(]_[le N1 ;N2 ;M iMs;). The subset of the random integers,

{(ki, @), 1 <i <r}, will represent the SK of rate close to L log([T/—; N M ).
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