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Modern cryptographic systems provide provable security guarantees as long
as secret keys of the system remain confidential. However, if adversary learns some
bits of information about the secret keys the security of the system can be breached.
Side-channel attacks (like power analysis, timing analysis etc.) are one of the most
effective tools employed by the adversaries to learn information pertaining to cryp-
tographic secret keys.An adversary can also tamper with secret keys (say flip some
bits) and observe the modified behavior of the cryptosystem, thereby leaking infor-
mation about the secret keys. Dziembowski et al. (JACM 2018) defined the notion
of non-malleable codes, a tool to protect memory against tampering. Non-malleable
codes ensure that, when a codeword (generated by encoding an underlying message)
is modified by some tampering function in a given tampering class, if the decoding
of tampered codeword is incorrect then the decoded message is independent of the
original message.

In this dissertation, we focus on improving different aspects of non-malleable



codes. Specifically, (1) we extend the class of tampering functions and present ex-
plicit constructions as well as general frameworks for constructing non-malleable
codes. While most prior work considered “compartmentalized” tampering func-
tions, which modify parts of the codeword independently, we consider classes of
tampering functions which can tamper with the entire codeword but are restricted
in computational complexity. The tampering classes studied in this work include
complexity classes NC°, and ACY. Also, earlier works focused on constructing non-
malleable codes from scratch for different tampering classes, in this work we present
a general framework for constructing non-malleable codes based on average-case
hard problems for specific tampering families, and we instantiate our framework for
various tampering classes including AC°. (2) The locality of code is the number of
codeword blocks required to be accessed in order to decode/update a single block in
the underlying message. We improve efficiency and usability by studying the opti-
mal locality of non-malleable codes. We show that locally decodable and updatable
non-malleable codes cannot have constant locality. We also give a matching up-
per bound that improves the locality of previous constructions. (3) We investigate
a stronger variant of non-malleable codes called continuous non-malleable codes,
which are known to be impossible to construct without computational assumptions.
We show that setup assumptions such as common reference string (CRS) are also
necessary to construct this stronger primitive. We present construction of contin-
uous non-malleable codes in CRS model from weaker computational assumptions

than assumptions used in prior work.
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Chapter 1: Introduction

Cryptographic systems play an instrumental role in providing provable security
guarantees in situations where sensitive data is handled or transferred. Tradition-
ally, such systems assume that the adversarial entities interact with the system in
a black-box manner. Specifically, it is crucial for the security proof that some se-
cret internal state of the system cannot be manipulated (or even inferred) by the
attacker. Unfortunately, adversarial capabilities in practice often allow much more
access. Such attacks, often called side channel attacks, aim to recover the internal
secret state by analyzing extra information learned via side-channels such as power
consumption, timing analysis of certain computations etc. [28,95]. An adversary
can also tamper with secret state (say flip some bits) in order to learn about the
secret by studying the modified input-output behavior; such attacks are known as
tampering attacks [24,27,112,115].

In their seminal work in 2010, Dziembowski et al. [66] defined the notion of
non-malleable codes as an extension of error-correcting codes to achieve tamper
resilience. Whereas error-correcting codes provide the guarantee that (if not too
many errors occur) the receiver can recover the original message from a corrupted

codeword, non-malleable codes are essentially concerned with security. In other



words, correct decoding of corrupted codewords is not guaranteed (nor required),
but it is instead guaranteed that if the decoding is incorrect then it is independent of
the original message. Non-malleable codes can be used to encode the secret key in
the memory of a device such that a tampering adversary interacting with the device
does not learn anything more than the input-output behavior. Unfortunately, it
is impossible to construct non-malleable codes secure against arbitrary tampering,
since the adversary can always apply the tampering function that decodes the entire
codeword to recover the message m and then re-encodes a related message m’. Thus,
non-malleable codes are typically constructed against limited classes of tampering
functions F.

Somewhat formally, non-malleable codes are defined via a Ideal-Real paradigm
definition. In the real world, a challenger creates a codeword ¢ by encoding some
underlying message m. The challenger then applies an adversarial tampering func-
tion f from a specific tampering class F, on the codeword ¢, and then decodes the
tampered codeword. The adversarial view in the real world comprises of the decoded
message obtained after the decoding the tampered codeword. On the other hand,
in an ideal world, there exists a simulator which is given the adversarial tampering
function f. The simulator then samples the decoded message from a distribution
which depends only on f. The simulator can also output a special symbol same*, to
indicate that decoding of the tampered codeword matches the original message m
(note that, in the ideal world the simulator must indicate this without any knowl-
edge of m). The view of the adversary in the ideal world consists of the simulator’s

output. The coding scheme is called non-malleable if the adversarial views in the two



cases are indistinguishable from each other for all messages, and for all tampering

functions in the tampering class F.

Tampering Classes and Complexity Prior work, due to the impossibility re-
sult mentioned above, focused on providing resilience against split-state tampering
functions, where an attacker is allowed to arbitrarily modify two (or more) parts of
the secret key independently. In this dissertation we introduce a novel formalization
of tampering functions based on well-studied complexity classes which are known
to be strictly weaker from the class of all polynomial time algorithms (P). Studying
the tampering classes through the lens of complexity theory, allows us to achieve
security against attackers with limited computational resources, who can corrupt
the codeword in a non split-state manner. The work presented in this dissertation
is the first work to specifically investigate tampering functions that correspond to
well-studies classes in complexity theory. This research direction has generated sig-
nificant research interest and has been followed up by several important advances
in the study of non-malleable codes [15-18,36].

We begin, in chapter 4, by constructing explicit, efficient, and uncondition-
ally secure non-malleable codes against a powerful tampering class which includes
all bounded-depth circuits with bounded fan-in and unbounded fan-out; the well-
studied complexity class NC® is a special case of this tampering class. The class of
bounded depth circuits is natural both as a complexity class and as a stepping stone
towards modeling practical tampering attacks, where an adversary has limited time

or other computational resources to tamper with memory before the memory gets



overwritten and/or refreshed.

The work presented in chapter 4, is based on a paper co-authored with Marshall
Ball, Dana Dachman-Soled, and Tal Malkin [17]; which is published in Eurocrypt
2016.

In chapter 5, we extend the previous direction and present general frameworks
for constructing non-malleable codes for encoding one and multiple bits against
broad classes of tampering functions F for which average case hardness results are
known. Note that one cannot simply use the NMC for encoding single bit, in order
to encode multiple bits by encoding each bit individually. This is because, a simple
tampering function which re-orders the encodings will reveal a related message after
decoding. Our frameworks include both a generic construction, which requires that
certain underlying primitives are instantiated in a suitable way, as well as a proof
“template.” We instantiate our framework for particular tampering classes F in
both the computational and information theoretic setting such as: (1) tampering
functions that are represented by polynomial size, constant-depth, unbounded fan-in
and unbounded fan-out circuits, such tampering functions correspond to AC? circuits
(2) tampering functions represented by bounded-depth decision trees (3) tampering
functions that are represented by read-once, bounded-width branching programs,
such tampering functions correspond to the space-bounded, streaming setting.

The work presented in chapter 5, is based on a paper co-authored with Marshall
Ball, Dana Dachman-Soled, and Tal Malkin [18]; which is published in Eurocrypt

2018.



Improving Efficiency Standard non-malleable codes are not suitable in settings
where, say, an entire database must be protected; because they do not allow for
random access. For example, the entire database would have to be re-encoded even
if only a single entry is read/written by the user. Dachman-Soled et al. [54] proposed
a new notion called locally decodable and updatable non-malleable codes, which
informally speaking, provides the security guarantees of a non-malleable code while
also allowing for efficient random access. In chapter 6 we analyze the theoretical
upper and lower bounds on such constructions. In particular we show that any
locally decodable and updatable code must have super-constant locality in order to
be secure, as we show an efficient, explicit attack on schemes with lower locality. We
also improve the performance of the scheme presented by Dachman-Soled et al. [54]
and match the lower bound of super-constant locality.

The work presented in chapter 6, is based on a paper co-authored with Dana
Dachman-Soled, and Aria Shahverdi. A preliminary version of this work [53] is
published in Public Key Cryptography 2017, and the full version has been accepted

for publication in the Journal of Information & Computation.

Tamper Resilience Against Stronger Adversaries Recently, Faust et al. [71]
introduced the notion of continuous non-malleable codes (CNMC), which provides
stronger security guarantees than standard non-malleable codes, by allowing an
adversary to tamper with the codeword in a continuous way instead of one-time
tampering. They also showed that CNMC with information theoretic security can-

not be constructed in 2-split-state tampering model, and presented a construction



of the same in CRS (common reference string) model using collision-resistant hash
functions (CRHF) and non-interactive zero-knowledge proofs (NIZK).

Since it is known that 2-split-state CNMC imply one-way functions (OWF),
OWEF is the minimal computational assumption necessary to construct CNMC. The
computational assumptions used in prior constructions (NIZK and CRHF) are be-
lieved to be stronger than one-way functions. Therefore, an interesting research
question is to reduce this gap by constructing 2-split-state CNMC from weaker
assumptions.

In chapter 7, we ask if it is possible to construct CNMC from such weaker
assumptions. We answer this question by presenting lower as well as upper bounds.
Specifically, we show that it is impossible to construct 2-split-state CNMC, with no
CRS, for one-bit messages from any falsifiable assumption with black-box reduction,
thus establishing the lower bound. Black-box reduction here means, that the security
reduction has only input/output (black-box) access to the adversary breaking the
security of CNMC. We additionally provide an upper bound by constructing 2-split-
state CNMC for one-bit messages, assuming only the existence of a family of injective
one way functions, which is believed to be a significantly weaker computational
assumption than NIZK. We also present a construction of 4-split-state CNMC for
multi-bit messages in CRS model from the same assumptions. Additionally, we
present definitions of the following new primitives: 1) One-to-one commitments, and
2) Continuous Non-Malleable Randomness Encoders, which may be of independent
interest.

The work presented in chapter 7, is based on a paper co-authored with Dana



Dachman-Soled [52]; which is published in Public Key Cryptography 2019.
We next give an outline of the dissertation, followed by overview of the chapters

presenting technical results.

1.1  Organization

The dissertation is structured as follows: Chapter 2 gives an overview of prior
work. It is followed by some preliminaries and standard definitions in chapter 3.
Chapter 4, presents the construction of non-malleable codes for bounded depth
bounded fan-in circuits, which is followed by presentation of general framework
for constructing non-malleable codes from average-case hardness in chapter 5. In
chapters 6 and 7 we present the upper and lower bounds on variants of standard
non-malleable codes (locally decodable and updatable NMC in chapter 6, and con-
tinuous non-malleable codes in chapter 7). We conclude by presenting conclusions

in chapter 8

1.2 Non-Malleable Codes for Bounded Depth, Bounded Fan-in Cir-

cuits

In chapter 4, we give a construction of non-malleable codes where the attacker
is allowed to tamper with the key arbitrarily in a non split-state manner, but is
constrained in the computational complexity of the tampering function. This model
is inspired from the need to capture real world attacks where an attacker usually

gets chance to tamper with the entire secret key but has limited time to carry out



the attack. In this work, we devise explicit, efficient, and unconditionally secure
non-malleable codes against a powerful tampering class which includes all bounded-
depth circuits with bounded fan-in and unbounded fan-out. This tampering class
includes NC° . Specifically, we consider the class Local®, consisting of all functions
f:{0,1}" — {0,1}" that can be computed with output locality d,(n), where each
output bit depends on at most d,(n) input bits. Note that this class includes all
fan-in-b circuits of depth at most log, d,. Moreover, the class of bounded output
locality functions is a natural class in its own right, and is in fact much broader,
including arbitrarily complex functions (even those outside of P), as long as the
output locality constraint is maintained; we do not impose any constraints on the
number or type of gates in the circuit. Finally, as we discuss in chapter 4, our
constructions actually hold for an even broader class, that also includes all split

state functions, and beyond.

1.3 Non-Malleable Codes from Average-Case Hardness:

ACO, Decision Trees, and Streaming Space-Bounded Tampering

In chapter 5,we continue this line of research and consider constructing non-
malleable codes against various complexity classes, including: (1) AC? tampering,
where the tampering function is represented by a polynomial size constant-depth,
unbounded fan-in/fan-out circuit, (2) tampering with bounded-depth decision trees,
where the tampering function is represented by a decision tree with n variables and

depth n® for e < 1, (3) streaming tampering with quadratic space, where the tam-



pering function is represented by a read-once, bounded-width (20(”2)) branching
program, (4) small threshold circuits: depth d circuits of majority gates with a
quasilinear number of wires, (5) fixed polynomial time tampering: randomized tur-
ing machines running in time O(n*) for any fixed k. Constructing non-malleable
codes against a wide array of complexity classes is desirable since in practice, the
capabilities of a tampering adversary are uniquely tied to the computational setting
under consideration and/or the physical device being used. AC’ circuits, which are
constant-depth circuits, model attackers with limited time, since the propagation
delay of a circuit is proportional to the length of the longest path from input to
output.

We also present general frameworks for constructing non-malleable codes for
encoding one and multi-bits against various tampering classes F for which average
case hardness results are known. Our frameworks (one for single-bit and one for
multi-bit) include a generic construction, which requires suitable instantiations of
underlying primitives, along with a proof “template.” Our frameworks are inspired
by the well-known double-encryption paradigm for constructing CCA2-secure public

key encryption schemes [99,102,111].

1.4 Tight Upper and Lower Bounds for Leakage-Resilient, Locally

Decodable and Updatable Non-Malleable Codes

Another aspect of tamper and leakage resilient cryptography is the efficiency

of these schemes. The earlier works suffered from the severe drawbacks on this



front since those constructions did not support the random access of data., For
example, the entire database was needed to be re-encoded even if only a single file
was read/written by the user. This is not practical in setting such as cloud based
data storage systems where updates to data are often quite small in size compared to
overall data stored. The recent work of Dachman-Soled et al [54], addressed this by
introducing the locally decodable and updatable non-malleable codes (LDUNMC).
These codes allow the user to access only few blocks of data to be accessed (or
re-encoded) when the data is read (or updated). These codes therefore are useful in
large databases where random access to the data is desired, which is the case with
all practical systems.

Locally decodable and updatable non-malleable codes, (LDUNMC) informally
speaking, provides the security guarantees of a non-malleable code while also al-
lowing for efficient random access. In more detail, we consider a message m =
ma, ..., m, consisting of n blocks, and an encoding algorithm E(m) that outputs a
codeword C' = ¢é,,..., ¢, consisting of n blocks. As introduced by Katz and Tre-
visan [92], local decodability means that in order to retrieve a single block of the
underlying message, one does not need to read through the whole codeword but
rather, one can access just a few blocks of the codeword. Similarly, local updata-
bility means that in order to update a single block of the underlying messages, one
only needs to update a few blocks of the codeword. Dachman-Soled et al. in [54]
considered LDUNMC that are also leakage-resilient (LR-LDUNMC), thus allowing
for adversaries who continually leak information about D in addition to tampering.

The locality achieved by the construction of [54] is ©(log(n)), meaning that when
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encoding messages of length n number of blocks, the decode and update procedures
each require access to O(log(n)) number of blocks of the encoding. Thus, when us-
ing the encoding scheme of [54] to compile a RAM program into its secure version,
the overhead is at least Q2(log(n)) memory accesses for each read/write access in the
underlying program. In practice, such an overhead is often prohibitive. !

In chapter 6, we ask whether it is possible to construct leakage-resilient, locally
decodable and updatable non-malleable codes (LR-LDUNMC)that achieve signifi-
cantly better locality. When considering both leakage and tampering attacks (even
just a single leakage query followed in a later round by a single tampering query)
so-called rewind attacks become possible. In a rewind attack, the attacker does the
following (1) leak information on only a “few” blocks of memory in rounds 1, ..., 1;
(2) wait during rounds ¢ + 1,...,7 until these memory locations are (with high
probability) modified by the “updater” (the entity that models the honest compu-
tation on the data); (3) re-write the old information into these memory locations
in round j + 1, with the goal of causing the state of the computation to be rewound.
Rewind attacks can be thwarted by ensuring that when the old information is writ-
ten back, it becomes inconsistent with other positions of the codeword and an error
is detected.

Our results show that any construction of LDUNMC in a threat model which

allows for a rewind attack as above will require “high locality.” Specifically, we

L Although the ORAM scheme used in the compiler also has w(log(n)) overhead, in many appli-
cations of interest, properties of the specific RAM program can be leveraged so that the overhead of
ORAM can be reduced such that it becomes practically feasible. On the other hand, the ©(log(n))
overhead of the encoding scheme of [54] is entirely agnostic to the RAM program being run on top
and thus, the high overhead would be incurred in all applications.

11



show tight upper and lower bounds: (1) Every such construction will require super-
constant locality, moreover; (2) Super-constant locality is sufficient for achieving
constructions in the same threat model as [54] (which, as discussed, allows for
rewind attacks). In this work, we assume that the decode and update procedures
are non-adaptive in the sense that the next block of the codeword accessed during
decode/update does not depend on the contents of the previous blocks accessed.
For non-adaptive decode and update we consider both deterministic as well as ran-

domized access patterns, for more details refer chapter 6.

1.5 Upper and Lower Bounds for Continuous Non-Malleable Codes

In chapter 7, we study continuous non-malleable codes which is a stronger
variant of non-malleable codes.

Standard non-malleable codes achieve security only against one-time tamper-
ing. This means that in applications, the non-malleable encoding of a secret key
must be continually decoded and re-encoded, each time the device is run, incurring
overhead in computation and in generation of randomness for re-encoding. This mo-
tivated a stronger notion of non-malleable codes, known as continuous non-malleable
codes (CNMC), introduced by Faust et al. [71]. This definition allows many-time
tampering, which means that the adversary can continuously tamper with the code-
word and observe the effects of the tampering. Due to known impossibility results,
there must also be a “self-destruct” mechanism. This means that if, upon decode,

the device detects an error, then a “self-destruct” mechanism, which erases the secret
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key, is triggered, rendering the device useless.

The notion of CNMC with respect to a tampering class F is as follows: Given
a coding scheme II = (E, D), where E is the encoding function and D is the decoding
function, the adversary gets to interact with an oracle Op(C), parameterized by
IT and an encoding of a message m, C' < E(m). We refer to the encoding C' as
the “challenge” encoding. In each round, the adversary gets to submit a tampering
function f € F. The oracle evaluates C' = f(C). If D(C") = L, the oracle outputs
1 and a “self-destruct” occurs, aborting the experiment. Otherwise, if C' = C, the
oracle outputs a special message “same.” Otherwise, the oracle outputs C’'. We
emphasize that the entire tampered codeword is returned to the adversary in this
case. A CNMC is secure if for every pair of messages mg, my, the adversary’s view
in the above game is computationally indistinguishable when the message is mg or
my.

The original CNMC paper of [71] showed an information-theoretic impossibil-
ity result for 2-split-state CNMC. This shows that the CNMC setting is distinguished
from other NMC settings, since information-theoretic (unconditional) security is im-
possible. Prior work [71] constructed 2-split-state CNMC in the CRS model using
collision-resistant hash functions and NIZK. On the other hand, CNMC’s imply com-
mitment schemes, which in turn imply OWF'. It remains to determine where CNMC
lies in terms of complexity assumptions and what are the minimal computational
assumptions needed to achieve CNMC.

In chapter 7, we present upper and lower bounds for CNMC in the 2-split-state
model. First, we show that with no CRS, single-bit CNMC in the 2-split-state model

13



(with a black-box security proof) is impossible to construct from any falsifiable
assumption. On the other hand, in the CRS model, we show how to achieve single-

bit CNMC in the 2-split-state model from injective one-way functions.
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Chapter 2: Related Work

In this chapter we give an overview of some related prior work.

2.1 Non-Malleable Codes

Study of non-malleable cryptography was initiated by Dolev, Dwork and Naor
in [59]. It has been studied in both computational and information theoretic set-
ting. Error-correcting codes along with early works on tamper resilience [77,87,88],
motivated the study of non-malleable codes.

Dziembowski, Pietrzak and Wichs [66] introduced and formalized the notion
of non-malleable codes. Non-malleable codes have also been studied in both the
computational and information-theoretic setting. In their seminal work [66] also
introduced the split-state tampering function class, which allows the adversarial
tampering function to tamper with different parts of the codeword independently.
They showed the existence of such codes for the class of all bit-wise independent
tampering functions (which can be viewed as split state with n parts).

Liu and Lysyanskaya [100], presented an efficient construction of computation-
ally secure non-malleable codes for split state functions, in the CRS model. Their

construction also provided security against continual split-state leakage.
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Further studies on non-malleable codes for split state classes focused on im-
provements in terms of achieving information-theoretic security, gain stronger tam-
per resilience by reducing the number of states, and by improving the efficiency by
increasing the rate. Information theoretic non-malleable code for 1-bit messages
against 2 state split state functions, were constructed in [64], which was followed
by Aggarwal et.al [4], who used results from additive combinatorics to construct
information-theoretic non-malleable code for k-bit messages. Aggarwal et.al [3] pre-
sented an elegant framework for proving results about non-malleable codes via com-
posable non-malleable reductions.

Studies improving the efficiency of non-malleable codes include [4,39], which
presented constructions for a constant (> 2) number of states with constant rate.
For computationally secure 2-split-state non-malleable codes [2] improved the rate to
1—o0(1) (which is optimal). Since then a long line of research [2,10,38,90,97,98] has
improved the state-of-the-art. Recently, Kanukurthi et.al [91], gave a construction

for 3-split-state non-malleable codes with rate %

Beyond Split-State Tampering While most of the research on non-malleable codes
prior to this work focused on split-state tampering we note few exceptions here.
Agrawal et.al. [8] gave a construction of non-malleable codes against tampering
functions which permute individual bits of the codeword (in addition to bit-wise in-
dependent tampering). Chabanne et.al [29] considered subclass of linear tampering
functions.

Prior to this work, other studies presented some existential [66], randomized
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constructions (or efficient constructions in CRS model) of non-malleable codes [42,
73] for more general tampering classes.

For example, non-malleable codes secure against any ‘small-enough’ tampering
family (< 2%") were proved to exist in [66].

Faust et.al [73] constructed information theoretically secure, efficient non-
malleable codes in CRS model, for tampering function families F with size |F| <
2Pl () wwhere n is the length of codeword. Their construction was based on t-wise
independent hashing for ¢ proportional to log |F|. Note that the construction of [73]
does not achieve security against the tampering functions f € AC® in general, rather
provides tamper resilience against specific families in AC® (ACCY, etc.) This is be-
cause, the bound on the size of F is required to be fixed before t-wise independent
hash function h (CRS) is chosen. Whereas, AC contains all poly-size and constant
depth circuit families,

Cheraghchi and Guruswami [42] gave the first characterization of the rate
of non-malleable codes. They showed that non-malleable codes with information
theoretic security exist for tampering families F of size |F| < 22"". Moreover, they
also showed that these existential NMC have optimal rate of 1 — a. The efficiency
of the encoding and decoding algorithms in [42] construction, is proportional to
poly(1/e) where € is the error probability, this leads to inefficient instantiations
when error is negligible.

Following on the work presented in Chapter 4, Chattopadhyay and Li [36]
constructed non-malleable codes using seedless non-malleable extractors. They also

construct efficient NMC against ¢-local tampering functions, with deterministic de-
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coding algorithm. (in contrast, the result in 4 has randomized decoding). We achieve
better locality parameters than [36]. They [36], also constructed inefficient non-
malleable codes for AC’ tampering functions. The length of the codeword for [36]
construction, is super-polynomial in the message length. Whereas, in chapter 5 we
present a construction of computationally secure efficient non-malleable code for
AC? tampering functions in CRS model.

Recently, Faust et.al [70] considered larger tampering classes by considering
space bounded tampering adversaries in random oracle model. They defined a
new notion of leaky continuous non-malleable codes, where the adversary can learn
bounded information (log(|m|) bits) about the underlying message m, and gave
construction in random oracle model. In chapter 5 we present information theo-
retically secure NMC (with standard non-malleability definition in plain model) for
streaming space-bounded tampering functions.

Block-wise non-malleable codes (variant of standard NMC) was considered by
Chandran et.al in [31]. In this model, the codeword consists of number of blocks
and the adversary receives the codeword block-by-block. The tampering function
also consists of various function f;s, where each f; can depend on codeword blocks
c1,...,¢ and modifies ¢; to ¢;. It can be observed that standard non-malleability
cannot be achieved in this model since, the adversary can simply wait to receive all
the blocks of the codeword and then decode the codeword as part of last tampering
function. Therefore, [31] define a new notion called non-malleability with replace-
ment which relaxes the non-malleability requirement and considers the attack to be

successful only if the tampered codeword is valid and related to the original message.
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This work is followed by [15,16,19], which improves on the results in chap-
ters 4 and 5. In [15], Ball et.al construct efficient, information-theoretic NMC for
AC® tampering functions, and further improvements are shown in [19] where they
construct NMC for tampering functions which can be modeled as sub-exponential
size AC? circuits. Note that both [15,19], consider tampering functions with depth
O(logn /loglogn) which includes AC® . Ball et.al in [16], present computational NMC
in plain (no-CRS) model, for tampering functions which run in any fized bounded
polynomial-time, based on de-randomization assumptions, with inverse polynomial
adversarial advantage (instead of negligible). We view these results as complemen-
tary to the work presented in this dissertation, since together they highlight how
different choices of parameters such as size of the tampering circuit, security model
(CRS vs. plain vs. information-theoretic), and desired rate (codeword length), can
result in achieving tamper-resilience against adversaries with limited computational

resources.

Other works Several other variants and enhanced models were considered. For ex-
ample, [46], in the context of designing UC secure protocols via tamperable hardware
tokens, consider a variant of non-malleable codes which has deterministic encoding
and decoding. Locally decodable and updatable non-malleable code were intro-
duced by [54]. Faust et.al [71] considered stronger variant which allows continual
tampering, and [6] allow for bounded leakage model.

Other works on non-malleable codes include [7,34,35,37,43,72,93,94, 109].
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2.2 Locally Decodable and Updatable Non-Malleable Codes

Locally Decodable Codes Katz and Trevisan [92] introduced locally decodable
codes. Where,they considered the problem of recovering individual bits of a code-
word from accessing a small number of bits from a (possibly) corrupted error cor-
recting codeword. They [92] also showed the impossibility of achieving the above
for schemes with linear codeword length. This work was followed by various works,
including [40, 67, 119] who achieved constant locality with super-polynomial code
length, while on the other hand locally decodable codes with constant rate and sub-
linear locality have been constructed by [81,84,96]. See [120] for a survey on locally

decodable codes.

Locally Updatable and Locally Decodable Codes The notion of locally up-
datable and locally decodable codes was introduced by Chandran et al. in [32] where
the constraint of locality, i.e. restricting the number of bits accessed, is further ap-
plied to updating any codeword obtained from encoding of another message. [32]
gave information theoretic construction with amortized update locality of O(log? k)
and read locality of (super-linear) polynomial in k, where k is the length of input
message. Another variant called locally updatable and locally decodable-detectable
codes was also introduced in the same work which ensures that decoding never
outputs an incorrect message. [32] gave the construction of such codes in the com-

putational setting with poly-logarithmic locality.
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Locally Decodable and Updatable Non-Malleable Codes Dachman-Soled
et al. introduced the notion of locally decodable and updatable non-malleable codes
in [54] and presented a construction in the computational setting. The construction
of [54] also achieves leakage resilience in addition to the tamper resilience. [54] then
used this notion to construct compilers that transform any RAM machine into a
RAM machine secure against leakage and tampering. This application was also
studied by Faust et al. [72], who presented a different approach which does not use
locally decodable and updatable non-malleable codes. Recently, Chandran et al. [33]
gave a construction of locally decodable and updatable non-malleable codes in the
information-theoretic setting. However, they addressed only the one-time leakage
and tampering case, and to achieve continual leakage and tampering, require a

periodic refresh of the entire memory.

Bounds on Non-Malleable Codes. Surprisingly, understanding the limitations and
bounds on NMC has received relatively less attention. While there have been a few
previous works exploring the lower and upper bounds on NMC and its variants [31,
42,66], most of the effort has been focused on understanding and/or improving the
bounds on the rates of NMC [2,8,10, 50,90, 98]

Perhaps the closest to this work are the results of [42]. Cheragachi and Gu-
ruswami [42] studied the “capacity” of non-malleable codes in order to understand
the optimal bounds on the efficiency of non-malleable codes. They showed that
information theoretically secure efficient NMC exist for tampering families F of size

| F| if loglog| F| < an for 0 < a < 1, moreover these NMC have optimal rate of 1 —«
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with error € € O(1/poly(n)).

In chapter 6, we study the bounds on the locality of locally decodable and
updatable NMC. We show that for any locally decodable and updatable NMC which
allows rewind attacks, the locality parameter of the scheme must be w(1), and give
an improved version of [54] construction to match the lower bound in computational
setting.

In chapter 7, we study the bounds on continuous non-malleable codes (CNMC),
and show that 2-split-state CNMC cannot be constructed from any falsifiable as-
sumption without CRS. We also give a construction of 2-split-state CNMC from
injective one-way functions in CRS model. Faust et al. [71] showed the impossibility

of constructing information-theoretically secure 2-split-state CNMC.

2.3  Continuous Non-Malleable Codes

Continuous Non-Malleable Codes Continuous Non-Malleable codes (CNMC)
were introduced by Faust et.al. in [71]. They gave a construction of CNMC
based on existence of collision resistant hash functions (CRHF's) and non-interactive
zero knowledge proof systems (NIZKs) in common reference string (CRS) model.
They also showed the impossibility of constructing 2-split state CNMC informa-
tion theoretically. Subsequent to the original Faust et.al construction, Jafargholi
and Wichs [89] presented a general study of CNMCs and its variants with some
existential results. Recently, Aggarwal et. al. [5] gave first information theoretic

construction in 8-split-state model.
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Recently, Ostrovsky et. al. [105] introduced a relaxed notion of CNMC,! which
is sufficient for many applications. In the work of Ostrovsky et. al. [105], they refer
to the original notion as “continuous super-non-malleability” (since it is analogous
to “super-non-malleability”, a notion that was introduced in the non-continuous
setting [73]). They then presented a construction achieving the relaxed definition
(which they simply call “continuous non-malleability”), against 2-split-state tam-
pering functions, assuming the existence of injective one-way functions in the plain
model (without CRS).

The difference between the two CNMC notions is that in the original CNMC
notion, the tampering oracle returns the entire modified codeword C" if C’ = f(C') #
C and D(C') # L, whereas the relaxation only requires the oracle to return D(C")
but not C” itself. The original notion captures stronger types of tampering attacks;
specifically, it provides security against an adversary who learns arbitrary additional
information about the modified codeword C’ through other side-channels.

Our result and the result of [105] are complementary and together give a full
picture of the landscape of assumptions required for CNMC. Our work shows that
it is necessary to rely on setup assumptions (CRS) in order to achieve the original,
stronger security definition of CNMC. Moreover, if one is willing to assume the
existence of a CRS, we show that this type of CNMC can be achieved from nearly
minimal computational assumptions. In contrast, if one is not willing to assume the

existence of a CRS, the work of [105] achieves weaker security guarantees in the

'A similar relaxed definition was previously given for a variant of CNMC, known as R-
CNMC [69], but in this setting it was shown that it is actually impossible to achieve the stronger
notion.
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plain model (with no setup assumptions) from the same computational assumptions.
We also note that the work of Ostrovsky et. al. [105] explicitly lists the question we

address in this work as an interesting open problem. They state:

“Interesting open questions related to our work are, for instance, whether
continuous non-malleability can be achieved, under minimal assump-
tions, together with additional properties, such as strong non-malleability,

super-non-malleability, augmented non-malleability, and locality ...”

Other works on non-malleable codes include [50, 69].

Non-Malleable Randomness Encoders (NMRE) NMRE were introduced
recently by Kanukurthi et. al. [91] as a building block for constructing efficient
(constant-rate) split-state NMC. In this work, we present the stronger variant Con-

tinuous NMRE which allows continual tampering in split-state model.

Black-Box Separations. Impagliazzo and Rudich ruled out black-box reduc-
tions from key agreement to one-way function in their seminal work [86]. Their
oracle separation technique was subsequently used to rule out black-box reductions
between various primitives such as collision resistant hash functions to one way
functions [114], oblivious transfer to public key encryption [79] and many more.
The meta-reduction technique (cf. [1,22,51,74-76,78,106,107,113]) has been use-
ful for ruling out larger classes of reductions—where the construction is arbitrary
(non-black-box), but the reduction uses the adversary in a black-box manner. The
meta-reduction technique is often used to provide evidence that construction of some
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cryptographic primitive is impossible under “standard assumptions” (e.g. falsifiable

assumptions or non-interactive assumptions).
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Chapter 3: Preliminaries and Definitions

In this chapter we will present background material and definitions related
to non-malleable codes and its variants. We will also present definitions related to
boolean circuits and other cryptographic primitives which will be used in construc-

tions presented in chapters 4, 5, 6, and 7

3.1 Notation

Firstly, we present some standard notations that will be used in what follows.
Let N be the set of all natural numbers, i.e., N = {1,2/3,...}. For n € N, we
write [n] = {1,...,n}. If x = (21,...,2,) € X" (for some set X), then z;; :=
(24, i1y - -, xjo1, ;) for i < j. If ¥ is a set, then ¥* := {f : ¥ — X}, the set of all
functions from X to 3. We say two vectors z,y € X" are e-far if they disagree on at
least € - n indices, |{i : z; # y;}| > en. Conversely, we say two vectors x,y € 3" are
(1 — e)-close if they agree on at least (1 — ¢) - n indices, [{i : z; = y;}| > (1 — &)n.
Alternatively, for z,y € GF(2)" define their distance to be d(z,y) := @ (ILe. x
and y are e-far if d(z,y) > ¢.)

For a set S, x < S denotes, sampling an element x uniformly at random

from the set S. For an algorithm A, y <— A(x) is the output obtained on execution
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of A on input x. If A(-,-) is a randomized algorithm, then y < A(x,r), is the
output random variable for input = and randomness r. We also write, A(x) instead
of A(z,r) if it is clear from the context for the brevity. A function 0(-) is called
negligible if for all sufficiently large n and for every polynomial p(-), it holds that
d(n) < 1/p(n). We will denote a negligible function by negl(-).

For a random variable X, we sometimes also denote the corresponding prob-
ability distribution by X. An ensemble of probability distributions {X)},y is
a sequence of probability distributions. For two probability ensembles {X}, and
{Y'},, defined over a domain S with finite support we say that {X}, and {Y'}, are
statistically indistinguishable if there exists a negligible function negl(-) such that
for all A € N,

5 ST IPrIX, = 5]~ Pr{Y; = 5] < negl()

ses
We denote statistical indistinguishability by X, ~; Y.
Similarly, we say that two probability ensembles { X'}, and {Y},, defined over
a domain S with finite support we say that {X}, and {Y'}, are computationally
indistinguishable if for all probabilistic polynomial time distinguishers D, there exists
a negligible function negl(-) such that for all A € N,

Pr [D(z) =1] = Pr [D(y) = 1] < negl(})

X YY)

We denote computational indistinguishability by X, =, Y,.

If S is a set, we denote by Ug the uniform distribution over S. For A € N, we
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denote by U, the uniform distribution over A-bit strings.

Remark 3.1.1. If a distribution D with support S of size 2° is statistically 2~*-close
to the uniform distribution over S, denoted Us, then for every x € S,
|Prxcp[X =a] — 1/2] < 1/2*. This implies that 1/2° — 1/2* < Prx p[X = a] <

1/20 4+ 1/2*.

Where appropriate, we interpret functions f : S — {£1} as boolean functions
(and vice-versa) via the mapping: 0 <> 1 and 1 «» —1. The support of vector & is the
set of indices i such that x; # 0. A bipartite graph is an undirected graph G = (V, E)
in which V' can be partitioned into two sets V; and V5 such that (u,v) € E implies

that either u € Vy and v e Vo or v € V] and u € V5.

3.2 Non-Malleable Codes

In this section we define the notion of non-malleable codes and its variants. In
this work, we assume that the decoding algorithm of the non-malleable code may be
randomized and all of our generic theorems are stated for this case. Nevertheless,
only our instantiations in Chapter 4, and Section 5.5 requires a randomized decoding
algorithm, while our other instantiations enjoy deterministic decoding. We note
that this definition differs from the original one given in [66], in that we allow
the decoding to be randomized, while they required deterministic decoding. While
this technically weakens our definition (and a code with deterministic decoding
would be preferable), we feel that allowing randomized decoding fits the spirit and

motivation of non-malleable codes.More importantly, it may allow for a wider classes
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of functions.

Definition 3.2.1 (Coding Scheme). Let X, S be sets of strings, and k,k € N be some
parameters. A coding scheme consists of two algorithms (E,D) with the following

syntax:

e The encoding algorithm (perhaps randomized) takes input a block of message

m X and outputs a codeword in 3.

e The decoding algorithm (perhaps randomized) takes input a codeword in )y

and outputs a block of message in 3.

We require that for any message m € 3, Pr[D(E(m)) = m| = 1, where the probability
18 taken over the choice of the encoding algorithm. In binary settings, we often set

2 ={0,1}* and & = {0, 1}

We next provide definitions of non-malleable codes of varying levels of security.
The following Definitions 3.2.2, 3.2.3 are the standard definitions of non-malleability
and strong non-mallebility, appropriate for the information theroetic setting (with-
out CRS). These definitions are special cases of the corresponding Definitions 3.2.4,
3.2.5, presented in Section 3.2.1; when taking crs to be | and G to be the set of all

functions (namely the adversary is not restricted, and there’s no CRS).

Definition 3.2.2 (Non-malleability [66]). Let k be the security parameter, F be
some family of functions. For each function f € F, andm € %, define the tampering

experiment:

29



g def
Tamper;,, = ;

Output : m.
where the randomness of the experiment comes from the encoding algorithm. We
say a coding scheme (E,D) is non-malleable with respect to F if for each f € F,

there exists a PPT simulator Sim such that for any message m € 3, we have

m U {same*} « Sim/®).
F def
Tamper), ~ Idealsim,, =

Output : m if output of Sim is same*; otherwise m.

Here the indistinguishability can be either computational or statistical.

Definition 3.2.3 (Strong Non-malleability [66]). Let k be the security parameter,
F be some family of functions. For each function f € F, and m € X, define the

tampering experiment

St NMf def €< E(m)7 c:= f(c)7 m = D(é)
rongNM/ =

Output : same* if ¢ = ¢, and m otherwise.
The randomness of this experiment comes from the randomness of the encoding
algorithm. We say that a coding scheme (E,D) is strong non-malleable with respect

to the function family F if for any m,m' € ¥ and for each f € F, we have:

{StrongNM },cn =~ {StrongNM/ 1,y
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where &= can refer to statistical or computational indistinguishability.

3.2.1 Non-Malleable Code in CRS Model

Here, we present general, game-based definitions that are applicable even for
NMC that are in a model with a crs, or that require computational assumptions.
The corresponding original definitions of non-malleability (presented in Section 3.2),
appropriate for an unconditional setting without a CRS, can be obtained as a special
case of the following definitions when setting crs = 1 and taking G to include all

computable functions.

Definition 3.2.4 (Non-malleability). Let II = (CRSGen, E, D) be a coding scheme.
Let F be some family of functions. For each attacker A, m € 3, define the tampering

: il
experiment Tamper'y” (n):

1. Challenger samples crs <— CRSGen(1") and sends crs to A.
2. Attacker A sends the tampering function f € F to the challenger.
3. Challenger computes ¢ < E(crs, m).

4. Challenger computes the tampered codeword ¢ = f(c¢) and computes m =
D(crs, ¢).

5. Experiment outputs m.

Figure 3.1: Non-Malleability Experiment Tamperg’fl(n)

We say the coding scheme 11 = (CRSGen, E, D) is non-malleable against tam-

pering class F and attackers A € G, if for every A € G there exists a PPT simulator
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Sim such that for any message m € ¥ we have,

Tampergji(n) ~ Idealsm . (n)

where Idealgim (1) is an experiment defined as follows,

1. Simulator Sim has oracle access to adversary A and outputs mU{same*} <
SimA0)(n).

2. Experiment outputs m if Sim outputs same* and outputs m otherwise.

Figure 3.2: Non-Malleability Experiment Idealsim ()

Definition 3.2.5 (Strong Non-malleability). Let II = (CRSGen, E,D) be a coding

scheme. Let F be some family of functions. For each attacker A, m € %, define the

tampering experiment StrongTampergfl(n) :

1. Challenger samples crs <— CRSGen(1") and sends crs to A.

2. Attacker A sends the tampering function f € F to the challenger.
3. Challenger computes ¢ < E(crs, m).

4. Challenger computes the tampered codeword ¢ = f(c).

5. Compute m = D(crs, ¢).

6. Experiment outputs same* if ¢ = ¢, and m otherwise.

Figure 3.3: Strong Non-Malleability Experiment StrongTamperl;{’nf1 (n)

We say the coding scheme I1 = (CRSGen, E, D) is strong non-malleable against
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tampering class F and attackers A € G if we have

IL,F

Ay (1) & StrongTamper'y” (n)

A7m1

Strong Tamper

for any A € G, myg,m; € X.

3.2.2 Medium Non-Malleability

We now introduce an intermediate variant of non-malleability, called Medium
Non-malleability, which informally gives security guarantees “in-between” strong
and regular non-malleability. Specifically, the difference is that the experiment is
allowed to output same* only when some predicate g evaluated on (c,¢) is set to
true. Thus, strong non-malleability can be viewed as a special case of medium non-
malleability, by setting g to be the identity function. On the other hand, regular
non-malleability does not impose restrictions on when the experiment is allowed to
output same*. Note that g cannot be just any predicate in order for the definition
to make sense. ¢ must be a predicate such that if g evaluated on (¢, ¢) is set to true,

then (with overwhelming probability over the random coins of D) D(¢) = D(c).

Definition 3.2.6 (Medium Non-malleability). Let IT = (CRSGen, E,D) be a coding
scheme. Let F be some family of functions.

Let g(-,-,-,-) be a predicate such that, for each attacker A € G, m € 3, the out-

1,7

Am.g(n) s 1 with at most negligible probability:

put of the following experiment, Expt

For g as above, each m € ¥, and attacker A € G, define the tampering exper-
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1. Challenger samples crs < CRSGen(1"™) and sends crs to A.

2. Attacker A sends the tampering function f € F to the challenger.
3. Challenger computes ¢ < E(crs, m).

4. Challenger computes the tampered codeword ¢ = f(c).

5. Challenger samples r < Uy.

6. Experiment outputs 1 if g(crs, ¢, ¢,7) = 1] A D(crs, & 1) # m).

Figure 3.4: The experiment corresponding to the special predicate g.

mment

f

m.g(1) as shown in figure 3.5:

. 1,
Medium Tamper

1. Challenger samples crs <— CRSGen(1") and sends crs to A.

2. Attacker A sends the tampering function f € F to the challenger.
3. Challenger computes ¢ < E(crs, m).

4. Challenger computes the tampered codeword ¢ = f(c).

5. Challenger samples r < Uy and computes m = D(crs, é, 7).

6. Experiment outputs same* if g(crs, ¢, é,7) = 1, and m otherwise.

Figure 3.5: Medium Non-Malleability Experiment MediumTamperg’]E (n)

m?g

We say the coding scheme 11 = (CRSGen, E, D) is medium non-malleable against

tampering class F and attackers A € G if we have

: ILF ~ ; ILF
MediumTamper ;. (n) ~ MediumTamper ;. (n)

for any A € G, mg,my € X.

The following Definition 3.2.7 corresponds to a special case of Definition 3.2.6
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of medium non-malleability that we introduced, appropriate for the information
theroetic setting (without CRS). Again,when taking crs to be L and G to be the set

of all functions (namely the adversary is not restricted, and there’s no CRS).

Definition 3.2.7 (Medium Non-malleability). Let k be the security parameter, F
be some family of functions. Let ¢ < E(m) and let g(c, ¢, 1) be a predicate such that,

for every c in the support of E(m) and every ¢,

Prig(c,é,r) = 1] AD(¢r) # m] < negl(n).

For g as above, each function f € F, and m € X, define the tampering

experiment

. ;o det ¢« E(m),¢:= f(c),r < Uy, m :=D(¢r)
MediumNM;, =~ =

Output : same* if g(c,é,7) = 1, and m otherwise.

The randomness of this experiment comes from the randomness of the encoding
algorithm and r (the random coins od decoding). We say that a coding scheme (E, D)
1s medium non-malleable with respect to the function family F if there exists a g as
above and for any m,m' € 3 and for each f € F, we have:

{MediumNM/, }icy ~ {MediumNM/, }iex

where = can refer to statistical or computational indistinguishability.
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It is straightforward to check that Medium Non-Malleability implies non-

malleability.

3.2.3 Continuous Non-Malleable Codes (CNMC)

Here, we present the definition of coding scheme, and continuous non-malleable

codes.

Definition 3.2.8 (Coding Scheme [66]). A coding scheme, Code = (E, D), consists
of two functions: a randomized encoding function E : {0,1}* — {0,1}", and a
deterministic decoding function D : {0,1}" — {0,1}* U [L] such that, for each

m € {0,1}*, Pr[D(E(m)) = m] =1 (over the randomness of encoding function).

Next, we present the definition of continuous non malleable codes in CRS

model for codes with split-state encoding schemes.

Definition 3.2.9 (Split-State Encoding Scheme in the CRS model [71]). A split-
state encoding scheme in common reference string (CRS) model is a tuple of algo-

rithms, Code = (CRSGen, E, D) specified as follows:

o CRSGen takes the security parameter as input and outputs the CRS, crs <+

CRSGen(1%).

o E takes a message v € {0,1}* as input along with the CRS crs, and outputs a

codeword consisting of two parts (Xo, X1) such that Xy, X; € {0, 1}™.

e D takes a codeword (Xo, X;) € {0,1}*" as input along with the CRS crs and
outputs either a message ¥’ € {0,1}* or a special symbol L.
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Before defining the continuous non malleable codes consider the following ora-
cle, Ocnm((Xo, X1), (To, T1)) which is parametrized by the CRS crs and “challenge”
codeword (Xp, X;) and takes functions T, Ty : {0,1}™ — {0, 1}" as inputs.

Ocnm(crs, (Xo, X1), (To, T1)):

(X0, X"1) = (To(Xo), T1(X1))

If (X', X'1) = (X, X1) return same

If Ders( X0, X'1) = L, return L and “self destruct”
Else return (X'g, X'1).

“Self destruct” here means that once De(X'g, X'1) outputs L, the oracle an-

swers all the future queries with L.

Definition 3.2.10 (Continuous Non Malleability [71]). Let Code = (CRSGen, E, D)
be a split-state encoding scheme in the CRS model. We say that Code is q-continuously

non-malleable code, if for all messages z, y € {0,1}* and all PPT adversary A it

holds that

{CTamperA,gc()\)})\GN A, {CTamperA,y(/\) }/\eN

where

def crs + CRSGen(1%); (X, X1) < Ecrs(2);
CTamper 4 .()) =

out 4 ¢ APm(ers(Xo.X1).()). GuTPUT : outy
and A asks total of q queries to Ocym-
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The following is an equivalent formulation

Definition 3.2.11 (Continuous Non Malleability [71], equivalent formulation). Let
Code = (CRSGen, E, D) be a split-state encoding scheme in the CRS model. We say
that Code is q-continuously non-malleable code, if for all messages mg, my € {0,1}*,

all PPT adversary A and all PPT distinguishers D it holds that

Pr[D(outy) = b] < 1/2 + negl(\)

where b < {0,1} and

out?y — ACm(Ers(XEXDD) - ors «— CRSGen(11); (X8, X?) = Eere(1m)

and A asks total of q queries to Ocym-

3.2.4 Locally Decodable and Updatable Non-Malleable Codes
(LDUNMC)

Definition 3.2.1 (Locally Decodable and Updatable Code). Let Z,f] be sets of
strings, and n,n,p,q be some parameters. An (n,n,p,q) locally decodable and updat-

able coding scheme consists of three algorithms (E, D, UP) with the following syntax:

— The encoding algorithm E (perhaps randomized) takes input an n-block (in 3)
message and outputs an n-block (in %) codeword.

—  The (local) decoding algorithm D takes input an index in [n], reads at most p

blocks of the codeword, and outputs a block of message in ¥. The overall decoding
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algorithm simply outputs (D(1),D(2),...,D(n)).
— The (local) updating algorithm UP (perhaps randomized) takes inputs an index
in [n] and a string in XU {e}, and reads/writes at most q blocks of the codeword.

Here the string € denotes the procedure of refreshing without changing anything.

Let C € ©" be a codeword. For convenience, we denote DC, UPC as the pro-
cesses of reading/writing individual block of the codeword, i.e. the codeword oracle
returns or modifies individual block upon a query. Here we view C' as a random
access memory where the algorithms can read/write to the memory C at individual

different locations. In binary settings, we often set ¥ = {0,1}* and & = {0, 1}

Definition 3.2.2 (Correctness). An (n,n,p,q) locally decodable and updatable cod-

ing scheme (with respect to ¥, f]) satisfies the following properties. Let

C = (€1,Ca,...,¢n) < E(M) be a codeword output by the encoding algorithm for any

message M = (mq, ma,...,my) € X". Then we have:

— for any index i € [n], Pr[DC(i) = m;] = 1, where the probability is over the
randomness of the encoding algorithm.

—  for any update procedure with input (j,m') € [n] x SU{e}, let C' be the resulting
codeword by running UPé(j, m'). Then we have Pr[DY () = m'] = 1, where the
probability is over the encoding and update procedures. Moreover, the decodings

of the other positions remain unchanged.*

Remark 3.2.1. The correctness definition can be directly extended to handle any

LOur lower bound rules out even constructions with 1 — negl(n) correctness. We present the
correctness definition in terms of perfect correctness, as this is the standard notion in the coding
literature, including the non-malleable codes literature, see for example [30,33,43,54,66, 71].
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sequence of updates.

Definition 3.2.3 (Continual Tampering and Leakage Experiment). Let k be the se-
curity parameter, F,G be some families of functions. Let (E, D, UP) be an (n,n, p,q)-
locally decodable and updatable coding scheme with respect to Y, 9. Let U be an
updater that takes input a message M € X" and outputs an indexr i € [n] and
m € Y. Then for any blocks of messages M = (my,ma,...,m,) € X", and any
(non-uniform) adversary A, any updater U, define the following continual experi-
ment CTamperLeak 4, ;-

— The challenger first computes an initial encoding CO E(M).

— Then the following procedure repeats, at each round j, let CYD be the current

codeword and MY be the underlying message:

o A sends either a tampering function f € F and/or a leakage function g € G

to the challenger.

e The challenger replaces the codeword with f(é(j)), or sends back a leakage
) — g(é(j)).

o We define m) & (Df(é(j))(l), . Df<é<f>>(n>) .

e Then the updater computes (i), m) < U(mY)) for the challenger.

e Then the challenger runs UPf(O(j))(i(j),m) and sends the index i¥) to A.

o A may terminate the procedure at any point.

— Let t be the total number of rounds above. At the end, the experiment outputs

(6, 0@ 0 MmO O 0y
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Definition 3.2.4 (Non-malleability and Leakage Resilience against Continual At-
tacks). An (n,n,p,q)-locally decodable and updatable coding scheme with respect to
>, S is continual non-malleable against F and leakage resilient against G if for all
PPT (non-uniform) adversaries A, and PPTupdaters U, there ezists some PPT (non-
uniform) simulator Sim such that for any M = (mq,...,m,) € X",
CTamperLeak ,;, ), is (computationally) indistinguishable to the following ideal
experiment Idealsim 1. ar:

— The experiment proceeds in rounds. Let M) = M be the initial message.

— At each round j, the experiment runs the following procedure:

o At the beginning of each round, Sim outputs (£, TU) G0)), where U C

) if 70 = [n]

m(j)’_z'(j) =1, m(j)’j‘(]’) = M(j)’j(j) otherwise,
where Z|z denotes the coordinates Z[v] where v € Z, and the bar denotes the
complement of a set.

e The updater runs (i9),m) < U(mY)) and sends the index i) to the simu-
lator. Then the experiment updates MU+Y as follows: set MU+Y) .= M)

for all coordinates except i), and set MUV [i0)] .= m.
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— Let t be the total number of rounds above. At the end, the experiment outputs

(RN RO ORI ORI ORI (O

3.3 Boolean Circuits and Related Definitions

We now present the definitions of boolean circuits, circuit complexity classses

NC® and AC° . We also define input /output local functions in this section.

Definition 3.3.1 (Boolean Circuit). [14] For everyny,ny € N, a Boolean Circuit C'
with ny inputs and ny outputs is a directed acyclic graph. It contains ny nodes with 0
incoming edges; called input nodes and ny nodes with 0 outgoing edges, called output
nodes. All other nodes are called gates correspond to one of the logical operations
(AND, OR, and NOT).

The AND and OR gates have fan-in 2, whereas NOT gate has fan-in 1.

The size of boolean circuit C', is the total number of nodes in the DAG. The depth
of the circuit is the length of the longest directed path from an input node to the

output node.

Definition 3.3.2 (Circuit Family). [14] Let p: N — N be a function. A circuit

family of size p(n) is a sequence of boolean circuits {C,,} where C,, has n inputs

neNy

and a single output, such that size of each circuit C,, < p(n) for all n.
Let f : {0,1}* — {0,1}* be a polynomially bounded function, i.e. 3 some
constant ¢ > 0, such that for all z € {0,1}*, f(x) < |=|°. We call f implicitly

logspace computable if the mapping z,7 — f(x), can be computed in logarithmic

42



space, where f(z), denotes the i-th bit of the output f(z).

Definition 3.3.3 (Logspace Uniform Circuit Families). [1//
A circuit family {C,} is logspace uniform if there is an implicitly logspace

computable function mapping 1™ to the description of the circuit C,,.
We now define the complexity classes NC° and AC? .

Definition 3.3.4 (NC). [14/

A language is in NC' if there are constants c,i > 0 such that it can be decided
by logspace uniform circuit family {C,} where circuits C, are of size O(n¢) and
depth O(log'n).

The class NC is U;j>oNC".

NC® corresponds to constant-depth bounded fan-in circuit family.

Definition 3.3.5 (AC). [14]

The class AC' is similar to NC' except that the gates in circuit C, can have
unbounded fan-in.
The class AC 1is UiZOACi.

AC corresponds to constant-depth unbounded fan-in circuit family.

Next, we present definitions related to local functions.

3.3.1 Local Functions

We next define a class of local functions, where the number of input bits that

can affect any output bit (input locality) and the number of output bits that depend
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on an input bit (output locality) are restricted. Loosely speaking, an input bit z;
affects the output bit y; if for any boolean circuit computing f, there is a path in the
underlying DAG from z; to y;. The formal definitions are below, and our notation

follows that of [12]

Definition 3.3.6. We say that a bit x; affects the boolean function f,
if 3w, x0T 1, iy, Ty € {0,137 such that,
@, @o, i1, 0, @i, - ) # f(T1, 22, i1, L@iga, - ).
Given a function f = (f1,..., fn) (where each f; is a boolean function), we
say that input bit x; affects output bit y;, or that output bit y; depends on input bit

x;, if x; affects f;.

Definition 3.3.7 (Output Locality). A function f : {0,1}" — {0,1}" is said to

have output locality m if every output bit f; is dependent on at most m input bits.

Definition 3.3.8 (Input Locality). A function f:{0,1}" — {0, 1}" is said to have

input locality ¢ if every input bit f; is affects at most £ output bits.

Definition 3.3.9 (Local Functions). [12] A function f : {0,1}" — {0,1}" is said
to be (m,{)-local, f € Localy’, if it has input locality ¢ and output locality m. We

denote the class Local)' (namely no restriction on the input locality) by Local™.

The above notions can be generalized to function ensembles {f,, : {0,1}" —
{0,1}"},,e7 with the following corresponding locality bound generalizations: ¢(n), m(n).

Recall that NC” is the class of functions where each output bit can be computed
by a boolean circuit with constant depth and fan-in 2 (namely in constant parallel
time). It is easy to see that NC® C Local®®.
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We also recall some definitions and results related to boolean analysis and

present them next.

3.3.2 Background on Boolean Analysis

Definition 3.3.10. A function f : {0,1}" — {0, 1} has correlation ¢ with a function

g:{0,1}* —{0,1} if

| Pr [f(e) = 1lg(@) = 1] - Pr [f(z) = 1g(x) = O]]] < c.

z+Up, Uy,

Where, U, is the uniform random distribution over {0, 1}".

Note that this is equivalent up to absolute value for a more common definition

of correlation in the literature when g is taken to be balanced (Prg(z) = 1] =1/2)

Definition 3.3.11. A function f : {0,1}" — {0, 1} has correlation ¢ with a function

g:4{0,1}" — {0,1} of

Pr [f(z) = g(a)] = 2.

z+Up, 2

Where, U, is the uniform random distribution over {0,1}".

The correlation ¢ can also be expressed as follows: Let Pr[f(z) = g(z)] = ==
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Theorem 3.3.1 ( [83,85]). Let f: {0,1}" — {0, 1} be computed by a depth-d circuit

of size S. Then the correlation of f with parity is bounded by

2fcdn/ logdil(S)’

where cq is a positive constant dependent only on d.

Definition 3.3.12 (Random Restriction [82]). A random restriction p parameter-
1zed by a small positive real number p is mapping which sets the elements x; of
1—

a vector ¥ independently as follows: Priz; =0] = 52, Prlz; =1] = L2, and

Prxz; =% = p.
Definition 3.3.13 (Boolean Function Restriction). For a vector v € {0,1,*}" and

a Boolean function f : {0,1}" — {0,1}" the restriction of f to v, fl, is defined as

flo(z) = f(2) where,

xT; V; = %
v; v €40,1}
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Let f : D — {0,1}" be a function. Then, we denote by f; the function
which outputs the i-th output bit of f. Let f : D — {0,1}" be a function and let
v € {0,1}" be a vector. Then, we denote by f, the function which outputs all f;

such that v; = 1.

Lemma 3.3.1 ( [82,118]). Let f : {0,1}* — {0,1} be a function computable by a
depth-d AC® circuit of size s. Let p be a random restriction with Pr[x] = ¢ < 1/9%.

The probability over p that f, cannot be written as a decision tree of depth t is

< s(9¢ ).

We next recall some standard definitions of public-key encryption (PKE), pseu-
dorandom generator (PRG), and non-interactive zero knowledge proof systems with

simulation soundness.

3.4 Public Key Encryption Scheme and PRG

In this section, we present the definitions of well known cryptographic primi-
tives such as public key encryption scheme and pseudorandom generator which are
used as building blocks for particular instantiations. A public key encryption scheme

& consists of three algorithms: (Gen, Encrypt, Decrypt).

e Gen(1") — (PK,SK). The key generation algorithm takes in the security pa-

rameter and outputs a public key PK and a secret key SK.

e Encrypt(PK,m) — c¢. The encryption algorithm takes in a public key PK and

a message m. It outputs a ciphertext c.
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e Decrypt(sk,c) — m. The decryption algorithm takes in a ciphertext ¢ and a

secret key SK. It outputs a message m.

Correctness. The PKE scheme satisfies correctness if Decrypt(SK, ¢) = m with all
but negligible probability whenever PK, SK is produced by Gen and ¢ is produced by

Encrypt(PK, m).

Security. We define IND-CPA security for PKE schemes in terms of the following

game between a challenger and an attacker. We let n denote the security parameter.

Setup Phase. The game begins with a setup phase. The challenger calls Gen(1™) to

create the initial secret key SK and public key PK.

Challenge Phase. The attacker receives PK from the challenger. The attacker chooses
two messages mg, m; which it gives to the challenger. The challenger chooses
a random bit b € {0,1}, encrypts m;, and gives the resulting ciphertext to
the attacker. The attacker then outputs a guess b’ for b. The attacker wins

the game if b = /. We define the advantage of the attacker in this game as

Definition 3.4.1 (IND-CPA security). We say a Public Key Encryption scheme
& = (Gen, Encrypt, Decrypt) is IND-CPA secure if any probabilistic polynomial time

attacker only has a negligible advantage (negligible in n) in the above game.

Definition 3.4.2 (a-correctness [63]). For any function o : N — [0, 1], a public-key

encryption scheme £ = (Gen, Encrypt, Decrypt) is a-correct if
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Pr [Decrypt(SK, (Encrypt(PK, m)) # m| < 1 — a(n), where the probability is taken
over the random coins of Gen used to generate (PK,SK) <— Gen(1"), for uniform

random message m € {0,1}", and for all possible random coins of Encrypt.

Definition 3.4.3 (Almost-all-keys Perfect Decryption [63]). A public-key encryp-
tion scheme £ = (Gen, Encrypt, Decrypt) is almost-all-keys perfectly correct if with
all but negligible probability over the random coins of Gen used to generate (PK, SK) <
Gen(1™), for uniform random message m € {0,1}", and for all possible random coins

of Encrypt, it holds that Pr [Decrypt(SK, (Encrypt(PK,m)) # m] = 0.

3.4.1 Pseudorandom Generators of Space-Bounded Computation

Definition 3.4.4 (Pseudorandom Generator). A pseudorandom generator is an
efficient, deterministic map prg : {0,1}" — {0,1}*", where £(n) > n such that
for all PPT distinguishers D; |Pr[D(G(z)) = 1] — Pr[D(y) = 1]| < negl(n), when

x € {0,1}" and y € {0,1}™ are chosen uniform randomly.

Definition 3.4.5. [103] A generator prg : {0,1}™ — ({0,1}")* is a pseudorandom
generator for space(w) and block size n with parameter € if for every finite state

machine, Q, of size 2 over alphabet {0,1}" we have that

| Pr[@ accepts y] — Pr[Q accepts prg(z)]| < e
y X

where y is chosen uniformly at random in ({0,1}")* and z in {0,1}™.
Theorem 3.4.1. [103] There exists a fixed constant ¢ > 0 such that for any w, k <
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en there exists an (explicit) pseudorandom generator prg : {0,1}0®W+n — {0, 1}72"
for space(w) with parameter 2=". Moreover, prg can be computed in polynomial

time (in n,2%).

3.5 Non-Interactive Zero Knowledge

Another important cryptographic primitive used in the constructions of non-

malleable codes in Chapter 5 is non-interactive zero knowledge proof systems.

Definition 3.5.1 (Non-Interactive Zero Knowledge [111]). II = (¢,P,V,Sim =
(Simy, Simy)) is an efficient adaptive single-theorem non-interactive zero knowledge
proof system for language L € NP with witness relation W, if £ is a polynomial and

the following are true:

e Completeness: For all x € L, and all w such that W (z,w) = 1, for all strings

crs of length ((|z]), we have V(z,P(x,w,crs),crs)) =1

o Soundness: For all adversaries A, if crs € {0,1}*) is chosen randomly, then

Pr|V(z, 7, crs) = 1] < negl(k). Where, (x,m) < A(crs) and x ¢ L.

e Single-Theorem Zero Knowledge: For all non-uniform polynomaial-time adver-
saries A = (Ay, Ay) we have that |Pr[Expt (k) = 1] — Pr[Expty™ (k) = 1]| <

negl(k) for following experiments Expt (k) and EXptZim(k)
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Expt 4 (k): Expty™ (k):

crs + {0, 1} (crs, k) < Simy(1%)
(x,w,T) + Ap(crs) (x,w,T) + Aj(crs)
7 < P(x,w, crs) 7 < Sima(z, K)
return Ay (7, 7) returnAs (7, 7)

Definition 3.5.2 (Weak Simulation Soundness [111]). Let II = (¢,P,V,Sim =
(Simy, Simy)) be an efficient adaptive single-theorem non-interactive zero knowledge
proof system for language L. We say that Il is simulation-sound if for all non-
uniform probabilistic polynomial-time adversaries A = (Ay, As), Pr[ExptiiH‘-I(k) =

1] < negl(k), where Exptii"‘ﬁ(k:) is the following experiment:

Exptiifﬁ(k):

(crs, k) < Simy(1%)

(x,7) = Aj(crs)

7 < Simy(z, crs, k)
(x*,7*) « Ag(x, 7, crs, T)

Output 1iff (7* # 7) and (z* ¢ L)and (V(z*, 7, crs) = 1)

We say I1 is one-time weak simulation sound if the above holds for any prob-

abilistic polynomial time A only allowed a single query to Sim.

Sahai [111] constructed one-time simulation sound NIZK proof system from
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any given efficient non-interactive single-theorem adaptive zero knowledge proof sys-
tem, and strong one-time signature schemes (which was built from one-way functions

in the same work).

Definition 3.5.3 (Same-String NIZK [55]). A NIZK argument system is called

same-string NIZK if it satisfies the following property for all k:

e (Same-String Zero Knowledge): For all non-uniform probabilistic polynomial-

time adversaries A, we have that

|Pr[X = 1] — Pr[Y = 1]| < negl(k)

where X and Y are as defined in (and all probabilities are taken over) the

experiment Expt(k) below:

Expt(k):
1. (crs,7) < Simq (1)
2. X + APGers) (crs)

3. Y « ASM(ersT) (crs)

where Sim'(z,w, crs, T) o Simy(z, crs, T)

e (Same-String Zero Knowledge,cont.): The distribution on crs produced

by Simy(1%) is the uniform distribution over {0, 1}4*),

Definition 3.5.4 (Non-Interactive Simulatable Proof System). A tuple of prob-
abilistic polynomial time algorithms TIN' = (CRSGenNI,PN',VN',Sile) 1S a non-
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interactive simulatable proof system for language L € NP with witness relation

W if (CRSGen™', PN' WN' SimNY) have the following syntaz:

NI

e CRSGen! is a randomized algorithm that outputs (crsN', 7gm).

e On input crs, * € L and witness w such that W(x,w) = 1, PN'(crs, z, w)

outputs proof .
e On input crs, x, 7, VN (crs, x, ) outputs either 0 or 1.

e On input crs, Tsm and x € L, SimN'(crs, Tsim, ) outputs simulated proof 7'.

Completeness:  We require the following completeness property: For all x € L, and
all w such that W(x,w) = 1, for all strings crsN' of length poly(|z|), and for all
adversaries A we have

(crsM' 7sim) < CRSGen™'(1™); (z, w) < A(crs"");

Pr > 1 — negl(n)

NI

7 PM(crsM 2, w) c VN (ersM 2, 1) = 1

Soundness:  We say that IIN' enjoys soundness against adversaries A € G if: For

all x ¢ L, and all adversaries A € G:

(crs™' 7sim) < CRSGen™'(1™);
Pr > 1 — negl(n)

(z,7) < A(crs") : VN (crsM 2 ) = 0

The security properties that we require of IIN' will depend on our particular

non-malleable code construction as well as the particular class, F, of tampering
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functions that we consider. The exact properties needed are those that will arise from
Theorems 5.3.1 and 5.4.1. In subsequent sections, we will show how to construct

non-interactive simulatable proof systems satisfying these properties.
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Chapter 4: Non-Malleable Codes for Bounded Depth, Bounded Fan-

in Circuits

4.1 Introduction

In this chapter, we devise explicit, efficient, and unconditionally secure non-
malleable codes against a powerful tampering class which includes all bounded-depth
circuits with bounded fan-in and unbounded fan-out. Specifically, we consider the
class Local®, consisting of all functions f : {0,1}" — {0,1}" that can be computed
with output locality d,(n), where each output bit depends on at most d,(n) input
bits. Note that this class includes all fan-in-b circuits of depth at most log, d,.

We prove the following.

Main Theorem (informal): For any d, = o(y;;), there is an explicit,
unconditionally secure non-malleable code for Local®, which encodes a

2k bit string into a string of length n = ©(kd,) bits. The encoding and

decoding run in time polynomial in n, namely poly(k,d,).

This construction can be instantiated for any d, = o(n/logn), and the resulting code
has rate ©(1/d,). In general, since the the output length is n = ©(kd,) bits, this
may result in super-polynomial length encoding. However, using sublinear locality
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n? yields an efficient code. We highlight this, as well as the special cases of constant

depth circuits (a subset of Local®™®), in the following.

Corollaries: There are efficient, explicit, and unconditionally secure

non-malleable codes for the following classes:

e Local” for any constant 0 < 0 < 1, with inverse-polynomaial rate.
o NC° with rate ©(1/d,) for any d, = w(1).

e NC? for any constant c, with constant rate.

The first corollary follows by instantiating the main theorem with d, = n’, the
second by using any d, that is super constant (e.g., log*(n)), and the third by using
d, = 2¢ (a constant).

While our result for NC? correspond to constant depth circuits, the first corol-
lary above implies as a special case that the code is also non-malleable against any
0 logn depth NC circuit, for any constant 0 < ¢ < 1. Note that, since separations be-
tween P and NC' are not known, constructing (unconditional) non-malleable codes
against NC' is unlikely, since an attacker in P can always decode and re-encode a

related message, thus immediately breaking non-malleability.

Intermediate Results for (Input-and-Output) Local Functions. To prove
our results, we use the concept of non-malleable reduction, introduced by Aggarwal
et al. [3]. Informally, a class of functions F reduces to the class G, if there is an
encoding and decoding algorithms satisfying the following: applying the encoding

to the input, then applying any f € F, and then applying the decoding, can be
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simulated by directly applying some function g € G to the input. [3] prove that in
this case a non-malleable code for G can be used to construct one for F, and further
prove a composition theorem, providing an elegant and powerful way to construct
non-malleable codes.

Following this technique, we start by proving two separate results, and com-
pose them (together with known results for the class of split state functions), to
obtain a restricted variant of the main theorem above. We then use the same ideas
to show a single construction allowing for a better combined analysis that achieves
the full main theorem (via reduction to the class of split state functions). We believe
our techniques are more comprehensible presented in this modular fashion, and the
intermediate results are of independent interest.

First, we consider the class Localfilj of local functions, with output locality
d, as well as input locality d; (namely each input bit influences at most d; output
bits). This class includes bounded-depth circuits with bounded fan-in and bounded
fan-out. Our first intermediate result shows that the class Localgzgi (and in fact
a larger, leaky version of it) can be non-malleably reduced to the class of split
state functions. Plugging in known results for non-malleable split state codes, we
obtain a non-malleable code for this class. Our second result shows a non-malleable
reduction of the class Local®™™ to the above class (thus giving a non-malleable
code for functions with output locality O(/n)). Finally, we combine the encoding
schemes presented previously to a single encoding scheme (via a reduction to split
state class), and improve the analysis to show resilience against o(n/logn) output

locality.
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We remark that our first technical result for (input and output) local functions
is of independent interest, and although as stated it is strictly weaker than our
output-local results, the construction can have advantages in terms of complexity
and concrete parameters, and has stronger resilience to leakage and to tampering
functions that are both local and split-state, as we discuss next. We believe that both
Localgj and Local® are interesting classes, capturing natural types of tampering

adversaries.

Extended Classes: Combining with Split State and Beyond. Our results
are in fact broader than presented so far. First, every one of our results works not
only for the class of functions claimed, but also for any split state function. This
is because for all of our schemes, encoding is applied independently on each half of
the input, and thus can handle a split-state tampering function trivially.

Furthermore, our intermediate result for (input-output) local functions can
handle any function that applies arbitrary changes within each part and has bounded
input and output locality between the two parts (this class is much broader than
all functions that are either split state or local). More precisely, we can handle
functions where any bit on the left affects at most O(y/n) bits on the right (and
vice-versa), and any bit on the left is affected by at most O(y/n) bits on the right
(and vice-versa).

Finally, our constructions can also handle some leakage to the tampering func-
tion, capturing an adversary that first leaks some bits, and can then select a tam-

pering function. For our input-output local tampering result, the leakage can be a
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constant fraction of the bits, while for our output-local tampering result, the leakage

is more limited.

Relation of Our Class to Previous Work. As mentioned above, almost all
previous results presenting explicit and efficient non-malleable codes, do so for a
split state tampering class (with two or more states). These classes are a special
case of ours, as we explained, which is not surprising given that we use results for
split state functions as a starting point to prove our result. As for the exceptions
that go beyond split state, we note that the class of functions that permute the bits
or apply bitwise manipulations, introduced by [9], is also a special case of our class,
as it is a subset of Local® (in fact, even a subset of Localj). The restricted linear
tampering class considered by [29], on the other hand, seems incomparable to our
class of output-local functions.

Thus, in terms of the tampering class captured, our results simultaneously
encompass (and significantly extend) almost all previously known explicit, efficient
constructions of non-malleable codes (we are aware of only one exception). This is
not the case in terms of the rate, where several previous works focus on optimizing
the rate for smaller classes of functions (e.g., [43] achieve rate 1 —o(1) non-malleable
codes for bit-wise tampering functions, and [2] do so for split-state functions under
computational assumptions), while we only achieve a constant rate for these classes.

We also mention that the original work of Dziembowski et al. [65] already con-
sidered the question of constructing non-malleable codes against the class Local’™,

where n is the length of the codeword and 0 < 1 is a constant. We emphasize,
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however, that in [65] (and an improvement in [42]), they showed a construction of
non-malleable codes against Local’™ in a non-standard, random oracle model where
the encoding and decoding functions make queries to a random oracle, but the ad-
versarial tampering function does not query the random oracle. Our work shows
that it is possible to construct non-malleable codes for Local®” for § = o(1/logn)

in the standard model, with no random oracle.

On Randomized Decoding. Our constructions require the decoding function of
the non-malleable code to be randomized. We note that, unlike the case of error
correcting codes and encryption schemes, deterministic decoding for non-malleable
codes does not seem to be without loss of generality, even in the case where the
encoding scheme enjoys perfect correctness. To see why, note that while perfect
correctness guarantees that all possible coins of the decoding algorithm produce the
same output on a wvalid codeword, correctness provides no guarantees in the case
when the codeword is corrupted and so it is not possible to derandomize by simply
fixing an arbitrary sequence of coins for the decoder. Moreover, since the decoder
holds no secret key in the non-malleable codes setting, it is also not possible to
derandomize the decoding process by including the key of a pseudorandom function
in the secret key. Since the standard definition of non-malleable codes already allows
for randomized encoding, and since the standard definition of non-malleable codes
only guarantees security in the one-time setting—wherein each time the codeword
is decoded it must be refreshed by re-encoding the original message—we believe

that allowing randomized decoding is the natural and “correct” definition for non-
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malleable codes (although the original definition required deterministic decoding).
Interestingly, we can combine our technical building blocks into a construc-
tion of non-malleable codes against Local® for any d, < n'/4, using deterministic
decoding. Unfortunately, when compared to our construction utilizing randomized
decoding, this construction has a lower rate of O(1/d,?) (instead of O(1/d,)), and
due to that also lower output locality that can be supported (Local"l/4 instead of

n/10gm) inefficient).

any Local™ efficient or Local(
We therefore leave as an interesting open question to resolve whether ramdom-
ized decoding is necessary for achieving security against certain tampering classes,

F, or whether there is a generic way to derandomize decoding algorithms for non-

malleable codes.

4.1.1 Technical Overview

We give a high level technical overview of our constructions. We use as an
underlying tool a so called “reconstructable probabilistic encoding scheme”, a code
that can correct a constant fraction of errors (denoted ¢*), and enjoys some addi-
tional secret-sharing like properties: given a (smaller) constant fraction ¢* of the
codeword gives no information on the encoded message, and can in fact be completed
to a (correctly distributed) encoding of any message. This or similar tools were used
in previous works either implicitly or explicitly, e.g., the construction based on Reed
Solomon codes and Shamir secret sharing with Berlekamp-Welch correction, as used

already in [23] is a RPE (any small enough subset of shares is distributed uniformly
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at random, and any such collection of shares can be extended to be the sharing of
any message of our choice). Other RPE schemes with possibly improved parameters

can be constructed from, e.g., [44,45,49,57].

Handling Local Functions.

Local functions are functions that have both small input and small output
locality (i.e. each input bit affects a small number of output bits and each output
bit depends on a small number of input bits). Our goal is to show a non-malleable
reduction from a class of local functions with appropriate parameters, to the class
of split-state functions. Loosely speaking, a non-malleable reduction from a class F
to a class G, is a pair (E,D) of encoding/decoding functions along with a reduction
that transforms every f € F into a distribution G over functions g € G, such that
for every z, the distributions D(f(E(x))) and G(x) are statistically close. In the
case of reductions to split-state, we let = (L,R) where L,R € {0,1}*. We want
to construct (E, D) such that, informally, given any local f, the effect of applying f
to the encoding E(z) and then decoding D(f(E(x))), can be simulated by applying
some split state function g = (g, gr) directly to x = (L, R).

We will use an encoding that works on each half of the input separately, and
outputs F(L,R) = (EX(L), ER(R)) = (s, s%), where |st| = np, [sR| = ng (we will re-
fer to these as “left” and “right” sides, though as we will see they will not be of equal
lengths, and we will have appropriately designed decoding algorithms for each part

separately). Now for any given local f, consider f(st, sR) = (fE(st, sR), f2(st, sR)).
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Clearly, if f* only depended on st and f only depended on sR, we would be done
(as this would naturally correspond to a distribution of split state functions on the
original z = (L,R)). However, this is generally not the case, and we need to take
care of “cross-effects” of s on f¥ and s on f%.

Let’s start with f%, and notice that if its output locality is at most d,, then
at most nyd, bits from s® could possibly influence the output of f*. Thus, we will
use ET that is an RPE with nyd, < ¢**“ng. This means that we can just fix the
relevant nyd, bits from sR = E¥(R) randomly (and independently of R), and now
f¥ will only depend on s‘, while s® can still be completed to a correctly distributed
encoding of R. Note that this requires making the right side larger than the left side

(TLR > nLdo).

pu— csec

Now let’s consider f®. Clearly we cannot directly do the same thing we did
for f¥, since that technique required np to be much longer than ny, while applying
it here would require the opposite. Instead, we will take advantage of the smaller
size on the left, and its limited input locality. Specifically, if the input locality of f
is d;, then at most nyd; bits on the right side can be influenced by st.

A first (failed) attempt would be to just make sure that the encoding on the
right can correct up to nyd; errors, and hope that we can therefore set st arbitrarily
when computing f# and the resulting encoding would still be decoded to the same
initial value R. While this argument works if the only changes made to s® (a valid
codeword) are caused by the “crossing bits” from st, it fails to take into account
that f® can in fact apply other changes inside sR, and so it could be that sR is
malformed in such a way that applying f# will cause it to decode differently in a
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way that crucially depends on s. The issue here seems to be that there is an exact
threshold for when the decoding algorithm succeeds or not, and thus the function
can be designed so that f? is just over or under the threshold depending on the left
side.

To overcome this problem, we use randomized decoding and a “consistency
check” technique introduced in [44], and a forthcoming version by the same au-
thors [45], in a different context. Roughly speaking, we make the right side encod-
ing redundant, so that any large enough subset of bits is enough to recover R. An
RPE has this property due its error correction capabilities. The decoding algorithm
will decode via the first such subset, but will check a random subset of bits were
consistent with a particular corrected codeword. This will yield similar behavior, re-
gardless of which subset is used to decode. This construction has various subtleties,
but they are all inherited from previous work, so we do not explain them here. The
main point is that, like in [44,45], while the real decoding algorithm uses the first
subset large enough, it can be simulated by using any other large enough subset.

Now, using the fact that “large enough” is not too large, and that at most
nrd; bits on the right side can be influenced by s-, we can show that with high
probability, there is a large enough “clean” subset of sR that has no influence from
st. The real decoding algorithm could be simulated by a decoding that uses this
clean subset, which in turn means that the output of the decoding on fF(st, sR) is
in fact independent of sb, as needed.

Putting the above together provides us the first result, namely a non-malleable

reduction from local to split state functions. We note that the proof above in
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fact works for a more general class of functions (a fact we will use in our second
construction). In particular, the first part requires a limit on the output locality of
f¥, and the second part requires a limit on the output locality of f# and the input
locality of fL, where all of these only refer to “cross-over” influences (within each
part separately f can be arbitrary). Moreover, due to our use of encoding, security
is maintained even with leakage, as long as the leakage is a constant fraction of bits
on the left and a constant fraction on the right, independently. Similarly, security
is maintained even when a constant fraction of bits on the left do not adhere to the

input locality bound.

Removing Input Locality.

We next present a non-malleable reduction from output local functions (which
have no restriction on input locality) to local functions. Now let f be an output
local tampering function. Since the input and output to f are the same size, note
that the average input locality of f can be bounded by its output locality, d,.
Our local construction above requires low input locality for the left side, but also
requires the left side to be much shorter than the right side. Unfortunately, what
this means is that the input locality of all bits on the left side of the local encoding
described above can be far higher than average. So, in order to bound the average
input locality of the left side, we must increase the length of the left side, but this
destroys our analysis from the first construction.

In order to achieve the best of both worlds, our idea is to construct a non-
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malleable reduction which increases the size of the left side of the underlying local
encoding by adding dummy inputs. The “relevant” inputs, which correspond to bits
of the left side of the underlying local encoding, are placed randomly throughout the
left side of the new encoding. The idea is that since the adversary does not know
which bit positions on the left side are “relevant,” it cannot succeed in causing too
many ‘“relevant” positions to have input locality that is too much above average.

But now, in order to decode properly, the decoding algorithm must be able to
recover these “relevant” locations, without sharing a secret state with the encoding
algorithm (which is disallowed in the standard non-malleable codes setting). In
order to do this, the first idea is to encode the relevant positions on the left side of
the new encoding in an additional string, which is then appended to the left side
during the new encoding procedure. Unfortunately, it is not clear how to make
this work: Since this additional string is long, it can depend on a large number of
input bits from both the left and right sides; on the other hand, in order to obtain a
reduction from output local to local functions, the reduction must be able to recover
this (possibly tampered) additional string so that it “knows” which output bits of
X" are relevant.

The solution is to use a PRG with a short seed. The seed of the PRG is now
the additional string that is appended to the left side and the output of the PRG
yields an indicator string which specifies the “relevant” locations for decoding. Note
that now since the PRG seed of length r is short, we can, using the leakage resilient

€. ny, < ¢ - nrp number

properties of the underlying local code, leak all r - d, < ¢
of bits affecting these output locations from both the left and right sides.
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Moreover, because the tampering attacker is very limited, in the sense that
it must choose the tampering function before learning any information about the
output of the PRG, we are able to show that Nisan’s PRG (see Definition 3.4.5), an
unconditional PRG is sufficient for our construction. Thus, our construction does

not rely on any computational assumption.

Improving the parameters.

Ultimately the technique sketched above and presented in the body of the
paper imposes two restrictions on output locality (modulo smaller terms): (1)
nrd, < ng (2)d, ~ d; < ny. Together these restrictions imply tolerance against out-
put locality of approximately /n. The first restriction follows from the asymmetric
encoding to handle bits on the left dependent on the right. The second restriction
results from handling bits on the left of affecting the right side’s consistency check.

To bypass this \/n barrier, we consider the two encoding schemes as a single
scheme. Then in analysis, we can use the pseudorandom hiding of the left side
encoding to relax the second bound. Namely, with high probability only a small
portion of the left side RPE affects the consistency check, even if the consistency
check and/or output locality is large with respect to ny. This simple change in

analysis gives resilience against o(n/logn) output locality.
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4.2 Preliminaries

In this section we will provide some more definitions and background required

for our constructions and results presented in chapter 4.

4.2.1 Non-Malleable Codes: Alternate Definitions

Recall that, non-malleable codes were defined in the following manner:

Definition 4.2.1 (Non-Malleable Code). [3] Let F denote a family of tampering
functions. LetE: B — A, D: A — B be a coding scheme. For all f € F and all

x € B define:

Tamper), := {c + E(z);& + f(c); % < D(¢); output: &}.

Then, (E,D) is an e-non-malleable code with respect to F, if there exists a distribu-

tion Dy over {0,1}* U {L, same} such that Vx € B, the statistical distance between

Sim! = {7 « Dy; output: x if ¥ = same & &, otherwise},

and Tamper! is at most ¢.

The above of definition has its origins in [66]. Dziembowski, Pietrzak, and
Wichs required the simulator to be efficient. Aggarwal et al. demonstrated that
the above relaxation is, in fact, equivalent for deterministic decoding. Allowing

decoding to be randomized does not affect their proof. For this reason, we will
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not concern ourselves with the efficiency of a simulator (or, equivalently, sampling
relevant distributions) for the remainder of this chapter.

Aggarwal et al. provide a simpler alternative to the above simulation-based
definition, which they prove equivalent. [3] Their definition is based on the notion

of non-malleable reduction, which we will use in this chapter.

Definition 4.2.2 (Non-Malleable Reduction). [3] Let F C A* and G C B® be
some classes of functions. We say F reduces to G, (F = §G,¢), if there ezists an
efficient (randomized) encoding function E : B — A, and an efficient (randomized)

decoding function D : A — B, such that

(a) Yz € B,Pr[D(E(x)) = z] = 1 (over the randomness of E,D).

(b) Vf e F,3G: Yz € B, A(D(f(E(x))); G(x)) < e, where G is a distribution over

G and G(z) denotes the distribution g(x), where g < G.

If the above holds, then (E,D) is an (F,G,¢e)-non-malleable reduction.

Definition 4.2.3 (Non-Malleable Code). [3] Let NMy denote the set of trivial
manipulation functions on k-bit strings, consisting of the identity function id(x) = x
and all constant functions f.(x) = ¢, where ¢ € {0,1}*.

A coding scheme (E,D) defines an (F,k,e)-non-malleable code, if it defines

an (F,NMy, e)-non-malleable reduction.

Aggarwal et al. also prove the following useful theorem for composing non-

malleable reductions.
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Theorem 4.2.1 (Composition). [3] If (F = G,e1) and (G = H,¢e2), then (F =

H, €1+ 62).

We note that the proof given in [3] goes through unchanged with randomized

decoding.

4.2.2 Tampering Families

Definition 4.2.4 (Split-State Model). [66] The split-state model, SSy, denotes

the set of all functions:

{f=(hf2) fl@) = (filzin) € {01}, folwrrran) € {0,1}F) for z € {0,1}*}.

Theorem 4.2.2 (Efficient Split-State Non-malleable Codes). [97] For any k € N,
there exists an efficient, explicit 2-state non-malleable code with block length 2k and

rate Q(1/logk) with negligible error.

4.2.3 Reconstructable Probabilistic Encoding Scheme

Reconstructable Probabilistic Encoding (RPE) schemes were defined by Choi
et al. (in an in-submission journal version of [44], as well as in [45]), extending a
definition given by Decatur, Goldreich and Ron [57]. Informally, this is an error
correcting code, which has an additional secrecy property and reconstruction prop-
erty. The secrecy property allows a portion of the output to be revealed without
leaking any information about the encoded message. The reconstruction property
allows, given a message and a partial codeword for it, to reconstruct a complete
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consistent codeword. Thus, this is a combination of error correcting code and se-
cret sharing, similar to what has been used in the literature already starting with

Ben-Or, Goldwasser, and Wigderson [23].

Definition 4.2.5 (Binary Reconstructable Probabilistic Encoding). [44, 45] We
say a triple (E,D,Rec) is a binary reconstructable probabilistic encoding scheme with
parameters (k,n,c®", ), where k,n € N, 0 < ¢, ¢ < 1, if it satisfies the

following properties:

1. Error correction. E : {0,1}F — {0,1}" is an efficient probabilistic proce-
dure, which maps a message m € {0,1}* to a distribution over {0,1}". If we
let W denote the support of E, any two strings in W are 2¢*"-far. Moreover,
D is an efficient procedure that given any w' € {0,1}" that is (1 — €)-close to

err

some string w in W for any e < ", outputs w along with a consistent m.

2. Secrecy of partial views. For all m € {0,1}* and all sets S C [n] of size
< [e*¢ - n]|, the projection of E(m) onto the coordinates in S, as denoted by

sec nJ

E(m)|s, is identically distributed to the uniform distribution over {0, 1}L°

3. Reconstruction from partial views. Rec is an efficient procedure that
given any set S C [n] of size < |c**“-n], any I € {0,1}", and any m € {0,1}*,

samples from the distribution E(m) with the constraint Vi € S,E(m), = I,.

Choi et al. show that a construction of Decatur, Goldreich, and Ron [57] meets

the above requirements.
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Lemma 4.2.1. [}4,45] For any k € N, there exists constants 0 < ¢ ¢ ¢*° < 1

such that there is a binary RPE scheme with parameters (k,c™*®k, ¢®", ¢*°).

r sec

Remark 4.2.1. To achieve longer encoding lengths ck, with the same ¢ and ¢

parameters, one can simply pad the message to an appropriate length.

Specifically, Decatur, Goldreich and Ron [57] construct a probabilistic encod-
ing scheme that possesses the first two properties listed above. Moreover, since the
construction they present, instantiates E with a linear error-correcting code, we have
that property (3) holds. (Any linear error-correcting code has efficient reconstruc-
tion.)

These are the parameters we use here, but we believe it may be possible to

achieve a better rate if we use parameters based on the recent result of Coretti et

al. [48] (see also [43]).
4.3 Non-malleable Codes for Localﬁi(”)

(n)

Theorem 4.3.1. (E,D) is a (Localgj((]]j)) =SSy, negl(k))-non-malleable reduction
giwven the following parameters for Localjj((,]:)) (where ¢, ¢ ¢ are taken from

lemma 4.2.1):

rate ek

* do < Topm

o d; < 12d,/c=<.

e 1 = crte 10;22(]@) 4ot — O (10;22(’9)) .
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Putting together Theorem 4.3.1 with Theorems 4.2.1 and 4.2.2, we obtain the

following.

Corollary 4.3.1. (EoEgg, DggoD) is a (Locall, k, negl(k))-non-malleable code with

rate ©(1/€), where £ = O(y/n).

Remark 4.3.1. The reduction presented below is, in fact, a (XLocal = SSy, negl(k))-
non-malleable reduction, where { = O(y/n) and XLocaly is the following class of

functions f:{0,1}"enr — {0 1}rLtne;

e Fori=1,...,ng, there are at most { indices j € {ny, +1,...,np +ngr} such
that the i-th input bit affects f;. And, for i =ngp +1,...,np + ng, there are

at most £ indices j € {1,...,n.} such that the i-th input bit affects f;.

e fori=1,...,np, there are at most ¢ indices j € {ny +1,...,n, + ng} such
that the f;-th is affected by the j-th input bit. And, fori=np+1,...,np+ng,
there are at most € indices j € {1,...,np} such that the f;-th is affected by

the j-th input bit.

In other words, the reduction holds for a generalized variant of split state tampering
where we only restrict locality with respect to the opposite side, and allow arbitrary
locality within each side. ny and ng are the lengths of the left and right side code-

words, respectively.

We construct an encoding scheme (E, D) summarized in Figure 4.1 and
parametrized below. We then show that the pair (E, D) is an (Localjj((:)), SSk, negl(k))-
non-malleable reduction. This immediately implies that given a non-malleable en-
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coding scheme (E* D*) for class SS; (where SS is the class of split-state func-
tions), the encoding scheme scheme TT = (EP¢, D), where EP(m) := E(E**(m)) and
DP4(5) := D*(D(3)) yields a non-malleable code against Localjj((,]:)) :

We parametrize our construction for Localij((,f)) =SSy with the following:

(Er,Dyr) parametrized by (k,np, 5", €)== (k, ¢k, =", ¢**¢) where ¢, ¢**¢,

cte are taken from lemma 4.2.1.

Necheck -— 10g2 (]{7) .

L4 dsec =

. rate
(Eg, Dg) parametrized by (k,ng, %", €)= (k, 2 — ke

sec )

,C

o ni=doc™k + ¢k = O

Note that this setting of parameters is taken with our forthcoming reduction
in mind. (See Corollary 4.3.2 and Theorem 4.4.1.) One may take any parametriza-
tion for which (a) such RPEs exist, (b) (1 — ¢®"/4)"<e* is negligible in k, and (c)
Observation 1 (below) is satisfied. For certain applications, parametrization other
than ours may be advantageous.

Let f(34, 3%) = (f(5t,5R), fR(s, 5R)), where (51, 5R) € {0,1}"2 x {0, 1}"® and
fH(34,5%) € {0,137 and fR(5Y, sR) € {0,1}=,

e Let Sk, denote the set of positions j such that input bit 5% " affects the output
of fL.

e Let S g denote the set of positions i such that input bit st affects the output
of fR.
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Let (Er,Dr,Recr) be a binary reconstructable probabilistic encoding scheme with

parameters (k,nr,c§", ¢;¢) and let (Eg, Dr, Recg) be a binary reconstructable prob-

abilistic encoding scheme with parameters (k,ng, cq', c5°).
AlSo let dsec, Ncheck b€ parameters.

E(x := (L,R)):
1. Compute (sf,..., sy, ) < Er(L) and (s§,..., sk, ) < Er(R).

2. Output the encoding (5%, 5R) := ([s'i']ie[nL], [sf]ie[nR]).

D(G := (6%, 5R)):

L. Let (65,6%) == ([oflicjn): [0 iclng))-

2. Compute ((w'l-,...,w};L),L) — DL(U'l',...,G,';L). If the decoding fails, set
L:=1.

~R

3. (decoding-check on right) Let t := [ngr(l — c¢$'/4)] Define o' =
U’lR,...,a;F; as follows: Set o} := of for £ = 1,...,t. Set o} := 0 for
£ =t+1,...,ng. Compute ((wlR,...,wsR),R) « Dgr(oR,...,0/R). If the
decoding fails or (wf,...,wf ) is not ¢ /4-close to (oF,...,0F.), set R:=1.

4. (codeword-check on right) Pick a random subset Rcheck C [np] of size
Necheck < €3 - npr. For all £ € Repeck, check that 05 = wf. If the check
fails, set R :=_1.

5. (output) Output z := (L, R).

Figure 4.1: THE (LocalZZ((:)),SS,negl(kz))—NON—MALLEABLE REDUCTION (E, D)
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e For J C [ng], let S/ .z denote the set of positions i such that input bit st

affects the output of f]R for some j € J.

e For a set Reheck € np Of Size Ncheck, 16t Scheck denote the set of positions 7 such

that input bit st affects the output of ff for some £ € Repeck-

and 5% is the split state representation of the output of the encoded message.

&+ and &R is the split state representation of the output of the tampering function.

—

R R R
Onp—2| Ongp—1[ Ong
R R R
Snp—2| Snp-1| Sng

Figure 4.2: The adversary chooses tampering function f = (fb, fR) € Localgj((:)) which takes
inputs (5%, 5%) and produces outputs (é-,7%). The highlighted bits of 5& and 3R
are the “bad” bits. E.g. note that bits s and s® affect the output bits 0% and o}
respectively after fl is applied to (5%, 35R). Thus we add 2 and i to the set Sg_,.

Similarly, the bits si and s5 affect the bits {oR,oR} and the bits {U2R,of+1,05R}

respectively after the tampering function fR is applied to (5%, §R): We therefore add
1 to the sets SL g and S} g, while we add 3 to the sets S2 g, ST and S/'%r. We
also add both 1 and 3 to the set S| .

The sets defined above are illustrated in Figure 4.2. We observe the following

immediate facts about their sizes:
Observation 1. For f € Localgj, we have the following:

1. There is some set J* C [ng] such that |J*| =t and |S{",g| = 0 (from now on,
J* denotes the lexicographically first such set).
(Since |SLur| < d;-np <ng—t.)

2. By choice of parameters np, Nepeck, €<, we have that |Seheck| < np - ¢°.
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(Since Scheck < do - Ncheck-)

3. By choice of parameters nr,ng, ¢, we have that |Sgo1| < do-np < ng - c$°.

Now, for every f € Localzj, we define the distribution Gy over SS;. A draw from

Gy is defined as follows:

e Choose a random subset Repeck C [ng| of size Ncheck-

e Choose vectors It € {0,1}" x {x}"¢ IR € {x}" x {0,1}"® uniformly at

random.
e Let J* be the subset of [ng| as described in Observation 1.

e The split-state tampering function g := (g1, gr) € SSy has I', IR hardcoded

into it and is specified as follows:
gr(L):

1. (apply tampering and plain decode on left) Let
st := Rec(Scheek, I, L). Let (oF,... 0%, ) == fHr(s").

Compute ((wf,...,w;, ),L) <= D(ot, ..., 05, ). If the decoding fails, set

L:=1.
2. (output) Output L.
gR<R)I

1. (apply tampering and decoding-check on right) Let

SR = (s§,...,s8.) = Rec(Sro, IX,R). Let (oF,...,0n.) == fR[n(5R).
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Define &% := off,..., o as follows: Set off := o for £ € [J*]. Set

n

o == 0for £ ¢ [J*]. Compute ((wf,...,wy ),R) < Dr(ofR,..., o).
If the decoding fails or (wf, ..., wf ) is not ¢§'/4-close to (oFf,...,0x ),
then set R :=1.

2. (codeword-check on right) For all £ € Repeck, check that off = wf. If

the check fails, set R:=1.

3. (output) Output R.

e Output g = (g, 9r).

Whenever Rec is run above, we assume that enough positions are set by S
such that there is only a single consistent codeword. If this is not the case, then

additional positions are added to S from I“, IR, respectively.

By the definition of a non-malleable reduction (Definition 4.2.2), in order to
complete the proof of Theorem 4.3.1, we must show that (E, D) have the following

properties:

1. For all z € {0,1}*, we have D(E(z)) = = with probability 1.

2. For all f € Localfil:,

A(D(f(E(2))); Gf(x)) < negl(k),

where Gy is the distribution defined above.

Item (1) above is trivial and can be immediately verified. In the following, we
prove Item (2) above by considering the following sequence of hybrid arguments for
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each function f € Localﬁj (for the intermediate hybrids, we highlight the step in

which they are different from the desired end distributions).
Hybrid Hy. This is the original distribution D(f(E(z)))

Hybrid Hy. H; corresponds to the distribution D'(f(E(x))), where D’ is defined as
follows:

D(7 := (5, 5)):

1. (plain decode on left) Let (6%, d") := ([0}]icn,], [0F)eeinn)- Compute

((wh,...,wy ),L) <= Dg(of, ..., 05, ). If the decoding fails, set L :=1.

n

2. (decoding-check on right) Define &% := o/, ... Lo as follows: Set o :=

off for £ € J* and of := 0 for £ ¢ J*, where J* C [ng] is the lexicographically
first set such that |J*| =t and |S{",x| = 0. Compute ((wR,... , wR ) R) «

Dr(of,....oR). If the decoding fails or (wf,... ,wg ) is not ¢ /4-close to

(oF,...,08,), set R:=1.

3. (codeword-check on right) For all £ € Repeck, check that of = wf. If the

check fails, set R :=_1.
4. (output) Output = := (L, R).

Note that the only difference between D and D’ is that in decoding-check on

right, &% is decoded from .J*, instead of the first ncpec positions.

Claim 4.3.1.

S

HO ~ Hl.
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Proof. Let ¢ := % Additionally, define

—o)n
()

P(nRa J, ncheck) = (n—R)

Ncheck

Notice that our parametrization of ncpeck, 0 yields p(ng, d, neheck) = negl(k).

(lfé)nR
( Mcheck ) — ((1_6)nR)!ncheck!(nR_ncheck)! — (1_6)nR (1_5)77'1?,_1 R (1_6)nR_ncheck+1
"R Ncheck! (1 =) R —Ncheck) M R! nR nr—1 NR—Ncheck+1

Tcheck

< (=g,
where the last inequality follows due to the fact that for i € {0,..., ncheck — 1},
% < (1 —=19). Since (1 — ) < 1 is a constant, we can set ncheck = w(log(k)).

Note that correctness still holds for D’ with probability 1.

We want to show that for every ¢ = (b, 3%) < f(E(z)), D(&) = D'(&) with
high probability, over the coins of D, D’.

Let D := (DY, DR) (respectively, D' := (D', D'®)), where DR (respectively, D'F)
correspond to the right output of the decoding algorithm. Notice that only decoding

on the right changes. So, it suffices to show that for each (&%, #®) in the support of

the distribution f(E(x)),

Pr[D|s(6%) = D'|5(6%)] > 1 — negl(n), (4.3.1)

where the probabilities are taken over the coins of D, D’.
Let W denote the set of all valid codewords for the given reconstructable prob-

err sec

abilistic encoding scheme with parameters k, ng, ¢y, ¢, GF(2)). For z € GF(2)",
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define its distance from W to be d(x, W) := min,ew d(z, w).

To analyze (4.3.1), we define the following set of instances (which intuitively
corresponds to the set of instances on which both D|;x and D’|; are likely to output
1).

I, := {FR € {0,1}"* d(¢, W) >4}

So, now consider the two cases:

e Suppose &% € I, . Then, both D(%) and D’(6R) will fail the codeword-check

with probability > 1 — p(ng, d, ncheck)-

e Suppose &% ¢ II;. Then, Jw € W such that d(a%,w) < §. Moreover, in
both D and D’ it must be the case that &~ is " /2-close to w. (Because
d+ (ng—t)/nr < /2). So both D and D’ must decode to the same w. Fix
a set of coins for D and D’. Therefore, when D and D’ are run with the same
coins, all comparisons made during the codeword-check are identical, and thus
the probability (over the coins of D, D’) that the codeword-check fails in D and
D’ is identical.

Sofor any & = (3,5%), A({D(@)}. {D/(3)}) = A({DRa (6%} {D[(57)}) <

p<nR7 0, ncheck)' Therefore, A({D(f(E(ZE)))}, {D/(f(E<JZ>))} < p<nR7 0, ncheck)'

Hybrid Hy. Hy corresponds to the distribution G'(x), where G; is a distribution

over functions ¢’ = (¢}, g) defined as follows:

e Choose a random subset Reheck C [ng] Of size Ncheck-
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e Choose vectors It € {0,1}"2, IR € {0,1}"® in the following way: It < E (L),

IR « Ex(R).

e Let J* be the subset of [ng| as described in Observation 1.

e The split-state tampering function g := (gr, gr) € SSy has I', I® hardcoded

into it and is specified as follows:
gr(L):

1. (apply tampering and plain decode on left) Let &% := Rec(S :=
Schecks I5,L). Let (of, ..., 0% ) == frr(sY). Compute ((wf, ..., wh, ),L)

D.(of, ..., 0%, ). If the decoding fails, set L:=1.

2. (output) Output L.

gR(R)Z

1. (apply tampering and decoding-check on right) Let

SR = (s§,....s%.) = Rec(Sro, I%,R). Let (oF,...,0n.) == fR[n(57).
Define 3% := off,...,o/R as follows: Set off := of for £ € [J*]. Set
oR =0 for £ ¢ [J*]. Compute ((wf,...,wk ),R) + Dg(oR,...,a).
If the decoding fails or (wf, ..., wg ) is not ¢ /4-close to (of,...,0x ),
then set R :=_1.

2. (codeword-check on right) For all £ € Repeck, check that off = wi. If
the check fails, set R:=1.
3. (output) Output R.
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e Output g = (g, 9r).

Note that the only difference between Gy and G is that I* < EL(L), I¥ «
Er(R) are chosen honestly, instead of being chosen uniformly at random. Further-
more, note that ¢ = (g}, gx) are not split-state, since g; depends on IR and g}

depends on I*.

Claim 4.3.2.

Hl = HQ.
The claim can be verified by inspection.

Hybrid H;. Hybrid Hs is simply the distribution Gf(z), defined previously.

Claim 4.3.3.

H2 = Hg.

Note that the result of R only depends on the bits in J* and Repeck. Moreover,

R

x only depends on on R, [sf];cs,.,. Moreover, note that f- depends only
J*UR_heck checl

L sec

on 54, [sR)iese. - Since by Observation 1, we have that |Sepeck| < nr - ¢ and

sec

|Srs| < ng- e, the claim follows from the secrecy property of the reconstructable

probabilistic encoding scheme.

4.3.1 Extending to Leaky Local

The construction from Section 4.3 is actually secure against a slightly larger
class of tampering functions beyond Localzllj functions, which we call LL, or “Leaky
Local.” Notice that the parameters given above (as in observation 1) in fact yield:
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Sec
‘L

1. |SI:]:>R‘ + |’Scheck’ = |‘Scheck’ S nr - 3

sec

2cR
3

2. |S§_>L|§d0-nL§nR-

It is not too hard to see that we can leak 1/3 of the security threshold, on both the
left and right, to a tampering adversary. Given this leakage, the adversary can then
select a tampering function from the subset of Local® where all but a fraction of
the first n;, bits have input locality d;. Note that the input locality restrictions are
only needed on the left portions of codewords in the above proof. We formalize this
new class of tampering functions as follows.

Definition 4.3.1. Let LL C {{0,1}% x {0,1}% — {0,1}9 x {0,1}97}, Leaky Lo-
cal, be the set of functions {(sp, n,}, parametrized by functions (f,hi, hs), where
Ve (85, 87) 1= Cunio(f(h1(8Y), ha(57)), 55, 8%), [ outputs a circuit C and Cpi,
is a universal circuit that computes the output of the circuit C' on input (54, 3s%).

Moreover, we require that f, hy, ho have the following form:
o On input - € {0,1}9, hy outputs a subset of /3 of its input bits.
o On input 5% € {0,1}97, hy outputs a subset of ¢ /3 of its input bits.

o On input hi(5%), ho(5Y) € {0,1}E73 x {0,1}%/3, f outputs a circuit C :
{0,1}22 x {0,1}92 — {0,1}9 x {0,1}9%, where C' has output-locality d,. Of

the first qr, input bits, all but at most 5™ /3-fraction have input-locality at most

d;.
The following corollary can be easily verified.

Corollary 4.3.2. (EoEgss, DssoD) is an (LL, SS, negl(k))-non-malleable reduction.
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4.4 Extending to Local™™

We now state our theorem for Local™™ tampering functions, or bounded fan-

in bounded-depth circuits.

Theorem 4.4.1. (E,D’) is a (Local® = LL, negl(n))-non-malleable reduction

given the following parameters for Local®':
o d,) :=c*¢/12-d;, where d; is the input locality of LL,

e E':{0,1}" — {0,1}", where N = s +2n — nz, and r = log*(k), where n is

the output length of LL and ny, is the length of the left output of LL.

We construct an encoding scheme (E’, D’) summarized in Figure 4.3 and
parametrized below. In brief, our encoding simply distributes the bits of the left
input pseudorandomly in a string comparable in length to the right input. We then
append a short description of where the encoding is hiding, a seed to pseudorandom
generator.

We then show that the pair (E/,D’) is an (Local®’, LL, negl(n))-non-malleable
reduction. Combined with our previous construction, this immediately implies
that given a non-malleable encoding scheme (E*, D**) for SS, the encoding scheme

scheme TT = (Ebd, Db4), where Ebd(m) := E'(E(E®(m))) and Db(3) := D*(D(D'(3)))

yields the following corollary, a non-malleable code against Local®’.

Corollary 4.4.1. (E',D’) yields, with previous results, a (Localé(‘/ﬁ),k,negl(k’))-

k2
o))

non-malleable reduction with sublinear rate, where n = ©(
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Remark 4.4.1. As before, the encoding scheme presented below is independent on

the left and right. Therefore, our reduction holds for not just for Local® but addi-

tionally any split-state function, independent on each side, trivially.

Now,

We parametrize our construction for Local® = LL with the following:
r = log*(k)

7 :=2(n—npr), where n is the length of the output of LL and ny, is the length

of the left output of LL.

for every p € Local® where (¢, X\, 2R) := (ué(¢, X, 2R), ub(¢, XL, 2R),

pR(¢, X", 2R)) we define the distribution G, over LL. A draw from G, is defined as

follows:

Choose ¢ < {0,1}" uniformly at random. Compute y := prg(¢), where y =

Yi,--.,Yr. For i € [7], compute Compute p; := &(y;).

If p has less than n; number of ones, then set hy, ho, f all to the constant

function 0.

Otherwise, choose vector I € {0,1}7"% such that Vi such that 1 <i < 7 if

pi = 1 then It = % and otherwise, I- is chosen uniformly at random.

The function h; is defined as follows: hy outputs the bits in input z' that

affect the output bits of ¢ (at most r - d, < /3 - np).

The function hs is defined as follows: hy outputs the bits in 2R that affect the
output bits of ¢ (at most r - d,’ < /3 - ng).
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Let prg be a pseudorandom generator for space bounded computations (see Defini-
tion 3.4.5), with inputs of length r and outputs of length log(7) - 7.
Let G(¢) be defined as follows:

1. Compute y := prg(().

2. Divide pseudorandom tape y into blocks of bit strings y1,...,y,. Let ¢ be
the randomized function that chooses a bit b € {0,1} with bias p := 3nr/27.
For i € [7], let p; = &(y;), where y; is the explicit randomness of ¢. Let
p = pi,--.,pr. Let num denote the number of positions of p that are set to 1.

3. If num < npg, set p:=170"""L.
4. Otherwise, flip all but the first ny, 1’s in p to 0.
5. Output p.
Let E': {0,1}* — {0,1}"¥ and D’ : {0, 1}V — {0,1}".
E'(z- = x%, . ,m%L,xR):

1. Choose ¢ < {0,1}" uniformly at random. Choose ¢ < {0,1}" uniformly at
random. Compute p := G(().

2. For j € [num], let pos; denote the j-th position i such that p; = 1.

3. Let X' € {0,1}7 be defined in the following way: For j € [nz], XF';OSJ_ = x']- In

all other locations, XZ!- is set uniformly at random.

4. Output the encoding (¢, X', zR).

D'(Z = (& X 7).
1. (Recover p) Let p := G(C). Let num > ny denote the number of ones in
Bi=1,.. o pr

2. (Recover z) For j € [num], let pos; denote the j-th position i such that p; = 1.

3. Let %;‘ € {0,1}"2 be defined in the following way: For j € [min(num,nr)],

Tt .= Xt

J pos; *

4. (output) Output (zt,zR).

Figure 4.3: THE (Local®’, LL, negl(n))-NON-MALLEABLE REDUCTION (E’,D’)
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e The function f is defined as follows:

— f computes Z , given ( and the output of hy, hs.

— f computes y := prg(¢), where y = vy, ..., Yr.

— For i € [7], f computes p; := ¢(¥;).

— Let p* € {0,1}" be defined as follows: For i € [pos*], p* = p; for pos* <
i < 1,p* =0, where pos* is the index of the ny-th one in p (and is set to

7 if no such index exists).

Let pub¢ (resp. pR¢) correspond to the function ut(¢, X%, 2R) (resp.

pR(¢, Xt 2R))), which has ¢ hardcoded in it.

— Let C be the circuit corresponding to the following restriction:
((ML’<|IL)E*7ﬂR’<|I'-)'
— If C is in LL, then f outputs C'. Otherwise, f outputs the constant

function 0.

By the definition of a non-malleable reduction (Definition 4.2.2), in order to
complete the proof of Theorem 4.4.1, we must show that (E’, D’) has the following

properties:
1. For all x € {0,1}", we have D’(E'(z)) = = with probability 1.

2. For all u € Locald‘jl,

A(D'(u(E'(2))); Gu(z)) < negl(n),
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where G, is the distribution defined above.

Item (1) above is trivial and can be immediately verified.

In the following, we prove Item (2), above, by noting that the statistical dis-
tance A(D'(u(E'(x))); G(x)) is upper bounded by the probability that either p does
not contain at least n; number of ones or C' is not in LL.

We first argue that if p is chosen uniformly at random, then the probability
that either of these events occurs is negligible and then show that the same must be
true when p is chosen via a PRG with appropriate security guarantees.

Clearly, by multiplicative Chernoff bounds, if p is chosen uniformly at random,
then the probability that p contains less than nj; ones is negligible. We now show

that the probability that C' ¢ LL is negligible. If C' ¢ LL, it means that more than

cTe

/3 number of positions i in X' are such that (1) X' has “high input locality”
(i.e. input locality greater than 12/c¢$¢-d,’ = d;) (2) p; = 1.

Since the adversary first specifies the tampering function p, all positions in
X' with “high input locality” are determined. Note that, by choice of parameters

(since 7 > N/2), there can be at most ¢5*¢-7/6 number of positions in X" with “high

input locality”. Since p = 3n /27, we expect ¢ - ny, /4 number of positions i in X"
where (1) X} has “high input locality” and (2) p; = 1. Therefore, by multiplicative

sec

Chernoff bounds, the probability that more than ¢ - ny /3 number of positions i in
X" are such that (1) X} has “high input locality” and (2) p; = 1 is negligible.

We now argue that these events must also occur with negligible probability

when p is pseudorandom. Assume the contrary, then the following is a distinguisher
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T that can distinguish truly random strings y from strings y := prg(¢) with non-
negligible probability.

T is a circuit that has a string w € {0,1}” hardwired into it (non-uniform
advice). w corresponds to the high input locality positions determined by the tam-
pering function p that was chosen by the adversary A. Intuitively, w is the string
that causes A to succeed in breaking security of the non-malleable code with highest
probability.

On input y = y1,...,y, (where either y := prg(¢) or y is chosen uniformly at

random), T'(y) does the following:
1. Set count, = 0, county = 0.
2. Fort=1to 7:

(a) Run ¢(y;) to obtain p;.
(b) If p; = 1, set county := county + 1
(c) If p; = 1 and w; = 1, set count; := count; + 1.

Sec

3. If county > € - nr,/3 or county < ny, output 0. Otherwise, output 1.

T can clearly be implemented by a read-once, Finite State Machine (FSM)
with 200°¢°(™) pumber of states. However, note that by Theorem 3.4.1, prg is a
pseudorandom generator for space log®(k) with parameter 2~ log? (k) Thus, existence

of distinguisher 7" as above, leads to contradiction to the security of the Nisan PRG.
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4.5 Achieving Resilience against o(n/logn) Output Locality

We now present the proof of our final main theorem. The encoding scheme we
use is simply the composition of the two schemes presented previously with slightly

different parameters The only substantial difference is in the analysis.

Theorem 4.5.1. (E/, D) is a (Local™ = S, negl(n))-non-malleable reduction given

the following parameters for Local® :

e d, =o(n/log(n)).
o E':{0,1}** — {0,1}", where n = O(d,k).

Putting together Theorem 4.5.1 with Theorems 4.2.1 and 4.2.2, we obtain the

following.

Corollary 4.5.1. (EoEgg, DggoD) is a (Local™, k, negl(k))-non-malleable code with

rate ©(1/d,), where d, = o(n/logn).

Remark 4.5.1. Note that n = O(d,k). Thus, for resilience against d, = n'=¢ our

codes is of polynomial length n = k¢,

We construct an encoding scheme (E, D) summarized in Figure 4.1 and
parametrized below. We then show that the pair (E,D) is a (Local®, SSy, negl(k))-
non-malleable reduction.

We parameterize our construction for Local®™ = SS; with the following:
o t:=[ng(l—c55/4)].
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(Er,Dyr) parametrized by (k,np, 5", €)= (k, ¢k, ", ¢**¢) where =", ¢**c,

c* are taken from lemma 4.2.1.

TNcheck - = k.

L 2d cratek
L4 nR L lrécgeccsec—‘

(Eg, Dgr) parametrized by (k,ng, ¢y, ¢5¢) = (k,ng, ", ).

o r:=Fk

o= [SOd c“atekz ]

csec 2 cdec

e n:=r+7+ng=0(dk).

Proof Overview. To prove the theorem, we analyze the composed encoding schemes
as a single reduction. As mentioned in the introduction, the idea is to use the PRG
to “free up” the restrictions relating the size of the left RPE (previously denoted by
ny) and d, that is an artifact of the piecewise analysis.

Recall that our encoding scheme is comprised of three blocks: (1) the PRG
seed, (2) the “hidden” left side encoding, and (3) the right side encoding. First, (as
in the previous section) we claim that a number of good things happen if the left
side is “hidden” in a large block in a truly random way. Namely, we have that, with

respect to the tampering function, only a small fraction of bits in the hidden left-side
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Let (Er,Dr,Recy) be a binary reconstructable probabilistic encoding scheme with pa-
rameters (k,nr, ", ¢¢) and let (Eg, Dg, Recg) be a binary reconstructable probabilistic
encoding scheme with parameters (k,ng,cqi’, c5°). Also, let ncheck be a parameter. Let
prg be a pseudorandom generator for space bounded computations (see Definition 3.4.5),

with inputs of length r and outputs of length log(7) - 7. Let G({) be defined as follows:
1. Compute y := prg(¢).

2. Divide pseudorandom tape y into blocks of bit strings yi,...,y,. Let ¢ be the
randomized function that chooses a bit b € {0,1} with bias p := 3np/27. For
i € [7], let p; = ¢(yi), where y; is the explicit randomness of ¢. Let p = p1,..., pr.
Let num denote the number of positions of p that are set to 1.

3. If num < npg, set p:=1707""%. Otherwise, flip all but the first nz, 1’s in p to 0.

4. Output p.
E(z := (L,R)):
1. Compute §- = (sf,...,sh,) < Ez(L) and 5% = (s§,... sk, ) < Er(R).

2. Choose ¢ < {0,1}" uniformly at random. Compute p := G(().
3. Otherwise, for j € [ng], let pos; denote the j-th position i such that p; = 1.

4. Let Xt € {0,1}" be defined in the following way: For j € [nz], le_osj = s']f. In all

other locations, XZ!- is set uniformly at random.

5. Output the encoding (¢, X\, 5%).

D(& := (¢, X\, a%)):

1. (Recover p) Let y:= prg(g), where y = 41, ...,yr. For i € [7], compute p; := ¢(¥;).
Let num denote the number of ones in p := p1,..., pr.

2. (Recover z) For j € [num], let pos; denote the j-th position i such that p; = 1.

3. Let @& € {0,1}"% be defined as: For j € [min(rum,nz)], ot := X%

J pos;

4. (plain decoding on left) Compute ((wh,...,w), ),L) < Dr(of,... 05 ). If the
decoding fails, set L :=1.

5. (decoding-check on right) Let t:= [ngr(1—c%'/4)] Define FR = o ..ol as

»Yng

follows: Set o)} := ofk for £=1,...,t. Set o} :=0for £ =¢+1,...,ng. Compute
(wf,...,wy),R) < Dr(ofR, ..., o). If the decoding fails or (wf,... ,wy ) is not
T /4-close to (oR, ..., afR), set R:=1.

6. (codeword-check on right) Pick a random subset Rcheck C [nR] of size ncheck <
cxS-nr. For all £ € Rcpeck, check that 0‘? = w?. If the check fails, set R :=_L.

7. (output) Output z := (L, R).

Figure 4.4: THE (Local®, SS, negl(k))-NON-MALLEABLE REDUCTION (E, D)
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RPE is either (1) of high input locality, (2) effects bits in the right-side’s consistency
check or (3) effects the PRG seed used in decoding. (1) Implies that there exists a
“safe” subset to simulate decoding from (as before), and (2) and (3) allow us to relax
the bounds on locality. Next, we use a hybrid argument to essentially disconnect
influence between the 3 blocks of our encoding (that is dependent on the underlying

message, (L,R)).

Proof. We will consider the “Left” side of the encoding to be ({, X) and the
“Right” side to be 3R,

Let (¢, X*,5%) = (FL(¢, X, &%), fR(¢, Xt, 5R%)), where (¢, XU, &%) € {0, 1}7+7x
{0,1}"® and fH(¢, X', 5%) € {0,1}7 and fR(¢, X', 57) € {0,1}"%. Furthermore,

let f- = (fe, fx) where fe:{0,1}7F7+"= — {0,1}" and fx : {0,1}"t7"r — {0,1}7

Let U = {i € [7] : p; = 1} denote the (relative) locations of st.

e Let Sg_,| denote the set of positions j such that input bit §§ affects the output

of ft.

e Let S g denote the set of positions i such that input bit 8¢ affects the output

of fR.

e For J C [ng], let S/ g denote the set of positions i such that input bit st

affects the output of ij for some j € J.

e For a set Reheck € ng Of size Ncpeck, 1€t Scheck denote the set of positions ¢ such

that embedded input bit 5t affects the output of fF for some ¢ € Repeck.
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e For a set Reheck € npg Of size Ncpeck, let theck denote the set of positions 7 such

that input bit X} affects the output of fZR for some £ € Rheck.

e For a set Reheck € ng Of size Ncheck, 16t Scheck denote the set of positions ¢ such

that embedded input bit 51- affects the output of fER for some ¢ € Rcpeck.
o Let S (d;) denote the set of i such that X} has input locality greater than d;.
o Let Siy(d;) denote the set of i such that 5% has input locality greater than d;.

o Let S _,¢ denote the set of positions ¢ such that input bit X} affects the output

Of fc

e Let Sy denote the set of positions i such that input bit st affects the output

Of fg.

o Let Sg,¢ denote the subset of Sg_, that affects f¢.

We next define the following event Good.

Definition 4.5.1. The event Good; occurs if for tampering function f € Local%

all of the following hold:
1. p contains at least ny ones.
2. ’Scheck U Sm(l/é . do) U SLHQ‘ S - nr.

3. There is some set J* C [ng] such that |J*| =t and |8, \ Sin(1/5 - d,)| = 0

(from now on, J* will denote the lexicographically first such set).

4. ISl < do - (r+np) <ng-cge
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Claim 4.5.1. Suppose p is chosen truly at random (ones occuring with bias p =

3n1,/27). Then for every f € Local®™, Pr[Good;] > 1 — negl(n).
Proof. We consider each part of the event Good; separately.

1. Recall that |p| = 7, np = ™k, n = O(d,k) and p = 2L

o
Let the number of ones in p = p;. Note that p; is a Binomial random variable

with parameters (7, p).

Therefore, let up = E[p] = 7p = T?’;‘—TL = %TL Using Chernoff’s bound we
can write,
—1/32
Prlp; < 2/3u] < ez *. Therefore,
Prlpy < ng] < e 9%
_13np
= e 9 4
_np
s e 12

which is negligible.

2. We know that, [Sj .| < doficheck; |Si(1/0 - do)| < 0n < 207 and |S7,| <

dor. Therefore, we can upper bound S .., U Sif(1/0 - do) US| < 307

We would now like to show that with high probability, |Scheck U Sin(1/0 - d,) U
Sio¢] < e*ny. We consider a mental experiment, in which the adversary
fixes the tampering function f and only after f is fixed, Reheck and p are cho-
sen. In this case, each position in S U S (1/6 - d,) U S/, corresponds

check
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to an st input variable (selected by p) with independent probability p. We

2

therefore observe that the size of |Scheck U Sin(1/9 - dy) U Si—s¢| can be up-
per bounded by a Binomial random variable V with parameters (307, p). Let

p = E|V] = 36rp = 376%L = Zn;-§ Using Chernoff’s bound we can write,

_3np-6

PrlV > 24 < e 2. Therefore, since d = <, we have that Pr{|Scheck U

5Con

Sin(1/6 - dy) USL5¢| > Inp -6 = -ny] < e~ , which is negligible.

. Clearly, |Si5r \ Sin(1/0 - dy)| < ng - 1/6-d,. Thus, in order to prove this

part of the claim, it is sufficient to show that ng —ny -1/6 - d, > t, where

err

t = [ngr(l —c%"/4)]. Plugging in our choice of parameters, we get

2docratek Cratek. do
-1

) Cd ec sec
dec .sec
)]

nR—nL-1/5~d02(

c“*“c
2

> [ngp(l—

Cdec csec

2

Since < ¢557/4, the inequality holds.

. We need to show that [Sg1| < d, - (r+ng) < ng-cse.

The first inequality |Sgi| < d, - (r + ny), holds from the definition of output

locality. Recall that ¢5°-ng = < (%igcitek} > 2d,c™**k. Thus, by substituting

parameters we get d, - (r +np) = d, - (k + k) < 2d,c™*®k, since ¢ > 1

and so the second inequality holds as well.
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Now, for every f € Local®™, we define the distribution Gy over SS;. A draw,

g = (91, 9r), from Gy is defined as follows:

e Choose ¢ < {0,1}" uniformly at random. Compute p := G(().
e If Good; does not hold, then set g to the constant function 0.

e Otherwise, choose vectors IR € {0,1}"# - € {0,1}"* uniformly at random.
Imask e 0,1, %} such that if i < pos (the location of the ny-th 1in p ) and
pi = 1, then I™>k = % and is uniformly independently drawn from {0, 1}

otherwise.

Let I* be ™8k where the i-th x is replaced by the ith bit of It. (id|mask(I%).)

e Compute ¢ according to f¢, given inputs ¢ and I EHC, [ER%C.
e Compute p:= G(C), where p=p1,...,p-. Let U= {i € (7] : pi =1}

e Choose a random subset Repeck C [ng| of 8ize Ncheck-

e Let J* be the the lexicographically first subset of [ng| such that |J*| = ¢ and

1S/ \ Sin(d,/8)] = 0. Note that such J* must exist since Good; occurs.

e The split-state tampering function g := (gr,gr) € SSi has I-, IR, [mask ¢

hardcoded into it (as well as U, (, p) and is specified as follows:
gr(L):

1. (apply tampering and plain decode on left) Let 5t := Rec(Scheck U

Sie U Sin(d,/8), 14 L).
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Let (o%,...,05,) = (fx|¢mes =($5))5. Recall that the above notation
denotes (1) applying the function fx to the input (¢, X‘, I®), where
Xt is ™2k where the i-th * is replaced by the ith bit of s-. (2) out-
putting the positions of fx indexed by U. Compute ((wh, ... ,wLL), L) «+

n

D.(of,...,05,). If the decoding fails, set L:=L1.

2. (output) Output L.

gr(R):

1. (apply tampering and decoding-check on right) Let

sR=(sf,...,sR ) = Rec(Sro1, IR, R).
Let (oF,...,08 ) = fRcx(5%). Define R = off,...,oR as fol-

lows: Set of := of for £ € [J*]. Set o} := 0 for ¢ ¢ [J*]. Com-

pute ((wf,...,wlk ),R)  Dg(of,...,o). If the decoding fails or

n
(wf, ..., wy ) is not ¢§' /4-close to (of,...,ox ), then set R:=Ll.

2. (codeword-check on right) For all £ € Repeck, check that off = wR. If

the check fails, set R:=1.

3. (output) Output R.
e Output g = (gz, gr)-

Whenever Rec is run above, we assume that enough positions are set by S
such that there is only a single consistent codeword. If this is not the case, then

additional positions are added to S from I-, IR, respectively.
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Remark 4.5.2. Note that g = (g1, gr) drawn from the distribution Gy is a split-
state function with probability 1. This is true since if the event Goody does not hold,
then g is set to the constant function O (which is in split-state). If the event Good
does hold, then as can be seen by inspection above, gy, takes only L as input, gr takes

only R as input.

By the definition of a non-malleable reduction (Definition 4.2.2), in order to
complete the proof of Theorem 4.3.1, we must show that (E, D) have the following

properties:
1. For all z € {0,1}?*, we have D(E(z)) = x with probability 1.

2. For all f € Local™,

AD(f(E(2))); Gy(x)) < negl(k),

where G is the distribution defined above.

Item (1) above is trivial and can be immediately verified.

In the following, we prove Item (2) above by considering the following sequence
of hybrid arguments for each function f € Local® (for the intermediate hybrids, we
highlight the step in which they are different from the desired end distributions).

Our reduction will move in three phases to essentially disconnect influence
between the 3 blocks of our encoding (that is dependent on the underlying message,
x.

Firstly, we will argue that with high probability, the pseudorandomness of the
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PRG is sufficient to obtain that the event Good; holds even when p is chosen via
the PRG (instead of being truly random). This will give us bounds on the “bad”
bits in the output of the encoding of the left input, L.

Next, we will use two hybrids to show that we can safely sample bits in Sg_,
SroL, Stoses Scheck, and Sy, uniformly at random. Given our first claim, the sizes of
all of these sets together will be below the secrecy threshold of the respective Recon-
structible Probablitistic Encodings. As such, the distribution over the randomness
of the encoding procedure will be identical, for any message. Notice that at this
stage we can simulate the entire left hand side, as well as codeword check on the
right. All that we need to handle is influence from 5% on the rest of &R.

So for our final hybrid, we will use a technique from [44] to show that we can
decode from a “clean” portion of &R, J*. This is possible because, by Claim 4.5.2
(and previous hybrids), the only non-uniformly-random bits in % have bounded

input locality. Thus, these bits on the left can only effect a constant fraction of bits

on the right.

To begin, we prove the following claim to bound the set of “bad” bits on the

left side.

Claim 4.5.2. In any given tampering experiment, with tampering function f €€
Local®, the event Goody holds with all but negligible probability, even when p gen-

erated according to Figure 4.J.

Proof. Suppose not, then there exists some f that violates the above constraints, or
any f will because the PRG will not select enough ones. Notice that f determines
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Sin(do/6). (Sios¢, Scheck are determined by f and the randomness of E.)

Recall by choice of parameters when p is chosen at random, there can be at
most d,ng+0n+d,r < 7 /3 number of positions in X" in Seheck U Sin(do/0)USL ¢
Since p = 3ny/27, we expect ¢ - ny/2 number of positions i in X' where (1)
Xt € SeheekUSin(d,/0)USL ¢ (is “bad”) and (2) p; = 1. Therefore, by multiplicative
Chernoff bounds, the probability that more than ¢;* - n;, number of positions 7 in
X"t are such that (1) X} is “bad” and (2) p; = 1 is negligible.

We now argue that these events must also occur with negligible probability
when p is pseudorandom. Assume the contrary, then the following is a distinguisher
T that can distinguish truly random strings y from strings p := G({) with non-
negligible probability.

T is a circuit that has a string w € {0,1}” hardwired into it. w corresponds
to the characteristic vector of Siy(dy/d) U Si¢ U Scheck-

On input y = y1,...,y, (where either y := prg(¢) or y is chosen uniformly at

random), T'(y) does the following:
1. Set count; = 0, county, = 0.
2. Fori=1toT:
(a) Run ¢(y;) to obtain p;.
(b) If p; = 1, set county := county + 1
(c) If p; =1 and w; = 1, set county := count; + 1.

SecC

3. If county > € - ny,/3 or county < ny, output 0. Otherwise, output 1.
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T can clearly be implemented by a read-once, Finite State Machine (FSM)
with 20008*(™) pumber of states. However, note that by Theorem 3.4.1, prg is a
pseudorandom generator for space logg(k:) with parameter 27%. Thus, existence of

distinguisher T" as above, leads to contradiction to the security of the Nisan PRG. [

Hybrid Hy. This is the original distribution D(f(E(z)))

Hybrid Hy;. H; corresponds to the distribution D(f(E'(x))), where E’ is defined as
follows:

E'(z := (L,R)):

1. Given f, find SR—>C7 SR_>|_, 8L—>C’ Scheck; and Sin(do/é).

2. Compute s- = (s, . .. ,SL‘LL)  Rec(Scheck U SL—y¢ U Sin(d,/0),EL(L), L)

and 5R = (SlR, cey 853) — Rec(SR_,L, ER(R>, R)

3. Choose (¢ < {0,1}" uniformly at random. Compute p := G(().
4. Otherwise, for j € [nr], let pos; denote the j-th position i such that p; = 1.

5. Let Xt € {0,1}" be defined in the following way: For j € [ng], Xt = st

pos; J

In all other locations, X} is set uniformly at random.

6. Output the encoding (¢, X*, 57).

Note that the only difference between E and E’ is that we are reconstructing
codewords before outputting. As the original codewords are already complete, the

output is identical.
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Claim 4.5.3.

HO = Hl.

The claim follows trivially from the definition of the reconstruction procedure.

Hybrid H, Hs corresponds to the distribution D(f(E®(z))), where E® is defined
as follows:

E@(x := (L,R)):

1. Given f, find SR%Q SRHLa SL*)C) Scheck; and Sin(do/d).

2. Choose I* € {0, 1}, IR € {0,1}"# uniformly at random.

3. Compute §- = (sf,...,s5, ) < Rec(Scheck U Stos¢ U Sin(do/0), I, L)

and SR = (s§,..., sR ) < Rec(Sg, N, R).

4. Choose ¢ « {0,1}" uniformly at random. Compute p := G(().
5. For j € [ny], let pos; denote the j-th position 7 such that p; = 1.

6. Let X" € {0,1}" be defined in the following way: For j € [nz], XLt = st

pos; J

In all other locations, X} is set uniformly at random.

7. Output the encoding (¢, X", 5%).

Claim 4.5.4.

Hl = HQ.

By Claim 4.5.2, the sets reconstructed from are below the security thresholds
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of the respective RPE schemes. Thus by definition, the distribution of E®(z) is

identical to that of E(z).

Hybrid Hs. Hj corresponds to the distribution D’(f(E®)(x))), where D’ is defined
as follows:
D(7 = (¢, X, 5%)

1. (Recover p) Let y := prg(¢), where y = ¥1,...,y,. For i € [r]|, compute

pi := ¢(y;). Let num denote the number of ones in p := p1, ..., pr.
2. (Recover ) For j € [num], let pos; denote the j-th position i such that p; = 1.

3. Let - € {0,1}" be defined in the following way: For j € [min(num,nz)],

L. yL
o= Xposj.
4. (plain decoding on left) Compute ((wt,...,wt ), L) < Dg(ot, ..., ot ).

If the decoding fails, set L :=_.

5. (decoding-check on right) Lett := [ng(1—c5'/4)] Define &% := o/R, ... oR

»Yng
as follows: Set of := of for £ = 1,...,t. Set of := 0 for £ = ¢ +
1,...,ng. Compute ((wf,...,wfk ),R) <= Dr(of,... o). If the decoding
fails or (wf, ... wX ) is not ¢ /4-close to (of,...,0f ), set R:=L.

6. (codeword-check on right) Pick a random subset Reeck C [ng] of size
Neheck < €€ - np. For all £ € Repeck, check that of = wR. If the check

fails, set R :=_.
7. (output) Output z := (L, R).
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8. (decoding-check on right) Define &% := o', ... Lo as follows: Set ot :=
of for £ € J* and of := 0 for £ ¢ J*, where J* C [ng] is the lexicograph-
ically first set such that |J*| = ¢ and |S{"g N Sw(d,/6)| = 0. Compute

((wf,...,wy ),R) <= Dg(of,...,oR). If the decoding fails or (wf,... wX )

is not ¢y’ /4-close to (oF, ..., 0F,), set R:=1.

9. (codeword-check on right) For all £ € Repeck, check that of = wf. If the

check fails, set R:=1.
10. (output) Output z := (L,R).

Note that the only difference between D and D’ is that in decoding-check on

right, &% is decoded from .J*, instead of the first ncpec positions.

Claim 4.5.5.

Hy, %~ Hs.

We want to show that for every & = (G-, %) « f(E(x)), D(&) = D'(&) with
high probability, over the coins of D, D’. The proof is identical to the proof of Claim

4.3.1.

Hybrid Hy. Hybrid H, is simply the distribution G¢(z), defined previously.

Claim 4.5.6.

H3 = H4.

This claim follows by inspection.
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Chapter 5: Non-Malleable Codes from Average-Case Hardness:
ACY, Decision Trees, and Streaming Space-Bounded Tam-

pering

5.1 Introduction

In this chapter, we present general frameworks for constructing non-malleable
codes for encoding one and multi-bits against various tampering classes F for which
average case hardness results are known. Our frameworks (one for single-bit and
one for multi-bit) include both a generic construction, which requires that certain
underlying primitives are instantiated in a suitable way, as well as a proof “tem-
plate.” Our frameworks are inspired by the well-known double-encryption paradigm
for constructing CCA2-secure public key encryption schemes [99,102,111]. And al-
though we rely on techniques that are typically used in the cryptographic setting, we
instantiate our framework for particular tampering classes F in both the computa-
tional setting and in the information theoretic one. For the computational setting,
our results rely on computational assumptions, and require a common-reference
string (CRS), which the adversary can see before selecting the tampering function

(as typical in other NMC works using CRS or random oracles). For the information
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theoretic setting, our results do not require CRS nor any computational assumption
(as the primitives in our framework can be instantiated information theoretically).
Our general theorem statements provide sufficient conditions for achieving NMC
against a class F. Somewhat informally, the main such condition, especially for the
one-bit framework, is that there are sufficiently strong average-case hardness results
known for the class F. In particular, we obtain the following results, where
all the constructions are efficient and, for the multi-bit NMC, the achieved rate is

1/ poly(m) where m is the length of the message being encoded.

e Constructions for AC’ tampering: We obtain computational NMC in
the CRS model against AC’ tampering. Our constructions require public
key encryption schemes with decryption in AC®, which can be constructed
e.g. from exponential hardness of learning parity with noise [26], as well as
non-interactive zero knowledge (NIZK), which can be constructed in the CRS

model from enhanced trapdoor permutations.

Previous results by Chattopadhyay and Li [36] achieve NMC for AC? with
information theoretic security (with no CRS), but are inefficient, with super-

polynomial rate.

e Constructions for bounded-depth decision trees: We obtain computa-
tional NMC in the CRS model against tampering with bounded-depth decision
trees. Our construction requires the same computational assumptions as the
AC? construction above. The depth of the decision tree we can handle is m¢,

where m is the number of bits being encoded, and € is any constant.
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No results for this class were previously known.

Constructions for streaming, space-bounded tampering: We obtain
unconditional non-malleable codes against streaming, space-bounded tamper-
ing, where the tampering function is represented by a read-once, bounded-
width branching program. Our construction does not require CRS or compu-

tational assumptions.

No NMC results for this standard complexity theoretic class were previously
known. However, this tampering class can be viewed as a subset (or the
intersection) of the space bounded class considered by Faust et al. [70] (who
don’t limit the adversary to be streaming), and the block-wise tampering class
considered by Chandran et al. [31] (who don’t bound the adversary’s space,
but don’t give security in the event that decoding fails). In both cases there
cannot be NMC with the standard notion of security, and so those previous
works must relax the security requirement (and [70] also relies on a random
oracle). In contrast, we achieve standard (in fact, even stronger) notion of
NMC, without random oracle (nor CRS, nor any computational assumption)

for our class.

Additional Constructions: We also briefly note two additional applications
of our paradigm as proof of concept. Both complexity classes can be repre-
sented circuits of size O(n°) for some fixed ¢, a class which [73] provide non-
malleable codes for in the CRS model, without computational assumptions.

We include these results here, merely to show the applicability of our frame-
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work to general correlation bounds; for example strong correlation bounds
against ACC%[p] or TC? are likely immediately lead to non-malleable codes

against the same classes using our framework.

1. Under the same assumptions invoked in the constructions against AC°
and bounded-depth decision trees we obtain computational NMC in the
CRS model against tampering with small threshold circuits: threshold

circuits with depth d and n'*¢ wires.

2. Assuming any public key encryption scheme and zk-SNARKS, we obtain
computational NMC in the CRS model against tampering by Turing
Machines running in time O(n*), where k is a constant. However, we
should note that these codes have weak tampering guarantees: tampering
experiments with respect to different messages are only polynomially close

to one another.

5.1.1 Technical Overview

We begin by describing our computational NMC construction (in the CRS
model) for one-bit messages secure against tampering in AC°, which will give the
starting point intuition for our results. We then show how the AC® construction can
be modified to derive a general template for constructing NMC for one-bit messages
secure against a wider range of tampering classes F, and discuss various classes
Ffor which the template can be instantiated. We then discuss how the template

can be extended to achieve NMC for multi-bit messages secure against a wide range
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of tampering classes F. Finally, we discuss some particular instantiations of our
multi-bit template, including our constructions of computational NMC (in the CRS
model) against tampering in AC® and against bounded-depth decision trees, as well
as our unconditional NMC (with no CRS) against streaming tampering adversaries

with bounded memory.

The starting point: Computational NMC against AC° for one-bit messages. The
idea is to use a very similar paradigm to the Naor and Yung paradigm for CCA1
encryption [102] (later extended to achieve CCA2 [99,111]), using double encryp-
tion with simulation-sound NIZK. The main observation is that using the tableaua
method, we can convert any NIZK proof system with polynomial verification into a
NIZK proof system with a verifier in AC.

We also need a PKE scheme with perfect correctness and decryption in ACY(this
can be constructed using the transformation of Dwork et al. [63] on top of the scheme
of Bogdanov and Lee [26]).

We now sketch (a slightly simplified version of) the NM encoding scheme:

The CRS will contain a public key PK for an encryption scheme
& = (Gen, Encrypt, Decrypt) as above, and a CRS for a NIZK. For b € {0, 1}, Let D,
denote the distribution over xy,...,z, € {0,1}" such that xy,...,z, are uniform
random, conditioned on the parity of the bits being equal to b.

To encode a bit b:

1. Randomly choose bits x4, ..., x, from D,

2. Compute ¢; < Encrypt,, (x1),...,c, < Encrypt,,(z,) and ¢ < Encrypt,,(b).
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3. Compute n NIZK proofs 7,...,m, that ci,..., ¢, are encryptions of bits

T1yeooyTp.

4. Compute a NIZK proof 7 that there exists a bit b such that the plaintexts

underlying ¢, ..., ¢, are in the support of Dy, and V' is the plaintext underlying

5. Compute tableaus T7,...,7T,, of the computation of the NIZK verifier on

Ty Mpe
6. Compute a tableau 1" of the computation of the NIZK verifier on proof 7.
7. Output (c1,..., ¢, ¢, T, (21, Th), ..., (2, T3)).

To decode (¢, ...,cp, e, T, (21, T1), ..., (n, Th)):
1. Check the tableaus T3,...,T,,T.
2. If they all accept, output the parity of x1,...,z,.

In the proof we will switch from an honest encoding of b to a simulated encod-
ing and from an honest decoding algorithm to a simulated decoding algorithm. At
each point we will show that the decodings of tampered encodings stay the same.
Moreover, if, in the final hybrid, decodings of tampered encodings depend on b, we
will use this fact to build a circuit in AC?, whose output is correlated with the parity
of its input, reaching a contradiction. In more detail, in the first hybrid we switch
to simulated proofs. Then we switch cy,...,c,,c, in the "challenge” encoding to

encryptions of garbage ¢}, ..., c,, ¢, and next we switch to an alternative decoding

N
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algorithm 4n AC® , which requires the trapdoor SK (corresponding to the public key
PK which is contained in the CRS).
Alternative Decoding Algorithm:

To decode (¢, ... ,cp, ¢, T, (21, T1), ..., (xn, Th)):
1. check the tableaus Ti,...,T,,T
2. If it accepts, output the decryption of ¢ using trapdoor SK.

In the final hybrid, the simulator will not know the parity of xq,...,x, in
the challenge encoding and will have received precomputed T, T}, ..., T, TY T as
non-uniform advice, where 71" is a simulated proof of the statement “the plaintexts
underlying ¢/, ..., ¢, and the plaintext underlying ¢ have the same parity” and for
i€ [n],B €{0,1}, T’ is a simulated proof of the statement “c¢, is an encryption of
the bit 5”.

We will argue by contradiction that if the decoding of the tampered encoding
is correlated with the parity of z1,...,x, then we can create a circuit whose out-

put is correlated with the parity of its input in AC® . Specifically, the AC® circuit

will have the crs, SK, precomputed ¢}, ..., c,,c, T, T, T}, ..., T, T} and adversarial
tampering function f hardwired in it. It will take xy,...,x, as input. It will com-
pute the simulated encoding in ACY by selecting the correct tableaus: 77, ..., T*"

according to the corresponding input bit. It will then apply the adversarial tamper-
ing function (in AC" ), perform the simulated decoding (in AC" ) and output a guess
for the parity of x4, ..x,, based on the result of the decoding. Clearly, if the decoding
in the final hybrid is correlated with parity, then we have constructed a distribution

113



over AC® circuits such that w.h.p. over choice of circuit from the distribution, the
output of the circuit is correlated with the parity of its input. This contradicts

known results on the hardness of computing parity in AC® .

A general template for one-bit NMC. The above argument can be used to de-
rive a template for the construction/security proof of NMC against more general
classes F. The idea is to derive a high-level sequence of hybrid distributions and
corresponding minimal requirements for proving the indistinguishability of consec-
utive hybrids. We can now instantiate the tampering class F, “hard distributions”
(Do, Dy), encryption scheme and NIZK proof in any way that satisfies these minimal
requirements. Note that each hybrid distribution is a distribution over the output
of the tampering experiment. Therefore, public key encryption and NIZK against
arbitrary PPT adversaries may be too strong of a requirement. Indeed, it is by
analyzing the exact security requirements needed to go from one hybrid to the other
that (looking ahead) we are able to remove the CRS and all computational assump-
tions from our construction of NMC against streaming adversaries with bounded
memory. In addition, we can also use our template to obtain constructions (in the

CRS model and under computational assumptions) against other tampering classes

F.

Extending the template to multi-bit NMC. The construction for AC® given above
and the general template do not immediately extend to multi-bit messages. In

particular, encoding m bits by applying the parity-based construction bit-by-bit
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fails, even if we use the final proof T to “wrap together” the encodings of multiple
individual bits. The problem is that the proof strategy is to entirely decode the
tampered codeword and decide, based on the results, whether to output 0 or 1 as
the guess for the parity of some x1,...,x,. But if we encode many bits, by, ..., b,
then the adversary could maul in such a way that the tampered codeword decodes
to b},...,b, where each of b is individually independent of the parity of the cor-
responding x%, ..., ', but taken as a whole, the entire output may be correlated.
As a simple example, the attacker might maul the codeword so that it decodes to
by, ..., b, that are uniform subject to satisfying b} ®- - - @b, = by &---®b,. Clearly,
there is a correlation here between the input and output, but we cannot detect this
correlation in AC?, since detecting the correlation itself seems to require computing
parity!

In the case of parity (and the class AC? ), the above issue can be solved by
setting m sufficiently small (but still polynomial) compared to n. We discuss more
details about the special case of parity below. However, we would first like to explain
how the general template must be modified for the multi-bit case, given the above
counterexample. Specifically, note that the difficulty above comes into play only
in the final hybrid. Thus, we only need to modify the final hybrid slightly and
require that for any Boolean function F' over m variables, it must be the case that
the composition of F' with the simulated decoding algorithm is in a computational
class that still cannot distinguish between draws z1, ..., x,, from Dy or D;. While the
above seems like a strong requirement, we show that by setting m much smaller than

n, we can still obtain meaningful results for classes such as AC® and bounded-depth
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decision trees.

Multi-bit NMC against AC. If we want to encode m bits, for each of the underlying
encodings i € [m], we will use n :~ m? bits: ¥ = z!,... 2! To see why this works,
we set up a Hybrid argument, where in each step we will fix all the underlying
encodings except for a single one: ¥ = 1, ..., x,, which we will switch from having
parity 0 to having parity 1. Therefore, we can view C—the function computing the

output of the tampering experiment in this hybrid—to be a function of variables

= 11,...,%, only (everything else is constant and “hardwired”). For ¢ € [m], let

81

C; denote the i-th output bit of C. We use PAR(Z) to denote the parity of Z.

Now, for any Boolean function F' over m variables, consider F'(Cy (%), Co(Z), . . .,
Cin (7)), where we are simply taking an arbitrary Boolean function F' of the decod-
ings of the individual bits. Our goal is to show that F'(Ci(Z), Co(Z),...,Cn(Z)) is
not correlated with parity of Z. Consider the Fourier representation of F'(yy, ..., Ym)-
This is a linear combination of parities of the input variables yy,...,y,,, denoted
Xs (Y1, -+, Ym), for all subsets S € {0,1}™. (See here [56]).

On the other hand, F(C)(Z),Ca(Z),...,Cn(Z)) is a Boolean function over
n ~ m? variables (i.e. a linear combination over parities of the input variables
T1,..., Ty, denoted xg (21, ..., x,), for all subsets S” € {0,1}™). A representation of
F(Cy(Z), Cy(Z), . .., Chn(F)) can be obtained by taking each term F(S)xs(y1, -, Ym)
in the Fourier representation of F' and composing with C1, ..., C,, to obtain the term

F(S)xs(C1(Z),Co(Z),...,Chn(¥)). Since, by well-known properties of the Fourier

transform, \F (S)| <1, we can get an upper bound on the correlation of
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F(C(Z), Cy(D), ..., Cp(Z)) and PAR(Z), by summing the correlations of each func-
tion xs(C1(Z), Co(Z), .. .,

Cy (7)) and PAR(Z). Recall that the correlation of a Boolean function g with PAR(Z)
is by definition, exactly the Fourier coefficient of g corresponding to parity function
X[n)- Thus, to prove that the correlation of xs(C1(Z), C2(Z), . . ., Cin(Z)) and PAR(Z)
is low, we use the fact that ys(C(Z), Co(Z), ..., Cy(Z)) can be computed by a (rel-
atively) low depth circuit. To see this, note that each C; is in AC? and so has low
depth, moreover, since S has size at most m, we only need to compute parity over
m variables, which can be done in relatively low depth when m < n. We now
combine the above with Fourier concentration bounds for low-depth circuits [117].
Ultimately, we prove that for each S, the correlation of xs(C1(Z), C2(Z),. .., Cn(Z))
and PAR(Z), is less than 1/2™(1+%) where § is a constant between 0 and 1. This
means that we can afford to sum over all 2™ terms in the Fourier representation of

F and still obtain negligible correlation.

Multi-bit NMC against bounded-depth decision trees. Our result above extends to
bounded-depth decision trees by noting that (1) If we apply a random restriction
(with appropriate parameters) to input z, ..., x, then, w.h.p. the ACY circuit used
to compute the output of the tampering experiment collapses to a bounded-depth
decision tree of depth m® — 1; (2) on the other hand, again choosing parameters
of the random restriction appropriately, PAR(z1, ..., x,) collapses to parity over at
least m!*¢ variables; (3) any Boolean function over m variables can be computed by

a decision tree of depth m; (4) the composition of a depth-m® — 1 decision tree and
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depth-m decision tree yields a decision tree of depth at most (m® — 1)(m) < m!'*e.

Finally, we obtain our result by noting that decision trees of depth less than m!**

+

are uncorrelated with parity over m!*¢ variables.

Unconditional NMC (with no CRS) against bounded, streaming tampering. Re-
cently, Raz [110] proved that learning parity is hard for bounded, streaming adver-
saries. In particular, this gives rise to hard distributions Dy, b € {0, 1} such that
no bounded, streaming adversary can distinguish between the two. D, corresponds
to choosing a random parity xg, outputting random examples (7, xs(Z)) and then
outputting Z* such that x¢(Z*) is equal to b. The above also yields an uncondi-
tional, “parity-based” encryption scheme against bounded, streaming adversaries.
Note, however, that in order to decrypt (without knowledge of the secret key), we
require space beyond the allowed bound of the adversary. Given the above, we
use Dy, b € {0,1} as the hard distributions in our construction and use the parity-
based encryption scheme as the “public key encryption scheme” in our construction.
Thus, we get rid of the public key in the CRS (and the computational assumptions
associated with the public key encryption scheme).

To see why this works, note that in the hybrid where we require semantic secu-
rity of the encryption scheme, the decryption algorithm is not needed for decoding
(at this point the honest decoding algorithm is still used). So essentially we can
set the parameters for the encryption scheme such that the output of the Tamper-
ing experiment in that hybrid (which outputs the decoded value based on whether

x1, .., Tp 18 in the support of Dy or D) can be computed in a complexity class that is
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too weak to run the decryption algorithm. On the other hand, we must also consider
the later hybrid where we show that the output of the Tampering experiment can be
computed in a complexity class that is too weak to distinguish Dqy from D;. In this
hybrid, we do use the alternate decoding procedure. But now it seems that we need
decryption to be contained in a complexity class that is too weak to decide whether
x1,...,T, is in the support of Dy or D;, while previously we required exactly the
opposite! The key insight is that since we are in the streaming model and since (1)
the simulated ciphertexts (¢}, ..., c,, ) in this hybrid contain no information about
x1,...,2, and (2) the simulated ciphertexts precede xi,...,z,, the output of the
tampering function in blocks containing ciphertexts does not depend on x1,...,x,
at all. So the decryption of the tampered ciphertexts can be given as non-uniform
advice, instead of being computed on the fly, and we avoid contradiction.

In order to get rid of the CRS and computational assumption for the NIZK, we
carefully leverage some additional properties of the NMC setting and the streaming
model. First, we consider cut-and-choose based NIZK’s (based on MPC-in-the-
head), where the Verifier is randomized and randomly checks certain locations or
“slots” in the proof to ensure soundness. Specifically, given a Circuit-SAT circuit
C and witness w, the prover will secret share w : = w; @ --- & w,; and run an MPC
protocol among ¢ parties (for constant ¢), where Party ¢ has input w; and the parties
are computing the output of C'(w; @ - - - @ wy). The prover will then “encrypt” each
view of each party in the MPC protocol, using the parity-based encryption scheme
described above and output this as the proof. This is then repeated A times (where

A is security parameter). The Verifier will then randomly select two parties from
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each of the X\ sets, decrypt the views and check that the views correspond to the
output of 1 and are consistent internally and with each other.

We next note that in our setting, the NIZK simulator can actually know the
randomness used by the Verifier. This is because the simulated codeword and the de-
coding are done by the same party in the NMC security experiment. Therefore, the
level of “zero-knowledge” needed from the simulation of the NIZK is in-between hon-
est verifier and malicious. This is because the adversary can still use the tampering
function to “leak” information from the unchecked slots of the proof to the checked
slots, while a completely honest verifier would learn absolutely nothing about the
unchecked slots. In order to switch from a real proof to a simulated proof, we fill in
unchecked slots one-by-one with parity-based encryptions of garbage. We must rely
on the fact that a bounded, streaming adversary cannot distinguish real encryp-
tions from garbage encryptions in order to argue security. Specifically, since we are
in the bounded streaming model, we can argue that the adversary can only “leak”
a small amount of information from the unchecked slots to the checked slots. This
means that the entire output of the experiment can be simulated by a bounded,
streaming adversary, which in turn means that the output of the experiment must
be indistinguishable when real, unchecked encodings are replaced with encodings
of garbage. Arguing simulation soundness, requires a similar argument, but more
slots are added to the proof and slots in an honest proof are only filled if the corre-
sponding position in the bit-string corresponding to the statement to be proven is
set to 1. We encode the statement in such a way that if the statement changes, the

adversary must switch an unfilled slot to a filled slot. Intuitively, since the bounded
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streaming attacker can only carry over a small amount of information from previous

slots, this will be as difficult as constructing a new proof from scratch.

5.2  Definitions

In this section we will provide some more definitions and background required

for our constructions and results presented in chapter 5.

5.2.1 Incompressible Functions

Definition 5.2.1. A function v : {0,1}" — {0,1} is e-incompressible by function
f 40,1} — {0,1} if for every function h : {0,1}* — {0,1}, for uniform random

x € {0,1}", Pr[h(f(x)) =¢(z)] < 5 +e.

N =

We say, ¢ is (¢,e)-incompressible by class F, if for every f : {0,1}" —

{0,1}* € F, ¢ is e-incompressible by f.
Following theorem was proved by [62]

Theorem 5.2.1 (Parity is incompressible [62]). Let 0 < § < 1 be a constant. Parity

122 1-8
is (n9, 27 ) _incompressible by circuits of depth d > 2 of size 20 T )

5.2.2 Proof Systems for Circuit SAT

We now consider proof of knowledge systems for Circuit SAT, where the prover

and/or verifier have limited computational resources.

Definition 5.2.2 (Proof of Knowledge Systems for Circuit SAT with
Computationally Bounded Prover/Verifier). For a circuit C, let L(C) denote the
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set of strings x such that there ezists a witness w such that C(x,w) = 1. For a
class C, let L(C) denote the set {L(C) | C € C}. 11 = (P,V) is a Circuit SAT proof
system for the class L(C) with prover complexity D and verifier complexity € if the

following are true:

For all C € C and all valid inputs (x,w) such that C(z,w) =1, P(C,-,-) can

be computed in complexity class D.

For allC € C, V(C,-,-) can be computed in complexity class E.

Completeness: For all C € C and all (z,w) such that C(z,w) = 1, we have

V(C,z,P(C,z,w)) =1

Eztractability: For all (C,x,7), if Pr,.[V(C, z,7;r) = 1] is non-negligible, then

giwen (C,z, ) it is possible to efficiently extract w such that C(z,w) = 1.

We construct Circuit SAT proof systems for the class £(P/poly) with verifier
complexity AC® in this section. We also construct Circuit SAT proof systems for

the class. L£(P/poly) with streaming verifier

5.2.2.1 Circuit SAT proof system for the class £(C) with prover com-
plexity D and verifier complexity AC" .

e P(C,x,w) the prover simply outputs a tableau T" of the computation C'(x, w) =

1.

e V(C,z,T) the verifier computes an AND of all the local checks.
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Completeness clearly holds. To show extractability, note that the inputs to
the tableau T" correspond to x,w. Thus if tableau T" accepts then the extractor can
simply output those inputs corresponding to w.

Given the above, we have the following theorem:

Theorem 5.2.2. Assuming the existence of same-string, weak one-time simulation
sound NIZK with deterministic verifier, there exists same-string, weak one-time

simulation sound NIZK with verifier in AC° .

5.2.2.2 Circuit SAT proof system for the class £(C) with prover com-
plexity D and streaming verifier.
e P(C,z,w) the prover computes a tableau T' of the computation C(z,w) = 1.
Let d denote the depth of the tableau T'. For each level i € [d], the i-th level,
T;, consisting of ¢ gates is the following ordered tuple:

(Ginl® in}", out])]jer,

7

where G denotes the j-th gate at that level, (in)*, mgb) denote the j-th pair
of input wires at that level and outg denotes the j-th output wire at that level.
For simplicity of notation, we assume that the input wires to the first level,

T consist only of x, and that wires corresponding to the input w will occur

as outputs of level T7. The P outputs (71, ..., Ty).
o V(C,z,Ty,...,T,) the verifier chooses k at random and computes hy = hy(z),
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where h is a universal hash function. For each level i € [d], the verifier then

does the following:

— Parse T; = [(GZ,in}*, in", out])) e

— For j € [{], (1) Check consistency of the gate’s computation, (2) Add
(in)®, in?*) to the streaming computation of the hash hy([(in*, in?")] ),

AR}

(3) Add out! to the streaming computation of the hash hy([out!] ).

— Check that hg([(in?*,in?")];ee) = hi1.

— Set h; := hy([out!]jc0).

— If any of the above checks fail, abort and output 0.

If all checks succeed, the verifier outputs 1.

Completeness clearly holds. To show extractability, note that the only way
the inputs/outputs of level 77 do not correspond to x, w such that C(z,w) = 1 and
yet all checks pass is if the proof ouputted by the prover consists of consecutive lev-
els T}, Tiyr such that he([(inffy, inf{))]jee) = ha([out]]jear) but [(inly),inly))]jee #
[out{ ]je2e. The probability over choice of k that this occurs for a single pair of con-
secutive levels is 1/2%¢, since h is universal. So the probability it occurs for any pair

of consecutive levels is at most d/2%, which is negligible.

Theorem 5.2.3 ( [110]). For any ¢ < 55, there exists o > 0, such that the the
following holds: Let x < {0,1}"*. Let m < 2°". Let A be an algorithm that is

given as input a stream of samples, (ay,b1), ..., (am,bm), where each a; is uniformly
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distributed over {0,1}" and for every t, by = a; - x. Assume A uses at most cn?

memory bits and outputs a string T € {0,1}". Then, Pr[z = z] < O(27°").

Lemma 5.2.1 (Inner Product is a strong extractor [108]). Let X,Y be random

variables over {0,1}" such that Ho(X) > kx and Hoo(Y) > ky. Let u < kx

A((X, V)| X : U) < 2(207Fx 4 ontl-u=hv)/2)

where d(XY) : 32 Pr[Y = y]A(X|Y = y; U) for U the uniform distribution (inde-

pendent of X ).

5.2.3 Computational Model for Streaming Adversaries

In this section we discuss the computational model used for analysis of the
streaming adversaries. This model is similar to the one used in [110].
We first discuss streaming adversaries in general, and then discuss the specific

case of streaming adversaries for learning parity and streaming tampering functions..

General Streaming Adversaries. The input is represented as a stream Sy, ..., .Sy,
where for i € [{], each S; € {0,1}7, where B is the block length. We model the
adversary by a branching program. A branching program of length ¢ and width
w, is a directed acyclic graph with the vertices arranged in ¢ + 1 layers such that
no layer contains more than w vertices. Intuitively, each layer represents a time
step of computation whereas, each vertex in the graph corresponds to the potential

memory state learned by the adversary. The first layer (layer 0) contains a single
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vertex, called the start verter, which represents the input. A vertex is called leaf
if it has out-degree 0, and represents the output (the learned value of x) of the
program. Every non-leaf vertex in the program has exactly 2" outgoing edges,
labeled by elements S € {0,1}7, with exactly one edge labeled by each such S, and
all the edges from layer j — 1 going to vertices in layer j. Intuitively, these edges
represent the computation on reading .S; as streaming input. The stream S, ..., Sy,
therefore, define a computation-path in the branching program.

We discuss the streaming branching program adversaries, and streaming ad-

versaries for learning parity next.

Definition 5.2.3 (Streaming Branching Program Adversaries). A branching pro-
gram of length m and width w s a directed acyclic graph with vertices arranged in
m + 1 layers containing at most w vertices each. In the first layer, that we call
layer 0, there is only one vertex, called the start vertex. A wvertex of out-degree 0
is called a leaf. All the vertices in the layer m are leaves. FEvery non-leaf vertez in
the program has ezactly 21 outgoing edges, labeled by elements S € {0,1}2, with
exactly one edge labeled by each such S, and all the edges from layer j — 1 going to
vertices in layer 7.

Computation Path: The stream Sy, ..., S, € {0,1}2 that are given as input,
define a computation-path in the branching program, by starting form the start vertex

and following at step i the edge labeled by S;, until reaching a leaf.

Streaming Adversaries for Learning Parity. Recall, that in the Parity Learning set-

ting, the adversary aims to learn a uniform random string = € {0, 1}", from a stream
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of samples, (a1, b1), (az,b2), ..., (@m, by), where each a; is uniformly distributed over

{0,1}" and for every ¢, b; = a; - x.

Definition 5.2.4 (Streaming Branching Program for Parity Learning). [110] A
branching program of length m and width w, for parity learning is a directed acyclic
graph with vertices arranged in m + 1 layers containing at most w vertices each. In
the first layer, that we call layer 0, there is only one vertex, called the start vertex.
A vertex of out-degree 0 is called a leaf. All the vertices in the layer m are leaves.
Every non-leaf vertex in the program has exactly 2"t' outgoing edges, labeled by
elements (a,b) € {0,1}" x {0,1}, with exactly one edge labeled by each such (a,b),
and all the edges from layer j — 1 going to vertices in layer j.

Computation Path: The samples (a1,by), (ag,b2), ..., (am,bm) € {0,1}" x
{0,1} that are given as input, define a computation-path in the branching program,
by starting form the start vertex and following at step i the edge labeled by (a;, b;),

until reaching a leaf.

Streaming Tampering Functions. The input is represented as a stream Sy, ..., .Sy,
where for i € [{], each S; € {0,1}7, where B is the block length. We model the
adversary by a branching program, which reads in a block of length B and writes
out a block of length B in each step. A branching program of length ¢ and width
w, is a directed acyclic graph with the vertices arranged in ¢ + 1 layers such that
no layer contains more than w vertices. Intuitively, each layer represents a time
step of computation whereas, each vertex in the graph corresponds to the potential

memory state learned by the adversary. The first layer (layer 0) contains a single
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vertex, called the start vertex, which represents the input. A vertex is called leaf if it
has out-degree 0, and represents the output (the learned value of ) of the program.
Every non-leaf vertex in the program has exactly 2""! outgoing edges, labeled by
pairs of elements S, Sout € {0, 1}7, with exactly one edge labeled by each such Si,,
and all the edges from layer j — 1 going to vertices in layer j. Intuitively, these edges
represent the computation on reading S; as streaming input, as well as the output
in that time step. The stream S, ...,95,, therefore, define a computation-path in

the branching program.

Definition 5.2.5 (Streaming Tampering Functions). A branching program of length
m and width w is a directed acyclic graph with vertices arranged in m + 1 layers
containing at most w vertices each. In the first layer, that we call layer 0, there
1s only one vertex, called the start vertex. A wertex of out-degree 0 is called a leaf.
All the vertices in the layer m are leaves. Every non-leaf vertex in the program has
ezactly 2" outgoing edges, labeled by pairs of elements S, Sour € {0,1}5, with
exactly one edge labeled by each such Si,, and all the edges from layer 7 — 1 going to
vertices in layer j.

Computation Path: The stream Sy, ..., S € {0,1}8 that are given as input,
define a computation-path in the branching program, by starting form the start vertex

and following at step i the edge labeled by S;, until reaching a leaf.

In this work we consider the Polynomial-time uniform family of branching
programs which can be informally defined as follows:

A family of branching programs of size s (number of nodes in the branching
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program), denoted by BP = {BP, : s € N} is Polynomial-time uniform if there

exists a deterministic Turing machine M, such that

e M runs in polynomial time (i.e. poly(s)), and

e For all s € N, M outputs the description (nodes and corresponding labels) of

BP, on input 1°

5.3 Generic Construction for One-Bit Messages

In this section we present the generic construction for encoding a single bit

messages.
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Let & = (Gen, Encrypt, Decrypt) be a public key encryption scheme with perfect correctness
(see Definition 3.4.3). Let IIN' = (CRSGenM!, PN! VN SimN!) be a non-interactive simulat-
able proof system with soundness against adversaries A € G (see Definition 3.5.4). Note
that in the CRS model, we implicitly assume that all algorithms take the CRS as input,
and for simplicity of notation, sometimes do not list the CRS as an explicit input.
CRSGen(1™):

1. Choose (PK,SK) < Gen(1").

2. Choose [(crsM! 7! Nicto,..ny < CRSGenN'(17). Let crgNl .= [crs;\”]ie{o’mn} and let

7 0 'sim

T im 1= [T licfo,..n) and output crs := (PK, Eg'\“).

sim

Languages. We define the following languages:

. Eiﬂ : For i € [n], B € {0,1}, s := (E,ac) € E? iff the i-th ciphertext ¢; := k; ® 3

(where @ = ¢1,...,¢,) and the i-th encryption k; (where k= ki,..., knt1) is an
encryption of k; under PK (where PK is hardwired into the language).

o L: s:=(k,éc) e Liff (x1,...,2,) is in the support of D}, where:

1. Fori € [n], ; :=¢; ® ki, and b := ¢ ® kp11

2. k is an encryption of ki,...,ky,+1 under PK (where PK is hardwired into the
language).
E(crs, b):

1. Sample Z < Dy, where ¥ = z1,...,Zy.

2. Choose an n+ 1-bit key k= k1,...,kn, k uniformly at random. For i € [n], compute
ki Encrypt(PK, k;) and compute ]Afn+1 < Encrypt(PK, k). Let k= 12:1, e lAan.

3. Compute ¢1 := k1 D x1,...,¢y := kypy ® xp. Let € := c1,...,¢,. Also, compute
c:=bdk.

4. For i € [n], compute a non-interactive, simulatable proof T; proving s := (k,,¢) €

L7 relative to crsN!.

5. Compute a non-interactive, simulatable proof T proving s := (E, ¢, c) € L relative

to crsON'.

6. Output CW := (E, ClyeoyCny & T, Thy oy, Thy).
D(crs, CW):
1. Parse CW := (E, ClyeoosCpyC Ty, Thy oy, Ty)

2. Check that VN' outputs 1 on all proofs T1, .., Ty, T, relative to the corresponding
CRS. If yes, output b such that x;...x, is in the support of Dj. If not, output 0.

Figure 5.1: NON-MALLEABLE CODE (CRSGen, E, D), SECURE AGAINST F TAMPERING.
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E1 (CI’S, ?sim; T, b):

Sample & < Dy, where & = x1,...,Tx.

Choose an n + 1-bit key k = ki, ..., kn, k uniformly at random. For i € [n],
compute k; Encrypt(PK, k;) and compute fepi1 Encrypt(PK, k). Let ko=
ki,... knt1.

Compute ¢ := k1 D x1,...,Cn := kn ®xpn. Let C:=cq,...,cn.

Compute ¢ := b D k.

For i € [n], use 7%, and r to simulate a non-interactive proof T proving

~

(E, ¢ c) € L7, relative to crs]!

P

0
Use 74,

relative to crs,

and 7 to simulate a non-interactive proof 1" proving (E, éc) €L,
NI
o

Output CW := (E, ClywosCny &, Ty, 1Y, o xp, T)).

Figure 5.2: Encoding algorithm with simulated proofs.

EQ(CI’S, ?sim; T, b):

1.

2.

3.

4.

Sample & < Dy, where & = x1,...,Tn.
Choose ¢, ..., c, uniformly at random. Let ¢/ :=¢},...,d,.
Choose ¢ uniformly at random.
Set k' = Ay e, . For i € [n], compute l;:; < Encrypt(PK, k}) and compute
k), .1 < Encrypt(pk, k').
:’/ I 71
Let k" :=Fky, ... ko1
F(3r i € [n], use 7% and r to simulate a non-interactive proof T} proving

-

(K',c,c) € LT, relative to crsN!

i -

Use Tgm and r to simulate a non-interactive proof 7" proving (k’,,c) € L,
relative to crs)'.

Output CW := (K. ¢}, ..., ¢, ¢, T 21, T}, ... xn, T),).

’n?

Figure 5.3: Encoding algorithm with simulated proofs and encryptions.
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Ext(crs, sk, CW):

1. Parse CW := (E, ClyeeosCnyCTxy, Ty oy, Ty,

2. Output Decrypt(sK, I%n+1 ).

Figure 5.4: EXTRACTING PROCEDURE Ext.

D’(crs, k, CW):

1. Parse CW := (E, ClyeoosCnyC Ty, Ty oy, Ty,

2. Check that VN!' outputs 1 on all proofs 11, .., T},, T, relative to the corresponding
CRS,

3. If not, output 0. Otherwise, output b :=k & c.

Figure 5.5: ALTERNATE DECODING PROCEDURE D', GIVEN ADDITIONAL EXTRACTED KEY
k AS INPUT.

g(crs, CW, CW* r):

1. Parse CW = (lg,é’,c, T,21,Th,..,2n, Tp), CW* = (E*,E*,c*,T*,:U“{,Tf‘,. kT,

Ynytn

2. If (1) VN outputs 1 on all proofs T, 17, ..,T), relative to the corresponding

Y Tno

CRS; and (2) (k, @, c) = (k*,&,c*), then output 1. Otherwise output 0.

Figure 5.6: THE PREDICATE g(crs, CW, CW* r).
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Let W(p, ¢, z,y,r, 2) be defined as a function that takes as input a predicate p,

and variables ¢, x,y,r, z. If p(c,z,y,7) = 1, then ¥ outputs 0. Otherwise, ¥ outputs

zZ.

Theorem 5.3.1. Let (E,D), E;, Ey, Ext, D" and g be as defined in Figures 5.1, 5.2,
5.8, 5.4, 5.5 and 5.6. Let F be a computational class. If, for every adversary A € G

outputting tampering functions f € F, all of the following hold:

Simulation of proofs.

1. PI"[g(CI’S7 CW(), f(CWQ), ’l“o) = 1] ~ Pr[g(CI'S, CWl, f(CWl), 7"1) = 1],

2. \Il<g7 Crs, CW07 f(CW0)7 To, D(Crs, f(CW0)7 TO)) ~

\Il(gv Crs, CWla f(cvvl)a 1, D(Cr57 f(cvvl)a Tl)),

where (crs, SK, ?S;m) < CRSGen(1™), f <« Alcrs), 19,71 are sampled uniformly

at random,

CWy < E(crs, 0) and CW; « Ey(crs, T aim 71, 0).

Simulation of Encryptions.

1. PI‘[g(CI’S, (:Wl7 f(CWl), 7”1) = 1] ~ Pr[g(crs, CW27 f(CWQ), 7"2) = 1],

2. \Ij(g’ crs, CWl, f(CWl), 1, D(crs, f(CWl), 7“1)) =~

\Il<g7 Crs, CW27 f(CW2)7 T, D(Crs, f(CW2)7 T?));
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where (crs, SK, T sim) < CRSGen(1"), f < A(crs), 71,75 are sampled uniformly
at random,

CW1 <— E1 (CI’S, ?sima T, 0) and CW2 <— EQ(CI’S, ?sima T, 0)

Simulation Soundness.

D(crs, f(CWa); ) # D'(crs, Ext(crs, sK, f(CWa)), f(CWaz); r9)
Pr < negl(n),

/\g(crs, CW?: f(CW2)7 T2) =0

where (crs, SK, 7 gm) < CRSGen(1"), f «+ Alcrs), 7y is sampled uniformly at
random and

CWy «— EQ(CI’S, ?sima r, O)

Hardness of D, relative to Alternate Decoding.

1. Pr[g(crs, CWQ, f(CWQ), 7“2) = 1] ~ Pr[g(CI'S, CW3, f(CW3), 7”3) = 1],

2. D'(crs, Ext(sk, f(CW,)), f(CWs); ry) &~ D’(crs, Ext(sk, f(CW3)), f(CW3);73),

where (crs, SK, ?S;m) < CRSGen(1™), f < Alcrs), o, 75 are sampled uniformly

at random,

CWg <— EQ(CI’S, ?sima T2, O) and C\Ng <— EQ(CI’S, ?sim, r3, 1)

Then the construction presented in Figure 5.1 is a non-malleable code for class

F against adversaries A € G.
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5.3.1 Proof of Theorem 5.3.1

In this subsection we prove Theorem 5.3.1.

0,7
Am,g

We take g to be the predicate that is used in the MediumTamper (n) tam-
pering experiment. We must argue that for every m € {0,1} and every attacker
A € G the output of the experiment Exptngm g(n) is 1 with at most negligible prob-
ability.

Assume towards contradiction that for some A € G the output of the experi-
ment is 1 with non-negligible probability. Then this means that the probability in the
last line of experiment Exptg:,ﬁ’g(n) that g(crs, CW, CW*,r) = 1AD(crs, CW*; 1) £ m
is non-negligible. Parse CW = (l?, e, Tyxy, Ty, .., x,, T,), and
CW* = (l?*,@",c*,T*,:zc’{,Tf, ah T,

Recall that D(crs, CW;r) = m. Thus, if the above event occurs, it means that

D(crs, CW; 1) # D(crs, CW*; 7). But since g(crs, CW,CW*,r) = 1, it means that VN!
outputs 1 on all proofs T, [T];c and (/3, ¢ c) = (IA;*, ).
This, in turn, means that there must be some bit z;, z} that CW and CW™* differ
on. But note that by assumption ¢; = ¢}. Due to the fact that CW is well-formed
and perfect correctness of the encryption scheme, it must mean that ¢ ¢ Efr. But
recall that by assumption, proof 7} verifies correctly. This means that soundness is
broken by A € G. This contradicts the security of the proof system ITN'.

Next, recall that we wish to show that for any adversary A € G outputting

tampering function

_ nF N : ILF
{MediumTamper 5 }ren ~ {MediumTamper 7y }ren
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To do so we consider the following hybrid argument:

Hybrid 0: The real game, MediumTamperg:{,g, relative to g, where the real

encoding CW, < E(crs,0) and the real decoding oracle D are used.

Hybrid 1: Replace the encoding from the previous game with
CW; < Ej(crs, ?Sim,rl,O) where r; is chosen uniformly at random and ¢, D

use random coins 7.

Hybrid 2: Replace the encoding from the previous game with CWy <
Es(crs, ?S;m, 9,0), where ry is chosen uniformly at random and g, D use ran-

dom coins r;.

Hybrid 3: Replace the decoding from the previous game, with
D’(crs, Ext(crs, SK, f(CWs)), f(CW3);73). where 75 is chosen uniformly at ran-

dom and g, E; use random coins rs.

Hybrid 4: Same as Hybrid 3, but replace the encoding with
CW; <« Es(crs, T im, r3, 1), where r3 is chosen uniformly at random and g, D’

use random coins 3.

Now, we prove our hybrids are indistinguishable.

Claim 5.3.1. Hybrid 0 is computationally indistinguishable from Hybrid 1.

Proof. The claim follows immediately from the Simulation of proofs property in

Theorem 5.3.1. O

Claim 5.3.2. Hybrid 1 is computationally indistinguishable from Hybrid 2.
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Proof. The claim follows immediately from the Simulation of Encryptions prop-

erty in Theorem 5.3.1. [
Claim 5.3.3. Hybrid 2 is computationally indistinguishable from Hybrid 3.

Proof. This claim follows from the fact that (1) if g(crs, CW, CW*,r) = 1, then the
experiment outputs same* in both Hybrid 2 and Hybrid 3; and (2) the probability
that g(crs, CW,CW* r) = 0 and the output of the experiment is different in Hybrid
2 and Hybrid 3 is at most negligible, due to the Simulation Soundness property

in Theorem 5.3.1. O
Claim 5.3.4. Hybrid 3 is computationally indistinguishable from Hybrid 4.

Proof. This follows from the fact that (1) for v € {2,3} if g(crs, CWy, f(CW3), 1) =
1 then

D’(crs, Ext(crs, sk, f(CW,)), f(CW,);r,) always outputs 0 and so

D'(crs, Ext(crs, sk, f(CW,)), f(CW.,);7,)

= U(g,crs, CW,,, f(CW,,), r,, D'(crs, Ext(crs, SK, f(CW,)), f(CW,);7,));

and (2) the Hardness of D, relative to Alternate Decoding property in The-

orem 5.3.1. O

5.3.2 One-Bit NMC for AC® and beyond

In this section, we show that our generic construction yields efficient NMC
for ACY in the CRS model, when each of the underlying primitives is appropriately

137



instantiated.

Theorem 5.3.2. I1 = (CRSGen, E,D) (presented in Figure 5.1) is a one-bit, com-
putational, non-malleable code in the CRS model, secure against tampering by AC°

circuits, if the underlying components are instantiated in the following way:

o £ := (Gen, Encrypt, Decrypt) is a public key encryption scheme with perfect

correctness and decryption in ACY .

o IV := (CRSGen™', PN' VNI, SimN') 1S a same-string, weak one-time simulation-

sound NIZK with verifier in AC° .

e Forb € {0,1}, Dy is the distribution that samples bits xy ...z, uniformly at

random, conditioned on x1 ® --- D x, = b.

Note that given Theorem 5.2.2, proof systems IIN' as above exist, under the
assumption that same-string, weak one-time simulation-sound NIZK with (arbitrary
polynomial-time) deterministic verifier exists. Such NIZK can be constructed in the
CRS model from enhanced trapdoor permutations [111]. Public key encryption
with perfect correctness and decryption in AC? can be constructed by applying the
low-decryption-error transformation of Dwork et al. [63] to the (reduced decryption
error) encryption scheme of Bogdanov and Lee [26]. We now provide an instantiation

of the public key encryption scheme.

Public key encryption in AC” . We now present the result presented by Bogdanov

and Lee in [26] which showed that the encryption scheme given by Applebaum et
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al. in [13] can be implemented by circuit with constant depth and size polynomial

in the security parameter.

PKE Scheme based on Bipartite Graphs — [13]

e Gen(1™): The key generation algorithm takes security parameter n as input
and outputs a random bipartite graph G = ((Uy, Us), E) as the public key PK,
where |U;| = n and |Us| = r = n%? generated in the following way. First choose
the random subsets S; C U; and Sy C U, of sizes s and s/3 respectively for
s = O(logn). Each vertex in S is connected to d (possibly repeated) random
vertices in S9 and each vertex outside S is connected to d random vertices in
U;. The secret key SK is an odd size subset of S; such that each vertex in S,

has an even number of neighbors in SK.

e Encrypt(PK,b): To encrypt bit b € {0,1}, choose a random subset S’y C Us
and output & = §j+é4b-1, where each coordinate of i € {0,1}" is the degree of
corresponding vertex in .S; restricted to S’s mod 2, € € {0, 1}" is a vector with
each coordinate (e; : i € [n]) sampled from distribution 7 with Pr[e; = 0] =7

independently, and 1 € {0,1}" is the vector of all 1s.

e Decrypt(sk, ¢): Output b= >_._ .. ¢;mod2.

1ESK

Refer [13] for the security of the scheme presented above. We next present the

AC® implementation of the PKE presented above as shown in [26].

AC’ Implementation of [13] PKE Scheme based on Bipartite Graphs — [26]
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o Gen:

1. Sample 1,9, ..., ¥ys from [n] and wq,wo, ..., wss from [r] to represent

the subsets S; C U; and Sy C U, respectively.

2. Sample v;1,0;9,...,0;q from [r] for all ¢ € [n]. These represent the

random neighbors of each vertex in Uy \ 5.

3. Sample 0;1,0;9,...0; 4 from [s/3] for alli € [s]. These become the random
neighbors of the vertices in S; after being mapped to the w;’s by the index

function ¢ : [s/3] — [r] such that ¢(i) = w;. This is written as:

s/3
(i) = V(i = j) Ayl
j=1
The key generation circuit outputs v;1,v;2,...,v;q if the vertex ¢ is not in

Sy and outputs ¢(d;1), t(9;2), - . . t(0;4) otherwise. Now we can output the 5

random neighbor of each vertex ¢ € U; as

5 A \/[(i = k) A ()] V (0; Avg),
k=1

where 0, := \/7_, (i = y;,) indicates whether ¢ belongs to S;.

To come up with secret key SK, we enumerate all the possible subsets of 5
(this is still efficient since s = O(logn)) and output the first one that satisfies

the linear dependency. Given an odd size subset of S; indicated by the support
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of the vector @ € {0,1}*, note that the formula

s/3 d

fa=\ €D Ploix =)

j=1i:a;=1 k=1

outputs 0 only if every vertex in S5 has an even number of neighbors in support
of @ and outputs 1 otherwise. (Since the XOR involves only O(dlogn) inputs
it can be calculated with a circuit of depth 2 and size n?®.) We can therefore,
enumerate all the possible @ € {0,1}* with odd hamming weight and output
the first @ such that f; = 0. The secret key is represented by a vector 2
containing s entries in [n], where each non-zero entry corresponds to a vertex

in SK. More precisely, we output i'" entry as

Zi=1 \/ fa A /\fg, A (a; N1)
@e{0,1}*: wt(a@) is odd d<d
Encrypt: Given a public key represented by the neighbors v; 1,v;2,...,v;q of
each vertex i € U;. To encrypt bit b € {0,1}, choose a random vector & €
{0,1}" whose support forms the subset S’y of Us, a noise vector € € {0,1}"
by choosing each of its entries independently from 7. The i*" bit of ciphertext

can then be written as

ki7#kj;
1<i<j<d;
ki€lr];
at,...,aq:a1++aqg=1mod 2

141



e Decrypt: Given the ciphertext ¢ and secret key SK represented by the vector

7€ {0,1}5°8n output

B

' [(zi = k) A cgl.

Reducing the decryption error The [13] encryption scheme suffers from significant
encryption error (and thus decryption error) however, this can be minimized ar-
bitrarily by encrypting the message multiple times independently. The decryption
algorithm can then take approximate majority to compute the encrypted bit. Ap-
proximate majority can be computed with constant depth circuits [11] (depth 3)
and thus the overall decryption algorithm is still in ACY .

We now use the following transformation given by [63] to obtain almost-all
keys perfect decryption for the above encryption scheme.

Let & = (Gen, Encrypt, Decrypt) be any public-key encryption scheme. Also
let ¢(n) > n be the number of bits used by Encrypt to encrypt n-bit messages.
Let prg be a pseudorandom generator that expands n bits to ¢(n) bits. Then the
modified encryption scheme £ = (Gen’, Encrypt’, Decrypt’) is obtained as follows: On
input 17, Gen’ outputs ((PK,7),SK) where (PK,SK) < Gen(1") and 7 € {0, 1} is
chosen uniform randomly. To encrypt message m, Encrypt’ samples a random n-bit
string r and outputs Encrypt(PK,m) using prg(r) & 7 as randomness for Encrypt.
Decrypt’ is same as Decrypt, note that this preserves the computational complexity

of decryption.

Theorem 5.3.3. [63] Let & = (Gen, Encrypt, Decrypt) be any (1 — 27%") cor-

rect public key encryption scheme with Decrypt being deterministic. Then & =
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(Gen', Encrypt’, Decrypt) is an almost-all-key perfectly correct public encryption scheme.

Furthermore, if € is IND-CPA secure then so is £'.

Note that the above transformation takes a public key encryption scheme £
with sufficiently low decryption error and transforms it into a public key encryption
scheme that enjoys perfect correctness, and furthermore, note that the decryption
algorithm Decrypt remains unchanged. Therefore, if we start with the (reduced de-
cryption error) version of the ACY Bogdanov and Lee public key encryption scheme,
we obtain a perfectly correct public key encryption scheme with decryption in AC’

, as desired.

Proof of theorem 5.3.2. To prove the theorem, we need to show that for every PPT
adversary A outputting tampering functions f € F, the necessary properties from

Theorem 5.3.1 hold. We next go through these one by one.

e Simulation of proofs.

1. Pr[g(crs, CWq, f(CWy), o) = 1] =~ Pr[g(crs, CWy, f(CW;), 1) = 1],

2. U(g,crs,CWy, f(CWy), 19, D(crs, f(CWy);70)) =~

\II(g) Crs, CW17 f(CW1)7 1, D(Crs, f(CW1)7 Tl))7

where (crs, SK, 7 sim) < CRSGen(1"), f + A(crs), 7o, 71 are sampled uniformly

at random,

CWO — E(CTS, O) and CWl — El(CI’S, ?simarh 0)
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This follows immediately from the zero-knowledge property of

V' = (CRSGen™', PN! VNI SimN!).

e Simulation of Encryptions.

1. Pr[g(crs, CWy, f(CWy),r1) = 1] = Prg(crs, CWy, f(CWy), r5) = 1],

2. \Il<g7 crs, CW17 f(Cwl)J 1, D<Cr57 f(CW1)7 Tl)) ~

\Ij(gv crs, CW?; f(CWZ)a T2, D(Crs7 f(CWZ)a 7’2))7

where (crs, SK, 7 sim) < CRSGen(1"), f + A(crs), 1, 5 are sampled uniformly
at random,

CW; « Eq(crs, ?S;m,rl, 0) and CWsy < Ey(crs, ?S;m, 19,0).

This follows immediately from the fact that ¢, ¢ and &, ¢ are identically dis-

tributed when generated by E; versus E; and from the semantic security of

the public key encryption scheme £ = (Gen, Encrypt, Decrypt).

e Simulation Soundness.

D(crs, f(CWs); ) # D'(crs, Ext(crs, SK, f(CW3)), f(CWy); rs)
Pr < negl(n),

/\g(crs, CW27 f(CW2)7 TQ) =0

where (crs, SK, 7sim) < CRSGen(1™), f < A(crs), ro is sampled uniformly at

random and
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CW, < Ey(crs, ?Sim ,7,0).

Note that g(crs, CWy, f(CW3),72) = 0 only if either of the following is true:
(1) VN did not output 1 on all tampered proofs T*, Ty, ..., T in f(CW;); or
(k;i,c?k,c*)). Now in case (1), both D(crs, f(CW5);75), and

D’(crs, Ext(crs, SK, f(CWs)), f(CW3);75) output 0. This is contradiction to the
claim that D(crs, f(CWy);19) # D'(ers, Ext(crs, SK, f(CW3)), f(CWs);rs). In
case (2), the extractor Ext(crs, SK, f(CW5)) outputs k7 ; := Decrypt(SK, k1)
and D'(crs, Ext(crs, SK, f(CW3)), f(CWa);72) outputs b* = ¢* @ k. Now, if
D(crs, f(CW3);12) # D'(crs, Ext(crs, SK, f(CW,)), f(CWs);r5) but VN outputs
1 on all tampered proofs 7%, T}, ..., T in f(CW;) then one-time simulation

soundness of IIN' = (CRSGen™', PN' VN! SimM') does not hold.

e Hardness of D, relative to Alternate Decoding.

1. Pr[g(crs, CWy, f(CW3), r5) = 1] =~ Pr[g(crs, CW3, f(CW3),73) = 1],

2. D'(crs, Ext(crs, sk, f(CWs)), f(CW3);7s) &

D’(crs, Ext(crs, sK, f(CWS3)), f(CW3);73),

where (crs, SK, ?S;m) < CRSGen(1™), f < A(crs), 12, 13 are sampled uniformly
at random,

CWg <— EQ(CI’S, ?sima T, O) and CW3 <— EQ(CI’S, ?sim, r3, 1)
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Let X denote a random variable where X is sampled from D, with probability
1/2 and X is sampled from D; with probability 1 /2 and let random variable

CW denote the output of E; when X replaces .

To show (1), assume Pr[g(crs, CWs, f(CW;),75) = 1] and

Pr[g(crs, CW3, f(CWj3),r3) = 1] differ by a non-negligible amount. This im-
plies that takes as input X , hardwires all other random variables, and outputs
1 in the case that g(crs,CW, f(CW),r) = 1 and 0 otherwise, implying that
it has non-negligible correlation to the parity of its input X. We will show
that the above can be computed by an ACY circuit with input X , thus contra-
dicting Theorem 3.3.1, which says that an AC? circuit has at most negligible

correlation with parity of its input X , denoted P()Z ). Details follow.

We construct the distribution of circuits Cx. A draw C' ~ Ck is done as follows:

1. Sample (crs, SK, 7 im) < CRSGen(1").
2. Sample tampering function A(crs) — f.
3. Sample &, ¢ uniformly at random.

4. Set K = ¢,...,c,,c. Fori € [n], compute k) < Encrypt(PK,k]) and

) oy b

compute I%H < Encrypt(PK, k).
5. Sample r uniformly at random.

6. Sample simulated proofs [T;B lsefo,1},icm) and 1" (as described in Fig-

ure 5.3).

7. Output the following circuit C' that has the following structure:
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/

— hardwired variables: crs, SK, f, K.Z.dr, [TiI’B]BE{O,l}ﬂ-G[n].
— input: X.

— computes and outputs:

g(crs, CW, f(CW), ).

Note that given all the hardwired variables, computing CW is in AC® since
all it does is, for i € [n], select the correct simulated proof 7, based on
the corresponding input bit z;. Additionally, f in AC® and ¢ in AC® |
since bit-wise comparison is in AC® and VAT is in AC’ . Thus, the entire

circuit is in ACY .

To show (2), assume D’(crs, Ext(crs, SK, f(CWa)), f(CW3);73) and

D’(crs, Ext(crs, Sk, f(CW3)), f(CW3); r3) have non-negligible statistical distance.
This implies that a circuit that takes as input X , hardwires all other ran-
dom variables, and outputs D’(crs, Ext(crs, sk, f(CW)), f(CW);75) has non-
negligible correlation to the parity of X. We will show that

D’(crs, Ext(crs, SK, f(CW)), f(CW);75) can be computed by an AC’ circuit with
input X , thus contradicting Theorem 3.3.1, which says that an AC” circuit has
at most negligible correlation with the parity of its input X, denoted 77()2 ).

Details follow.

We construct the distribution of circuits Cx. A draw C' ~ C% is done as follows:

1. Sample (crs, SK, 7 im) < CRSGen(1").
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2. Sample tampering function A(crs) — f.
3. Sample &, ¢ uniformly at random.

4. Set K = ¢,...,c,,c. Fori € [n], compute k! < Encrypt(PK,k]) and

) ny

compute I%;LH < Encrypt(PK, k).

5. Sample r uniformly at random.

/

6. Sample simulated proofs [Tﬂ lseo},iefn) and T" (as described in Fig-

(2

ure 5.3).

7. Output the following circuit C' that has the following structure:

/

— hardwired variables: crs, SK, f, K&, r, [1}5]56{071}71-6[”].

— input: X.

— computes and outputs:
D’(crs, Ext(crs, sK, f(CW)), f(CW); rs).

Note that Ext € AC” since decryption for £ := (Gen, Encrypt, Decrypt) in
AC® . Moreover, as above, given all the hardwired variables, computing
CW is in AC” since all it does is, for i € [n], select the correct simulated
proof T;“ based on the corresponding input bit z;. Additionally, f in
AC? and D’ is in AC? | since xor of two bits is in ACY and VAT is in AC®

. Thus, the entire circuit is in AC" .

We present the analysis for more tampering classes next.
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5.3.3 Tampering classes beyond AC” .

Let F C P be a tampering class. Relative to this class F, define the circuit

classes Cx and C% as in the proof above.

Theorem 5.3.4. Let {Dy, D1} be (probabilistic polynomial time) samplable distri-

butions with disjoint support. If the following hold:

o There exists a ppt distinguishing algorithm D such that for b € {0,1},

e ForallC € CrUC%

Pr [C(Z) = 1] — Pr [C(Z) = 1]| < negl(n).
Z~Do r~Dq
Then, under the same assumptions as Theorem 5.3.2, II = (CRSGen,E,D) is a

computational non-malleable code against tampering by F that encodes a single bit.

We informally argue that Theorem 8 yields non-malleable codes against new
classes: small threshold circuits and time-bounded probabilistic RAM machines. As
noted earlier, non-malleable codes (in the CRS model without computational as-
sumptions) from [73] are resilient against these classes. We provide theorems simply
to demonstrate the applicability of our framework to a broad class of correlation

bounds.
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Theorem 5.3.5 ( [41]). For all d there exists e > 0 such that the following holds.
There ezists a probabilistic polynomial time computable f (the Generalized Andreev
Function) such that for any depth-d threshold circuit with n'*< wires, C, f has

correlation at most 2= with, C.

Corollary 5.3.1. Let f be as in Theorem 5.3.5. Fix xo,x1 such that f(x,) = b.
Let Dy define a variable, X, which is defined by rejection sampling the uniform
distribution over {0,1}" conditioned on f(X) = b; if after O(n) tries the rejection
sampling has not succeeded, output xy.

Then, assuming PKE in AC® and same-string weak one-time simulation-
simulation sound NIZK, there exists a constant do such that for d > dy, I =
(CRSGen, E, D) is a computational non-malleable code against depth-d threshold cir-
cuits with n'*t<a wires, where €, is any positive constant less than e; from Theo-

rem 5.3.95.

The corollary follows from the fact that given the appropriate choice of se-
curity parameters for the encryption scheme and NIZK, any C' € C% U C% has a
representation as depth-d threshold circuit with 1 + ¢; wires, so long as d is large
enough, and the fact that rejection sampling fails with very low probability as f is
balanced.

Using a generalization of a Theorem from [20] (combined with a result on

prime finding from [104]):

Theorem 5.3.6 ( [20]). Let k be an integer (constant). Assuming one of the fol-
lowing:
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1. a randomized variant of the Strong Exponential Time Hypothesis (BPSETH):
Ve > 0,3q such that no randomized algorithm running in time O(2'97) is

correct with probability > 2/3 on every instance of ¢SAT.

2. the randomized k-Orthogonal Vector Congecture (BPkOVC): the k-Orthogonal
Vector problem requires time Q(n*=°W) for randomized algorithms that are

correct with probability > 2/3 on every instance.

k-Othogonal Vector is a generalization of the well-studied Orthogonal Vector
problem that asks given k sets of vectors Uy, ..., U, C {0, 1}10g2” each of size
n, does there exist

uV e Uy, ..., u® € Uy such that W™ =02

i€[log?n] Uy " v

Then, there exists a function FOV}, such that any randomized time t = Q(21°6°™) (for
e > 0) algorithm whose output (on a random instance x) is correct (the algorithm

outputs FOVy(x)with probability at least & must obey the following bound:

t

5_2 — Q(nk—o(l))

Combining the above with simulation sound zk-SNARKS, for example from [80],

to reduce the proof size and verification time we get the following corollary.

Corollary 5.3.2. Let k € N. Let t(n) = Q(2"°5°™) and 6(n) > 0 such that T/§* =
Q(nF=oW). Let Ly be as in Theorem 5.5.5. Fix xq, 2, such that Ly(x) = b. Let D,
define a variable, X, which is defined by rejection sampling the uniform distribution

over {0,1}" conditioned on Li(X) = b; if after O(n) tries the rejection sampling
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has not succeeded, output xy.

Then, assuming BPSETH or BPkOVC, PKE, and simulation sound zk-SNARK,
IT = (CRSGen, E, D) is a computational (BPTIME(t(n)), §(n)+negl(n))-non-malleable
code.

In other words, for all A € BPP,

T1,BPTIME(t(n T1,BPTIME(t(n
Tamper ;g (tn) AZ5(n)-+negl(n) 1AMPer 4’y (&)
Note, however, that the tampering experiments are only inverse-polynomially
indistinguishable (not negligible). Stronger bounds on the probability of correctness

(0) in Theorem 5.3.6 will yield stronger bounds on the tampering experiments.

5.4 Construction for Multi-Bit Messages

The construction for encoding multi-bit messages is similar to that for encoding
a single bit, presented in section 5.3. The construction repeats the procedure for

encoding single bit m times, for encoding m-bit messages and binds it with a proof

T.

152



Let £ = (Gen, Encrypt, Decrypt) be a public key encryption scheme with perfect correctness
(see Definition 3.4.3). Let TIN' = (CRSGenN!', PN! VNI SimN!) he a non-interactive simulat-
able proof system with soundness against adversaries A € G (see Definition 3.5.4). Note
that in the CRS model, we implicitly assume that all algorithms take the CRS as input,
and for simplicity of notation, sometimes do not list the CRS as an explicit input.
CRSGen(1"): Choose (PK,SK) <« Gen(1 ") Choose [crs)s, 702 1(5.1)=(0,0).i€lm] jeln]
CRSGenNI(ln). Let crgN! = [ers ] i,5)=(0,0),i€[m],j€[n] and let ?sim =
[Tt ) (i.)=(0,0),i€[m],je[n]» and output crs := (PK <?§N')
Languages. We define the following languages:

o L, :Forie[mljen,Be{01},s = (klicpn,c0) € LI, iff the (i,j)-th

ciphertext c§~ = k; ® B (where ¢ = [Cj‘]ie[m],je[n]) and the (4, 7)-th encryption l%;

(where K= l%i, .. ,l%ﬁb +1) is an encryption of /4:; under PK (where PK is hardwired
into the language).

o L: s:= ([Ei]ie[m},a ¢) € L iff For each i € [m], (z%,...,2%) is in the support of Dy,

n
where:
1. For i € [m],j € [n], :1:; = cé ® kz and b':=c' @ k! | (where c:=c',...,c™)
2. k' is an encryption of ki, ... k! 41 under PK (which is hardwired into the
language).
E(crs, b:=b', ... b™):
1. Sample T := Z,..., 7" « Dy, where for i € [m], F=al,. . 2l

s vy

random. For ¢ € [m],j € [n + 1], compute l;'; — Encrypt(PK,k‘;). For i € [m], let

2. Choose an m - (n + 1)-bit key E o= [Eﬂie[m] = [k{,... kb, k")icpm) uniformly at

K=k J;:,ZH. For i € [m],j € [n], compute cé = k;@:p; Let @ := [Cé']ie[m],je[n]'

3. For i € [m], compute ¢’ := k' © b'. Let ¢ := i]ze[m] For i e [m],j € [n], compute a
2 NI

¢) € E 4 relative to crs; ;.

NI, simulatable proof TJZ proving ([Ei]ie[m}

4. Compute a NI, simulatable proof T' proving ([Ei}ie[m],g, ¢) € L relative to crsoNv'O.

5. Output CW := ([k'icpnys & & T, (%, THicim] jef)-

A
D(crs, CW):
1. Parse CW := ([k')icm), &, S, T, [(2%, T iepm).jein))
2. Check that VN' outputs 1 on all proofs [T’ ]ze[m],ge[n} T, relative to corresponding

CRS. If yes, output [b* ]le[m] such that z}...z%, is in the support of Dy:. Else, output
0.

Figure 5.7: NON-MALLEABLE CODE (CRSGen, E,D), SECURE AGAINST F TAMPERING.
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E(crs, ?sim,r,gzz bt . bm):

1.

i
ne

Sample T := F',..., 3™ < Dy, where fori € [m], & =2, ...,z

Choose an m - (n + 1)-bit key ko= [gi]ie[m] = [ki,... k., k")ic[m) uniformly at

yvno

random. For i € [m],j € [n + 1], compute l%; < Encrypt(pK, k%). For i € [m],
let EZ = ]%§7""I%’7rjl+1'

For i € [m],j € [n], compute cé = k‘; @ x; Let  := [C;"]ie[m],je[n]-

For i € [m], compute ¢’ := k' @ b'. Let ¢ := ['];c[m).

For i € [m],j € [n], simulate, using Tsii’gq and r, a non-interactive proof TJ/Z

proving s := ([/ﬂi]ie[m]aa C) € £;§, relative to crsi.\"]'-.

Simulate, using 729 and r, a non-interactive proof T proving

sim

~

5T ([Ei]ie[mba ¢) € L relative to crsON"O.

Output CW = ([El]ze[mbga c, Tla [("E‘lp Tfyll)]lé[m},je[n])

Figure 5.8: Encoding algorithm with simulated proofs.
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Ea(crs, ?sim,r,l;:: bt . bm):

1. Sample T := &, ..., & < Dy, where for i € [m], @ =a¢,... 2%,

2. Choose [c;‘i]ie[m],je[n} uniformly at random. Let @ := [c;i]ie[m},je[n].

3. Choose [cli]ie[m] uniformly at random. Let @ := [cli]ie[m].

.
=1 ! ’

4. Set the m - (n+ 1)-bit key E = [k Jicpm) = [}, ... G € icm)-
For i € [m],j € [n+ 1],

compute l%;’ + Encrypt(PK, k;”) For ¢ € [m], let K= l%/f, R l;:;fﬂ.

5. For i € [m],j € [n], simulate, using Tsii’r{] and r, a non-interactive proof T]/l
2 ' NI

proving s := ([Ei]ie[m],a ¢) € E?f relative to crs; .

and r, a non-interactive proof T’ proving s :=

([Flem) 2.9) € L, relative to crs,

. . 0,0
6. Simulate, using 7

~

’-

7. Output CW = ([k igpm), -7, 7", (2%, T/)]icpny.jerm)-

Figure 5.9: Encoding algorithm with simulated proofs and encryptions.

Ext(crs, sk, CW):

~
.

1. Parse CW = ([k%icpmy &6, T, [(@%, T icim) jemn)s

7777

2. Output [Decrypt(sK, E;+1)]i€[m].

Figure 5.10: EXTRACTING PROCEDURE Ext.

DI(CI'S7 [kz]le[m]a CW)
1. Parse CW := ([k'icpm), - 6 & T, [(25, Tl icm jefn)»
2. Check that VN' outputs 1 on all proofs [T;]ie[m]’je[n], T, relative to the corre-
sponding CRS,

3. For i € [m], output b* := k' @ c*.

Figure 5.11: ALTERNATE DECODING PROCEDURE D', GIVEN ADDITIONAL EXTRACTED
KEY [k']jc[m] AS INPUT.
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g(crs, CW, CW* r):

1. Parse W = ([Ei]ie[m}aaa T, [(xl Tl)]ze[m},je[n])a cwe =

: Jr7g
2~k

((k Jicpmy €2 T (@5, T icpmy,jeln))-

2. If (1) VN' outputs 1 on all proofs T*, [T’;i)]ie[m],jé[n]v relative to the correspond-
ing CRS; and (2) ([Ei]ie[m},a c) = ([E ]ie[m],g*,é*), then output 1. Otherwise
output 0.

Figure 5.12: THE PREDICATE g(crs, CW, CW*,r).

Let U(p,c,z,y,r, 2) be defined as a function that takes as input a predicate

p, and variables ¢, x,y,r, z. If p(c,z,y,7) = 1, then ¥ outputs the m-bit string 0.

Otherwise, ¥ outputs z.

Theorem 5.4.1. Let (E,D), E;, Ey, Ext, D' and g be as defined in Figures 5.7, 5.8,
5.9, 5.10, 5.11 and 5.12. Let F be a computational class. If, for every pair of m-bit

messages 50,51 and if, for every adversary A € G outputting tampering functions

f € F, all of the following hold:

o Simulation of proofs.

1. Pr[g(crs, CWq, f(CWy), o) = 1] =~ Pr[g(crs, CWy, f(CW;), ) = 1],

2. \Ij(g’ crs, CWO, f(CWO)7 To, D(crs, f(CWO)7 7“0)) =~

\II(g) Crs, CW17 f(CW1)7 1, D(Crs, f(CW1)7 Tl));

where (crs, SK, ?s;m) < CRSGen(1™), f <« Alcrs), 19,71 are sampled uniformly

at random, CWq < E(crs, 50) and CW; < E;(crs, T sims T 50).

e Simulation of Encryptions.
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1. Pr[g(crs,CWy, f(CWy),r1) = 1] = Pr[g(crs, CWy, f(CWy), o) = 1],

2. ‘I]<g7crs7 CW17 f(CW1)7r17 D(CFS, f(CWI)vrl)) ~

\I}(ga Crs, CWQ; f(vaQ)a T2, D(Crs7 f(CWQ)a 7’2)),

where (crs, SK, ?s;m) < CRSGen(1™), f <« Alcrs), 11,79 are sampled uniformly

at random, CW; <« E;(crs, T sims 71, 50) and CWy < Ey(crs, T sims T2, Z;O).

o Simulation Soundness.
Pr,.[D(crs, f(CWs); o) # D’(crs, Ext(crs, SK, f(CWs)), f(CW3);73) A
g(crs, CWy, f(CWy),r5) = 0] < negl(n),
where (crs, SK, ?sim) < CRSGen(1"), f < Alcrs), o is sampled uniformly at

random and CWsy < Ey(crs, T sims T Z;O).
e Hardness of D; relative to Alternate Decoding.

1. Pr[g(crs, CWQ, f(CWQ), 7’2) = 1] ~ Pr[g(crs, CW3, f(CWg), Tg) = 1],

2. For every Boolean function, represented by a circuit F' over m variables,
Fo D/(CFS, EXt(CI’S, SK, f(cva))? f(CW2)7 T2) ~

F o D'(crs, Ext(crs, sk, f(CW3)), f(CW3);r3),

where (crs, SK, T gim) < CRSGen(1"), f < A(crs), 1o, 73 are sampled uniformly

at random, CWy < Ey(crs, ?sim,rg, 50) and CW3 <— Ey(crs, ?s;m, T3, l;l)

Then the construction presented in Figure 5.7 is a non-malleable code for class
F against adversaries A € G.
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We present the proof of theorem 5.4.1 next.

5.4.1 Generic Analysis

Similarly to the one-bit case, we take g to be the predicate that is used in the

MediumTamperIjzi g(n) tampering experiment. We must argue that for every m € X

I,F
A,m,g

and every attacker A € G the output of the experiment Expt (n) is 1 with at
most negligible probability

Assume towards contradiction that for some A € G the output of the experi-
ment is 1 with non-negligible probability. Then this means that the probability in the
last line of experiment Exptgﬁ’g(n) that g(crs, CW, CW*, ) = 1 AD(crs, CW*;7) # m

~

is non-negligible. Parse CW = ([Ei]ie[m]j, ¢, T, [(a:;, ’_Z?)]ie[m},je[n]),

2%

CW* = ((k Jiepm, €, T, (=}, T} icim) jelm)-

Recall that D(crs, CW;r) = m. Thus, if the above event occurs, it means that
D(crs,CW;r) # D(crs,CW*;r). But since g(crs, CW,CW*,r) = 1, it means that
VN outputs 1 on all proofs T, [T7)icm] jem) and ([l?i]ie[m],a C) = ([E*i]ie[m},g*,é*).
This, in turn, means that there must be some bit z%, 23" that CW and CW™* differ
on. But note that by assumption c§ = c}” Due to the fact that CW is well-formed
and perfect correctness of the encryption scheme, it must mean that c;fi ¢ Ef”j But
recall that by assumption, proof TJ*Z verifies correctly. This means that soundness
is broken by A € G. This contradicts the security of the proof system IIN'.

Next, recall that we wish to show that for any bo, by and any adversary A € G

outputting tampering function f € F,
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. H,]'— ~ . H,]‘—
{MedlumTamperAygmg}keN ~ {MedlumTamperAﬁhg}keN
To do so we consider the following hybrid argument, which proceeds almost

identically to the hybrid argument for the one-bit case:

Hybrid 0: The real game, MediumTamperg’g) e relative to g, where the real

encoding CW, < E(crs, 50) and the real decoding oracle D are used.

Hybrid 1: Replace the encoding from the previous game with CW; <
E; (crs, T aims T 50) where r; is chosen uniformly at random and g, D use ran-

dom coins ry.

Hybrid 2: Replace the encoding from the previous game with CWy <
Eo(crs, ?S]m,rg,go), where ry is chosen uniformly at random and g, D use

random coins 7.

Hybrid 3: Replace the decoding from the previous game, with
D’(crs, Ext(crs, Sk, f(CW,)), f(CWs); ry). where ry is chosen uniformly at ran-

dom and g, E; use random coins rs.

Hybrid 4: Same as Hybrid 3, but replace the encoding with CW3 <«
Es(crs, ?S;m,rg,gl), where 73 is chosen uniformly at random and g, D’ use

random coins 3.

The proofs of indistinguishability of consecutive hybrid distributions follow

identically to the one bit case, except for the final hybrid.

Claim 5.4.1. Hybrid 3 is computationally indistinguishable from Hybrid 4.
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Proof. First note that for v € {2, 3} if g(crs, CWay, f(CWs),r9) = 1 then

D'(crs, Ext(crs, SK, f(CW,)), f(CW,);7,) always outputs 0 and so

D'(crs, Ext(crs, sk, f(CW.,)), f(CW,,);r,)

= U(g,crs, CW,,, f(CW,), r,, D'(crs, Ext(crs, sk, f(CW,)), f(CW,);7,)).

Now, assume towards contradiction that the two distributions
U(g,crs, CWy, f(CWy), 1o, D' (crs, Ext(sk, f(CW,)), f(CWs);ry)) and
U(g,crs, CW3, f(CW3), 73, D'(crs, Ext(sk, f(CWs3)), f(CW3);73)) are distinguishable.
By the above, this implies that D’(crs, Ext(crs, SK, f(CW3)), f(CWa);r2) and
D’(crs, Ext(crs, SK, f(CW3)), f(CW3);r3) are distinguishable. Note that since D" out-
puts m bits, this implies that there exists a distinguishing circuit F' over m-bit

inputs such that

| Pr[F o D'(crs, Ext(crs, SK, f(CW,)), f(CW,);72) = 1]

— Pr[F o D(crs, Ext(crs, SK, f(CWs)), f(CW3);r3)] = 1| > negl(n).

But this yields a contradiction to the Hardness of Dj; relative to Alternate

Decoding property in Theorem 5.4.1. O

5.4.2 Efficient, Multi-Bit NMC for AC’

Theorem 5.4.2. IT = (CRSGen, E,D) (presented in Figure 5.7) is an m-bit, compu-

tational, non-malleable code in the CRS model against tampering by depth-(m1°g6 m/2—
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logm

c) circuits with unbounded fan-in and size § - ;
oglogm

—p(n) (where ¢ is constant and
p(+) is a fized polynomial), and m is such that n = m3+, if the underlying compo-

nents are instantiated in the following way:

o £ := (Gen, Encrypt, Decrypt) is a public key encryption scheme with perfect

correctness and decryption in ACY .

o IIN .= (CRSGenN', PN VN SimN') 1S a same-string, weak one-time simulation-

sound NIZK with verifier in AC° .

e Forb € {0,1}, Dy is the distribution that samples bits xy ...z, uniformly at

random, conditioned on r1 ® --- ® x, = b.

For as in the one-bit case, given Theorem 5.2.2, proof systems IIN' as above
exist, under the assumption that same-string, weak one-time simulation-sound NIZK
with (arbitrary polynomial-time) deterministic verifier exists. See the beginning of
Section 5.3.2 for a discussion of how such NIZK and public key encryption can be
instantiated.

Before proving the theorem, we state some claims on Fourier concentration
of AC? circuits and then prove Claim 5.4.3, which will be used in the proof of

Theorem 5.4.2.

)d—l

Claim 5.4.2 ( [117]). ACY circuits of depth d and size k have at most 2~/ (logk

of their Fourier mass at level n or above.

Setting d = (24 6) - lolgoﬁjglm, k= mlg’m p = m3+59 for constant 0 < § < 1,
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and noting that

n n B 3150 B m3+50 B m3+50
(log k;)d—l = (log k;)d o (log m)(1+6)d ~ 9(1+d)dloglogm — 9(1+6)(2+4) logm
m3150

_ 142662 146
T m2+36+62 m € Q(m )’

We have the following corollary:

Corollary 5.4.1. An AC® circuit of depth d = (2+0) - 225" and size k = mlos’ ™

loglogm

has at most € € 27m'™) of its Fourier mass at level n := m3*® or above.
We now prove the main technical claim of this section:

Claim 5.4.3. Let n be security parameter. Let C € AC® be a circuit of depth
d<(2496) —8B"_ 4nd size k < mls" ™ that takes inputs T of length n bits. Let

loglogm

m be such that n = m3™ where 0 < § < 1. For v € {0,1} let X7 be a random

variable distributed as D.. Then for every Boolean function F' over m variables,

| Pr[F(C(X?) = 1] — Pr[F(C(X")) = 1]| € 27",

Note, the above claim implies that

F(C(X") = F(C(XY)).

of Claim 5.4.3. The conclusion of the claim is implied by showing that | Pr[F'(C(Z)) =
1| PAR(Z) = 1] — Pr[F(C(Z)) = 1 | PAR(Z) = —1]] € 2-2"") where the probability
is taken over choice of ¥ from the distribution which sets ¥ <— Dy with probability
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1/2 and & < D; with probability 1/2. Thus, in order to prove the claim, it is

sufficient to show that for every (inefficient) distinguisher F,

|E[F o C(Z) - PAR()]| € 279",

Recall that the correlation of F' o C' with PAR(Z) is defined as |E[F o C(Z¥) -
PAR(Z)]|. Thus, to complete the proof, we must show that for every (inefficient) F,

the correlation of F'o C' with PAR(Z) is negligible.

Analyzing the correlation of xsoC with PAR(Z). First, note that since each output

bit of C, computed by C;, i € [m] is in AC” it has depth at most ¢ - 101;1%'

We next claim that for S C [m], there is a circuit computing xg o C(Z) =

Xs(C1(Z),...,Cn(Z)) of depth at most d = (2 + 9) - loz)i;nm and size at most k =

S
mlog m

This follows since the circuit for xs(C1(Z),. .., Cy(Z)) can be constructed by

computing C(Z) := Cy(Z), . .., Cy(T) in size m's ™ /2 and depth 4 - 1olg0igm and then

feeding this into a circuit that computes parity over (at most) m bits, which (by
recursively computing parity over logm bits in depth 2 and polynomial size), has
size m'°s"™ /2 and depth 21;;{%.

. 2
By plugging in Claim 5.4.1, we have that (XS o C’([n])) = €. Since |E[xs o

C(Z) - PAR(Z)]| = X?O\C'([n]), we have that for S C [m], the correlation of
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xs(Ci(Z), ..., Co(Z)) with PAR(Z) is at most /e € 2-2m"*);

|E[ys o C(Z) - PAR(Z)]| < ve. (5.4.1)

Analyzing the correlation of F" o C' with PAR(Z). Since F o C(Z) = 3 ¢ F(S)-

Xs(C1(Z),...,Ch(Z)), we have that

|E[F o C(Z) - PAR@)]| = | D F(S)E[xs(Cr(T), ..., Cm(E)) - PAR(Z)]]
SClm]
Z S EXs(CL(T), - .., Cu()) - PAR@)]|  (54.2)
<M. \Je € 270, (5.4.3)

where (5.1) follows by the triangle inequality and (5.2) follows from (5.4.1)
and the fact that for all S C [n], |F(S)| < 1.
So we have shown that |E[F o C(Z) - PAR(Z)]] is negligible (in m and therefore

also in n, since m and n are polynomially related), thus completing the proof. [
We are now ready to complete the proof of the theorem.

of Theorem 5.4.2. The proof proceeds identically to the one-bit proof, until we reach
the final property:

Hardness of D, relative to Alternate Decoding.

1. Pr[g(crs, CWy, f(CWy), o) = 1] = Pr[g(crs, CW3, f(CW3),r3) = 1],
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2. For every Boolean function, represented by a circuit F' over m variables,
Fo D/(CI’S, Ext(crs, SK, f(CWQ))u f(CWQ)u TQ) ~

F o D'(Ext(crs, K, f(CW3)), f(CW3);73),

where (crs, SK, ?sim) < CRSGen(1™), f « A(crs), 19,73 are sampled uniformly at

random, CWy < Ey(crs, T ims T2, 50) and CW3 < Ey(crs, T sims T3, 51)

We consider a sequence of distributions where we switch the internal random
variables of Ey from from " < Dy, for all i € [m] to &’ < Dy, for all i € [m].
Namely, for each i € {0, ..., m} we consider a distribution where for j < i, 7/ + Dy
and for j >4, &/ « Dy .

We must show that (1) and (2) hold for each consecutive pair of distributions.
When considering the ¢-th consecutive pair, fix all random variables except the i-

th variable X° to values Z', ..., &L L .. 2™

Let X' be a random variable
such that with probability 1/2, X’ - Dy, and with probability 1/2, X' « D.
Xt = X where v < {0, 1}, and let random variable CW! denote the output of Ey
am.

when using random variables 7%, ..., 77 X 7L

To show (1), assume Pr[g(crs, CWs, f(CW;),75) = 1] and
Pr[g(crs, CW3, f(CW3), r3) = 1] differ by a non-negligible amount. This implies that,
for some i € [m], there is a circuit that takes as input X', hardwires all other random
variables, and outputs 1 in the case that g(crs, CW’, f(CW*),r) = 1 and 0 otherwise,
implying that it has non-negligible correlation to the parity of its input X', We
will show that the above can be computed by an AC® circuit with input X ¢ thus

contradicting Theorem 3.3.1, which says that an AC® circuit has at most negligible
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correlation with parity of its input X?, denoted P(X?). Details follow.

We construct the distribution of circuits Cx. A draw C' ~ C% is done as follows:
1. Sample (crs, SK, 7 <im) < CRSGen(1").
2. Sample tampering function A(crs) — f.

3. Sample @, ¢ uniformly at random,

i , .

4. Set the m- (n+1)-bit key & := [k Jictm) = [c1s - -+, & ¢ igpm). Fori € [m],j €

[n + 1], compute l;:;l < Encrypt(PK, k). For i € [m], let K=k, kL
5. Sample r uniformly at random.

6. Sample simulated proofs [TJ/B ’1]56{0,1},1-6[,71],%[”] and T" (as described in Fig-

ure 5.8).

i1
7

7. Sample #,..., 7! from Dy, and &, 7™ from Dy

8. Output the following AC® circuit C' that has the following structure:

~

/ .

e hardcoded variables: crs, Sk, f, [E’i]ie[m], 7.7, r, [Tj'B’l]56{071}7i6[m]7j6[n},

e input: X',

e computes and outputs:

g(crs, CW, f(CW), r).
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Note that given all the hardwired variables, computing CW is in AC® since
all it does is, for j € [n], select the correct simulated proof T]/X]Z * based on
the corresponding input bit X]Z Additionally, f in AC® and ¢ in AC® | since
bit-wise comparison is in AC® and VAT is in AC® . Thus, the entire circuit is

in AC° .

To show (2), assume D’(crs, Ext(crs, SK, f(CWSy)), f(CW3);75) and
D’(Ext(crs, sK, f(CW3)), f(CW3); r3) have non-negligible statistical distance. This
implies that there exists a distinguisher F' (represented by an m-bit Boolean func-
tion) such that F o D’(crs, Ext(crs, SK, f(CW3)), f(CWs);rs) is far from
F o D'(Ext(crs, sk, f(CW3)), f(CW3);r3). This implies that, for some i € [m], the
output of F oD’ (crs, Ext(crs, SK, f(CW?)), f(CW');r;) is correlated with the parity of
its input X'. We will show that
D’(crs, Ext(crs, Sk, f(CW?)), f(CW"); r;) can be computed by an AC circuit C' (drawn
from some distribution C) with input X'. We then use Claim 5.4.3, which says that
if C'is an AC® circuit taking inputs of length n bits and F is any m-bit function
then the output F(C(X?)), conditioned on the parity of X* being 0 is statistically
close to the output F(C(X?)), conditioned on the parity of X’ being 1. This yields a
contradiction, since it means that F oD’ (crs, Ext(crs, SK, f(CW")), f(CW');7;) cannot

be correlated with the parity of its input X'. Details follow.
We construct the distribution of circuits C%. A draw C ~ C% is done as follows:
1. Sample (crs, SK, 7 <im) < CRSGen(1").

2. Sample tampering function A(crs) — f.
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=~

0]

. Sample ¢, 7 uniformly at random,

-y , .

. Set the m- (n+1)-bit key k := [k Jictm) = [c1s - -+, & ¢ iepmy. Fori € [m],j €

[n + 1], compute I%;Z < Encrypt(PK, k). For i € [m], let K=k, kL
. Sample r uniformly at random.

. Sample simulated proofs [TJ/B ’i]ﬁe{o,l},ie[m},g‘e[n] and T" (as described in Fig-

ure 5.8).

i1
)

. Sample #,..., 7! from Dy, and &, 7™ from Dy

. Output the following AC” circuit C' that has the following structure:

~

/ .

e hardcoded variables: crs, Sk, f, [E’i]ie[m], 7.7, r, [Tj'B’l]56{071},i6[m]7j6[n},

e input: X',

e computes and outputs:

D’(crs, Ext(crs, Sk, f(CW')), f(CW"); r;)

Note that Ext € AC® since decryption for £ := (Gen, Encrypt, Decrypt) in AC"
. Moreover, as above, given all the hardwired variables, computing CW"* is in
AC" since all it does is, for j € [n], select the correct simulated proof TjX; !

based on the corresponding input bit X; Additionally, f in AC” and D’ is in
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AC? | since xor of two streams of bits is in AC® and VAT is in AC® . Thus, the

entire circuit is in AC? .

]

Remark 5.4.1. We wish to highlight that for AC® tampering, the condition on the
encryption scheme used in Sections 5.3.2, and 5.4.2, that Decrypt algorithm must
be in ACY can be relazed. Note that in the proof we need to show that for PPT
distinguisher Dist, the entire tampering experiment can be simulated in AC® after
we switch the decoding algorithm to alternate decoding D'. On a high level the main
difference between the decoding algorithm D and the alternate decoding algorithm D’
is that if the NIZK proofs are accepted then, D' uses the “trapdoor” (secret key) to
decrypt the ciphertext and recover the underlying message. In the proof, we need to
arque that Dist cannot distinguish between the output of alternate decoding D' in the
two tampering experiments when the input distribution is switched from Dy to D;.
Recall that this is arqued by invoking incompressibility of parity function (over n bits)
PAR,, and noting that the length of the output of D' is m << n. We can split the
alternate decoding algorithm D', as follows: D' = D’y oD’y where, (1) D'y first checks
if the NIZK proofs are accepted and if so, simply output the ciphertext corresponding
to the underlying message (which is part of the codeword), and then (2) D'y finds
the underlying message by brute-force, instead of decrypting the ciphertext. Now,
instead of proving Dist cannot distinguish between the tampering experiments when
the input distribution is switched from Dy to Dy, we need to show that Dist o D’y

cannot distinguish between the tampering experiments when the input distribution is
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switched from Dqy to Dy. However, since the output of D’y is the size of m ciphertexts
(som-X), by setting n polynomial sufficiently large even an unbounded Dist o D'y is
not correlated with the parity due to the incompressibility theorem (Theorem 5.2.1).
Thus, by appropriate choice of parameters such that n is sufficiently large compared

to m number of ciphertexts encrypting a single bit, we no longer need that Decrypt €

AC® !

5.4.3 Tampering with decision trees

Theorem 5.4.3. 11 = (CRSGen, E, D) (presented in Figure 5.7) is an m-bit, compu-
tational, non-malleable code in the CRS model against tampering by depth-d circuits
with unbounded fan-in and size < 2™ (where d, e are constants), and m is such that

14-¢

n =m ¢, if the underlying components are instantiated in the following way:

e £ := (Gen, Encrypt, Decrypt) is a public key encryption scheme with perfect

correctness and decryption in ACY .

o IIN .= (CRSGenN', PN VN SimN') 1S a same-string, weak one-time simulation-

sound NIZK with verifier in AC° .

e Forb € {0,1}, Dy is the distribution that samples bits xy ...z, uniformly at

random, conditioned on x1 ® --- P x, = b.

The proof of this theorem follows exactly as the proof of Theorem 5.4.2, ex-
cept we replace Claim 5.4.3 with Claim 5.4.4 below. But first, we present a simple

corollary of the theorem.

"'We thank Vinod Vaikuntanathan and the other attendees at CIS seminar, MIT on February
2377, 2018, for insightful discussion which brought this improvement to our notice.
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Corollary 5.4.2. Under the assumptions of Theorem 5.4.3, (CRSGen, E,D) is an
m-bit, computational, non-malleable code against tampering by decision trees of com-

plexity < m®, where 0 < ¢ < 1 is a constant, and n = m'*¢.

This follows from the above theorem when put together with the fact that deci-
sion trees of depth t can be represented as a disjunction of 2' terms (each term is a

path to some 1).

Claim 5.4.4. Let n be security parameter. Fix some d € Z. Let ¢ > 1/d. Let m be
such that n = m'™® Let C': {0,1}" — {0,1}™ be composed of depth-d circuit with
unbounded fan-in and size s = 2™ . For v € {0,1} let X7 be a random variable
distributed as D.. Then for every Boolean function F : {0,1}™ — {0,1} over m

variables,

(k+1)

Pr[F o C(X°) = 1] — Pr[Fo C(X') =1]| < ETCSl

-
=2

Proof. Let n =m!'*¢/q for 1 > & > 1/d. Let p be a random restriction over {0, 1}

such that Pr[x] = ¢ = L < . Let t = m®. Then, by lemma 3.3.1 and a

9= 18Tednd = Tgdedn

union bound the probability that some output bit of C, cannot be represented by a

decision tree of depth ¢ — 2 is at most ms(9¢'/%)*.

<, Ims e
ms(9g"/ )t < m2m (18ema ) (5.4.4)
= mexp(—m°). (5.4.5)

If C, can be represented by a decision tree of depth ¢t — 1 call C,, “simple.”
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Any F : {0,1}™ — {0,1} has decision tree complexity at most than m. If
we compose this with a simple C),, the resulting decision tree has complexity <
mite —1 [116].

Additionally, by standard Chernoff bounds, the probability that p contains
more than 44g *’s is at most exp(—m®). Call such a p “bad.” Note that if this is
the case, then C, is a function over at least m!'** variables.

If neither event happens, p is not bad and C, is simple, then F'oC), is completely
uncorrelated with parity. Otherwise, the correlation is bounded by 1. Therefore, we
can simply bound correlation with the probability that either p is bad or C, is not

simple: (m + 1) exp(—m?). O

5.5 One-Bit NMC Against Streaming Adversaries

We begin by describing constructions of the underlying components required to
instantiate the generic constructions in the streaming adversaries setting.

In the following, we assume that the tampering class F corresponds to stream-
ing adversaries with memory o(n"). We then choose parameter n € w(n”) and
parameter n' € w(n). n is the parameter for the hard distribution described in Sec-
tion 5.5.1, n’ is the parameter for the encryption scheme described in Section 5.5.2,

"

n” is the parameter for the weak encryption scheme (Hide, Rec) described in Sec-

tion 5.5.5.
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5.5.1 The Hard Distribution D, (parameter n)

Letn=(u+1)? -1

For b € {0,1}, a draw from the distribution Dy, is defined as follows: Choose
a parity xs uniformly at random from the set of all (non-zero) parities over u vari-
ables (0 # S C [u]). Choose y,...,y, ~ {0,1}* uniformly at random. Choose y
uniformly at random, conditioned on xs(y) = b. Output the following n-bit string:

(i x5 (i) iegu l1y-

The hardness of the distribution follows from Theorems 5.2.3 and lemma 5.2.1.

Claim 5.5.1. Let A be a streaming algorithm with o(n) space, and o > 0. Then,

| Pr [A(z) = 0] — Pr [A(z) = 0]]| < 2°"".

x~Dg x~D1

5.5.2  Encryption scheme £ = (Encrypt, Decrypt) (parameter n’ €

w(n))

The Learning Parity problem yields an encryption scheme with semantic se-
curity against streaming adversaries with o(n') storage. We can use this encryption
scheme to encrypt the key k, bit-by-bit, thus yielding an encryption scheme with the
necessary properties.

To encrypt a bit b, Encrypt(b) outputs z, where z ~ Dy, and Dy, is the same as
above, except with parameter n'.

To decrypt a ciphertext z, with ©(n') storage, Decrypt(z) runs the parity learn-
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ing algorithm to recover b.

Renaming variables and plugging in Claim 5.5.1 from above, we have

Claim 5.5.2. Let A be a streaming algorithm with o(n) space, and o > 0. Then,

I Pr [A(z)=0]— Pr [A(z)=0]| <2

z~Encrypt(0) z~Encrypt(1)

5.5.3 Weak Encryption Scheme (parameter n” € o(n))

Let " = (W' + 1) — 1 Given a bit string k = ki, ...,k of length " bits, and
a vector y := yi, ...,y of length " bits, let Sy, C [u"] denote the set of positions
in k that are set to 1. Let m = my,...,my be a bit string of length ¢ bits (where ¢
is polynomial in p" ). let xs, (y) == D,cs, Vi-

On input m € {0,1}¢ and k as above, Hide(k,m) chooses random strings

Yis oo Yprs Yis - Yo = U and outputs ([y7, xs, (47 )ieps (i X, (4i) © mi)lien)-
On gt ([, x50 (e, (95 x5 (05) © 1)t Rec uses the first " e
amples to learn xs, and then returns [m'}ic == xs, (y:) ® m;.

5.5.4 Non-Interactive Simulatable Proof System (parameter n” &

o(n))
In the following construction, inputs and proofs have X\ parallel components,
corresponding to A parallel invocations of the MPC-in-the-head paradigm. To sim-

plify the exposition, we assume that the bounded, streaming computations read in A

symbols in parallel from each of the X\ parallel components and output A symbols in
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parallel for each of the \ parallel components. Note that this increases the required
storage by a factor of \, but since we set X < n”, the overall storage bound remains
below n”.

We begin by introducing a simplified proof system and proving its soundness.
We then present the actual proof system used in our construction. Looking ahead,
proving that the Stmulation Soundness property required by Theorem 5.3.1 holds,

will reduce to the soundness of the simplified proof system.

Simplified Proof System II' Let X' be security parameter and ¢ is a constant (e.g.

(=5).

P: On input statement s, encoding [sk, ..., sf;/]ue[g] and witness w:

1. Check that for q € [N], s{® --- @& s} = s: Compute streaming hash h* :=
H"(s) and X' streaming hashes in parallel, hy := [H"(s@® - - - @ s)],en, where
H is Merkle Damgard and h < H, where H is a universal family of hash

function. Check that for all ¢ € [X], hy = h*. If not, output L.

2. Run MPC-in-the-head: For q € [\, secret share w into ¢ additive shares
(wi,...,w}) and run
MPC(Py(sf,w]) ..., Pi(s], w}), producing views [Viewl],ciniuciq (here, each view

s a tableau of the parties’ computation, as described in the construction of cir-

cuit SAT proof system for streaming verifiers in Section 5.2.2).

Note that of the input wires to the views, some will be public (corresponding to
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the shares of s) and some will be private (corresponding to the shares of w).

3. Encrypt the Views. For q € [N],u € [{], choose k% uniformly at random
from {0,1}*". Compute S9 <+ Hide(k?, View?), where Hide is run with param-

eter n”. Output proof T = ([k: S gen,uci)-

V: On input statement s, encoding [st, ..., s} lueyg and proof T, parse T = ([ka, S Nocinuc)-

1. Generate randomness. Choose randomness r1,...,ryx and hash function

h < H. For each q € [)\], choose a subset S, C [{] using random coins 1.

2. Check that for q € [\], s{® --- @ s} = s: Repeat the same steps as P to

check that for q € [X], s{ @ --- @ s§ = s if not, output L.

3. Prepare hashes of input for later equality checks. This is done in

parallel to the previous item. For ¢ € [N], u € S,, compute h,,, = H"(s1).

4. Open selected views. For q € [\, u € S, recover ki = Decap(l%;{), recover
View!, where View! := Rec(S%) (where Rec is run with parameter n”) and

corresponding inputs s, wl.

5. Check consistency of views. This is done in parallel to the previous item.
(1) Check that the opened views are internally consistent (using the verifier
described in the construction of circuit SAT proof system for streaming verifiers
in Section 5.2.2.2). (2) Check that the opened views are consistent with each
other (i.e. same transcript) using similar hashing techniques as above. (3)

Check that hy, = H"(51).
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6. Output. If all checks succeed, output 1. Otherwise, output 0.

Claim 5.5.3. Soundness of proof system follows from perfect correctness of the

MPC and security of the universal hash function family H.

The Actual Proof System Il  As above, in the following construction, inputs and
proofs have X parallel components, corresponding to \ parallel invocations of the
MPC-in-the-head paradigm. To simplify the exposition, we assume that the bounded,
streaming computations read in X symbols in parallel from each of the \ parallel
components and output X\ symbols in parallel for each of the \ parallel components.
Note that this increases the required storage by a factor of X, but since we set A < n”,
the overall storage bound remains below n'.

Let \ be security parameter and € is a constant.

P: On input statement s := s1,...,;, encoding [s], ..., s{lqepy and witness w:

1. Check that for q € [\, si @ --- @ s} = s: Compute streaming hash h* :=
H"(s) (with block length X\) and X streaming hashes (all with block length \) in
parallel, hy := [H"(s{ & - - & s})|gen, where H is Merkle Damgard and h < H,
where H is a universal family of hash function. Check that for all ¢ € [A],

hg = h*. If not, output L.

2. Run MPC-in-the-head: For q € [\, secret share w into { additive shares
(wi,...,w}) and run

MPC(P(s{,wi) ..., Pu(s},wy)), producing views [Viewl] e uel-
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Note that of the input wires to the views, some will be public (corresponding to

the shares of s) and some will be private (corresponding to the shares of w).

3. Select the Slots. For each position q,u there are (-2t slots [SZT].ci pejos
where t = |s|. Let s9]z,p| denote the p-th bit position of the string si. Let S, |
be the set of positions in the string [s9(z, p]||5z, pl]pery that are set to 1. Note

that |8} | = t.

4. Encrypt the Views. For q € [A,u € [(],z € [{],p € [2t], choose k}%

uniformly at random from {0,1}*". For g € [N,u € [{],z € [{] andp € S

q,2’

compute S; < Hide(k; P, View]), where Hide is run with parameter n". For

q € [N,u€ll],z€[l] andp ¢ S, set S;P < Hide(k? 0). Output proof

q z) q,u’
T = ([k32, S;¥]ae et e pelze)-
V: On input statement s := s1,...,s;, encoding [s], ..., s{lqep, and proof T', parse
T = (kg S§laciN uel pel2n)-
1. Generate Randomness. Choose randomness (ri,r3)...,(ri,r3) and hash

function h < H. Choose subsets S;,Sg C [, each of size 2, using random

coins (ry,77).

2. Check that for q € [\], s{® --- @& s} = s: Repeat the same steps as P to

check that for q € [N], s @ --- @& s} = s if not, output L.

3. Prepare hashes of input for later equality checks. This is done in
parallel to the previous item. Do the following in parallel: (1) For q € [)],
u € Sql, compute h,,, = H"(s1) in a streaming fashion, using block size X and
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space O(X?). (2) For q € [], u € 82, compute h2, = H"(s%) in a streaming

fashion, using block size X\ and space O(\?).

4. Open selected views and check consistency across slots. For q € [\,
u € S;, do the following: (1) For each z € [S7], p € [2t], recover k}F =

7. 2 [ [ - R 2,
Decap(k? ). (2) For each z € [S;], recover View."  where View," := Rec(S;?),

and Rec is run with parameter n". Let [View; V] cs: =~ be the views (out of

[2t]) that do not decrypt to O (i.e. S'% . is the set of slots that are filled).

u

Let s, denote the vector corresponding to S'; . (3) Use hashing as above
to check that for each q,r all the recovered views View;" are identical. (4)

Let View! denote the contents of these identical views and let (5%, w1) be the

corresponding inputs.

5. Check consistency of views. This is done in parallel to the previous item.
(1) For q € [, u € S, check that the view View{ is internally consistent
(using the verifier described in the construction of circuit SAT proof system
for streaming verifiers in Section 5.2.2.2). (2) For q € [A], Check that the views
[View;|ues; are consistent with each other (i.e. same transcript) using similar
hashing techniques as above. (3) For each u € S;, check that h} , = H"(3%).

(4) For each u € S, check that h7, = H"(57).

6. Output. If all checks succeed, output 1. Otherwise, output 0.

Sim: On input statement s := s1, ..., sy, encoding [s1, ..., sflqens - - -» [5T, - -+ S¢lqen:

1. Check that for q € [\, s{® - @ s} = s: Compute streaming hash h* :=
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H"(s) and X\ streaming hashes in parallel, hy := [H"(s1 ® - - & s})]4er, where
H is Merkle Damgard and h < H, where H is a uniwversal family of hash

function. Check that for all ¢ € [A], hy = h*. If not, output L.

. Run MPC-in-the-head Simulation: For q € [\, choose subset S; C
(] using random coins 7";. run SImMPC to produce the views of parties P,,
u € Sql (note that each of these parties has public input si) producing views

[View? ] e ues, -

. Select the Slots. For each position q,u there are (-2t slots [q,u, z, | cj pej24)»
where t = |s|. Let s9[z, p] denote the p-th bit position of the string s1. Let S .
be the set of positions in the string [s9(z,1]||5z,4]];cy that are set to 1. Note

that |S; .| = t.

. Encrypt the Views. Choose subset Sq2 C [{] using random coins rg. For
q € [N,u€ll],z€[l],pe [2t], choose k2% uniformly at random from {0, 1}

Forq e [N,u€[S;],z€[S7] andp € S|

q?z ’

compute S;F < Hide(kZP, View!),
where Hide is run with parameter n”. For q € [\ and u,z,p such that u ¢
[S;] OR 2z ¢ [S7] OR p ¢ S ., set Spb < Hide(kZP,0). Output proof m =

27 q,u?

(K32, Sa P sein uela. -l pef2e) -

Remark 5.5.1. Note that if the simulated proof and encoding [s{, ..., s{lqey are

generated at the same time, then we can first produce the simulated proof m in-

dependently of s. This can be done because the simulated proof depends only on

[SZ]QE[AME[&}U%, which can be chosen uniformly at random (since our parameter

settings ensure that |S;| +|S2| = € —1). Given the simulated proof = and the choice
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of [sflaenyelsiusz), we can then output the entire encoding

[s1[1), .- sg (M lgepys - - -5 [STIE], - - - 83t ]lqepy and proof m in a streaming fashion,
given input s in a streaming fashion, requiring only O(\?) memory. This is done by
hardwiring [s§]qe(n yesiusz), and, in a block-by-block streaming fashion (with block

length \), outputting, in parallel, the i-th block of each share for each q € [A], along

with the missing share: [s ® (Gaye[s,}usg] 35)](16,\.

Remark 5.5.2. Note that for two statements s; # s and their proofs ws,, Ts,,
for each q, there exists a pair (z7,p;) such that for each u € [{], slot [q,u, 2}, p;]
contains encryptions of 0 in s, and encryptions of View?! in 7w,,. Moreover, for
any two statements sy # so and every q € [N, the probability over choice of r* that

€ [83], (which means that slots [q,u, Z*,p*]uesg will be checked by V) is at least

1/¢.

Claim 5.5.4. Let A be an unbounded adversary that takes as input random variable
tampH tamp- L€t S1.5% denote the random wvariables corresponding to the initial
contents of A’s input (before tampering).
Let f be a streaming tampering function with memory o(n”) that reads in
random variable S*||I||S? (chunk-by-chunk), where I = Hide(k,m) is an encoding

of m with random key k and parameter n”, and (in a streaming fashion) outputs the

1
random variable S,

|| Tamp| |52 tmp (Chunk-by-chunk). For i € (3], let NECHMIERI
denote the i-th chunk outputted by f.

Then for any mg, my, when I encodes mqg vs. I encodes my the resulting output

distributions of A(f(S*|I]1S?)[1], f(SY|1||5%)[3]) are statistically close.
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Proof. 1f the claim is false, then there exists a distinguisher D. Using D, A, f, we can
now construct a streaming branching program with space o(n”) that distinguishes

whether I encodes 0 or 1. We do so in the following way:
1. Fix the random variables S* = s' and S? = s?

2. Construct a branching program BPq g p 4 ¢ that hardcodes s', s* and emu-

lates f(s'||I]|s?). Note the following about the emulation:

o S

tamp = Stamp = J(s'[|1]|s?)[1] and the entire inner state of f up to

the moment right before it starts reading I can be hardcoded into the

transition function for BP.

e from this point on, we can emulate f(s'||I||s?) using space o(n”) until

the moment that f finishes reading I.

e from this point on, we can determine the output of
A(Stamp: f(SM[|1]]57)[3]) without requiring any more memory. To do this,
we use the fact that s', s{, .. s* are hardcoded and simply precompute
the output of A(si,mp, f(s'[[7][s*)[3]) for each of the possible 20"") ip-
ternal states of f (by using the internal state of f at the moment that

f finishes reading I to compute S2 2 and then running A on

tamp - Stamp

( 1 2

Stamps Stamp)) and then output whatever D outputs. This implies that

given the internal state of f at the moment f finishes reading I, we
can immediately transition to the output level of the branching program,

without requiring additional state.
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3. Note that BP succeeds with the same probability as D.

]

Theorem 5.5.1. II = (E,D) (presented in Figure 5.1) is a one-bit, unconditional
non-malleable code against streaming adversaries with space o(n”), if the underlying

components are instantiated in the following way:

e & := (Encrypt, Decrypt) is the encryption scheme described in Section 5.5.2

(with parameter n' :=n'(n)).

o 1IN .= (PN',VN',SimN') the simulatable proof system with streaming verifier

described in Section 5.5.4 with parameter n” :=n'(n).

e Forb e {0,1}, Dy is the distribution described in Section 5.5.1 (with paramter

Note that no CRS or computational assumptions are needed for this result.
Indeed we can assume that the adversary A outputting tampering function f is
computationally unbounded. To maintain consistency, we continue to use the

variables crs, SK, T sm but we simply assume that all of them are set to 1.

Proof. To prove the theorem, we need to show that the necessary properties from

Theorem 5.3.1 hold. We next go through these one by one.

e Simulation of proofs.

1. Pr[g(CWy, f(CWy), o) = 1] = Pr[g(CWy, f(CW;), 1), = 1],
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2. ‘I]<g7 crs, CW07 f(CW0)7 To, D(CFS, f(CW0)7 TO)) ~

\I}(ga Crs, CW17 f(val)a 1, D(Crs7 f(CWI)a Tl))7

where (crs, SK, ?S;m) < CRSGen(1™), f < A(crs), 11,19 are sampled uniformly

at random, CWq < E(crs, 50) and CW; < Eq(crs, T aims T 50).

To prove this, we must switch from all real proofs (as outputted by E) to
all simulated proofs (as outputted by E). Looking closer at the construction
from Section 5.5.4, to switch from a real to a simulated proof, we must go
through a sequence of hybrids starting from honestly generated proofs from
E and ending with simulated proofs from E;. In hybrid H,, , we switch to
using encoding algorithm E9*?! which works the same way as the encoding
in the previous hybrid, except when generating the proofs, if r ¢ S,, it sets

random variable S?  to SP, < Hide(k? 0). Note that for u € S, Higupl

g
is identical to the previous hybrid. Let CW@?! denote the random variable
representing the codeword in each hybrid distribution. We use Claim 5.5.4
to show that for every fixed random string r and u ¢ S, the output of g in
consecutive hybrids is indistinguishable and the output of ¥ in consecuitve
hybrids is indistinguishable. To see this, note that we set A from Claim 5.5.4
to be equal to D, f = f, S denotes the codeword up to the [q, u, p] position,
S? denotes the codeword after the [q,u,p| position, and I := SP - The key
is that VN (which checks the proofs during computation of g and W) with

random coins r := rq,...7, will not check slot [, u,p] when determining its

output and so the conditions of Claim 5.5.4 are satisfied.
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e Simulation of Encryption.

1. Pr[g(CWy, f(CWy),r1) = 1] = Pr[g(CW,, f(CW,),15), = 1],

2. \Ij(gv Crs, CWl; f(CWI)a 1, D(Crs7 f(CWI)a Tl)) ~

\Ij<ga Crs, CW27 f(CW2)7 T2, D(CFS, f(CW2)7 7“2)),

where (crs, SK, 7 sim) < CRSGen(1"), f < A(crs), 71, 5 are sampled uniformly
at random,

CWl < E1 (CI’S, ?sima T, 50) and CWQ < EQ (CI’S, ?sima 9, 50)

To see this, we will show that g(CWy, f(CWy), ),

U(g,crs, CWy, f(CWy),ry,D(crs, f(CWq);71)) can be computed in a streaming
fashion with memory o(n’), while distinguishing encryptions of k; from encryp-
tions of k] in a streaming fashion requires memory Q(n’) (see Claim 5.5.2). We
will show that each of E;/E,, f,D, ¢ can be computed in a streaming fashion
with memory o(n'). This implies that their (parallel) composition can also be

computed in a streaming fashion with memory o(n').

To see that this is true for E; /Es, we use the observation from Remark 5.5.1.
It is true for f by definition of the tampering class F. D consists of (1)
determining b such that ' is in the support of D, and (2) running the verifier
for II. Note that (1) can be done in a streaming fashion using ©(n) bits
of memory. Since we choose n’ = w(n), the required memory is o(n'). (2)
can be done in a streaming fashion with space o(n'), since the only memory
intensive part of the verification is running Rec. Similar to the above, we set
parameters of Hide/Rec such that this can be done using ©(n”) bits of memory,
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where n” = o(n). Finally, g consists of a bit-wise comparison of two strings
obtained in a streaming fashion and running the verifier for II, both of which
can be done in a streaming fashion with memory o(n’). Thus, we have shown
that each of each of E; /E,, f, D, g can be computed in a streaming fashion with

memory o(n’).

Simulation Soundness.

Pr,.[D(f(CWy); 1) # D’(crs, Ext(crs, SK, f(CW3)), f(CWa2);r2) A

9(CWs, f(CW5), 73) = 0] < negl(n),

where (crs, SK, ?sim) < CRSGen(1™), f < A(crs), 1o is sampled uniformly at

random and CW, < Ey(crs, ?Sim,r, 0).

We give a reduction from the above property with II instantiated with security

parameter A to the soundness of Il with security parameter A = \/2(.

First, if g(CWsy, f(CW5),7r2) = 0 then it must be the case that either the
verification of the proofs rejects (in both D and D', since they are the same) or
S1 # So, where s; is the statement for the proofs in CW and s, is the statement
for the proofs in f(CW), and sy ¢ L. Therefore, by Remark 5.5.2; for each g,
there exists a pair (z;,p}) such that for each u € [{], slot [q, u, 2, p] contains
encryptions of 0 in 75, and (is supposed to contain) encryptions of View! in

Ty -

We now consider the distribution over slots ([g, u, 2}, p;lee(nucig). Note that
by Claim 5.5.4 the distribution over these slots only is statistically close in the

case that f gets as input a codeword with a simulated proof, versus a proof
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where all S5 encrypt 0.

Therefore, our reduction R will construct a simulated proof

7= ([1%37’5, SoPlgeN et 2l pel2e)), Tor s1 where all SPP encrypt 0. Note that
this simulated proof 7’ has no dependence on (ri,r?)...,(rx,r3), since all
slots encrypt 0 so there is no information at all in the proof. R will then
extract a proof " = ([l%g;g, SiPlgeiNreln.e.pef2g) for some statement sy # s
from the tampered codeword. It will now choose random coins 7’5 and sets
S; C [4], for ¢ € [A] (using random coins r7). Using Remark 5.5.2, we know
that the probability over choice of random coins r; that 2} € S7 is at least 1/¢.
Therefore, with all but negligible probability, there is a set Q@ C [)] of size at
least 1/2( - A such that z; € Sg for all ¢ € Q. Moreover, note that if w.h.p.
over choice of r},..., 7%, all checks for [/%g;g, Sl qequel) [l pef2t) Pass then it
must be the case that [l%;f};;p;, Sﬁjpz]qe@]’uew is a proof for statement s, for

proof system IT’ for which VI accepts w.h.p. But this breaks the soundness

of proof system II" with security parameter \' = |@Q| > \/2¢.
Hardness of D, relative to Alternate Decoding.

1. Pr[g(CWa, f(CWy),re) = 1] & Pr[g(CW3, f(CW3),13) = 1],

2. D/(crs, Ext(sk, f(CWy)), f(CW3);75) ~ D'(Ext(sk, f(CWs3)), f(CW3);73),

where (crs, SK, ?S;m) < CRSGen(1™), f < A(crs), 72, 13 are sampled uniformly

at random, CWy <— Ey(crs, T sims T, 0) and CW3 < Ey(crs, T sims T3 1).
Let X denote a random variable where X < D, with probability 1 /2 and
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X + D; with probability 1 /2 and let random variable CW denote the output

of E; when X replaces 7.

To show (1), assume Pr[g(CWa, f(CWs),r9) = 1] and Pr[g(CW3, f(CW3),1r3) =
1] differ by a non-negligible amount. This implies that a circuit that takes as
input X , hardwires all other random variables, and outputs 1 in the case
that g(CW, f(CW),r) = 1 and 0 otherwise, implying that it has non-negligible
correlation to the function that outputs b such that X is in the support of
Dy. We will show that the above can be computed by a streaming adversary
with storage o(n) and input X, thus contradicting Claim 5.5.1. Indeed, this
follows since the output of E; can be computed in a streaming fashion using a
similar trick to the AC® case, f can be computed by streaming adversaries with
storage o(n) by definition of tampering class F, and verification for I can also
be computed in a streaming fashion with memory ©(n”), where n” = o(n). So
the composition of the three can also be computed by streaming adversaries

with storage o(n).

To show (2), assume D’(crs, Ext(sk, f(CW5)), f(CW3);73) and

D’(crs, Ext(sK, f(CW3)), f(CW3);r3) have non-negligible statistical distance.
This implies that a circuit that takes as input X , hardwires all other random
variables, and outputs D’(crs, Ext(SK, f(CW)), f(CW);rs) has non-negligible
correlation to the function that outputs b such that X is in the support of
Dy. We will show that D’(crs, Ext(sk, f(CW)), f(CW); ry) can be computed

by a streaming adversary with storage o(n) and input X , thus contradicting
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Claim 5.5.1. To show this, note first that the output k,; of Ext(sk, f(CW))
can be given as non-uniform advice since it does not depend on X. This is
the case because the key is extracted by looking at the first part of the tam-
pered codeword, which is independent of X. Since the tampering function is
streaming as well, it means that the output of the tampering function was

determined independently of X.

Now, we must show that Es, f, and D'(crs, k11, -;79) can all be computed in
a streaming fashion. We have already argued that E,, f can be computed in
a streaming fashion. Note that D’(crs, kpy1, -3 72) simply decrypts (by xor’ing
kn+1 with ¢) and checks all proofs using the verifier of II, which can be done

in a streaming fashion, with space ©(n") = o(n).

5.5.5 Multi-Bit NMC Against Streaming Adversaries

The result from the previous section extends trivially for any number m of bits.
Moreover, when we increase the number of bits m, all other parameters (n,n’,n")
can remain the same and do not need to be increased as in our previous multi-bit
constructions. To see this, note that the only additional property that needs to be
proved in the multi-bit case is that for every Boolean function, represented by a cir-
cutt F' over m variables,

F o D'(crs, Ext(crs, sK, f(CWy)), f(CWy);70) =~

F o D'(crs, Ext(crs, sk, f(CW3)), f(CW3); r3).
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But in the bounded, streaming model, F' as above can be computed without requiring
any additional memory beyond what is required in the one-bit case. To see this,
recall that the streaming adversary can receive the decryptions of the m ciphertexts
in the tampered codeword as mon-uniform advice, since tampering on this part of
the codeword does not depend on the values of [Z'|iepm. Thus, the streaming ad-
versary needs only to check the m -n + 1 proofs, in a streaming fashion, in order
to determine the output of D': If all proofs verify correctly, the output of D' will
consist of the hardcoded, “candidate” bits; otherwise, D' will output 0. Thus, the
streaming adversary can compute the output of D' using the same amount of space
as in the one-bit case. Now, F needs to be applied to the output of D'. But note that
computing F' does not require any additional space. Indeed, given the state of the
streaming adversary at the moment the output of D' is determined, we can simply
hardcode the output of F' in the transition function. Thus, no additional memory is

required.
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5.6 Figure to explain MPC in head from section 5.5.4
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Figure 5.13: A pictorial representation of the Prover’s output in the NI Simu-
latable Proof System II. Let £ = 5 be the number of parties, and A be the
security parameter. In the g-th iteration, each party P; for i € [¢] has inputs

(wf, s?). We encode each s! as s?||s?, where 5! is the bit-wise complement

17 1
of s!. For example 001 is encoded as 001100. For each bit of the encoding
of s?, if the bit is 1 then each party P; places a weak encryption of its view,
view;, in the corresponding slot (represented by filled-in rectangles of various
shades of gray in the figure). Otherwise, if the bit is 0 then each party places
a weak encryption of all 0’s in the corresponding slot, (represented by blank
rectangles in the figure). During verification, the verifier checks in the first
step that input s =s{ @ sid... @ s?. To check the consistency of the views,
the verifier selects 2 columns (P, and Py) and 2 rows (s! and s{) at random
and does the following: (1) checks that s and s] are consistent with the
values read in the first step (2) runs Rec on the weakly encrypted views and
checks that the resulting views are consistent with each other and internally.
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Chapter 6: Tight Upper and Lower Bounds for Leakage-Resilient,

Locally Decodable and Updatable Non-Malleable Codes

6.1 Introduction

As discussed in chapter 1 standard non-malleable codes are useful for protecting
small amounts of secret data stored on a device (such as a cryptographic secret key)
but unfortunately are not suitable in settings where, say, an entire database must
be protected. In a recent result, [54] proposed a new notion called locally decodable
and updatable non-malleable codes, which informally speaking, provides the security

guarantees of a non-malleable code while also allowing for efficient random access.

In more detail, we consider a message m = myq, ..., m, consisting of n blocks, and
an encoding algorithm E(m) that outputs a codeword C=¢é,... ¢ consisting of n
blocks.

As observed by [54], achieving these locality properties requires a modification
of the previous definition of non-malleability: Suppose a tampering function f only
modifies one block of the codeword, then it is likely that the output of the decoding
algorithm, D, remains unchanged in most locations. (Recall D gets as input an index

i € [n] and will only access a few blocks of the codeword to recover the i-th block
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of the message, so it may not detect the modification.) In this case, the (overall)
decoding of the tampered codeword f(C) (i.e. (Df(é)(l), ..., DI ) can be highly
related to the original message, which intuitively means it is highly malleable.

To handle this issue, [54] consider a more fine-grained experiment. Informally,
they require that for any tampering function f (within some class), there ezists a
simulator that, after every update instruction, computes a vector of decoded messages
m*, and a set of indices T C [n]. Here I denotes the coordinates of the underlying
messages that have been tampered with. If T = [n], then the simulator thinks that
the decoded messages are m*, which should be unrelated to the original message as
well as the messages placed in each position by the updater. On the other hand,
if T C [n], the simulator thinks that all the messages not in Z remain unchanged
(equivalent to the most recent values placed there by the simulator or the original
message, if no update has occurred in that position), while those in Z become L. This

intuitively means the tampering function can do only one of the following cases:

1. It destroys a block (or blocks) of the underlying messages while keeping the

other blocks unchanged, OR

2. If it modifies a block of the underlying message to a valid encoding, then it must
have modified all blocks to encodings of unrelated messages, thus destroying the

original message.

It turns out, as shown by [5]], that the above is sufficient for achieving tamper-
resilience for RAM computations. Specifically, the above (together with an ORAM
scheme) yields a compiler for any RAM program with the guarantee that any ad-
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versary who gets input/output access to the compiled RAM program Il running on
compiled database D who can additionally apply tampering functions f € F to the
database D adaptively throughout the computation, learns no more than what can be

learned given only input/output access to 11 running on database D.

Rewind attacks As discussed earlier in chapter 1, when considering both leakage
and tampering attacks (even just a single leakage query followed in a later round
by a single tampering query) so-called rewind attacks become possible. In a rewind
attack, the attacker does the following (1) leak information on only a “few” blocks
of memory in rounds 1, ..., i; (2) wait during rounds i+1, ..., j until these memory
locations are (with high probability) modified by the “updater” (the entity that models
the honest computation on the data); (3) re-write the old information into these
memory locations in round j + 1, with the goal of causing the state of the computa-
tion to be rewound. Rewind attacks can be thwarted by ensuring that when the old
information is written back, it becomes inconsistent with other positions of the code-
word and an error is detected. On the other hand, a bad outcome of a rewind attack
occurs if when decoding certain blocks of memory, with non-negligible probability,
the old values from round i are recovered and no error is detected. This is a problem
since such an outcome cannot be simulated by a simulator as required in the security
definition: The decoding of these blocks depends on the original message and yet is
no longer equal to “same” (since the values decoded are not the most recent values

placed in those positions by the updater).
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6.1.1 Our Results

Our results show that any construction of locally decodable and updatable non-
malleable codes in a threat model that allows for a rewind attack as above will require
“high locality.” Specifically, we show tight upper and lower bounds: (1) Every such
construction will require super-constant locality, moreover; (2) Super-constant local-
ity is sufficient for achieving constructions in the same threat model as [54] (which,
as discussed, allows for rewind attacks). Throughout the paper, we assume that the
decode and update procedures are non-adaptive in the sense that the next block of
the codeword accessed during decode/update does not depend on the contents of the
previous blocks accessed. For non-adaptive decode and update we consider two set-
tings: In the first, simpler setting, which we call non-adaptive decode and update
with deterministic accesses we assume that once the encoding scheme I1 = (E, D, UP)
is specified, for each n € N, the sets of codeword blocks S; := SP U S™ accessed in
order to decode/update the i-th message block, i € [n|, are fixed. This is a natural re-
quirement, which holds true for the encoding scheme of [54]. This is the setting that
was considered in the conference version of this paper [53]. In this work, we also
consider a second, more complex setting, which we call non-adaptive decode and
update with randomized accesses. Here we assume that the locations accessed by
decode/update can depend on random coins r € {0,1}*, in addition to the message
index i. Specifically, once the encoding scheme 11 = (E, D, UP) is specified, for each
n € N, the sets of codeword blocks S;, = Sp, U S corresponding to the locations

accessed in order to decode/update the i-th message block, i € [n], with random coins
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r, are fired. Note that since the access pattern depends on the random coins r, the
blocks of the codeword accessed each time location i is decoded/updated may differ.
Nevertheless, the access pattern is still non-adaptive since the next accessed location
depends only on the message indez i to be decoded/updated and on random coins r,
but does not depend on the contents of previously read blocks.

We show the following:

Theorem 6.1.1 (Informal). Let \ be security parameter and let 11 = (E, D, UP) be
a locally decodable and updatable non-malleable code that has non-adaptive decode
and update with deterministic accesses in a threat model which allows for a rewind
attack, which takes messages over alphabet X2 and outputs codewords over alphabet i,
where |3, 3| € poly(A). Then, for n = poly(X), I must have locality §(n) € w(1).

Moreover, for every 6(n) € w(l), there ezists a computationally secure, locally
decodable and updatable non-malleable code 11 = (E,D, UP) that has non-adaptive
decode and update with deterministic accesses, in a threat model which allows for
a rewind attack, which takes messages over alphabet X2 and outputs codewords over
alphabet 3, where |S|, || € poly(\) and such that for n = poly(X), II has locality

d(n).

Specifically, for the positive result, the construction of leakage resilient locally
decodable updatable codes is secure against the same classes of tampering and leakage
functions, F, G, as the construction of [54], but improves the locality from O(logn)
to 6(n), for any 6(n) € w(1).

In this work, we extend our lower bound beyond the setting considered in the
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conference version [53], to the setting where the locations accessed by decode and

update may be randomized:

Theorem 6.1.2 (Informal). Let A be security parameter and let I1 = (E, D, UP) be a
locally decodable and updatable non-malleable code that has non-adaptive decode and
update with randomized accesses which takes messages over alphabet > and outputs
codewords over alphabet 3, where |S|, || € poly (), in a threat model which allows

for a rewind attack. Then, for n = poly(\), II has locality (n) € w(1).

We emphasize that, for both lower bounds, our attacks work even in a threat
model which allows only a single bit of leakage in each round.

We also note that since our attacks are efficient, the lower bounds are appli-
cable in the computational setting and therefore also rule out constructions based on
computational assumptions.

We leave as an open question extending our lower bound to the setting where
the access pattern of decode and update, in addition to being randomized, may also
be adaptive (i.e. the next position accessed by decode and/or update depends on the
values read in the previous positions). In Section 6.1.2.3, we discuss the difficulties

of extending our technique to the setting in which decode and update are adaptive.

6.1.2 Our Techniques

6.1.2.1 Lower Bound for Deterministic Access Patterns

We assume that there exists a locally decodable and updatable non-malleable
code with non-adaptive decode and update and constant locality, c, for all message
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lengths n = poly(X) (where n is the number of blocks in the message). We then
arrive at contradiction by showing that for every constant c, there exists a constant
d > ¢, such that the security guarantee cannot hold when encoding messages of
length X¢ number of blocks, where X € poly(\) is the bit length of the codeword
blocks. Specifically, for messages of length n = X € poly(\) number of blocks,
we will present an explicit (efficient) attacker and an explicit updater for which
there cannot exist a simulator as required by the definition of locally decodable and
updatable non-malleable codes.

The attack we present is a rewind attack, as discussed before. Intuitively,
the main difficulty of designing the attack is to determine which positions of the
codeword are to be leaked and subsequently re-wound to their original values so that
with high probability in the real game, the corresponding message block will decode
(with no error detected) to the original value in that position, as opposed to the
most recently updated value. For purposes of our attack, we assume that the original

message 1s either equal to 0 in all n blocks or equal to 1 in all n blocks.

Sunflower Lemma Informally speaking, a sunflower of size k is a collection of k
sets {S1,...,Sk} such that the intersection of any pair is equal to the core core,
i.e. for sets S; and S;, S; N S; = core. There exists k petals, S; \ core, and it is
required that none of them are empty. Figure 6.1 shows a sunflower and the gray
area represents a sample set S;.

We now describe how sunflowers are employed in our setting. We begin by

considering the following collection of sets ({S1,...,5a}) (which is not necessarily
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Figure 6.1: Illustration of a Sunflower
a sunflower): For i € [n], let the sets S; C [n] correspond to the blocks (where each
block has size X € poly(X) bits) of the codeword accessed in order to decode/update
the i-th block of the message. Note that by the locality assumption, the size of each
set S; is |S;| = c¢. The celebrated Sunflower Lemma of Erddés and Rado [68] tells
us that any sufficiently large collection of sets (such as {S1,...,Sa}), must contain
a sunflower, whose size depends on the number of sets and the size of each set.
Specifically, since the size of each set in {Si,..., Sy} is constant in our setting, the
Sunflower Lemma of Erdés and Rado [68] implies that we can choose constant ¢’
large enough such that when the message is of length n = X¢ number of blocks, we
are guaranteed to have a sunflower SF := {S;,, Si,,...,Si }, where ig,... i € [n],
of size k+ 1, where k> X -c. The collection of sets forming a sunflower are of the
form S;, for j € [k] and the intersection of any pair is equal to the core core, i.e.
Si; NSy, = core for all j # £. There also exist k petals S;, \ core, and, as mentioned,

none of them are empty. See Sections 6.2.1, 6.2.2 for more details.

The Compression Function In the following, we explicitly define a compression

function that is implicitly computed during a run of the security experiment. We
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define this function since its stability properties (discussed below) will be crucial for
the analysis of our attack. Given a fixed initial codeword C and sunflower SF (as
defined above) we define a (randomized) compression function Fy, : {0,1,same}* —
{0,1}%¢ which takes as input values w1,...,xx € {0,1,same} indicating how to
update (or not) the corresponding message block ij, j € [k], where S;, is in the
sunflower. Specifically, for j = 1 to k: If x; = same, message block i; does
not get updated. Otherwise the update algorithm, UPé(ij,xj) 1s executed. The
output of the function Fg is the contents of the sunflower core, core, after all
the updates have been completed. Note that core can consist of at most ¢ code-
word blocks since core C S;. for all j € [k]. Therefore, the output length of
Fy is at most X - ¢ bits. Note that this means that Fg is a compression func-
tion, since we chose k > X - c. Now this, in turn, means that the output of
Fg cannot contain all of the information in its input and satsifies certain stabil-
ity properties. Indeed, it can be shown (cf. [61]) that with high probability over the
choice of j* € [k], the two distributions Fp(Xq, ..., Xj_1,same, Xj«1q,...,Xy) and
Fa(Xy,. .., Xjeo1, Xjo, Xjoqa, ..., Xi) are statistically close when each X, j € [k]
is chosen uniformly at random from {0,1,same}. See Sections 6.2.1, 6.2.3, 6.2.}

for more details.

The Attacker and the Updater The attacker first finds the sunflower SF := {S;,,
Siys --vy Siy b in polynomial time and then chooses j* € [k]| at random. In the first
round (or multiple rounds if the attacker is allowed only a single bit of leakage) the

attacker leaks the contents of the positions in C corresponding to the decoding of ;-
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(Si,. ), minus the contents of the blocks in the core of the sunflower. We denote the
entire leaked information by y;«. The attacker then writes those same values, y;-,
back in the k+1-st round. The updater chooses values x1, ...,z € {0,1,same} and
in each round from 1 to k, requests the corresponding update (i.e. update message
block i; to 0, if x; = 0, update to 1 if x; = 1 and do not update this block at all, if

x; = same). See Section 6.2.5 for more details.

Putting it All Together  Note that the input to the decoding algorithm when decoding
position iy is exactly: (Y, Fe (X1, .., X1, Xjo, Xjey1, .., Xg)) (the contents
of the positions in C corresponding to decoding of i+, minus the contents of the
blocks in the core of the sunflower, and the core itself). Additionally, note that
since {Siy, iy, - -5, form a sunflower, if x;» = same, then the rewind attack
has no effect (since the blocks in S; . \ core were not accessed during any update
request) and so decode on input (y;-, Fg (X1,..., Xj=—1, same, Xj-11,..., X},)) must
correctly output 1 if the original encoding was 1 and 0 if the original encoding was 0
(without outputting L ). Since Fyg is a compression function, it means that with high
probability decode on input (y;., Fa(X1,. .., Xje_1, Xjo, Xjry1, ..., X)) will output
1 if the original encoding was 1 and 0 if the original encoding was 0, regardless of
the value of Xj«. Intuitively, since the output of decode now depends on the original
message block in the i;«-th position, as opposed to the most recently updated value,
the simulator must fail in at least one of the two cases (either when the original
message was 0 or 1) and so the encoding scheme cannot satisfy the non-malleability

definition. See Section 6.2.6 for more details.
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6.1.2.2 Lower Bound for Randomized Access Patterns

We next present a technical overview of the results that are new to this work
and did not appear in the conference version [53]. In the following, we highlight the
main technical challenges that arise in this setting and the approaches for addressing

them.

o We need to define a sunflower for the randomized access pattern setting. The
natural way to do this is to consider the collection of sets S;, C [n], fori € [n],
r € {0,1}?, corresponding to the blocks of the codeword accessed in order to
decode/update the i-th block of the message with randomness r. Note that by
the locality assumption, the size of each set S, is still |S; | = c¢. Thus, we can
still find a sufficiently large sunflower contained in the collection of sets above.
However, when launching a rewind attack, while we can still randomly select
(i,71), leak information about blocks corresponding to some set S;,,, and write
back to S;,, at a later point, it is now possible that the decode algorithm will
actually access a different set of blocks S; ,, during decoding in the final round,
corresponding to some other randomness ro. The key observation is that since
the number of blocks n in the codeword is polynomial in security parameter A\,
and since the total number of blocks accessed by each decode/update is a con-
stant, c, then for each i € n|, there must be some set of ¢ blocks R; such that
the same set R; is accessed by the decode algorithm for position i with proba-
bility at least 1/n°, which is inverse polynomial in the security parameter. We
thus consider the collection of sets {S1,x, ..., Snz }, where fori € [n], r} is the
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randomness corresponding to the set R; described above. We may now apply
the Sunflower Lemma to obtain a sunflower SF := {Sio’,;o, Sivs s Sik,rfk}f
where iy, . . ., 11, € [n], of size k+1, where k > X-c*, contained in the collection
of sets. For technical reasons, we also choose a slightly smaller sunflower, SF™,

which is a subset of SF. We omit this part of the analysis from the overview

and refer the reader to Section 6.3.1 for more details.

Analogously to our previous rewind attack, we would like the attacker to select
an index j* € [k|, leak the contents of the positions in C corresponding to
decoding of i« with random coins Tfj* (Sijw;j*), minus the contents of the
blocks in the core of the sunflower, and then write those same values back in
some later round (call this the k' + 1-st round). Crucial to our analysis of
the attack, is that if no update occurs on position i+, then the rewind attack
makes no change at all to the state of the codeword in the k' + 1-st round.
However, this is now not straightforward to arque. The reason s that the
other k' updates that occur are now randomized and may overwrite locations
contained in the set Sij*,r;*j* \ core. In more detail, note that the adversary
does not control the randomness of the updater and so cannot ensure that the
updater accesses only the sets of the sunflower (corresponding to random coins
7“;"]) during the updates. Indeed, since the updater samples its own randommness,
it is extremely unlikely that this will happen. To address this issue, note that
we now choose a larger sunflower SF = {S,;O,T;O, Sivrr s ey Sik,r;‘k} of size

1

k+1, where k > X - ¢?, whereas in the deterministic access pattern case we
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chose a sunflower of size k + 1 where k > X - c. The fact that k is larger
allows us to now choose a random subset of the sunflower SF, which is also a
sunflower and still has sufficiently large size. Specifically, we choose a random
subset T C [k] of size k', such that T := {z,..., 2} and consider updates
to the sets S;. ., j € [k']. Now, due to the structure of the sunflower (which
guarantees that all the sets (Sij,r;*j \ core) are pairwise disjoint) we will arque
that (when k' is sufficiently small relative to k), with high probability over the
random choice of T, j* € [K'], and randomness of the updater, if no update
occurs on position i, then there is no intersection between the updated sets

and the chosen set S, . \ core. See Sections 6.3.5, 6.3.5 for more details.

Recall that the analysis of the previous case proceeds by showing that after
the rewind attack occurs, the probability that the decode algorithm on position
iz; outputs the original value, is “close” whether or not an update occurred
on position i, . Unfortunately, the argument we used in the previous section
only allows us to bound the difference in probabilities by a constant. This is
no longer sufficient to complete the proof in the randomized case, since recall
that in the randomized case, we can only argue that, when no update occurs,
the decode algorithm on position i, . outputs the original value with probability
1/nc—when the attacker gets lucky and correctly guesses the random coins used
by the decoder. This means that our previous techniques cannot rule out the
case that when an update occurs, the decode algorithm outputs the original

value with probability 0. Therefore, we must define a different event and show
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that this event is both observable given the output of the experiment, and occurs
with 1/ poly(\) probability. We then show that conditioned on this observable
event occurring, the probability that the decode algorithm outputs the original
value at another randomly chosen location iy is high. See Section 6.3.5 for

more details.

6.1.2.3 Difficulty of Extending Techniques to the Adaptive Setting

In both the deterministic and randomized case, our techniques crucially rely on
using the access patterns to define a sunflower. Specifically, we consider a collection
of sets {S;}, where each set S; contains the indeces of the blocks of the codeword ac-
cessed in order to decode/update the i-th block of the message. If access patterns are
adaptive, then as updates occur, the sets S; may change, depending on the contents
of the updates. This means that the structure of the sunflower may keep changing in
each round of the experiment. Moreover, since the sets S; are now defined in a way
that depends on the messages input to the encode and update procedures, they are
now unknown to the attacker. Therefore, it is not clear how to define an attack for
such a case (since the attacker doesn’t know the sets S; and so doesn’t know which
positions to leak and write back), or which mathematical tools would be useful for
analyzing an attack (since our main technical tool-the Sunflower Lemma—assumes

a static collection of sets).
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6.1.2.4 Upper Bound

Overview of Locally Decodable and Updatable NMC [54] In [54], the authors con-
struct locally decodable and updatable non-malleable codes from a symmetric encryp-
tion scheme € = (Gen, Encrypt, Decrypt), a standard (non-local) non-malleable code
NMC = (E',D’), and a collision resistant hash function family H.

Encoding E(m): In order to encode message m = (my, ma, ..., my), they first gen-
erate the secret key SK of by running Gen and choose hash function h < H. Then
the algorithm encrypts each message block m; using SK to get the encrypted blocks
(e1,€a,...6,) corresponding to each message block. They then compute the Merkle
tree Ty, of these encrypted blocks using the collision-resistant hash function h, along
with the root of the merkle tree (1},) as (Ry). They finally encode the secret key
SK, the description of the hash function h, and the root Rj using the standard
non-malleable code to generate ¢ < E'(SK, h, Ry) and output the encoded message
C=(cer,ea....en,Th).

Decoding DY (4): In order to decode the i-th block of C, they first recover (SK, h, Ry,) =
D'(¢). Then the algorithm checks the consistency of the path path to leaf e; in tree
Ty, and outputs m; = Decrypt(SK, e;). If any of the consistency checks, decoding of
¢, or decryption fails then the algorithm outputs 1.

Update UPC(i,m’i): In order to update a message block m; with m'; the algorithm
first recovers (SK, h, Ry) = D’(c) along with the path path to leaf e; in tree T),. If D’
outputs L then the algorithm updates the first block of C with L denoting failure.

Otherwise, computes the fresh encryption €'; and updates the path path’ and root
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R'}, in the merkle tree Ty, by replacing the leaf e; with €'; and computing the path
to the root. Finally, update ¢’ as ¢ < E'(SK, h, R'y,). The construction of [54] pro-
vides computational security against polynomial size tampering functions f = (fi, fa)
such that fiy € F tampers with ¢, and the underlying non-local NMC (E',D’) is se-
cure against F, whereas fy tampers with rest of the codeword arbitrarily. For more
details please refer to Section 6.4.

Here we take advantage of the fact that codeword blocks are large-X € Q(A\Y/H)
number of bits, for constant 0 < p < 1-number of bits—to replace the Merkle Tree
used in the original construction of [54] with an alternative data structure we call a
t-slice Merkle Tree. Note that the Q(log \) locality of the construction of [54] came
from the fact that an entire path (and siblings) of the binary Merkle tree from root to
leaf of length log(n) had to be traversed for each decode and update instruction. Our
new data structure is a t := X1 7H-ary tree and uses as a building block a collision
resistant hash function h : {0,1}* — {0, 1}*" (note h has output length X* € Q(N))
and so, for messages of length n = poly(X\) blocks, an entire path of the tree from
root to leaf will always have length at most 6(n), for any §(n) € w(1). Moreover, the
root of the tree can be updated and verified without reading any of the siblings along
the path from root to leaf, due to the use of a hash function with a specific structure.
This allows us to achieve a locally decodable and updatable non-malleable codes with

locality 6(n), for any 6(n) € w(l). See Section 6.4 for more details.
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6.2 Lower Bound

In this section we prove the following theorem:

Theorem 6.2.1. Let A\ be security parameter and let 11 = (E,D, UP) be a locally
decodable and updatable non-malleable code that has non-adaptive decode and up-
date with deterministic accesses which takes messages over alphabet ¥ and out-
puts codewords over alphabet S, where log ||, log |§| € poly(A), in a threat model

which allows for a rewind attack. Then, for n := n(\) € poly(X), II has locality

d(n) € w(l).

We denote by X := log |§J\ € poly(A) the number of bits in each block of the
codeword. For purposes of the lower bound, we can take X to be any polynomial in
A (or smaller).

In the following, we assume that 11 = (E, D, UP) is a locally decodable and up-
datable non-malleable code with non-adaptive decode and update with deterministic
accesses and with constant locality. We then present an efficient rewind attacker

along with an updater that break the security of 11, thus proving the theorem.

6.2.1 Attack Preliminaries

Definition 6.2.1 (Sunflower). A sunflower (or A-system) is a collection of sets S;
for 1 <i <k such that the intersection of any two set is core Y, i.e. S;N.S; = core
for all i # j. There exists k petals S; := S; \ core and it’s required that none of

them are empty. A family of pairwise disjoint sets form a sunflower with an empty
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core.
The following famous lemma is due to Erdds and Rado.

Lemma 6.2.1 (Sunflower Lemma [68]). Let F be family of sets each of cardinality

s. If |F| > sl(k —1)° then F contains a sunflower with k petals.

Definition 6.2.2 (Statistical Distance). Let Dy and Ds be two distribution over a
shared universe of outcomes. let supp(D) be the set of values assumed by D with
nonzero probability, and let D(u) := Pr[D = u]. The statistical distance of Dy and

D, is defined as

1
HDI - D2||stat = 5 Z |D1(u) - DQ(UJN

u€ supp(D1)Usupp(Da2)

Definition 6.2.3 (Distributional Stability [61]). Let U be a finite universe and
t,n > 1 be integers. Let D; for 1 < i <t be a collection of t mutually independent
distributions over {0,1}" and F be a possibly-randomized mapping F(x',... ) :

{0,1}t > U, for j € [t] let
Vi = y}%[HF(Dh .. 7Dj—17yaDj+17' .. aDt) - F(Dh‘ .. 7Dt)||stat]'

F is 0-distributionally stable for § € [0, 1] with respect to Dy, ..., Dy if

t
1
F2 S8
j=1
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Lemma 6.2.2 (Compression Functions are Distributionally Stable [61]). Let
R(z',...,z") : {0,1}* = {0,1}= be any possibly-randomized mapping, for any
n,t,t'" € NT. R is d-distributionally stable with respect to any independent input

distributions Dy, ..., Dy, where it may take either of the following two bounds:

6.2.2 Applying the Sunflower Lemma

For i € [n], the sets S; C [n] correspond to the blocks (each of size X) of
the codeword accessed in order to update/decode m; (i.e. the set S; := SP U S,
where SP, S are the sets of blocks accessed by the decode and update procedures,
respectively). By hypothesis, we have that for i € [n], |S;| = ¢, for constant c.

Choose n = X¢ € poly()\), where ¢ is a constant such that

XY >l (22,500 - ¢ - X)°

Then by the Sunflower Lemma, {Si,...,S,} contains a sunflower with k 4+ 1 =
22,500-c- X +1 petals and core core. Let SF :={S;,,S;,,..., 5}, whereig,... i, €
[n]. For codeword C, let core(C)) denote the content of the set of blocks that make up
the core of the sunflower. For set Sy, ( € [n], let set,(C)) denote the content of the

blocks in set Sy, and let set; (C') denote the content of the blocks in set Sy, where

S, =S¢\ core.
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6.2.3 The Compression Functions

Given a fixed wnitial codeword C’, sunflower SF :={S;,,..., S}, where
i0,. .., ik € [n] (as defined above) with k + 1 := 22,500 - c- X + 1 petals, define the

following (randomized) function Fg : {0,1,same}* — {0,1}¥¢ as follows:
e On input xy,...,x, € {0,1,same}
e Forj=1tok:
— If x; = same, run UPé(j)(io,O).
— Otherwise run UPé(j)(ij,xj).
where CY) denotes the codeword immediately before the j-th update.
e Run UPé(k+1)(i0,0).

e Output the contents of core(C*tD) where C*+V+ denotes the codeword im-

mediately after the k + 1-st update.

6.2.4 Closeness of Distributions

For( € [k], let X, be a random variable distributed as X, where X is distributed
as Uto,1,same}» 4.€. its value is chosen uniformly from the set {0,1,same}. Let C’O —
E(0...0) and Cy « E(1...1). We prove the following claim, which will be useful in

the subsequent analysis.

Claim 6.2.1. For every Cy + E(0...0) and Cy < E(1...1), we have that:
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e The statistical distance between Fe, (X1,...,Xj_q1,same, X4, ..., Xy) and

Fp (Xq,...,Xy) is at most 0.1, with probability at least 0.8 over j ~ [k].

0

e The statistical distance between Fg (X1, ..., Xj 1,5ame, X 1,..., Xy) and

Fe (Xy,..., Xy) is at most 0.1, with probability at least 0.8 over j ~ [k].

Proof. First, by Lemma 6.2.2 and the fact that Fp is a compression function, we

have that for every codeword C:

k
1 c- X
E; HF Xl;---ijflaxaijrl;---7Xk)_Fé(Xla---,Xk)Hstat]< k‘ .
By linearity of expectation, we have
1 ¢ c- X
mNX EZ HF X17---7Xj17x7Xj+17-~-7Xk)_FC'<X17---7Xk)‘|stat)] < ]{j
7j=1

Now, by Markov’s inequality, we have that

k
c- X
Z [FA(X1, .., Xjo1,ame, X1, .o, Xi) — Fa( X1, oo, X |stat) < 3 -

wlr—k

Applying Markov’s inequality again, we have that with probability at least 0.8 over

choice of j ~ [k],

||FC'(X17 C ,Xj_l,same,Xj+1, R ,Xk) — FC‘(Xh c an)Hstat <15 = 0.1,

where the final equality holds since we take k + 1 := 22,500 -c- X + 1. Finally,
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since the above holds for every C, the claim is immediate. we have that for every

Co+ E(0...0), and Cy + E(1...1):

o The statistical distance between Fe, (X1,...,Xj1,same, X1, ..., X}) and

Fe,

0

(X1,...,Xg) is at most 0.1, with probability at least 0.8 over j ~ [k].

o The statistical distance between Fe, (X1,...,Xj_1,same, X4, ..., X}) and

Fe (Xy,..., Xy) is at most 0.1, with probability at least 0.8 over j ~ [k].

This concludes the proof of the claim.

6.2.5 The Attack

In this section we describe the polynomaial-time attacker and updater:

Description of attacker:

o Find the Sunflower SF := {S;,,...,S; }, where ig,...,ix € [n] and k+ 1 :=

22,500 - c- X + 1, contained in {Sy,...,S,} in polynomial time.!

o Choose j* ~ [k]

A

e In the first round, submit leakage function ((C) defined as ((C) := set; . ()

which returns Leaked, i.e. the contents of the positions in C corresponding to

decoding of ij+, minus the contents of the blocks in the core of the sunflower.?

Tt is not hard to see that the original inductive proof of the Sunflower lemma by Erdés and
Rado yields an efficient (polynomial in (n,¢, k)) algorithm for finding the sunflower. For further
information, see for example [?].

2If the attacker may leak only a single bit per round, we instead add here r < X - ¢ number of
rounds where in each round the attacker leaks a single bit from set; (C’) During each of these

A,
rounds, the updater requests a “dummy” update, uP“”’ (40, 0).
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o Wait until the (k + 2)-nd round. In the (k + 2)-nd round, choose tamper-
ing function f which replaces the contents of set;j*(é(k+1)+)—where Ck+D)+
denotes the contents of the codeword immediately after the (k + 1)-st update—
corresponding to decoding of i+, minus the contents of the blocks in the core

of the sunflower, with the values, Leaked, that were leaked via £.

Description of Updater:
o Choose x1,...,xp ~ {0,1,same}”.
o forj=1tok:

— If x; = same, request UPé(j)(iO, 0)

— Otherwise request UPé(j)(ij,.Tj)

where C9) denotes the codeword immediately before the j-th update.

Ak+1) .

e In round k + 1, request up“ (10,0).

6.2.6 Attack Analysis

We begin with some notation and basic facts. Let J* be the random variable
corresponding to choice of j* in the attack described above. For j € [k], let UP;,
be the event that location i; gets updated and let U_Pl] be the event that location i,
does not get updated. Recall that m € {0™, 1"} denotes the original message. For
J € [n], m; denotes the original message in block j. m§~t) denotes the decoding of

C® in the J-th position, where C® denotes the codeword immediately before the t-th
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update. m§t>+ denotes the decoding of COF in the J-th position, where COF denotes
the codeword immediately after the t-th update. We have the following properties,

which can be verified by inspection:

Fact 6.2.1. (a) For j € [k], Pr[UP;, | m;;, = 0] = Pr[UP; | m;, = 1] = 0.67;

Pr[UP;, | m;, = 0] = Pr[UP;; | m;, = 1] = 0.33.

(b) For j € [k], if the ij-th block of original message was a m;, = 0, then condi-

tioned on an update occurring on block i;, mgfﬂ) = 0 with probability 0.5 and
mglﬁl) = 1 with probability 0.5. Conditioned on no update occurring on block

J

ij, mE = 0 with probability 1.

]

(c) For j € [k], if the i;-th block of original message was a m;, = 1, then condi-

tioned on an update occurring on block i;, mgfﬂ)

= 1 with probability 0.5 and

mgfﬂ) = 0 with probability 0.5. Conditioned on no update occurring on block

(k+1)

ij, m, = 1 with probability 1.

(d) For j € [k], m*Y = m®*™F since in the k + 1-st round only the position i

] ]

gets updated.
We next present the main technical lemma of this section:
Lemma 6.2.3. For the attack and updater specified in Section 6.2.5:

Case 1: If the original message was m = 0, then with probability at least 0.7,
(k+2)

il]* — 0-

Case 2: If the original message was m = 1, then with probability at least 0.7,

(k+2) _ 4

iJ*
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We first show how to use Lemma 6.2.5 to complete the proof of Theorem 6.2.1

and then present the proof of Lemma 6.2.3.

Proof (of Theorem 6.2.1.). We show that the above claim implies that the candidate
scheme is not secure under Definition 3.2.3 and Definition 3.2.4. Definition 3.2.4
requires the existence of a simulator Sim which (for the above attack and updater)
outputs one of {same, L} U{0,1}" for the decoding of each position i € [n] in each

round j € [k + 2]. We denote by mY)  the output of Sim in round j for position

4,Sim
1. Recall that if Sim outputs same in round j for position i, then the output of the

Z(',Jgim7 1S set to ’I”FL(J) — m,gj_l)"’_.

experiment in the corresponding position, denoted m i Sim

We begin by defining the following notation for each j € [k]:

(k+2)

0o ._ _ _
Pupj = Pr[miﬁSim = same | m;; = 0 A UP; |

(k+2)

Py = Prlm; ¢ = same | m;; = 1A UP; ]

(k+2)

p?TpJ = Pr[mijvsim = same | m;, = 0 A UP; |

k42
ph; = Prlmi 5 =0 mj, = 0]
Py = Prim{*t2 =0 | m;; = 1]

i5,Sim

Note that since Sim does not see the original message, we have that for each j € [k]:

(@) Do = Dupy (b) 1o = P, (6.2.1)
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Additionally we have, for each j € [k]::

k42
Pr[mgj ng)] =same A m

(@+1) =0A UPZ] ‘ mij = 0]

= Pr[UP;, | my, = 0] - Pr[m{*2) = same | m;, = 0 A UP; ]

z']-,Sim

Pr[m{* =0 | m;, =0AUP,]

J

=0.67-p5,; 0.5, (6.2.2)

(k+2)

(k+1) _
i;,Sim i -

Where the first equality follows since (m = same | m;; = 0AUP;;) and (mi]
0| ms; = 0AUPy,) are independent events and the last line follows from Fact 6.2.1,
items (a) and (b). Similarly, for each j € [k|:
Pr[mgf;a = same A\ mgf) =0AUP;, | m;, = 1]
= Pr[UP;, | my, = 1] - Pr[m{* &) =[ mi, = 1 A UP; ]
Prim{™ =0 | m;, = 1 AUP, ]

5

=0.67-p,,,; 0.5

=0.67-p5,; 0.5, (6.2.3)

where the second to last line follows from Fact 6.2.1, items (a) and (c), and the last
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line follows due to (6.2.1)(a). Moreover, we have for each j € [k|:

(k
i

Pr[m(k+2) = same Am"FtD = 0 A UP;, | my, = 0]

i;,Sim

= Pr[UP,, | my, = 0] - Pr[m{*2) = same | m;, = 0 A UP,]

z']-,Sim

=0.33-p (6.2.4)

where the last line follows from Fact 6.2.1, item (a). Finally, for each j € [k]:

Pr[mgkgfn)] = same A mgl,CH) =0AUP; | m; =1] =0, (6.2.5)
2 J J J
since if no update occurs on position i; then mg”l) =1.

Given Lemma 6.2.3, in order for Sim to succeed, if the original message was

—

m = 0, then m§k+ )

2
J*,Sim

must be equal to 0 with probability (nearly) 0.7, whereas if

(k+2)

the original message was m = T, then m; . Sim must be equal to 1 with probability

(nearly) 0.7. Thus we have that:

0.7 — negl(\) = Y _ Pr[J* = j] - Prl 5 = 0 | my; = 0]

ij75im
Jelk]
1 (k+2) (k+1)
= T (Prlm;; gin = same Am; " = 0 A UPy; [ my; = (]
JElk]
+ Pr[mgfﬁn{ = same A mgﬁl) =0AUP;; | m;; = 0]
k42
+ Pr[mz(j,Jsrirz = 0] m;; =0])
1
=) - (067 poy; - 0.5+ 033 pl .+ pf ), (6.2.6)
Jjelk]
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+2) _

i;,Sim

(k+2)

where the second equality follows due to the fact that zfm same then fﬁij =

k+1

mngH and Fact 6.2.1, item (d) (which says that mEfHH = ) and the last

line follows due to (2) and (4). On the other hand we have:

0.3+ negl(A) = > Pr[J* = j] - Pr[il*th) = 0 | my, = 1]

i;,5im

_ Z. (Pr[m(k+.2) = same A m§f+1) =0AUP;; | my, = 1]

i;,Sim

+ Pr[Pr[m{"t2) = same A mgfﬂ) =0AUP;; | my;, = 1]

i;,Sim

+ Pr[PrimE) = 0| my, = 1))

i;,Sim

—Z (0.67-pY, ;- 0.5+ pp ;)
JE[k’]

1
= (0.67 - py, ;- 0.5+ g ;). (6.2.7)

I
(]

JE[K]

+2)

where the second equality follows due to the fact that z'fmgiSim ) -

same then m;,
mngH and Fact 6.2.1, item (d) (which says that mEfHH = Hl) the second
to last line follows due to (3) and (5) and the last line follows due to (1)(b). But
subtracting (7) from (6), this implies that 0.33 - 3 . T P95 > 0.4, which is

impossible since for each j € [k], pup ; < 1. Thus we have reached contradiction and

so the theorem is proved.
We conclude by proving the Lemma.

Proof (of Lemma 6.2.3). Let 3. := set; . (Co) and Yje = set; . (C4) The proof relies
on the fact that, in the (k+2)-nd round, decode takes as input D(yj., Fe (X1, ..., Xi))

in Case 1 and D(yjl-*, Fe (Xi,..., X)) in Case 2, Now note that, due to the struc-
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ture of the Sunflower, updates to positions ig, ..., tj+—1, ij*11, - .., i do not modify
the blocks in S; (corresponding to the contents of set;j*(é'o) or set; (Ch)). So
D(y?*, Foo( Xy, ..., Xj_q,5ame, Xjoiq, ..., Xg)) = 0 with overwhelming probability
and D(y}*, Fe(Xq,. .., Xj_1,5ame, Xjo i1, ..., Xi)) = 1 with overwhelming proba-
bility, since when X; = same, the rewind attack has no effect and decode outputs the
original message.

Moreover, due to Claim 6.2.1 and the fact that y?* (resp. yjl*) 15 fully deter-
mined by Co (resp. C’l), which is part of the description of the compression function

Fe, (resp. Fg, ), we have that for every Co < E(0...0) and Cy + E(1...1):

1. The statistical distance between (y;-), Fe (X1, Xjeq,same, Xy, oo, Xg)
and (y?, Fe (Xy, ..., X)) is at most 0.1, with probability at least 0.8 over

g~ (K]

2. The statistical distance between (yj, Fe (X1, ..., Xj-_1,5ame, Xjey1, ..., Xp))
and (y;, Fp (X1, ..., Xi)) is at most 0.1, with probability at least 0.8 over

J*~ (K]

Hence each will not be satisfied with probability at most 0.2. Now, conditioned on
each being satisfied, it can be concluded from (1) that the probability of
D(yy, F, (X1, ..., X&) = 1 is at most 0.1. Similarly from (2),

D(y},Fél(Xl, ..., Xy)) = 0 with probability at most 0.1. Taking a union bound,
we have that in each case, the D procedure will fail to output the original message
with probability at most 0.3. This means that with probability at least 0.7 over all
coins, D(y?*7F00 (X1,...,Xk)) =0, and with probability at least 0.7 over all coins
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D(y}*, Fe (Xi,...,Xy)) =1, completing the proof of the claim.

6.3 Extending Lower Bound to Randomized Decode/Update

In this section we prove the following theorem:

Theorem 6.3.1. Let A be security parameter and let Il = (E, D, UP) be a locally de-
codable and updatable non-malleable code that has non-adaptive decode and update
with randomized accesses which takes messages over alphabet X and outputs code-
words over alphabet S, where log |X],1og |S| € poly(X), in a threat model which al-

lows for a rewind attack. Then, for n :=n(\) € poly(\), II has locality 5(n) € w(1).

As before, we denote by X = log|§| € poly(A) the number of bits in each
block of the codeword. For purposes of the lower bound, we can take X to be any
polynomial in X (or smaller).

In the following, we assume that I1 = (E,D, UP) is a locally decodable and
updatable non-malleable code with non-adaptive decode and update with randomized
accesses and with constant locality. We then present an efficient rewind attacker
along with an updater that break the security of 11, thus proving the theorem.

The formal analysis is at some points quite similar to the analysis in Sec-
tion 6.2. For completeness, we present the full proof. To aid the reader, we point
out which parts of the proof are similar to the previous analysis and which parts are

significantly different.
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6.3.1 Applying the Sunflower Lemma

As in Section 6.2, we will use the access patterns to define a sunflower, but
since the access patterns are mow randomized, we will have to take into account
the randomness of the decode/update procedures as well as the position i € [n].
For i € [n], r € {0,1}*W the sets S;, C [A] correspond to the blocks (each of
size X ) of the codeword accessed in order to update/decode m; with randomness r

i.e. the set S;, := SP U S™ where SP
) ir ir

1,17

S{¥ are the sets of blocks accessed when
the decode/update procedures are run with randomness r € {0,1}*™ ). For i € [n],
let R; correspond to a particular access pattern consisting of a set of ¢ blocks that
occurs with probability at least 1/n° when decoding/updating position i (note that
such an access pattern must exist by an averaging argument). For simplicity of
notation, we assume that each such set R; corresponds to random coins rj € {0,1}7,
where p := p(\) = c-log(n) = O(logA) (i.e. fori € [n], Si,» = R;). We also

require a larger sunflower for the randomized case. Consider the system of sets

{S1rey- -, Sz - By hypothesis, we have that for i € [n], |S;,+| = ¢, for constant

c. Choose n = X¢ € poly(\), where ¢ is a constant such that

X >l (15,840,011 - ¢ - X)°

Then by the Sunflower Lemma, {S1,x,...,Snr} contains a sunflower with k+1 :=
15,840,011 - ¢® - X + 1 petals and core core. Let SF := {Sng 01wt ey Oty 1
0 1 k

where Ly, ..., Uy € [n]. As before, for codeword C, let core(é’) denote the content of
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the set of blocks that make up the core of the sunflower. Additionally, we slightly
extend the previous notation as follows: For set Sy, { € [n], let setw(é) denote the

A

content of the blocks in set Sy, and for j € [k|, let set;ﬁ;(C’) denote the content

J

of the blocks in set Sf;rjfj’ where Sﬁ?*fj = Sfjﬂ"?j \ core. Let Sh denote the set
of blocks of the codeword that are accessed by D[i], UP[i,v] with probability at least
1/11c¢ over random choice of i € [n] and over choice of random coins (note that
by the non-adaptivity assumption, the set does not depend on the value v input to
UP). Note that |S™| < 11c¢*. We remove the at most 11¢* sets Sﬁjﬂ?j from SF such
that SZ;,TZ‘], NS" £ (. This step was not needed for the analysis in Section 6.2,
but will be necessary to complete the analysis in the proof of Lemma 6.3.1. Let

SF™ = {Si, Si,,- -, Si‘;;} denote the remaining sets. Note that SF~ is a sunflower

that has size at least k + 1 > 15,840,000 - ¢2 - X + 1.

6.3.2 The Compression Functions

Given a fixed initial codeword C, sunflower SF~ := {Sips -, Si.}, where

io,...,iz € [n] (as defined above) with k41 := 15,840,000 - > - X + 1 petals,

and random subset T C [k]| of size k' :== 1,440,000 - ¢ - X, where T = {z1,..., 21}
(where we assume the z;’s are ordered in lexicographic order), define the following

(randomized) function Fg ., :{0,1, same}¥ — {0,1}%¢ as follows:
e On input x1,...,x € {0,1,same}
o Parser :=1ry,...,Tpi1

e Forj=1tok':
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— If x; = same, run UPé(j)(io,O;rj).

: G
— Otherwise run UPY (iz;,25,75).

where CY) denotes the codeword immediately before the j-th update.

A +1) (

e Run UP 10,05 71 41)-

e Output the contents of core(CH V1) where CH+D+ denotes the contents of

the codeword immediately after the k' + 1-st update.

Note that the subset T was not needed in the analysis in Section 6.2, and is
added here since it will be used in the attack in Section 6.3.4 and in the proof of
Lemma 6.3.1. Otherwise, the compression function defined above is essentially the
same as before, except the randomness for encode/decode is “hardwired” into the

compression function.

6.3.3 Closeness of Distributions

For ¢ € [K'], let X, be a random wvariable distributed as X, where X is dis-
tributed as Ugo,1 same}, %-€. its value is chosen uniformly from the set {0,1,same}.
Let Cy < E(0...0) and Cy «+ E(1...1). For z; € T, let y; = set;., (Cy) \ core(Cy)
denote the contents of the positions in Co corresponding to decoding of i.;, mi-
nus the contents of the blocks in the core of the sunflower. Similarly, let yjl- =
set;., (Ch) \ core(Cy) denote the contents of the positions in Cy corresponding to de-
coding of i.,, minus the contents of the blocks in the core of the sunflower. We

prove the following claim (similar to Claim 6.2.1 in Section 6.2, but with different
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parameters), which will be useful in the subsequent analysis.

Claim 6.3.1. For every r and every Cy < E(0...0) and Cy < E(1...1), we have

that:

o With probability at least 0.9 over j ~ [k], the statistical distance between

Fe,

0

(Xl, ceey Xj—la same, Xj+1, cey Xk/) and FC’Q(Xl’ ce >Xj—1; 1,X]’+1, ce ,Xk/)

15 at most 0.1.

o With probability at least 0.9 over j ~ [k], the statistical distance between
Fél (X17 ceey Xj—la same, Xj+1, ceey Xk/) and Fél(Xla e >Xj—1a Oij-i-la e ,Xk/)

15 at most 0.1.

Proof. First, by Lemma 6.2.2 and the fact that Fp is a compression function, we

have that for every codeword C:

k/
1 c- X
2 B lF(X . Xy w, Xy, Xi) = Fa(Xa, o, X)) <4/ —
j=1
By linearity of expectation, we have
1 al c- X
E |52 (Fe(X . Xy, w, X, X)) = FC(XI,...,Xk/)||stat)] <\
j=1
Now, by Markov’s inequality, we have that
1 al c- X
EZ(HFCA(Xl,...,Xj_l,same,XjH,...,Xk/)—FC,(Xl,...,Xk/)HStat) <3\
j=1

Applying Markov’s inequality again, we have that with probability at least 0.95 over
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choice of j ~ [k],

c- X
|]FC(X1,...,Xj,l,same,XjH,...,Xk/)—Fé(Xl,...,Xk/)||smt < 60- I :005,

where the final equality holds since we take k' + 1 := 1,440,000 - ¢ - X + 1.

Similarly, we can repeat the above analysis to obtain that with probability at

least 0.95 over choice of j ~ [K'],

c- X
| Fa( X, o, X1, L, X, o, X)) — Fa(Xa, oo, X)) || star < 60 - T 0.05,

and that with probability at least 0.95 over choice of j ~ [K],

c- X
HFC‘(XIV">Xj71707Xj+17"'7Xk’>_FC(X1>"'an/)Hstat<60' L/ = 0.05.

Finally, since the above hold for every C’, we have by a union bound that for
every Co < E(0...0), and Cy + E(1...1):
o With probability at least 0.9 over j ~ [k], the statistical distance between
FC'O(X17 ceey Xj—la Ssame, Xj+1, cey Xk/) and Féo(Xla R ,Xj—la 1,Xj+1, R ,Xk/)

18 at most 0.1.

o With probability at least 0.9 over j ~ [k'|, the statistical distance between
FC'l (Xl, sy Xj—l; same, Xj+1, ey Xk/) and Fél (Xl, e 7Xj—1; 0,Xj+1, e ,Xy)

15 at most 0.1.

This concludes the proof of the claim.
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The following claim can be verified by inspection:

Claim 6.3.2. The following two distributions D, D' are equivalent:

D:

. Choose r uniformly at random from {0,1}(

E'+1)p

Choose & uniformly at random from {0, 1,same}*

Choose T C [E] uniformly at random from all subsets of [k] of size k'. Set

T ={z1,...,2r}, where the elements are in lexicographic order.
Choose j* uniformly at random from [K'].
Choose * uniformly at random from [n]

Output (r,Z, 7T, j*, 0).

. Choose 7 := T4, ..., P, T uniformly at random from {0, 1} +De,
Choose T := 21, ..., 4w uniformly at random from {0,1,same}"*".
Choose T~ := {z'..., 2" '} uniformly at random from all subsets of [k] of
size k' — 1.

Choose z* uniformly at random from [K)\ T~. Set T := T~ U {z*}.
Choose * uniformly at random from [n].

Set j* to the lexicographic index of element z* in the set T. Let {z1,..., 21}

denote the lexicographical ordering of T and note that zj« := z*.
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7. Set = Fr), oy Prer)s Thop1 and T 2= Zr(1), .., Tu(r), where w(i) = 7 iff 27

is the element with lexicographic index i in the set T .
8. Output (r,Z,T,j*,1).

Again, the above distributions did not appear in the analysis in Section 6.2,

and are added here since they will be used in the proof of Lemma 6.3.1.

6.3.4 The Attack

In this section we describe the polynomial-time attacker and updater. At a
high-level, the attack is similar to the one from Section 6.2.5. However, the defini-
tion of the sunflower is slightly different, the attack employs the additional set T,

and the parameters of the attack are different.

Description of attacker:

e Fori € [n], find the sets R; corresponding to the set of ¢ blocks that is accessed
with probability at least 1/n° by D and UP for position i and the corresponding
random coins i € {0,1}*, where p = ¢ -log(n) = O(log\) in polynomial

time.3

o Find the Sunflower (with petals containing blocks from the set S" removed)

SF™ = {Sipus -+ Siz,r%}, where iy, ..., iz € [n| and k+1:= 8,640,000 - ¢? -

3This can be done by, for each i € [n], taking a sufficiently large (but still polynomial) set of
random coins € {0,1}”, running D and UP for position ¢ on an arbitrary codeword C for each
r in the set, and selecting the access pattern, R;, that appears a sufficient number of times. By
standard Chernoff bounds, a sufficiently good set, R;, will be selected with high probability.
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X +1, contained in {Si,r,..., s} in polynomial time time.*

e Choose a random subset T C [k] of size k' and choose j* ~ [K].

A

o In the first round, submit leakage function ((C) defined as ((C) := set; (@)

% T‘*J*
which returns Leaked, i.e. the contents of the positions in C corresponding to

decoding of i i with randommness r7., minus the contents of the blocks in the

z 2

core of the sunflower.’

o Wait until the (k' + 2)-nd round. In the (k' + 2)-nd round, choose tampering
function f which replaces the contents of Seti—z»fm;j* (C'(k+1)+), i.e. the positions
J

in CEHD+ _yhere CHUT denotes the contents of the codeword immediately

after the (k + 1)-st update—corresponding to decoding of i. .. with randomness

*

Tl minus the contents of the blocks in the core of the sunflower, with the

values, Leaked, that were leaked via L.

Description of Updater:
e Choose 21, ..., ~ {0,1,same}*".
e Forj=1tok:

— If x; = same, request UPC(j)(io, 0)

4As mentioned previously, the original inductive proof of the Sunflower lemma by Erdés and
Rado yields an efficient (polynomial in (n,c, k)) algorithm for finding the sunflower.

5If the attacker may leak only a single bit per round, we instead add here » < X - ¢ number
of rounds where in each round the attacker leaks a single bit from set; (C). During each of

2*3 T3 .
J J
AG) . .
these rounds, the updater requests a “dummy” update, upc”’ (i0,0). In order for the analysis to
go through, we must increase the size of k so that the ratio of W < 0.2 (in the current

analysis we only need that (k H) <0.2).
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. Ny
— Otherwise request UP~" (i, ;)
where CY) denotes the codeword immediately before the j-th update.

e In round k' + 1, request upc” H)(io, 0).

6.3.5 Attack Analysis

We begin with some notation and basic facts. Let J* be the random variable
corresponding to choice of j* in the attack described above. Let L* be a random
variable chosen uniformly at random from [n]\'T. Forz; € T, let UP;_ be the event
that location i, gets updated and let UTZ] be the event that location i, does not get
updated. Recall that m € {0",1"} denotes the original message. For j € [n|, m;

denotes the original message in block j. mgt) denotes the decoding of C® in the j-th

)+
J

position, where C® denotes the codeword immediately before the t-th update. m
denotes the decoding of COF in the J-th position, where CO+ denotes the codeword
immediately after the t-th update. We have the following properties, which can be

verified by inspection:

Fact 6.3.1. (a) For j € [¥], Pr[UP,_ | ni = 0] = Pr[UP,,

Pr[UP;. | = 0] = Pr[UP,, | m = 1] = 0.33.

o )

J

(b) For j € [K], if the original message was 0, then conditioned on an update

occurring on block i, mgffﬂ) = 0 with probability 0.5 and mgffﬂ) = 1 with
J J

(K'+1) -0

probability 0.5. Conditioned on no update occurring on block i.,, m;
J

with probability 1.
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(¢c) For j € [K], if the original message was 1, then conditioned on an update

occurring on block i, mgffﬂ) = 1 with probability 0.5 and mgffH = 0 with
J J

probability 0.5. Conditioned on no update occurring on block i.,, ml(.kl“) =1

with probability 1.

(d) Sim must output same for each position i € [n] in rounds 1,... k' +1, since no

tampering of the codeword occurs before round k' + 2.

(e) For j € [K], mgklﬂ) = m" Y since in the k' + 1-st round only the position

. (2
Zj ?j

19 gets updated.

The following is the main technical lemma of this section. Note that the lemma
differs significantly from the analogous lemma (Lemma 6.2.3) in Section 6.2.6. The
lemma below considers the probability of the decoding of position iy« being equal to O
or 1, conditioned on another event occurring in position ¢, , whereas Lemma 6.2.3

considered only the probability of the decoding of position iy« being equal to 0 or 1.

Lemma 6.3.1. For the attack and updater specified in Section 6.3./, the probability
that all three of the following events occur simultaneously is at least 1/ poly(\), both
when the original message was m = 0 and when the original message was M = 1:

a) position 1, ., gets updated, miE ) = ¥ m** and (c) m* :
tion i, gets updated, (b (K+1) (K'+1)+ (k *+2) d 55;2) 1

in* Lz yx iz

Moreover, we have the following:

Case 1: If the original message was m = 0, then conditioned on (a), (b), and (c)

(K'+2)
i

occurring, we have that m = 0 with probability at least 0.9.

Case 2: If the original message was m = 1, then conditioned on (a), (b), and (c)

232



occurring, m** = 1 with probability at least 0.9.

1%

We first show how to use Claim 6.5.1 to complete the proof of Theorem 6.5.1

and then present the proof of Claim 6.3.1.

Proof (of Theorem 6.2.1.). We show that the above claim implies that the candidate
scheme is not secure under Definition 3.2.8 and Definition 3.2.4. Definition 3.2.4
requires the existence of a simulator Sim which (for the above attack and updater)
outputs one of {same, L} U{0,1}" for the decoding of each position i € [n] in each
round j € [k’ + 2]. We denote by mgfgim the output of Sim in round j for position
1. Recall that if Sim outputs same in round j for position i, then the output of the

UL s set to mi) = m§j‘”+.

experiment in the corresponding position, denoted m;¢;.., Sim

We begin by defining the following notation for each pair j € [K'], ¢ € [n]:

i = Prm® D — 1 mt? — 0 | = GAUP,, ]

izj ,Sim

L1 (K'+2) _ (K'+2) _ > 7
Pup,je = Pr[mizj,Sim =1mygp =0]m=1AUP;]

P = Prim{" G0 = 0,milgr? = 0| i = T AUPy, |

izj,Sim

0,1 . kK'+2) K+2) 5 7

Pupje -= Pr[mgzj,sul = Ovmé,snn) =0]m=1AUP ]
p’l’0 = Pr[m(klﬂ) =1|m= 0A UP;_ |

up.j iz;.Sim s

P = Pem 2 = 1| = TAUP, |

’LLp,] 7/2]7S|m
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/0,0 — P [ (K'+2)

I
o
=1
I
=]
>
c
0
n

’le,] T zz],Slm j
0,1 (K'+2) _ 5 7
Pupj = Pr[mz’zj,Sim =1[m=1AUP;]

Note that since Sim does not see the original message, we have that for each

jeK], e n]:

1,0 1,1 0,0 0,1 1,0 1,1 0,0 0,1
(CL) pup,j,é = pup,j,é (b> pup,j,f = pup,j,ﬁ (C) p/up,j - p/up,j (d> p,up,j = ,up,j'
(6.3.1)

Since the output of the ideal experiment (IdealSimyuﬁ) 15 computationally in-

distinguishable from the output of the real experiment (CTamperLeakAMﬁ), if the

original message m = 0, then by Lemma 6.3.1, we must have:
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ik +2) ~ (K'+1)

0.9 — negl()\) < PI‘[ (k'+2) =0 ‘ UPzz . A iz e ,Sim 7é iz e ,Sim

i1, *Slm

AT Am =0

Tz px ,Sim

_ Pr[m(k‘ +2 _ O | UPZZ A m(k/+2). ;é m(k;’+1)

ir%,Sim zzj*,Slm iz gx

(6.3.2)
A # L AT =0
= Pr[m’fi*+szlm - O | UPZZ J* N m’gf,j?s)im % mgf/jl)
; ’ (6.3.3)
8 € 0.1} 2 =)
— Prfm{ 2 =0 UP, Am T £ ml D
; . (6.3.4)
A ml(k;+2s)lm € {0, 1} A =0
(k/+2 k +2) (k/+1)
Pr[mzL* Sim — =0Am «,5im # min*
Am G € {0, U= in 0P,
Pr[mgf;jvzs)lm 7& mEfJ:rl) N Ef :F2S|m € {O 1} | m = 0 A UPZZ *]
b=l =112 (P e + Papjic) (6.3.5)
5, il = g1 1/2- (0, + po)
Pl =G AL =0 (P + Pupye) (6.3.6)

. 1,0 0,0
> Prige = 1 (Vs + V)

Where (9) follows since by Fact 6.3.1, Sim outputs same for each position in

rounds 1,.... k" + 1 and so m(k;,ls).m = m(k ) . (10) follows since if (m Zf;?s)lm #

mgk;HH A Nl(k +25|m # 1), then Sim cannot oulput same or L in position i.,. and
Z 7% Z]*

so Sim must output m(k j?s).m = ﬁzﬁff?glm € {0,1}. (11) follows since if Sim does not

output same or L in position i.,. then Sim also cannot output same in position i
(by definition of the ideal experiment Idealg; ;). And (12) follows since the event

that position i.,. gets updated to 0 (resp. updated to 1) occurs with probability 1/2,
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conditioned on (UP;, Am = 0) (see Fact 6.3.1) and is independent of the event

1z yx

that Sim outputs 1 (resp. outputs 0) in position i,. .

Similarly, by Lemma 6.5.1 we also must have:

~ (K'+2) A ~ (k'+2) ~ (k'+1)
0.1+ negl(A) > Pr[m i, Sim =0 | UPzzJ* A mi, . .sim # mi. . sim

~ (k'+2) >
AT o # L AT =T]

~ (k'+2 ~ (K'+2 k' +1

= Pr[mEL*,SI)n‘I - 0 | UP’LZ J* /\ mgzj* 7S)|m # m'EZJ* )
A zf j?Slm 7& LA T]

= Pr[m(k 2 = | UP;, .~ A mF T

_ ir*,Sim T Tz g Tz x ,Sim Tz g

AmE T e {01} A = 1]

Tz ya ,Sim

= Pr[m (K'+2) _ —0|UP A m(k’+2) 4 m(k/+1)

i, S|m Tz g iz 74 ,SiM (23
A G € 40,1 A =T
(K'+2) (k'+2) (k'+1)
Pr[miL*,Sim =0Am zzJ* ,Sim 7& m’LZJ*
- A TG € {0, 1}|m—1/\Ule]
Prim{" " # mEf;f” A G € 40,1} [0 = T| AUP;__,

Pl =gAL =1 12 (pupjz + Pupid)
TP =g 2 L )
X P = AL =0 (s D)

B >0, el =] (i + Vo)

But by (6.5.1) we must have

Zj,Z PrlJ*=jAL" ={] (pqlt}?je +p2}?,j,e) o Zj,e Pr[J*=j AL ={]- (pquplje +p2};1,j,e)
S Pt =] (P + Do) S Pl =] (P + D)

)

thus leading to contradiction.
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We conclude by proving the Lemma.

Proof (of Lemma 6.3.1). We prove that (a), (b), (¢) occur with probability at least

1/ poly(X\) when 1 = 0 and we prove that if the original message was m = 0, then

(K'+2)
i

conditioned on (a), (b), (c¢) occurring, we have that m = 0 with probability at
least 0.9. The proof for the case m = 1 is entirely analogous.

Recall that random variables X := Xi,..., X are i.i.d. variables distributed
uniformly in {0,1,same}. We define the random wvariables CW(r, Co, T, X, var),
E\V\//(r, Co, T, X, var) as follows, where CW represents the value of the codeword im-

mediately before the tampering occurs in round k' + 2, CW represents the value of

the codeword immediately after the tampering occurs in round k' + 2.

CW(r, Co, T, )?,j*,var):

1. Parser =ry,...,Twi1
2. Set X+ = var, where var € {same, 1}.
3. Forj=1tok:

o [f X, = same, run UPééj)(io,O;Tj)-

A ()
e Otherwise run UPCY (i, Xj575).

where ééj) denotes the codeword immediately before the j-th update.

A(K +1)

4. Run upC (0, 0; 7gr41)-

5. Output the contents of C’ék/HH, where C’éleH denotes the codeword immedi-

ately after the k' + 1-st update.
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CAVT/(T, Co, T, )Z',j*,var):

N

1. Set yf. := set Co)

z_]r](
2. Parser =ry,...,Twi1

3. Set X;» := var, where var € {same, 1}.
4. For j=1tok':

e If X; =same, run UPééj)(ig,O;rj).

A7)
e Otherwise run UPCY (i, Xj575).
where C’é denotes the codeword immediately before the j-th update.

5. Replace the current contents of set; . ( Aékur)) with yj., where C’ékur) denotes

*
T,
g

the codeword immediately after the k'-th update, yielding codeword CA’(()k,H).

A (K +1)

6. Run UPCs (70, 057k 41)-

7. Qutput the contents of C’ékl+2), where CA’(()k,”) denotes the codeword immediately

before the k' + 2-st update.

Note that for any setting of)? = X4,..., X and any setting of var,

core(CW(r, O\ T, X, 5%, var)) = Fo 7, (X1, Xjep,var, Xy, o0, X)) (6.3.7)

and

core(E\V\//(r, Co, T, X, j*, var)) = core(CW(r, Cy, T, X, j*, var)). (6.3.8)
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To prove Lemma 6.3.1, we show that (1) with probability at least, 1/5n° =
1/ poly(A) it is the case that position i . is updated to 1 in round j* € [k'] (and
so decodes to 1 in round k' + 1) and decodes to 0 in round k' + 2; (2) regardless of
the decoding of position i, ., position {* decodes to 0 with probability at least 0.9 in

round k' + 2.

Showing that w.h.p., position i, . is updated to 1 but decodes to 0 after
tampering The proof relies on the fact that, when decoding the tampered codeword,
assuming position i.x has been updated to 1 during the first k' rounds, decode for
position z'z; takes the following as input: (a) randomness r';

(b) set; . (CW(r,Co, T, X, j%,1)); (c) core(CW(r, Cy, T, X, j*, 1)).

~

Recall that y?* =set; . (Cy), First, note that due to correctness of DEC,

1z .5 5T
Zj%0 Z ok

Pr[D(set; (CW(r,Cy, T, X, j*, same), core(CW(r, T, Cy, X, j*,same))) = 0] = 1,

*
j* 7r2j*

(6.3.9)

Since in experiment CW(r, Co, T, X),j*,same), the original message is 1 := 0, no
update occurs to position izj* (since X« is set to same) and no tampering occurs.

We next consider a sequence of hybrid distributions and show that consecutive

hybrids are statistically close:

Hybrid 0

(set;j*,r;j* (CW (7‘, Co, T, )ﬁj*,same)) , core <CW (r, T, C’o,)f’j*7same>>>
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where r is chosen at random from {0,1Y**V° T s q set of size k' chosen at

*

random from [k], j* is chosen at random from [K'] and X is chosen at random from

{0,1,same}*".

Hybrid 1

(set; - (CW (7", CO,T, f) ,j*,same> , core (CW <r, T, C“o,)?, same)))
]*’ zj*

where
o Fi=7y, ... P, Tyl is chosen uniformly at random from {0, 1} +De,
o 7:=y,..., 2w is chosen uniformly at random from {0,1,same}"*".
o T :={z"..., 2"} is chosen uniformly at random from all subsets of [k] of
size k' — 1.

o 2* is chosen at random from [k|\ T~ and T =T U {z*}.
o (* is chosen at random from [n].

We then set j* to the lexicographic index of element z* in the set T, set r =

A

Fa(l)s- s Pr(er)s Thit1, and set T := Zp1y, ..., Tagry, where w(i) = j iff 27 is the

element with lexicographic index i in the set T .

Claim 6.3.3. Hybrid 0 and Hybrid 1 are identical.

This follows immediately from Claim 6.3.2.
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Hybrid 2

(y;-)* , core <CW (r, T,Co, 2, same)))

where

1. F =171, ..., P, Twer 15 chosen uniformly at random from {0, 1}*+De,

2. F:=R,..., 4w is chosen uniformly at random from {0, 1,same}*".

3T = {z'..., 2"} is chosen uniformly at random from all subsets of [k] of

size k' — 1.

4. z*is chosen at random from [k|\ T~ and T =T U {z*}.

5. 0* is chosen at random from [n].
We then set j* to the lexicographic index of element z* in the set T, set 2F = Zjw 1=
25, SetT = Tr(1), s Pu(kr), Ths1, and set T := Zr(), ..., Tnr), where w(i) == j iff 2

is the element with lexicographic index i in the set T .
Claim 6.3.4. Hybrid 1 and Hybrid 2 are 0.8-close.

Proof. We show that for every setting of 3%:,?, with probability 0.8 over choice of
T.5"

seti_z. r¥ (CW(T, éﬂ? Ta j*a X, same)) - yg*, (6310)
]*’ zj*

Note that (6.3.10) holds as long as none of the updates made during experiment

E:\VV(T, C’O,T,X) modify blocks in S;_ To show that this is indeed the case,

r* .
) .
Z]*

observe that the updates corresponding to positions ig, 1,1, ...,1,w -1 touch at most
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(k' + 1) - ¢ positions outside the core, core, and that these positions are completely
determined immediately after Step 3 in the sampling procedure above (i.e. imme-
diately after f,:;? and T~ are sampled). This is due to the fact that the position
corresponding to i« = i, will never be updated since var := same in experiment
CW(r, T, C’o,f,j*,same) and the fact that for j € [K'|, the accessed positions cor-
responding to i,; depend only on 7;, &;, but not on the contents of the codeword.
Additionally all of the accessed positions corresponding to ig also depend only on
7j, &;, but not on the contents of the codeword. Now, due to the structure of the
Sunflower, these positions can modify at most (k' 4+ 1) - ¢ petals out of the k petals

in the Sunflower. Thus, the probability that z* chosen at random from [k] \ T~ in

Step 4 hits one of these petals is at most

/ . . ,' . . 2a
(K+1)-c_2:K-c _2:1,440,000-¢-%

E—k k—k.c 14,400,000 -c¢?- X

Therefore, with probability 0.8, the blocks in the set Sy«ye, = S, have not been
modified at all, which means that

seti.pe, (CW(r,Cy, T, 5%, X)) = seti,_,e  (CW(r,C1, T, j*, X)) = ¢..

Hybrid 3

(y?*, core (CW (7’, T, éo,)?,j*,same)»

where 1 is chosen at random from {0,1}¥+V° T s q set of size k' chosen at
random from [k], j* is chosen at random from [k'] and X is chosen at random from

{0,1,same}*".
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Claim 6.3.5. Hybrid 2 and Hybrid 3 are identical.

This follows again by Claim 6.5.2.

Hybrid 4

<y?*, FC’O,T,T (Xl, ce 7Xj*_1, same, Xj*_|_1, Xk/)>

where r is chosen at random from {0, 1}(”“)”, T is a set of size k' chosen at random
from [k|, j* is chosen at random from [K'] and Xy, ..., X;«_1,same, X1, Xpy are

chosen at random from {0,1,same}"” .
Claim 6.3.6. Hybrid 3 and Hybrid 4 are identical.

This follows from Equation (6.3.7).

Hybrid 5

<y?*7 FC’O,T,T (Xla cee >Xj*—17 1>Xj*+1an’)>

where 1 is chosen at random from {0, 1}¥+V7 T is a set of size k' chosen at random
from [k|, j* is chosen at random from [K'] and Xy, ..., X;«_1,same, X1, Xp are

chosen at random from {0, 1,same}* .
Claim 6.3.7. Hybrid 4 and Hybrid 5 are 0.8-close.

Proof. We argue that with probability at least 0.9 over j* ~ [k|, the statistical
distance between Hybrid 5 and Hybrid 6 is at most 0.1. This follows from Claim 6.2.1
and the fact that y?* s fully determined by Co, which is part of the description of

the compression function Fg, 1.
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Hybrid 6
(y?*, core <m (T, Co, T,7%, )Z, 1)))

where 1 is chosen at random from {0,1}*¥+D° T s q set of size k' chosen at

random from [k], j* is chosen at random from [K'] and X is chosen at random from

{0,1,same}*".
Claim 6.3.8. Hybrid 5 and Hybrid 6 are identical.

This follows from (6.3.7) and (6.3.8).

Hybrid 7
(seti_j*mx (W (T, Co. T, X, j*, 1)) , core (E\VV (r, T,Co, X, 5%, 1>>)

where r is chosen at random from {0,1}¥+V° T s q set of size k' chosen at
random from [k], j* is chosen at random from [k'] and X is chosen at random from
{0,1,same}*".
Claim 6.3.9. Hybrid 8 and Hybrid 9 are identical.

This follows from the definition of E\V\//(T, Co, T, X, 5%, 1).

Now, conditioned on r" = 17}, the view of the decode algorithm in position j*

(assuming position j* got updated to 1) will be exactly
(set;*ﬁ* (E\V\// (r, Co, T, X, ", 1>) , core <E\V\// (r, T, C’O,X,j*, 1))) .

Thus, combining (6.3.13) and Claims 6.3.3, 6.3.4, 6.3.5, 6.3.6, 6.3.7, 6.3.8,
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6.3.9 we have that, conditioned on r’ = ri and X =1, the D algorithm outputs 0
for position i, in round k' + 1 with probability at least 0.6. Thus, the probability
that position j* is updated to 1 in round j* € [k'] (and so decodes to 1 in round k')

and decodes to 0 in round k' + 1 1is
/ * ~3 ]_
0.6-Prjr' =r5 AX;»=1=06-1/0"-1/3 = =
nC

Showing that w.h.p. position ¢* decodes to 0 in round £’ +2 Let r” denote
the randomness of the decode for position (* in round k' + 2. First, as long as
¢ T U{ig} (which occurs with probability at most ITITH = K < 001, for

sufficiently large n), by correctness we have that:
Pr [D (setw”u (CW (7‘, Co. T, X, j*, 1))) _ 0} — 1. (6.3.11)
We want to show that:
Pr [D (setiewu (Evvv (7“, Co. T, X, 7, 1))) _ 0] > 0.9. (6.3.12)
Note that indeed,
(setiéwu (CW (r, Co, T, X,j*, 1))) = (seti[*v,,u (CW (7‘, Co. T, X,j*, 1))) ,

(where 1" is chosen uniformly at random, r is chosen uniformly at random, T is

chosen at random and j* ~ [k]), as long as (1) ¢* ¢ T U{io} and (2) the set of tam-
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pered blocks, S]ZJ;*, does not intersect with Se-,». We have already upperbounded

(1) by .001. To upperbound (2), fix T, j* and thus the set Sj_*,rj*.*' Since, by construc-

tion, Sj_*’r;* NS" = 0, we have that the probability over random choice of £* € [n]

and random choice of r" that Se- ,.» accesses any of the at most ¢ blocks in Sj:’r;* 15
1

at most ¢ - 7> < 0.091, then, by a union bound, we have that

Pr [D (seti—w,, (EW (7‘, Co, T, X, %, 1))) - 0] > 0.9, (6.3.13)

6.4 Matching Upper Bound

As discussed earlier in Section 6.1.2.4, the locally decodable and updatable
NMC of [54] is constructed from a symmetric encryption scheme
E = (Gen, Encrypt, Decrypt), a standard non-malleable code NMC = (E',D’), and
a collision resistant hash function family H. We also stated that the construction
of [54] provides computational security against polynomial size tampering functions
f = (f1, f2) such that fi € F tampers with ¢ independently, where the underlying
non-local NMC (E',D’) is secure against F. Whereas fo tampers with rest of the
codeword arbitrarily. In fact, the locally decodable and updatable non-malleable code
of [54] provides computational security against a slightly more general tamper class.
Specifically, they achieve computational tamper resilience against the tampering class
F where f € F satisfies the following: f = (fi, f2) where fi gets access to the entire
codeword but it is required that fy restricted in the first block (corresponding to c) is

in tampering class F. As in the previous case fo can be arbitrary poly-size tampering
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function which tampers with the encryptions and Merkle tree (and does not get access
to ¢). In this work we achieve tamper resilience against the same tampering class
as [54], for the formal definition of F refer to Theorem 6.4.2.

We now show how to construct a locally updatable and decodable non-malleable
code with super-constant locality. This is achieved by replacing the Merkle Tree in the
construction presented in [54] by a new data structure, t-slice Merkle Tree which we
defined below (see Definition 6.4.1). Intuitively, the locality of updating/decoding in
the construction given by Dachman-Soled et al. [54] is lower-bounded by the depth of
the Merkle Tree, since, in order to detect tampering, each update/decode instruction
must check the consistency of a leaf by traversing the path from leaf to root. Our
initial idea is to replace the binary Merkle Tree of depth log(n) with a t-ary Merkle
tree (where t is a super-constant function of n defined below) of constant depth.
Unfortunately, this simple solution does not quite work. Recall that in order to verify
consistency of a leaf in a standard Merkle tree, one needs to access not only the path
from leaf to root, but also the siblings of each node on the path. This would mean
that in the t-ary tree, we would need to access at least QU(t) sibling nodes, where t is
super-constant, thus still requiring super-constant locality. Our solution, therefore,
1s to construct t-ary Merkle trees of a particular form, where verifying consistency
of a leaf can be done by traversing only the path from leaf to root, without accessing
any sibling nodes. We call such trees t-slice Merkle trees. Details of the construction
follow in Definition 6.4.1, and Algorithms 1, 2, 3 and 4. Finally, in Theorem 6.4.1
we show that the t-slice Merkle Tree is collision resistant, which allows us to retain

security while replacing the Merkle tree in the construction of [54] with our t-slice
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Merkle Tree. This then leads to our matching upper bound in Theorem 6.4.2.

Definition 6.4.1 (t-slice Merkle Tree). Let X't € N and let X be a multiple of t.
Let h: {0,1}* — {0,1}*/* be a hash function that maps a block of size X to block
of size X /t. Denote a block of data at level j with index i by cvg and the input data
by M = (my,ma,...,m,) € {0,1}¥". Let af := m;y for 0 <i<n—1. A t-slice

Merkle Tree Tree}, (M) is defined recursively in the following way:

e Bottom layer of the tree contains n blocks of data each of size

X, e, (ah,a? ... a0 ).

e To compute the content of non-leaf node at level j with index i set a{ =
i—1 i—1
h(agy ) I ] h(af(z‘+1)~t)—1)~
e Once a single block of) remains, set the root of Merkle Tree Root,k (M) == o)

and the height of tree H := 7 + 1 and terminate.
The internal blocks of Merkle Tree (including the root) are denoted as Treel, (M).

Definition 6.4.2 (k*-slice). Let o/ be a block in Merkle Tree Treel,. We divide o

into t parts of size ¥, and call these individual smaller parts as slices. Then, for k €

{0,1,...,t—1} the k™-slice, denoted by &2[k] is the slice consisting (EX, ..., $EUX)

1 t

For reference, we provide a pictorial representation of a t-slice Merkle Tree in

Figure 0.2.
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Figure 6.2: Illustration of 3-slice-Merkle Tree: The figure shows a 3-slice Merkle tree with
n = 81 number of blocks, where each block has size X'. The hash function h
maps inputs of size X to outputs of size X'/3. As a concrete example, starting
from leaf block als, we apply the hash h to obtain the leftmost (0-th) slice of
block afs. Next, hashing a}s, we obtain the leftmost (0-th) slice of block aZ.
Then, hashing ag, we obtain the rightmost (2-nd) slice of block of. Finally,
hashing a3, we obtain the middle (1-st) slice of block aj. Thus, in order to
check consistency or update leaf block 45 at the bottom, we need to access only
the path to block 45, consisting of (agf),a%{),ag,a:{’,aé), as described above.
Note that no sibling nodes are accessed.
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Lemma 6.4.1. Let X € Q\Y#), h : {0,1}* — {0,1}*", and t := X' for
constant 0 < p < 1. Assuming n = poly(\) := X€ for constant c, the height of the

t-slice Merkle Tree will be constant H = ﬁ + 1.

Proof. In the beginning the message blocks M = (my, ma, ..., m,) are at the leaves
of the tree and size of each block is X, i.e. |m;| = X. After applying a hash function
to each of the blocks separately, their size becomes X* and by concatenating X'+
number of hashes a single block of size X will be formed. In this level there will
therefore be % = Xt~ block of size X. Applying hash function to each of them
will form new blocks of size X* and there will be X°**~2 blocks of size X. In general
in level i-th there will be Xt~ blocks of size X. The root of the t-slice Merkle Tree
15 of size X which is just a single block, so the height of the tree is for the case where

Xetin=t =1 (= XY resulting in i as %, Since i starts from 0 the total height of

the tree is given by H = 15# + 1.

We next present various algorithms which are used to manipulate the t-slice
merkle tree data structure. Specifically, Parent (see Algorithm 1), returns the par-
ent of a node, Path (see Algorithm 2), returns the path from a leaf to the root,
consistencyCheck (see Algorithm 3), checks the consistence of a path with a given
root, and Update (see Algorithm 4), updates a leaf of the tree and the corresponding
path. It may be helpful for the reader to refer to Figure 6.2 alongside the following

algorithms.
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Algorithm 1 Parent(Tree), H, node): Returns the parent of the block node in Tree},
of height H
1: procedure PARENT(Tree!,, H, o))
2: if j = H then
print “ Root;) does not have any parent. ”
return NULL

J
= 4] > | k] denotes greatest integer less than or equal to k.

P D¢ W
@
—
n
@

9: end if
10: end procedure

Algorithm 2 Path(Tree}, H,node): Returns the path to the root of the tree
(Rooty,},) from the block node as a list of blocks starting at node.

1: procedure PATH(Treel, H,a!)

2: path := ¢ ’ > Initialize an empty list to store the path
3. currentNode := o

4: while currentNode # NULL do

5: path.append(current N ode) > Add current block to the path.
6: currentNode := PARENT (Tree,  H, currentNode)

7: end while

8: return path

9: end procedure
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Algorithm 3 consistencyCheck(path, Rooty},): Returns boolean value TRUE if given
path of nodes in Merkle Tree Tree], is consistent with its root Rooty},, and returns
FALSE otherwise.

1: procedure CONSISTENCYCHECK (path, Rooty},)

2: ¢ := length(path) > function length(-) returns the total number of elements
in the list.

3: valid = TRUE > Initializing the boolean flag to be returned.
4: for j =0to ¢ —2do

5: a{“ ;= path,; > Here path; is 5 element of the list.
6: ol = path;

7: k:=1imodt

8: if a/™'[k] == h(a) then

9: valid = valid AND TRUE
10: else
11: valid = FALSE
12: break
13: end if

14: end for
15: if Root;,, # path, , then

16: valid = FALSE

17: else

18: valid = valid AND TRUE
19: end if

20: return valid

21: end procedure

Algorithm 4 Update(Tree,, H,i,m’;): Updates the tree Tree, by replacing leaf o
by m/; and re-computing the necessary internal blocks.

1: procedure UPDATE(Tree), H,i,m/;)

2 ad == m/;

3. path:= PATH(Tree, , H,a?)
4: for j=0toH —2do

5: ay := path;

6: k :={¢modt

T

path;,,[k] := h(path;) > Note that here the value is written in the Treej,
and not just in the local variable.
8: end for
9: end procedure
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Theorem 6.4.1. Let X € Q(\Y#), h : {0,1}* — {0,1}*", and t := X17*, for
constant 0 < p < 1. Assume h is a collision resistant hash function. For any mes-
sage M = (my,ma,...,my) € {0,1}*™", where n := X¢, consider the corresponding
t-slice Merkle Tree, Tree], with root Rooty). Then for anyi € [n] and any polynomial

time adversary A,

m; #m} A m, = path’y A
Pr (m!, path’) < A(M,h) | < negl(A)
consistencyCheck(path’, Rooty,},) = TRUE

Moreover, given a path path passing the leaf m;, and a new value m}, the

Update algorithm computes Rooty! (M') in time ©(H), where H := =, + 1, where

M = (mb cee 7mi—17m§7 mMit1y - - 7mn)-
Proof. The second part of Theorem 6.4.1 is immediate by inspection of Algorithm 4.
For the first part of the theorem, we assume towards contradiction that for some
message M = (my,ma, ..., my,) with m; € {0,1}Y, there is an efficient adversary A
such that
m; # m; A m, = path’y A
Pr (m!, path’) < A(M, h) | = €(})
consistencyCheck(path’, Root,; ) = TRUE
for non-negligible €(-). Let path be the path returned by Path (see Algorithm 2) on
input (Tree, , H,a? = m;). Note that path, = m;. We construct adversary A" which
finds a collision in hash function h with non-negligible probability. The procedure is

as follows:
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1. On input h, adversary A’ instantiates A on input (M, h).
2. Adversary A returns (m/, path’), where path’ := path’y,... path’;,_;.
3. A’ checks that path’,,_; = Rooty,}, (M).

4. For j € [ —2], if path’;,, = path;,, and path’; # path;, then A" returns

collision (path’;, path;).

We must first argue that there must be some j € [H — 2| for which the condition in
Item (4) evaluates to TRUE. Specifically, there must be some j € [H — 2] such that
path’jJrl = path, ., and path'j # path;. To see why this is so, recall that we require
m, # m; and so by definition we must have path’y # path,. On the other hand,
path’y, |, = path,, , = Rooty,,(M). Thus, there must be some j € [H — 2] such that
path’;,, = path,,, and path’; # path;.

Next, we arque that for j € [H — 2| such that path’;,, = path;,, and
path’; # path;, (path’;, path;) yields a collision on h. This follows from the defi-
nition of the consistencyCheck algorithm in Algorithm 3 and the fact that, by as-
sumption, consistencyCheck(path’, Rooty,;) = TRUE. Specifically, we know that both
consistencyCheck(path, Rooty)) = TRUE and consistencyCheck(path’, Root,}) =
TRUE.  Therefore, during the runs of both algorithms, it must be the case
that, for j as above, the condition in Line 8, aj+1[k] == h(o), evaluated

7 i

Jj+1

to True. Let us now look at the settings of aj " and af during the runs of

consistencyCheck(path, Root,},) = TRUE and consistencyCheck(path’, Root)) =

TRUE. In Line 5 of the run of consistencyCheck(path, Root,}) = TRUE, a/*!

J

i

Jj+1

1s set to « ;= path,.,, while in Line 6, «; is set to ozg := path;.  Thus,
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the condition in Line 8 ensures that path, ,[k] = h(path,). On the other hand,

in Line 5 of the run of consistencyCheck(path’, Root;;) = TRUE, af“ is set to

J+1
i

"1, while in Line 6, of is set to o) = path}. Thus, the con-

o := path
dition in Line 8 ensures that path’,,[k] = h(path}). However, recall that we
chose j such that path'jJrl = path,,; and path’j # path;. Therefore, this implies
that h(path}) = path’ [k] = path;,,[k] = h(path;). We therefore conclude that
(path’;, path;) yields a collision on h.

Thus, the above adversary A" will succeed with same probability as the adver-

sary A and breaks collision resistance of h with non-negligible probability e(\). Thus,

we arrive at contradiction and so the theorem is proved.

Theorem 6.4.2. Assume there exists a semantically secure symmetric encryption
scheme, and a non-malleable code against the tampering function class F, and leak-
age resilient against the function class G. Then there exists a locally decodable and
updatable non-malleable code that has non-adaptive decode and update with deter-
ministic accesses and is non-malleable against continual attacks of the tampering

class

( )

[zl 9240 g | f| < poly(k), such that :

= (fi.f2), fi: 2l By 20y S0

[oW
-

w5
I3

V($2,---,$2n+1) € ZADQn?fl( : 7$27---7$2n+1) e F,

f(ZEhfL’Q, Ce ,I2n+1) = (fl(l'l, T, ... 7$Qn+1), fg(l’g, e ,$2n+1)) . )
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and is leakage resilient against the class

( )

g: 32 Y and |g| < poly(k), such that :

[oW
@
h

Qi
I

9= (91, 9), g1: X1 = Y, go: 32— 22,

V (29,...,%on41) € ZA32",91( C X, ..., Tops1) €G.

\ Ve

Moreover, for n := X¢ € poly(\), the coding scheme has locality §(n), for any

d(n) € w(l).

Our construction is exactly the same as that of Dachman-Soled et al. [54],
except we replace their (standard) Merkle tree with our t-slice Merkle tree with the
parameters described above. We note that the only property of the Merkle hash
used in the security proof of [54] is the “collision resistance” property, analogous
to our Theorem 6.4.1 above for the t-slice Merkle tree. Thus, our security proof
follows exactly as theirs does and we therefore omit the full proof. On the other
hand, as described in Algorithms j and 3, updates and consistency checks require

time and number of accesses to memory proportional to the height of the tree, H,

C

T T 1 for our choice of parameters, as shown in Lemma 6.4.1 above.

which 1s

Since n = X° € poly(\), it means that the height of the tree will always be less than
d(n), for any 6(n) € w(l). On the other hand, [54] used a standard (binary) Merkle
tree with height ©(logn). Therefore, while [54] requires locality ©(logn), we achieve
locality 6(n), for any d6(n) € w(1).

Finally, we give a concrete example of the resulting leakage and tampering

classes we can tolerate via Theorem 6.4.2 when instantiating the underlying non-
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malleable code with a concrete construction. Specifically, we consider instantiat-
ing the underlying non-malleable code with the construction of of Liu and Lysyan-
skaya [100], which achieves both leakage and tamper resilience for split-state func-
tions. Combining the constructions of [100] and [5]] yields codewords consisting of
2n + 1 blocks. We next describe the leakage and tampering classes G, F that can be
tolerated on the 2n + 1-block codeword. G consists of leakage functions g such that
g restricted to the first block (i.e. g1) is any (poly-sized) length-bounded split-state
function; g, on the other hand, can leak all other parts. F consists of tampering
functions f such that f restricted to the first block (i.e. f1) is any (poly-sized) split-
state function. On the other hand f restricted to the rest (i.e. fy) is any poly-sized
function. We also remark that the function fo itself can depend on the split-state

leakage on the first part.
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Chapter 7:  Upper and Lower Bounds for Continuous Non-Malleable

Codes

7.1 Introduction

In this chapter we study continuous non-malleable codes (CNMC) and analyze
the minimal computational assumptions required to construct CNMC.

Recall, that CNMC with respect to a tampering class F is informally defined as
follows: Given a coding scheme Il = (E, D), where E is the encoding function and D is
the decoding function, the adversary interacts with an oracle Oy (C'), parameterized
by IT and an encoding of a message m, C' < E(m). We refer to the encoding C' as the
“challenge” encoding. In each round, the adversary submits a tampering function
f € F. The oracle evaluates C" = f(C). If D(C") = L, the oracle outputs L and
a “self-destruct” occurs, aborting the experiment. If C' = C, the oracle outputs a
special message “same.” Otherwise, the oracle outputs C'. We emphasize that the
entire tampered codeword is returned to the adversary in this case. A CNMC is
secure if for every pair of messages mg, my, the adversary’s view in the above game

15 computationally indistinguishable when the message is my or my.
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Information-theoretic impossibility. The original CNMC paper of [71] showed an
information-theoretic impossibility result for 2-split-state CNMC. To aid the subse-
quent discussion, we present an outline of this result. The impossibility result consid-
ers a property of 2-split-state CNMC' known as (perfect) “uniqueness.” Informally,
perfect uniqueness means that there do not exist triples (x,y, z) such that either (1)
y# 2AD(x,y) # LAD(x,2) # L OR (2) x # yAD(z,2) # LAD(y, z) # L. First,
a perfectly unique CNMC' cannot be information-theoretically secure since, given L,
the split-state tampering function can find the unique R such that D(L, R) # L and
then tamper based on m = D(L, R). On the other hand, if the CNMC' is not perfectly
unique, then the following is an efficient attack (with non-uniform advice): Given a
tuple L'}, Ly, R' such that D(L}, R') # L and D(L}, R') # L, the adversary can learn
L bit-by-bit by using the following tampering function in the i-th round: fr does the
following: If the i-th bit of L is equal to 0, replace L with L. Otherwise, replace L'
with L. fr always replaces R with R'. Now, in the i-th round, if the oracle returns
(L}, R'), then the adversary learns that the i-th bit of L is equal to 0. If the oracle
returns (LY, R'), then the adversary learns that the i-th bit of L is equal to 1. Once

L is fully recovered, the adversary can tamper based on m = D(L, R).

The computational setting. The above shows that the CNMC setting is distin-
guished from other NMC' settings, since information-theoretic (unconditional) se-
curity is impossible. Prior work has shown how to construct 2-split-state CNMC
in the CRS model under the assumptions of collision-resistant hash functions and

NIZK. On the other hand, CNMC'’s imply commitment schemes, which in turn imply
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OWEF. It remains to determine where CNMC lies in terms of complezity assumptions
and what are the minimal computational assumptions needed to achieve CNMC. As
mentioned previously, a very recent work of Ostrovsky et al. [105] addressed minimiz-
ing computational assumptions under a relazed definition of CNMC. See Section 2.3

for more details.

Black-box reductions. In general, it is not feasible to unconditionally rule out the
construction of a primitive G from a cryptographic assumption H, since uncondi-
tionally ruling it out is as hard as proving P # NP. Despite this, we can still
show that the proof techniques we have at hand cannot be used to construct G from
assumption H. In the literature, this is typically done by showing that there is no
black-box reduction from primitive G to assumption H. In this work, what we mean
by a black-box reduction is a reduction that accesses the adversary in an input/output
fashion only. However, we allow non-black-box usage of the assumption H in both
the construction and the proof (see Definition 7.2.3 for a formal definition tailored to
CNMC). While there are some exceptions [21,25], the vast majority of cryptographic

reductions are black-box in the adversary.

7.1.1 Our Results

We present upper and lower bounds for CNMC' in the 2-split-state model. First,
we show that with no CRS, single-bit CNMC' in the 2-split-state model (with a black-

box security proof) is impossible to construct from any falsifiable assumption.

Theorem 7.1.1 (Informal). There is no black-box reduction from a single-bit, 2-
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split-state, CNMC' scheme 11 = (E, D) to any falsifiable assumption.

On the other hand, in the CRS model, we show how to achieve single-bit CNMC

in the 2-split-state model from injective one-way functions.

Theorem 7.1.2. Assuming the existence of an injective one-way function family,
there is a construction of a 2-split-state CNMC' for encoding single bit, in the CRS

model. Moreover, the corresponding reduction is black-box.

Actually, we show a somewhat more general result: First, we define a (to the
best of our knowledge) new type of commitment scheme called one-to-one commit-
ment schemes in the CRS model. Informally, these commitment schemes have the
additional property that with all but negligible probability over ¥ produced by CRS
generation, for every string com, there is at most a single string d that will be
accepted as a valid decommitment for com (See Definition 7.2.5 for a formal def-
inition). We also define the notion of a 2-split-state CNM Randomness Encoder,
which 1s the continuous analogue of the non-malleable randomness encoder recently

introduced by [91] (See Definition 7.2.1). We then show the following:

Theorem 7.1.3. Assuming the existence of one-to-one commitment schemes in the
CRS model, there is a construction of a 2-split-state CNM Randommness Encoder in

the CRS model. Moreover, the corresponding reduction is black-bozx.

One-to-one commitment schemes in the CRS model can be constructed from
any injective one-way function family. Furthermore, we show (in Section 7.4.1)

that 2-split-state CNM Randomness Encoders in the CRS model imply 2-split-state
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CNMC for encoding single bit, in the CRS model. We therefore obtain Theorem 7.1.2
as a corollary. Moreover, CNMC with perfect uniqueness in the CRS model implies
one-to-one commitment schemes in the CRS model in a straightforward way.

We leave open the question of constructing CNMC' in the CRS model from
(non-injective) one-way functions and/or showing a black-box separation between the
two primitives. Finally, we extend the techniques from our single-bit construction

above to achieve the following:

Theorem 7.1.4. Assuming the existence of one-to-one commitment schemes in the
CRS model, there is a construction of a multi-bit, 4-split-state CNMC' in the CRS

model. Moreover, the corresponding reduction is black-box.

Are prior CNMC reductions “black-box”?  Prior CNMC' reductions often proceed
i a sequence of hybrids, where in the final hybrid, the description of the adversary is
incorporated in the definition of a leakage function. It is then shown that the leakage-
resilience properties of an underlying encoding imply that the view of the adversary
15 statistically close when the encoded message is set to mg or my. While this may
seem like non-black-box usage of the adversary, we note that typically the leakage-
resilience of the underlying encoding is information-theoretic. When converting a
hybrid-style proof to a reduction, the reduction will choose one of the hybrid steps at
random and use the fact that a distinguisher between some pair of consecutive hybrids
implies an adversary breaking an underlying assumption. Therefore, reductions of
the type discussed above are still black-box in the adversary, pairs of consecutive

hybrids whose indistinguishability is implied by a computational assumption yield a
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reduction in which the adversary is used in a black-box manner.

7.1.2 Technical Overview

Lower bound. Recall that prior work has shown that if a CNMC is not perfectly
unique, then there is an efficient attack (with non-uniform advice). Thus, it remains
to show that there is no black-box reduction from a single-bit, perfectly unique CNMC
scheme to any falsifiable assumption. We use the meta-reduction approach, which
15 to prove impossibility by showing that given only black-box access to the split-
state adversary, A = (Ar, Ar), the reduction cannot distinguish between the actual
adversary and a simulated (efficient) adversary (which is possibly stateful). Since
the view of the reduction s indistinguishable in the two cases, the reduction must
also break the falsifiable assumption when interacting with the simulated adversary.
But this in turn means that there is an efficient adversary (obtained by composing
the reduction and the simulated adversary), which contradicts the underlying falsi-
fiable assumption. Consider the following stateless, inefficient, split-state adversary
A = (Ap, AR), which leverages the uniqueness property of the CNMC' scheme: The
real adversary, given L (resp. R), recovers the corresponding unique valid codeword
(L, R) (if it exists) and decodes to get the bit b. If b =0, the real adversary encodes
a random bit V' using internal randomness that is tied to (L, R), and outputs the
left /right side as appropriate. If b =1 or there is no corresponding valid codeword,
the real adversary outputs the left/right side of a random encoding of a random bit,

b" (generated using internal randomness that is tied to L or R respectively). The
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simulated adversary is stateful and keeps a table containing all the L and R values
that it has seen. Whenever a L (resp. R) query is made, the simulated adversary
first checks the table to see if a matching query to R (resp. L) such that D(L, R) # L
was previously made. If not, the simulated adversary chooses a random encoding,
(L', R), of a random bit b, stores it in the table along with the L/R query that was
made and returns either L' or R as appropriate. If yes, the simulated adversary
finds the corresponding R (resp. L) along with the pair (L', R') stored in the table.
The simulated adversary then decodes (L, R) to find out b. If b = 0, the simulated
adversary returns either L' or R’ as appropriate. Otherwise, the simulated adver-
sary returns the left/right side of an encoding of a random bit b". The uniqueness
property allows us to prove that the input/output behavior of the real adversary is
identical to that of the simulated adversary. See Section 7.3 for additional details.
For a discussion on why our impossibility result does not hold for the relaxed CNMC'

notion considered by [105], see Section 2.3.

Upper bound. For the upper bound, we construct a new object called a continuous
non-malleable randomness encoder (see Definition 7.2.1), which is the continuous
analogue of the non-malleable randomness encoder recently introduced by [91]. Infor-
mally, a continuous non-malleable randomness encoder is just a non-malleable code
for randomly chosen messages. It is then straightforward to show that a continu-
ous non-malleable randomness encoder implies a single-bit continuous non-malleable
code (see Section 7.4.1).

At a high level, the difficulty in proving continuous non-malleability arises
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from the need of the security reduction to simulate the interactive tampering oracle,
without knowing the message underlying the “challenge” encoding. The approach of
prior work such as [71] was to include a NIZK Proof of Knowledge in each part of
the codeword to allow the simulator to extract the second part of the encoding, given
the first. This then allowed the simulator (with some additional leakage) to respond
correctly to a tampering query, while knowing only one of the two split-states of the
original encoding. In our setting, we cannot use NIZK, since our goal is to reduce
the necessary complexity assumptions,; therefore, we need a different extraction tech-
nique.t  OQur main idea is as follows: To respond to the i-th tampering query, we
run the adversarial tampering function on random (simulated) codewords (L', R')
that are consistent with the output seen thus far (denoted out"A_1 ) and keep track of
frequent outcomes (occurring with non-negligible probability) of the tampering func-
tion, Z,}AE Le. Sp (resp. Sgr) is the set of values on (resp. ﬁ) such that with
non-negligible probability over choice of L' (resp. R'), it is the case that L= fo(L)
(resp. R = fr(R)). We then show that if the outcome of the tampering function
applied to the actual “challenge” split-state L or R is not equal to one of these fre-
quent outcomes (i.e. fr(L) & S or fr(R) ¢ Sgr), then w.h.p. the decode function D
outputs L. This will allow us to simulate the experiment with only a small amount
of leakage (to determine which of the values in Si/Sg should be outputted). Note
that, while the sets S /Sg are small, and so only a few bits are needed to specify

the outcome, conditioned on the outcome being in Sr/Sgr, the CNMC experiment

!Note that our extraction technique is inefficient. This is ok, since the goal of the extraction
technique is simply to show that the view of the adversary can be simulated given a small amount
of leakage on each of the two split-states. Then, information-theoretic properties of the encoding
are used to show that the view of the adversary must be independent of the random encoded value.
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runs for an unbounded number of times, and so even outputting a small amount of
information in each round can ultimately lead to unbounded leakage. To solve this
problem, we also consider the most frequent outcome in the sets Sp/Sg. This is
the value of L (resp. R) that occurs with the highest probability when fi(L') (resp.
fr(R')) is applied to consistent L' (resp. R'). Note that if a value r (resp. ﬁ') is
not the most frequent value, then it occurs with probability at most 1/2. We arque
that, for each round i of the CNMC' experiment, the probability that a value L (resp.
E’) that is not the most frequent value is outputted by fr, (resp. fr) and self-destruct
does not occur is at most 1/2. This allows us to bound, w.h.p., the number of times
in the entire tampering experiment that the value outputted by fr (resp. fr) is not
the most frequent value. Thus, when the value outputted by fr, (resp. fr)is the most
frequent value, the leakage function outputs nothing, since the most frequent value
can be reconstructed from the given information. In contrast, if the value outputted
by fr (resp. fr) is not the most frequent value, but is in the sets Sp/Sg, then it
has a small description and, moreover, this event occurs a bounded number of times.
Therefore, we can afford to leak this information up to some upperbounded number
of rounds, while the total amount of leakage remains small relative to the length
of the encoding. Looking ahead, our construction will use a two-source extractor,
whose properties will guarantee that even given the leakage (which contains all the
information needed to simulate the CNMC' experiment), the decoded value remains
uniform random.

To show that if the outcome of the tampering function is not in Sy or Sg,

then decode outputs 1L w.h.p., we first use the “uniqueness” property, which says
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that for every L = fr(L) (resp. R = fr(R)), there is at most a single “match”, R’
(resp. E’), such that DZ(E, ﬁ’) # L (resp. DE(Z’, ﬁ) # 1 ). Given the “uniqueness”

property, it is sufficient to show that for every setting of L,out’;!

Pr[fr(R) = R' AR & S| L Aout’;!] < negl(n) (7.1.1)

and that for every setting of R A out’;!

Prf (L) =L AL ¢ S| RAouty'] < negl(n). (7.1.2)

To prove the above, we first arque that for the “challenge” codeword, (L, R),
the split-states L and R are conditionally independent, given out’y ' (assuming no L
has been outputted thus far) and an additional simulated part of the codeword. This
means that the set of frequent outcomes Sy, (resp. Sg) conditioned on out’;! is the

same as the set of frequent outcomes Sy, (resp. Sg) conditioned on both out’y* and

R (resp. L). So for any R ¢ Skg,

Pr[fr(R) = R | L A out’; '] < negl(n)

and for any L ¢ Si,

Prf.(L) = L | R A out’;'] < negl(n).

Since R’ (resp. Z’) is simply a particular setting ofﬁ ¢ Sr (resp. L ¢ S ), we have
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that (7.1.1) and (7.1.2) follow.

For the above analysis, we need the encoding scheme to possess the following
property: The L, R sides of the “challenge” codeword are conditionally independent
given out’y* (and an additional simulated part of the codeword), but any tampered
split-state fr(L) or fr(R) created by the adversary has at most a single “match,”
R orlL'.

To explain how we achieve this property, we briefly describe our construction.
Our construction is based on a non-interactive, equivocal commitment scheme in
the CRS model and a two-source (inner product) extractor. Informally, an equivocal
commitment scheme is a commitment scheme with the normal binding and hiding
properties, but for which there exists a simulator that can output simulated commit-
ments which can be opened to both 0 and 1. In the CRS model, the simulator also
gets to sample a simulated CRS. Moreover, the CRS and commitments produced by
the simulator are indistinguishable from real ones.

To encode a random value m, random vectors cp, cg such that (cp,cr) = m are
chosen. We generate a commitment com to cr||cr. The commitment scheme has the
additional property that adversarially produced commitments are statistically binding
(even if an equivocal commitment has been released) and have at most a single
valid decommitment string. The left (resp. right) split-state L (resp. R) consists
of com and an opening of com to the bits of ¢ (resp. cr). The special properties
of the commitment scheme guarantee the “perfect uniqueness” property of the code.
In the security proof, we replace the statistically binding commitment com in the

“challenge” codeword with an equivocal commitment. Thus, each split-state of the
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challenge encoding, L (resp. R), contains no information about cg (resp. cr).
Moreover, assuming “L7 is not yet outputted, the output received by the adversary
in the experiment at the point that the i-th tampering function is submitted, denoted
out'’; ! is of the form (fi(L) = vy, fH(R) = wy),...,(f; H(L)) = vi_y, fj; "(R) =
w;_1), where for j € [i — 1], v; is equal to the left value outputted in response to
the j-th query and wj is equal to the right value outputted in response to the j-th
query. (note that vj/w; can be set to “same” if the tampering function leaves L/R
unchanged). This allows us to arque that the distribution of L | out’y ', R (resp.
R | out’; ! L) is identical to the distribution of L | out’y (resp. R |out’,') which
implies that the left and right hand sides are conditionally independent given out’;*

and the equivocal commitment, as desired. See Section 7.4 for additional details.

Extension to 4-state CNMC in CRS model from OWF. To encode a message m we
now generate random (cr 1, Cr1, CLa, Cr2) conditioned on (cy 1,cp1)+{cLa,Cra) =m
(where addition is over a finite field). Now, we generate a commitment com to
crilleraller2llcra. Each of the four split states now consists of com and an opening
of com to the bits of cpp, (resp. cryp). The analysis is similar to the previous case
and requires the property that at each point in the experiment the distribution of
(cpa,cra) (resp. (crLa2,cra)) is uniform random, conditioned on the output thus far.
Our techniques are somewhat similar to those used in [60] in their construction of 2t-
split-state continuously non-malleable codes from t-split-state one-way continuously

non-malleable codes. See Section 7.5 for additional details.
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7.2 Preliminaries

In this section we will provide some more definitions and background required

for our constructions and results presented in chapter 7.

7.2.1 Randomness Extractors

The following lemma is from [108].

Lemma 7.2.1 (Inner-Product Two-Source Extractor). Let X,Y,Z be correlated
Lo ‘
variables, where X,Y have their support in {0,1}* = ). and A|¢, and are indepen-

dent conditioned on Z. Let Uy be uniform and independent on Fox. Then

A((Zv <X£7 }7>)? (Z7 U/\)) <27

for some s > 1+ L (kx + ky —{ — X), where kx := Hoo(X|2), ky = Hyo(Y|2)

7.2.2 Continuous Non-Malleable Randomness Encoder

The following definition is an adaptation of the notion of Non-Malleable Ran-

domness Encoders [91] to the continuous setting.

Definition 7.2.1. Let Code = (CRSGen, CNMREnc, CNMRDec) be such that CRSGen
takes security parameter A as input and outputs a string of length crs; = poly(\)
as CRS. CNMREnc : {0, 1}t x {0,1}" — {0,1}* x ({0,1}™,{0,1}"2) is defined as
CNMREnc(r) = (CNMREnc; os(r), CNMREnNC o5(r)) = (m, (29, 1)) and CNMRDec :
{0,131 x {0,1}™ x {0,1}"2 — {0,1}*.
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We say that (CRSGen, CNMREnc, CNMRDec) is a continuous non-malleable
randomness encoder with message space {0, 1}* and codeword space {0, 1} x{0,1}"2,
for the distribution R on {0,1}" with respect to the 2-split-state family F if the fol-

lowing holds true:

o (Correctness:

Pr [CNMRDecs(CNMREncs ¢(s(7)) = CNMREnc; s(7)] = 1

r<—R

o Continuous Non-Malleability:

(crs, CNMRENCc; ¢s(R), outgs 4(R)) ~. (crs, Uy, outes 4(R))

where crs + CRSGen(1*), R is a uniform random variable over {0,1}", Uy is

a uniform random variable over {0,1}* and outys a(R) is defined as follows:

OUters A(R) ¢ ACwm(ers(Xo.X0.0) (X X)) <~ CNMREncy ors(R)

where Ocnm runs with CNMRDec as decoding algorithm.

Next, we present definitions related to falsifiable assumptions and black-box

reductions, strong one-time signature schemes, and equivocal commitment scheme.
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7.2.3 Falsifiable Assumptions and Black-Box Reductions

Definition 7.2.2. A falsifiable assumption consists of PPT interactive challenger
C(1*) that runs in time poly(\) and a constant 0 < § < 1. The challenger C
interacts with a machine A and may output special symbol win. If this occurs, A is

said to win C. For any adversary A, the advantage of A over C is defined as:

Advf’é) = [Pr [A(1Y) wins C(1Y)] — 4],

where the probability is taken over the random coins of A and C. The assump-
tion associated with the tuple (C,§) states that for every (non-uniform) adversary

A(1Y) running in time poly(\),

Advf’d) = negl(\).

If the advantage of A is non-negligible in A\ then A is said to break the as-

sumption.

Definition 7.2.3. Let I = (E,D) be a split-state CNMC. We say that the non-
malleability of 11 can be proven via a black-box reduction to a falsifiable assumption,
if there is an oracle access machine M) such that for every (possibly inefficient)

[-adversary P*, the machine M”™ runs in time poly(\) and breaks the assumption.
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7.2.4 (Strong) One-Time Signature Schemes

A digital signature scheme consists of a triple of ppt algorithms (Gen, Sign, Verify)

such that:

o Gen takes the security parameter 1* as input and generates a pair of keys: a

public verification key vk, and a secret signing key SK.

e Sign takes as input a secret key SK and a message m, and generates a signature

o. We write this as o < Signg(m).

o Verify takes as input a verification key vk, a message m, and a (purported)

signature o and outputs a single bit indicating acceptance or not.

For correctness, we require that for all (vk, SK) output by Gen(1%), for all messages

m, and for all o < Signg (m), we have Verify, (m,o) = 1.

7.2.5 Equivocal Commitment Scheme

We start by defining the basic commitment schemes and then present the notion

of equivocal bit-commitment schemes introduced by Di Crescenzo et al. in [58].

Definition 7.2.4 (Commitment Scheme). A (non-interactive) commitment scheme
in the CRS model for the message space M, is a triple (CRSGen, Commit, Open)

such that:

e crs <+ CRSGen(1%) generates the CRS.
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e For allm € M, (com,d) < Commites(m) is the commitment/opening pair
for the message m. Specifically; com is the commitment value for m, and d

15 the opening.

e Open,(com,d) — m € MU {L}, where L is returned when com is not a

valid commitment to any message.

The commitment scheme must satisfy the standard correctness requirement,

VA € N,Vm € M and crs € CRS, Pr[Open_(Commites(m)) =m| =1

where, CRS is the set of all possible valid CRS’s generated by CRSGen(1%) and

where the probability is taken over the randomness of Commit.

The commitment scheme provides the following 2 security properties:

Hiding: It is computationally hard for any adversary A to generate two messages
mo, my € M such that A can distinguish between their corresponding commit-
ments. Formally, for any PPT adversary A = (A1, As) it should hold that:

crs < CRSGen(1%), (mg, my, a) + A (crs), b+ {0, 1},
Prlb=1V <

(com,d) < Commites(my), b’ < As(com, )

+negl(\)

DN —

Binding: It is computationally hard for any adversary A to find a triple (com,d, d’)

such that both (com,d) and (com,d’) are valid commitment/opening pairs for
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some m,m' € M respectively, and m # m’. Formally, for any PPT adversary

A it should hold that:

m #m'A | crs < CRSGen(1%), (com, d,d’) + A(crs),
Pr < negl(\)

m,m' # L |m < Open.(com,d), m' < Open_(com,d’)

Crs

Definition 7.2.5 (One-to-One Commitment Scheme in the CRS Model). Let

(CRSGen, Commit, Open) be a bit-commitment scheme in CRS model. We say that
(CRSGen, Commit, Open) is a one-to-one commitment scheme if with all but negligi-
ble probability over b < {0,1}, crs < CRSGen(1%), (com, d) +— Commits(b), d' = d

is the unique string such that Open(com,d’) # L.

Definition 7.2.6 (Non-Interactive Equivocable Bit-Commitment Scheme). Let

(CRSGen, Commit, Open) be a bit-commitment scheme in CRS model. We say that
(CRSGen, Commit, Open) is a non-interactive equivocable bit-commitment scheme
in the CRS model if there exists an efficient probabilistic algorithm Sg, which on

input 1* outputs a 4-tuple (crs', com’, djy, d}) satisfying the following:
e Pr[Open, (com’,d;) =b] for b€ {0,1}.

e For b€ {0,1}, it holds that outcommit(b) ~- outs,, (b) where the random vari-

ables outcommit(b) and outsy, (b) are defined as follows:

crs < CRSGen(1%); (com, d) <— Commite(b);

outcommit() : (crs, com, d)
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(crs', com’, d'g,d'1) < Sg,(1);
outs,, (D) : (crs’, com/, dy)

We now present variant of the commitment scheme presented by Naor in [101],
specifically we present the same construction in CRS model. This is also presented
in [58].

Let X > 0 be an integer, let G : {0,1}* — {0,1}** be a pseudo-random gener-

ator.
e CRSGen(1"): Output a uniform random string crs of length 3.

e Commitys(b): Choose uniform random seed s € {0,1}* and compute t = G(s).
If b =0, set com :=t. Ifb =1, set com := t @ crs. Qutput c. Output

decommitment d = s.

e Openg(com,d): If com = G(d), then output 0. Else if, com = G(d) & crs,

then output 1. Qutput L otherwise.

Claim 7.2.1.The scheme presented above is equivocal commitment scheme.

In order to prove claim 7.2.1 we need to show an efficient simulator Sgq which
outputs (crs', com’, djy, d}) on input 1*. Following is the description of Sg,: On input
1%, Sg, chooses two uniform random seeds sg,s1 € {0, 1} and computes u = G(s)
and v = G(s1). Set crs' =u @ v, com’ =u, and for b € {0,1}, set dj, = s.

Clearly Sg, can open both 0 and 1 by choosing dj, or dy respectively. Moreover,
for any algorithm distinguishing between real transcript and interaction with Sg,

we can present a distinguisher which breaks the security of G with same advantage.
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This can be achieved by replacing the string v by the challenge string in the pseudo-

random generator experiment.

7.2.6 One-to-one Equivocal Commitment

We present a modification of the above scheme that allows us to achieve an
equivocal commitment scheme with the one-to-one property: for every statistically
binding commitment, there is at most a single opening string that will be accepted by
the recewer during the decommitment phase. As an underlying ingredient, we use
any commitment scheme II = (CRSGeny, Commitr, Openy) (not necessarily equivo-
cal) with the above property.

Let X > 0 be an integer, let Gy : {0,1}Y — {0,1}*" and Gy : {0,1}* —

{0, 1} be pseudo-random generators.

e CRSGen(1%): Run CRSGeny(1%) to generate crsyp. Output crs = crsy, crsy, crsy

where crsy, crsy are uniform random strings of length 3.

o Commites(b): Choose uniform random seeds sy, so € {0,1}* and compute t; =
G(s1), ta = G(s3). Choose B € {0,1}. Set ¢! = t; ® (b-crs;). Set & =
ta @ (5 - crsy). Generate (comg,dz) = Commites, (s1||s2) and (comy_g,di—5) =

1

Commites, (0%).  Output commitment com := (c',c* comg,comy). Output

decommitment information s := (1, S2, dg).

e Open,(com,s): Parse com = (c',c? comg,com;) and s = s1||sq|d. If ¢* =

G(sz), set f=0. If * = G(sq) D crsy, set f=1. Run Open, (comgs,d) and

crsqq

check that it outputs si||se. Otherwise, output L. If ¢' = G(sy), output 0. If
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ct = G(s1) @ crsy, output 1. Output L otherwise.

Clearly, by the binding of the original commitment scheme and the unique
string decommitment property of 11, the modified scheme has the unique string de-
commatment property.

To create equivocal commitments/openings one can do the following: Run
CRSGen(1*) to generate crsy. Choose uniform random seeds sV, si, 59, s3 € {0,1}*
and compute t9 = G(s9), 13 = G(s9), t1 = G(s}), t3 = G(sd). Choose 8 < {0,1}
Generate (comg, dg) = Commites,, (s%]|s5) and (comy_g, di_z) = Commites,, (s1]|s5 ).
Set ¢! =10, Set > =19. Setcrs; = ct @ tl. Set crsy = 2 D tl. Output commitment
com’ = (c!, %, comg, comy).

To open the commitment to a 0, output (s9||s5||dg), where dg is the decommit-
ment information for comg.

To open the commitment to a 1, output (st||ss °||di_s), where di_s is the

decommatment information for com;_g.

7.2.7 Equivocal Commitment (with extra properties) in the CRS
model

Let II' = (Geng,,,, Com’, Open’, S%,, ), be an equivocal, one-to-one £-bit commit-
ment scheme in the CRS model (given in Section 7.2.6). Let (Gensign, Sign, Verify) be
a strong, one-time signature scheme. We construct II = (Gen¢,pm, Com, Open, Sg,),
which 1s an equivocal commaitment scheme, with several additional properties that we

describe at the end of the section and which will be useful for our constructions in
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Sections 7.4 and 7.5.

Key generation Genc,,, is as follows: On input security parameter 1%, run
Geng,,, 2t times to generate t pairs of CRS’s [(Z%fl, Z}E’;)]ie[t], where t is the length

of the verification key vk output by Geng;gn.

Commitment Com s as follows: To commit to a message m of length ¢, gener-
ate a key pair (vk,SK) <— Gensigo. Fori € [t], generate (com;,d;) < Com’(X¥%i m),
where com; is the commitment and d; is the decommitment information. Generate
o < Signg([com;licyy). Output commitment ¢ = (vk, [com;iciq,0). A sender can
decommit separately to any set of bits of the message m. Decommitment informa-
tion for a set S of message bits consists of d[S| = [d;;]ici,jers), where d;j is the

decommitment information contained in d; corresponding to the j-th bit.

Decommitment Open w.r.t. a set S: Given a set S, a commitment com, and
an opening [d; ;lici,jes, Open does the following: Parse commitment as
(Vk, [com; jlic jergs o). (1) Check that Verify,, ([com; jlici jelg. o) = 1 (2) Fori € [t],

J €S, check that d;; is a valid decommitment for com; ;j w.r.t. CRS XV<it,

Equivocal CRS generation and commitment Sg, is as follows: On in-
pul security parameter 1%, generate a key pair (vk,SK) < Gensign. Run Sy t
times to generate [E"ki’i]z’e[ﬂ, equivocal commitments [com;)icyy and decommitments
[(d),d} )ie.jelg- Run Geng,,, t times to generate [S'V%i"];¢,

Z7j ’ 7/7‘]
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Set X, = [(E%Z, Z}jz)]ie[ﬂ. Compute o < Signg ([com]icry)-

Output (crs = ZEq, CcC = (Vk, [comi]ie[g], O'), do = [dgj]ie[t},je[fb dl = [dzl,j]ie[t],je[@)-

Additional check functionality: Given a X and commitments
com = (vk, [comylicp, 0), com’ = (VK', [com]];e(q, 0"), checks(com, com’) outputs 1 if

(1) vk = vK'; (2) Verify,, ([com]];cpq, 0") = 1.

Additional properties:

1. With overwhelming probability over generation of 3, for every set S C [{] and
every string com, there is at most a single string d[S]| such that
Openy, (S, com,d[S]) = 1. This property is achieved by using the equivocal,
one-to-one, commitment scheme given in Section 7.2.6 as the underlying com-

mitment scheme.

2. Given a pair (3,com), a PPT adversary outputs com’ such that com # com/
but checks(com,com’) = 1 with negligible probability. This property follows

from the security of the one-time signature scheme.

3. Given equivocal commitment (Xg,, com), for every string com/, if
checks, (com, com’) = 0 then (with overwhelming probability over generation
of ¥g,) com’ has at most one valid opening. Specifically, for every set S C [{],
there is at most a single string d[S] such that Openg, (S, com’,d[S]) = 1.
Again, this property is achieved by using the equivocal, one-to-one, commit-

ment scheme given in Section 7.2.6 as the underlying commitment scheme.
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7.3 Impossibility of CNMC with no CRS

In this section we present Theorem 7.5.1, stating the impossibility of construct-

ing CNMC without CRS.

Theorem 7.3.1. There is no black-box reduction from a single-bit CNMC' scheme

Il = (E,D) to any falsifiable assumption, unless the assumption is false.

We know from prior work that continuous NMC' are impossible in the info-
theoretic setting. Assume we have a construction of single-bit, continuous NMC
from some falsifiable assumption with no CRS. We only allow black-box usage of the
adversary in the reduction. However, the underlying assumption can be used in a

non-black-box way in the construction/proof.

Preliminaries. Given adversary A = (Ap, Ag), we say that A has advantage o in

the simplified no-¥X. CNMC game against construction Il = (E, D) if:

Pr[D(AL(L), Ar(R)) # L | (L, R) « E(1",0)]

—Pr[D(AL(L), Ar(R)) # L | (L, R) < E(1", 1)]| = a,

Clearly, if A = (A, Ar) has non-negligible advantage in the simplified no-> CNMC

game, it can be used to break the CNMC security of I1 = (E,D).

Definition 7.3.1. A tuple (z,y, z) is bad relative to CNMC scheme 11 = (E, D) if
either:
o y#2AD(z,y) # LAD(z,2) # L OR
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e vt AyAD(x,z) # LAD(y,2) # L.

Definition 7.3.2. A single-bit CNMC'I1 = (E, D) in the standard (no CRS model)

is perfectly unique if there exist no bad tuples relative to 11 = (E, D).

We next present the following two lemmas, which, taken together, imply The-

orem 7.5.1.

Lemma 7.3.1. If a single-bit CNMC scheme 11 = (E,D) is not perfectly unique

then it is insecure.

This is itmmediate, since if a bad tuple exists, it can be given to the adversary
as non-uniform advice. Then the same attack from the literature (reviewed in the

introduction) can be run.

Lemma 7.3.2. There is no BB reduction from a single-bit CNMC scheme 11 =

(E, D) which is perfectly unique to any falsifiable assumption.

The basic idea is that, given only black-box access to the split-state adversary,
A = (Ar, AR), the reduction cannot tell the difference between the actual adversary
and a simulated adversary. The simulated adversary simply waits to get matching
L and R queries from the reduction, decodes, and re-encodes a fresh value that is
related to the decoded value. The challenges are that the L and R queries are not
received simultaneously. In fact, there could be many queries interleaved between a
L and R match. So the simulated adversary must return a value upon seeing the
L or R half before seeing the other half and before knowing whether the encoded
value is a 0 or a 1. Therefore, the simulated adversary does the following: It keeps a
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table containing all the L and R values that it has seen. Whenever a L or R query
1s made, the simulated adversary first checks the table to see if a matching query
was previously made. If not, the simulated adversary chooses a random encoding,
(L', R'), of a random bit b/, stores it in the table along with the L/R query that was
made and returns either L' or R as appropriate. If yes, the simulated adversary
finds the corresponding L/R along with the pair (L', R") stored in the table. The
simulated adversary then decodes (L, R) to find out b. If b = 0, the simulated
adversary returns either L' or R' as appropriate. Otherwise, the simulated adversary
returns the left/right side of an encoding of a random bit b". We prove that the view
generated by the reduction interacting with this adversary is identical to the view
of the reduction interacting with the following real adversary: The real adversary,
giwen L or R, recovers the corresponding unique valid codeword (L, R) (if it exists)
and decodes to get the bit b. If b =0, the real adversary encodes a random bit b’ =
RO (L||R) using randomness r = ROq(L||R) (where RO1,ROs are random oracles
internal to the real adversary that are used to generate consistent randommness across
invocations) and outputs the left/right side as appropriate. Otherwise (i.e. if the
corresponding unique codeword does not exist or if D(L, R) = 1), the real adversary
outputs the left/right side of encoding of a random bit, b = RO3(L) (or V' =
RO3(R)) using randomness " = RO4(L) (or " = RO4(R)) (where RO3,RO4 are
random oracles internal to the real adversary that are used to generate consistent
randomness across invocations). Note that since the CNMC' is perfectly unique, the
real adversary obtains non-negligible advantage of 1 — negl(n) in the simplified no-%
CNMC game.
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Proof. We will construct a meta-reduction as follows:
Consider the following inefficient, split state adversary A = (A, Ag) with

internal random oracles RO, RO5, ROz, and ROy:

Apr: On input L, find the unique R such that D(L, R) # L (if it exists). Let b :=
D(L, R). If b= 0, encode b’ = RO;(L||R) using randomness r = ROy(L||R) to
obtain (L', R") := E(V;r) and output L. If such R does not exist or if b = 1,
compute a random encoding of a random bit b” = RO3(L) using randomness

" = RO4(L) to obtain (L”, R") := E(b",r") and output L”.

Ag: On input R, find the unique L such that D(L, R) # L (if it exists). Let b :=
D(L, R). If b= 0, encode b’ = RO;(L||R) using randomness r = ROy(L||R) to
obtain (L', R") := E(V/;r) and output R'. If such L does not exist or if b = 1,
compute a random encoding of a random bit " = RO3(R) using randomness

" = RO4(R) to obtain (L”, R") := E(b",r") and output R’.

Clearly, A succeeds with advantage 1 — negl(n) in the simplified no-> CNMC
game.

The following adversary A’ simulates the above efficiently: Let T' be a table
that records internal randomness. 7 is initialized to empty. A’ is a stateful adversary

that proceeds as follows:

1. On input L, check if the corresponding R such that D(L, R) # L has been
queried. If yes, decode to get bit b := D(L, R). If b = 0, check the table

T to recover (R,L',R’). Output L'. Otherwise, if L € T then output L”
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corresponding to entry (L, L"”, R"). If L ¢ T, choose a random encoding of a

random bit b": (L", R") <— E(b"). Store (L, L",R") in T. and output L".

2. On input R, check if the corresponding L such that D(L, R) # L has been
queried. If yes, decode to get bit b := D(L,R). If b = 0, check the table
T to recover (L,L',R’). Output R'. Otherwise, if R € T then output R”

corresponding to entry (R, L”, R"). If R ¢ T, choose a random encoding of a

random bit b”: (L", R") < E(b"). Store (R, L", R") in T and output R".

By properties of the random oracle, the view of the reduction Red when
interacting with A versus A’ are equivalent.

Since the reduction succeeds when interacting with Real adversary A with non-
negligible probability p and since the view of the reduction is identical when inter-
acting with A or A’, Red interacting with A" must also succeed with non-negligible
probability p. But Red composed with A’ yields an efficient adversary, leading
to an efficient adversary breaking the underlying falsifiable assumption, which is a

contradiction. O

7.4 2-State CNMC for One-Bit Messages

In this section we prove the following theorem:

Theorem 7.4.1. Assuming the existence of one-to-one commitment schemes in the
CRS model, there is a construction of a 2-split-state CNM Randommness Encoder in

the CRS model.

The corollary is immediate, given the following transformation.
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7.4.1 CNM Randomness Encoder to Single-Bit CNMC

Let 11 = (CRSGen, E = (E1,Ey),D) be a CNM Randomness Encoder. To con-
struct a CNMC' for a single bit from 11, we must show how to use E to encode
a message b € {0,1}. In the case of the CNM Randomness Encoder given in Sec-
tion 7.4, this can be done by choosing random cp,cr € Iﬁé, conditioned on the parity
of {cr,cr) being equal to b. and then running E(cp||cr||Tenc||rL|IrrR) In general, one
can run E(r) repeatedly until Eo(r) outputs a random message m with parity equal
to b. (this will give an encode algorithm that runs in polynomial time with all but
negligible probability).

Now, it can be immediately seen that an adversary who breaks the security
formulation of CNMC' given in Definition 3.2.11 must also break the security of the

CNM Randomness Encoder, given in Definition 7.2.1.

Corollary 7.4.1. Assuming the existence of one-to-one commitment schemes in the
CRS model, there is a construction of a single-bit, 2-split-state CNMC' in the CRS

model.

Notation and parameters. \ is security parameter and length of encoded random-
ness. £ = €(\) € ©(\?) and we assume for simplicity that \¢. Sets Sp,Sgr C [2/]
are defined as follows: Sp = [€],Sr = [20] \ [{]. yo = yo(£) € O(L?), y, = y({) €
o(1/?).

The construction of the 2-state CNM Randomness Encoder is given in Figure 7.1.

To prove Theorem 7.4.1, we show that the construction above is a secure CNM

286



Let (CRSGencom, Com, Open, Sg,) be the non-interactive, equivocal, one-to-one com-
mitment in the CRS model given in Section 7.2.7.

CRSGen(1%): ¥ + CRSGencom(1?). Output X.

Es(crllcrl|reom):

3
1. Parse cr,cp as strings in FJ;.

2. (com,d =dy,...,dsy) + Comx(cr||cr; Tcom)

3. Let d[SL] (resp. d[Sg]) correspond to the decommitment of com to the bits
corresponding to Sy, (resp. Sg).

4. Egy outputs L = (com,d[SL]); R = (com,d[Sg]). E1 5 outputs (cr, cR).

Dx:(L, R):

1. Parse L = (com,d[St)), R = (com’,d[Sg]).

2. Check that com = com’.

3. Let ¢, = Openy,(SL,com,d[SL]) and ¢g = Openy;,(Sg, com, d[Sg]). Check that
EL#LaDdER#L.

4. If all the above checks pass, output (¢r,cgr). Otherwise, output L.

Figure 7.1: Construction of 2-State, Continuous, Non-Malleable Randomness Encoder.
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Randomness Encoder, via the following sequence of hybrids.

Hybrid 0:  This is the “Real” security experiment.

Hybrid 1:  The experiment is identical to Hybrid 0 except we modify the decode
algorithm from Dsx to DY to abort if the tampered codeword submitted is differ-
ent from the challenge codeword and the check function outputs 1. Specifically, let
(L := (com,d[SL]), R = (com,d[SR])) be the “challenge” codeword (i.e. the codeword

generated by the security experiment).

Dy(L, R):
1. Parse L = (com,d[SL)), R = (com’,d[Sg]).

2. If L # L and checks(com, com) = 1 or R # R and checkg (com, com’) = 1
then output L.

3. Check that com = com’.

4. Let ¢;, = Openy(SL,com,d[SL]) and cg = Openy,(Sg, com, d[Sg]). Check that
¢, # L and cp # L.

5. If all the above checks pass, output (¢g,cgr). Otherwise, output L.

Figure 7.2: Decode in Hybrid 1.

Hybrid 2: The experiment is identical to Hybrid 1, except we switch to equivocal
commitments in the codeword (L,R) that is given to the adversary. Specifically,
CRSGen is replaced with CRSGen? and the challenge codeword is generated as shown

in Figure 7.5.

Hybrid 3: The experiment is identical to Hybrid 2, except we modify D' to D3,
which aborts if the outcome of fi(L) or fL(R) is not a “likely value.”
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CRSGen?(1*): (Spq,com,d’ = d...dS,, d* = d}...d},) < Sge(1%). Output Xp,.
Challenge codeword:

¢
1. Sample cr, cg uniform randomly from FJ,.

2. Set d[Sp] = [d“"];cq, ; Set d[Sr] := [d];eq,.;

1 1

3. Output L = (com,d[SL]); R = (com, d[SRr]).

Figure 7.3: Gen and Challenge Codeword generation in Hybrid 2.

Specifically, given (Y gy, com,d® =d...ds,,d* =di...d},) and the adversary’s

, i1
current output out’;' = Out, , we define the sets S, Sg, Sy, Sk as follows:

e S, contains all values of L' that occur with probability at least € = 1/2¥/3,

where values of L' are sampled as follows: Sample ¢;, conditioned on the out-

——1

put of the experiment in Hybrid 2 thus far being equal to out’,' = Out, .

~

Compute equivocal decommitment of com: d[Sy] := [d(?L[i]L-eSL. Apply fi to

)

-~

L = (com, d[S1]) to obtain L' (or “same” if the output is L itself).

o Sy contains all values of R’ that occur with probability at least ¢ = 1/2¥/3,

where values of R’ are sampled as follows: Sample cg conditioned on the out-

——i—1

put of the experiment in Hybrid 2 thus far being equal to out’,' = Out, .

o~ —~

Ccrli]

Compute equivocal decommitment of com: d[Sg| := [d;""]ics,. Apply f& to

-~

R = (com, d[Sg]) to obtain R (or “same” if the output is R itself).

o Let §; C Sy be the set of L' such that there is a “matching” R' € Sk such

that DY, (L', R') # L.

o Let S C Si be the set of R’ such that there is a “matching” L' € 8, such

that DY, (L', R') # L.
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Note that the decode oracle is now stateful and depends on the current round
of interaction, as well as the outputs returned in previous rounds. Specifically, note
that the sets 87, Sk change in each round i, since the likely outputs depend on the
tampering function (fi, f&) submitted by the adversary in round i, and are con-
ditioned on the output out’y ' = @:1 seen by the adversary thus far in rounds

1,...i—1.

D}, ((fi.fh), L, R):

1. Check that L € S} and that Re Sp. If not, output L.

2. Parse L = (com,d[S]), R = (com’,d[SR]).

3. Check that com = com’.

4. Let ¢;, = Openy(SL,com,d[SL]) and cr = Openy,(Sg, com, d[Sg]). Check that
¢, # L and cp # L.

5. If all the above checks pass, output (¢, cgr). Otherwise, output L.

Figure 7.4: Decode in Hybrid 3.

Hybrid 4: The experiment is identical to Hybrid 3, except we modify D® to D*
which aborts if there are more than y, number of queries fi (resp. fh) such that
the outcome of fi(L) (resp. fi(R)) is not the most “likely value”. Specifically, at
the beginning of the experiment, we initialize counters county, county to 0. We also

define L* (resp. R*) to be the element of S} (resp. Sg) that occurs most frequently.

More precisely, we consider the sets

——1

L7 := argmaxpes; Pr[fi(L) =L | out’, ' = Out, |.
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——1i—1

R = argmaxpcs: Pr[fi(R) = R | out’;' = Out, ].

Then L* (resp. R* ) is defined to be the lexicographically first element in L* (resp. R*).

DY, ((fi.fi). L, R):

1.

2.

Check that L € S7 and that Re Sp. If not, output L.

If L = L*, then set county, := county, + 1.

If R % R*, then set countp := countp + 1.

If county, > g or countr > y, output L.

Parse L = (com, d[SL)), R = (com’,d[Sg]).

Check that com = com’.

Let ¢, = Openy (S, com,d[SL]) and ¢g = Openy(Sg, com,d[Sg]). Check that
¢, # L and cg # L.

If all the above checks pass, output (cr,cr). Otherwise, output L.

Figure 7.5: Decode in Hybrid 4.

Claim 7.4.1. Hybrids 0 and 1 are computationally indistinguishable.

This follows from the additional properties of the equivocal commitment scheme

gien in Section 7.2.7.

Claim 7.4.2. Hybrids 1 and 2 are computationally indistinguishable.

This follows from the security of the equivocal commitment scheme.

Claim 7.4.8. Hybrids 2 and 3 are € - 2q-close, where e = 1/2%/3 and y, € O((Y/?).

Proof. To prove indistinguishability of Hybrids 2 and 3, it is sufficient to show that

for each i € [q], Pr[f;(L) ¢ S, ADg, (fi(L), fr(R)) # L] < € and Pr[fi(R) ¢

Sp ADs,, (f1(L), fr(R)) # L] < e. The result then follows by a union bound over

the ¢ LHS and ¢ RHS queries.
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To bound the above, we in fact show something stronger: (1) for each i € [¢],
. i1
each value of out’; ' = Out, (which does not contain a | output) and each value

of R = é,
. , . ~ , i1
Prfi(L) ¢ S, ADs,, (fi(L), fr(R)) # L | R= RAout'=0Out, )| <¢

. i1
and (2) for each i € [g], each value of out’, ' = Out, (which does not contain a L

output) and each value of L = E,
, . . ~ : i1
Pr[fr(R) ¢ Sg ADg,, (fL(L), fa(R)) # L | L =L Aouty' = Out, )] <e.

We first fix (Xg,,com,d’ = dY...dS,,d" = di...ds,). Note that for fixed
Ygg,com,d’ = d...dS,, d* = dj...d3,, there is a bijection ¢, (resp. ¢r) between
cr, (resp. cg) and (com, d[Sz]) (where d[Sz] := [d;" m]iesL)- Therefore the probability
of a particular value of ¢, (resp. cgr) occurring is equivalent to the probability of
L = ¢r(cp) (resp. R = ¢r(cgr)) occurring. Additionally, Let pr, (resp. pr) be the
function that given f§(R) (resp. fi(L)) returns the unique L’ (resp. R) if it exists
such that, DIEEq(L’,f}é(R)) # 1 (resp. Dleq(fz(L),R’) # 1). Note that L' (resp.
R') is equal to “same” if and only if f4(R) = “same” (resp. fi (L) = “same”). To see
why this is so, recall that in D!, L is outputted if L # L and checks(com, com) = 1
or R # R and checks(com, com’) = 1. Now, if L’ is equal to same, then it must be

that checks(com,com) = 1. Therefore, by the above, the only value of fi(R), for

which L will not be output is f4(R) = “same”. The same is true for the case that

292



fe(R) = “same”.

We first show that for i € [¢], cp,cr are conditionally independent given
out) = 5\utlA This follows from the fact that the information contained in 51;5; is
of the form (fi(¢r(cr)) = v1, fR(Pr(cr)) = w1), ..., (fi(or(cr)) = vi, fr(dr(cr)) =
w;), where for j € [i], v; is equal to the L’ value outputted in response to the
J-th query and wj; is equal to the R’ value outputted in response to the j-th
query. (note that v;/w; can be set to “same” if the tampering function leaves
L/R unchanged). Thus, the distribution of cz,cg conditioned on (f}(¢r(cr)) =
v, fr(¢r(cr)) = wi),..., (fL(dz(cL)) = vi, fr(¢r(cr)) = wi) is equal to (U |
(fL(02(Ue)) = vi,..., fL(01(Ur) = vi)) x (Ue | (fr(9r(Ur)) = wr,. .., fr(or(Ur)) =
w;)). Moreover, due to the discussion above, L, R are also conditionally independent
given out’; ' = 51;5:1. Therefore, to show (1), we note that for every (L, R, @:1),
PiL =L |R=RAout;! = Outy )] = Pr{L = L | out’y! = Outy )] So we
have that for every fixed R = R (for which Pr[R = R A out’; ' = 5\ut:1)] > 0), and

every L' ¢ ), Pr[fi(L)=L'| R=RA out’; ! = @Zl)] < e. Therefore,

——1

Pr(fi(L) ¢ S;, ADY, (fi(L). fh(R)) # L | R=RAouty' = Out, )]

—1—1

=Pr[fi(L) ¢ Sy A (fi(L) = po(fi(R)) | R= R Aout’y' = Out, )]

< e.

The proof for (2) is analogous. O

Claim 7.4.4. Hybrids 3 and 4 are statistically indistinguishable.
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Proof. To prove indistinguishability of Hybrids 3 and 4, we must show that the
probability that the event (1) fi(L) is not most frequent and D%Eq( fi(L), fL(R))
# L or event (2) fi(R) is not most frequent and D3, (f7(L), fr(R)) # L occurs
more than g, times in a single execution is at most (1/2)¥:.

We first analyze the event (1). Recall that set S} contains values, L', that occur
with probability p in some experiment. By “most frequent value” in S}, we mean
the value L/ in S} with the maximum associated probability p. Note that if L’ is not
the most frequent value, the associated probability p is at most 1/2, since otherwise,
the probabilities will sum to more than 1. More precisely, if fi(L) = L’ is not the
most frequent query in S} then, by definition of the set S} and the above argument,
Pr[fi(L) = L' | out’; ! = @:1] < 1/2. Recall that in the proof of the previous
claim, we have shown that for i € {0,...,q}, L, R are conditionally independent
given out’,. Therefore, Pr[fi(L) = L' | out’;' = 5\ut:1 AR = ﬁ] < 1/2. This

implies that for every fixed R = R (for which Pr[R = R A out’; ! = 5\1%:1] > 0),

——1

Pr(f} (L) # L* ADY, (fi(L). fy(R) # L | R= R Aoutiy" = Out, )]

< Prlfi(L) # L' A fi(L) = pr(fr(R)) | R = R Aouty! = Out, )]

<1/2.

We consider the number of adversarial queries such that both fi(L) = L' is
not the most frequent value (L*) € S; and D3, (f(L), [R(R)) # L. (note that the
total number of adversarial queries can be much higher). By the above argument,

the probability that there are y; number of rounds 4 such that both fi(L) = L’
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is not the most frequent value (L*) € S} and D3, (fi(L), fa(R)) # L is at most

Eq

(1/2)¥* € negl(A). Thus, we have concluded the proof for event (1). The proof for

event (2) is analogous. O

We finally show the main technical claim of this section, which completes the

proof of Theorem 7.4.1.

Claim 7.4.5. In Hybrid 4, the encoded randomness {(cy,cr) is statistically close to

uniform, given the view of the adversary.

Proof. Towards proving the claim, we consider the following leakage functions:

Leakage function on c;: Fix Yp,,com,d’ d', universal hash h : {0,1}* —
{0,1}¥% € H (where « is the length of a single split-state of the encoding) and

(1%

adversary A. On input ¢, set output out, to and outy; to “7. Set L =

(com, [d;* [i]]ie[g]). Repeat the following in rounds ¢ = 1,2, .. .:

1. Obtain the next tampering function (f, fr) from adversary A. If A terminates

then terminate with output outy.
2. Set L' := fr(L). If L' € S}, then:

(a) Find the unique R’ € S}, such that D5, (L, R') # L. Return (L', R') to

the adversary. Set outs = out||(L/, R)).

(b) If L’ is not the most frequent output in S}, set outy, := out||(i||h(L")) If

lout| > (log(q)+y,)-y: then terminate with output outy, := outy||(:||L).
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3. If L' ¢ S;, output L to the adversary and terminate with output out; :=

outy||(i||L).

The leakage function for the RHS is analogous.

We now show that given out; and outyp we can reconstruct the full output

sequence for the adversary’s view with probability 1 — Ez?gyo =1- 230‘1/3 in the

following way:

Fix Yp,,com,d’ = dY...d3,, d* =dj...ds,, universal hash h + H and adver-

(1% (1%

sary A. Set output out, to and outy to 7. Repeat the following in rounds

1=1,2,...,q:

1. Obtain the next tampering function (f7, fr) from adversary A given its current

view, out 4.
2. If (4, L) € outy, or (i, L) € outg, set outy = out,||L and abort.
3. If (i,y) € outy, for some y # L, set L' = L' such that L' € Sy and W) =y.
4. If (i,-) ¢ outy, set L' = L’ such that L' € S is the most frequent value.
5. If (i,y) € outg, for somey # 1, set R’ = R’ such that R’ € S and h(}A%’) = .
6. If (i,-) ¢ outpg, set R = R’ such that R’ € S} is the most frequent value.
7. If L' = “same” and R’ = “same” output “same” and set out4 = out 4|| “same”.

8. Else if one of L', R’ is “same” and not the other, set out, = out,||L and

abort.
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9. Else Parse L' := (com,d[Sr]) and R’ := (com/,d[Sg]). If com # com/, set

outy = outy||L and abort.
10. Otherwise, set outs = out||(L/, R').

It can be determined by inspection that the incorrect value is output only if
in one of the at most 2¢ instances, there are two distinct values L ,Z" € Sy or
R, R e Sy such that h(L') = h(L") or h(R') = h(R"). Due to universality of h
and the fact that |S}| = |Sk| = 1/e, this can occur with probability at most %L,
as claimed. 2

Since |outy| < (log(q) + o) -yt < 2y,-y: < c- for constant ¢ < 1 and |outp| <
(log(q) + o) - Yt < 2y, -y < c-{ for constant ¢ < 1, we can use the properties of the
inner product extractor given in Lemma 7.2.1 to argue that (cy,cg) is statistically
close to uniform random, given out, outgz. Moreover, since we have shown that the
view of the adversary in the Hybrid 4 can be fully reconstructed given out, outp,

we have that, in the Hybrid 4, the encoded randomness (cy, cg) is statistically close

to uniform, given the adversary’s view in the CNMC experiment. [

7.5 4-State CNMC for Multi-Bit Messages

In this section we prove the following theorem:

Theorem 7.5.1. Assuming the ezistence of one-to-one commitment schemes in the

CRS model, there is a construction of a multi-bit, 4-split-state CNMC' in the CRS

2 Recall that S C Sy, and Sy, contains all the values of L’ which occur with probability at
least €. Therefore |Si| < 1/e (and thus |S;| < 1/€), since otherwise the sum of the probabilities
would exceed 1. A similar argument is true for Sj.
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model.

Notation and parameters. A is security parameter and length of encoded mes-

sage. £ = ((\) € O(N\?) and we assume for simplicity that M\¢. k = 2\. Sets

Sr1:Sr1,S02,Sr2 C [40] are defined as follows: Sp, = [{],Sr1 = [20] \ [{],

Sra=[30\[20], Sra = [40\ [30]. Yo = yo(£) € O(LY?), y, = y,(£) € O(L'/?).

The construction of the multi-bit, 4-state CNMC' is presented in Figure 7.6.

Let (CRSGencom, Com, Open, Sg,) be the non-interactive, equivocal, one-to-one com-
mitment in the CRS model given in Section 7.2.7.

CRSGen/(1*): Run ¥ + CRSGencom(11). Output X.

Ef.(m) for m € {0,1}*:

1.

1

Choose at random m!, m? € Fyx such that m! +m? = m.

¢
For b € {1,2}, Choose (cpp,crp) at random, from FJ,, conditioned on

(cLpycrp) = mP.

(com, d= dl, . ,d4g> < Comg([cu,\|cR,b]b€{172})

For b € {1,2}, let d[SL ] (resp. d[Sgp)) correspond to the decommitment of
com to the bits corresponding to S (resp. Sgrp).

Output Ly = (com,d[Sp1]); Ri = (com,d[Sgr1]); L2 = (com,d[Sr2]); Re =
(com,d[SR,2]).

D%, (Zl, R, Lo, Eg)l //For simplicity of notation, we assume D’ can take its inputs in

any order.
1. For b e {1,2}, parse Ly, = (comy, d[Sp3]), Ry = (comy, d[Srp)).
2. Check that com; = com) = coms = comy.
3. For b € {1,2}, let ¢, = Openy(Spy com,d[Spe]) and gy =
Openy.(Sgrp, com, d[Spp]). Check that ¢pp # L and cryp # L.
4. For b € {1,2}, compute my = (crp, CRrp)-
5. If all the above checks pass, output mj + mg; otherwise, output L.

Figure 7.6: Construction of 4-state Continuous, Non-Malleable Code.
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To prove Theorem 7.5.1, we show that the construction above is a secure multi-

bit CNMC, via the following sequence of hybrids.

Hybrid 0:  This is the Fxperiment from Definition 3.2.11.
Hybrids 1 and 2 are analogous to the first and second hybrids in Section 7.J.

We therefore give an abbreviated description.

Hybrid 1:  The ezxperiment is identical to Hybrid 0 except we modify the decode algo-
rithm from D% to D's. to abort if the tampered codeword (Zl, Ry, Lo, §2) is different
from the challenge codeword (L1, Ry, Lo, Ry) but the corresponding commitment is

not statistically binding.

Hybrid 2:  The experiment is identical to Hybrid 1, except we switch to equivocal
commitments in (L1, Ry) (resp. (L2, Ry)) that is given to the adversary. We de-
note the corresponding CRS’s, and equivocal commitment and decommitments by

Ygg,com,d’ =d...dS,d" =di...dy,.

We now define some terminology which will be needed for the next sequence of
hybrids. Given (Sgq,com,d” = df...dY,,d" =di...d},) an output (out’; |, out’; ),

for b€ {1,2}, we define the sets Sy, Sy, Sty Sky, as follows:

o Sip contains all values of Zg that occur with probability at least € = 1/2¥%/3,

where values of L are sampled as follows: Sample ¢y, ;, conditioned on outf;l}.

Compute equivocal decommitment of com: c/i\[SLyb] = [d?’bm]iegw. Apply fi,

to Ly = (comy, c?[SL,b]) to obtain Eg (or “same” if the output is Ly, itself).
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o Sry contains all values of ﬁg that occur with probability at least € = 1/2%/3,

where values of R, are sampled as follows: Sample ¢gy conditioned on outzl}.

Compute equivocal decommitment of com: c/l\[SR,b] = [de’b[i]]iegR,b. Apply fr,

to R, = (comy, c/i\[SR,b]) to obtain ]/D:g (or “same” if the output is R, itself).

o Let Sp;, C Spp be the set of Z’b such that there is a “matching” ﬁg € Sryp such

that D'S,,, (Ly, Ry, ) # L.

o Let Spy C Sgy be the set of Ez such that there is a “matching” Zg € Spp such

that D'y, (Ly, Ry, ) # L.

We also give two alternate decoding procedures in Figures 7.7 and 7.8.

D%, ((fh 0 Fies): Ly, Rypeq12y):

. For b € {1, 2}, check that Ly € Sy and that Ry € Sk If not, output L.

—

2. For b € {1,2}, parse Ly = (comy, d[SL,)), Ry = (comy, d[Sr,)).

— — — ——/
3. Check that com; = com; = comga = coms,.

4. For b € {1,2}, let gL,b = OpenE(SL,b,CfO\T/n,d[SL’b]) and ER,b =

OpenE(SRJ,, com, d[SRJ,]). Check that fCVL,b # 1 and gR,b # 1.
5. For b € {1,2}, compute my, = (Crp, CRrp)-

6. If all the above checks pass, output mq + me; otherwise, output L.

Figure 7.7: Algorithm D’%Eq.

For the following decode algorithm, we assume that at the beginning of the
experiment, for b € {1,2}, counters county,,, countg, are initialized to 0. We also
define Lj; (resp. Ry ) to be the element of 7, (resp. Sy, ) that occurs most frequently.

We next present a sequence of intermediate hybrids H> = H>%b H?1e
H?>%b = 3 defined as follows:
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D5, ((fi4 Fizp)s Lo Relpeqiy):
1. Check that L € S and that Re Sk If not, output L.

2. For b € {1,2}, if Eb # Ly, then set countr,j, := countp; + 1.

3. For b e {1,2}, if Ry # Ry, then set countpy := countpy + 1.

4. For b € {1,2}, if county,;, > y; or countp > v, output L.

5. For b e {1,2}, parse Ly = (comy, d[Spp)), Ry = (comy, d[Sgr)).

6. Check that éom, = éom), = oms = cormly.

7. For b € {1,2}, let ELJ, = OpenE(SL,b,C/aﬁ’L,d[SL,b]) and ERJ, =

Openy(Sgrp, com, d[Spp]). Check that cpp # L and cryp # L.

8. For b € {1,2}, compute m; = <fCVL’b,’CVR7b>.

9. If all the above checks pass, output my + ms; otherwise, output L.

Figure 7.8: Algorithm D/éEq.
Hybrid H*% for i € [q]: The experiment is identical to the previous hybrid, except

we respond to the i-th query to the decoding oracle using D';Eq.

Hybrid H%% for i € [q]: The experiment is identical to the previous hybrid, except

we respond to the i-th query to the decoding oracle using D’;Eq.

Claim 7.5.1. Hybrids 0 and 1 are computationally indistinguishable.
This follows from the security of the one-time signature scheme and “unique-

ness of opening” property of the underlying commaitment.

Claim 7.5.2. Hybrids 1 and 2 are computationally indistinguishable.
This follows from the security of the equivocal, non-malleable commitment
scheme.

—i—1 ——1

We say that an output pair (outf;I1 = Outy,,outy, = Outy,) is good
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if the marginal distribution over m' is statistically 27*-close to uniform random
) i1 . —i-1

conditioned on (outZA_J1 = Out;’l,outf;; = Outim) and the marginal distribu-

tion over m? is statistically 27*-close to uniform random conditioned on (outi;l1 =

——1

i1 .
Out ,,,0utyyy = Out ,,).
Claim 7.5.8. Fori € {0,...,q}, in Hybrid H***, the outcome

. i1 , i1
(out’;; = Out,,,outyyy = Out,,) is good with probability 1 — 27 /q.

Proof. Towards proving the claim, we consider the following leakage functions:

Leakage function on cp;, for b € {1,2}: Fix Xpg, com,d’ = d)...d},,d* =
d}...d},, universal hash h : {0,1}* — {0,1}¥> € H (where « is the length of a
single split-state of the encoding) and adversary A. On input ¢y, set output out 4
to “” and outy;, to “’, and set L, = (com, [de‘b[i]]ie[g]), for b € {1,2}. Repeat the

following in rounds ¢ = 1,2, ...

1. Obtain the next tampering function [(fzs, frp)]eef1,2) from adversary A. If A

terminates then output outy .
2. Set Lg = fL,b(Lb)~ If Lg € 8}171), then:

(a) Find the unique ﬁg € Sk such that D’leq(Lg, Ag, ) # L. Return
(L}, R}) to the adversary. Set out,, = out p|/(L}, R}).
(b) If Lj, is not the most frequent output in S7 ,, set outy,; := outy,4||(i[|h(L}))

If louty,| > (log(q) + yo) - ¥+ then terminate with output outy, :=

out  ||(¢] L),
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3. If Lj, ¢ S}, output L to the adversary and terminate with output outy :=

outyp||(z]|L).

The leakage function for cp is analogous.

We now show that given outy ;, outp, outy 2, outr o we can reconstruct the

full output sequence for the adversary’s view with probability 1 — 62?‘2‘1% =1- 2;}‘1/3

in the following way:

Fix ¥ g,, com, universal hash h <— H and adversary A. Set output outs; to

(1% (1%

and out 45 to “7. Repeat the following in rounds ¢ = 1,2,...,¢:

1. Obtain the next tampering function (fr1, fr1, fr2, fr2) from adversary A

given its current view, outy = (outa ;,out o).

2. If for b € {1,2}, (i,L) € outy, or (i, L) € outgy, then for b € {1,2}, set

outa, = outy,||(7, L) and abort.

3. If for b € {1,2}, (i,y) € outy,, for some y # L, set L, = Z;, such that

Ly S), and h(Ly) = y.

4. If for b € {1,2}, (i,-) ¢ outp,, set L) = Z;, such that Zg € &y, is the most
frequent value.

~

5. If for b € {1,2}, (i,y) € outgy, for some y # L, set R, = R such that

R, € Sy, and h(R}) = y.

6. If for b € {1,2}, (7,-) ¢ outpy, set R, = ﬁg such that }A% € Sk, 1s the most

frequent value.
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7. If for all b € {1,2}, L} = “same” and Rj = “same” output “same” and for

b e {1,2}, set outy;, = outy,|| “same”.

8. Else if at least one of [Lj, Ry|peq1,2y is “same” but not all, then for b € {1,2},

set outy, = outy,||L and abort.

9. Else for b € {1,2}, parse L; := (comy, d[SLp]) and R} := (com}, d[Sg,]). Check

that comy = com) = comy = coml,. If not, set out, = out4,||-L and abort.

10. Otherwise, for b € {1,2} set outs, = outa,||(L}, R}).

It can be determined by inspection that the incorrect value is output only if
in one of the at most ¢ instances, for some b € {1,2}, there are two distinct values
Ly, L} € S, or R, R € S}, such that h(L}) = h(L}) or h(R;) = h(R}). Due to
universality of & and the fact that for b € {1,2}, |S7 ,| = |Sk,| < 1/e, this can occur

_4q

955 as claimed.

with probability at most

Since for b € {1,2}, |outy ;| < (log(q) + o) - y: < 2y,-y: < c-{, and |outp| <
(log(q) + ¥o) - yr < 2y, -y < ¢+ £, for constant ¢ < 1, we have that with probability
1—27%/q over choice of (out’AAjl1 = 51;5:11, outi;% = @:21), the min-entropy of ¢z
(resp. cgp) conditioned on (out’;; = 51;5;_11, out’; = 5\ut:; ) is at least ¢’ - ¢ for
constant ¢ < 1. We can use the properties of the inner product extractor given in
Lemma 7.2.1 to argue that (cpp, crp) is statistically close to uniform random, given
outy, ;, outy;, outy o, outro. Moreover, since we have shown that the view of the
adversary outfm, outfg’2 can be fully reconstructed given outy,outy, we have that
(cLp, crp) is statistically close to uniform, given the adversary’s view in the CNMC

experiment. ]

304



Claim 7.5.4. Fori € {0,...,q—1}, Hybrids H*** and H*"*1 are 4(¢' +27%)-close,

where € = (14 27)e.

Proof. To prove indistinguishability of Hybrids 2 and 3, it is sufficient to show that
for and b € {12}, Pr(fi (L) & Spy A D'k, (fiy(Lo). fip(R),-2) # L] < € and
Pr[fp,(Ry) & Sky A D’leq(fib(L), frp(Re),-,-) # L] < €. The result then follows
by a union bound.

Given Claim 7.5.3, to bound the above it is sufficient to show: (1) for b € {1, 2},
each good pair ou’cfﬁ‘_’l1 = 51;5:11 (which does not contain L), outf;% = 51;5:21 (which

does not contain 1), and each value of R, = ﬁb,

fio(Ly) & St A Ry = Ry Aouty | = Out 4, A
br <é;
1 i i i —i—1
Dleq (fL,b(Lb)a fR,b(Rb)7 ) # L 0u1:14721 = OutA’2

. i1
and (2) for b € {1,2}, each good pair out’; | = Out 4, (which does not contain L),

out’;; = Out;’2 (which does not contain 1), and each value of L, = Ly,

; ~ X —i—1
frp(Bo) & Sk p/ Ly = Ly Aout’ | = Out ,,
Pr < €.

—1—1

Dlleq (Fro(Ls), frp(Rb),-5-) # L Nout'; ) = Out

We first fix (Sp,, com, d® = d? ... d% d* = d!...d},).
Note that fixed Yg,,com,d’ =d}...d3,,d* =d}...d}, and b € {1,2}, there is a bi-
jection ¢rp (resp. ¢ryp) between crp (vesp. cryp) and (com, d[Spp)), where d[SL) =
[de”’[i]]ie[g]. Therefore the probability of a particular value of cr; (resp. cryp) oc-

curring is equivalent to the probability of L, = ¢ ,(crp) (resp. Ry = ¢rp(crp)).
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Additionally, Let pr; (resp. prs) be the function that given fh,(Ry) (vesp. f7,(Ls))
returns the unique Lj (resp. Rj) if it exists such that, D'leq(Lg, fro(Re), ) # L
(resp. D'y, (be(Lb) ooy ) # L). Note that L; (resp. Rp) is equal to “same” if
and only if fh,(R,) = “same” (resp. fj,(Ly) = “same”).

Now, note that for b = 1 and every (¢ 1, Cr,1) and every good pair 5\utA,1, 6\UtA,2)3

i—1 _ 73
PI'[CLl = CL1 | CR1 = CRI /\OlltAl = OutAJ,outA,z = OUtAQ]

2 : ~ ~ i—1 o3
= (PI‘[CLQ =CL2,CR2 = CR2 | outA72 = OutA’Q]

CL,2,CR,2

'PT[CL,1 = /C\L,la CR1 = 5}?.,1 | OlltiA_,ll = OUtA,1 A <CL,27 CR,2> = </C\L,27/C\R,2>])

= Z Prl(cr2, cra) = m® | out’ ) = OutA’g]

. PI"[CLJ = /C\LJ,CRJ = /C\RJ | outféf’ll = @A,l N m2]
—\ _ 2 . ~2
62(2 + 27k Pr[cLl—cLl|cR1—cR1/\outA1—OutA,1/\m =m-|
(7.5.1)

2>\:|:2 PI"CLl /C\Ll CRl:/C\Rl/\OlleZ_l:OUlfAl/\W”LZ—?TL2
) ) ) A,]. )

= (1 + 2)\_k) . PI“[CLJ = /C\L,l ‘ /\Ollt?A_,ll = 5\1%,4’1]

:<1j:2_ ) PI‘[CLl —CLl | CRl/\OUtAl —OUtAJ],

where (7.5.1) follows from Claim 7.5.3. An analogous statement holds for b = 2.

Morever, by the same reasoning as in the proof of Claim 7.4.3 (where we showed
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conditional independence of ¢, p, crp) we have that for every (€L, Crp, Outap):
~ i—1 =
Pr [CLb = CLb | CRb A outAb = OutAJ,] = PI‘[CLJ, =CLpb | outf47b = OutAJ,].

Therefore, for every every (¢r1,¢gr1) and every good pair Out Al Out A2):

——1—1
. Rb Rb N outA 1= OutA,l i
Pr Lb = Lb S (1:|:27)\) PI‘[Lb Lb | outAb = OUtAJ)].
——1—1
Nout';, o= OutA’2

So for every Ry = Eb, every good pair @AJ, @Ayg) and every Ly & S},

i1
' / Ry, = Rb A OU.tA 1= OutA’l/\ \ /
Pr| fiu(Ly) = L <(1+2%e<e.

—1—1

out’,, 2 = Outy,

Therefore,
f£7b(Lb) ¢ S]/_'/,b A Rb - Rb A Outf4_,11 - OutAJ N
Pr
. . i1
D's, (FLo(Lo): frp(Bo), ) # L outl;; = Out 4,
i / B i-1_ At
fL,b(Lb) ¢ SL,b A Rb - Rb A OUtA,l - OutAJ/\
=Pr
, . — i1
fi,b(Lb) = PL(f;%,b(Rb)) OUtA 2 = OUtA,Q
<
The proof for (2) is analogous. O

Claim 7.5.5. Fori € {1,...,q}, Hybrids H*** and H*** are 4(¢' +27%)-close, where
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€ =2 €.

Proof. To prove indistinguishability, we must show that fori € {1,...,¢}, b € {1,2}
the probability that the event (1) f; ,(Ls) is not most frequent and
D'leq(fi’b(Lb),fgb(Rb),-,-) # 1 occurs more than y; times in H?“® is at most
(1 4+27%)/2)» + 27" and the probability that the event (2) ff,(Rs) is not most
frequent and D’IEEq (fis(L), fry(Ry),-,-) # L occurs more than g times in H>"* is
at most ((1+27%)/2)% +27F.

We first analyze the event (1). If fi ,(Ly) = Lj, is not the most frequent query

in §7;, then, by definition,
e , i1
Pr(f] ,(Ly) = Ly | out’y' = Out, ] < 1/2. (7.5.2)

Recall that, by the arguments in the proof of the previous Claim, in H?*~1? (and

——1

. . —i—1 .
hence also H*"), for good pairs (out’;; = Out,, A out’A_,Q1 = Out 4 ,):

; . szﬁb/\outfﬁ:@;l/\
Pr fL,b(Lb) =L,

——i—1

i1 _
out’, = Outy,

——1

Combining with (7.5.2):

~ . —1—1
. / Ry = Ry A Ollti;ll = OutAJ/\ 7}\

——1i—1

i—1 _
out’y, = Outy,
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——1

This implies that for every fixed R, = R, (for which Pr[R, = R, Aout’y | = Out 4| A

£ — Outya] > 0
out,, = Vu A,2] > 0),

; ~ - i1
fio(Ly) # LyA Ry, = Ry Nout'y | = Out 4, A
Pr
; i ) —i—1
D,(fi,b([/b), f;%,b(Rb)) # 1 out’gg1 = OuzﬁA,2
- = 4 i1
f£7b<Lb) §é LZ/\ Rb = Rb A Outf;ll = OutAyl/\
= Pr
; ; 4 —i-1
fro(L) = pr(fry(Bb)) out’;, = Out 4,
< (1+27Y)/2.

The probability that this occurs y, times for y, distinct values of j < [i], where
all outcomes of outil’1 = 6\%{471 A ouisf;L2 = @2,2 are good for all j is at most
((1+274)/2)¥:. Since by Claim 7.5.3, with probability 1—27*, all outcomes outfé"1 =
@;,1 A outf@ = 5\ut{42 are good for all j € [q], the upperbound for event (1)
follows.

The proof for event (2) is analogous. O

Claim 7.5.6. In Hybrid 3, for all (even inefficient) distinguishers D, it holds that

Pr[D(outy) =] < 1/2+0(27%).
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Proof. We first compute

0= Z Pr[m? = m* Am' =mg +m’> | out 41, 0ut 4 5]

m!?

+ ZPr[m2 =m* Am' =my +m” | out 4 1, out 4 o]

m/2

= Z Pr[m? = m'? | out 4 1,0ut 4 5] - Prim' = mg + m' | out 41, 0ut 4 o]

m'?

+ Z Pr[m? = m'” | out 41, 0ut 45 - Prim' = my +m'” | out 4, out )

m/2

> (27 =277 (O Pr[m' =mp+m” | outyy,out, ]

m/2

+ Z Pr[m!' = m; + m'? | out 4 1, 0ut 4 5])

m'?

where the first inequality follows from Claim 7.5.3.
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So

Pr[ message is my, | out 4 1, out 4 9

>, Pr[m? = m” | outa,out ] - Prim! = my + m? | outy 1, out 4]
N @,
. >, Prlm! = my +m? | out 41, out 4 ]

@)

< (27427

27A y 27k
O

2742k
S 2.27A 2.2k
- 27 A4 3.2k
- 2.272
3.27k
2.2-2

—1/2+

=1/2+0(27%).
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Chapter 8: Conclusion and Future Directions

In this dissertation, we have shown following contributions to improve the

applicability of non-malleable codes.

o We explore a novel connection between tampering classes of non-malleable
codes and well studied complexity classes. Exploring these connections to com-
plexity theory has made it possible to construct explicit, efficient non-malleable

codes for broader tampering classes. Specifically,

— We construct first explicit, efficient non-malleable codes with information
theoretic security for the tampering functions which can be modeled as
bounded-depth, bounded fan-in circuits. This tampering class includes
NC°.

— We present a general framework to construct non-malleable codes from
average-case hardness properties for various complexity classes which are
known/believed to be strictly weaker from the class of all polynomial time

algorithms (P).

— We construct first explicit, efficient non-malleable codes for AC°, decision

tress of depth n® for constant 0 < & < 1 in with computational security
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i CRS model. We also construct information theoretically secure, non-

malleable codes for streaming, space-bounded tampering functions.

This line of research has sparked interest in the community and led to follow-up
work focusing on construction of non-malleable codes for well studied complez-

ity classes.

We present lower and upper bounds on the optimal locality (efficiency), which
is number of codeword blocks required to be accessed in order to decode/update
the codeword, of locally decodable and updatable non-malleable codes which
allow random access (i.e. entire codeword need not be read to access just
a single block) to the codeword blocks. Specifically, we show that LDUNMC
allowing rewind attacks cannot have constant locality. We also tmprove the

locality of previous construction to match the lower bound.

We show that continuous non-malleable codes, providing security against stronger
attacks which tamper the codeword continually, cannot be constructed from any
falsifiable assumption without CRS for 2-split-state tampering with black-box
reduction security proofs (such reductions have only input/output access to the
adversary breaking the underlying assumption). Prior work already showed
2-split-state CNMC' cannot be constructed with information theoretic security.
We then construct CNMC' for 2-split-state tampering from injective one-way
functions in CRS model. We also construct CNMC' for multi-bit messages
for 4-split-state tampering functions from injective one-way functions in CRS
model.
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8.1 Future Directions

An important future direction would be to find practical applications of non-
malleable codes to achieve tamper resilience. The Rowhammer attack (introduced
by [112]) can be a potential threat to be considered. Since this attack tampers with
the memory but does not interfere with the computation, which is precisely the threat
model considered by non-malleable codes.

Recently, Cojocar et.al [47], studied the effectiveness of error-correcting codes
against the rowhammer attack (introduced by [112]). They [47], tried to inject un-
detectable, silent corruptions in ECC memory by combining single bit flips caused
by rowhammer attack and then caused 2 more bits to flip. It is an interesting re-
search direction to explore whether the type of tampering induced by Rowhammer is
captured by local tampering functions. Therefore, studying the effectiveness of non-
malleable codes against such types of attacks can be an interesting step forward in

improving the applicability of non-malleable codes.
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