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Introdu tion

Rover [1℄ is a system that provides lo ation-based servi es to hand-held devi es in a wireless environment. It is being developed in the MIND Lab at the University of Maryland. In addition
to being lo ation-aware, Rover is also devi e-aware, ontext-aware, user-aware and time-aware. A
detailed des ription of Rover is presented in Se tion 2. The purpose of this proje t is to identify
the se urity vulnerabilities in Rover and to design and implement solutions to mitigate them.
The basi design of the Rover System does not take into onsideration any se urity issues. Se urity
in Rover be omes ompli ated due to the following fa tors:

Wireless Medium: A wireless layer is inherently broad ast oriented.
 Low Power Devi es: The devi es have limited power, so omplex se urity en ryptions



be exe uted on them [2℄.



Real-Time traÆ : The system



Many Users:



Multi-Servers: The design should be extensible to support multiple servers.

and eÆ ient.

annot

an support real-time traÆ , so the solutions have to be fast

At any moment, the number of users in the system an be large, hen e the
se urity solution should be s alable.

Rover is designed to fun tion in a ontrolled environment. More spe i ally, there is a entral
ontrol (Rover server) that all the lients ommuni ate to. Moreover, all the users and devi es are
pre-registered with the server. These Rover design hoi es an be used as assumptions to develop
a se urity module for Rover.
Sin e the Rover system an be widely deployed in museums, hospitals, s hools, airports, disaster
relief, et , the se urity of Rover be omes extremely important. The rest of the paper is organized
as follows. Se tion 2 provides a detailed overview of Rover. Se tion 3 presents an explanation of
the proto ols used in Rover. Se tion 4 analyses the se urity vulnerabilities of Rover. In Se tion
5, our solution is presented. Se tion 6 highlights the implementation and Se tion 7 on ludes the
paper.
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Rover Overview

Rover is a system designed to provide lo ation-based servi es to users in a wireless environment. It
omprises of hand-held devi es with an infrastru ture to determine their lo ation and provide them
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with servi es on the basis of their lo ation. A possible s enario is groups of users with hand-held
devi es entering a museum. Ea h user logs into the Rover system and fet hes a map of the museum.
The map shows the user's lo ation and updates it as the user moves (see Figure 1). When the user
is near a display, the information related to that parti ular display pops up on the s reen. The
users an also establish voi e hats with other visitors in the museum.

Figure 1: Map on a Client
The servi es that Rover provides to its users are as follows.




Basi data servi es

Servi es like text, multimedia, maps, dire tions, triggers, et omprise the basi data servi es.
Usually, this data ow is from the server to the user. The server has to modify the data to
suit the devi e's apability. The user an ustomize the re eived information by sele ting the
desired options at his interfa e.

Transa tional servi es

These servi es require o-ordination between the user and the server. E- ommer e transa tion
is an example of transa tion servi es.

A Rover system onsists of various entities:

Users: The people who use the system (eg. visitors in the museum)
 Clients: The lients are hand-held devi es with wireless apabilities.


pro essing, storage and power.

They have limited
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Figure 2: Rover ar hite ture


Wireless infrastru ture:



Servers: The servers are the

The onne tivity among the lients and the server are maintained
through a wireless infrastru ture. The te hnology may be IEEE 802.11, bluetooth, et .

entral systems that manage the servi es provided to the users.
Servers onsist of the main ontroller, Lo ation-server, Database, Logger, et . Among these
the lients ommuni ate dire tly only with the main ontroller.

Figure 2 shows the layout of the Rover ar hite ture.
2.1

Communi ation Proto ol

Every user is registered with the server. Ea h user is given a user-name and password. When the
lient program is exe uted a TCP onne tion is established between the lient and the server. This
is a \ ontrol" onne tion. One su h onne tion is maintained for every lient in the system. All the
ommuni ation for fet hing information from the various server omponents is done through this
hannel. The lient sends sensitive information like its user-name and password, and the lo ation
information over this hannel. Any atta ker eavesdropping on this hannel an obtain a ess to the
system by gaining knowledge of the password, an modify the lo ation information of the lient,
et . This is the hannel that is also used for e- ommer e transa tions.
The users have the apability to establish multimedia (audio, video, et ) ommuni ation amongst
themselves. Let us run through an example to understand how the ommuni ation is set up.
Suppose user Bob wants to have a voi e hat with user Ali e. Bob sends a start hat request to
the server over the t p ontrol hannel. Bob also starts re eiving on a udp port. The server he ks
if Ali e is already hatting with somebody else (at the moment we do not have the support for
multiple hats from the same user). If Ali e is busy, the server sends a reje t hat message to Bob,
otherwise the server forwards the request to Ali e. Ali e an either a ept or reje t the hat and
an appropriate message is sent to the server. If Ali e a epts the hat it starts to re eive and send
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voi e pa kets over a udp port. The server then forwards this message ba k to Bob and marks Bob
and Ali e as talking to ea h other, if Ali e a epted the hat. Bob on re eiving the a ept hat
message starts sending to Ali e.

Figure 3: Chat ontrol handshake
Figure 3 shows the omplete handshaking to establish a hat between Bob and Ali e. The detailed
messages are:
 Message 1:

StartC hat; P ort

 Message 2:

StartC hat; I P

 Message 3:

A

eptC hat; P ort

 Message 4:

A

eptC hat; I P

Bob ; I DAli e

Bob ; P ortBob ; I DBob
Ali e

Ali e ; P ortAli e

After all this ontrol ommuni ation through the server Bob and Ali e send voi e pa kets to ea h
other over an inse ure udp hannel.
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Rover vulnerabilities

Let us look at the se urity pitfalls in the ontext of Rover being used in a hospital. Every do tor
has a hand-held devi e. All the patients that require attention are highlighted on the map and the
do tor an visit ea h one of them. Whenever the do tor approa hes a patient, the display provides
information about the medi al history of that patient. Also, the do tor an re eive emergen y
messages, ask for medi ines, et from the lient. Clearly, we would need this s enario to be se ure
so that any a ident, violation of patient priva y, et an be prevented.
The various threats that Rover is vulnerable to are as follows:


Denial of Servi e

There are two kinds of denial of servi es - at the physi al layer and at the servi e layer. As a
part of this proje t we will not deal with frequen y jamming that an ause the physi al layer
to break down. In the event of a denial of servi e at the higher layers, the do tors will not
be able to identify their patients, get information on them and will not be able to respond to
emergen y situations.
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Unauthorized A ess

A mali ious user an sni the password of another user and login as that user. The mali ious
user an then hange the patient data, order improper medi ine, et .

No Con dentiality

A mali ious user an sni data and voi e traÆ over the network. He an possibly gain a ess
to a patient's medi al history and bla kmail him.

No Integrity

An atta ker an masquerade as an administrator and remove all the lients, devi es, et . Also,
an atta ker an hange the data in a pa ket and su h an atta k will be diÆ ult to dete t.

As is outlined above, there are a number of threats that Rover has to guard against. Also, these
atta ks are easy and heap to exe ute. Rover has no se urity built in so a simple pa ket sni er
will be able to a omplish most of the atta ks. In the next se tion we present a solution to provide
on dentiality, integrity and availability in Rover.
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Solution

As was outlined in se tion 2, there are two inse ure hannels of ommuni ation in the Rover system
- between a lient and the server and between two lients. The onne tion between the lient and
the server is a TCP onne tion and it provides onstant onne tivity. This is a highly important
hannel as it is used to transfer on dential information (passwords, redit ard transa tions, et ).
We would like to add relatively strong se urity to this hannel. At the same time, the lients are
low powered devi es and hen e we would prefer a light-weight solution. A redible solution works
as follows.
The server is assigned a private key and a publi key erti ate for that private key. Instead of
establishing an inse ure TCP ommuni ation with the lient, we run Se ure So kets Layer (SSL)
over the TCP. This builds a se urity layer. SSL is a session based proto ol and hen e works well
with a onne tion-oriented transport layer. Thus, SSL learly ts the model that we are working
with. The lient and the server de ide upon the session key and the iphers to use through an
initial handshaking. The session key de ision is se ured by using the server's key pair. On e the
onne tion is established it is se ured by the iphers and he ksums that the lient and the server
de ide.
A problem related to this approa h is that there is no initial authenti ation of the lient. In this
aspe t, the handshaking here is similar to the one done when a browser a esses a server over
the Internet through a se ure hannel. However, sin e ea h user is pre-registered with the Rover
system, every user has a password that an be used to authenti ate the user on e a se ure hannel
has been set up. The ipher that the SSL onne tion uses defaults to DES C B C 3 M D5. More
details on SSL handshaking and data transfer over SSL are presented in Appendix A.
The peer to peer ommuni ation uses an inse ure UDP ommuni ation. SSL is not used to se ure
this hannel for a variety of reasons. SSL is a session based proto ol and hen e inherently unsuitable
for use over UDP. The hats are real-time ommuni ation and hen e we desire an extremely lightweight solution. In the s enarios that we envision, the multimedia data will always require a lesser
degree of on dentiality than the lient-server ommuni ation. Providing data and sour e integrity
requires more omputation at ea h end and that would in ur a high pro essing overhead for the
lients.
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Due to all of these fa tors we de ided to use some simple symmetri ryptographi s heme to provide
basi on dentiality of the voi e data. DES en ryption is used to en rypt the voi e pa kets. The
DES key is generated by the lient that initiates the hat. This key is then transfered during
the hat handshaking to the peer and both the users then have the same key. The session key
inter hange is se ure sin e that happens over the SSL onne tions between the server and ea h of
the lients. The handshaking is the same as shown in Figure 3. The detailed messages ex hanged
are:
 Message 1:

StartC hat; P ort

 Message 2:

StartC hat; I P

 Message 3:

A

eptC hat; P ort

 Message 4:

A

eptC hat; I P

Bob ; I DAli e ; key

Bob ; P ortBob ; I DBob ; key
Ali e

Ali e ; P ortAli e

After the handshaking ea h of the lients have the same key. The key is exposed to the server.
However, the server is ompletely trusted in our model. Moreover, it is a ma hine with higher
apabilities and hen e is more se ure. The lients en rypt the voi e pa kets using DES in ECB
mode and the re eiving lient de rypts the pa kets in the same way. Although there are other
more se ure modes of DES available, they are too heavy for our real-time ommuni ation. DES in
CBC mode was implemented and experimented with for a voi e hat and there was a onsiderable
degradation of the sound quality. We believe that ECB mode strikes the right balan e between
se urity and performan e. Appendix B explains the DES algorithm in detail.
The designs presented above over ome the initial ompli ations that we outlined in Se tion 1. Our
solution is light-weight, eÆ ient, s alable and easy to implement. We have tried to strike a balan e
between se urity and overhead in terms of omputation and network usage.
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Implementation

The urrent implementation of Rover has been developed on the Linux OS. The server is running
on RedHat7.1 on x86 ma hines. The lients are Compaq IPAQ Po ket PC (H3650) running the
familiar linux distribution v.0.5. The wireless te hnology being used is IEEE 802.11 WLAN. Ea h
IPAQ has a PCMCIA 802.11 ard atta hed to it.
The lients are ross ompiled for the arm-pro essor of the IPAQs using the ski tool hains. The
lients link with libssl.0.9.6 and lib rypto.0.9.6 that are ross ompiled for the IPAQs and available
on [5℄.
The server uses an RSA key and a erti ate. For se ure multimedia ommuni ation the lient
generates a 64-bit random key. The lient seeds a PRNG with the time of the day and generates
a random value. This value is then used to ompute a hara ter. The lient generates an entire
string in this manner. This string is then used to seed the PRNG of the openssl library, after whi h
a random key is generated by alling des_random_key . This fun tion returns a 64-bit DES key.
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Con lusion

Rover is an infrastru ture that has the potential to be used in various riti al and onventional
settings. It is imperative for Rover to have se urity built into it. As a goal of this proje t we have
presented a design to add se urity to the existing infrastru ture. A dis ussion has been provided
to justify the design de isions and a subsequent implementation has been performed to on rm the
theoreti al arguments. We believe that this work provides onsiderable se urity to Rover.
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A Se ure So kets Layer
Se ure So kets Layer provides se urity over onne tions and sessions between lient and server. A
session is an asso iation between peers and a onne tion is the set of me hanisms used to transport
data in a session. A session an have many onne tions. The data asso iated with a session in ludes:
 a session identi er
 a ompression method to redu e the data
 a ipher spe i

ation for the en ryption and MACs

 a master se ret of 48 bits

All of the above information is stored both at the lient and the server involved in the ommuniation. Besides this there is some information that is onne tion spe i :
 random data for the lient and the server
 server and lient data en ryption keys
 server and lient MAC keys
 IVs for the iphers
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 server and lient sequen e numbers

SSL onsist of two phases. The initial phase uses publi -key ryptography to ex hange session
keys through the handshake proto ol. The messages are en iphered using a lassi al ipher and
he ksummed using a ryptographi he ksum. The Lower Layer of SSL, known as the re ord layer,
provides both on dentiality and integrity of the messages being sent. It runs on top of TCP. The
re ord layer uses the ryptosystem negotiated by the handshaking. Ea h message is ompressed,
MAC is omputed and the message and the MAC are en rypted. An SSL re ord header is atta hed
to the resulting blo k.
The SSL handshake proto ol sets up the parameters needed for the SSL re ord proto ol. It onsists
of four rounds to agree upon keys, iphers, and MAC algorithms. The rst round reates the SSL
onne tion and the ipher and the ompression me hanisms are de ided. In the se ond round the
server authenti ates itself. In round 3 the lient validates the server's erti ate and sends its
erti ate to the server, if requested. The lient and the server also ompute the master se ret at
the end of this round. The fourth round onsists of a knowledgements between the server and the
lient. After this the en rypted ommuni ation an begin.

B

DES En ryption

Figure 4: DES En ryption
In the Data En ryption Standard (DES) the key, input and output are all 64 bits long. The ipher
onsists of 16 rounds. There is a separate key of 48 bits for every round. The 48 bit key is generated
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by dropping the parity bits from the key and then permuting the bits and extra ting 48 bits from
it. Di erent bits are extra ted in ea h round, thus resulting in di erent keys for ea h round.
The output of a round is the input of the next round. The rounds are exe uted one after the other.
Figure 4 shows the DES en ryption. The right most 32 bits of the input and the round key are
passed through a fun tion f and the result is xor'ed with the left 32 bits of the input. The left and
the right halves are then swapped.
The fun tion f takes the 32 bit input and expands it to 48 bits. These 48 bits are xor'ed with the
input key and the result is split into eight 6-bit sets. Ea h of these sets is put through a substitution
table and ea h of them produ es 4 bits of output. These are then joined to produ e 32 bits that is
then permuted to generate a 32 bit output.
When DES is used dire tly it is alled as being used in the Ele troni Code Book mode (ECB).
The other mode that DES is being used in this proje t is Cipher Blo k Chaining mode (CBC). In
CBC ea h blo k of iphertext also depends on the previous iphertext blo k.
DES is not a very strong ipher. Due to this reason it is used to en ipher sensitive but non- riti al
information. Thus, it is suitable to en rypt the multimedia ommuni ation in Rover using DES.

