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Chapter 1: Introduction

1.1 Context

Cyber security is gaining a lot of momentum lateligh many attacks happening
globally. Whether called information security, camgr security or cyber security;
one of the main challenges is to protect datadrapersonal, private, and sensitive in
nature. Sample recent incidents include a 31-ykhman who pleaded guilty to a $
1.3 million phishing scam in Atlanta Georgia; a Wkan who was sentenced to one
year in prison for hacking Facebook accounts. Kiabye one of the fastest growing
IT security companies worldwide, found that 600,088c computers were infected
with a Flashback Trojan, a malware program desigoexhpture user information for
the purpose of fraudulent activities [9]. In Jun&l2, a Cybersecurity News blog
affirmed that the FBI reported arresting twentyrfpeople in four continents within
two years for credit card fraud and banking crir@g [n addition, the Government
Accounting Office (GAO) reported a 19% increasddaderal data breaches in July
2012 [4]. These alarming stories and reports ofaadicate that there is still more to
do to control and minimize cyber criminality.

Humans are indispensable in any communication né&tvwet many researchers have
proven that humans are the weakest link in thergg@ystem [18, 22, 28, 36, 52, 57,
65, 67, 69, and 75]. The behavior of the user pstantial source of security breach
was studied by these various researchers. Ligatlal. [28] in 2008 study the causes
of privacy breaches with an emphasis on human esorg GEMS (Generic Error
Modeling System) error typology and publicly regartincidents. This 2008 study

categorizes errors as slips and mistakes. The @utband that the most common



form of human error related to privacy breachesewmistakes at the information
processing stage of information system. Kraemearlef{69] studied human and
organizational factors and their interactions withComputer and Information
Security (CIS). Based on their studies, in 2011gdfner et al. presented a model for
threat detection which includes judgment, decistaking and learning theories [69].
Human errors can lead to vulnerabilities. In 20B5i et al. proposed an elaborated
taxonomy based on the 1993 taxonomy of Baskemifieh develops the role of
human error in security risk [36]. The initial syyudhe 1993 taxonomy of Baskerville,
was based on threats published in the “Risks té®th#ic” column edited by Peter
Neumann in Software Engineering Notes for a two-yesiod while the new and
elaborated study was based on the newsgroup ptiblisahat actually caused
damages to people and organizations. Both stuthssify the threats in two major
fundamentally opposite classes: accidental andelelie. Furthermore, they
redefined the “human error” threats as skill-basigus, rule-based mistakes and
knowledge-based mistakes.

On the other hand, many other researchers stuldgedttackers’ perceptions based on
the security system in place, legal consequencesrniet Service Provider (ISP),
firewalls and Intrusion Detection Systems (IDS).eQmay attackers’ behaviors were
modeled was using behavior based attack graphs 468] another way was by
building a profile following a remote compromises[2In addition, Holt and Kilger
studied attackers’ willingness to attack criticafrastructure both online and offline.
They reported, in an article based on a study @bnlee University of Michigan, that

cyber attackers who are likely to attack the goment are also capable of illegal



online activities [7]. In 2012, countermeasuresevalso examined to analyze their
effects on attackers’ intentions to hack a systé@j.[While attackers’ behaviors are
important in determining the threat level in inf@hon security, the users’ behaviors

are equally as important in determining the thlexal in information security.

1.2 Issues

The openness of the Internet makes it difficulcomtrol. Internet users are limitless
in their activities and some are malicious. Whilestncyber attacks are launched
against high value targets such as government,itgnistitutions, CIA and FBI,
there are also cyber attacks against a regularausedividual. These are often due to
the individual's carelessness, mistrust or ignoeanthe user thus becomes an
important characteristic of information securityorGequently, minimizing cyber
security incidents or avoiding them start with wndual responsibility. Many
situations may arise where the user quickly cl@esnnection without logging out
of their accounts, closes a page without signingy @ther instances include a
situation where users write down important logiformation on a sheet of paper,
which they misplace or situations where the usessvactims of social engineering.
Social engineering is the art of convincing a usebe a person of trust in order to
gain their personal information or information abothers. Universities are full of
young students who represent a perfect target ybercattacks since most college
students received emails from their peers, fromemodl employers and also they

heavily used social media.



1.3 Approach

Our approach in this study is an attempt to apeliability methods to information
security. We will start by examining different freenail providers based on their
security and perform a comparison of their featur€sen will follow a risk
assessment of the information security system eped by some students of the
University of Maryland, College Park.

The reality analysis will allow us to examine arabgibly classify the email providers
based on their security parameters and users acpmtaction levels. In addition, the
perception analysis will be based on a well-knowsk ranalysis method called
Information Security Risk Analysis Method (ISRAMA. final comparison will then
be made between the results of the reality andp#reeption analysis to put in

evidence their differences and similarities.

1.4 Contribution

Students of today will be the workers of tomorravd avill constitute a higher barrier
to cyber attacks if they are aware of these problearly and regularly take steps to
protect themselves and their institutions. In addjtour study will be an application
of a well known reliability quantification method iinformation security which
includes the user. Also, this study will help ew®ithe security of users with free
online email accounts.

The goal is to analyze how users perceive the ggairtheir email account based on
the domain in which it was created. For instansea istudent in a university more

confident about their .edu account compared toom .account? Are some of .com



accounts more trustworthy than other? Does thetaéipn of Yahoo, Google, and
AOL or university information technology servicestter? This research is important
because it will help information security managetentify the weaknesses of the
account they provide based on the users’ perceptiowill also show whether

training or awareness programs are needed to prewtcks of email accounts or
protect users’ information.

With our study, we aim to contribute to the infotroa security systems literature in
three ways: First, by taking a more complete viewsecurity online, and reviewing
the concept of usable security, usability, humammater interaction, trust and user
perception. Second, by performing an analysis dadviders of online services

specifically emails and third, by applying the stegf a renowned risk analysis

method for risk assessment.

1.5 Outline

In chapter 2, we review the relevant literature iaformation security, human
computer interaction, usability, web-based infoiorat systems, trust, secure
communication and user perception. We describ@&idysh which user’s perception
is analyzed in terms of security and authenticaparposes; then we review some
studies on email accounts. We conclude the relate#t chapter with a summary of
the literature with facts that pertained to thise@rch.

The rest of the thesis is organized as followschiapter 3, we discuss a general

overview of the email account providers and th& asalysis method used in the



reality analysis. Based on this overview, divergespectives are integrated into a
summary of characteristics for the risk classifmat@nd the risk analysis.

In chapter 4, we identify the elements that aréipent to the perception analysis and
conduct the risk analysis. Next, a table summarthesresults of our survey. The
perception analysis section concludes with a rapkirthe different providers.
Chapter 5 concludes the thesis with a discussidwrevwe point out the difference
between reality and perception, the limitations tké present study as well as

directions for future research.



Chapter 2: Related Work

There are two general bodies of research relewamit work in information security.
On the one hand, there are human factors, typeswuaian errors and their
management, and on the other hand, there are hoomaputer interaction, usability,
web interfaces, user perception and some factatsaffiect perception such as trust,

guality, loyalty, and satisfaction.

2.1 Understanding information security

2.1.1Roots of human error in information security
Many researchers who study human error in sechate speculated about the roots
of system design problems. Vu et al. in 2010 [3Lipj®d the use of a privacy bird
figure that would change to different colors to wére user about the potential threat
of a computer program. The users’ confidence lewelse increased with this method
and they adopted better privacy practices whergusdiiferent websites. Maxion et al.
[65] found that complicated user interfaces leadm@ longer search for the correct
information by the user are usual causes of humeor.erhe authors proposed an
alternative design that was proven to facilitatspmise and reduce response time.
Perkovic et al. [75] found that security systemigleslaws are the root of non-
uniform behaviors of users in security and diffteed in authentication that help
attackers break into system. Design flaws alsoudelthe choice of password
schemes used in information security authenticat@raphical passwords were

proposed as a replacement for text passwords; fewédwse were often unsecure



because the attacker could more easily guess s®vped, or the users found them

difficult to remember or wrote them down.

Davis [26] and Thorpe [49] studied the effectiven@$ some graphical password
methods. Thorpe et al. found them “as susceptibldraditional text passwords”
while Davis et al. proposed their own “Story” scleemvhich they proved to be more
effective than the “Pass-face” scheme; the pass-Baheme uses recognition of
human faces instead of words for authenticatiomn@r [52] defined a framework
that could help system designers identify the caudefailures caused by humans,
and also design a better system that incorporatesh behavior and error. Boyce et
al. [57] in 2011 examined how human performancecs$f cyber security. They
defined four areas of concern for an effective cygseurity system:

e usability and security compliance

e mitigation of human error and risk reduction

e enhancement of situation awareness

e development of effective visualization tools anchi@ques
This definition encompasses all the different issagproached by the previous
researchers. Boyce et al. proposed a two-step ggofog mitigating human error.
First, there is a need to find all the tasks asgediwith information security that the
user performs and, second, with task modeling, wayst be found for tolerating
those human errors as well as incorporating theamum the system with Human
Systems Integration (HSI). Some studies preserdntaxies for including human

factors in security designs and implementation.nGat al. [36] developed steps that



could help in evaluating the consequences of hueresr in information security.
Kraemer et al. [68] proposed “a conceptual framéwlor examining human and
organizational factors contributing to computer amfdrmation security.” Likewise,
Moller at al. [70] proposed three steps: simulaigeptial user behavior, predict user
behavior and design intended user behavior.

2.1.2Human reliability and information security
In attempting to apply human reliability to infortien security, previous work has
focused on the inclusion of human error in inforimasystem management. Cheng et
al. [22] proposed a model in 2006 that used prdinabisk assessment applied to
human behavior. Their methodology was to class$ify potential faults in a system,
define human error and quantify Human Error PrdiigliHEP). HEP is defined as
“counts of misplay/counts that may happen” In thawdel, the authors did not use
any known model of human reliability but the basiobability definition. The limit
in this model was that data for the calculatiorH&P is not readily available in real
life. Thus, the model's focus was on the policiegulations, training and system
design that could help minimize or prevent humaarer
Many other studies such as Schultz et al. [30]dA812did not focus on quantifying
the effects of human factors in information seguriRather, they developed the
possible threats to information security, the défe types of user errors and risks and
suggested ways of resolution. Categories of useawer found by Schultz are user
performance, user acceptance or resistance ofigemethods. In contrast, Parkin et
al. [73] in 2009 estimated human risks as “intemtity malicious,” “knowingly

unsecured,” and “sources of accidental breachestblel assessment framework for



analyzing cyber security was defined by Sommerstaal. [74] in 2009. The authors
used “different architectural scenarios based omgeBian Statistics and external
influence diagrams to express attack graphs amdecklcountermeasures.” The goal
was to quantify the probability of a successfuacitas was attempted by Ralston et
al. [61] in 2007.

2.1.3Human factors and information security threats
Many studies have found human failure to be theseaof information systems
security breaches. The behavior of the user cotdtbhy a security system is often
the main concern when evaluating faults. Thus, Kihidt al. [59] attempted to
determine the information security risk factors egarized as threats and
vulnerabilities. They found “the most critical velability is insufficient attention to
human factors in the system design and implememntatSimilarly, in 2009, Liginlial
et al. [28] found most cases of privacy breachdents to be from human mistakes.
They proposed a strategy based on error avoidasrcer interception and error
correction. Probst et al. [23] studied the effecfs insider threats within an
organization. The research found that trust isn@ortant aspect of insider threat but
difficult to model into security systems. The mation and intent of the users are
other aspects that can affect security; howevageshuman behavior changes over
time, the authors found it difficult to predict theiability of the user and thus detect
the attacker’'s behavior. But, in 2009, Colwill [18¢termined human factors and
themes that could help assess and manage therittsielat to information security.
Few researchers focused on quantifying human peédoce reliability in cyber

security and incorporating human factors into infation security

10



management/assessment. In 2009, Kraemer et al. ¢é&gorized human and
organizational factors in nine areas and examitedr teffects on computer and
information security vulnerabilities. Askren et 18] proposed ways of computing
human performance reliability for tasks in the tispace continuous domain in terms
of time-to-first-error following a Weibull distriliton, time-between-error following a
log-Normal distribution, and time-to-error-correxti also following a Log-Normal
distribution. In 2008, Colombo et al. [67] proposam Integrated Recursive
Operability Analysis (IROA), which includes humandaorganizational factors into
safety analysis based on previously developed ReeurOperability Analysis
(ROA). Trcek et al. [27] developed a template mddehid the risk management for
information systems based on human factors usisgnbss dynamics. Islam et al.
[71] proposed a methodology that is composed dantiflying human factors in
security risk management; categorizing them basethdividual, team management
and stakeholders; conducting a risk identificatianalysis and mitigation. Finally,
the authors developed a framework for incorporatimgse factors into the secure
software architecture.

Additionally, in 2010, Khan et al. defined cybercsaty as a “whole set of
procedures and systems providing protection of agerpsystems and network” [53].
For cyber security management (“predictive calcokabf cyber attacks occurrence”
[53]), the authors based their calculation on cydigacks that are discrete events.
They developed a customizable model for the queatibn of cyber security for
which the metrics are risks, vulnerabilities, thseaattacks, consequences and

reliabilities. Each of the metrics has its own udgttion and model. The risk is the

11



final metric, which is a factor of vulnerabilitiefireats and consequence used for
analysis. This model is the closest to our expemninrethe attempt of calculating risk.
However, the quantification involves many paraneeterd different distributions: the
data for the distributions assumed are not avalaldr our study, and this
methodology is also a composite of many mathenlaggaiations that make it

difficult to reproduce.

2.2 Human Computer Interaction

From a computer science perspective, HCI deals théhnteraction between humans
and computers; it should enhance the “user frieedB” of a system [46].
2.2.1Human computer interaction and security

Computer users are exposed to technology mainlgugir user interfaces. Most
users’ perceptions are based on their experienttethese interfaces. Johnston et al.
[46] focused on the aspects of Human-Computer fiater (HCI) that related to
information security and called it HCI-S. HCI-S defined as “the part of a user
interface that is responsible for establishingdbexmon ground between a user and
the security features of a system. HCI-S is hunmnputer interaction applied in the
area of computer security.” [46] The authors defisex factors that were taken from
the ten criteria for a successful HCI describedJaiob Nielsen, one of the main
researchers in the field of HCI. For a good HCtha area of security, some criteria
(convey features, visibility of system status, hednility, aesthetic and minimal
design, errors, satisfaction) are essential. Int@dg after implementation of all these

criteria, the interface should lead to trust byadieinforming the user of the risks and
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how these risks can be minimized. Fostering trugh & high-quality interface that
projects quality and professionalism will incredd€l1-S. Trust in HCI-S is “the
belief or willingness to believe, of a user in gexurity of a computer system” [46].
The goal of HCI-S is to create a robust, reliabld anore secure system by making
the user interface as friendly and intuitive assgale. This idea is interesting but it
only stops at the design stage, while human comjuiteraction does not stop after
the design is complete.

2.2.2Human error and HCI
The other part of HCI that HCI-S does not covathet a well-designed interface can
increase productivity and reduce human error. Andedn of HCI that includes
productivity and the possibility of error is “theagp of a computer program
responsible for establishing the common ground waitbarticular (i.e., well-known)
user. Such task is accomplished by expanding andtan@ng this common ground
throughout the interaction process with the appboa Whenever possible, direct
manipulation of familiar objects should be the legdnteraction principle.” [46]
The shortness of this definition of HCI, howeves,that it deals with a particular
well-known user. However, there is no capabilitykabwing a particular user of a
system as it goes on the market or outside theuptmoh field. Users could range
from expert to novice to a person with disabilitiecollege student or to a merchant.
All of these users have different knowledge of cateps and computer systems and,
thus, “the interface needs to ensure that the issguided, so as to minimize the

potential for the user to be the weakest link.”|[46
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There is a need for user-interface designers teenstehd the common types and
causes of human error, and the ways in which they fme prevented. When
interfaces are designed to eliminate the condittbaslead people to make mistakes,
interfaces will be more dependable, and the appdica they serve will be more
secure [65]. Maxion et al. [65] showed that goabesx that are “the failures of users
to understand what to do” were a common type dareifhey designed a method
called ESS (External Subgoal Support) for userriates that prevented the
reoccurrence of an error and proposed a solutigdhgcspecific issue of goal errors
[65].

Furthermore, Abascal et al. [50] investigated istla design guidelines for socially
and ethically aware HCI. The authors focused onrtiportant role played by HCI in
the provision of social opportunities to people hwvidisabilities. A previous way
disability workers have tried to cope with unfittetCl was adapting commercially
available computers to the capabilities of userth wisabilities. Nevertheless, some
drawbacks were the lack of generality, becausesusat different characteristics; and
the dependence on current technology, but as the teehnologies arrived their
efforts became obsolete [50]. The second approaas the application of HCI
paradigms to assistive technology by creating ieddpnce between the interface and
the application and using advanced user interfastgd techniques. In that sense,
Hervas et al. [64] pursued an automatic user iaterigeneration process: the ViMos
framework, which is an infrastructure to generatmtext-powered information
visualization services dynamically in which the igasr does not need knowledge on

programming or design. Only detailed knowledge be application domain is
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required to specify the context model for visudi@ma In addition, users need to
define the personalization of the information tlegire [64]. This interface generator
will enable the view of “the right information tbé right person in the right place”
[64]. Therefore, this proposal only affects infotmoa presentation and combines
semantic web languages, adaptability techniques veglttknown design patterns
[64]. Moreover, there are a great number of issaensider when designing a user
interface that ViMos manages and with the genesal wontext, generates the user
interface at run-time [64].
Adding to the interface properties, Abascal ef%0] suggested that interfaces should
be aware of users’ needs and proposed guidelindsGbdesigners. The problems of
HCI can be overcome with international collabonatictandardization and legal
protection [50]. Johnston et al. also agreed tlwdicies are needed for making the
most practicable interface utilizable [46].

2.2.3 Usability and HCI
Usability is often considered as a part of HCI. kwstance, Teo et al. [43] listed
reduction in number of errors, enhanced accuracyenfavorable attitude towards
target system and increased usage as correlatedatality. The authors in [46]
asserted that usability can be implemented in HCIskcurity systems using their
predefined criteria mentioned earlier. Moreover.ewhasks are completed “easily,
effectively and efficiently,” usability plays an portant role in HCI [50].
Consequently evaluating user interface is necegsasattaining usability [43].
When assessing user interface for usability, there¢he notion of interactivity.

Interactivity “is the degree to which participantsa communication process have

15



control over, and can exchange roles in their mudisgourse” with two key features:
user control and information exchange [43]. Thetdex that influence the
interactivity level are website purpose and intevac functions, but also user
characteristics [43]. Many researchers used tha [@vinteractivity with a website or
the web interface characteristics to define theellef usability. In fact, Teo et al.
reported six benefits of interactivity, namely, senof fun and satisfaction,
engagement, performance quality and time saviny [A#se could be completed by
the six factors of HCI-S proposed by Johnston etall they convey features and
visibility of system status, technology, convey tfgas, aesthetic and minimalist

design, learnability and brand [46].

2.3 Usability

Usability, in the field of Human-Computer Interacti (HCI), is widely defined
according to 1ISO 9241-11, 1998 as “the extent tuclw a product can be used by
specified users to achieve specific goals withatiffeness, efficiency and satisfaction
in a specified context of use” (15, 12). Anothefidition of usability, in the field of
Software Engineering (SE), according to ISO 912&1“the capability of the
software product to be understood, learned, opdraddractive to the user, and
compliant to standards/guidelines, when used usgecific conditions.”[12] Teo et
al. [43] defined usability as “whether the usersh cctually work the system
successfully.” Many other authors [50, 12] agreeat tisers need to perform the tasks

they wish to do easily, effectively and efficientlysability is defined as such.
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2.3.1Universal usability
Two studies in the year 2000 defined universal lisgbone at the usage stage, and
the other from the design to usage stage. “UniVansability can be defined as
having more than 90% of all households as sucdesskrs of information and
communications services at least once a week” [[6this definition, usability is
accessed based on success in utilization of infiomand communications services
and frequency of use. Other authors stated thatetsal usability is “a focus on
designing products so that they are usable by tbeswvrange of people operating in
the widest range of situations as is commercialigctical” [39]. Here, usability
should be designed into products and be appropnatéferent domains.
A comparison of these two studies reveals intargdticts in the concept of universal
usability. Shneiderman [16] lists three challengesattaining universal usability,
namely, technology variety, user diversity and gagpaser knowledge. In addition,
Vanderheiden [39] developed a prioritization order designing to universal
usability: first, an analysis of accessibility/usiyp using 3-level features; second,
assess independence/co-dependence; and third, fcienely and urgency
requirement with at least three factors, namelg, riaversibility of the action, the
severity of the consequence for failure and thétgplaf the person to adjust the time
span to meet their increased reaction times. Amdgszudo-priority dimension” [39]
added is ease of implementation.
Universal usability studies are gaining momentunthasinternet and technology are
evolving [16, 39]. The four major objectives reqarto implement more flexible

universally usable interfaces are: ensuring thatirdbrmation presented by or
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through the device can be perceived even if alk@gnchannels are not available to
the individual; ensuring that the device is opezaty the user even if the device is
operating under constraints; facilitating the aypilof the individual to navigate
through the information and controls even if theg aperating with constraints and
their ability to understand the content[39]. MoregvHochheiser et al. defined
universal usability statements as “declarationd\lgb site designers of the usability
measures and concerns associated with a given Wi¢elf ke statements describe the
contents of a site, browser requirements, netwogkuirements, and other
characteristics that may influence its usabilifg2]
In a way, universal usability is difficult to assesn the web because it involves first
multiple web pages with different levels of usalpiknd accessibility, second diverse
users with different perception therefore it becendéficult to quantify universal
usability [66]. These studies provide importantighss into the usability of web
services. However, what drives users to choosesib@a®ver the other?
A comparable analysis to email switching [37] hititat the availability of attractive
alternatives, satisfaction and switching cost migipact users’ choices of websites;
nevertheless, there is yet no empirical evaluatoralidate the assumption.
2.3.2Usability factors
Teo et al. expressed the web usability factors les website’s learnability,
throughput, flexibility and user’s attitude towarttsee website [43]. Teo and his
colleagues defined attitude as “predispositionsegpond in a particular way towards
a specified class of objects” [43]. In a similarrmar, Flavian et al. [19] listed five

factors of website usability. The first and secdadtors pertained to the website
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characteristics that the user can see; the easmddrstanding the structure of a
system, its functions, interface, and contents miaskeby the user and the simplicity
of use of the website in its initial stages. Th& three factors relate to what the user
can accomplish; the speed with which the userdfiodnthe item the user is looking
for, the perceived ease of site navigation in teohshe time required and action
necessary to obtain the desired results and tHayabi the user to control what
he/she is doing, and where he/she is, at any givement [19]. However, the Roy et
al. [54] analysis accentuated the interface’s dattarsstics more than the users’
actions. Hence, ease of navigation with user guwelaand support improve the users’
learnability, efficiency and effectiveness while nestency, learnability and
perception target the website interface charatiesis Consistency relates to
standards and conventions applicable to all webgitgeneral; learnability implies a
simple clear logical and well-presented designcegtion or perceptual limitation
aims to design an interface taking into account dunperceptual organization
limitations [54]. Overall, the authors’ main conegemwere the design of an interface
with good characteristics as defined and the desigan interface suitable for its
users.
2.3.3Usability evaluation methods

Fernandez et al. defined the usability evaluaticethod as‘a procedure which is
composed of a set of well-defined activities follexing usage data related to end-
user interaction with a software product and/or hbe specific properties of this
software product contribute to achieving a certd@gree of usability.” [12] They

further defined two classes of usability evaluatiethods: empirical methods, which
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required participation from the real end-users, sspection methods based on the
views of experts and designers. In the software alojyHolzinger [13] designated
empirical methods by test methods. The author resemded a combination of the
two methods when testing for usability [13]. On titeer hand, there are many other
usability questionnaires/checklists such as QuitNbgman and Shneiderman, 1989;
Sumi by Kirakowski and Corbett, 1993; PutQ by L&hoong and Salvendy, 1997;
PSSUQ by Lewis, 2002; seLearn [15, 14] includingetial. 2002 [15] available for
usability evaluation.

2.3.4Usability and security
Usability and security are competing features, shateGunson et al. [60]. Usability
needs to be wuniversal, based on the laws (Sectientio® 255 of the
Telecommunication Act and Section 508 of the Rdhaton Act [39] for example),
libraries [16] and the rapid growth of Internet.cBety, in contrast, aims at
preventing access to every person other than thigraged user. Yet, in the human
computer interaction domain, usability and secuoften come together. Users are
then confronted with security decisions that, it me@ll understood, can jeopardize
their security [24]. It is necessary to design syst that are as usable as they are
secure [24] by optimizing the liaison between the {29].
Whether termed information security usability [28kable security [24], it is all a
matter of how to make information security usalBalfanz et al. [24] composed a
team of HCI and security researchers and presdiviedessons on usable security.
The first, usable security, starts from the growmmd “you can’t retrofit usable

security”; Lacohee et al. agreed with this lessnd posited that “security must be

20



implemented across the board at the beginning yfséems build/design process, it
cannot be retro-fitted as a bolt on afterthoughtnust be part of the end-to-end
process” [41]. In addition, technological tools mahreplace security, as “tools aren’t
the solution.” This can be seen in the study of ®&hiand Tygar on the relationship
between usability and information security, whdreytanalyzed Pretty Good Privacy
(PGP); they found many problems with the use ofrgstong and digitally signing

emails [29]. Third, security needs to be desigmed all layers, not just the ground,
and be suitable for users; thus, usable securibyldhmind the upper layers.” The
fourth lesson is to “keep your customers satisfibg” designing security for the

average user and the fifth is “think locally, aotcdlly” because there is not a
universal solution for security problems. In 20&¢hultz [29] investigated usability

in information security and found that there weo¢ @nough studies in the field and
that researchers needed to focus on human factding information security tasks. A
similar point was developed by Roth et al. [76] whiey studied security and

usability with particular attention to email. Ineih research, they developed an
engineering design method towards non-intrusiveireemail with optimum security

and usability by applying the three principles fl@signing protection mechanisms.
Moreover, Weir et al. [21] explained that secuptpcedures designs often excluded
human factors and focused more on a technologigallg security system; however,

those designs will be useless if intended usersataunderstand the procedures or
find them too difficult. Thus, usable security isoat finding the balance between

security level, usage perspective and users [21].
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2.4 Assessment of Web-based | nfor mation Systems

2.4.1Web-based information systems

When assessing web-based information systems, mesm@archers proposed and/or
evaluated methods for their usability. Oztekin [J&pposed a decision support
system (DSS) for usability evaluation of web-bagg#drmation systems that uses
support vector machines, neural networks, decidi@mes and multiple linear
regression. DSS reveals the interaction betwednilitgand its factors in the domain
of web-based information systems; the Usability\édb-based Information Systems
(UWIS) checklist (mentioned later); developed by][is used in gathering the data.
For example, one application of DSS in a universitgtem revealed that using more
optional control buttons in the system and clanfythem further is the most critical
usability improvement strategy.

2.4.1.1 Assessing web-based information systems quality

Some authors also evaluated web-based IS qualityjeSof the major assessment
techniques were ServQual and WebQual. Oztekin[i&)gsed webQual, a modified
version of servQual, which was more applicable &bwased information systems,
with six dimensions. In fact, ServQual, developed 1988 by Parasuraman,
Zeithhmal and Berry, is a questionnaire widely ated for assessing service quality
in any type of organization with 5-point distane@m&ntic scale or a 7-point Likert
scale. WebQual also used the 28-question cheddigtloped by Li et al. in 2002,
which is widely accepted in the field [15]. The waladded to webQual is that it

assesses the user perception of the quality ofbvaskd IS using quantitative metrics
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[15]. These metrics are from qualitative custonsseasments and can help managers
in decision-making [15].

2.4.1.2 Usability and quality of web-based information gyss
Fernandez and his colleagues attempted to summnthezasability methods that had
been applied to web applications in the past feurtgears. They asserted that
“Usability is considered to be one of the most im@ot quality factors for Web
applications, along with others such as reliabilismd security” [12]. The
methodologies for assessing quality and usabilityveb-based IS often contains
similar sets of items; therefore, Oztekin et al}[firbposed UWIS, an extended form
of servQual, which “measure the usability of welsdmh information systems
including the dialogue principles for user intedagesign according to the standard
ISO 9241-10 (ISO, 1996) and usability heuristicse(den, 1994).” [14] ServQual
dimensions are: quality of information, reliabilityesponsiveness, assurance, and
integration of communication. UWIS dimensions imduall the previously cited
dimensions plus controllability and navigation. &ddition to the 32 questions
generated by these dimensions, UWIS measures ieffieets, efficiency and
satisfaction; the last three are contained in #fedion of usability according to ISO
9241-11, 1998. UWIS methodology has a major drawlb@cause it assumes a linear
relationship between the elements of the dimensaodsthe usability indexes.

2.4.2Web-based services

2.4.2.1 Web-based services usability assessment
“The web services provided by web-based informasgstems (WIS) have gained
increasing importance in contemporary society. ibers of WIS would like to find

information in a fast and convenient way. Yet, uthfoately, many WIS are still too
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slow to be usable and cannot satisfy many of theers” [15]. Some previous
assessment methods for web-based services usataligle:

e A generic test environment by Lindenberg and Nesarinn 1999 that
measured the usability of web-based services aardetp measures of
effectiveness, efficiency and satisfaction, whictaswlater applied by
Benbunan-Fich (2001) [43].

e The use of protocol analysis by Neerincx in 1998valuate the usability of a
commercial Web site [43].

e A recommendation from Frokjaer et al. (2000) on theee parameters of
Lindberg and Meerincx, stating that these parammestiould be treated as
independent variables when testing for usabili8].[4

2.4.2.2\Web portal or web interface services use
When users get email accounts from providers, tomeymore likely to use other
services providers’ offers, such as reading thews) using their chat systems and,
more important, seeing their ads, which is theiimsource of revenues. “Driving
traffic to their sites and making users stay faorger periods are important for portal
firms because Internet-based advertising is th@mnsource of revenue.” [63] In
addition, the more providers have to offer, the enpopular they get and more
companies and merchants pay for their ads. More@venore repeated use allows
providers to capture the preferences and attribottesers, to improve their designs
and services to better market themselves or to nhe#t customers’ expectations
[63]. Telang et al. investigated the drivers of wmirtal use by comparing three

complementary measures of their use (frequencysef length of visits and repeat
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use) to three categories of services offered byigeos [63]. They asserted web
portal services are categorized in three partsateatsearch, information and personal
services. Search services will allow a user to lagk information; information
services involve new, weather, sports and suchsopat services are defined as
applications that require a username and a passfgordccess, for instance, as in
emails [63]. The Telang et al. paper is interestiogour investigation because it
shows that email accounts are services providetthdyvebsite as a personal service
in order to attract users to other services. Initemdthe authors asserted that the
gratuity of the service makes it appealing to & waegority of people [63].

2.4.2.3Important drivers of web services use

In the online services world, participation is vadary; thus, satisfaction is a
determinant of adoption and an increase in satisfagvould lead to loyalty (Weir et
al. [20]). Competitors are just one click away @red et al. [63], Fassnatch et al.
[56]); thus, quality is also perceived as very imiaot in determining choice of user.
In fact, new features that appeared regularly o paatals aimed to lock in users and
increase repeated interactions as well as frequandylength of use [63]. Besides,
brand loyalty induces repeat use because of umerieegarding others brands, but
also it initiates a routine that diminishes thetafsthinking and, even more, there is
more assurance in the quality for the price pa8].[6he findings of the study in [63]
demonstrate that personal services are importardrdrof loyalty and search services
are the key drivers of portal traffic. Another wapoint from this study is that if users
register for personal services, they are likelyuge the other two services. The
authors also noted that dissatisfaction and dempbgracharacteristics such as age,

gender, race and wealth played some role in welalpose [63]. From this 2005
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study, Yahoo and Excite came in first when it coneestrong loyal bases among the
other portals [63]. The next section focuses on-ivated services quality as it relates
to customer satisfaction and how it is a prediofdheir behavioral intentions.

2.4.2.4 Consequences of web-based services quality

Fassnacht et al. defined “web-based services aEsgdelivered via information and
communication technology where customers solelgradt with a user interface on
the World Wide Web (WWW) in order to retrieve desibenefits” [56]. The quality
of web-based services was further definedthi@scustomer’s evaluation of the degree
to which a Web-based service is able to fulfillekglnt needs effectively and
efficiently” [56]. The services were of two formsupporting services aid in the
purchase of goods or “traditional services” anesdtalone services [56]. Stand-alone
services are separated into pure service offergghwienable customers to perform
certain tasks over th&WW, for example, keeping a bank account or sending
cards” and content offers, which “provide onlineegs to various forms of content
that customers can retrieve” [56]. Likewise, acaugdto Udo et al., web services
quality, also called e-services quality, represethis perception, judgment and
evaluation provided by a virtual marketplace [3)d a good appreciation from the
customer increases the frequency of use of thecesrand thus profitability for the
company.

Overall, they found that the major consequencewseaii-based services quality were
perceived value, customer satisfaction and custdoyaity [56]. Perceived value is
“the customer’s evaluation of the ratio of serviegfgrmance received to the price
paid”; customer satisfaction is “framed as the aomr’s overall response to the total

purchase and consumption experience with a Weldbasevice over time” and
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customer loyalty “in the sense of brand loyaltynedy, as the customer’s intention to
consistently use and recommend a web-based sernvibe future” [56]. Trust isd

customer’s favorable attitude towards a web-basedice that her/his positive
expectations regarding this service will be metthe future” and in addition the
results showed that trust plays a major role imaliyyand, thus, indirectly affects

quality.

2.5 Trust

2.5.1Definition of trust
According to the Oxford English Dictionary, trusircbe defined as: “the belief or
willingness to believe that one can rely on the dymss, strength, ability of
somebody or something” [46].
Trust has been characterized as a multidimenseoratruct [19], dynamic, evolving
and multifaceted in nature [54]. Many researché@cdhee [41], Roy [54], and
Wang [80]) recognized that the concept of trustiicult to define and its meaning
varies across multiple disciplines. As such, aaastience definition of trust is “an
attitude of positive expectation that one’s vulidrges will not exploited” [41]; a
definition of trust in marketing is “a willingnes® rely on an exchange partner in
whom one has confidence” and in psychology trisst‘an expectancy held by
individuals or groups that the word, promise, verba written statement of another
can be relied on”; in philosophy trust is the ‘Gapted vulnerability to another’s
possible but not expected ill will toward one” wdin management trust refers to “an

informal governance structure that enhances tlex@feness of transactions whether
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they take place in markets or within a hierarct80][ From these definitions, a list of
adjectives stands out: attitude, willingness, eigraxy, vulnerability and governance.
These qualifiers represent characteristics, cosaapdeterminants of trust.
2.5.2Characteristics of trust

Many researchers [80, 54] used the four charattexisf trust defined by Mayer et
al. in 1995 as a basis for their investigationsordbver, Wang et al. [80] defined
those characteristics for an online environmenngéquently, trustor and trustee are
required in a trusting relationship. The user c# thebsite is the trustor and the
website represents the trustee, the party to tstetiu The relationship between the
two is based on the degree of trust the user htéeiwebsite and the trustee’s ability
to act in the best interest of the user. Thennenability from the part of the two
parties is necessary in a trust medium. Producédnacthat Roy et al. [54] called
expectations that are all based on some risksrtistot and trustee take and, last,
subjective matter that the trustor cannot monitar control. In their study however,
Fassnacht et al. [56] used two characteristics;tyhe of construct trust represents
and the referent of trust or trustee. The typeooifstruct refers to “a particular attitude
towards the future” and the trustee represents$ottmes of trust. Structural trust (trust
in a system or an institution) and interpersonastttrust in another party other than
system or institution) were identified as the twoniis of trust [56]. As an example,
trust in a particular brand is an interpersonatttand trust in the web as a medium is

a structural trust [56].
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2.5.3Concepts and determinants of trust
Roy et al. [54] (2001) defined the four conceptmposing trust as: integrity of the
organization based on concepts such as confideytidl information; benevolence,
which is an aptitude to engage in mutually satigfyexchanges; ability of the sellers
such as their characteristics and competenciespespkensity of the user, which is
the general pre-disposition or desire of the irdlral. Wang et al. called three of
those factors (integrity, ability and benevolene@tecedents to overall trust [80].
Flavian et al. in 2006 confirmed these four congsepithout referring to them as
concepts. For instance, they defined trust “ascaumrof beliefs held by a person
derived from his or her perceptions about certétimbates” [19],which relates to the
definition of propensity. Also, they enumerated theee dimensions of trust. One
dimension is perceived competence in a website¢lwbould be well assimilated to
ability in Roy et al.; another dimension is benevale and one final dimension is
honesty, similar to integrity in [54.
While Kim et al. believe the determinants of trast different based on the stages of
the online transaction; Wang enumerates six dinoassfor determinants of online
trust. Those are information content, product, seation, technology, institutional,
and consumer-behavioral dimensions.

2.5.4Models of trust
The literature on trust is mostly based on trustammercial transaction and trust of
website. As some e-commerce studies of trust ameeraed about the disclosure of
financial and personal information to online merasain a similar manner, when

using a website, a user faces the problem of frustoring personal emails and
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information on a provider website. Two models h&een repeatedly used and are
widely accepted for modeling online trust. The Moaé Trust for Electronic
Commerce (MOTEC) was developed by Egger in 2001litaahefined four factors that
are likely to affect consumer trust: the pre-intéianal filters taking place before any
online interaction, the interface properties of Web site, the information content of
the web site, and relationship management [80].tAegtomodel in 1999 focused on
the factors that communicate trustworthiness, tieskin/Sapient Report, which
enumerated six building blocks of online trust tisre seals of approval, brand,
navigation, fulfilment, presentation, and techrgylg80]. A total of twenty-eight
components can be regrouped to form the six bgldilocks or website interface
cues that would foster perceived trustworthiness.

2.5.5Enhancing the perception of trust
Wang et al. [80], among others, listed the abtittydeliver a service as promised, the
presence of privacy policy or statement on the welss some of the elements that
enhance the perception of trust online. In faat, ithportance of posted information,
such as privacy statement or statement regardimg dhaiser’'s information will be
used, is a factor that affects the trust. Johnstioal. [46] posited that other than
technical security features, e.g., the user’s rigetif control of the interactive system
also impacted trust. Customer confidence is imphtig user need, capacity and
willingness as well as the seller (or here the ey ability, benevolence and
integrity [54]. The factors that build and fosteust are expertise, likeability and
similarity to customers; in addition, customers lea competency, benevolence and

problem solving as indicators or trust [80].
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2.5.6Trust and web interface design

On a website, trust is important because the udersot really know where the
central base with the data is located or who haesacto the information they store.
Lacohee et al. [41] states that a majority of usesgally search for signifiers of
trustworthiness on a website for their own secug in commercial transactions
[80], providers should convey their trustworthindsstheir first-time visitors to
transform them in customers. The interfaces throngith they communicate with
visitors are therefore really important. They shidoé usable and channel trust. Wang
et al. [80] affirmed that the most effective wayamhancing trust is by applying trust-
inducing features to the websites. Kubilus purstinesl concept in saying that those
features will be similar to the design features déffiective interface usability [80].
Therefore, Wang et al. [80] proposed a frameworkofmosting user perception based
on four dimensions, graphical design, structuragiesontent design and social-cue
design. In addition to the four concepts of trustvipusly mentioned, on their quest
on trust and interface usability, Roy et al. enwuatet five concepts for interface
usability, which included ease of navigation, cetesicy, learnability, perceptual
limitation or perception and user guidance and etipfd4]. Their analysis revealed
that all of these factors except from consistengy @itical for a favorable user
perception on trust, but all the factors are imgairfor a trustworthy website design.
In email transactions, the recipient needs to ttlugt the provider will make proper
use of the information in the email and that thtoube provider’s site no other
person will have access to the information. Ther'sisgerception of the website

affects the likelihood of using it.
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In 2006, Lacohee et al. undertook a study with mwarsial results. Conversely to
general beliefs that secured websites enhance leusk, the authors demonstrated
that the relationship is intertwined between trussk, privacy and control of
information, responsibility and levels of confidenm relation to the likelihood of
restitution being made if a loss is incurred [4&jven the fact that most research tend
to ignore the role of restitution or restoratioieafa compromise in information
security, it was remarkable that Lacohee et al] bhsidered user’'s perception after
facts as a factor of online trust.
2.5.7Factors of trust in an online environment

Previous studies in computer security focused enstibject of trust on commercial
websites. Trust is an abstract concept that capeaheasured or quantified. Among
other principles of online trust defined by HempHausiness policies on disclosure
of personal information, options for how consumegrersonal data could be used,
permission for consumers to access and view theisgmal data are few of the
principles applicable to online transactions [803t, Lacohee et al. [41] attested that
many service providers and policymakers wronglydvel that proof of security on a
website will attract a user. In addition, the awshadvance that lengthy privacy
statements confuse users rather than clarify irdtion about security of a website.
Rather, the authors in [41] argued that users famuswhat will happen when
something goes wrong. Their study backed up theguraents when users’
perceptions showed that users are aware that ihee 100% security and that they
were more trustful if a website stated their riaksl ways they could regain their loss

if a loss occurs. As such, three elements that refegeonline trust are: confidence
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that restitution could be made by a third partyguaances about what could or could
not be guaranteed and the presence of fallbackegues if something goes wrong
[41].

2.5.8How the perception of trust affects the loyaltyttie website
As Lacohee et al. studied the advantages thatsdbegains from using a web service
helps them evaluate whether it is worth the riskge the website [41]. Flavian et al.
[19] analyzed the influence of perceived websitabigy on user trust and
satisfaction and the incidence of usability, trausdl satisfaction on the loyalty of these
Internet users. Fassnacht et al. [56] demonstritadtrust is a major influencing
factor of loyalty. They also affirmed that custonsatisfaction has a large positive
effect on trust [56]; thus, trust indirectly affedbyalty. Users make their opinion of
online sites based on communication with peers tamsted third parties and the
affect of the mass media [41]. Similarly, at theopexploratory stage, Flavian et al.
believe that reputation, propensity and testimeng@érceived by users affect their
trust; then, at the commitment stage, experiencg kmowledge accumulation
influence trust [19].
Flavian et al.’s [19] results revealed a positieegtiel relation between the degree of
website loyalty and degree of trust, the perceiwadbsite usability and degree of
satisfaction, the website user satisfaction and dbgree of trust, the website
consumer trust and consumer loyalty, as well aswmer satisfaction and degree of
loyalty. Moreover, usability was not found directtpnnected to website loyalty;

instead, usability effects were dependent on coesuimst and satisfaction.
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2.5.9User perception on trust, attacks and the privdidlar personal information
Lacohee et al. additionally found that reputati@sdx on brand and prior experience
and recommendation from trusted third parties, gdaya major role in users’
decisions for online services, and users also testick with those trusted companies
they have experience with in the physical world][4dterestingly, this is the exact
principle on which attackers base their phishingcks. Sometimes the amount of
information required by websites goes above thesuperceptions of what it needed.
For example, some reported giving false informatiren they feel their privacy is
invaded [41].
The singularity of the findings in the Lacohee lef4l] study opposed to many of the
other studies in the online transaction or servetm@sain and the attempt of Udo et al.
[38] to analyze risk perception, lead to our inigeion of risk perception in
information security and specifically email accauntrust, usability, satisfaction,
loyalty, security, user perception as a factor bftleese previous items were all
extensively researched and appear in the literatdevever, very few studies
accounted for risk perception by the user in infation security and in our case email
accounts. Lacohee et al. showed that risk peraepfii@cts online trust [41] and Udo
et al. examined the effects of risk perception atistaction and behavioral intentions

in e-services.

2.6 Secure Communication

The importance of secure communication has inctedse to the large exchange of

information online, the use of the Internet and tige of cyber criminality.
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Confidentiality, availability, integrity and nonpadiation constitute the main
requirements for secure communication [58]. Norudegtion relates more to
commercial transaction or transaction with congsacdhtegrity refers to the safe
delivery without external modification; availabyliassumes that the information to
transmit cannot be hidden; and confidentiality refdo the protection from
unauthorized disclosure. To control the accesstormation, many authors have
suggested the use of authentication. Authenticatiosecure communication “refers
to a process of ensuring that subjects are reladlystibjects they claim to be” [58].
With authentication, integrity, confidentiality amibn-repudiation will be checked
[58].

2.6.1Authentication methods
Other secure authentication methods other thanwpads exist, but few systems
utilize them because of their lack of usability J2Brecisely, Roth [76] argued that
numerous supports for strong email security extstsyever, many users do not take
advantage of them because the costs associatetheitlse of this security systems is
too high, not monetary cost but cognitive effortsd asteps, as well [76]. While
security is added in the two-factor authenticatimethod, it would have been
remarkable if the Gunson et al. [60] study compdhedusability of the two-factor
authentication over the one factor authentication.
Keith et al. evaluated the usability of passphrdsesuthentication; passphrases are
different from passwords because they contain plaltivords [55]. Passphrases are
more memorable because they form a sentence; itiagdhe length of the string

exponentially augments “the time required (guegsingusing brute-force attack
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methods” [55]. The authors argue a passphraseharidtfteen to twenty-five letters
significantly improves password strength even i§itnade of only lower case letters
[55]. Yet Vu et al. [29] required creating sentenigeth embedded digit and character
to achieve a crack-resistant password. On the ané,hthe increase in security of
passphrases is not recognized by the Vu et al.ysthdt on the other hand,
embedding digit and character might re-create tlemarability issue even if it
increases the security. This goes back to the afadetween usability and security.
In electronic email services, password-based atittadion methods are prevalent.
Passwords need to be usable and secure.

2.6.2Password usability
Extensively large literatures on a particular sét single-factor authentication
methods (passwords) exposed that a secure simgta-fauthentication method is
very difficult to remember; thus, users exposertpassword by writing it down or
using the same password on many applications ([fd0). There are many
authentication methods, but passwords are mostlyabent [21].
Secure passwords often pose the problem of meniioya@pp1], [60], and [20]).
Frustration and delay are often consequences @often passwords [21]. The
number of passwords a typical Internet user possemsd has to recall increases with
every service registration. Gunson et al. noted dhaindividual can only memorize
four or five regularly used passwords and in thekplace, that number goes up to
sixteen [60]. Various policies and requirementssern many websites to improve

the security of passwords.
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Pin and text passwords are examples of knowledgeebauthentication methods that
users are accustomed to despite their low sedexigt. Some other knowledge-based
passwords are graphical passwords that have besragingly used in recent years
[60]; however, their usability has not been suéfitly studied [60]. Nevertheless, a
graphical password can be easily hacked by ankatta¢ho is familiar with the user.
Social engineering methods, such as phishing, spodaiterfaces and keystroke
capture software, are predominantly used by attadke collecting passwords [61].
It becomes extremely important to find the appratgribalance between users’
perceptions of convenience and security.
2.6.3Password and security questions

A general form of authentication used in many anlgystems and specifically in
email services are password and security questiasswords could be made up of
text, numbers and non-letters: “the Federal InfdromaProcessing Standard (FIPS)
(1985) on password usage is one of the earliesdfsgtiidelines for creating strong
passwords; it states that passwords should be xpmately five to eight characters
long and be composed from a 95-character set imgudppercase letters, lowercase
letters, numbers, and other non-letters” [55]. phevious literature explained largely
that passwords were insufficient for security beseathey are guessable, they could
be forgotten if too complex, they can be divulgalgdwriting them down or using
the same password across multiple domains ([29], [B0], [55]). Some interfaces
such as banking online services adds security igmssto users’ passwords as a
second layer of security; Keith et al. [55] calliis a set of multiple inputs. Other

information systems, such as computer logins or-bated mail services, however,
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utilize security questions as an alternative tespasds. The user is asked to choose,
give or compose their security questions and teigeotheir answers, which is stored
for future verification. Keith et al. posited théitose were easy to guess, first, by
someone who knew the password creator well andyngedn the case where the
security answer is made up of only one word anddcba retrieved using dictionary
and wordlist attacks [55]. Many authors suggestedennesearch studies in the field
of information security that would include the us@f the system and the human

factor ([29], [58], [20], [13] and [55]).

2.7 User perception

A definition of usability engineering is given i&Q] as “a process by which systems
are built and tested with empirical methods to eehiefficiency, effectiveness and
satisfaction for specified users performing spedfals in a particular environment.”

Usable systems need to be designed to minimizeansans. Other types of errors in

HCI except goals errors, that [65] focused on,@agm, action and perception errors.
This section focuses on the perception of use@ubinentication methods, how brand
credibility affects customer’s loyalty, the custasieappreciation of e-service quality,

satisfaction and intention and why users switclir thrmail services.

2.7.1Perception of user on authentication methods

2.7.1.1 Comparison of authentication methods

We reviewed three literatures in authenticationhods in the banking industry. Even
though email services are different from bankingvises, we believe the user

perception on authentication in the banking dontainld give us some insights on
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user perception towards authentication methodss@uet al. [60] investigated user
perceptions of security and usability of single-damvo-factor authentication in
automated telephone banking. This study is rec®ditX) and of interest because it
deals with authentication factor. Even though ih@ in the online services or web
services domains, it gives us a perception of udmrkefs toward authentication
processes. The authors defined three categoriaatbéntication methods: what you
know, what you have, and what you are; those tboegponents relate respectively to
information only known to the user, and a possessidicated for the use of the
individual only and some physical attributes of theer [60]. Thus, single-factor
authentication involves only one of those composevttile two-factor authentication
uses any two-combinations of the components [6l0¢ ddvantage of the latter is that
it offers an additional layer of security over angle-factor authentication. The
authors analyzed the usability of the two methadsutomated telephone banking
using real life customers. They employed a Likgpet questionnaire to measure the
perception of the security of the system, the apatien users had of the amount of
information they were required to input, the coiyeitissues, the fluency and
transparency of the system, the system performandassues regarding the voice of
the service. Overall, the usability, conveniencd aase of use of the single-factor
system were rated significantly higher than the-facor system; in addition, the
two-factor system took longer time. However, pamaats valued the security offered
in the two-factor authentication method [60].

These findings confirmed the importance of usakleusty, which aims to find an

optimal trade-off between usability and security.also emphasizes that secure
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authentication methods are perceived as not easgdo Complex mechanisms are
deemed secure; however, they seemed too compliftatéite average user. This can
be seen when Weir et al. [20] examined three twtefamethods of e-banking
authentication using regular customers of the batikhree methods were perceived
equal in security level in general but individualrjicipants favored the method they
perceived the least secure because it was easgamvenient [20]. Even when the
study was repeated, the majority of the participgmeferred the fast and easiest two-
factor authentication method; the authors suggetst@iduser choices could be based
on “a variety of effects including selection biaggnitive dissonance and practice
effects” [20]. In another study performed late2®il0 with another group, Weir et al.
[21] named the three authentication methods knayddshsed, object-based and
biometric-based as examples of passwords, bankacardingerprint, respectively.
Using the banking system again, the authors [2%¢sStigated user preferences in
authentication methods using a two-layer passwdrdag¢tor) method and two
alternative two-factor authentication methods; disgovered the following:
e Users preferred the personal nature of passwordisvane reluctant to using
new methods of authentication
e Users favored convenience over usability or segunit authentication
methods
e Knowledge-based authentication methods were seendny as portable and
more convenient.
In short, convenience, personal ownership and halb#xperiences of processes were

the main indicators of preference [21]. The residtd the authors to believe that
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users were not aware of the security threat ofssyard on the Internet and more
media coverage and education is needed in thd2tgaAlso, they argued that doubt
or lack of understanding of unfamiliar authenticatmethods might be the source of
user rejection of new authentication methods [21].

2.7.1.2 Passphrases as authentication method

Another authentication method suggested by Keithakt [55] is the use of
passphrases. Since previous studies proved thats ugeared more towards
knowledge-based authentication, this study is dpmean terms of alternative
methods to two-factor methods (high security bdfiadilt to use) and passwords
(easy to use but low security). In fact, the authargued that effectiveness and
efficiency in security could be achieved using pasases [55]; thus, they conducted
a study to assess the usability of passphraseseffbetiveness was based on the
strength of the password against attacks, the lityabustrates the ease to remember
and the capacity to login and also the satisfactvas analyzed as the perception of
the user of effectiveness and usability. After thi& usability of passphrases could not
be verified even though they were perceived as mserre than passwords and
equally as memorable. The users made several wssfatlogin attempts [55] and
the frustration is still present, similarly to whpasswords recall remained difficult.
2.7.2Customers’ appreciation of e-service quality, $atilon and intention

Udo et al. [38] surveyed 211 senior business adnation undergraduate students in
a large public university with at least one onlst®pping experience, six months
prior to the study using a seven-point Likert-scadlleey were interested in evaluating
the effects of risk perception on customer sattgfacas well as customer continued

use of the service and their perception of sergigadity [38]. The authors proposed a
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study model and formulated some hypothesis forracteons between satisfaction,
behavioral intentions, PC skills, perceived risdvgce convenience, website content
and website quality [38]. PC skill primarily impactservice convenience and quality
secondarily; website contents had a positive impagberceived services quality and
the latter strongly influenced behavioral intensomhich in turn drove satisfaction
[38]. Unfortunately, the risk perception effect austomers’ satisfaction and intention
could not be determined; yet, less perceived riditively affected the perception of
web service quality [38].
2.7.3Brand credibility, satisfaction and customer’s libya

In 2008, Sweeny and Swait undertook a study ofeffiects of brand credibility on
customer loyalty [47]. Satisfaction is a positivenaion of the user that affects
loyalty; in fact, Weir et al. stated that “satisiaa is theorized to be determinant of
future adoption” [20]. Equally, brand credibilitg ia perception of users that can
affect their loyalty. Brand credibility is “the bef that the brand is capable and
willing to act on its promises” and was measuredselda on expertise and
trustworthiness [47]. In their model of study, thathors [47] considered that
satisfaction, loyalty commitment and continuati@menitment were all antecedents
of brand credibility, whereas word of mouth or mewoendation and switching
propensity were all affected by brand credibilityloreover, they assumed a
reciprocal relationship between loyalty commitmeamid continuance commitment
and that satisfaction impacts loyalty commitmenilaterally. Loyalty commitment
indicates “the underlying affective notion of comimeént, including the desire to

maintain a relationship in the future”; and coninae commitment “reflects the need
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to maintain the relationship considering the petegiswitching costs” [47]. Those
assumptions were tested, but the results demoedttaat brand credibility directly
affects customer satisfaction and through satisfacthere is customer loyalty.
Recommendations resulted from satisfaction, a cativel experience-based
evaluation. In addition, loyalty commitment redusdtching propensity [47].
2.7.4Perception of user on email service switching
Previous researches as seen above showed a patiteet relationship between
satisfaction and loyalty. Additionally, loyalty necded switching behavior [47];
however, many web services providers lose theitooosrs to other competitors.
Particularly, many individuals replace free perd@aavices such as email. Kim et al.
[37] investigated the reasons of the switching b&lvaand found that perceived
customer satisfaction with the email service, thailability of attractive alternatives
and switching cost explained the dynamics of swiighProviding email accounts is
a service rendered to potential clients [37]; thusyviders deploy a huge effort in
maintaining their customers.
Customer satisfaction with email service was mesburased on design, stability,
spam blocking and storage capacity [37]. Switchingts were appraised based on
setup cost (time and effort invested to registemafaew email account, configure new
settings,) and continuity cost (archive and impexisting emails, distributing new
account information and the risk of losing existingntacts) [37]. The authors
assumed that the attractiveness of alternative |leseavices was based on users’
perceptions, which were influenced by advertisememrd of mouth, media and

rumor [37]. Based on previous literature, the redeamodel estimated the
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relationship between satisfaction and intentionswatch to be moderated by the
switching costs and the availability of attractiakernatives. In addition, switching
costs and the availability of attractive alternasivdirectly impacted the intention to
switch email services [37].
A survey instrument of 27 questions was createdgusi seven-point Likert-type
scale; most questions were taken from existingiesulout the authors constructed the
storage capacity and spam-blocking questions [Biig¢ authors chose to get their
participants from a proprietary list of an onlineanketing research company and
obtained 1,408 valid responses [37]. The findingsrified all the authors’
assumptions except from the moderating effectsvitiing costs on the relationship
between customer satisfaction and intention toctwatmail services [37]. It is yet to
be known whether the intention to switch actuakyveloped into switching [37]. In
sum, customer satisfaction or dissatisfaction amlaciveness of alternatives
determine email- switching behaviors.
Kim et al. [37], based on literature, enumerated dimensions of satisfaction in
online services as

1. information quality (e.g., consistency, accuracyneliness, and ease of

understanding),
2. quality of user interface (e.g., feedback mechanisgarning effect, and
system performance),
3. perceived usefulness and ease of use, and
4. perceived quality of on-line stores (e.g., pricempetitiveness, brand,

security, product differentiation, and product dpyal

44



Surprisingly, these dimensions of measuring satigfa do not include information
security. This again points out the lack of suéfdi literature on user perception and

security.

2.8 Jummary

All the reviews of literature on online experiena@jstomer satisfaction, human
perception and human error point out some gre#riifor analysis of web-based
information systems.

However, very few focused on the security as be@ingmportant part of analysis.
Few mentioned policies or privacy statements fokingathe user feel secure.

Further, none of them expanded on the securityr@dileservices as when confronted
with an attacker. A great deal of literature inigeied attacks on information
systems, on the one hand, and, on the other hansitesfaction, user perception of
web-based information systems. Our study is diffetban all of the other studies
because it combines the findings of each of theseaths to assess email services
accounts from the security point of view. It is ionfant to know how well protected
the free email accounts offered to any individua and also how the use of the
Internet leading to globalization and generalizatiof information constitute a
potential for attacks on email accounts. We wildstigate the security of email
accounts by measuring the risk associated with trss.

Most if not all of the findings of our literatureview of related topics were based on
survey guestionnaires. Moreover, most of theseietugsed the Likert scale type of

guestionnaire for the survey. Gunson et al. notedadvantages of this method as
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being more effective in measuring change over tima@jng a high degree of validity
and reliability and being “more natural to complétecause it maintains [survey
participants’] direct involvement in the proces80]. In our methodology, we use a
new and widely accepted assessment method appliedfarmation security. This

methodology is more appropriate to our analysisbse it is based in the domain of
information security and it is an elaborated sury@gparation and conduction

process to assess the security risk in a system.
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Chapter 3: Email Accounts and Risk Classification

3.1 Email Accounts

3.1.1Email Account Domains

There are many websites offering email accountsadaws. In general, users in the
United States have accounts on .com domains suG@masl, Yahoo, AOL, and Live.
The focus in this research is on the US populabenause people from different
cultures or countries are accustomed to differeabsies. In fact, individuals in
French speaking countries are more accustomedetafthdomain and people in
Canada are familiar to the .ca domain. There exiaige number of online providers
who allow the creation of email address in theimdo with receiving and outgoing
messages free of cost. We recorded Gmail, Zohonadbudmail, AOL Mail,
Windows Live Hotmail, GMX Mail, Yahoo Mail, FastmaiShortmail, Bigstring,
Gawab, Inbox, Mail, Lavabit, Lycos Mail, Zapak, gop, Mywaymail, Care2mail,

Myspacemail, Facebook Mail, Mozilla Thunderbit, Adress, Walla, and Excite.

3.1.2Previous Studies on Security Perception of Emailiders
There are many sites that rank different email plers. Specifically, in June 2012, a
free email service comparison review in Top TeniBes [10] classified the top ten
email providers according to their security levatgl the rating from the highest to
the lowest was as follow: Gmail, AOL, Yahoo, Inb&gstmail, Windows live, Mall,
Lycos mail, Care2 and Goowy. The security pararseteare defined as “the features

the free email service provides to keep your ersafe from viruses, spam and
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phishing.”[10] All of those accounts except Lycasdasoowy scanned all incoming
and outgoing mail for potential dangerous thredtsis or worms and used a phishing
filter. All those providers with the exception of¢os had a restriction on automatic
attachment download and a spam filter system. ®Bpesix had a secure signing
system for password protection (https encryptitm@October 2012 according to their
security level, Gmail, Windows live and Yahoo h&& tsame security level of 10;
AOL was behind with a score of 8.13 out of 10. @exurity parameters under
consideration at that moment were secure signpansfilter, report, virus scanning,
phishing filter, image blocking and restricts autdim download.

‘Secure sign in’ refers to password protection gdmitps encryption. ‘Spam filter’
denotes whether known spammers or suspicious em&@ldlocked or filtered into
the spam/junk folder by the email provider with thygion to adjust the strength of
the filter. ‘Report spam’ as it is worded refers ttee ability to notify the email
provider of a spam. ‘Virus scanning’ checks whetineoming and outgoing emails
are scanned by the email provider for potentialangerous threats like viruses,
worms or Trojans; similarly the feature ‘restricsitomatic download’ refers to
whether the email service verifies if the attachtaeeceived do not contain those
dangerous threats. In addition, ‘image blockingedks whether the email service
blocked infected emailed images and the featureshaig filter’ verifies whether the
email service blocks malicious emails that requpstsonal information, like
passwords and credit card numbers, or warns u$gmstential threats. This analysis
was very insightful and contributed to the estdishent of the attributes and

characteristics in our study. However, our studigesathis ranking further by
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incorporating the elements of the account cregtimtess and other features that the
authors in [10] cited for consideration on the @eratings of the email service but
were not included in the security ratings. The arglbelieved that features such as
chat system or email account storage capacityedaéed to the security of the email

account.

3.1.3Email Accounts under Study
We did not take into account providers that reqaueitional subscription with the
free email account. For example icloudmail is sfpetd apple users, the application
requires an apple ID; Facebook email is exclusivEdacebook subscribers only; this
also applies to myspacemail. In addition, this wsialdid not include business email
such as Microsoft Outlook which can be purchaseth Wilicrosoft Office and
commonly used in enterprises and Zoho mail callddisiness email provider with
multiple users, up to three, for the same account.
A first selection process led to the disqualifioatiof some providers. Fastmail offers
email services for business, individual or multiplsers and was disqualified.
Shortmail imposes a limit on the number of chamacten an email thus was
disqualified. Lavabit mail offers different kind$ account for users some of them
with a fee and was disqualified. Bigstring is avpte wall with email access and was
disqualified. Inbox and Netaddress are not comjyldtee and were removed from
the analysis. To our knowledge, Gawab, Zapak, Hotpail systems no longer exist.
Mozilla Thunderbit is an application which need$®downloaded before its usages
therefore it was removed from the analysis. WallmiHebrew thus disqualified. In a

second selection process, Mywaymail and care2meaiie wisqualified because they
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start with a page creation then an email servigeit&is a toolbar installation process
and requires answering their sponsor survey questioefore accessing email
services; therefore was disqualified.

Thus the email accounts under consideration havg @me user, were provided
online at no-cost and did not require subscriptmany other services or belonging to
any club or group. Users are capable of openingasy accounts as they like across

all providers as long as any two on the same dohainot have similar username.

3.2 Risk Analysis Method

There are many works on risk assessment in infoomaecurity. Bones et al.
summarized the steps of risk analysis as the iii@ation of the threats or possible
damages to systems, an analysis of the impactikatitiood of the threats and the

evaluation of risk based on acceptance criteri& [34

3.2.1ldentification of Threats
The list of criteria used in the study was basedhenprevious elements noted in the
literature for secure communication, email serngegétching, password usability and
authentication, interface usability as well aspheviously mentioned study [10]. The
authors do not consider features such as IMAP &l Br setting files permissions
because we believe the average user does not knoangprehend their utility. We
defined two stages where the security of an encabant is at risk. The setup stage is
the initial moment where a user decides to createa@ount and register on a
website. The usage stage is the period after selgpe the user actually utilizes the

account for his/her needs which could be to semdraoeive emails. In addition, the
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setup stage consists of three sub-categoriestéips for account creation, password
sophistication and security questions. The usaapediakes into account the filtering
systems available, whether incoming and outgoingilsmvere scanned for threats,
the storage capacity, and the availability of blogkfeatures; but also the chat

system, the attachments option and the passworgio.

3.2.2Assumption for Data Analysis

3.2.2.1Setup Stage

Steps for account creation were analyzed basethemumber of interfaces or web
pages users had to go through in order to finighr tkegistration; it is implied that
users will input information on each of the pagdéext, substantial analysis exists in
the literature on password security. In an attengitto repeat theses studies, the
dimensions we chose to consider are email accowgsirements on password
strength based on the password length and commasiurthermore the composition
was discussed in a sense of all the possible catbns of letters, numbers or
characters (non-letters and not numbers). We didake into effect the distinction
between upper case and lower case letters becausidwot want to put too much
emphasis on the password versus the other attsibaftesecurity. Finally security
guestions were analyzed based on their number, fibven and their quality. Table
3.1 below provides greater details on the elemehtfie analysis pertaining to the

setup stage.

3.2.2.2Usage Stage

Email accounts usually contain an automatic fittigrisystem as well as filtering

choices for the user. Their presence or absendeimplact security. Spam folder
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specifically contains potential junk emails senttlie user. In addition, having the

option of blocking certain email addresses was idensd beneficial to the user

security. The availability of other features suchchat system or mobile app was

believed to have an impact on the security leveieWer attachments received on the

users email account were automatically analyzedvinrs or threat was another

attribute of security. Finally password encryptigaries on different providers

account. Table 3.1 provides greater details oretéments of the analysis pertaining

to the usage stage.

Table 3.1 Elements of Setup Stage and Usage Stage

Stages

Attributes

Characteristics

Setup
stage

Steps for account creation

One interface

Multiple interfaces

Password sophistication

Length

Strength

Security questions

How many questions options

How good are the options

How many options required

Type of requirement

Minimum requirement for security question answ|

Display security questions & answers after sign U
is complete

Number of requirement for recovery

Type of requirement for recovery

Usage
stage

Spam blocking

Automatic spam filtering

Spam reporting

Email address blocking

Presence or absence ofréeatu

Incoming emails filtering

Presence or absence atifie

Email account storage capacity

Unlimited

10,303 MB

Chat system

Presence or absence of feature

Mobile app

Presence or absence of feature

Connected to other apps

Presence or absence wfefeat

Password encryption

HTTPS
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Scan incoming and outgoing mails for thredts Premen absence of feature

Automatic analysis

Attachments view options

No analysis

We based our ranking on any features which coulddbeally observed and not on
our perception. We use the minimum required infdromapertaining to all those
variables to perform our analysis; this process$ gl what any typical user will go
through. In fact, experienced users might protbetiselves better for example by
choosing “harder” security questions over “easy’esjions used across many
domains. We proceeded to create an email accouthieoiive domains Yahoo, AOL,

Gmail, MSN and GMX.

3.3 Risk Classification

We assessed the steps for account creation with groviders on the web. It is
important to note that the steps for account aveathange with time as technology
evolves and providers incorporate new researchnysdto improve their security,
usability and user perception. Even during our wtwdme requirements have been
modified; for example hotmail evolved from a minimuof six characters for
password to eight. Therefore, the application pees described below were based
on the procedures at the time of our assessmenimggitt not be conformed to the
procedure to date.

In addition this also means that based on the numwibgears the email account has
been in operation, the user’s password might natrakk the additional requirements
of new accounts since users are not constrainagdate their password to meet new

security designs. For instance a password usetkadecan account ten years ago, if
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not updated, might not have the same characterisssicone created one year ago.
Similar advanced changes are also observed atstmgelstage, where more features

are added or improved.

3.3.1Yahoo Email Account
The Yahoo registration is a one page long appboatinly. When signing up for a
Yahoo account, a user is required to input themaagender, birthday, country,
language and postal code; then select an avai¥ddteo id and email. The user has
the choice among yahoo.com, ymail.com and rockétroai. The password needs to
be between six and thirty two characters and is sassitive; cannot be your name or
yahoo ID. The password strength blocks indicate thdreyour input is “weak”,
“strong” or “very strong”. Any two-combination oharacters is rated as strong and
any three-combination is rated very strong; fornegke qwertY and qwerty65#.
There is a hint telling the user that “For a mageuse password, use both letters and
numbers. Add special characters such as @, ?, %cafial and lower case letters.”
[11] Yahoo indicates to users the security levelhafir password, but do not require
any level. So our consideration for the analysishisir weakest level; in fact we
verify that is was possible to create an accourth wix lower case letters as a
password, specifically gwerty.
The account creation continues with two securitgsions and answers, a code that
needs to be input, a final statement and the caeeteunt button. The final statement
is “By clicking the ‘Create My Account’ button belio | certify that | have read and
agree to the Yahoo! Terms of Service, Yahoo! PgvBolicy and Communications

Terms of Service, and to receive account relateginconications from Yahoo!
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electronically. To deliver product features, relsvadvertising and abuse protection,
Yahoo!'s automated systemsscan and analyze all illeni®® and other
communications content.” [11] The user could sekeskecret question from the list
(what is the first name of your favorite unclero is your favorite author?) or type
in their question. The user has the option to addleernative email address. There
are nine security questions to choose from anddditianal option to add your own
guestion, so in total 10 options available for tingt question. The second question
has eighteen different preset questions and therof type your own, so in total 19
options. The answers to the security questions Imeist minimum of four characters
long, not case sensitive. For the first securiteggion “where did you meet your
spouse” or “where did you spend your honeymoon”carestions with high security
risks however, it suggested that the user was ethro we considered the other
guestions and they required knowledge of the sigeitiformation. For the second
guestion the same analysis was made in regard ho ‘i& your favorite author or
“what is the name of your favorite sports team” #meloptions fall into knowledge of
specific information. However, the analysis congedeonly the first list of questions
because there are fewer. A list of all the questifam Yahoo sign up is provided is
appendix B. After sign up is complete a screen ldysp your username, security
guestions and answers with an option for the wseprint.

Yahoo stated that they scan and analyze all emidlsand other communications
content. In addition Yahoo provides a guide to secwnline on another web page.
Yahoo has a filtering system for incoming messagekalso an option to block up to

500 addresses. Spamguard is an automatic way ejaraing junk emails; however
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the user can classify other emails as spam andheshd to the spam folder. Yahoo
offers additional free apps provided by other conigs such as Slice, YouSendlt,
Otherinbox, etc and unlimited storage space. Yaiso has a messenger system that
can be used from your email account and the histéryour chats could be kept
within the account. There is a Yahoo! Mail app &lae for users. “Yahoo! uses SSL
(Secure Socket Layer) encryption when transmitttegain kinds of information,
such as financial services information or paymefdrmation.” [11] The account
recovery process in Yahoo consists of answers to dacurity questions and the

username of the account.

3.3.2A0L Email Account

On AOL, you are required to input first and lastnea choose your username based
on availability and then input your password. Thebwite helps you check the
strength of your password, required 6 to 16 charactase sensitive; while giving
you a hint “Strong passwords include special charac(!@.#). Avoid common
words and names” As long as the number of chasatderespected; the strength of
the password used depends on the user. For exathelépassword strength” case
will indicate whether your password “could be sgeri, is “strong” or “brilliant”.
However, it will not prohibit the use of a not stgbenough password. But if the user
inputs a common word such as gwerty or 123456 s¥stem will not accept it and
display “Oops! That's a little too easy to guessy Jomething harder!” Once you
click “Next”, you passed that page; a new pageiregwour date of birth, gender and
zip code as well as a security question and ansuseh could be used for retrieval

of your password. There is an explanation to why woe required to answer the
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personal questions: “You need to provide your ddtbirth in order to verify your
identity in account management, and to ensure ybat are eligible to use our
products. Other data, such as zip code and gemeersad to personalize your AOL
experience (e.g., display local weather and news).lise of this information is
governed by the Privacy Policy.” [2] The thirteegcsrity question choices include
popular question such as “what is your mother’'sd@ainame?” or “in what city were
you born?” as well as not so common questions “wkatour frequent flyer
number?” or “In which city did your parents meeESr our analysis, we assume the
worst possible case, thus these questions were astgeneral knowledge. A list of
all the questions for AOL sign up is provided ipapdix B. There is also an option to
use your mobile phone number for added securitytier page appears where the
user is required to type in the code shown in tiegie and “sign up” after reading the
closing statement: “By clicking "Sign Up" below, woelectronically agree to
our Terms of Service and Privacy Policy (the "Télngou acknowledge receipt of
our Terms, and you agree to receive notices andodisres from us electronically,
including any updates of these Terms.” [2] Theralg a possibility of hitting the
“Back” link to change any previous information &ifkxt” to continue. After sign up
is complete a screen displays your username, $gauestions and their answers
with an option for the user to print.

AOL has an instant messaging system which allowssscfrom your email account’s
inbox. AOL has an automatic spam filtering systemal allows the user to create
additional filters for incoming emails. AOL mail ian app and unlimited storage. In

addition, AOL has a spam reporting system and alldocking specific email
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addresses. All attachments are automatically aadlyar security threats. AOL mail
blog educate users on security online and phisHings important to note that if
another user clicked the link in [1], AOL interfafm signing up is one interface and
alternatives for security questions are mobile ghowmmber or alternative email
address; all the other steps remain unchanged. &Ohvery includes the answer to
your security question plus your (first and lastnea or (date of birth, zip code).
Assuming that first and last name are easier teguéis option was utilized in the
analysis. The account recovery process in AOL st&i9f answers to the security
guestion and a personal data question; and prayiti@ username of the account. To

our knowledge, AOL email accounts do not offer ceetion to other apps.

3.3.3Google Email Account
Creating an account in Gmail is a one page apmicailhe user is asked to input
their first and last name and their username. Tdss\word needs to contain at least
eight characters and a password strength checkyypps tell the user whether their
input is weak or strong. The strength depends emtixing of lower, upper cases,
symbols or numbers. A message displays “Don’t usassword from another site, or
something too obvious like your pet’s name.” fostance the password gwertyui or
gwertyl?2 is rated weak, not accepted; and 123456&&d fair [6]. The strength
could be too short, weak, fair, good or strong. #sgword is accepted when the
strength is fair or above; all lower case passwofdength eight are accepted. Then
the user inputs the date of birth, the gender,oafpof non-automated application, a
location and clicks to agree with terms of serviaed privacy policy. At the next

screen, your account will be created. Google stefise addition of mobile number
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or alternate email address for password recovemg. User chooses to opt-in for two
step verification; 2-step verification “adds a lagé security to your Google Account
by requiring access to your phone - as well as ys@rname and password - when
you sign in. If someone steals or guesses yoummads that person can’t sign in to
your account because they don’t have your phog.Tie optional security question
list contains five preset questions with an optiorfwrite my own question”, thus a
total of six options. No requirement exists for theswer. “What is your vehicle
registration number or what was your first phonenbar” lead the authors to rate the
guestion as requiring the knowledge of information.

Attachments to email are automatically analyzedo@k® has a webpage dedicated to
additional security information for a gmail accowmtd two additional for phishing
and malware. There is a Google app available intiaddto spam protection and
email filtering; however Google does not possespexific address blocking feature.
Gmail also has a chat system embedded in your emedlunt and uses https settings
by default. Google defined https (Hypertext Tran$®eotocol Secure) as “a secure
protocol that provides authenticated and encryptedmunication.” [6] The storage
limit for a gmail account is 10,303 MB. Google migilconnected to other apps such
as Green Robot, Auto-advance, Background Send, etc.

Since they are no security questions, in the eaenser does not remember their
password, gmail demands their username, an aliegnatnail and the last password
the user remembers in addition the “approximatesingnr to the following questions:
“When was the last time you were able to sign igdor Google Account? When did

you create your Google Account?”[6] Based on thspoases, the user could reset
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their password. It makes it very simple to enter @oogle account provided that the
user did not set the additional layers of secuiityfact inputting “educated guess”
such as a random password, the previous day fesa@nd previous year for account
creation were successful. Thus we did not coun¢ figquirements for account

recovery but two.

3.3.4Windows Email Account

On Windows live, a user can create an account amdbcom or live.com. After
entering the desired id, the user inputs the paskwehich is a minimum of eight
characters, twice. A help window displays the failog message “Passwords must
have at least 8 characters and contain at leasotwte following: uppercase letters,
lowercase letters, numbers, and symbols.” [8] Thikbe all the advice on password
with no password strength check as on the otheagd®n

Hotmail has a one page application process. Hothaslthree options for password
recovery, the user is obligated to choose any there are a mobile number, an
alternative email address or a security questitie. Jecurity questions are six and the
answer must be at least five characters. Not casgts/e. This is the only provider in
the analysis with a requirement of five charactersecurity answer. The users have
only 6 choices of security questions to select framother’s birthplace, best
childhood friend, name of first pet, favorite teachfavorite historical person,
grandfather’'s occupation. These questions are e&sy to answer even if the attacker
knew the victim briefly [37]. After reading the &h statement “Clicking | accept
means that you agree to the Microsoft service ageeé and privacy statement.” [8]

The account is created. This is a one page creptamess.
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Hotmail has a junk folder for automatic analysisl @so a messenger system. There
is also a sweep module for categorizing emailsamadption to block specific email
addresses. Users of hotmail could also choosedtk dttachments from unknown
senders who are not on their safe senders lissead any incoming email from
unknown user to the junk folder with the “exclusiyenk filtering option. As with
other sites, users could also report junk messagesh escaped the filtering system.
“When we transmit highly confidential informatiosuch as a credit card number or
password) over the Internet, we protect it throtlgh use of encryption, such as the
Secure Socket Layer (SSL) protocol.” [8] Therensapp for hotmail and unlimited
storage since 2009. The user can connect to adalitepps. Hotmail uses https for
secure connection by default.

Even though the application process required twm$oof account verification, in the
event of a password loss; Hotmail performs only fomen of verification and the user

can reset their password.

3.3.5GMX Email Account
Setting up your account on gmx.com starts with sanfermation about your
demographics (gender, first and last name, daterthf) and your location (country).
You proceed to choose your username based on laiflan gmx.com or gmx.us.
The password security tips appear in a little bdxem you begin your password
selection process and are a minimum of eight ckhenrgcmix of letters and numbers,
mix of upper case and lower case letters and useiadpcharacters (e.g., @). The
satisfaction of any one of those tips validatesrymssword. No other security check

notifies the security of the password you have eho#én all lower cases password of
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length eight is accepted. Then the registratiomfogquires an alternative email and a
security question/answer in case you forget yowsward. Your security question
must be chosen from a list of preset questions agalvhat city were you born in or
what is your mother maiden name; there were ninargg questions. It is important
to note that all the questions in the list are gain@formation on yourself and what
you possess which any close relative or friendsldc@asily know. There is no
requirement for the security answer. The alterea¢éimail is not indispensable to your
registration. Then there is a test to ensure thatmaan is using the program and the
“l accept. Create my account” finish your registratprocess and confirm that you
agree with the terms and conditions.

Once your account is created, you notice a spaderfolvhich indicates that your
account has an automatic filtering system. Youroant can access up to 2 GB
storage space for all file types: text, photos, imuddeos, etc; your data reside on
servers in a high-powered computer center andxrereely well protected from loss
or theft. The provider also exhibits additionaltteas namely SSL secure connection
and configuration of your guest access.

Not too common is the presence of a files manageom which gives you possibility
and access to a shared folder. Also you can magage calendar through the
organizer tab, participate in online forum from yamail account. Your account
comes initially protected with GMX spam protectihich you could deactivate and
reactivate at your convenience. Users could alportespams that made it to their
inboxes. There is also a very basic filtering akland white list where you can write

addresses you do not want to receive email frone [@kt feature on the spam tab,
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allows you to clear the text pattern profiler; adguwould warn you that doing so will
delete the database of the emails you have maikaepam. The POP3 option sends
you a spam report daily if requested. The virusit&trms you that all your incoming
and outgoing emails and attachments are automgteehnned for security threats,
this provider uses Symantec. You can filter youad$n The additional email account
requested at sign up, could aid in security pratacand the provider recommends
adding it so that they could send you your passviorchse you forget. GMX mail
has an app but not a chat system. When users fhrgietpassword, they will input
email address answer a question about their igeatitl the security question and

they could choose a new password.

3.4 Risk Analysis

Table 3.2 summarizes the characteristics of the fivoviders and allows better
comparison. Considering the account creating psydbs one page account creation
in Yahoo and Google presents the hazard that aeckatt can easily place
himself/herself at a distance closed enough toafjethe information needed for
identity theft. The multi pages process allow tiseruto hide information previously
entered. Also the security questions in AOL for rapée seems very weak and
common to any other web account services out thaedeit does not have the option
of inputting your own question. Yahoo seems to doetier job with that feature.
Google however do not ask for any security questiche time of account creation.

It is interesting to see that while the use of Hzme password across multiple
domains is rated as less secure and creating traif-effect” [55], providers do

not hesitate to use the same set of security quessimong themselves. A user, who
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truthfully inputs their answer, will be at risk anan attacker successfully hack any
one of their accounts; the attacker will be ableemter any other account of their
choice.

Whenever an alternative email address is requirgd & security question, if the
password recovery process only requires one ofetldeda, attackers could easily
hack additional email accounts by sending otheswasl requests to the account
they currently control.

Yahoo accepts qwerty whereas AOL does not. AOL dussrequire a number of
characters for security question answer.

It is very interesting that providers display abluy choices after your signing process.
For example Yahoo and AOL display your usernameursy questions and their
answers with an option for the user to print, bisodor the attacker to copy. In
addition having the answers to your questions cagtbiwith your email address on
paper presents a high risk if anyone retrieves shaet. Security questions are as
important as the password because they are us@adeword retrieval. The answer is
not encrypted when the user is filling in theiramhation. This means that at any time
an attacker could read, off the screen, the quesinal answer.

When you receive a new email in Gmail you can aatarally open it. It is up to the
user to decide which email to open. In contrasy, atachment in Yahoo is required
to be analyzed with antivirus software before opgniEven though Gmail
automatically scans attachments and emails foatbrehe visual steps that Yahoo
and AOL show when analyzing attachments could niaeisers feel more secure.

Table 3.2 Summary of the Five Email Providers Ctiarastics
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Stages

Attributes

Characteris
tics

AOL

Gmail

GMX

Hotmail

Yahoo

Steps for
account
creation

One
interface

Multiple
interfaces

Multiple
interfaces

One
interface

One
interface

One
interface

One
interface

Password
sophisticati
on

Length

6

8

8

8

6

Strength

No
requiremen
t

No
requiremen
t

No
combinatio
n

Two
combinatio
n

No
requiremen
t

Setup stagg

Security
questions

How many
questions
options

13

6

9

6

10

How good
are the
options

General
knowledge

Knowledge
of
informatio
n

General
knowledge

General
knowledge

Knowledge
of
informatio
n

How many
options
required

0

2

Combinati
on(questio
ns/phones/
email)
required,
only
questions
or no
requiremen
t

Only
questions

No
requiremen
t

Only
questions

Combinati
on

Only
questions

Minimum
requiremen
t for
security
question
answer

None

None

None

Display
security
questions
& answers
after sign
up is
complete

Yes

No

No

No

Yes

Number of
requiremen
t for
recovery

Spam
blocking

Automatic
spam
filtering

Yes

Yes

Yes

Yes

Yes

Spam
reporting

Yes

Yes

Yes

Yes

Yes

Usage
stage

Email
address
blocking

Presence o
absence of
feature

Yes

No

Yes

Yes

Yes

Incoming
emails
filtering

Presence o
absence of
feature

Yes

Yes

Yes

Yes

Yes

Email

Unlimited

Unlimited

10,303 MB

Unlimited

Unliited

Unlimited
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account
storage 10,303 MB
capacity
Presence o Yes,
Chat absence of | Yes, AIM Yes No Yes, MSN Yahoo
system Messenger
feature Messenger
Presence o
Mobile app | absence of | Yes Yes Yes Yes Yes
feature
Connected | Presence o
to other absence of | No Yes No Yes Yes
apps feature
Passwqrd HTTPS Yes Yes Yes Yes Yes
encryption
Scan
glr::((j)mlng Presence o
. absence of | Yes Yes Yes Yes Yes
outgoing
> feature
mails for
threats
Attachment| Automatic
S view analysis Automatic | Automatic | Automatic| Automatic| Automatid
options No analysis

3.4.1Ranking Methodology

Many authors such as Bones [34] and Karabacak &gl risk matrix for assessing
security risks. We used the following risk matiix,table 3.3 for analysis, based on
the risk level matrix mentioned by Stoneburner let[35] regarding information
technology systems risk management.

Table 3.3 Risk Matrix

o Negative impact
Likelihood of occurrenc - -
Low Medium High
High Low Medium High
Medium Low Medium Medium
Low Low Low Low
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3.4.2Rationale for Analysis

3.4.2.1 Ranking Attributes

We judged the importance of the attributes amorgmtelves in terms of their

likelihood to occur. At the usage stage,

Low likelihood attributes are email address blogkimobile app. These
choices were based on the fact that users couttk ldmail addresses by
reporting them as spam or filtering them to gortsh or other folders.
Also, not every user utilizes mobile apps and wthety do, cell phones or
tablets are mostly used by one individual and canaoy a lot of data.
Medium likelihood attributes are connection to ottapps with other
companies, email storage capacity and chat systeese attributes were
classified as medium attributes because they amallde a greater damage
and also users had to use them extensively in dofethe damage to
occur.

Highly likely to impact security are incoming emdiltering, spam
blocking system; scanning all incoming and outganggils, attachments
view options and password encryption. These atggdo not depend on

user choices and are associated with a securd asg email account.

The setup stage attributes were considered as iam@s the usage stage in terms of

security of email accounts. Any flaws observed hat tstage endangered the user

information as well as the existence of the accobuntthermore security questions

were rated as high as password sophisticationuedhey are the alternatives if the

hacker could not guess the user’'s password. Themghr password is rated higher

than the number of interfaces in account creatiecabse in the case of number of
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screens, the attackers would need to be preséme &itme of the registration in order

to seize the user’'s information.

3.4.2.2 Ranking Characteristics

The characteristics were ranked based on theiretmpasecurity, therefore:

e The steps for creating email account comprisesnef @ multiple interfaces.
The authors argued that the higher the number teffaces, the higher the
security

e The password length is divided as follow with irasig security:

o No length requirement or less than 4
0 Minimum of 8 or less

0 Minimum of 9 or more

This classification is based on the literature gtaiws an advantage of passphrases or
sentences over password. “The Federal Informaticoce®sing Standard (FIPS)
(1985) on password usage is one of the earliesdfsgtiidelines for creating strong
passwords; it states that passwords should be xdpmately five to eight characters
long” [55]

e The password strength, according to the literaturaore secure if it contains
letters, numbers and digit. Thus the security iases with the complexity of
the combination. Thus no requirement has low sgguany two combination
has a medium security and combination of threealtaigh security

e In regard to the number of questions; the authossted that a larger set of

guestions options give a greater chance to aclaidwrgher level of security.
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Questions which rapport to general knowledge sschirdhplace, pet's name,
make of car are considered low in security, anyaméd find their answers or
these questions are commonly used for authenticaBomilarly information
which could be obtained from the user easily sugHit@ary card number,
frequent flyer number, favorite author, favoriteokcare considered of low
security; however since they require that the B#aceads the information or
ask someone the information, the authors argue ttieyt are medium in
security; acquaintances can find their answers. éitner security questions
are considered high in security.

Security increases as the number of questionsnestjiricreases.

A combination of security options was considerecbéomore secured than
only security questions and even more securedrtbaequirement at all.

Even though answers to security questions are asgvpords, they can help
users gain access to their account. Thus accotdifisb], a minimum of five
characters was considered high in security ana&goirement was considered
low.

For account password recovery we examined the nuofoequirement, the
higher the better for security.

The password encryption ratings are based on tieeatiure with https
encryption as the best for security.

The presence or absence of all the other charsiitsrrepresents respectively

a positive and negative security impacts.
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3.4.2.3Risk Tables for Analysis

We proceeded to create a risk matrix for everyibatte according to the previous
rating. Table 3.4, table 3.5, table 3.6, table 8&able 3.8 and table 3.9 show the risk
level based on the ranking of each attribute amdhtaracteristics. For characteristics
where we do not have any literature to indicate thekings, we rated the
characteristics across providers. As an examplethi® number of characters of a
security answer we considered all the providers wibne, four or five characters
requirement and we gave the highest security impacthe provider with no
requirement. When only two characteristics are lakba, we evaluated the risk as
high or low. Finally, we used cumulative risk tsass the risk associated with each

provider.

Table 3.4 Risk Values for Account Creation Steps

Attributes Steps for account creation
Characteristics Rank Medium

One interface High Medium

Multiple interfaces Low Low

Table 3.5 Risk Values for Password Sophistication

Attributes Password sophistication
Characteristics Rank High

No Length requirement or <5 High High

8>=Length>=5 Medium Medium

Other Length Low Low

No combination or ng

requirement High High

Two combination Medium Medium

Combination of three Low Low

Table 3.6 Risk Values for Security Questions
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Attributes

Security questions

Characteristics Rank High
Three questions or Less High High
How many questions options Four to seven questions Medium Medium
More than 8 Low Low
General knowledge High High
How good are the options Knowledge of information Medium Medium
Secure knowledge Low Low
No requirement High High
How many options required One question required Medium Medium
More than two Low Low
No requirement High High
Type of requirement Only questions required Medium Medium
Combination(questions/phones/email)
. Low Low
required
o . | No requirement High High
Minimum requirement for securit Medium Medium
question answer 4 or less
5 or more Low Low
Display security questions & answefs' €S High High
after sign up is complete No Low Low
2 or less High High
Number of requirement for recovery| 3 Medium Medium
More than 3 Low Low

Table 3.7 Risk Values for Email Account Storage &&aiy

Attributes Email account storage capacity
Characteristics Rank Medium

Unlimited High Medium

10,303 MB Low Low

Table 3.8 Other Risk Value

S

Automatic spam filtering (H), spam reporting (Fdmail

Attributes address blocking (L), incoming email filtering (Hhttps
encryption (H), scan incoming and outgoing mailstfoeats
(H), automatic analysis of attachments (H)

Characteristics Rank High Medium Low

Absence has a greater impact Osiah Hiah Medium Low

risk (no) 9 9

Presence has a lesser impact Mo Low Low Low

risk (yes)
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Table 3.9 Risk Values for Chat System, Mobile Apd &onnection to other Apps

Attributes (CNPI])at system(M), mobile app (L), connection to otheps
Characteristics Rank High Medium Low
Presence has a greater impact Migh High Medium Low

risk (yes) 9 9

Presence has a lesser impact|on

risk (no) YPow Low Low Low

3.4.3Reality Analysis Risk Table

The reality analysis risk table 3.10 displays taguits of our classification and table

3.11 presents a count of the different risk levels.

Table 3.10 Reality Analysis Risk Table

Stages Attributes Characteristics AOL Gmgil GM imafl | Yahoo
| One interface . . . .
Steps for account creatign — Low Medium | Medium| Mediumf Mediun
Multiple interfaces
o Length Medium| Medium Medium Medium Medium
Password sophistication - - - - -
Strength High High High Mediu High
How many questions optionls Low Medium Low Mediym wLo
How good are the options High Medium High High Medi
Setup : - - - :
stage How many options required Medlunln High Medium Low w0
Type of requirement Mediu High Mediumn  Low Medium
Security questions Minimum requirement for High High High Low Medium
security question answer
Display security questions &
answers after sign up is High Low Low Low High
complete
Number of requirement for Medium | High Medium| High Mediuni
recovery
) Automatic spam filtering Low Low Low Low Low
Spam blocking -
Spam reporting Low Low Low Low Low
Email address blocking Low Low Low Low Low
Incoming emails filtering Low Low Low Low Low
i Unlimited
Email account storage Medium | Low Medium| Medium Medium
Usage| capacity 10,303 MB
stage . : : -
Chat system Medium | Medium| Low Medium| Medium
Mobile app Low Low Low Low Low
Connected to other apps| Low Medium | Low Medium| Medium
Password encryption HTTPS Low Low Low Low Low
Scan Incoming and Low Low Low Low Low
outgoing mails for threats
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) ) Automatic analysis
Attachments view option - Low Low Low Low Low
No analysis
Table 3.11 Counts of Risks Levels
Counts AOL Gmail GMX Hotmail Yahoo
Low count 11 10 12 12 10
Medium count 6 6 6 7 9
High count 4 5 3 2 2
Total 21 21 21 21 21

3.4.4Discussion
The number of low security risks is superior toth# other categories; however the
high and medium security risks counts are equaligd. Hotmail and GMX appeared
to have the highest count of “low” security risksdagmail had the highest count of
high risks. In general there was no large diffeesamong the counts of low, high and
medium risks across providers. For the low, medamd high risk counts, all the
providers were one or two counts below, above oaktp the median of 11, 6 and 3
respectively. However, for the low counts, AOL vedshe median, Gmail and Yahoo
were one count below the median; GMX and Hotmailenene above the median.
Overall, Gmail had the highest count of high riskiethh implied google email
accounts were at the highest risk of security breeith high impact, however Gmail
has the lowest count of low risks implying thatrthevere many steps in placed to
avoid risks with low impacts. AOL and GMX followedspectively with the number
of high risk counts being four and three but AOlLdha lower count of low risks
compared to GMX. Hotmail and Yahoo finished thekiag with equal high risks

counts of two but Yahoo had a lower count of losksi than Hotmail. Taking into
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account the medium risks counts, Yahoo came in ficsition; Hotmail followed
with seven medium risks and AOL. Gmail and GMX leplal number of medium
risks.

Overall the risk level is increasing as providdrarmged from Yahoo, Hotmail, GMX,
and AOL to Gmail for high severity risks. For meaiuseverity risks, the level
increases from Gmail, AOL, GMX, Hotmail to Yahoodathe low counts helped
determine the order for risk level counts withea ti

In conclusion, there is no clear difference ontladl high, medium and low security
risk counts. There are still areas of improvementefach provider; competition and
technology and new researches can allow the frde sgevices to blossom into a

more secured system.
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Chapter 4. User Perception of Email Accounts

4.1 Risk Analysis Method

A risk assessment tries to answer the followingstjaes:
e What can go wrong?
e How likely is it?

e What are the consequences?

Various risk analysis methods have been appliedh& context of information
security by developing a list of the critical infioation security risk factors and
analyzing their criticality [48, 59]. The risk agals method we selected is
Information Security Risk Analysis Method (ISRAMERAM is a validated paper-
based method developed by Karabacak and Sogukdiipm 2005. It is a survey-
based quantitative approach used to analyze tharigeaisks of information
technologies. This method was developed as amattee to complex calculations in
previous risk analysis models, to their complexac®s with a lot of unknowns and
to the lack of data often faced when estimatinky. flisis also a preferred option to the
gualitative methods that often lead to subjectivé mconsistent results and are based
on the reasoning of the people involved in the ymisl ISRAM allows the
participation of all humans involved in the systafiers flexibility in its risk analysis
as opposed to software based models which hawgdaframe that limit the amount
of variations that can be performed in risk analysi

ISRAM, as a quantitative method, calculates thke ais a function of the probability

of occurrence and consequence of occurrence ofwigebreach. There are seven
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steps in ISRAM with the first four occurring befdtee survey (the fifth step) and the
last two after the survey. The survey consistsuafstions and answer choices related
to the information security problem under studyrafmcak et al. recommends that
managers, directors, technical personal and concomputer users take the survey
[17]. Conducting the survey will permit an undemsting of the effect of the
information security problem by including the pgatien of actual users.

We chose this methodology because it incorporatesuraey methodology for
inclusion of the user and also a reliability metliodthe calculation of the risk. Risk
is the probability of occurrence multiplied by tle®nsequences of occurrence.
ISRAM is a risk analysis model that can be impletaedrin a reasonable time frame
and allows the participation of the system userg].[ISRAM was also chosen
because of its pertinence as a risk assessment moisiormation security and its
ease of repeatability. In this model, risk is definas follow in formula 4.1 and
formula 4.2. Figure 4.1 shows the ISRAM flow diagra

Risk= Probability of occurrence of security breadBonsequence of occurrence of

security breach (4.2)
Furthermore,
RI,.S'.I{ = (Em[r‘_l:zl:“-[?"[}]) (EH[T:I:EJ:“-_f'ij]) (42)

Where i and | respectively represent the numbenudstions for the survey of
probability and consequences of occurrence of arggdreach determined at step 2;
m and n respectively represent the number of paatts who participated in the
survey of probability and consequences of occugenica security breach, which

becomes definite at step 5;
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(wi, p) and (w, p) respectivelty (weight, numerical value of ansvefoice) for

guestions i and |

T,: and T respectively represent risk tables for the suredyprobability and

consequences of occurrence of a security breaofraated at step 4.

Step 1

Awareness of the security
problem

Step 2

7%

Listing and weighing of the
factors that affect the
probability of occurrence of a

Listing and weighing of the
factors that affect the
consequences of occurrence o

a

T

Step 3

Converting the factors into
guestions, designating answe
choices and assigning numeric

1

1

Step 4

Preparation of risk tables for th

probability of occurrence of a
security breach

|3

T

Converting the factors into
guestions, designating answe
choices and assigning numeric

1

3

Preparation of risk tables for th
consequences of occurrence of
security breach

a

1

Step 5

Conduction of the survey for

the probability of occurrence of

a security breach

Step 6

Step 7

Conduction of the survey for
the consequences of occurren
of a security breach

D

S

Application of formula (2) and
obtaining a single risk value

Assessment of the results

Figure 4.1 ISRAM Flow Diagram

4.2 Application of |SRAM Seps

We were not able to get in touch with the authar§li7] to get a sample survey for

the case study. Therefore, we came up with our survey based on the few
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examples of the original paper. In the pre-survéyase, we listed the factors
associated with the probability and consequencexaifirrence of a security breach,
determined the number of questions and their waightes, the answer choices and
their weight values and finally prepared the rigklés. After conducting the survey,

we calculated the risk values and analyzed thdtsesu

4.2.1Step 1: Awareness of the Problem
There are many providers of free email accountgheninternet. Many users and
particularly people at the university rely heawly these email accounts as a mean of
communication. There have been many reports ofustsdeing hacked, private or
personal information being divulgated due to unseamail communication. The
email providers have in place many security sedtitg protect their users but the
users’ perceptions and knowledge of security atdlmence the risk level they are
subject to. A methodical analysis is thus neededagsess the relationship and
disparity between the reality of the security of email account and the users’
perceptions. Students usually have several emaduats from different providers
which are subject to an attack in which person&rmation can be disclosed or
stolen, accounts can be compromised and privatyTos analysis will help explore
the risk level of the different email providers ddey students. This completes the

first step of the ISRAM risk analysis.

4.2.2Step 2 : List and Weight Factors

First, we identified twenty two factors which afféhe probability of occurrence of a
security breach of an email account. Some of tHastors are password length,

password complexity, security questions strengtpeg of website entered, number
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of files downloaded per day, number of attachmeatgived, number of new emails
per day, spam or junk filtering system, email fihg system, popularity of the email
domain and messenger (chat) system. Second, wéogdedea list of the five factors
which affect the consequences of occurrence otargg breach of an email account
that comprises sharing of emails, sharing of atteatts, importance of files in email
account, type of files, and volume of outgoing dmaldditionally some factors,
such as seniority of the email account and the tfpagevice used for email access,
might affect both the probability and consequerafesccurrence of a security breach
of an email account; the total number of theseofacivas twelve.

Based on the rationale behind the reality analyssattributed weights to the factors
for probability and consequence of occurrence sf#@urity breach. The other factors,
which do not appear in the reality analysis, wawem a weight based on their level
of impact on security. Appendix A presents an exalen for the weight of each
guestion.

Table 4.1 is a reference table for the weight$effactors. We used a table similar to
the previous study [17] because it will difficultithout a committee of experts to
come up with a new tabulation which is not biasgdhe author’'s opinion solely.
Table 4.2 and table 4.3 display the factors vatespectively for the probability and
consequences of occurrence of a security breadmiail accounts and Table 4.4
contains the factors that affect both probabilihd a&onsequences as well as their
corresponding weights.

Table 4.1 Weight Values and Explanation of the &iact

Weight

Explanation
value

3 The factor is directly associated with a sevedaerability and/or the factor is directly
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associated with a critical asset and/or there isaumtermeasure in place. Because of these
reasons, the factor is most effective factor tffi@cts the probability of occurrence of a
security breach or the consequences of occurreéresexcurity breach. The factor contributes
directly to the value of the risk parameter.

The factor is somewhat associated with a vulnatalaihd/or the factor is directly associated
with an important asset and/or there is a few caame¢asure in place. Because of these
reasons, the factor is slightly/normally effectfaetor that affects the probability of
occurrence of a security breach or the consequaricezurrence of a security breach. The
factor contributes somewhat directly to the riskapaeter.

The factor is a little associated with vulnerakitind/or the factor is indirectly associated
with an important asset and/or where are enoughteameasures in place. Because of these
reasons, the factor is least effective factor #ffetcts the probability of occurrence of a
security breach or the consequence of occurrenaeseturity breach. The factor contribute
indirectly to the value of the risk parameter.

(2]

According to the reality analysis we developedftiil®wing summary in Table 4.1a.

Table 4.1a: Summary Table of Weight Values and &ttaristics

Weight

Risk in  Reality

Characteristics .
Value Analysis
3 The factor contributes directly to the value of thsk Hiah
parameter 9
The factor contributes somewhat directly to th& ris .
2 Medium
parameter
1 The factor contributes indirectly to the value loé risk Low
parameter

Table 4.2 Probability Factors and their Weight \éslu

Factor

Weight Value

Password length 3

Password complexity

Security questions strength

Spam filtering system

3

3

Sample security questions 3
3

3

Junk(phishing) filtering system

Use of antivirus on hardware device 3

Use of antispyware on hardware device 3

Popularity of the email domain

Number of attachments received

Type of attachment received

Frequency of email use

Type of email received

Messenger(chat) system

Email provider 's reputation

Internet experience level

Use of storage media

Number of new emails per day

Number of websites visited

Number of files downloaded per day

Type of website entered

Type of files downloaded

HHHHHI\)I\)NNNI\)NNOO
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Table 4.3 Consequence Factors and their Weightégalu

Factor Weight Value

Sharing of emails 3

Sharing of attachments

Importance of files in email account

Type of files in email account

Nwww

Outgoing email volume

Table 4.4 Factors that Affect both the Probabilityd the Consequences and their

Weights

Weight Value for

Factor Weight Value for Probability Consequence

Places mailbox is checked 3

Update against vulnerabilities 3

Access to the shared folders of othg
computers

=

Number of computers which are
accessed by sharing

Use(activities) of email account 3 3

Seniority of email account 2 3

Type of device 2 3

Frequency of update 2

Type of user account

Open email from unknown sender 2 2

Receive email from unknown sender 2 1

Frequency of unknown sender’s
email

The table below is a reference table for the waigithe answer choices. Here again,
we use a similar table to the previous study [¥ause it will be difficult without a
committee of experts to come up with a new tabotativhich is not biased based
solely on the author’s opinion.

Table 4.5 Numerical Values of Answer Choices

Numerical Value of Answer Choice Explanation

Most effective answer choice. Affect enormousl
the probability of occurrence of a security breac
or the consequences of occurrence of a securit
breach.

oD =
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%

Rather effective answer choice. Affect highly th
probability of occurrence of a security breach of
the consequences of occurrence of a security
breach.

Somewhat effective answer choice. Affect

considerably the probability of occurrence of a
security breach or the consequences of occurrence
of a security breach.

Least effective answer choice. Affect slightly the
probability of occurrence of a security breach of
the consequences of occurrence of a security
breach.

No effect on the probability of occurrence of a
0 security breach or the consequences of occurrence
of a security breach.

4.2.3Step 3: Change Factors into Questions, Find AnSieices and their Values

Our procedure for changing factors into questi@nsimilar to the sample questions
provided in Karabacak and Sogukpinar [17] papee &hswer choices also follow
the same format than in the original paper. The emof answer choices was
selected by the authors as suggested in [17]. Timeencal values assigned to the
answer choices show the differentiation betweerchiwgces.

In our questionnaire, the total number of questimas 47. There were two parts to
the survey displayed on two pages. Some questionar questionnaire (1 and 18 in
part I; 1, 7, 10, 16, 17 and 19 in part Il) weretmer parts of the factors for neither
probability nor consequences of occurrence of argggdoreach; but they helped us
determine the characteristics of the participant their opinion on security issues.
Such questions and their answer choices were ohtded in the risk calculation nor
given any weight. Then the total number of questioeed in the analysis was 39.
The rationale behind the values assigned to theveanghoices is provided in

appendix A.
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One question has seven answer choices, two qusdstane six answer choices, nine
guestions have five answer choices and thirteethexfe questions have four answer
choices; some of these with one option being ‘gtipdease specify’. Participants

input their special answer whenever appropriatghtEhave three answer choices
(yes/no/don’t know) and six have two answer choifgss/No). Table 4.6 shows

some sample questions with their answer choices. |&tters p and ¢ next to the
guestions represent respectively the probabilityconsequences factors and the
numbers, their values.

Table 4.6 Sample Questions and Answer Choices

Questions Answer Choices Valueg
Yes 1
Does your email account have a spam or junk filteri
No 4
system? p3
Don't know 4
Yes 4
Does your email account have a chat system? p2 No 0
Don't know 4
More than 12 4
How many attachments do you receive per day in jrasx? 8-11 3
p3 4-7 2
Fewer than 3
Very strong
How strong are the security questions of your ea@ibunt? Strong
Note: Security questions are used for passwordevetr p3 Moderately strong 3
Not strong 4
Very important 4
How would you rate the importance of the files auyemail Important 3
account? c3 Moderately important 2
Not important 0
More than 16 4
To how many recipients do you send email per dagfyour 11-15 3
email account? c2 6-10 2
Fewer than 5 1
Professional 2
What do you use your email account for? Note: $temly ;
- . Academic 1
choose the primary purpose of your email accoutitcp
Social 4
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Shopping 3

Other (please specify) other

Everyday

Frequently

How often do you receive emails from unknown sesidter

your inbox? p2, c1 Not so frequently

Rarely

oOlRrluv|lw|d

Never

4.2.4Step 4: Preparation of Risk Tables
The survey results were quantitatively analyzeagisisk tables, which link the risk
parameter to the results. One table was constridictatie probability and another for
the consequences of occurrence of a security brelael were the main reference
points for assessing the survey results.

e We assigned values to the answer choices accotalimgble 4.5. The list
of answer choices and numerical values is provideghpendix A.

e Then the minimum and maximum values which couldob&ined from
the survey were determined; on the basis that #inecpant chooses the
answers with the lowest and highest values.

e For the probability, the minimum and maximum surx&jues were 61
and 308 and for the consequence, these values2Wexed 172.

e We sorted the values between the minimum and maxisurvey values
to correspond to five risk levels by grouping th@wenly. As in the
original paper, the five levels of probabilitiesri@spond increasingly to
very low (1), low (2), medium (3), high (4), verigh (5). Accordingly for
the consequences, negligible (1), minor (2), imgoar(3), serious (4) and

very serious (5). The interval scales are 48 fabpbility and 28 for
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consequences. The intervals for probability/consages, which were not
divided evenly, were assigned to the most critwedie. Thus, the interval
of ‘very high probability’ was 51 and the intervaf ‘very serious

consequences’ was 29. Table 4.7 and Table 4.8 shewntervals and

their corresponding risk levels.

The fundamental risk formula: Risk = probabilitgensequence is applied to obtain a
risk matrix of Table 4.9. The final risk table lseetsame as in the original paper [17].
Table 4.9 presents the risk values between 1 andi#®bthe range 20 to 25 being of

very high probability.

Table 4.7 Risk Table for the Survey of ProbabitifyOccurrence of a Security
Breach

Survey Results o o
- Qualitative Scale Quantitative Scale
Lower Bound Higher Bound
61 109 Very low probability 1
110 158 Low probability 2
159 207 Medium probability 3
208 256 High probability 4
257 308 Very high probability 5

Table 4.8 Risk Table for the Survey of Consequerde®ccurrence of a Security

Breach
Survey Results o o
- Qualitative Scale Quantitative Scale
Lower Bound Higher Bound

27 55 Negligible consequences 1

56 84 Minor consequences 2

85 113 Important consequences 3

114 142 Serious consequences 4

143 172 Very serious consequences 5

Table 4.9 Final Risk Table for the Survey
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Risk 1: Very Low 2: Low 3: Medium 4: High 5: Veryitth
1: Negligible 1: Very Low 2: Very Low 3: Very Low ‘40w 5: Low

2: Minor 2: Very Low 4: Low 6: Low 8: Medium 10: Mi@&um
3: Important 3: Very Low 6: Low 9: Medium 12: Mediu 15: High

4: Serious 4: Low 8: Medium 12: Medium 16: High 2e&ry High
5: Very Serious 5: Low 10: Medium 15: High 20: Vedigh 25: Very High

4.2.5Step 5: Conduct the Survey
The survey was distributed via listserv at the @nsity of Maryland to students in
the college of engineering, department of compstence and campus FYIL. A
period of one week was allowed for students to andwe questionnaire via a link
attached to the survey. All participants agree@lyr¢o respond to the survey, no
recompense or prizes were given. The survey wadepted by three students;
semantic and grammar corrections were made acgbydithe final version was

verified by the student’s advisor.

4.2.6Step 6: Application of Risk Formula and Obtainingiagle Risk Value

Question 1 in the survey allowed us to collect difeerent email providers used by
the participants. 9.7% used Yahoo, 77.6% used @pagb% Hotmail, and 8.2%
used other providers such as Comcast, Juno, Lattes nXecuNet, RiseUp, UMD or
hosted their own email server. For our analysis, ceese Yahoo, Google and
Hotmail which were used in the reality analysis.

Each participant survey responses, with a firsiaghof Yahoo, Google or Hotmail,
were analyzed to find the values of the probabdity consequences of occurrence of
a security breach and the corresponding T1 and dldes. For multiple choice

guestions, the answer choice with the highest valas considered. Hence for
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Hotmalil, the value associated with the probabiityccurrence of a security breach
was 2.83, approximately medium probability and waéue of the consequence of
occurrence of a security incident was 2.67, reddyivmportant consequences; the
risk value was 7.56 which is between a low and omadievel risk. In addition, the
value associated with the probability and consege®iof Yahoo users being subject
to security breach were equally 3.15 correspondmgmedium probability and
important consequences; thus the value of thewesk 9.95 which is a medium risk
level. Lastly, Gmail had 2.72 as the value assediatwith the probability of
occurrence of a security breach and the valueettmnsequence was 2.95; therefore
the risk value was 8.03 which is a medium risk leVable 4.10, 4.11, 412 provide
the survey results for Hotmail, Yahoo and Gmailpeztively; and Table 4.13
provides a summary of the results of the risks.

Table 4.10 Survey Results for Hotmail Users

- . Probability Consequence
Participant Link Sum(Wipi) Tl Sum(Wipj) T2
Tartlmpant Engineering 179 3 98 3
gartmlpant Engineering 152 2 94 3
gammpant Engineering 163 3 83 2
Participant Campus
4 Fyl 174 3 82 2
Participant Co_mputer 159 3 96 3
5 Science
Participant Co_mputer 169 3 108 3
6 Science

Average 2.8 Average 26
3 7
Table 4.11 Survey Results for Yahoo Mail Users

- . Probability Consequence
Participants Link Sum(Wipi) Tl Sum(Wipj) T2
Ea”'c'pa”t Engineering 208 4 110 3
Participant Engineering 162 3 94 3
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2
Participant Co_mputer 193 3 120 4
3 Science
Participant Co_mputer 159 3 70 2
4 Science
Participant Co.mputer 169 3 96 3
5 Science
ga”'c'pa”t Campus FYI 159 3 113 3
5 articipant Campus FYI 173 3 96 3
g articipant Engineering 181 3 128 4
g articipant Campus FYI 193 3 132 4
Eg‘”‘c'pa”t Campus FYI 173 3 85 3
f‘l"‘”'c'pam Engineering 213 4 121 4
T;lrtlmpant Engineering 176 3 80 2
Egrtlmpant Engineering 172 3 83 3
Average 3.1 Average 3.1
5 5
Table 4.12 Survey Results for Gmail Users
- . Probability Consequence
Participants Link Sum(Wipi) T1 Sum(Wipj) T2
Participant 1 Engineering 146 2 73 2
Participant 2 Engineering 179 3 109 3
Participant 3 Engineering 170 3 106 3
Participant 4 Engineering 180 3 107 3
Participant 5 Engineering 182 3 87 3
Participant 6 Engineering 215 4 99 3
Participant 7 Engineering 204 3 148 g
Participant 8 Engineering 200 3 111 3
Participant 9 Engineering 206 3 115 4
fgrt'c'pam Engineering 159 3 111 3
Efrtlmpant Engineering 161 3 104 3
E;irtlmpant Engineering 168 3 94 3
Eﬁ‘rt'c'pam Engineering 210 4 153 5
Ezrtlmpant Engineering 144 2 87 3
Egrtlmpant Engineering 172 3 99 3
fgrt'c'pam Engineering 172 3 107 3
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Participant

1 Engineering 168 98
Tgrticipant Engineering 175 126
Tgrticipant Engineering 169 118
ggrticipant Engineering 191 121
;frticipant Engineering 130 83
ggrticipant Engineering 163 99
ggrticipant Engineering 176 107
;Z\rticipant Engineering 171 121
;grticipant Engineering 228 133
ggrticipant Engineering 192 133
;;uticipam Engineering 182 119
;grticipant Engineering 187 106
ggrticipant Engineering 149 103
ggrticipant Engineering 151 67
gfrticipant Engineering 140 0
g;rticipant Engineering 172 101
ggrticipant Engineering 155 106
gjlrticipant Engineering 204 112
gsarticipant Engineering 160 98
ggrticipant Engineering 195 125
g;lrticipant Engineering 179 117
ggrticipant Engineering 179 114
:I:grticipant Engineering 193 127
Zgrticipant Engineering 152 87
Zfrticipant Engineering 183 121
Z;rticipant Engineering 161 90
Zgrticipant Engineering 167 122
erticipant Engineering 168 100
Zgrticipant Engineering 166 99
Zgrticipant (s:(c;)ir:r?cl;ger 159 106
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Participant

Computer

47 Science 137 61
Participant Computer

48 Science 152 69
Participant Co_mputer 216 137
49 Science

Participant Computer

50 Science 134 66
Participant Co.mputer 159 95
51 Science

Participant Co_mputer 167 80
52 Science

Participant Co_mputer 173 109
53 Science

Participant Co.mputer 163 114
54 Science

Participant Co.mputer 174 104
55 Science

Participant Computer

56 Science 161 80
Participant Co.mputer 182 80
57 Science

Participant Co.mputer 153 95
58 Science

Participant Co_mputer 200 97
59 Science

Participant Co.mputer 152 101
60 Science

Participant Co.mputer 149 70
61 Science

Participant Computer

62 Science 146 95
Participant Co.mputer 192 87
63 Science

Participant Computer

64 Science 129 60
Participant Computer

65 Science 163 76
Participant Co.mputer 140 78
66 Science

Participant Co.mputer 175 102
67 Science

Participant Computer

68 Science 133 55
Participant Co.mputer 175 92
69 Science

Participant Co.mputer 189 110
70 Science

Participant Co_mputer 176 112
71 Science

Participant Co.mputer 144 72
72 Science

Participant Co.mputer 175 108
73 Science

Participant Co_mputer 165 118
74 Science

Participant Computer

75 Science 127 61
Participant Co.mputer 151 70
76 Science
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Participant

Computer

77 Science 128 2 > 2
Participant Computer 140 2 65 2
78 Science
Participant Computer 158 2 100 3
79 Science
Participant Co_mputer 154 2 56 2
80 Science
Participant Computer 177 3 104 3
81 Science
Participant Computer 160 3 110 3
82 Science
Participant Computer 179 3 90 3
83 Science
Participant Computer 175 3 112 3
84 Science
Participant Computer 169 3 101 3
85 Science
Participant Computer 178 3 91 3
86 Science
Participant Computer 141 2 71 2
87 Science
Participant Computer 192 3 109 3
88 Science
Participant Computer 173 3 112 3
89 Science
Participant Computer 149 2 79 2
90 Science
gfrtlmpant Campus FYI 189 3 99 3
g;rtlmpant Campus FYI 141 2 66 2
ggrtlmpant Campus FYI 151 2 74 2
gzrtlmpant Campus FYI 205 3 107 3
;’grt'c'pa”t Campus FYI 193 3 117 4
ggrtlmpant Campus FYI 155 2 110 3
g;‘rt'c'pa“t Campus FYI 207 3 128 4
ggrtlmpant Campus FYI 148 2 113 3
ggrtlmpant Campus FY] 156 2 88 2
Participant Campus FYI 223 4 137 4
i’gf‘c'pam Campus FYI 157 2 85 3
Partcipant Campus FYI 147 2 81 2
Participant Campus FYI 167 3 75 2
103
Participant
o4 Campus FYI 188 94

Average 5'7 Average 5'9
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Table 4.13 Risk Values across Providers

Providers Probability value Consequence value Rigk
Hotmail 2.83 2.67 7.56
Gmail 2.72 2.95 8.03
Yahoo 3.15 3.15 9.95

4.2.7Step 7: Assessment of the Results

The risk value associated with each email provisiéine single most important output
of ISRAM; it is obtained taking into consideratitre system under study but also the
human in the system. Our analysis included 123 Ipedipided between 28 females
and 95 males. 42.3% were graduate students, 17 &% senior, 6.5% junior, 12.2%
sophomore, 13.8% freshman and 8.1% were staff|ltfa@mployee or post doc. The
largest percent of our participants were studenith wwome experience using
computers and 64.2% of them owned a laptop whil8%8vere heavy internet users.
About 71% of the participants revealed that thaima# accounts were “very
important” to them. From this risk analysis, im@mtt results were obtained. Based
on perception, participants believed that all thevglers had a medium risk level,
with Hotmail having the lowest risk, followed by Gihand Yahoo being less secure.
It is interesting to note that for Gmail, as seenTiable 4.14, participants with
engineering background believed that they were mabnesk than participants from
computer science. This could be explained by thesfdnat computer science students
believed they have higher security settings thajineering students.

Table 4.14 Gmalil Risk level based on participanjoma

Major Value of Probability, Value of Consequence KRis
Engineering 2.89 3.31 9.57
Cs 2.6 2.62 6.82
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Questions 10 surveyed users on their perceptiosoofe commonly used security

guestions. Question 10 was a Likert-type scale topresvith four dimensions from

very strong to not strong. Figure 4.2 presentdib&ibution of the survey results for

each security question. Of all the proposed questionly the security question “in

which city did your parents meet” was rated as yv&rong” by the highest number

(33.6%) of all the 134 participants. Also, the niyoof the participants believed that

“what is your mother’'s maiden name” and “what citgre you born in” were “not

strong” security questions.

Please rate the strength of the following security questions.

140

Whe is your What city ware ‘What is your frequent
favorte author? you bom in? flyar number?
‘What is the first name What is your mother's In which ity did
of your favente uncle? maiden name? ‘your parants meat?

Figure 4.2 Users Perceptions on Security Questions
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Since our study took place in an academic enviraripvee utilized the opportunity to
rate the security of the university account vetigsfree account of the participant’s
provider. Of the 123 participants, 68.9% assetted their security questions/answers
for my university email account are very strong &6d8% said that their university
email password is very strong. However only 25.3%auticipants felt more secure
using a university email account than their providmail account, furthermore just
12.6% believed that their university email accoean never be hacked.

And then 78.9% preferred to use their universityagnaccount while 59.8%
forwarded their university account emails to the#rsonal email provider account.
The strength of the university security questiond password led to a preference in
using the university account, but the perceptiothef users on the security of their
accounts and their protection from hackers conttadithe above statement.
Interestingly, more than half of those participa(i4.8%) have between two and
three email accounts which might increase thek lasels if we were to combine the
probability and consequences of occurrence of arggdreach of those accounts
together. 21.1% have between 4 and 5 accounts @%@ #have more than six
accounts. Only 12.2% use one account, which mighthb proportion for which this

analysis relates more closely to.

4.3 Discussion

The reality analysis suggests that Gmail has tlghdst count of high risk and
Hotmail and Yahoo have the same count of high i&hoo has the highest count of

medium risk, followed by Hotmail and Gmail. Hotmais the highest count of low
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risk and Yahoo and Gmail have the same count of tesk. Alternatively, the
perception analysis revealed that Yahoo has thkebiglevel of risk, followed by
Gmail and Hotmail. All Hotmail users believed thhaeir email provider is popular
because it is now an “integrated part of Windows @t and well-known and it is
“pushed by several internet providers.” In additione participant asserted that since
Hotmail migrated to Outlook.com it has not beenkiealc thus Hotmail has a good
reputation. The low security risk associated withtrHail is based on the facts that
none of the participants open mails from unknowndses, they rarely open emails
from unknown senders, the majority of them userthecount for professional and
academic purposes, they only send emails to felwear 5 recipients per day, they do
not use public network for email access and mosthefn believed that a good
password is 9 characters long and above and th@fusembination of letters and
number and non-letters, not numbers in a passvgeadgood password complexity.
However, the reality analysis showed that whilstrial had recently moved towards
stringer requirements that their account recovancess is still very weak. Also,
participants reported receiving mails from unknosenders which leads to believe
that the junk filtering system of Hotmail might nbé quite effective. In addition,
some of the participants do not know whether thetount had a message filtering
system even though all of the respondents had #ggiounts for 5 years or more.
Their perception of their account security might biased from their lack of
knowledge. Additionally, Hotmail users rated thecgéy questions “what is the
name of your favorite uncle”, “who is your favoréeithor”, “in which city did your

parents meet” and “what is your frequent flyer nenikas “very strong.” But these
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security questions are general questions that angounld find out if they are a little
familiar with the users. For example, the frequidygr number is usually on every
flight ticket and usually the card lies on the &lslt home. Furthermore, most of
Hotmail users rated “what is your mother's maideame as “strong”. Yet, most
people typically have their mother maiden name @ill® name and it should also be
noted that this particular question that was ratedtrong by Hotmail users is used
across multiple websites, thus creating a domifeeefas mentioned in the reality
analysis.

Yahoo users answered that many people have enwlats with yahoo and that
they were very few “large scale hacking” scandBist the highest risk associated
with Yahoo mail is that the majority of users reeemore than 18 new emails per
day in their inbox including personal emails angdatisement; this exposes them to
a greater risk of scam or phishing attacks. Moghefn were aware that their email
accounts had a chat system, which led to the csimtiuhat they used it and therefore
could be victims of fraud through the messagingesysas well. In addition, more
than half of the users send emails to multiplepieaits. Thus if an attacker gets hold
of one of those emails, there are lots of oppotiemifor phishing scams since the
attacker can portray as anyone in the email. Thentaof the users also stored their
personal information mostly rated as “important'tieir account which makes them
vulnerable. Furthermore, they used their accountstxial and academic purposes
mostly. According to the weights, since the sous¢ exposes to the greater risk, this
contributes to the high risk level associated wi#hoo. All users open their emails at

home but some of them used public library and pufditwork; these options present
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a higher threat to their security considering thaty also shop and visit social website
online. Yahoo users rated “what is your frequeprfinumber” as not strong, “what
city where you born in” and what is your mother'aiden name” equally, with some
people rating them as moderately strong and soimerinot strong. The security
guestions “What is the first name of your favortecle” and “in which city did your
parents meet” were considered very strong by themhaof the users.
In contrast to the previous two providers, most ¢msers did not rate any of the
security questions as very strong. In fact, “whatyour frequent flyer number”,
“What is the first name of your favorite uncle” atid which city did your parents
meet” were rated as strong, “who is your favoritghar’” was rated as moderately
strong and “what city where you born in” and whatyour mother’'s maiden name”
were rated as not strong. These ratings are moselglrelated to the reality analysis
since all of these questions could be classifiegeseral knowledge or knowledge of
information. Almost all participants asserted t@aingle was very popular because

e of its innovation when it first came out;

e all of their friends have Gmail;

e many universities including UMD use Gmail;

e Google has many useful features such as Google daasand phone;

e Google is a popular search engine; it's user filignthe interface is

simple and finally;

e Google is the industry leader.

Many of these aforementioned characteristics adslbGmail users to believe that

Gmail has a good reputation since they rarely tlear Gmail accounts had been
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hacked in comparison to Yahoo. Users believe Grhas very good security
procedures like the two-step accounts verificatemd the use of https and a spam
blocking feature which works. Even with all the gegstion on the security of Gmail,
most users answered that their security questi@ns twnoderately strong.” Thus the
existence of security features does not directhyd leo the implementation of these
features even when the users perceive the valuedadfithe features. Most users
receive more than 18 emails per day and also #terepersonal information in their
email accounts. Almost every user opens their eatallome but some also at the
public library or on public network; almost half tife participants use their Gmail
accounts for shopping and on social websites.

Clearly the perception of the users differ consaabdgr when it comes to security and
security questions, which translates into the diffie levels of risk attributed to each
provider. In summary, there is not an agreememnwden the reality analysis and the

perception analysis.
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Chapter 5. Conclusions

5.1 Limitation

The perception analysis depended greatly on therstahding of the questions. Even
though we strived to make them as clear as possthiere were still some
misconceptions from a few participants. As exampéesne participants stated they
do not receive email from unknown senders but wdmked about the frequency of
reception of emails from unknown senders, they ehasely or not so frequently
instead of never. Similarly, some participants estathey have access to shared
folders of other computers but they selected npliegble when questioned on the
number of computers accessed by sharing.

The security questions and their answers werecatitin this analysis. Though it may
seem right to categorize the questions based an fihens (general knowledge,
knowledge on information or knowledge on securitif)is assumes that people
answer the questions objectively because some noarrgput random answers. For
instance, one participant answered their secuntgstions by generating random
codes from computer software.

Another limitation of this study is that some peigants do not use antivirus or anti-
spyware because they run their computers on Limbe. analysis did not give them
any credit for that given that we did not ask fbwe toperating system in the
guestionnaire.

As mentioned earlier in the reality analysis, theking of the providers was based on

their settings and requirements at the time of etudy. These settings and
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requirements change continuously, thus there iseal of repeatedly evaluating the

risk associated with each provider.

5.2 Conclusion

The future of email is tenuous without a generanate of online trust. Hence,
building and sustaining user trust on the Intepretsent an ongoing challenge for
providers and is a research topic of increasingrést and importance. Even though,
the perception analysis gave a ranking of the piergi, the reality analysis could not
be as distinctive. There were some trade-offs twsicier because no provider came
across with all low counts on all levels of risk.

Even when an interface is optimized to induce trilm security and benefits of email
will still require an educated user who is informadzbut the risks and protections that
are present. Authentication processes are realppitant in email security. Studies
(21, 60, and -20) on authentication methods hawe/stihat users preferred usability,
convenience over security even when they know ttieice reflects a greater risk.
This perception will remain unchanged until thedrgeption of threat raise to a limit
where authentication processes become importantd0ntil they are subjects of
attack. Our analysis confirms that users’ percegtion authentication processes are
often not realistic, thus they believed their enaitounts are less at risk than it
actually is.

The security of email accounts was analyzed in seofnsecurity of communication
through the Internet, thus the privacy and policiEthe different providers were not

analyzed in this study. However, it is importantniote that all the providers had
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some terms of use, privacy statement or policieg the users agree to before

creating their accounts.

5.3 Future Works

Many email providers offer the possibility for useto link their different email
accounts together or access their account fromhanatterface. This is an interesting
phenomenon which reduces users’ time login intéedbht accounts. It would be
interesting to research the impact of that commnabn the security of those email
accounts and the users’ information given that gaclvider has different settings
available.

The perception analysis allowed us to briefly inigzde the effects of domain (.com
and .edu) on online trust and security. More redea needed in this area and could

include .com, .edu, .net and .org domains.
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Appendix A

To

QU Be AN
ES SW ANSWER SCO
TIO Deter ER SURVEY QUESTION CHOICES RES COMMENTS
NS | Mine | o
d?
Who is your email provider?
. Note: If you have many .
gl Skipp providers, please only choose Skip
ed ped
the one you use the most
and/or daily.
If popular more
02 al Doyputmnktmﬂyoureman Yes 4 wcmnsﬁom_
provider is popular? attacker's point of
view.
02 a2 Doyputhmkthatyoureman No 1 Risk reduced but
provider is popular? not O.
g2 a3 Do you thmk that your email Don't know 4 Assume worst.
provider is popular?
Do you think that your email wamsmw_
. sanctions or being
g3 al provider has a good Yes 1
. caught or want to
reputation? X
break in.
Do you think that your email
g3 a2 provider has a good No 4
reputation?
Do you think that your email
g3 a3 provider has a good Don't know 4
reputation?
I Direct association
”
g4 al Do you use your email daily? Yes 4 with asset.
g4 a2 Do you use your email daily? Most of the time 3
g4 a3 Do you use your email daily? No 2
How many attachments do Affects
g5 al | you receive per day in your | More than 12 4 enormously the
inbox? probability
How many attachments do
g5 a2 | you receive per day in your | 8-11 3
inbox?
How many attachments do
g5 a3 | you receive per day in your | 4-7 2
inbox?
How many attachments do
g5 a4 | you receive per day in your | Fewer than 3 1
inbox?
How many new emails do
g6 al | you receive per day in your | More than 18 4

inbox?
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g6

a2

How many new emails do
you receive per day in your
inbox?

12-17

g6

a3

How many new emails do
you receive per day in your
inbox?

6-11

g6

a4

How many new emails do
you receive per day in your
inbox?

Fewer than 5

q7

al

How strong are the security
guestions of your email
account? Note: Security
guestions are used for
password retrieval.

Very strong

q7

a2

How strong are the security
guestions of your email
account? Note: Security
guestions are used for
password retrieval.

Strong

q7

a3

How strong are the security
guestions of your email
account? Note: Security
guestions are used for
password retrieval.

Moderately
strong

q7

a4

How strong are the security
guestions of your email
account? Note: Security
guestions are used for
password retrieval.

Not strong

g8

al

What type of attachments dq
you receive in your inbox?
Choose all that apply.

Executable

Include zip
archives.

g8

a2

What type of attachments dq
you receive in your inbox?
Choose all that apply.

Scripts

Include Matlab
code, PGP & Diff,
Music files.

g8

a3

What type of attachments dg
you receive in your inbox?
Choose all that apply.

Documents

g8

a4

What type of attachments dg
you receive in your inbox?
Choose all that apply.

Photos

g8

ab

What type of attachments dg
you receive in your inbox?
Choose all that apply.

Other (please
specify)

other

g9

al

What type of email do you
receive in your inbox?
Choose all that apply.

Professional

Attackers can fake
professional
account.

q9

a2

What type of email do you
receive in your inbox?
Choose all that apply.

Academic

Most emails will
come from .edu.

g9

a3

What type of email do you
receive in your inbox?
Choose all that apply.

Personal

Attackers can fake
being a known
person.

g9

a4

What type of email do you
receive in your inbox?

Advertisement

103




Choose all that apply.

Depending on the

What type of email do you type of email
g9 a5 receive in your inbox? ggggf;f lease other | received,
Choose all that apply. probability of
attacks increases
Reduce probability]
Does your email account but not 0 because
gql0 al have a message filtering Yes 1 the user might not
system? use the filtering or
not use it properly.
Does your email account
gl0 a2 have a message filtering No 4
system?
Does your email account
gl0 a3 have a message filtering Don't know 4 Assume worst.
system?
Since we cannot
measure the
Does your email account effectiveness of thg
gqll al have a spam or junk filtering| Yes 1 spam blocking
system? feature, this
probability is
reduced but not 0.
Does your email account
gqll a2 have a spam or junk filtering| No 4
system?
Does your email account
gll a3 have a spam or junk filtering| Don't know 4 Assume worst.
system?
Does your email account
q12 al have a chat system? Yes 4
Does your email account
q12 az have a chat system? No 0
q12 a3 Does your email account Don't know 4
have a chat system?
413 al Do you ofte_n _send emails to Yes 4
multiple recipients?
q13 a2 Do you often _send emalils to No 0
multiple recipients?
Do you often share
qla al attachments with multiple Yes 4
recipients?
Do you often share
qla a2 attachments with multiple No 0
recipients?
What 'type of flles'do you ) Personal
gql5 al store in your email account? information 4
Choose all that apply.
What type of files do you . This was analyzed
gl5 a2 store in your email account?| (I;’rlvate 2 as any type of
ocuments

Choose all that apply.

documents,
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including online
storage,
homework,
reports, and
academic
documents.

gl5

a3

What type of files do you
store in your email account?
Choose all that apply.

Private photos

gl5

a4

What type of files do you
store in your email account?
Choose all that apply.

Other (please
specify)

other

Ads, almost

nothing were giveri

a rating of 1.

gql6

al

To how many recipients do
you send email per day from
your email account?

More than 16

gql6

a2

To how many recipients do
you send email per day from
your email account?

11-15

gql6

a3

To how many recipients do
you send email per day from
your email account?

6-10

gql6

a4

To how many recipients do
you send email per day from
your email account?

Fewer than 5

ql7

al

How would you rate the
importance of the files in
your email account?

Very important

ql7

a2

How would you rate the
importance of the files in
your email account?

Important

ql7

a3

How would you rate the
importance of the files in
your email account?

Moderately
important

ql7

a4

How would you rate the
importance of the files in
your email account?

Not important

gl8

Skipp

Skip
ped

How would you rate the
importance of your email
account?

Skip
ped

gql9

al

Do you receive emails from
unknown senders in your
inbox?

Yes

Can be good or
bad.

gql9

a2

Do you receive emails from
unknown senders in your
inbox?

No

g20

al

How often do you receive
emails from unknown
senders in your inbox?

Everyday

g20

a2

How often do you receive
emails from unknown
senders in your inbox?

Frequently

g20

a3

How often do you receive
emails from unknown

senders in your inbox?

Not so
frequently
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g20

a4

How often do you receive
emails from unknown
senders in your inbox?

Rarely

g20

a5

How often do you receive
emails from unknown
senders in your inbox?

Never

g21

al

Do you open emails from
unknown senders?

Yes, all the time

g21

a2

Do you open emails from
unknown senders?

Most of the time

g21

a3

Do you open emails from
unknown senders?

Rarely

g21

a4

Do you open emails from
unknown senders?

Never

g22

al

What do you use your email
account for? Note: Please
only choose the primary
purpose of your email
account.

Professional

Depending on use
email address is
divulgated to many
individuals or few.

g22

a2

What do you use your email
account for? Note: Please
only choose the primary
purpose of your email
account.

Academic

g22

a3

What do you use your email
account for? Note: Please
only choose the primary
purpose of your email
account.

Social

g22

a4

What do you use your email
account for? Note: Please
only choose the primary
purpose of your email
account.

Shopping

g22

ab

What do you use your email
account for? Note: Please
only choose the primary
purpose of your email
account.

Other (please
specify)

other

Answer choices
(Everything or
personal) were
rated 4.

g23

al

Where do you open your
email account? Choose all
that apply.

University

Based on the placg
probability is
higher; the
consequences of
user's information
being stolen vary
accordingly.

g23

a2

Where do you open your
email account? Choose all
that apply.

Public Library

g23

a3

Where do you open your
email account? Choose all
that apply.

Home

g23

a4

Where do you open your
email account? Choose all

Mobile Network
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that apply.

g23

a5

Where do you open your
email account? Choose all
that apply.

Public Network

g23

a6

Where do you open your
email account? Choose all
that apply.

Other (please
specify)

other

g24

al

What type of device do you
use for accessing your emai
account? Choose all that

apply.

Laptop

Most of users’
information are
usually on the
device's storage.
Laptop goes
everywhere and
usually has more
space than tablet
and cell.

g24

a2

What type of device do you
use for accessing your emai
account? Choose all that

apply.

Desktop

A desktop has a lo
of storage must is
not as portable.

g24

a3

What type of device do you
use for accessing your emai
account? Choose all that

apply.

Tablet

g24

a4

What type of device do you
use for accessing your emai
account? Choose all that

apply.

Cell phone

g25

al

If you use campus desktops
do you have access to sharg
folders of other computers?

rdyes

g25

a2

If you use campus desktops
do you have access to sharg
folders of other computers?

rdNo

g25

a3

If you use campus desktops
do you have access to sharg
folders of other computers?

2dNot applicable

g26

al

If you use campus desktops
how many computers are
accessed by sharing?

More than 18

g26

a2

If you use campus desktops
how many computers are
accessed by sharing?

12-17

g26

a3

If you use campus desktops
how many computers are
accessed by sharing?

6-11

g26

a4

If you use campus desktops
how many computers are
accessed by sharing?

Fewer than 5

g26

a5

If you use campus desktops
how many computers are

Not applicable

accessed by sharing?
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How do you use your email

q27 al account? Choose all that Send email 2
apply.
How do you use your email
g27 a2 account? Choose all that Receive email 2
apply.
How do you use your email Include travel
g27 a3 account? Choose all that Shopping online| 3 .
apply. reservation.
How do you use your email
g27 a4 account? Choose all that Social website 4
apply.
How do you use your email
q27 ab account? Choose all that Other (please other
specify)
apply.
Heavy users have
How long have you had your More than 5 more spam and
g28 al . 4
email account? years newer accounts
receive less spam.
How long have you had your Between 3 but
g28 a2 . 3
email account? less than 5 years
428 a3 How. long have you had your Between 1 but 5
email account? less 3years
g28 a4 HOW. long have you had you Lessthanayear] 1
email account?
g29 Skip Comments? Skip
ped ped
Do you own a device with
part online email access? Note:
2 p | part2- | Skip | If you have many devices, Skip
art2 | q1 ped | please only choose the one ped
-ql you use the most and/or
daily.
part .
2 q | g2 al Do you update your device Yes 0
5 against vulnerabilities?
part .
2 q | g2 a2 Do you update your device No 4
5 against vulnerabilities?
part How often do you update Irggléﬂziided or
29|93 al | your device against Monthly 2 whenever
3 vulnerabilities?
prompted.
part How often do you update Include
29|93 a2 | your device against Weekly 1 3times/week or
3 vulnerabilities? daily.
part How often do you update
29|93 a3 | your device against Rarely 3
3 vulnerabilities?
part How often do you update
29|93 a4 | your device against Never 4
3 vulnerabilities?
part 93 a5 How ofte_n do you update Other other
2 q your device against
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3 vulnerabilities?

External hard drive
part o can hold more
2 q | g4 al 2goyoosueu§:3tﬁasttgra?e medla.gé\t/irnal hard 4 data. Includes
4 pply- cloud storage and

dropbox.
gart 4 a2 Do you use a storage media?USB 3 USB are more
4_q q Choose all that apply. popular.
gart 4 a3 Do you use a storage media?SD 5 SD, CD, DVD are
4_q q Choose all that apply. equally usable.
part D .

0 you use a storage media]?
i_q a4 a4 Choose all that apply. D 2
part D .
0 you use a storage media]?
i_q a4 as Choose all that apply. DVD 2
part D i _
0 you use a storage media]? Not applicable was
i—q a4 a6 Choose all that apply. Other other rated O.
part -
2.q |95 al Do you run an antivirus gm Yes 0
5 your personal computer?
part -
2.q |95 a2 Do you run an antivirus gm No 4
5 your personal computer?
part - Don't have a
Do you run an antivirus on
29|95 a3 personal 0
your personal computer?
5 computer
part .
2 q | g6 al Do you run anti spywar(i onl yee 0
6 your personal computer?
part .
2 q | g6 a2 Do you run anti spywarei)on No 4
6 your personal computer?
part . Don't have a
2 q | g6 a3 Do you run anti-spyware on personal 0
6 your personal computer?
computer
art Please rate your provider
2 Skip | email account versus your Skip
-a a7 ped | university email account if ped
7 .
applicable.
What is a good password
part length? Remember: A length
2 q |8 al includes letters, number_s andMore than 16 1
8 characters. A character is
anything that is not a letter or
a number.
What is a good password
part length? Remember: A length
29|98 a2 | includes letters, numbers and9-15 2
8 characters. A character is

anything that is not a letter o
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a number.

What is a good password
length? Remember: A lengt

part includes letters, numbers and
g_q q8 a3 characters. A character is 58 3

anything that is not a letter or

a number.

What is a good password
part !ength? Remember: A length
2 q |8 ad includes letters, number; andFewer than 4 4
5 characters. A character is

anything that is not a letter or

a number.
part What is a good password
2 q | qo al complexny? Rem_ember: A Letter, numbers 1
9 character is anything that is | and characters

not a letter or a number.

Letters and

part What is a good password number/letters
2 q | qo a2 complexity? Remember: A | and >
9 character is anything that is | characters/numb

not a letter or a number. ers and

characters

part What is a good password Letters
2 q | qo a3 complexity? Remember: A | Only/numbers 4
9 character is anything that is | only/ characters

not a letter or a number. only
ga(rqt 410 Skip Pleasg rate the_ strength of the Skip
10 ped | following security questions. ped
part What do you do online?
iiq g1l al Choose all that apply. Download 4
ga;t qil a2 What do you do online? Send and receive 3
11 Choose all that apply. e-mails
gig qil a3 What do you do online? Chat >
11 Choose all that apply.
part . Read
2. q|9qll a4 \(/:Vr?:ésdeoﬁf?;gf a%rg:ge? newspapers and| 1
11 ) articles
part What do you do online?
iiq qll as Choose all that apply. Research 1
part What do you do online?
iiq g1l a6 Choose all that apply. Shop 2
gag qu1 | O | Whatdoyoudo online? | o Othe
11 er Choose all that apply. r
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part

How many different website

iiq ql2 al do you visit per day? More than 18 4

part . o

2 q | q12 a2 How many different websites 12-17 3

12 do you visit per day?

part . .

2 q | q12 a3 gow many dlfferentowebsne 5 6-11 5

12 0 you visit per day?*

part How many different websites

2 q|9gl2 a4 d e 5 Fewer than 5 1

12 0 you visit per day?~

gart 13 al What type of website do you Social 4

1§q q visit? Choose all that apply.

gart 13 a2 What type of website do you Research 1

1§q q visit? Choose all that apply.

gart 13 a3 What type of website do you Music 3

1§q q visit? Choose all that apply.

gart 13 ad What type of website do you News 5

1§q q visit? Choose all that apply.

gart 13 a5 What type of website do you Other other

1§q q visit? Choose all that apply.

part i

2.q|ql4 al How many files do you More than 12 4

12 download per day?

part )

2 q | q1a a2 How many files do you 8-11 3

12 download per day?

part )

2 q | q1a a3 How many files do you 47 5

12 download per day?

part )

2.9 |ql4 ad How many files do you Fewer than 3 1

12 download per day?

part What type of files do you

2.q | gl5 al | download? Choose all that | Executable 4

15 apply.

part What type of files do you

2.q | gl5 a2 | download? Choose all that | Scripts 3 Include music.

15 apply.

part What type of files do you

2 q | gl5 a3 | download? Choose all that | Documents 1

15 apply.
Photos are larger
in size than

part What type of files do you documents and

2 q | gl5 a4 | download? Choose all that | Photos 2 more people acceq

15 apply. them; plus there

are usually
transferred from
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some other

equipment.

part What type of files do you
2.q | ql5 a5 | download? Choose all that | Other other
15 apply.
gart 16 Skip | How many email accounts do Skip
1Eq q ped | you currently use? ped
gart 17 Skip | Please choose a category Skip
17q q ped | which applies to you. ped
part

Please rate your Internet
2.9 | ql8 al experience I}ével Heavy user 4
18 '
part

Please rate your Internet
2 q|9gl8 a2 experience I)ével Above average 3
18 '
part

Please rate your Internet
249 | ql8 a3 experience I)ével Average 2
18 '
gart 18 a4 Please rate your Internet Some 1
1§q q experience level.
part . .
2 g |919 Skip What is your gender Skip
19 ped ped
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Appendix B

Yahoo Sign up Questions

1°' Question Set

-Select One-

1.

8.

9.

What is the first name of your favorite uncle?
Where did you meet your spouse?

What is your oldest cousin’s name?

What is your youngest child’s nickname?
What is your oldest child’s nickname?

What is the first name of your oldest niece?
What is the first name of your oldest nephew?
What is the first name of your favorite aunt?

Where did you spend your honeymoon?

10.-Type your question here-

2"4 Question Set

-Select One-

1.

Where did you spend your childhood summers?
What was the last name of your favorite teacher?
What was the last name of your best childhood é'fen
What was your favorite food as a child?

What was the last name of your first boss?

What is the name of the hospital where you wera®or

What is your main frequent flyer number?
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8. What is the name of the street on which you gre® up

9. What is the name of your favorite sports team?

10.What is your first pet's name?

11.What is the last name of your best man at your \wegd

12.What is the last name of your maid of honor at ywedding?

13.What is the name of your favorite book?

14.What is the last name of your favorite musician?

15.Who is your all-time favorite movie character?

16.What was the make of your first car?

17.What was the make of your first motorcycle?

18.Who is your favorite author?

19.-Type your question here-

AOL Sign up Questions

15 Alternative

Select a Security Question

1.

2.

What is your frequent flyer number?

What is your library card number?

In which city did your parents meet?

In what year was your mother born?

What was your favorite childhood cartoon?
What was your favorite childhood book?

In what year was your father born?
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8. What was your childhood nickname?

2" Alternative
Select a Security Question
1. What was your favorite childhood book?
2. In what year was your father born?
3. What was your childhood nickname?
4. What is your grandmother’s first name?
5. What is your father's middle name?
6. In what city were you born?
7. What is your mother’s maiden name?

8. What was the name of your first pet?

Gmail Sign up Questions

Choose a Question
1. What is the name of your best friend from childh®od
2. What was the name of your first teacher?
3. What is the name of your manager at your first job?
4. What was your first phone number?
5. What is your vehicle registration number?

6. Write my own question

Hotmail Sign up Questions
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Select One

1.

2.

3.

Mother’s birthplace

Best childhood friend
Name of first pet
Favorite teacher

Favorite historical person

Grandfather’s occupation

GMX Sign up Questions

Choose One

1.

2.

What city were you born in?

What is your mother’'s maiden name?

What was the name of your first pet?

Who is your favorite author?

What was the last name of your favorite teacher?
What is the name of the street on which you gre® up
What is the name of your favorite sports team?

Who is your all-time favorite movie character?

What was the make of your first car?
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Glossary

If needed.
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