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Chapter 1

Introduction

Wireless ad hoc networks hold the promise of ubiquitous eotivity, but their
widespread deployment has not become a reality due to sdimoitations on their per-
formance. Information-theoretic studies have shown tmaper-node available through-
put of the wireless channel can degrade severely with isergethe number of nodes in a
flat wireless network [1]. The lack of robustness of the vassl networks is also a major
issue. Many envisioned applications of wireless networksia adverse environments
like military operations or disaster relief, situationsew the possibility of node failure
is high, or the terrestrial wireless channel might be disgd@nd connectivity between
source-destination pairs might not be available.

Security of the communication in a wireless environmentl$® aery important.
Due to the open nature of wireless transmission, any outsateeavesdrop on the com-
munication, or try to disrupt the communication by injegtimodifying or deleting pack-
ets. Traditional methods for data encryption, autheribcabr message integrity were
designed for wired networks where nodes are mostly statyosnrad connected to power
supplies. The solutions could thus be powerful in terms olisgy without having to
consider any constraints on the available energy of theorktmodes. However, this ap-
proach designing powerful security algorithms that areematrgy-conscious, make them

unsuitable in the wireless setting, since the wireless siodaally have a limited amount



of energy and also their processing power is less due to #rggronstraints. The wired
security solutions can actually be security threats in threlass environment as their
execution can lead to a rapid drainage of the wireless nodeygrand thus render the
wireless nodes inoperative.

In this research work, we investigate whether the additicnsatellite overlay net-
work can improve the performance, security and robustnekEsge wireless networks.
We define a satellite overlay network as comprised of higlvgraterrestrial gateway
nodes placed amongst the wireless user nodes and intectednagy high-bandwidth
satellite links. We postulate that the addition of such alktd overlay network can offer
significantimprovement in performance, network reliaiéind availability in large wire-
less networks, and also enable efficient security solutimeitsare well-suited for wireless
nodes with limited resources. Thus, we define a hybrid weseleetwork as composed
of terrestrial wireless LANs with a satellite overlay netkioand we try to answer the

following questions:

1. how does the satellite overlay network improve the compation performance

and network reliability in a hybrid wireless network,

2. can we make use of the satellite overlay to design effigeatirity protocols that

are well-suited for the resource-limited user nodes, and

3. what are the disadvantages, if any, introduced by thdlisaverlay and how do

we address these disadvantages efficiently.

We address the above questions in our research work in chapt® 6 of this



dissertation. A outline of the work contained in chapters 8 ts as follows'.

1. Through network modeling and simulation, we investigatether the end-to-end
performance for high data-rate traffic is improved in a hghsireless network

when a satellite overlay is added, compared to a flat wirglessork.

2. We develop analytical models to estimate the performahbgbrid networks and
demonstrate the use of mathematical tools to allow us taydesptimal hybrid

network topologies.

3. We analyze the security requirements for group commtioitan hybrid wire-
less networks and examine how the presence of the satelltigag can help to
implement better security solutions. We focus on sourchemiication in group
communication, and we design a protocol for multicast seaathentication that

makes intelligent use of the satellite overlay.

4. We investigate the requirements of wireless multicasting protocols for group
communication in the hybrid network and propose an efficiémpology-aware
multicast routing protocol. We integrate the multicasttinog protocol with the
source authentication protocol to propose a design forreanuilticast routing in

hybrid networks that is robust to attacks by malicious asizges.

5. We discuss the various performance enhancement sdutian have been pro-

posed to overcome the high propagation delay of sateltites]iand how these per-

1In the rest of this dissertation, we use the terms "hybriovoek”, "hybrid wireless network” and

"hybrid satellite/wireless network” interchangeably.



formance improvements are adversely affected by traditionicast security pro-
tocols like the IP Security Protocol (IPSEC) at the netwearkel or Secure Socket
Layer (SSL) protocol for secure HTTP (HTTPS) at the appicatayer. Through
modeling and simulation, we investigate whether the pregtass/ered IPSEGQro-
tocol can overcome the performance problems associatédtinaditional IPSEC.
For secure HTTP, we propose the Dual-SSL protocol as amatiee to SSL and

investigate its performance in comparison to SSL.

1.1 Organization of the Dissertation

The rest of the dissertation is organized as follows.

In chapter 2, we describe the hybrid network topologiesweatonsider and some
of their important applications. We also describe the netvmodels that we have built
for simulations and give the results of the simulations tmpare the performance of the
hybrid network topologies with that of flat topologies.

We describe analytical methods to estimate the performahlegbrid networks in
chapter 3. Here we show how we can apply loss network modetsetbybrid network,
and perform fixed point iterations on the loss network modet¢dtimate performance
metrics for various network parameters. We also show howameombine the analytical
model with mathematical computational techniques to fureetthe network parameters
and thus do network design.

In chapter 4, we propose a source authentication protocahowireless nodes

for securing group communication. The source authentingtrotocol takes advantage



of the presence of the satellite overlay network. We demmatesthe major savings in
energy and processing delay that are possible with the peapprotocol, compared to
commonly-used authentication methods.

In chapter 5, we discuss why secure multicast communicaianportant in hy-
brid satellite networks and propose a multicast routingqural that makes efficient use
of the physical hierarchy present in the hybrid network. \'ge @ropose a design for se-
cure multicast routing that combines the multicast protagth the source authentication
protocol described in chapter 4.

Chapter 6 deals with the issue of secure unicast commuaicati satellite net-
works. We discuss why the introduction of the satellite tayehas a detrimental effect
on the performance of unicast communication between a paetwork nodes, and the
TCP and HTTP proxy enhancements that are used by sateltit®re to mitigate the
adverse effects. We show how the network enhancementsaerbby the introduction
of IPSEC and SSL protocols for unicast security, and we dascerovel methods that
we propose to allow both the performance enhancements anskethurity protocols to
function simultaneously.

We conclude the dissertation in chapter 7, highlightingrttagor contributions of
our research efforts and by giving a roadmap for future meseandeavors related to the

work presented in this dissertation.



Chapter 2
Achieving Performance Improvement in a Wireless Networthai
Satellite Overlay

2.1 Overview

Deployment of large-scale ad hoc wireless networks suftenseveral major prob-
lems. Recent studies have shown that the per-node wirddlassel throughput in a wire-
less network is inversely proportional to the square rodhefnumber of nodes in the
network [1]. Therefore, as the network increases in sizejritlividual throughput of the
nodes decreases rapidly. Even if the network is connedtedad hoc routing protocol
might fail to find routes between the source and the destinathen they are widely sep-
arated. For many traffic profiles, a fully wireless networlghtinot be able to satisfy the
guality of service (QoS) requirements of the traffic. Forrapée, the end-to-end delay
for voice traffic might be unacceptably high. Also, wirelesshoc networks are ideally
suited for applications like military battlefield and disarsrelief due to the lack of infras-
tructure requirement and rapid deployment capability.nSagplications are typically in
hostile environments where there is a high probability déifa of the wireless nodes. In
the event of node failures, the network might get partittbaed the path between sources
and destinations might become unavailable. Wireless n&sxberefore are not robust to

node failures.



Based on the above issues with wireless networks, we aditegsiestion of feasi-
bility of large-scale wireless networks. We propose thatatdition of a satellite overlay
network can effectively solve the problems with performaaad robustness of wireless
networks and make it possible to implement wireless netavarith a large number of

nodes.

2.2 Methodology

We define a satellite overlay network as consisting of one arensatellite nodes
and multiple terrestrial “gateway” nodes that have integfafor both satellite links and
terrestrial wireless communications. For our network nhogle consider one satellite in
geostationary orbit. We divide the terrestrial networlointultiple “clusters” of wireless
nodes, with each cluster being served by a gateway noden&ydierrestrial user nodes
reach the gateway node through multi-hop terrestrial pdths satellite overlay network

provides multiple advantages to the wireless network. Tvamatages are outlined below.

e The forwarding over the satellite links is single-hop, camga to multi-hop for-
warding path on the ground. Thus the overlay provides shbpaths between a
terrestrial source and a destination when the source arithaigsn are separated

by several hops.

e The bandwidth of the satellite links is higher than the t&rial wireless channels,
and thus the overlay network provides high-bandwidth a#t paths for the appli-

cation traffic.

e The satellite is always on, and the characteristics of thellga links are well-
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known. In the event of forwarding node failure on the temakpath between a
source and destination, the satellite overlay providesrradte, forwarding paths.
The satellite overlay thus provides reliable communicapaths to the terrestrial

nodes.

2.2.1 Proposed Network Model

We consider the terrestrial network to be composed of wsseleodes that are
grouped into either separate local area networks (LANsYhey are spread in a sin-
gle large wireless network covering a large area. The teiaésetwork has no wired
infrastructure. The wireless nodes have limited energy@mndessing power, and they
are also limited in their transmission range. In this chapte consider unicast communi-
cations between source-destination pairs, and we tregagfeeof group communications
involving multiple sources and multiple destinations irmpter 5. The source and desti-
nation can be in different physical LANs, or they might be @hidseparated in the same
wireless network. At a given time, there can be multiple setdestination pairs com-
municating with one another. Communications between thececand destination pairs
are via multi-hop routing paths established with interragglnodes acting as forwarding
routers. The bandwidth available is limited by the maximwndwidth of the wireless
channel, which is shared by all the nodes. The communicatian involve a wide range

of applications with different QoS requirements:
e Video stream: high bandwidth, low jitter

¢ \Dice: low bandwidth, low jitter



e Data traffic: high reliability, medium delay

Based on the above traffic types and communications capedibif the user nodes,
we propose to add a satellite overlay network for improvedopmance and network
availability in the event of node failures. The satelliteeday network consists of a geo-
stationary (GEO) satellite and multiple terrestrial “gedg” nodes that have interfaces
for both satellite links and terrestrial wireless commatiiegns. In our present model, we
assume each ground cluster is served by one gateway nodeist#&rctan be a physical
wireless LAN, or clusters can be logical subdivisions ofrgéawireless network, created
using different wireless base station set (BSS) identifdfs assume that the GEO satel-
lite has multiple spot-beams. It is capable of on-board @ssinig and switching between
the different spot-beams. The GEO satellite has a larggfodtand therefore it can in-
terconnect all the terrestrial LANs in a large area. Thellg&tes managed from a remote
Network Operations Center (NOC) through a dedicated haymdlvidth channel. The
NOC has wired broadband link to the Internet. The satellifgpsrts high bandwidth for
downlink (approximately 90Mbps) and moderate bandwidthujplink (approximately
1.5Mbps). These assumptions about the GEO satellite amastent with the features of
several next-generation satellites in development oadireleployed (for example, [2]).

The wireless terrestrial network and the satellite overtayether form a hierarchi-
cal hybrid network with varying node capabilities and diffiet channel characteristics.
Every node in the network, including the satellite, is IRh@ssable and can support IP-
based protocols. The wireless user nodes in a cluster or LdiNntunicate with one

another and the local gateway node using multi-hop ad hotingprotocols over the



terrestrial wireless channels. The gateway nodes havepeuttommunication paths to
other gateway nodes: either through terrestrial multi-ina@less paths using ad hoc
routing protocols, or in a single-hop over the satellitercted. The satellite overlay thus
provides space diversity to the network. Communicationvbeh a source and a desti-
nation located in different LANs can take one of multiplewarding paths: multi-hop
ad hoc paths through forwarding user nodes (assuming theslak&lconnected terrestri-
ally), or multi-hop ad hoc paths to the local gateway, whictwlards to the destination
gateway either terrestrially or over the satellite linksgddrom there to the destination
node. If the gateway nodes can route terrestrially or thnahg satellite links, the path
selection is based on the end-to-end delay and the throtigggpuired for the data traffic.
Each terrestrial wireless LAN creates a mesh network wighalal gateway node acting
as the core of the mesh network. In the overlay level, theséial paths between the
gateway nodes create a mesh architecture, while the satidfines a star network where

the bandwidth can be dynamically distributed amongst tltetlping gateway nodes.

2.2.2 Example Hierarchical Topologies

Based on the network model outlined in section 2.2.1, figutesBows a represen-
tative architecture that is suitable for civilian or comgial use. The network comprises
wired LANs, wireless LANs with fixed and mobile access poif®s), and mobile ad
hoc networks (MANETS) that are connected to one another,tare wired Internet,
through a GEO satellite. Mobile APs serve networks wherertfiastructure is not read-

ily available, or a network in a moving vehicle. A subset of thodes in the MANET
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GEO
Satellite

AP/ST: Access Point/Satellite
Terminal
NOC: Network Operations Center
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Figure 2.1: Hybrid network topology with a satellite overléor civil-
ian/commercial applications.

have satellite uplink/downlink capability and can therefoonnect to the rest of the hy-

brid network.

<V, GEOsatellite <V, GEOsatellite

Low altitude

Low altitude vehicle

f@%r& ‘ ANy -

estrial network Terrestrial network

‘ """ §‘- -

tltwk

(a) Hybrid network topology for military operationg) Hybrid network topology for emergency opera-
tions/disaster relief

Figure 2.2: Hybrid wireless network topologies with a déeebverlay for
military operations and disaster relief.

Figure 2.2(a) illustrates a hybrid wireless network foritaily use. The terrestrial
segment is composed of MANETSs with wireless mobile nodes.,(ground soldiers).

Each MANET has one or morrwarding nodeqFN) with higher capabilities (e.g.,
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armored vehicles). The FNs have wireless communicatioh tdth the basic mobile
nodes, and with spacecraft flying at low altitudes. The sgafeare Unmanned Air
Vehicles (UAVS) or manned aircraft like helicopters etcaotombination of both. The
basic mobile nodes can communicate with the spacecraftighrthe FNs. The UAVs
and other low-altitude spacecraft have satellite uplioi/dlink to a GEO satellite. The
different spacecraft can communicate with one anotheekeitirough horizontal commu-
nication links or through the satellite. The satellite disais to a command and control
center in a different location, and therefore connects tANHETs and the low altitude
spacecraft to the command and control center.

Figure 2.2(b) illustrates a hybrid wireless network sugailor emergency opera-
tions like disaster relief. The terrestrial segment is cosgal of low-power sensor nodes
grouped into clusters. Each sensor node cluster has onerermubile base station nodes
with higher capabilities. The mobile nodes communicatdéwhe sensors, with low alti-
tude spacecraft, and also with a GEO satellite. The baserssailso receive command
and control messages from the satellite and broadcast thseages to the sensors. The
low altitude spacecraft (UAVs and/or helicopters) havesléigg uplink/downlink. The
satellite connects the low altitude spacecraft and the lmabdes on the ground to a com-
mand and control center. The sensor nodes collect data aboditions on the ground.
The mobile nodes, which can be emergency vehicles, procestata collected from the
sensors and relays the data via the spacecraft and satelthe command center. The
command center processes the collected information arts sgrerational commands to

the spacecraft and the mobile vehicles to facilitate thasdes relief operations.

12



2.3 Simulation Model and Results

2.3.1 Network Models with Stationary Nodes

We have created models of hybrid wireless networks in Opradd¥er [3] and ob-
tained performance results for voice and video traffic throsimulations. In the network
models, we have used IEEE 802.11 11Mbps as the MAC layer towireless ground
segment. We use AODV as the ad hoc routing protocol for thergtesegment. For
the satellite overlay network, the ground wireless segreedivided into four clusters,
with one gateway in each cluster. The gateways are locatiiivane-hop transmission
range of the source and destination nodes. Over the sateiks, we used point-to-point
static routing. The satellite is located in geostationatyito For the simulation runs, we
consider the nodes in the network to be stationary.

We ran simulations for network sizes of 200 nodes and 1068s08igure 2.3(a)
shows the simulation model for the hybrid wireless networth\200 nodes. For this
network, there are two source-destination pairs sendingjunedata rate voice traffic
using multi-hop forwarding paths. The voice traffic receiv®y the destinations in the
hybrid wireless network with satellite overlay, comparedtsimilar flat network without
the overlay, is shown in figure 2.3(b). For the hybrid netwak the voice traffic is
received, while a large percentage is dropped by the flatorktwA comparison of the
voice traffic parameters is given in figures 2.4 and 2.5. Thikterend delay for the voice
traffic is substantially less in case of the hybrid wirelessvork, and is mostly due to the
propagation delay over the satellite links (figure 2.4(8)inilarly, the voice traffic delay

variation (figure 2.4(b)) and the voice jitter (figure 2.5¢ anuch less when the satellite

13



overlay is used for forwarding the traffic. For the ad hoc imgiprotocol AODV, the time
taken to discover routes to the destination, and the nunflieps in the route are shown
infigure 2.6. As shown in figure 2.6(a), the satellite ovedeyvides a reliable forwarding
path that is available for the duration of the traffic flow, iehthe terrestrial forwarding
paths change due to route timeouts, channel contentigraredchus the forwarding path
has to be re-established multiple times. This also cort#to the delay and the data
drop. The number of hops is also limited in the case of thelaydorwarding, compared

to terrestrial paths (figure 2.6(b)).

“ obce Trallic Received {packets/sec)

B Flat WLAN
H Hybrid Satelits WLAN
Wonce Triffic Riecetved (packatslonc)

8
]
—
=
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I I T
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(a) Simulation model for 200-node hybrid wireldsd Comparison of voice traffic received (X-axis is the
network with satellite overlay simulation duration in minutes)

Figure 2.3: Performance evaluation of 200-node flat wiselestwork and
hybrid wireless network with satellite overlay.

The statistics for the wireless channel for the hybrid asenetwork and the flat
wireless network are compared in figures 2.7 and 2.8. Figii@pPshows that even with

limited application traffic, the wireless channel for the fiatwork drops a large amount

14



et Cacket Delay Yariation - Time Average

Woice Packet End-to-End Delay - Time Average (sec)

B Flat WLAN
B B bybeid Sstalits WLAN _
Voke Pacht End-bo-Erel Delay - Tine Averags (sec) in e Pict s ettt Ko e

: mall y
; 4 7/
Ui 7

— :
— : -

I | | 1 | 1
o in o =l . =m o im m am A 5
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Figure 2.4: Comparison of voice traffic delay charactesssiin 200-node flat
wireless network and hybrid wireless network with satelbverlay (X-axis
is the simulation duration in minutes).

of the data, while the satellite overlay has no data dropstaldiee very high bandwidth
and the reliable forwarding path it provides. The wireldsarmel delay is much higher
for the flat network as all the nodes contend for the sharedunmedwvhereas for the
hybrid network the delay is almost negligible because ohe@verlay forwarding path is
established, all the traffic flows through it and there areduitaonal resource reservation
requests from the sources for the wireless channel (fig@@®@). For similar reason, the
overall throughput for the wireless channel for the hybetiwvork is much less compared
to the flat network, since most of the data is transmitted tversatellite links and the
wireless channel is not utilized much.

In the network model with 1065 nodes, there are three sodesénation pairs.

One pair of the sources are located one-hop away from eaeh, atfd their respective
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Figure 2.5: Comparison of voice traffic jitter in 200-nodd fMareless net-
work and hybrid wireless network with satellite overlay @Xis is the simu-
lation duration in minutes).

destinations are also one-hop neighbors. These sourceleatidations are at the extreme
ends of the network, which covers an area of 30km x 30km. Therctource-destination
pairs are located close to the center of the network. A coisparof the voice traffic
sent and received when the network has 1065 nodes is showgune 2.9. The graph
shows that when the one-hop neighboring sources are tramgrgimultaneously, there
is a significant traffic drop due to collision in the wirelesgaonel and also due to buffer
overflow in the forwarding nodes. When the overlay networnksed, the high bandwidth
provided by the satellite links ensures that traffic doesgebtbacked up in the gateway,
and also there is no collision in the wireless channel. THaydgtatistics for the voice
traffic are given in figures 2.10 and 2.11 and their analysesianilar to the case for the

200-node network.

16



Route Discovery Time (secomds) Number of Hops per Route

W Flst Wirekess Mot I Plat Winedess Nnbwaork,
B Hyhekd Wiraless Notwork I Hybrid Wireless Nebwork
Rouke Descovery Tive {seconds) Mo of HOps peee: ot

[ &

1. A

| S w11

5 .
M Flh M 2 .
1 HI l ! 1 Y
i 1 i i | | o5 I I I i i
Ot 1 o 3 & L) Doy im 2m 3y 4ra Sim

_—

(a) AODV route discovery time (seconds) (b) AODV number of hops per route

Figure 2.6: Comparison of AODV parameters in 200-node flag\ss net-
work and hybrid wireless network (X-axis is the simulatianation in min-
utes).

2.3.2 Network Model for Urban Rescue Scenario with MobilaelBe

We have created a hybrid network topology model for an urleseue operation
scenario (figure 2.12(a)) in Opnet Modeler and ran simulatito evaluate its perfor-
mance. In this scenario, there are wireless sensor nodesyddo different locations on
the ground to collect and transmit sensory information.ré&laee low altitude spacecratft,
Organic Air Vehicles (OAVS), flying over the scenario and gexting sensory informa-
tion. UAVs flying at medium altitude function both as sensansl relays for the data
collected by the ground sensors and the OAVs. The UAVs areredvby a GEO satellite
that relay the data from the UAVs to a remote command centata Bom the remote
command center is also relayed by the satellite and the Ua\gsdund vehicles which

directs their trajectory based on the information from thesors. The UAV relays there-

17



Wirebess LAN Data Dropgeed (bits /sec) Wirehess LAN Delay {sec)

I Flat Wiredess Netwtrk, I Flal Wirslass Network,
B Hiybeicd ‘Wireless Metwork, B Fpbrid Wirsless Betwork
LA Wirelers LAN Dats Dropped (bte/oec) o Wineless LIKN Dk (sac)

R

P Il o
e N ] JUV
o LI AV
| —" A LR

| /

50,

e —

&r T T T | i el T . i i =
om m Zm 3m 4m S (L] I 2m 3m A Sen
(a) Data dropped by the wireless channel (b) Wireless channel delay

Figure 2.7: Comparison of the wireless channel statisticB(0-node flat
wireless network and hybrid wireless network (X-axis isshraulation dura-
tion in minutes).

fore act as the gateway nodes for the ground sensors and g DAe ground sensors,
OAVs and the ground vehicles constitute a mobile ad hoc meshank that increases
the possibility of finding paths from the ground sensors ® WAV relays. Each relay
defines a local star network where the bandwidth can be dyradimdistributed between
the underlying nodes. The UAV relays follow the movementhaf ground nodes to pro-
vide constant coverage. The number of UAV relays and theitmtaf the UAV relays,
is determined by the heuristic placement algorithm progas¢4]. The ground sensors
have only a single terrestrial wireless interface, while@AVs and the vehicles have two
interfaces - one for terrestrial wireless communicatiohilevthe other for communicat-
ing with the UAV relays. The UAV relays have two interfacesleaone for talking to the

underlying spacecraft and vehicles, while the other formamicating with the satellite.
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Figure 2.8: Comparison of the wireless channel throughp@0i0-node flat
wireless network and hybrid wireless network (X-axis isshraulation dura-

tion in minutes).

The simulation model in Opnet is shown in figure 2.12(b). Thenber of ground
nodes, their locations and movement patterns are obtamed S military data. The
network has 118 ground sensors, 122 OAVs and 28 vehiclesURWeplacement algo-
rithm [4] generated 4 UAV relays for the network at specificdtions. The altitude of the
UAV relays is 4.5km, while the communication range with e@#V is set at 6km. DSR
is used as the ground routing protocol, while the ground MACEEE 802.11 1Mbps.
The bandwidth for the UAV relay to OAV link is 2.5Mbps each. eTWAVs do static
routing of the data. The UAV MAC protocol and the satellite@ss are both reservation-
TDMA. For the simulations, the nodes are configured witha@umstraffic. On average, 20
OAVs generate streaming traffic simultaneously and sentlddJAV relays for further

transmission to the satellite. 8 ground sensors genergetoa frames in random times
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Figure 2.9: Comparison of voice traffic sent and received10@5-node flat
wireless network and a hybrid wireless network with satebiverlay (X-axis
is the simulation time in minutes).

throughout the simulation and send to the UAV relays thrahghOAVs. The traffic gen-
erated by the ground nodes is shown in figure 2.13(a). Thengrsensors generate about
25% of the total traffic, while the rest is generated by the ®AVhe delay is mostly due
to the ground sensor traffic when a sensor node cannot comma®&AV. The node con-
tinues to generate route requests until an OAV comes withimstmission range. Figure
2.13(b) shows that high traffic generation by the ground@esnsads the wireless LAN.
The throughput is sometimes greater than the link capatitiviops. This is because not
all the ground nodes interfere with one another and somsttme or more sensors can
transmit simultaneously by sending traffic through sega@aVs (space diversity). The
larger delays (figure 2.13(c)) are mainly due to the delaye@fround sensor frames for

multi-hop paths and also due to the storage delay when agatt available initially but
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Figure 2.10: Voice traffic delay statistics in a 1065-nodeviiaeless network
and a hybrid wireless network with satellite overlay (Xsaid the simulation
time in minutes).

is established later. The delays due to the OAV frames ardnmmaller in comparison.

2.4 Summary

In this chapter, we have examined whether adding a satelligelay network to
interconnect large terrestrial wireless networks can l@adnprovements in the net-
work throughput. We have defined the network topology thested as a hybrid satel-
lite/wireless network. We have given examples of such ndtsvand highlighted some of
their important applications. We have built simulation ralstbf the proposed hybrid net-
work architecture, both for stationary wireless nodes amdarfobile wireless nodes. The
results of discrete event simulations clearly demonsthatethere is major improvement
in end-to-end traffic delivery and delay characteristicewthe overlay network is used,
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Figure 2.11: \oice traffic jitter in a 1065-node flat wirelesstwork and a
hybrid wireless network with satellite overlay (X-axis fetsimulation time
in minutes).

in comparison to flat wireless networks.

2.5 Related Work

Gupta and Kumar have obtained theoretical results that shatithe capacity of
wireless networks improve by a factor of 1.5 when the netwa@ie 3-dimensional, for
example, hierarchical networks with a satellite backbdsie |n [6], the authors have
considered a hybrid terrestrial cellular network with aefise backbone and have formu-
lated a multi-faceted cost function composed of call-binglkand dropping probabilities,
to determine the optimal channel partitioning between #lkilar and the satellite sys-
tems and to decide on the optimal call assignment policy.y Ttaee obtained optimal

solutions for sub-problems of the original complex optiatian problem, whereby they
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(a) Urban rescue operation network model (b) Network simulation model for the hier-
archical architecture

Figure 2.12: A hybrid wireless architecture for urban resoperations with
satellite-UAV overlay

conclude that double coverage through both cellular arellgatsystems, results in sub-
stantial improvement over pure terrestrial or pure sagedlystems. Dousse et al [7] study
the connectivity properties of large-scale ad hoc and lyieless networks where fixed
base stations can be reached in multiple hops. The authdrghé the introduction of
a sparse network of base stations increases the conngttivatlarge extent. They also
show that bottlenecks become unavoidable at low spatidgitien Ryu et al [8] have
proposed an architecture for multi-tier mobile ad hoc neks@nd developed simulation
tools for this hybrid network. To address the challengesominectivity asymmetry and
node heterogeneity, the paper proposes a cross-tier MAGqmidor the access layer, the
multi-virtual backbone protocol for ad hoc routing using thierarchical backbone archi-
tecture, and a multi-modal TCP protocol. Wu et al [9] have eled a hierarchical low
earth orbit/medium earth orbit (LEO/MEO) satellite netvasing generalized stochastic

Petri nets and obtained performance results of the Pesimetlel through Opnet sim-
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Figure 2.13: Simulation results for urban rescue scenaylwith wireless
network with satellite-UAV overlay

ulations. The paper demonstrates that the double-layatetii® network outperforms
single-layered ones for heavy traffic loads. [10] descrites European CAPANINA
project, which is investigating the viability of integnagj difficult-to-reach areas into the
broadband Internet using different types of aerial platf®r The paper describes the work
that is being done on possible applications and servicethiemybrid architecture, on
solutions to integrate the aerial platforms into the neknanchitecture, and on methods
to use the aerial platforms to deliver broadband contenigh-bpeed moving vehicles.
The role of satellite networks in future telecommunicasiovetworks and service pro-
visioning is examined in [11]. The authors argue that therkif satellite systems is
to complement terrestrial networks to provide multimediavies to fixed and mobile
systems in an integrated architecture. Jetcheva et al @&} designed\d Hoc City a
multi-tier mobile ad hoc network architecture for wide-@m@mmunication, where the
backbone network is a mobile multi-hop network composedicéless devices mounted
on moving vehicles. The design integrates cellular netwavith ad hoc networking and

uses a modified version of DSR for unicast routing.
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Chapter 3
Performance Modeling of Hybrid Satellite/Wireless NetislUsing
Fixed Point Approximation and Sensitivity Analysis for Metrk Design

3.1 Overview

There is a lack of systematic methodologies and toolkit$Herdesign and dimen-
sioning of hybrid satellite/wireless networks such thatréhcan be predictable bounds on
performance, as measured by key performance metrics. Dibe teariability in perfor-
mance of the wireless links at the terrestrial level, anditiherdependence of the link
data rates at the terrestrial level and the satellite oyeplerformance analysis and net-
work design for hybrid networks is a complicated task.

Our objective is to develop analytical and numerical madetsa combination
thereof, which are simple to use but can efficiently appr@tento a great degree of
accuracy, hybrid network performance. These models haweraeapplications in the
design and analysis of hybrid networks - for example, in treduation of protocol per-
formance and robustness, and component-based designramagber tuning for optimal
performance.

We propose a novel approach based on the fixed point appro@mraethod and
loss network models for performance evaluation and despgimazation for hybrid net-

works. The primary challenges in developing loss networldet® for hybrid satel-
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lite/wireless networks are (i) the coupling between wislénks in the terrestrial seg-
ments due to the transmission interference between neigighwodes, and (ii) the cou-
pling of loss and data rates between the terrestrial segnaet the satellite overlay. In
the terrestrial segments, we propose to approximate ar@r€e and contention as inter-
link traffic dependent loss factors by using probabilistiygical and MAC layer models
developed in [13]. This approximate model provides a systbeguations describing the
relations between reduced link rates. For the satellitelayewe use the Gilbert-Elliot
loss model [14, 15] to derive a relationship between traffival rate and the link loss on
the satellite channel. We then use the hierarchical redioeethetwork model from [16],
to create an overall network model for the hybrid network ttwauples the arrival rates in
each layer with the associated loss rates, and intercantiexarrival rates and loss rates
between the layers. We then use a fixed point approximatighaddor this set of rela-
tions to derive a solution that converges to a fixed point lherdet of parameters arrival
rate and link loss, while satisfying all the equations in seé The result is an implicit
model of the selected performance metric (for example uhinput), as a function of the
network design variables, for example, path routing prdhes, node power levels or
link bandwidths.

In addition to the performance model, we are interested yeldping a method-
ology for design of hybrid networks, through sensitivityafyrsis of performance metrics
for parameter optimization and robustness evaluation. $geAutomatic Differentiation
(AD) [17] for the sensitivity analysis of performance mesi AD is a powerful method
to numerically compute the derivatives of a software-defifeiction (i.e. a computer
program implementation of the function). The analysis nhtiokgt we generate based on
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the loss network models and fixed point iterations, is thetfynction to the AD and the
output of the AD is the partial derivative of the performanuetric (for example, through-
put) with respect to defined input parameters (which in ogecae the network design
variables). As an example, we show how we can use this melingylto find the optimal
load distribution amongst multiple paths between sourstidation pairs to maximize
throughput. In this example the gradient projection alfponiis used to find the optimal
load distribution, and AD is used to compute the gradienhefrtetwork throughput with
respect to the load distribution parameters.

The rest of this chapter is organized as follows. In secti@m& briefly describe the
hierarchical loss network model from [16] that we apply te ttybrid satellite/wireless
network. Section 3.3 describes the analytical models tieatise for the wireless terres-
trial section of the hybrid network. The description in $&ct3.3 is originally from [18].
Section 3.4 describes the analytical models that we usénéosatellite overlay segment
of the hybrid network. We detail the fixed point approach ® pinoblem in section 3.5,
which integrates the models developed in the two precedintias. Once the hierarchi-

cal reduced load model has been developed, we discuss iars8d how to use

3.2 Generalized Loss Network Model for Hierarchical Netkgor

We briefly describe the hierarchical loss network model foedipoint approxima-

tion that was proposed in [16], since we use this model tadbmil network model.
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Figure 3.1: Hybrid network with three clusters - lower lagéistraction

3.2.1 Network Abstraction

For the loss network model design we consider large netvibdidhave either phys-
ical or routing hierarchies in the architecture, as showth@abstract network example in
figure 3.1. The three dashed regions in the example eachsesyira cluster in the lower
layer, which are labeletlz, with z € {1,2,3}. 1.1 signifies Layer 1, Peer Group 1. Each
node has an address too - for example, 1.2.5 represents nadeebr group 2 of layer
1. Each peer group or cluster has one or more border nodesh e shown in black,
and multiple non-border nodes, which are shown in white. Naghgregation and network

abstraction are done as follows:

e All border nodes are kept in the higher layer (layer 2 in tixiaraple).

e Border nodes in the same cluster are fully connected viac&dinks”.

This results in the higher layer abstraction as shown in éu2.
Mapping the hybrid satellite/wireless network to this miadetraightforward. The
terrestrial wireless networks are analogous to the layertusters in the example above.

The gateway nodes in each wireless network are the bordersndite satellite overlay
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comprising the gateway nodes and the satellite form thechilglyer.

3.2.2 Hierarchical Model for Fixed Routing

3.2.2.1 Notations

G(1.n): n'* cluster/peer group in layer 1, where= 1,..., N; and N, is the total
number of clusters.

1.n.xz;: nodex in clusterG(1.n), wherei = 1, ..., X,, and X, is the total number of
nodes inG(1.n).

1.n.y;: border nodes in clustef(1.n), wherei = 1,...,Y,, andY,, is the total
number of border nodes iA(1.n).

1.ny.27 — 1.n9.25: directional link from nodd .n;.z; to nodel.ny.zs.

As(l.np.xy — l.ng.x): Offered load for class traffic from sourcel.n;.z; to
destinationl.n,y.z9, Wheres = 1, ...,.S and S is the total number of traffic classes. It is
also written as\,, with p as thep™ source-destination pair.

P : (1.ny.x; — l.ng.x): the route between node pdit.n; .z, 1.ns.xs). P, is

the route between thé" node pair.

3.2.2.2 Route Segments

The route between a source-destination pair is broken datenroute segments
whenever the source and destination are in different akistehis is done to segregate
local computation within a cluster from the higher layer gutation between clusters.

Each cluster that the route traverses has its own segmesetefbine, a route” :
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(1.ny.xy — 1.ny.z5) has the following segments assuming that# n, and that neither

1.n1.21 NOrl.ny.25 is a border node:

P': (L.ny.oxy — 1.ny.y)
P?: (1.ny.yy — Lngyr)

P?: (1niys — 1ngys)

Pk_l . (17ljy2 —_— 1.n2.y1)
Pk . (1.’)12.’3/1 — 1.”2.1’2)

(3.1)

wherey; represents a border node through which traffic enters aecjushile y,
represents a egress border node for traffic. The set of regtments for the'” source-

destination pair is denoted by, = { P}, ..., P¥}.

3.2.2.3 Initial Offered Load and Local Relaxation

Let \(1.n;.2z; — 1.ny.z») be the offered load for classtraffic of thep® node
pair (1.n;.21, 1.ns.25). Therefore for each of the route segmentﬂn: {Ppl, ...,Pj ,

the initial offered load is:
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Ags(l.nl.xl — 1.n1.92) source cluster traffic

A (Lny.yo — Lngyn) inter-cluster traffic
As(L.niy1 — 1.ng.ys) inter-cluster traffic
Ao (Lnj.ys — 1.ng.yr) inter-cluster traffic
Ags(l.nQ.yl — 1.ny.79) destination cluster traffic

(3.2)

Each term above takes the value of the initial offered IVHd.n,.2; — 1.n5.25). Thus
the same initial load is assigned to all segments.

For the:" cluster, the aggregate initial offered load between a naidfe for traffic
classs, is the sum of the classtraffic that passes through this node pair for all source-

destination pairs:

M (Lngxz, — Lngy) =

{p:(l.ni.x1—>1.ni.y2)EPZQ}

where we assume, without loss of generality, that the detstim node is a border node.
In equation (3.3), we also assume the initial condition edz#ocking in remote clusters

and between clusters.

The reduced load model for fixed routing is then applied tayeekister individu-
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Figure 3.2: Hybrid network with three clusters - higher lagbstraction.

ally using the above offered loads to calculate group-wideking probabilities:

BS<P1) = BS<1.n1.$1 — 1.n1.y2)

BS(Pk) = Bs(l.ng.yl — 1.712.[22'2)

(3.4)

3.2.2.4 Reduced Load and Higher Layer Relaxation

The network consists of only the border nodes in the highggrlaAs shown in
figure 3.2, the abstraction in the higher layer is a new ndtwomposed of the border
nodes, the inter-group links and the logical links withie ttiusters. In this layer, the

route segments from equation (3.1) are consolidated iméz tharts:

¢ the source cluster segmeit,
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e a new segment that comprises all the clusters between thieesand destination

clusters:P’ = P2|J...\J P¥1,
e the destination cluster segmepi.

The aggregate offered load in the higher layer (betweendghess gateway node
in the source cluster and the entry gateway node in the déstincluster) is the initial

offered load thinned by blocking in both the source and dasitin clusters:

A (Lngyy — Lngyy) =
N (1.ngyy — Lng.yy)+

Z Ags(l.nl.yg — 1712’3/1)

{p:(1.n1.y2 —>1.n2.y1)€P;}

Bs(1.ny.xy — 1.n1.y9).Bs(1.ng.y7 — 1.ng.xo)

(3.5)

that is,

AP =XUPYY+ Y N(P)).B,(P)).B(PF) (3.6)
{p:P%eP}}

Equation (3.6) gives the complete traffic input in the higlager. Now running the
reduced load approximation algorithm at this layer givedtlocking probability between

the remote nodes:

Bs(1.n;.y7 — 1.n;.y0) blocking in intermediate cluster
B(1.n;.y2 — 1.nj.y;) blocking between clusters

(3.7)
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3.2.2.5 Updating Lower Layer Load With Higher Layer Loss

The higher layer blocking probabilities obtained in eqoiat{3.7) are fed back to
the lower layer offered load in (3.3) to accurately reflee féct that the original offered

load is thinned by blocking in the remote clusters and therinluster links:

M(1ngo, — Lngy) =

Z As(Lng.xy — Lngys).
{p:(l.ni.xl—d.m.yz)EP,ﬁ}
11 B,(Py)

{k:P*k#(1.n;.21—1.n;.92)}

(3.8)

Equation (3.8) becomes the new input for local relaxaticim@tiower layer. Fixed
point approximations at the local and higher layers are tepeated till the difference

between the results from successive iterations are withartain criteria.

3.2.3 Summary Outline of the Fixed Point Approximation Aligfam

Based on the performance model described in section 3t 2|gorithm for fixed
point approximation of hierarchical networks can be sunizedrin the following steps.

For each source-destination pair:
1. Divide the traffic route between a source-destinationipto segments.
2. Assign the same initial load to all the segments.

3. For any intermediate segment, aggregate the offered doathe path between
boundary nodes as the sum of the initial load and the offeradd for all source-
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destination pairs whose traffic route includes the path #stjan (for a given class

of traffic).

4. Runthe fixed point approximation in each segment sepgtateompute the block-

ing probability (or equivalently, loss factor) in each seggrn

5. Abstract the higher layer into three segments - the saegment, destination seg-
ment, and one intermediate segment which is the union ofi@tmediate clusters

and inter-cluster links.

6. For the aggregate intermediate segment in the higher, llngeaggregate load on
any path is the sum of the initial offered load on that path thedaggregate of the
offered load for each source-destination pair whose tradfite includes the path in
guestion, thinned by blocking (or equivalently, loss) intbsource and destination

clusters for each source-destination pair.

7. Run the fixed point approximation in the intermediate segfof the higher layer to
obtain the blocking probability between border nodes watthecluster and between

the clusters.

8. Update the initial aggregate offered load in each lowggnaluster with the block-

ing probabilities computed from the higher layer approxiora

9. lterate the computations in the lower and higher lay#rtha results converge.
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3.3 Physical and Link Layer Model for the Terrestrial WisdeSegment

In the wireless segment, we assume that the MAC layer prbi®teEE 802.11. In
[13] Bianchi describes a simple but accurate analyticalehtedcompute the IEEE 802.11
throughput, under the assumptions of finite number of teataiand ideal channel condi-
tions. The analysis applies to both packet transmissioarsel used in 802.11, namely,
the basic access mechanism and the RTS/CTS access mechaMsmse Bianchi’s
model to approximate the MAC layer induced loss factor thaiuse in our performance
model. In the following we briefly describe Bianchi’s modas, outlined in [19].

Consider a fixed numbet of contending connections. In Bianchi's model every
connection is in saturation condition, i.e. it always haaeket available for transmission.
This is appropriate for our problem and method, since we rsterasted in design and
performance bounds. Since all packets are consecutivédhanelis no empty queue, each
packet needs to wait for a random backoff time before thestragsion attempt. Let”
be the minimum contention window size andbe the maximum backoff stage, then the
maximum contention window size ¥&"V.

Let b(¢) be the stochastic process representing the backoff timateofor a given
connection and(t) the stochastic process representing the backoff stages aothnec-
tion at timet. Let 7 be the stationary probability that the connection transmipacket
in a generic time slot. It is also assumed that at each trassom attempt, regardless
of the previous retransmissions numbers, each packetesllvith constant and inde-
pendent probability. The random procesg(t), b(t)) is modelled as a two-dimensional

discrete-time Markov process. Hence, we can compute the tstansition probabilities
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and the stationary distribution of the corresponding Marieain. We can also obtain the

following relations [13] between the key parametgendr:

p=1—(1—-7)""!

(3.9)

2(1 — 2p)
(1 =2p)(W +1) +pW(1 - (2p)™)

T =

Note that the above two equations represent a nonlineagrayist the two unknowns,
which can be solved using numerical techniques. The systenalunique solution. To
reproduce Bianchi’s result, we use a fixed point method teestbiose two equations. For
each value of. we solve these equations once and use the results in our faxetthpodel.
Let S be the normalized system throughput, defined as the fractidime the
channel is used to successfully transmit payload bits. N&ef is to computé’,,., the
probability of at least one transmission in one time slot &dhe probability that a

transmission occurring in the channel is successful.

Pr=1-(1-1)"

(3.10)

P nt(l—7)" !
1—(1=m7)"

The throughput becomes,

PsPtr
S = 3.11
(1_PtT)U+PtTPsTS+PtT(1_Ps)Tc ( )

Here, T, andT, are the average times the channel is busy due to successfgitission

and collision respectively. The parameteis the duration of an empty slot arff{ P] is
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the expected packet length. To specifically compute theitiiyput for a given Distributed
Coordination Function (DCF) scheme it suffices to spe€ifandT..
For a system completely based on the basic access mechantsf, = PHY},4,+

M AChy4, being the packet headérthe propagation delay, and with fixed packet size

we have,

T =H + P+ SIFS + 4§+ ACK
+DIFS +6
(3.12)

TP =H 4+ P+ DIFS + 6

For a system based on the RTS/CTS access mechanism, ecoliemoonly occur

for RTS frames, hence,

T =RTS + SIFS + 6+ CTS+ SIFS
+0+H+P+SIFS+0+ACK
+ DIFS+§

(3.13)

T =RTS + DIFS +§

Note that the slot time is also given in Table 1 of [13].

The saturation throughput of IEEE 802.11 depends on the eumwibcontention

nodes in the same neighborhood.
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3.4 Analytical Model for the Satellite Channel

In this section we describe the channel loss model for tredlgadink that we con-
sider for the fixed point algorithm in the higher layer. We sidier that for transmission
the gateway nodes access the satellite channel using glawticess protocol and the
loss in the channel is due to physical conditions only. We déscribe the multiple access
protocol that we use for computing the channel throughputtfe fixed point algorithm

in the higher layer.

3.4.1 Satellite Channel Loss Model

We model the satellite channel by a threshold-based 2-statkov chain. In this
model the channel is either in “GOOD” state, if the transedtsignal experiences less
thanI’ dB attenuation, oritis in “BAD” state, if the signal fade ione thanl dB, where
' is the fade attenuation threshold [14, 15]. We assume thia¢ iEhannel is in “GOOD”
state, channel coding is capable of correcting all bit sremrd for simulation purposes the
probability of bit error at the output of the channel decadeero. In the “BAD” state, the
channel behaves as a Binary Symmetric Channel (BSC) widrtat probability equal to
e at the output of the channel decoder. The channel stateliactkazed by the transition

probability matrix given by:

g (-9
M = (3.14)
(1-10) b
whereg and1 — b are the probabilities that the channel will be in the “GOOI[éts

at thek'™ symbol duration, given that the channel was in “GOOD” and BAstates,
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respectively, at thék — 1)* symbol duration. Using the results of the ACTS Propagation
Experiments [20], for a fade attenuation threshold' ef 10 dB., we haveg = 0.9999813,
andl — b =0.00172.

In order to develop a loss model in section 3.5, we need taulzke the bit error
probability at the output of the channel decoder. In ordezdtimate the value aof, we
use the link budget calculations of a commercial satelljfgesn proposed in [2]. The
calculations confirm that for signal attenuation of lesstth@ dB, link budget margins
and channel coding are capable of keeping the bit error pilityaaround 10~ at the
output of the channel decoder. For signal attenuation ofentizain 10 dB, on the other
hand, bit errors occur with probability> 0.1 at the decoder output of a typical concate-
nated channel encoder/decoder pair which employs a R3@8¢¥Reed-Solomon outer
code and rate-punctured inner convolutional codes (cepzftdupporting rates 1/2, 2/3,
3/4, 5/6, 7/8 to compensate for fading) [21, 22]. Using tkeisult, we evaluate the time
progress of the channel state for every bit transmissioreasdme that a bit is in error
with probabilitye = 0.1 when the channel is in “BAD” state and no errors occur when the
channel is in “GOOD?” state. Since these errors are at theubwtithe channel decoder,
we further assume that a packet is corrupted if at least dnis bi error. We use this

packet loss pattern in our fixed point algorithm.

3.4.2 Multiple-Access Throughput Model for the Satellitea@nel

To compute the throughput of the satellite channel on thenkipive assume that

multiple gateway nodes contend for the channel during tnésson using theslotted
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ALOHA multiple access scheme [23]. Therefore\jf is the total traffic forn gateway

nodes transmitting, the satellite channel throughputisrgby:
S = Ape (3.15)
The multiple-access capacity of the satellite channelas tfiven by [24]:

P ) (3.16)

Cy = Me . Wilog(1 + N

wherelV is the channel bandwidth in hertz afgd N is the average signal-to-noise power
ratio of the channel.
We use the multiple-access capadityin computing the channel loss factor from

the traffic rate in section 3.5.2.2, equation (3.27).

3.5 The Fixed Point Algorithm for the Hybrid Network

We follow the methodology described in section 3.2 for thégrenance model of
the hybrid network. We assume unicast communication wighstburce and destination
nodes being in separate terrestrial clusters. For exammaplghown in the network repre-
sentation in figure 3.3, we have a sourgeén cluster 1.1 and a destinatidn in cluster

1.3.

3.5.1 Lower Layer Loss Model and Fixed Point Method

We assume IEEE 802.11 RTS/CTS as the link layer protocol o éarrestrial

cluster and thus model the relation between the traffic natetle link losses using the
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Figure 3.3: Hybrid network with three wireless clusters aatkllite - lower layer

set of equations described in 3.3. In our model, this is tetamtiation of the lower layer

model as described in 3.2.2.3.

3.5.1.1 Notations

We first introduce notation and definitions that we use invilegithe set of implicit
equations, where we use the fixed point algorithm. The ndtwapology graph consist-
ing of N nodes is given. Each node has the ability to transmit packetse rate of\
bits/second to the nodes that are connected to it, i.e.ifglEity, we assume that the
physical layer capacity of all links is fixed and equal\toThe extension to different rates
for every pair of adjacent links is straightforward; it ordgmplicates notation and thus
the main thrust of the argument may be hidden. All nodes us&-directional anten-
nas, and all neighbor nodes of the transmitting node re¢k&/signal. The connectivity
and interfering property between each node pair is decigetid Signal-to-Noise ratio
(SNR) (transmission power, distance, modulation, etc)teNlat two nodes are neigh-
bors and connected if they can directly communicate, andnedes are interfering if

one of them cannot receive data, while the other one is tratisgdata to a third node.
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Letc = 1,---,C be the set otommaoditiesn the network. Each commodity is speci-
fied by its source-destination pdif(c), O(c)), and traffic demand rate. between them.
Network links (connections between neighbor nodes) areifspa either by their index
I =1,---, L ortheir source-destination pdit, j). Note thatr. is the average traffic rate
generated at the source node (the incoming rate), which raapenequal to the traffic
received at the destination node (the outgoing rate) iftiepacket loss in the network.
We assume thaf;, the PHY layer link loss probability is known and fixed.

The routing is known and fixed and it is defined by the set of terehd paths
(i.e. the paths between the origin and destination of eaatmuadity) and the fraction
(probability) of the incoming traffic that is transmitted each of these paths. L&i. be
the set of the paths that are used for commodit¢onsider a path. ;. € II., thena,_,
is the fraction (probability) of commodity traffic transmitted over path. , atI(c), the

source node of commodity We have
Z Qr,, =1, for each c=1,---,C (3.17)

Our goal is to find a consistent set of link loss parameterstiaific rate parame-
ters that satisfy two sets of equations. The first set is ddrikom the network loss model
and computes the link outgoing traffic rates [ = 1, - - - , L from the MAC layer effec-
tive loss parameters, [ = 1,---, L. The second set is based on Bianchi’s model and
computes the loss parametergrom the rates\;. The fixed point method applies these
two mappings iteratively, until convergence to a consissefution(e*, \*) that satisfies
both mappings is achieved. The existence of a consistami@olfollows from the facts

that both mappings are continuous and bounded and map a comyiset ofR2" into
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itself, via an application of a fixed point theorem [25]. Weide the two mappings in the

following sections 3.5.1.2 and 3.5.1.3.

3.5.1.2 First Mapping: Fromto \

We assume that the packet loss probabilities due to MAC leyetention are given.
We compute the\;’s, which are theeffective(outgoing) data rates of the network links.
Let (I"(1),---,I"(k:)) be the set of the links in path, which are ordered from the first
to the last hop in the path. Let be the commodity that pathis serving. Then)\;;(i),

the outgoing data rate of theth link of pathr is,

?;r(z) = rsﬂaﬂ H(l — T]lfr(]))(l — 6[#(]')). (318)

j=1
Note thatr,_ is the corresponding source incoming traffic rate for comityog., «, is
the fraction of that traffic routed on path The two terms in parentheses specify the
percentage of the traffic that is successfully transmittest the first; links of the pathr.
Let £(I) be the set of paths that share lihkThen the total traffic rate on linkis,
N= > Ny (3.19)
mweE(l)

The notation convention in the last equation is that theisten index;j, for pathr
such that the link whose total traffic rate we calculate is identical with the&li”™(j,)
of path7. Equations (3.18), (3.19), taken together, provide thére@snapping from

the vector ofe’s to the vector of\’s. These computations are executed throughout the

network synchronously.
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3.5.1.3 Second Mapping: Fromto e

This mapping is based on Bianchi’s results [13], which weawed in section 3.3.
Let H; be the set of interfering nodes with nodeThe set of nodes that interfere in the
transmission from nodeto j is the union of node’s and j’s sets of interfering nodes.
The total traffic exiting nodes in the sgtf; | J H; U{i} U{j}} contends with each other

and share the same multi-access channel. The total traffianie for this channel is,

N

Xij=>_ > A (3.20)

n=1 me{H; U H; U{i} U{i}}
whereN is the total number of nodes in the network.

For now assume that we have calculatedbr this channel. Recall thaf is the
fraction of time that the channel is successfully used tasingit data packets. We assume
that the contending links have equal capacdityTherefore, the channel capacityS4.
We assume that the channel capacity is divided proporipbatween all contending
connections. Therefore, the lirfk ;) effective data rate is,

’ Aij if X;; <SA

The intermediate MAC layer loss factor for lirtk j) is,

)\ij — uij

.22
" (3.22)

i, j) =
Assume now that we are at iteratibr- 1, the new value for MAC layer loss factor of link
(1,7) is the weighted average of the previous iteration value hedritermediate value
computed in (3.22):
e = Beluy + (1= B)e (i, 4) (3.23)
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Figure 3.4: Hybrid network higher layer - source, destmatnd intermediate segments

wheref is the weight0 < g < 1. The weighted average is introduced to avoid
rapid changes and oscillations in the computationarfid ) in the fixed point iterations.

In summary, for each connection (link) in the network we hdeéned and com-
puted the channel capacity. The channel capacity is basedeoBianchi’'s saturation
model, and hence a function of the number of interfering sagligh the corresponding
link. After convergence, the total effective (outgoing)aleate of each channelis less than
its throughput. Equations (3.20), (3.21), (3.22), (3.2&en together, provide the desired
mapping from the vector ok’s to the vector ofe's. These computations are executed

throughout the network synchronously.

3.5.2 Higher Layer Loss Model and Fixed Point Method

For the higher layer relaxation, we consider the overlaymasing the satellite and
the two gateway nodes 1.1.1 and 1.3.1 logically connectezh&another via satellite
links. This form the intermediate segment at the higherrasienilar to section 3.2.2.4,
and as shown in figure 3.4. We assume symmetric links for ttedlismuplink and down-
link.

In the higher layer, our goal is to find a consistent set ofitrafte parameters and
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satellite channel loss parameters that satisfy two setgudteons. The first set is de-
rived from the loss model in the satellite layer and compthiesutgoing traffic rate as a
function of the channel loss and the incoming traffic ratee $acond set is derived from
the satellite channel capacity model described in sectiér2 Zand computes the satellite
channel loss from the traffic rate. The fixed point methodiaggghe two mappings itera-

tively until the convergence to a consistent solution thtis§ies both set of equations. We
subsequently feed the convergence values to the offeredrdhe destination cluster in

the lower layer, namely to equation (3.19) and iterate laaal higher layer computations

till the difference between successive iterations areiwitkrtain criteria.

3.5.2.1 Mapping from Loss Parameter to Traffic Rate

The aggregate offered load (for clasef traffic) between the gateway nodeand

j inthe overlay is:

My =AY (=1 - ) (3.24)

peEP

wherep refers to any source-destination pair whose traffic pagsesigh the link con-
necting the gateway nodés while P is the total number of source-destination paths that
pass through, j. The first term on the RHS of equation (3.24) is the initiad detween
the gateway nodes, while the second term is the initial l@aee&ch source-destination
pair whose path passes through gateway negdeshinned by physical layer losse$§*
and MAC layer losses;" in the source cluster.

Let e be the satellite link loss due to physical and MAC layer ctinds, computed

using the loss model described in section 3.4.1. Therefbeereduced load of the j
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overlay connection is:

AL =L (- —ey) (3.25)

Wheree;j is the loss due to data drop in the satellite link betwgen computed from

(3.28). In the initial run of the algorithm, we take its valieebe zero.

3.5.2.2 Mapping from Traffic Rate to Loss Parameter

From equation (3.24»}js is the offered load on the connection between one pair
of gateway nodes j. Let us express this ag.. Assuming there aré such connections

between pairs of gateway nodes, the total traffic demandhéosatellite channel is:

A=) N (3.26)

We assume that the multiple-access channel capégiig divided proportionally
between allL contending connections. Then the effective data rate orcdheection
between and; is:

AL AL <G,
Viljs = (3.27)

AL .
v C, otherwise

\

Therefore, the intermediate satellite link loss factor lo& ¢onnection between;

/
1 1
7 . )\w‘5 — UV

€5 T h (3.28)

ijs

In order to avoid rapid changes and oscillations in the cdatmn of the fixed
point, we update the value of the loss factor as the weightetage of its value in the
previous iteration and the intermediate value compute®.i28). Therefore the value of
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the loss factor at iteratioh + 1 is:

!

et = el + (1 =)y (3.29)
where the value of the dampening factoi) < ~ < 1, is chosen such that the algorithm
converges to a fixed point.

The fixed point valuege*, \*) are fed back to the incoming channel traffic rate in
(3.19) and the lower layer and higher layer computationsepeated till the difference
in the throughput between successive iterations is witherdetermined limits.

Upon convergence of the fixed point iterations, denoting,,,, and A, , to be

respectively the arrival rate of packets of the source diimgtson of pathp, we define the

throughput of a source-destination pato be:

Z )\last,p

pEP:
1. = -

B Z )\first,p

pEF:

(3.30)

3.6 Network Design by Automatic Differentiation

The fixed point method provides a computational scheme wWiagn it converges
(that is, at the fixed point), gives the value of the perforaeametric (for example,
throughput) for certain values of the network design patamse(for example, routing
parameters). We do not get any explicit analytical expogssf the performance metric
as a function of the network parameter. However, we are alsvdsted in developing
a methodology for network design by optimizing the netwoakgmeters - for example,
finding the set of values of the routing parameters that dpénhe network throughput.

This can be achieved from the set of equations used in the fired model by
computing the sensitivities of the performance metrichwéspect to the network pa-
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rameters. Sensitivity analysis of the performance met#s be done by the gradient
projection method. The gradient projection method reguierative computation of the
throughput gradient. Since no explicit functional destooip exists for the performance
metric, we need to rely on computational methods that nurallyiapproximate the gra-
dients. For this, we use Automatic Differentiation (AD).

AD is a numerical method to compute the derivatives of a @ogf1l7]. Using
the fact that a computer program is in fact a sequence of pyim@erations, automatic
differentiation records the relationships between thethusing the chain rule, it is able
to provide the derivative of a function in a short amount ofei[19].

In this section, we present the methodology employed taropé the overall through-
put in the network by changing the path probability disttiba of each connection on the
network. The description of the methodology is from [19].

We denote by, the set of paths used in connectioand byC' the set of all active

connections in the network. The total network throughpus:

2 (2 Aast.p)

ceC peP.

2 (2 Agirstp)

ceC p€eP.

T —

(3.31)

Then, assuming that there are= |C| active connections in the network, paths used
in the connectiorr and denoting byr; . the probability associated with using patim

connectiorr, the total throughput is a function of these input probébsi namely:

T = T(Trlvcl7 e 77Tncl ,C19 e 77THC7,L7C77L) (332)
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Thus, we can write our optimization problem in the followingy:

max T = T(ﬂ-Lcl? e 77Tnc17017 e 77TTLcm,Cm)

subjectto Y m.=1YeeC (3.33)

1€P:

Tie = 0,¥(i,c) € P, x C

This optimization problem is solved by gradient projectibst V. be the average gradi-
ent obtained for connectian the value is subtracted from each of the gradients obtained
for the paths inP. to ensure that the constrai}t, m; . = 1 is met. In other words, at each

1€P:

iteration the set of routing probabilities is updated ugheyfollowing formula:

T ). Vke{o, - m} (3.34)

Tie, = maz (0,7, + ,6’(57?
,C

(3 is a parameter used to control the size of the steps takengdtivé update process of
each iteration so that none of the parameters become negaliis iteration is continued
until for each connection, every path with non-zero proligbof being used has equal

gradient. Namely, the iteration stops when:

oT
Vi £0€ Py ——
’ 67Ti,c

=V.,VeeC (3.35)
Once the algorithm converges, we output a new set of resulteé network configuration
containing: a) the optimized throughput of each active eation in the network and
b) the set of routing probabilities for each connection meketh order to achieve such
throughput.

In order to compute the gradient values, we use the ADIC ppeka6] that is

a source translator augmenting ANSI-C programs with statesafor the computation
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of derivatives using the AD method. In our case, the input RI@ is the fixed point

algorithm that we developed in ANSI C code. ADIC generatesw mersion of the

program that computes both the original result, which isulghput, and its derivatives
with respect to the input parameters, which are the pathngurobabilities. We then
use the computed gradients to find the optimal routing pat@sevhich maximize the
throughput.

We have implemented the Dreyfus K-shortest path algorith#) for path selec-
tion. For a given set of link weights and integer valuand source-destination pair, this
algorithm findsk loop free paths with minimum total weight. We set all link gleis to
one, but it is possible to use other weights based on thendistdandwidth, interference

or other performance related criteria.

3.7 Numerical Results

We have implemented the loss network model for the hybridll#at network in
C code alongwith the proposed fixed point approximation efltdss network model to
derive an estimate of the network performance.

For our simulations, we built a simple two-cluster hieracehnetwork, presented
in figure 3.5. The network has five connections across the tusiars: (i) from node 1
to node 20, (ii) from node 2 to node 32, (iii) from node 3 to ndée (iv) from node 6 to
node 30 and (v) from node 4 to node 48. The communication lestwhee two clusters is
only over the satellite link, through the gateway nodes -endh cluster 1 and node 15

in cluster 2. Therefore, all the paths for the five connediga through the two gateway
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Figure 3.5: Simulation setup: hybrid network topology witikonnections across 2 clus-

ters.

nodes. We assume that the physical layer loss parametdpseatand equal to 0.001. The
MAC layer loss parameters depend on the link data rates angse/¢he proposed fixed
point method to compute them. For the MAC layer, we use the&ElBE2.11 FHSS with
1 Mbps capacity for each link. For the satellite link, the-gateway capacity is allocated
at 266kbps according to SAMA, while the combined channa@reate is computed to be
0.001080, using the model and the numerical figures desthibgection 3.4.1. The base
user traffic between the two gateway nodes is set at 128kbpuke the traffic on each
of the connections considered in the simulations is varetd/een 100kbps and 550kbps
for different scenarios. The number of paths allowed pemneaction is also varied for
different simulation scenarios, between 1 and 5.

We have also conducted discrete event simulations on aticgdenetwork topology

in Opnet Modeler [3], to establish a point of reference fa tixed point model results,
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Figure 3.6: Throughput comparison between fixed point neetimal Opnet discrete event

simulation.

and for comparison.

The first experiment compares the variation of the througlspmputed by our
fixed point method according to the desired load in the ndtwoth the same metric es-
timated by the Opnet simulations. Our routing algorithmditite shortest paths between
the source and destination nodes having nodes involvedferelt connections. Using
these paths we then employ our set of fixed point equationsrgpate the throughput
of these connections according to the desired load. As caedrein figure 3.6 the fixed
point model results are close to the Opnet results. The Qpesetts in figure 3.6 thus
validate the trend of the curves obtained by our model. Thetfat our computations
slightly overestimate the throughput as predicted by OPN&T be justified by the ap-
proximations we make when computing losses.

Another metric of interest is the time taken for the compatabf throughput in
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Number of Connection 11

Fixed Point Method 0.089 0.124 0.702 0.907 1.103 1.295

Opnet Simulation 229 218 228 242 265 265
Table 3.1: Comparison of simulation runtime between fixeithpmethod and Opnet (in

seconds).

both cases. Our fixed point method converges really fast - lotedCentrino 1.66GHz

dual-core computer with 2GB of memory, it takes on the ordeseconds for our model
to compute the throughput achieved in 10 steps between p8Ckbd 500kbps, while
corresponding Opnet simulations on the same machine takeeaorder of several min-
utes. Table 3.1 compares the time needed by our model andfgt@p a function of the
number of active connections in the network. Therefore ta@radvantage of our fixed
point model over discrete event simulation platforms sul®panet, is the computation
time. This makes our model more suitable to compute appratkims of throughput for

network management and design which require fast and/dipteusimulations.

We have also run simulations of the fixed point method with ADehhance the
routing performance. Here we assume that a fixed set of peghgiveen and we want to
tune the probabilities (portions) of sending traffic over gaths to maximize the through-
put. We consider three inter-cluster connections in thevod topology of figure 5 -
nodes 1 to 20, nodes 2 to 32 and nodes 3 to 16. We consider tkeesative routing
strategies: (1) using shortest path only, (2) using alllalsée paths with equal probabil-

ity, and (3) using AD and gradient projection method to find tdptimal probabilities.
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Figure 3.7: Comparison of aggregate network throughpuhfwnber of available paths,

500kbps input load.

Figure 3.7 shows the aggregate network throughput for tleetbonnections, versus the
number of available paths. The performance of the optinamadlgorithm improves as
the number of available paths increases and it clearly olatmes other policies. If there
are more paths available, the optimization algorithm wsk them to find the best traffic

allocation and thus achieve the highest total throughput.

3.8 Summary

In this chapter, we have described a new method for perfocenanalysis of hy-
brid networks, by combining loss network models for the MA@ &@PHY layers, with
routing, through fixed point iterations. We have split théwggk into two levels based
on the node and link characteristics, by taking into cormsitign the natural hierarchy

present in the hybrid architecture. We have applied thenigcie of hierarchical reduced
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loss network model, adapted for packet-switched netwadksreate a reduced load net-
work model for the hybrid network that connects the packevarrates in the different
levels with the associated physical and link loss rates. ti@iower level of terrestrial
wireless nodes, we have used Bianchi’'s 802.11 throughpdehand designed a simple
throughput loss model that couples the physical, MAC andimguayers. The model
provides quantitative statistical relations between tss [parameters used to character-
ize multiuser interference and physical path conditionshenone hand and traffic rates
between origin-destination pairs on the other. For thedr¢dyer consisting of the terres-
trial gateway nodes interconnected by the satellite oygenta have used the Gilbert-Elliot
bit error loss model coupled with Slotted Aloha Mutliple A&ss protocol, to derive a sim-
ilar relationship between traffic arrival rate and the linkd. We then apply a fixed point
approximation approach on each set of relations for the ldayer to derive a solution
that converges to a fixed point for the set of parametersanate and link layer loss,
while satisfying all the equations in the set. We feed theughput arrived at by the fixed
point method in the lower layer, to the total throughput fog higher layer and perform
the fixed point iterations on the higher layer to derive a sofuthat converges to a fixed
point for the parameter set arrival rate and link loss. Thghéi layer throughput ob-
tained as a result is fed back to the lower layer and the fix@u ptethod is repeated on
both layers till the difference in throughput in each laymtween successive iterations,
is within pre-determined limits. We thus obtain an implitiodel of the selected perfor-
mance metric, parameterized by the design variables. Weéhadexed point method on
the loss network model with Automatic Differentiation taespute sensitivities of the per-
formance metrics with respect to design parameters. Wehtéws a tool for fine-tuning
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the network parameters to create an optimal network togol¥ge have illustrated the
proposed analysis and design models through the simuati@omparing the results ob-
tained from the fixed point method to Opnet discrete evenukitions, we have shown
that our method can compute the network throughput to a gesaee of accuracy, while

taking significantly less time.

3.9 Related Work

Loss network models [28] were originally used to computeckilog probabilities
in circuit switched networks [29] and later were extendedriodel and design ATM
networks [30, 31, 32, 33]. In [33] Liu and Baras have used ceduoad approximations
to evaluate quite complex ATM networks, with complex and@ia routing protocols,
and multi-service multi-rate traffic (different servicejuegrements). The authors in [33]
also describe using Automatic Differentiation for netwddsign and have shown that the
method allows for complex network design parameters to lpdiaitly embedded in the
input function to the AD module.

In [34], Dai and Chan propose a unified mathematical framkwsing a two-stage
stochastic programming formulation, to find the most cdfgetive network topology for
hybrid broadband terrestrial/satellite networks. Theisoh to the problem formulation
gives optimal link capacities and optimal routing stratémydifferent network topologies.
The authors show that for certain parameter values, theichytypology is more cost

effective than non-hybrid topologies.
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Chapter 4
Efficient Source Authentication in Hybrid Satellite/Wiesk Networks

4.1 Overview

Security is a necessary parameter in hybrid wireless n&swbthe communication
between a pair of nodes, or a group of nodes, is to be protéct@dunauthorized access.
Due to the open nature of the wireless channel, intruderseasesdrop on the commu-
nication between other nodes if the messages are sent ineidwe they can inject fake
messages into the network, purporting to come from otheesiaat attempt to modify or
delete messages between other nodes. Therefore, stramgysatechanisms to prevent
such attacks are important, especially for scenarios lilkiéany operations where hybrid
networks can be of great use. Security of communication @aadhieved using sev-
eral different mechanisms. Encryption hides the messagaphertext and thus prevents
eavesdropping on the communication. In the process of atitia¢ion, each message is
“stamped” with a unique “marker” of the originating node wtiensure that messages are
accepted from legitimate nodes only, and fake messagessmarded. Associated with
authentication are message integrity protocols where sadsage is similarly stamped
with a unique marker by the originating node so that any uraigzed modification in
transit invalidates the marker and thus the modificationtmaaasily detected.

The thrust of our research effort is to enable communicatard ensure that mes-

sages between communicating nodes are correctly delivékedare not so much con-
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cerned with ensuring the confidentiality of the communaagi We therefore focus on
user authentication and associated message integritgqmist These security mecha-
nisms are required to prevent attacks against the netwotkqols and ensure their cor-
rect and robust operation.

For unicast communications, solutions for authenticadiotd message integrity are
trivial - the two parties communicating noddsand B share a secret exclusively between
themselves and make use of this secret, or a key derivedfhére'sign” the messages
between themselves. Since no other node knows the setin be assured that the
message originated &, and vice versa. The secret or key used can be based on sym-
metric cryptography that is fast, efficient, and does noscome significant computation
or energy resources at the communicating nodes. The comds message signature
is usually aMessage Authentication Codar MAC in short (for example, HMAC [35]),
which is resource-efficient to compute and to verify, andtiehin size.

The problem is more complicated for group communicationbeWmultiple par-
ties are taking part in a communications session, a shardtdgetween the parties is
not a solution. Since everyone knows the same secret, ifgessible for the receivers to
know for sure whether the message originated at the alleg@de, or was it spoofed by
another node in the group that knows the secret. At bestradkacret in this setting can
assure the involved nodes that the message originated &noreane within the group (as-
suming the secret has not been leaked to outsiders). lopaksible that all the nodes do
not share secret beforehand, for example when a group okmwaitteno prior knowledge
of one another take part in a communications session, asé #ra security information
once the session terminates (this is true even for two nodbsww prior history together).
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In this situation authentication is done based on asymmigcthniques where each node
possesses a unique secret known to no other node, and malathet secret to authenti-
cate itself, or the messages it generates. Public key ayapby allows such asymmetric
authentication to take place. In public-key cryptogragagch source uses its private key
to sign messages it generates, creating a digital signttatrés appended to the message
[36]. The receivers can verify the signature using the smoeding public key of the
node, which is known to everyone from the source’s certdgiciibe primary requirement
is that all users have access to a common third party nodedahié Certificate Authority
(CA ) that is universally trusted. The CA is responsible fording a node’s identity to its
public key in the node’s public-key certificate - for exam&P [37] and X.509 [38],
which are the two most commonly used certificate formats. Cangficate can be freely
distributed to all nodes in a network, and the correctnessetertificate is verifiable by
any node that has access to the CA. Apart from facilitatimgseeauthentication of nodes
and message integrity checks, public-key cryptography@isvidesnon-repudiation a
node cannot deny later that it generated a message that dasigaed using its private
key.

Public-key cryptography is a powerful tool that facilitat@uthentication, message
integrity and also data encryption. However, it is compatetlly very expensive (both in
CPU cycles and energy expenditure) to generate digitahtiges for messages, and also
to verify them [39, 40, 41, 42]. The public and private keys larger in size compared to
symmetric keys, and the certificates also take up consitiesatrage space. In wireless
networks where many of the nodes might have resource camstrpublic-key cryptog-

raphy can be a severe burden. For example, handheld dewageslimited processor
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power, storage capacity and available energy. Performgitatisignature generation and
verification frequently can consume significant processpiacity and drain the battery
quickly. Therefore in hybrid wireless networks it is prefble to use authentication pro-
tocols that are based on symmetric cryptographic prinstivieeing efficient in terms of
processing load, symmetric operations would expend leds anergy. However, design-
ing authentication protocols for group communicationsigsymmetric cryptography is
a significant challenge. The primary difficulty is how to deethe asymmetry such that
each participant has a unique secret with which to autheietits messages, while al-
lowing all the receivers the capability for validation. (ldeve assume that the security
association between each source and the group of recesvgeerated on-the-fly, and
does not make use of pre-shared secrets between every paides$, which is the trivial
solution that does not scale well.)

Our objective, therefore, is to design an asymmetric usiaesutication protocol for
group communications for resource-constrained devices pkffpose a source authenti-
cation algorithm that uses symmetric cryptographic piirag to achieve asymmetric au-
thentication of nodes in group communications, and alscagssintegrity. The protocol
can be efficiently implemented in a hybrid wireless netwoyktdking advantage of the
presence of the satellite overlay. The protocol consideegeésource limitations of the
wireless nodes and the wireless characteristics of thestei@l segment. It avoids the
assumption that the user nodes have some sort of securityiatssn established apriori,

as many other protocols assume.
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4.2 Methodology for Source Authentication in Group Comnaations

We propose to achieve authentication using a new classtificaes calledTESLA
Certificate TESLA certificates are based on a symmetric cryptograpimicifive - MAC
computation using keyed hash functions - and use delayetbdige of the key by the
CA, to achieve the asymmetry required for authenticatiagroup communications. Due
to the use of MACs to generate and verify certificates, themsehis very fast, has low
processing overhead, and consumes much less energy that ke signature gener-
ation/verification. Therefore the scheme is well-suitetetoestrial wireless nodes with
limited resources. The size overhead due to MAC additiondesages is lower compared
to digital signatures, and therefore consumes less batidfadsending the control mes-
sages that are required for secure multicast routing.

The TESLA certificate concept was originally proposed in|[4®d we have sug-
gested modifications and extensions to it in [44]. We use thdified TESLA certifi-
cate design in proposing a mechanism for authenticatiomassage integrity, using the

satellite as the CA.

4.2.1 Review of TESLA Authentication Protocol

The TESLA broadcast authentication protocol [45, 46] reprnes a fundamental
paradigm shift in source authentication in a group settifigSLA achieves asymmetric
authentication between a source and receivers througlséheflsymmetric cryptographic
MAC functions. The asymmetry is obtained throughdedayed disclosuref the authen-

tication keys. We give a brief description of TESLA in theléoling paragraphs.
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Sequence of key generation
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Figure 4.1: TESLA key generation

TESLA divides the time of transmission by the source intmtervals of equal
duration. The source generates a random key sgddr interval n, and computes a
one-way hash chain by repeatedly applying a one-way fuméfjdo s,,. The number of
elements of the hash chain correspond to the number of algaivat the source transmits.
The source computes the MAC computation key for each timervat by applying a
second one-way functioR; to each element of the hash chain. The functibnsr;, are
publicly-available and known to all the receivers. The alipm is illustrated in fig. 4.1.

The sender uses the keys in the reverse order of their gemetiiat is, starting with
K ininterval 1, followed byK, in interval 2, and so on. Owing to the one-way property
of F} and F3, it is computationally infeasible for any node to genergt&nowing K;,
or to generate; . ; knowings;. The sender bootstraps the hash chain by broadcasting to
all the receivers the anchor element of the chain, for examyplsigned with its private
key (in case of public-key based bootstrapping), or by gutanyg s, with the secret key it
shares with each receiver in the network (for symmetrici@sed bootstrapping).

For each packet generated in time slahe source uses the authentication k&y
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to compute a MAC on the packet. The MAC is then appended to dlokgd, which is
transmitted to the receiver(s). When a node receives a patKest checks whether
the packet idresh that is, it was sent in a time interval whose correspondi&$IoA
key has not been disclosed. This is the fundamental seaurigrion in TESLA. Each
receiver discards any packet that does not meet the sectitégion, and buffers only the
packets that satisfy the freshness condition. The receammot authenticate the packets
immediately since it does not know the corresponding key The sender discloses the
key K; at a later instant in time by broadcasting the corresponk@ygseeds;. Upon
receivings;, each receiver first verifies the authenticity 9fby checkings; LiN Si—1
(and therefore ultimately verifying against the anchoneats, which has already been
authenticated). If; verifies correctly, each receiver can compifg s; LER K, and
subsequently use the computé&d to verify the MAC on the packets received during
intervali.

Onces; is disclosed, any node with knowledgespttan computdy; and attempt to
masquerade as the sender by forging MACs usgingTherefore K is used to compute
MACs on packets generated only during the inteiyather time intervals use different
keys to compute the MACs. The key seedis disclosed only time slots afteri so
that no malicious node can compute and forge packets in the intervening periads
computed based on the maximum network delay from the sooréthe receivers. This
is the principle of delayed disclosure of keys.

The major advantage of TESLA in this regard is that it allowsilar authentica-
tion through the use of computationally efficient MAC fumets, and is therefore very

attractive for authentication in devices of limited capities.
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The above is a basic description of TESLA. The algorithm el enhance-

ments to mitigate various drawbacks, they are describetbh [

4.2.2 Review of TESLA Certificate Algorithm

The idea of certificates based on TESLA was proposed in [4b¢ iflea has been
formalized to form a TESLA-based public key infrastruct(P&l) in [43].

In the algorithm described in [43], there is a certificatehauty CA who creates
certificates for an entity3. During time slotn, the CA generates authentication key
aKp, for B to use to compute the MAC on its messages in that interval.CAereates
a certificateCertc 4, (B) to bindaK g, to B for intervaln. The CA uses its TESLA key
tKca, to encryptaK g, in the certificate, and uses the same key to compute a MAC on

the certificate:

Certoa, (B) = (IDp, {aKp, }ixcer 1+ d, MACik,, () (4.1)

aKp, is known only to the CA and3 during periodn, while tK¢ 4, is known only to
the CA.n + d indicates the time at which the CA will disclos& 4, to the nodes, that
is, it is the expiration time of the certificate. The CA selitstc4, (B) to B alongwith
aKp,, which is encrypted with ke 4 5 that is shared between the CA aBd

In the time intervaln,n + d), a low-powered devicé® sends a request tB for
using B’s service:D — B: (request). To authenticate itself t&), B sends an authenti-

cation packet containing its certificate and a MAC on the estu

B — D: (Certca,(B), MAC,r, (request)) (4.2)
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When D receives the authentication message, it checks the timpst&Certca, (B)
to make sure it has arrived before time+ d. If the certificate is “fresh”,D buffers
the authentication packet. At time+ d, the CA disclosesK4,. Upon receiving the
key, D verifiesCertca, (B) by checking the MAC in the certificate using’c4,,. If the
MAC verifies correctly,D obtainsa K, from the certificate by decrypting withi{¢ 4, .
Subsequently)D checksM AC,k,, (request) to verify the authenticity of3. Therefore,
D is able to verify the identity of3 only if it receivesCertc 4, (B) beforen + d. Once
the CA discloses its TESLA keg(4,, any node could forge a certificate for the time
intervaln.

The TESLA certificate algorithm described above allows aentadadd authenti-
cation to packets for aingleperiod in time. Therefore, a source noBethat transmits
for multiple time intervals will need several TESLA certdies from the CA. If there are

many sources that send data over long intervals, this can@titla substantial overhead.

4.2.3 Extending TESLA Certificates: Protocol Assumptions

We propose a new algorithm for source authentication by fyiodj the initial con-
cept of TESLA certificates, which we described briefly in gat4.2.2. Our proposal

includes the folowing modifications:

¢ we add mechanisms to extend the lifetime of the TESLA ceatiéidrom single use

to multiple uses, and

¢ we allow disclosure of source TESLA keys via proxy.
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The TESLA certificate implementation requires the pres@feededicated Certifi-
cate Authority (CA) to generate the certificates. In our athm, the CA broadcasts the
TESLA keys of the source nodes to the network at periodic ksglasure intervals. In
the hybrid network topology, we use the satellite for prawydCA services. The reasons
for using the satellite as the CA are as follows. The sageitita network node that is
always available, connected to the entire network, andysiphlly secure. The satellite
has higher computing power with on-board processing céipadnd higher storage com-
pared to terrestrial wireless nodes. Its energy is techyirdinite, since it is renewable
via solar power. Therefore the satellite can perform prsiogsintensive cryptographic
operations more efficiently compared to the terrestriabsod he presence of the satellite
thus allows implementation of highly efficient and secunetdized authentication pro-
tocols that would have been difficult to implement in temiestvireless networks without
the centralized satellite infrastructure. We thus condite satellite as the root CA in our
authentication protocol design and assume that the $atmllirusted by all other nodes
in the network. In our authentication protocol, the saieltjenerates the TESLA certifi-
cates for all the terrestrial user nodes, and it acts as theydor the terrestrial nodes
for disclosing the TESLA MAC keys used by the nodes for autication and message
integrity - instead of the source node, the satellite braaticthe TESLA keys at regular
time intervals. Therefore the TESLA keys reach all the useleis in one broadcast trans-
mission. This saves the delay in TESLA authentication, a&dldices the processing load
on the source nodes, and also the network transmissionearhVe describe the details

of our source authentication protocol in the following s&cs.
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In order to describe the operation of the authenticationgmal, let us consider a
group of three wireless node§ B andC, where A sends messages andC. Our
objective is to design an authentication mechanism thatwvalB andC to securely au-
thenticate messages framusing a computationally efficient algorithm that expends lo
node energy. We make the following assumptions about thi@lisecurity setup of the

network for authentication purposes:

¢ all three nodes have limited energy and processing powdrnane has any pre-

existing security information about the others;
¢ the public key+ K4 of the CA is available to all nodes;
¢ all nodes are time-synchronized with the CA;

e appropriate security policies are in place to allow eachentodsecurely identify
itself to the CA during the initial bootstrapping phase, &ad¢h nodeX shares a

unique secret ke o4 x with the CA;
e one-way functiong’; and F; [47] are publicly available;
e message transmission framto B and(' start at timelg;

e time is divided into intervals, each of duratidn

4.2.4 Initial Setup: Key Generation by CA and Source Node

During the initial setup, before any messages are transitt the network, the
CA and all sources generate the keys that each will need fesage authentication. The
sets of keys are generated using the TESLA algorithm.
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The CA uses a TESLA key chaiftKca,}, ¢ = {1,.., N} to authenticate the
TESLA certificates that it generates for the group sourcd®e TA generates a random

seedsc4 v and applies one-way functiaf, to s¢4 v to form ahash chain(4.3):

o o I3 I3 43
SCA0 < ScAl < ... < SCAN-1 < SCA,N ( . )

where N > 0 is equal to the number of unique MAC keys that the CA expeciss®
for authenticating the certificates and messages it geserathe valueV depends on
the length of each time interval and the total duration that@A node will perform the
function of the CA. We assume that in each time interval, theuSes only one key for
computing the MACs on all the messages it generates in tinat itnterval Therefore, if
the total time of CA's functionality i§" and the interval for key disclosuredt we have

N =

&N

Subsequently the CA applies functiéhto each element of the hash chain to obtain

the certificate keysK ¢ 4 ; that it uses in the certificates (4.4):

Fy Py Fy Fy
ScAo0 S Scan SCAN-1 <—— SCAN
le J{FQ J{Fz (44)
tKca tKcan-1 tKcan

sca, IS theanchor elemendf the CA's authentication key chain. All TESLA certificates
and signed messages from the CA are authenticated using¢heraelement during the

protocol run.sc 4 o is broadcast to the network at time< ¢, (4.5):

CA — network: (scao, SIGN_k,, (..)) (4.5)

The anchor element itself is authenticated using traciipanblic-key cryptography: the
CA generates a signature on the message containing therasiehwnt and broadcast the
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message with the signature. All network nodes receivingotib@adcast message verify
the signature on the message using the publickéy 4, of the CA. If the signature is
verified, the nodes store in local memory the key ( along with the broadcast message.
In a manner similar to the above, each source nbdenerates a random seed,
and applies one-way functiofy to s 4, to form ahash chainbefore any messages are

sent. A subsequently applies, to each key 4 ; generated above and obtains the output

/
sy (4.3).
Fi Il Fy Fy
SA0 S S41 SAn—1 S SAn
2 | = |7 |~ (4.6)
/ / / /
Sa,0 Sa1 SAn-1 San

Heren > 0 is equal to the number of unique MAC keys thatexpects to use for au-
thenticating its messages. The valuelepends on the length of each time interval and
the total duration ofd’s transmission. We assume that in each time intefviah source
uses only one key for computing the MACs on all the messaggnierates in that time
interval Therefore, if the total time of’s transmission i§’, we haven = %.

Attimet < ¢, A sendss 4 ,, n to the CA, along with details on A's key disclosure
interval. The message frorhto the CA is secured using the shared sefigf 4 between
A and theC'A. The CA can obtain all the elements dfs TESLA key chain froms 4 ,,
andn, as in equation (4.3).

On successful verification of’s identity, the CA generates the TESLA certificate
for A. The keys,4 o is included in the certificate as the anchor element of A's&esin.
It is encrypted using keyK -4, from the CAs key chain. The certificate also includes
the identity of the source nodé¢ and the time, + d upto which the certificate is valid,

i.e., after timet, + d, key s4 o is made public to the group and it can no longer be used
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Figure 4.2: TESLA Certificate for nodé

for new messages. The certificate also contains a MAC foreatitation, computed on
the previous elements using- ;. For added security, the certificate might also contain

CA's public-key signature on all the previous elements)4.7
CETtCA (A) = ([DA, {SA,O}tKCA717 to + d, MACtKCA,l () s S]GN—KCA ()) (47)

CA — A: Certoa (A) (4.8)

Hered > A is the key disclosure delay for the CA TESLA signature key @4, is
the CA MAC key for the time periodt,, ¢y + d). A schematic of the TESLA certificate

for A is given in figure 4.2.

4.2.5 Message Transmission from Source to Receiver

A sends messages BandC starting in the time intervalt,, t, + d). A computes

a MAC over the message, usings’, , and includes its TESLA certificat€ertca (A)
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with the message.
A — {B,C}: {My|My: (mo, MACy, , (mo), Certea (A))} (4.9)

Each of B andC' checks thdreshnesf the certificate by checking the timestamp of
Certca (A) to make sure it has arrived within the peri¢dt, + d). The receivers also
check thats’, , is not publicly known, i.e.,]\MlCS/A0 (mg) cannot yet be computed by
them. If all the checks pas#; and C store M, in their respective buffers, else they
discard the message.

Checking the timestamp atiert- 4 (A) is critical for the security of the algorithm.
Once the CA discloses- 4 at timet; > ¢, + d, any node in the network can create a
fake certificate with timestamfy + d, allegedly generated by the CA, similar to (4.7).
Therefore receivers will only accept certificates for whibbe CA TESLA key has not

been disclosed at the time of receiving the certificate.

4.2.6 Message Authentication at Receiver
Attimet, =ty + d, the CA broadcasts the kay. 4 ; to the network:
CA — network: ((to, to + d), SCA,1, SIGN—KCA ()) (410)

If receiverB or C' has received the anchor elemeat, o (4.5), they can check the authen-
ticity of sc4 1 by verifying sc4,1 againstsc 4 o:

SCA,1 i SCA0 (4-11)

Otherwise,B or C can verify sc4, from the signature using K¢4. If verification is
successful, each receiver derivésc 41 from sc41 (4.4) and usesK .4, to verify the
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MAC on Certca (A). Ifthe MAC is correct, receiveB obtainss 4 o from Certca (A) by
decrypting witht Kc.a,1. B obtainss) , from s 4 (4.6). ThenB checksM ACy, | (mo)
usings’, , and acceptsy, if the MAC verifies correctly.5 savesUertc4 (A) and the an-
chor element 4 ; of A’s key chain in long-term memory - they are used for authetmiga
future keys and messages froin
Messages from¥ to B in subsequent time intervals use the corresponding key of

A’s key chain to compute the MAC! does not have to include its TESLA certificate in
messages subsequentlfy, under the assumption that every receiver has receigd
correctly. For example, in the peridd;, ¢, + A), messagé/; from A to B would look
like:

A — B: {M;|M;: (m MACy, (mi)>} (4.12)
Attimet;+d, the CA broadcasts, ; to the networkSinced > A, whens 4 ; is disclosed,

A'is no longer using', ; for computing the MACs on its messages. Any receiehat

receives the CA broadcast, verifies that indeed belongs tel's MAC key chain as:

F; F; F;
SAj = SAi—1 RN = S4,0 (413)

The above verification is correct sinég is a secure one-way function and , has al-
ready been verified fromVertc4(A). However, if B wants to be additionally careful,
it can verify s 4, going through the additional steps described above, usi@@CA key
broadcast message a6@drt-4 (A). Figure 4.3 gives a timing diagram representation of
the protocol.

After the initial anchor element broadcast message frorCheigned with— K 4,
subsequent key disclosure messages from the CA can be ticdtet using one-way
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chains. For example, CA discloses the key ; used in periodt;, t; + d) at timet; + d.

ReceiverB can verify thats¢ 4 ; belongs to CA's one-way chain:

F " F
SCAi — SCAi—1 — - —7 SCA,0 (414)

wheresc 4 o has been verified before usirgc4. B does not need to check CA's signa-
ture to verifysca ;.

Thus messages from to B and C can be authenticated. The above algorithm
requiresA to perform one signature verification to verify the certifecé receives from
the CA (4.7). Eachreceiver also performs one signaturéea@tion on the anchor element
broadcast message from the CA (4.5). Sintés not a receiver, it does not need the
verification in (4.5). All other messages from the CA and therses can be authenticated
using low-computation symmetric MACs. Moreover, souraas i@ceivers do not have to
perform clock synchronization directly with one anothgnahronizing with the CA is a
necessary and sufficient condition for the protocol. Thi@sadditional message rounds
and protocol complexity, and also breaks the cyclical ddpany between authentication

and clock synchronization.

4.2.7 Revocation of TESLA Certificates

The CA might need to broadcast a certificate revocation ngesaaany time cir-
cumstances warrant that the TESLA certificate of a node hhe tevoked. Assume the
CA revokes the TESLA certificate of nodein the time periodt;, t; + d). Then the CA

broadcasts the following message to the network:

CA — network: ((t;,t; +d), REVOKE (Certca (A)), MACik,, ,,, (..)) (4.15)
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The receiver buffers the message and waits for the CA toatieg} 4 ;1 at time
t;+d. The traffic received froml in the intermediate period is also buffered, awaiting the
verification of the revocation message, due to the postiliiat the revocation message
might be a fake. Attime; ., = ¢, + 2d, the CA broadcasts: 4 ;11 to the network.B can
verify the authenticity o 4 ;41 from (4.14) and thus validate the revocation message. If
the revocation message is correctly verified, the receiigmadds the buffered messages
from A and adds the sender to the revoked users list.

The revocation message can be merged with the key disclosessage, the com-

bined message looks like:

CA — network: ((t;,t; +d), REVOKE(..),sca, MAC k4 14y (o), SIGN_ g, (..))
(4.16)

where the REVOKE field will contain the TESLA certificates t® tevoked, the MAC is

computed on the revoked certificates and the signatureegtifis ; for nodes that might

need the verification (instead of verifying 4 ; using (4.14)).

4.2.8 Non-repudiation of TESLA Certificates

Non-repudiation is not provided by the TESLA authenticatigorithm [45] or the
prior TESLA certificate proposal [48]. The symmetric natafeéhe basic cryptographic
primitive used here - MACs - does not allow for non-repudiatiOnce the hash key for
a particular MAC is disclosed, any group member would be &blgenerate the MAC
for the given message. Therefore, at a later instant in timis, impossible to prove

that the message was generated by a particular source. dkeflaon-repudiation is a
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major drawback of the TESLA certificate protocol compareditptal signatures based
on public keys.

In our extended TESLA certificate algorithm, we propose td adn-repudiation
by taking advantage of the satellite infrastructure andpitsgosed mechanism of key
disclosure by proxy. This is achieved as follows. The soardgbenticates each message
by two or moreMACs, computed using keys from two or more key chains, respey.
The anchor element of the root key of each chain is sharedeeetthe source and the
CA (the satellite) as described in 4.2.4. The source indualethe MACs with each
message transmission. Each receiver buffers the messaggwith all the MACs if the
basic security check is satisfied, as described in the ppbioa.2.6. At the time of key
disclosure, the CA broadcastsly one of the MAC keysut of the set of MAC keys for
the given source and message. Each receiver verifies tHe 8iAgC associated with the
key broadcast by the CA, and accepts the message as cotrecMRC is verified. If any
receiver wants to be able to check the message for non-@pudat a later time instant,
it saves the message along with all its MACs.

The MAC key that is disclosed by the CA is chosen at every dgale instant, with
uniform probability from the set of available keys for thamheé interval. Therefore, the
source cannot know in advance, with a high degree of prabalihich key will be used
by the receivers for authentication. Hence, if the sourcal@vtike its messages to be
accepted by the receivers, it will have to include all the MAgrrectly computed with
the corresponding keys.

If at a later instant in time, a receiver would like to provattla message was in-
deed generated by the source (i.e., non-repudiation)etteaver can simply send a non-
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repudiation request to the CA. Upon receiving the requbst QA discloses one of the
previously undiscloseMAC keys for the message in question. The receiver can camput
the MAC for the message with the newly disclosed key and coetp@ MAC with the set

of MACs it had saved previously. If the CA and the receiverrages correctly, the newly
computed MAC will match one of the saved MACs. Since: (i) thelisclosed MAC keys
were known only to the source and the CA, and (ii) the CA is ersally trusted, therefore
the saved MAC must have been computed by the source usingA&Kdy and hence the
message must have been generated by the source. Thus noiatEm is achieved.

The security of the above algorithm is proportional to thenber of MACs included
with each message. For two MACs per message, the probattiltyarticular key being
disclosed by the CA is 0.5. We term this probability thfactor, wherer is acronym
for repudiation. It is computed as the inverse of the numb&tACs included with each
message. A non-conforming source who includes only onecttyrcomputed MAC with
its message in order to avoid non-repudiation, can expeatssage to be accepted by
the receivers only with 50% probability. If four MACs are lnded with every message,
the r-factor drops to 0.25, and so on. There is hence a triidetveen the strength of
the non-repudiation algorithm and the security overheadgssage in terms of number
of MACs involved. There is also the processing overheadestiurce since it node has
to computel, number of MACs per message wheve > 1.

The number of MACs per message also affect the security oltaithm in the
context of the receivers. If there are two MACs per messdgenon-repudiation mech-
anism will be successful for the request from one receiver. any subsequent request
from other receivers for that particular message, nondigion will fail since both MAC
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keys are now known to the receivers. The number of succassfutepudiation requests
for a given message is therefore directly proportional saritbmber of MACs per mes-
sage. This drawback can be solved by modifying the protdegissfor non-repudiation.
Instead of sending a request for an undisclosed key, thé&vezaan send the entire mes-
sage along with the saved MACs, to the CA. The CA itself wilhgute the MACs on
the message with any one of the undisclosed keys and comghréhessaved MACs sent
by the receiver. Since the undisclosed keys are known ontiggdCA and the source,
in the event of a match, the CA can confirm to the receiver tiatessage was indeed
generated by the source. The security of this mechanisnndspanly on the amount
of trust placed on the CA and is independent of the number o€Cllper message. The
tradeoff is the additional load on the CA and the network beged in transmission of the

message with the MACs, to the CA.

4.2.9 Key Disclosure Delay

4.2.9.1 Time Synchronization

Time synchronization between various parties taking patthe communication is
important for the correct operation of the protocol. Dueh@global reach of the satellite,
we consider it as the time reference. It periodically br@atieits local time to the network
and each terrestrial node synchronizes its time with thellgatreference. Figure 4.4
illustrates the time synchronization of the terrestriadl@®with the satellite/CA. The time

synchronization works as follows.

e At periodic intervals, the CA broadcasts its local timeg to the network, authen-
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Figure 4.4: Time synchronization between the protocoligigents in the
extended TESLA certificate protocol

ticated with a digital signature. The local times at thatans at a terrestrial source

nodesS and receiver nod& aret; andt,, respectively.

SendersS receives the CA time broadcast at its local titge The sender computes
the maximum difference in time fromthe CA&s— tcy = tg —t1 +t1 —tca =
ds + €5 Whereeg is the synchronization error of the source clock with theetim
reference. Therefore the upper bound on the CA's local timii, reference to,

ist <tg+dg + €g.

ReceiverR receives the CA time broadcast at its local titge The receiver com-
putes the maximum difference intime from the CAgas-tca = tr—ta+to—tca =
Or + €r Whereey, is the synchronization error of the source clock with theetief-

erence. Therefore the upper bound on the CAs local timé) veterence ta, is
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t <tr+0r+e€n.

The above method of time synchronization with the CA alsareutly synchro-
nizes the time between the terrestrial nodes. After symghation, the difference in time
between the nodesandR is §s — dr + €5 — €. It can be deduced from figure 4.4 that
dg anddy are the network propagation times from the satellite to¢hestrial nodes, i.e.,
0s — 0z and hence the difference in local time is oRly— ez = egr. If S andR are

well-synchronized with the CA, we haver ~ 0.

4.2.9.2 Computation of the Key Disclosure Delay

The key disclosure delayis a critical parameter affecting both the security and the
performance of the proposed protocol. The key disclosuisyakepends on the duration
of each time intervall and the network propagation delay from the sources to the re-
ceivers. As is shown below, if the message transmission thensources to the receivers
happen exclusively over the satellite links, then the kegldsure delay depends only on
A and the satellite link propagation delay, which is known fixed.

We follow the method outlined in [46] in computing the keydasure delay for
our proposed protocol. Let us consider a pagkdteing sent from sourcg to receiver
R in time intervall;. Let the local times af bet;* when the packet is sent, while the
local time atR is ¢;7*, when the packet is received. The requirement to satisfgeharity

condition is:

t; +0r+er —to
L

—I;<d (4.17)

wheredr andey are the propagation delay from the CA to the receiver andithe t
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synchronization error respectively, as explained in secti.2.9.1.
Also, we must have:

If Dgp is the network propagation delay frofhto R, then:
Dsp=t;""+ep —t;° — €5 (4.19)

whereeg is the time synchronization error fof.

From (4.17), (4.18), (4.19), we get:

Dgsp — ;% —

L SR ER—FJ +A€S+5R+€R tOJ—Ij<d
. D to+ 1« A+ A op —t
ie., (SRJFOJFJ*; Tes ¥ or N -1,<d
: D 4]
e, | SR+A€S+ Bly1<d

(4.20)

If we assume that the packet transmission frérto R is over the satellite links, then
Dgp is one-way propagation delay over the satellite frérto R, while §5 is the direct
propagation delay from the satellite to any terrestrialeod/e thus havéd sz = 2 % 0

and hence from (4.20), we get:

30t ey g g (4.21)
A
For a given satellite configuratiofiy is known and fixed. For example, for a geo-
stationary satellite) is of the order of 0.12 seconds. Moreover, for good synclzaiian

of the terrestrial nodes with the time referenegjs negligible compared to the satellite

propagation delay. Hence, (4.21) gives

0.36

[~ 1+1<d (4.22)
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Figure 4.5: Key disclosure delayas a function of key use interval

Figure 4.5 shows the variation in the key disclosure délag a function of the key
use intervalA. As the figure demonstrates, the product of the disclosuay @ad the key
use interval is bounded by the network propagation delajchwis a constant. Hence as
the key use interval increases from 1ms to upto 50ms, théodis® delay varies between

361ms and 410ms.

4.3 Analysis of Protocol Correctness of the Extended TESlefti€icate

Approach

The modified TESLA certificate approach provides strong entibation guaran-
tees to a protocol participant. We analyze the correctnigbe @rotocol using the Strand
Space Model (SSM)[49]. SSM has several advantages over stlarity protocol cor-
rectness analysis methods, especially that it models egasl relation information be-

tween events which makes the proofs concise. In our prototalysis, we make use of

84



the definitions and propositions that are explained in [#@Jluding defining the follow-
ing:
e T C Aisthe set of texts representing the atomic terms, whAeethe set of terms.

e K C A is the set of cryptographic keys, disjoint fromand equipped with unary
operatorinv:K —K. For symmetric keyspv(K) = K, while for asymmetric keys,

inv(K) = KL

e T,..n.. CTisthe setof names, containing elements such,as.

e K: T,.m.. —K isan injective mapping that associates a public key witln geim-
cipal. For example, the public key of the Certificate Authowould be: K(C' A) =

Kca. The corresponding private key: il )=Kc, .

e We model the penetrator as defined in section A.4 of [50],igaipenetrator set

of keys K, and and penetrator strand with traces of the typ&, C, S, E or D.

Correctness proofs in SSM make use of the authenticatiogeaggnt properties
proposed in [51]. A protocol guarantees a participaiffor example, the receiver) agree-
ment for certain data itemsif each time a principaB completes a run of the protocol
as a responder using supposedly with4, then there is a unique run of the protocol with
the principalA as initiator usinge, supposedly withB.

A weaker non-injective agreement does not ensure unigaebes requires only
that each time principaB completes a run of the protocol as responder ugingppar-
ently with A, then there exists a run of the protocol with princigads initiator usingz,
apparently withB. We prove the weaker agreement by showing that wheneverdéun
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Figure 4.6: Strand Space Model representation of initisdsage exchange
in the extended TESLA certificate protocol

C' contains a receiver strand usi@gthenC' also contains a source strand usifigWe

establish agreement by showing tliatontains a unique source strand usihg

4.3.1 Strand Space Model for extended TESLA Certificate Allgm

Figure 4.6 shows the SSM representation of the initial ngessxchanges in the
extended TESLA certificate algorithm, withas the source or initiatoR as the receiver
or responder, and as the Certificate Authority. We consider only these threecppals
in our analysis, withB representing the set of receivers. To prove that messagfesrau
ticated by B are sent uniquely byl, only the first few steps shown in figure 4.6 are
important, since subsequent message authentication gysamepetition ofM/; through
M. In the analysis we consider only the important units of thessages, which are
termedcomponent§50]. We prove the authentication properties of the extdntieSLA

protocol using a series of authentication tests, of the tigdmed in [50].
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Let X be a strand space model of the extended TESLA certificategobtin X,

the regular strands are defined to be of the form:

1. Source strands in Sté[ s, M, K], with trace:
(+Alsa05amlie, _A|SA70|tk0A,1MAC(“)|H(A|SAvO|tkCA$1MAC(“))|KCA—1’
+Mo|H(Mo)ly, [Alsaoly,., , MAC()], +M[H(Mo)l,, )
2. Receiver strands in Reav[M, K] with trace:

(=scaolH (scao)l gy, -1 =MolH(Mo)ly, |Alsaoly,, MACC),

—scanlH(soan)| g1 =M H(Mo)ly, | —541)

3. CAstrands in CAf, s, K] with trace:
<_A‘SA,OSAJL|7 +A‘SA,0|tkCA71MAC(“)7 +SCA,0|H(SCA,O)‘KCA*17

+ scailH(scan)lg,, ,—1,+541)

HereA, B,CA € Tyame ands i, 8y ;5 Sca,i, thoa, € K Vi.
Let LT be the set of long-term keys, which includes the publicaiakey pair of
the CA, and the long-term secret ké&§ 4 4 that each principal shares with the CA. We

further assume:

1. The CA generates keys in areasonable manner, i.e., A= unlessisca, thoa ¢
Kp;thcai = H(sca,); Scas = Scai ' thoas = thoai ' scai is uniquely orig-

inating (and thereforékc 4 ;); andsca i, tkca; ¢LT Vi € [0..n].

2. Similar to above, the source generates the authentidegigs in a reasonable man-

ner.
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The authentication guarantees provided by the protocaemeved in the follow-

ing steps.

1. The long-term key& T are not uttered by the protocol. ThusAf eLT and K ¢
Kp,thenK € SywhereS; is the set of safe keys as defined in definition 2.3 of [50].
Hence, if the CA signs a message with its private k&y, ', then the certificate is

valid.

2. The short-term authenticating keys are valid till theg attered by the protocol.
Thustkca,; € Sy till event Ms. Similarly, s o € Sp till event M5 ands 4 ; € S till

eventM-.

3. The CA receives an unsolicited test that authenticatesnikial positive node of

the source.

4. The source strand contains an outgoing testsfay in [s4,054,n/f,, ,- This au-

thenticates the server strand.

5. The receiver strand receives an unsolicited test thheatitates the second positive

node of the CA strand.

The receiver authenticates the source only in that it atitetes the CA strand,
which has authenticated the occurrence of the source &rnaitchl positive node.

We use unsolicited tests to prove the CA's authenticatiarautee.

Proposition 4.1 Suppose that C is a bundleX] Kc4 4 ¢ Kp; ands € CA[A, s,*] has
C-height 1.
Then there exists; € Src[A, s, M, x] such thats; has C-height 1.
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PROOF. The term‘8A708A7n|KCA7A is an unsolicited test, and therefore Authentica-
tion Test 3 [50] occur on positive regular nodeg’inLet S be the set of all regular nodes
in C having|sAvosA7n|KCA,A as a component. Sincegis non-empty, it has<c minimal
membem, (Lemma 2.6 in [49]). By Lemma 2.7 in [49], the signwf is positive. Since
the sign ofs € CA[A, s,*] is negative and it has C-height 4, can only be of the form
(s;, 1) for s; € SrclA, s, M, x].

The following two propositions cover the receiver’s autiigation guarantees.

Proposition 4.2 Suppose that C is a bundle ¥y A # B; Kcaa, Koa ', sca1 ¢ Kp;
ands, € Recvk, M, x] has C-height 3.
Then there existsc4 € CA[A, s, %] with C-height 4. Furthermore, there exists €

Src[A, s, M, x] such thats; has C-height 3.

The next proposition is similar to proposition 4.2, but un#s the case to cover the

authentication guarantee of the receiver for evéiiisand M-

Proposition 4.3 Suppose that C is a bundle ¥y A # B; KCA,A,KCA‘l, scal S &
Kp; ands, € Recvk, x, %] has C-height 5.
Then there existsc4 € CA[A, s, %] with C-height 5. Furthermore, there exists €

Src[A, s, x, x] such thats; has C-height 4.

4.4 Security Analysis: Prevention of Authentication Akac

The extended TESLA certificate authentication protocatgsstant to active attacks

by malicious nodes in the network. In the following sectiams discuss the security
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provided by the protocol against specific active attacksounanalysis, we assume that
the CA is always secure, since compromise of the CA is a sipgiet of failure for

security in the network.

4.4.1 Malicious Node with Connectivity to Source and Reeeiv

We consider the case where a malicious nadan the network attempts to create
fake packets from a source to the receiver(s). Without Idsgeaerality, we consider
one sourced is sending data to one receivBr, the data being authenticated using the
extended TESLA certificate protocol. We assume tkiatan hear packet transmissions
from A, and can also transmit tB. X can also receive the broadcast messages from
the CA. Therefore, shortly after timig + d, X has knowledge of’'ert-4 (A), message
M, from A to B, sca broadcast by the CA, and, , from the certificate X can verify
that s/, , belongs to the authentication hash chaindoby performing the verification
procedure. Having obtained a verified elementitsf authentication chaidy’ can attempt
to spoof messages as coming fromstarting at time, + kd, wherek > 0. To achieve
this, X needs to generate, ;, from s, o wheresy , = Ff’“{sA,o}. Due to the one-way
property of £, this is computationally infeasible foX, and is of complexityO (QK),
where each element of the hash chaikidits andK is assumed to be large. Without
avalids 4 4, it would be impossible foX to spoof a message that would be successfully
authenticated by.

X could also attempt to spoof packets framat any time betweert,, ¢y + d).

This would require thafX successfully generate an element4¥$ hash chain without
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knowledge of any legitimate element of the hash chain. Tassthe same computational
complexity ofO (2K) and is computationally infeasible for a§y with finite resources.

A third approachX could attempt would be to generate an independent hash chain
that produces the hash valsig that is computationally indistinguishable fram,,. This
would allow X to use elementy , of its own hash chain to authenticate messages pur-
portedly generated byl. However, this is computationally infeasible due to thdisimin-
resistance property df; and 5.

Failing any attack onl’s hash chain as abov&,could attempt to masquerade as the
CA and generate a fake certificate for A as in equation (4nt),aso generate fake CA
key disclosure broadcast message similar to equation)(4Hd®vever, unlessX knows
the CA private key— K¢ 4, it will not be able to correctly sign the fak€ertc (A),
and therefore the fake certificate will be rejectedAyLikewise, the fake CA broadcast
message fronX will be rejected by the receivers unless the signature imtassage is
verified as correct using K- 4. As per our assumption of the security of the CGAK - 4
is known only to the correct CA, and therefakewould not be successful in this attack.

X could attempt to fake CA key disclosure messages subsetuéh10), but (a)
the fake hash elemest 4, ; will not verify successfully to the anchor elemest, , and

(b) this does not allowX to fake elements aofi’s hash chain.

4.4.2 Attack on the CA Revocation Messages

A malicious nodeX in the network can attempt to broadcast fake revocation mes-

sages, similar to (4.15), and thereby attempt to disquédifjtimate sources in the net-
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work. To generate a fake revocation message that will beesstully accepted by the
receivers,X should be able to compute a MAC on the fake revocation messsigg
the keysca ;+1, with knowledge of at most the key 4 ; wheresc 41 = Fl‘l{sCAvi}.
Using reasoning similar to the previous section, owing eodhe-way property of}, this
has computational complexity (2%) and is infeasible foX. At most, X can trick the
receivers in buffering the fake revocation message, #ibxt message disclosure from
the CA, when the MAC on the fake message will not verify caityeasing the recently
disclosed (correctc 4,41, and therefore be discarded.

Based on the security analysis above, the extended TESlificae approach is

secure against message spoofing attacks by malicious rmottesnetwork.

4.5 Performance Analysis of extended TESLA Certificate Athm

We have run simulations of the extended TESLA certificatbentication protocol
to analyze the demands the protocol can make of node respame also to compare it
with widely-used signature-based authentication prdsoda our performance analysis,
we consider that all security protocol and data messagestie source to the receivers
are sent over the satellite channel where the satellite ksahband and geostationary
orbit. Therefore, we also assume that the one-way satplidpagation delay is of the
order of 130ms and the terrestrial propagation delays flmangtoup nodes to the local
gateways are negligible in comparison. Moreover, the lgateplink bandwidth is much
less in comparison to the satellite downlink bandwidth asdally also lower than the

terrestrial wireless bandwidth (assuming the wireless M#@tocol is 802.11agn). By
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Figure 4.7: Receiver buffer size for varying network bandiws and key use intervals

our assumption, all data has to traverse the satellite kipia hence we limit the overall
network bandwidth to be equivalent to the satellite upli@kdwidth. In the following
analyses, the uplink bandwidth is varied between 64Kbpslaibps.

An important resource consideration is the amount of mensotyuffer required
in the receivers for temporary storage of the data packatste pending authentication
(that is, they MAC key has not been disclosed by the CA). Figuv¥ shows the variation
in the size of buffer required for differedt and varying network bandwidths. In theory,
the receiver buffer size depends on the time interval of ls&y(gince the key disclosure
delay is a function of that) and the network bandwidth. Asrggd.7 shows, the buffer
size varies little with the key disclosure delay since ifrnsited to a narrow range by the

network propagation delay. However, the buffer size isificantly affected by the rate
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at which data is received - for higher rates, larger buffeetuired. Even so, the buffer
requirement is only in the order of hundreds of kilo-bytehkiah is a small fraction of the
memory present in mobile computers today.

For network scenarios where the receiver buffer is fixed diratdware constraints,
the key disclosure delay (and hence the key use intervatphmesdynamically determined
based on the smallest buffer size available, and the netwaoréiwidth. As shown in figure
4.8, the key use interval can be longer for larger bufferdlenhis shorter as for higher
network bandwidths.

The size of the TESLA certificate and the MACs computed on eaefsage, com-
pare favorably to digital certificates and signatures usgaiblic key-based cryptography.
If the MAC algorithm is based on SHA-1 [52], the key used is b#8. For a TESLA

certificate with fields as shown in 4.2, the certificate sizisputed as follows.
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32 bits for the ID - this will cover 4 billion nodes;

160 bits for the encrypted anchor element (128 bits if MD5sisdlinstead of SHA-

1);

64 bits for the time field - this gives the current time in UT@c@ January 1, 1900,

with a resolution of 200 pico-seconds [53];

160 bits for the MAC; and,

1024 bits for the CA digital signature (assuming PKCS# 1edd54] digital signa-

ture with modulus 1024 bits)

Therefore, the total size of the certificate is 1440 bits d hftes. In contrast, a typical
X.509 certificate size is of the order of 1KB.

The size of the MAC appended to each message in our protodd8shits for
HMAC-MD?5 or 160 bits for HMAC-SHA1 (and with r-factor 1). Inommparison, if RSA
based digital signature is used, the signature size would Bdits, 1024 bits or 2048 bits
for RSA modulusN = 512, 1024, 2048 respectively. For DSA or ECDSA-based digital
signatures, the signature size is 320 bits for a securigl @80 bits [55]. A comparison
of the size overhead incurred for authenticating 500MB datag our proposed protocol
or DSA or RSA, is shown in figure 4.5. Figure 4.9(a) compardsreded TESLA with
HMAC-MD?5 against DSA and RSA, while figure 4.9(b) compareteaded TESLA with
HMAC-SHA1 against DSA and RSA. Since the size of the messadarger than the
size of the maximum bytes allowed per transmission, the agess split into smaller

chunks for transmission and each individual chunk is autba&tied separately. The graphs
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show how the overhead varies as a percentage of the tota trgresferred (message +
MAC/signature) as the size of the IP packet varies betweénbyles and 1528 bytes.
For extended TESLA, we consider three cases based on theedefynon-repudiation
present - for each packet, r-factor is 1 (one MAC), 0.25 (fdkCs) or 0.125 (eight
MACSs). These are compared to DSA with signature sizes 40n@4.38 bytes, and RSA
with signature sizes 64, 128 and 256 bytds=612,1024 and 2048 respectively). For all
the cases, the overhead decreases with increase in thd pexekbecause for the higher
packet sizes there are lesser number of chunks and henee resaber of MACs or
signatures. The overhead for our basic protocol is the lbofesll the cases. As we add
more MACs for non-repudiation, the overhead goes up andignifisant percentage for
eight MACs (r-factor 0.125). This is the tradeoff in termssafe for our non-repudiation
scheme. However, even then the overhead for our protocajngisantly less than the
overhead due to strong RSA (256 byte signature) or DSA (128 bignature)-based
security. The graphs suggest that we should go for the lappeket size allowed by
the underlying link layer protocol, since the overhead drsignificantly. However, this
has to be considered against the energy expense for awtiemdilarger packet sizes, as
shown in some following figures. Figure 4.10 shows that the sverhead with HMAC-
SHAL1 is more than that with HMAC-MDS5 for all r-factors, sineach individual MAC for
the former is 1.25 times in size that of the latter. Howewarhigher r-factors and larger
packet sizes, the overheads tend towards equal values. r@pbsgagain emphasize the
need for larger packets, since the overhead drops from 50%dovorst-case scenario
(HMAC-SHAL, r-factor 0.125, 316 byte packet), to 8.72% (&3®/te packet).

The number of cryptographic keys required for computing\i#C on each block,
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Figure 4.9: Comparison of percentage byte overhead duethemitication
for 500MB data

for 1GB data, as a function of the buffer size and the netwarkdwidth, is shown in
figure 4.11. Here for each time interval, one key is usedA is also lower bounded
by 10ms. The buffer size is varied from 64KB to 1536KB in stepH4KB. All the
graphs exhibit a knee for buffer size 128KB. The graphs slmatfor high transmission
rates, the number of keys required is high for small buffessile it decreases sharply
as the buffer size increases. The decrease with increasifey Isizes is more smooth
for bandwidths lower than 1Mbps. For large buffer sizes,tbimber of keys required
becomes largely independent of the network bandwidth. Wiheibuffer sizes are small,
the key use intervals have to be small too, and they are maseptible to variations in
the data rate. For large buffers, the effect of the bandwsltess important. Therefore,
one should consider the receiver buffer size as a more igpioiactor than the network

bandwidth in designing the protocol parameters.
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Processor

Key length (bits)

1024

2048

4096

PIlI-500MHz | 14.6

85.6

562.8

Table 4.1: RSA signature timings (ms) per packet on 500MHziBe 111

An analysis of the processing delay overhead of the exteddsLA protocol,

and its comparison to the processing delay for RSA signstusegiven in figure 4.12.

We simulate the delay due to authentication for 500MB data 8600MHz Pentium IlI

machine. The delay figures for HMAC-MD5 and HMAC-SHAL are quted based

on the approximation that each operation is executed in omeepsor clock tick for the

500MHz PIII processor. The delay figures for RSA per packettfie 5S00MHz PlII

processor are from [56] and are reproduced here in table 4.1.
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Figure 4.12: Comparison of authentication processingydels500MB data,

PIII5S00MHz
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Figure 4.12(a) validates a key feature of each algorithmpzaoed here. For the
HMAC algorithms, the processing delay is proportional te tumber of 512-bit blocks
being processed. As the packet sizes increase, the numlidoakds per packet also
increase and therefore the processing delay for HMAC isereaAlso, HMAC-SHAL has
performs more operations (1110 per 512-bit block) compawddMAC-MD5 (744 per
512-block) and this fact is reflected in the graphs. For RBA processing delay depends
only on the size of the modulu§ and is independent of the size of the message. The
cheapest RSA delay, 14.6ms per packet (for modulus 1024gt)ll significantly higher
than the most expensive HMAC delay, 0.43ms (for HMAC-SHAfhveight MACs). This
is a major advantage of our protocol over signature-badeehses.

The total processing delay for authenticating 500MB dasadswvn in figure 4.12(b).
The total number of 512-bit blocks in the overall messagadependent of the size of
each packet, and hence also the HMAC processing delay fentite message. However,
for RSA the processing delay is directly proportional to thenber of message chunks
processed. Here also our protocol performs significantiebthan using RSA signatures
- the worst-case delay is 204 seconds (for HMAC-SHAL, 8 MA@a)ile the best-case
delay for RSA is a prohibitive 5321 seconds (f6=1024, 1528-byte packets).

We analyze the energy consumption of our protocol for autbatiing 500MB data
in figure 4.13. We simulate the energy consumption for a CaniipaQ H3670 handheld
computer [57], which is fairly representative of the lowam terrestrial mobile nodes
that we have considered in our protocol design. The handiweithins an Intel SA-1110
StrongARM processor clocked at 206MHz. It is powered by gdliymer battery with
capacity 950mAh at 3.7V. The base figures for energy expereddf different crypto-
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Algorithm | Key size (bits) | Sign (mJ) | Verify (mJ)
RSA 1024 546.50 15.97
DSA 1024 313.60 338.02

ECDSA 163 134.20 192.23
HMAC 1.16 (1J/B)

Table 4.2: Energy cost of digital signature algorithms andA€, for Compaq iPAQ

H3670

graphic operations of the handheld are obtained from [58] ae reproduced here in
table 4.2.  Figure 4.13(a) shows that the energy consumfioauthentication each
packet ranges between 0.7238mJ and 12.73mJ, with largketsaand higher r-factors
consuming more energy, as is expected. The total batteactgis 12654 Joules. Figure
4.13(b) shows the total energy consumed for authentica®3/1B data, as a percentage
of the battery capacity. For higher r-factors, the energysamption is a significant per-
centage of the capacity and implies that more than 500MB chtaot be authenticated
without recharging. It is to be noted that in most cases, ibledn energy expense for the
higher r-factors is incurred by the source node only. Theiuees can authenticate the
messages by computing only one MAC and hence the figuresfémtor 1 is indicative
of the energy expense of the receivers. Given the energyraants, the maximum num-
ber of packets that can be authenticated by our protocaigdldMAC-MD5, is given by
figure 4.14. In this simulation we assume that only 50% of titaltenergy is used in

the protocol operation and the rest for other purposes ssigdaeket transmission. The
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Figure 4.13: Energy consumption for HMAC-MD?5 authentioatonly, iPAQ H3670

graphs show that for larger packet sizes, the total numbead{ets that can be processed
are lower, since more energy is spent per packet, due to frehnumber of 512-bit
blocks. In the worst case, a source with r-factor 0.125 cacgss between 1.3 million
(IP packet size 668 bytes) and 0.49 million (1528 byte pek@@ackets. On the other
hand, a receiver (with r-factor 1) can process between &1d43z66 million packets for
packet sizes 668 bytes and 1528 bytes, respectively.

Figure 4.15 compares the amount of energy that would benesgjto authenticate
500MB data on the iPAQ handheld for different authentica@dgorithms. Clearly, au-
thenticating 500MB data without additional energy souiisast possible except for the
extended TESLA protocol. Given the energy constraints epbawthenticating 5MB data
on the handheld is more realistic - figure 4.16(a) compareg#rcentage of the total

node energy that is spent in authenticating 5SMB data. Thehgraalidate our claim that
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the energy consumption of the extended TESLA protocol isiBaantly less in compar-
ison to standard signature protocols, even efficient podsdike ECDSA. Moreover, the
graphs show that for nodes with limited energy, the standgmhture algorithms cannot
be applied for authenticating every packet - even in the ¢test scenario, ECDSA sign-
ing algorithm consumes nearly 4% of the node energy for oM Slata. For the iIPAQ
handheld, the standard protocols can authenticate only anfega-bytes of data before
they completely spend the available energy, as shown indiguir6(b). Here we assume
that upto 50% of the node energy is spent in authenticatiagltta packets. The best
scenario for the standard protocols is for RSA signaturdivation, where a node can
authenticate nearly 543MB of data if it is split into 1528 é&piackets. The worst scenario
is for RSA signature generation, where only 6MB of data camautt@enticated, for 668
byte packets. The extended TESLA protocol with HMAC-MD5fpens significantly

better in comparison - being capable of authenticating @2Ven with r-factor 0.125.
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Figure 4.16: Energy performance comparison of differetti@untication pro-
tocols on iPAQ H3670
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Figure 4.17: Total energy required for authenticating 5@0d&ta, ARM1176JZ(F)

The analysis above with iPAQ H3670 has the limitation that phocessor power
and battery capacity is on the lower end of the scale for rahildes that are avail-
able today. To illustrate the energy performance of thereidd TESLA protocol for
a more representative handheld, we have performed a sionukatalysis of the energy
consumption for different message sizes on the Apple iPpooeessor, ARM1176JZ(F)
[59]. The processor has an operating frequency of 620Mhzansumes 0.45mW per cy-
cle. We consider the node energy capacity to be equivaléhetd’hone battery capacity,
1400mAh at 3.7V [60]. Under the assumption that one HMAC apen is performed in
one cycle of the processor, figure 4.17 gives the total enmyggumed for authenticating
500MB data, for both HMAC-MD5 and HMAC-SHAL. As is expectédiIAC-SHAL,
r-factor 0.125, consumes the most energy. However, eveheiwbrst case, the 1541
joules of energy consumed represent 8.2% of the total pattgracity.  Finally, figure
4.5 shows how much energy is consumed for authenticatingngamessage sizes. Fig-

ure 4.18(a) gives the values for the node energy as a pegeenfahe battery capacity
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Figure 4.18: Energy consumption of extended TESLA protooal
ARM1176JZ(F) for different message sizes

for both HMAC-MD5 and HMAC-SHAL, when the r-factor is varieldere the individual
UDP payload is held constant at 768 bytes. Even the highesucoption - HMAC-
SHAZ1, r-factor 0.125 authenticating 1280MB data - is only7136 of the total battery
capacity. When the packet size is varied, while keeping {flaetor constant (0.25), the
energy consumption percentage is shown in figure 4.18(b@.mM&ximum consumption
is again for HMAC-SHAL1, for UDP payload size 1500 bytes, husistill an accept-
able 21.16% of the total energy. Even though these figuresrdyeapproximate, they
demonstrate that the extended TESLA protocol can be efflgiared for authentication

in present-day mobile computers.

4.6 Summary

In this chapter, we have proposed a source authenticatainqmi for group com-

munication in hybrid satellite/wireless networks. As aibdmiilding block of the pro-
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posed protocol, we have used an extension a new class ofvegitit, symmetric-key
certificates called TESLA certificate. We have modified th&SILE certificate construct
by including a keyed hash chain in each certificate that elst¢ine lifetime of each cer-
tificate to multiple uses. The TESLA certificate constructds the identity of the sender

to the anchor elements of the sender’s key chain. Messagedifre sender are authenti

cated by MACs computed with keys from the chain. For the anttbation protocol, we
have used the satellite as the Certificate Authority to gereand distribute the TESLA
certificates to all the nodes in the network. We have also tisedatellite as the proxy
node for the senders in disclosing the MAC keys to the receivethe network. Further-
more, we have proposed a novel concept of probabilisticrepadiation that is based
on having the satellite node as the proxy for key disclosarthé receivers. In terms
of performance, due to the use of symmetric MAC functions, ifhoposed protocol is
much less expensive on node processing power and energyacednfo digital signa-
tures. Through simulations, we have shown that the perfoceaf the authentication
protocol is superior to using public-key based digital sigmes for authentication, for the
metrics node energy and processing delay. We have showgingecurity analysis that
the protocol is secure against malicious adversaries. W &lao proven the correctness

of the protocol through Strand Space analysis.

4.7 Related Work

There has been significant research on efficient multicasteauthentication al-

gorithms based on symmetric cryptography that attempt toimize the computation
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expense on the devices. Canetti et al [61] proposed one efittg solutions to use sym-
metric MACs for multicast source authentication. In theiheme, the source hageys
and compute$ MACs on each packet. Each recipient holds a subset of Kegs, and
verifies the MAC according to the keys it holds. The authextitbn protocol has proba-
bilistic security - the choice of key subsets held by eacliprent is critical in insuring
that with high probability no coalition of up te colluding members know all the keys
held by a good member (whete is the security parameter), and thus maintaining the
security of the scheme. The scheme also requires the nsiljcaup members to store
a large number of keys. [62] has proposed a method known eanstsigning, where
one regular digital signature is transmitted at the begigf a stream, and each packet
either contains a cryptographic hash of the next packet,@mreatime public key using
which the one-time signature on the next packet can be \erifil@wever, this approach
requires reliable packet transmission, since the loss eh @ne packet means that the
information required to authenticate future packets walldist. For most multicast proto-
cols, such reliability cannot be guaranteed, since thestnégsion protocol is UDP, which
is best-effort. [63] has proposed an approach where thesasirallowed to delay and
group together several consecutive packets. The sourterisothe packets in a time-
interval into an authentication tree and signs the root efttke. The root signature and
hash information on the nodes of the tree are included in #adsmitted packet. The
signing and verification operations are thus amortized oeemy packets, and the proto-
col operations are one to two orders of magnitude faster eoaapto individual packet
signatures. Rohatgi has proposed a hybrid scheme [64] osidige/on-line signature
generation scheme for creatikefime public/private key pairs so that the cost of signa-
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ture generation can be amortized o%esignatures. The size of the keys is reduced by
using hash functions with target collision resistance. 3ize overhead of the proposed
scheme is however still considerable on a per-packet bafsibe order of 300 bytes per
packet). Anderson et al have proposed the Guy Fawkes ptotof&b], which achieves
source authentication using a small number of hash comepugatin this protocol, the
source selects a series of one-time sech{sX,, X,, ..; the source commits t&; in
messagel/;_; and reveals it in messag¥;,;. The commitment forX; has the form

h (M1, h (Xi11), X:), while the first secre, is committed by some external mecha-
nism such as a conventional digital signature. In the Guykeawrotocol, the secrets
are not related to one another, and the authentication meschaannot tolerate packet
losses - if a commitment is lost, the corresponding secreaiabe authenticated. Per-
rig has proposed a broadcast authentication scheme narBad@i] which exploits the
birthday paradox in trying to find two or more colliding hastngputations on a given
message, where the hash values are computed using a set afitbeinticating values
(SEALS) sy, ..., s;. The two or more SEALs for which the hash on the message eollid
form the signature. The scheme exploits the asymmetricgptpthat the source has more
SEALSs than the adversary, and hence it can easily geneeBa signature with high
probability. However, the adversary only knows the few SEAlisclosed by the source,
and hence has a low probability of forging a valid BiBa sigmat The algorithm is prob-
abilistic in nature in the signature generation, and hagrifstant computation overhead
at the source to find a valid signature. Also, the probabdityn adversary to forge a

signature increases with time as more and more SEALSs arskstby the source.
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Chapter 5
Efficient and Secure Multicast Routing in a Hybrid SateliMaeless
Networks

5.1 Overview

Group communications is one of the most important appbeetin wireless net-
work scenarios we consider. For example, applicationsiitiéary operations or disaster
relief require coordination amongst the users for corr@eration. Group communica-
tions can be enabled efficiently by multicast routing. Thesee been several protocols
proposed for multicast routing in wireless networks of neliosts - AMRoute [67],
AMRIS [68], MAODV [69] and ODMRP [70], amongst others. All¢lprotocols assume
a flat network topology where the nodes are peers and roustigsgrom the sources
to the receivers are available. If the network gets panétdue to link breakages each
partition forms its own multicast group. However, the pregd protocols are not efficient
for the wireless hybrid network topologies we consider vehiire links are not uniform
throughout and the nodes have different capabilities amdectivity. The networks are
large in size and the multicast group members might be wiskgharated, even located in
physically disconnected wireless LANSs, as illustratedhoy logical diagram of the hier-
archical network topology in fig. 5.1. The gateway nodesrafi@ltiple paths between

different segments of the terrestrial network. The patbufh the satellite channel has
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Figure 5.1: Hierarchy in the hybrid satellite network

high propagation delay and the routing protocol should ictanghis delay in establishing
the multicast distribution tree. In the event of a networkKigian, there is no purpose for
a partition to form its own multicast group if there are no e®s within that partition.
Rather, there should be a mechanism such that the partiiorake steps to establish
connectivity with the rest of the group. Therefore, attamgpto implement one of the
proposed “flat” wireless multicast protocols in this netlwwiill lead to large overhead in
routing traffic, inefficient multicast distribution treeoffexample, the root node is located
in a part of the network far from the sources and destinatjamstantly changing tree
topology and packet drops for the multicast traffic.

Securing the multicast routing protocol in a wireless nekas important since the
network layer is susceptible to a number of attacks thagterethe correct functioning
of the multicast routing protocol. For example, a malicioegle can inject, modify or
delete routing control packets to prevent the multicastinguprotocol from establishing
a correct distribution tree. An active attacker could alavesdrop on the communica-
tion traffic attempting to read the multicast data or perforaffic analysis. Based on the
multicast routing protocols for hybrid and wireless netkgproposed in the literature,

the active attacks on a routing protocol can be broadly ifladsnto eitherroute dis-
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ruption attacks oresource consumptiosttacks. These attacks can be successful if node
authentication and message integrity checks are not iadludthe control of the routing

protocol. The following briefly summarizes a few well-knowoute disruption attacks.

e In protocols that use the hop count metric (number of hops Bource to destina-
tion) to discover routing paths, a malicious node can motig/hop count value
in the routing protocol control packet and set it to a lowdugato include itself
in the distribution tree. Subsequently, the node might ddbghe data traffic that
it receives, thereby disrupting the communication. Thisalked ablackholeattack
[71]. A special case of this is thgrayholeattack, where the malicious node selec-
tively drops some packets but not others, for example, dngpgata packets while

forwarding routing control packets correctly.

e For protocols that ussequence numbets track the freshness of route discovery
messages, a malicious node could set the sequence numberroute reply mes-
sages to a value higher than the actual, to redirect groffirtfarough itself. Sub-
sequent correct route reply messages received by the savithdower sequence
numbers, would be discarded. The attack is similar to thekblale or grayhole

attacks described previously.

e Two or more malicious nodes operating in collusion coulchtduatunnelingor
wormholeattack. Malicious node A would use pre-existing routingygab unicast
every control packet to malicious node B, thereby circuntiwgrnseveral hops, and
vice versa. Thus the forwarding path that goes through tlidesiéd and B will
appear to be several hops shorter than it actually is.
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e On-demand routing protocols with duplicate suppressian @ODV [72]) are vul-
nerable to theushing attac71]. An attacker can spread fabricated route request,
route reply or other control messages quickly through theowk, thus suppress-
ing legitimate route request or other control messagesusecaodes will drop the

packets received later due to duplicate suppression.

e A mobile attacker can move around the network and broadpastfed route reply
messages as coming from legitimate nodes, such that agdatp can form in the

network [73].

e Wireless routing protocols that allow intermediate noaegarn routes by sniffing
packets in promiscuous mode (e.g. DSR [74]), are vulnerabileute cache poi-
soning An attacker which is in the vicinity of nodes in the forwardipath to a
destinationD, can broadcast spoofed packets declaring (non-existeutgs toD
through itself. Neighboring nodes may update their routshea with the wrong

route on hearing the spoofed message.

e An attacker could send several route reply messages to tireeswith different
spoofed addresses, making the source node believe thapl@plaths exist to the

destination.

Multicast routing protocols with no mechanism to contragp membership at the
network layer level are vulnerable tesource consumptioattacks, some of which are

briefly described below.

e A malicious node might inject fake data packets into the oetwwhich will be
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forwarded to all group members along the distribution tr&éis will consume

network bandwidth and the transmission will waste energh@forwarding nodes.

e Similar to the above, an attacker could inject fake contemlkets into the network
at a high rate or flood the network with packets for non-eristgoups, consum-
ing network bandwidth in forwarding the packets along therdbution tree, and

wasting energy at the forwarding nodes in processing thkgbac

e Several malicious nodes might join the multicast group esivers. This will cause
the multicast distribution tree to be extended to the ur@ighd receivers, and thus
not reflect the correct group membership. Forwarding nod#swaste network
bandwidth and their own energy in forwarding the data packetthe malicious
receivers, who might simply drop the packets. This attackls® possible by a

single attacker who spoofs multiple receiver addresses.

All the above attacks result idenial of servicgDOS) to the legitimate nodes in
distributing and receiving multicast data correctly in tiegwork.

Therefore, the correct operation of the multicast routingfqcol requires that the
routing control messages be verifiable and the membershipeirmulticast group be

tightly controlled. These can be achieved by the followiagwsity mechanisms:

e authentication of user nodes to join or leave a multicastigro

e authentication of in-tree multicast routers that forwardltmast traffic meant for

the group,

e authentication and message integrity check of the contedsages required to
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maintain and update the multicast tree, and

e authentication of sender nodes before they are allowedid d&ta to the multicast

group.

In this chapter, we describe the design of a secure multioaihg protocol for hy-
brid networks that takes into consideration the physiaaddichy in the network topology.
We propose a hierarchical multicast routing protocol thies into account the different
performance characteristics of the wireless and the gatelannels, and minimizes the
amount of routing traffic exchanged over the satellite lis&ghat the delay overhead for
the group creation and maintenance is minimized. The pobtdso proposes a method
to reconnect partitions to the rest of the group, insteadlofvang the partitions to cre-
ate new groups. Subsequently, we use the authenticationthalg proposed in chapter
4 to build a framework to secure the multicast routing protodhe use of symmetric
cryptographic primitives makes the proposed secure nagitisrotocol efficient in terms
of node processing power, delay and energy consumptionbyiesoverhead of the pro-
posed protocol is lower in comparison to using digital stgnes, and therefore it can be
used for securing the multicast routing protocol withoutaducing high control over-

head for maintaining the multicast tree.

5.2 A Hierarchical Framework for Multicast Routing

We consider the hybrid network topology of figure 5.1 as tredfar designing our
multicast routing protocol. Each wireless LAN has one or engtationary gateway. For
our present design, we consider the case where there is tawayanode in each LAN.
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A gateway node connects the local users to users in other LANg to the Internet,
through links to other gateway nodes. The gateway nodesortaect by both multi-hop
terrestrial links, and one-hop bidirectional satelliteks. The satellite has multiple spot-
beams, an on-board router and is capable of on-board progessd switching between
the LANs. We consider the case where a multicast group ewigtsgroup members
(sources and receivers) spread across different LANSs.

The physical network topology in figure 5.1 forms a logicararchy in three lev-
els. At the lowest level are the user nodes grouped intodieraeLANS. The user nodes
route data traffic in a LAN using ad hoc routing protocol. Thiealess user nodes have
limited energy and processing power. At the second levetteraggateway nodes, each
of which connects the users in its local LAN to users in othANk. We define each
LAN as alevel-Ocluster with its local gateway node as the clusterhead. Atilghest
level is the satellite which connects all the LANs and hasabagll view of the network.
We define the group of gateway nodes as formirgvel-1cluster with the satellite as
the clusterhead. We propose a hierarchical multicastrgdtamework that effectively
and efficiently utilizes the hierarchy in the network topgpjo Our design minimizes the
multicast routing overhead in the level-1 cluster to miraenihe impact of the propaga-
tion delay of the satellite channels. We aim to minimize tbetml overhead for routing
via satellite channels to limit network bandwidth expen¥ée also aim to re-connect
partitions in an efficient way using the satellite backbone.

Multicast routing in a terrestrial LAN is mostly similar the routing in a “flat” ad
hoc network. The important difference is that in the hybrdwork the satellite gateway

always has to be in the multicast distribution tree of anytioat group that has members
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in its local LAN. We therefore base the multicast routing lne terrestrial LANs on an
existing ad hoc multicast protocol that closely matchesdasign objectives, but modify
the protocol to make efficient use of the hierarchy in the ldybetwork. The selection of

the base multicast routing protocol depends on the follgwli@sign criteria:

the protocol should require low state maintenance in thagrembers,

the protocol should limit the flooding of control messages mtdundant data trans-

missions,

the protocol should be be loop-free, and

the protocol should have at least one core node in the msitigraup.

The multicast extension to Ad-hoc On-Demand Distance Vewtoting protocol
(MAODV)[69] satisfies the desired properties. We therefadept MAODV for multi-
cast routing in the terrestrial segment, and modify it for bierarchical topology. A
description of the MAODV algorithm is found in [69]. In thelfowing, we describe
our hierarchical algorithm that utilizes and adapts MAOD¥ssages for multicasting in
the terrestrial network, and introduces new control mességr multicasting using the
satellite overlay. For ease of understanding the simigariof our hierarchical multicast
protocol with MAODV, we follow the description in [69].

The routing in the hierarchical multicast protocol can bgnsented into two parts
based on the logical hierarchy in the network: (a) multigastip formation within a ter-
restrial LAN, and (b) extending the multicast group acressaistrial LANs. We fuse the

two segments by making use of core nodes, which are an eateofihe multicast group
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leader concept defined in the MAODV specification. The folloywsections explain the
role of the core nodes, and how the multicast group is formiginva LAN and across

LANSs.

5.2.1 Role of Multicast Group Leader

MAODV has a multicast group leader who is responsible fomtaaning the mul-
ticast group sequence number (which is primarily used toiahte stale routes) and dis-
seminating this information to all the group members. MAOBpEcifies that the first
member of a multicast group becomes the leader for the gemgpremains in that posi-
tion until it decides to leave the group, or until partitiorging.

We look upon the group leader as the “core” of the multicastigr and propose
additional functions for the group leader. In our desig®, ¢fateway node in a LAN is
alwaysthe group leader oéll multicast groups that are active in its LAN. Each LAN
with members in the same group, has its own unique multicastpgleader, namely,
the local gateway. Thus in our design, a multicast group naase Imultiple peer group
leaders. Since there is no longer a single group leader, f@eteethem as the multicast
groupcore nodes. In the hierarchical routing protocol, a core nodéus tresponsible
for maintaining the local sequence numbers of all multigastips active in its LAN, and
periodically distributing this information to the localarp members. In addition, a core
node is responsible for periodically sending informatitowat all local active groups to
its peer core nodes. This mechanism is described later. Mdsie modifications we

make to MAODV are related to the choice of the core node anchjpsbilities.
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5.2.2 Multicast Group Formation in a LAN

When a node has data to send to a multicast group, or it wishjestthe multicast
group to receive data, it generates a Route Request mes¥ag€) if it does not already
have a route to the group. If the source node is aware of theessl@f the local core
(gateway) node and it has a route to the core, it unicasts REe(Rto the core node.
Otherwise, the RREQ is broadcast within the local network.

If the group is nascent, such that the multicast distrilsutree is not yet formed,
the RREQ message will eventually reach the core node, whies with a Route Reply
message (RREP) to the requesting node. (We do not considarae of a network
partition whereby the core node is unreachable from theesting node.) Otherwise,
if the multicast tree is already set up, response to the RRE§sage follows standard
MAODV algorithm. The local distribution tree is thus crediteith the gateway as the
core. The core is also a member of the multicast group, ahdist teceives the multicast

data from its local sources.

5.2.2.1 Core Notification Message on Member Join/Leave

When a receiver nodes broadcasts a RREQ message to join@g groan receive
multiple RREP messages from nodes in different branchdseafulticast tree. The new
node joins the multicast group by unicasting a Multicastivetton message (MACT) to
its selected upstream node in the multicast distributiere {69]. The MACT message
propagates up the distribution tree till it reaches therer-touter that had originated

the RREP selected by the joining node. On receiving the MAGEBsage, the router
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realizes that a new branch has been grafted in the multiesstwith itself at the root of
the branch, and the joining node (whose address is obtarnadthe MACT message)
located at the branch leaf. We propose that the router usieas$oin Notification
message to the core node, informing the core of the addrélse akwly joining member.
If the router is the root of multiple new branches, it can urd all the addresses in the
Join Notification message.

Similarly, when a group member leaves, it sends a MACT mesgags upstream
node with thePrune flag set. The prune MACT message eventually reaches the foot o
the multicast branch, which unicastd.aave Notification message to the core inform-
ing it of the address of the leaving member.

The Join or Leave Notification message has no effect on theatbpe of the mul-
ticast routing protocol within the LAN, but it is required blye core node for efficient

routing between LANS, as described in the following section

5.2.3 Multicast Group Formation across LANSs

Each node in the network that supports MAODV maintains thaddes: (a) the
Route Tablg(b) theMulticast Route Tabland (c) theRequest Tabl§g9]. We propose
that in addition, each gateway node maintai€a@re Tableto share information about
existing multicast groups with other LAN gateways in thewwk (figure 5.2). Each

entry in the core table has the following information:
e Multicast group address

e List of sourcecore addresses

120



Multicast Source Core | Receiver Core | Source Host | Receiver Host
Group Address | Address List | Address List | Address List | Address List
Group 1 Gateway [P, | Gateway [ I, Host [ F, Host [,
Gateway /P; | Gateway I F, Host [ F, Host [ F,
Group N Gateway [ Fy Host [P
Gateway [Py Host [

Figure 5.2: Multicast Core Table maintained by each coree(gay) node

e List of receivercore addresses

e Local source addresses

e Local receiver addresses

We term a gateway node which has multicast sources in it$ lgdd as a source

core, whereas a gateway node with multicast receivers iadéd LAN is a receiver core.

A gateway can thus be both a source core and receiver corgyfoug.

A core gets the addresses of its local sources either froRREQ messages that

it receives, or from the multicast data packet headers. Dhe gets the addresses of

the local receivers either from RREQ messages, or from thenjatification messages it

receives from multicast tree members. A timer is associatddeach active source; if no

data is received from a source node within a timeout intethal source node address is

removed from the list of local source addresses. A receddress is removed from the

list of local receivers either when the core receives a MAGEsage with theruneflag

set, or when the core receives a leave notification messagedmulticast tree member.
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5.2.3.1 Core Hello Message

When a multicast group is created in a LAN, the local gatewagenenters the
information in its core table. If the group creation is dnugy a source node RREQ, then
the core enters its own IP address in the list of source caheeades, and the address of the
source node in the list of local source addresses. The cbsequently broadcasts a Core
Hello message to all the gateway nodes over both the satefidnnel and the terrestrial

links between the core nodes. The Core Hello message hasllthweing fields:
(H_flag, Broadcast_1 D, Source_Addr, Num_Groups, Group_Addr) (5.1)

The H_flag is set for Core Hello messages. The broadcast ID is incresddmy
the core for each Core Hello message it sends out. The catespiess own address in
the Source_Addr field, and a list of the multicast group addresses for whidtag local
sources in the&rroup_Addr field. Num_Groups gives the number of group addresses
present in th&roup_Addr field.

The Core Hello message informs other gateways that the ggtdvat generated
the message has sources in its local LAN for the multicastiggadentified in the mes-
sage. A gateway node receiving the message enters the mtfomin its own core table.
Corresponding to each multicast address in the messageaits a new entry, with the
address of the source gateway node added to the list of score@ddresses correspond-
ing to the new entry. A timer is associated with each source address. A core with
local sources periodically re-broadcasts the Core Hellesage. Every reception of the
Core Hello message by a gateway resets its local timer gmnelng to that particular
code node; if no message is received within a timeout petimladdress of the source
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core node is removed from all entries in the multicast talét have the address. If the
table entry becomes empty, then the entry itself is delefbé. Core Hello message also
allows gateway nodes that have been recently activateaio &f all the active groups in

the network.

5.2.3.2 Core Join Message

When a multicast group is created in a LAN with receivers,|tival core updates
the information for the group in its core table. It placesaten IP address in the list
of receiver core addresses for that group, and the addressdsknown local group
members in the list of local receiver addresses. The corestiieds a Core Join message to
the source core nodes for the group. The addresses of theesmane nodes are obtained

from the core table. The Core Join message has the followaiusfi

(J_flag, Broadcast_I D, Source_Addr, Num_Groups, Group_Addr) (5.2)

The J_flag is set for Core Join messages. The broadcast ID is increchegtthe
core for each Core Join message it sends out. The core plsceswn address in the
Source_Addr field, and a list of the multicast group addresses for whiahaibts to re-
ceive data, in thé&roup_Addr field. Num_Groups gives the number of group addresses
present in the&zroup_Addr field. When a source core node receives the Core Join mes-
sage, it adds the address of the receiver core node to thaf listeiver cores for each
relevant multicast address entry in its core table, andsssmnding the multicast data
packets for the subscribed groups to the joining core. Timeng core on receiving the

packets forwards them to its local distribution tree.
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5.2.3.3 Core Leave Message

When all the members of a multicast group in a LAN leaves tloaigy the local
core updates the group entry in its core table. It deletekotted receiver addresses from
the group entry. If it was receiving group data from remoteNsAit sends a Core Leave
message to the remote source core nodes. If also there avealaburces for the group,
then the core removes the group entry altogether from tHe.t@be Core Leave message

has the following fields:
(L_flag, Broadcast_I D, Source_Addr, Num_Groups, Group_Addr) (5.3)

The L_flag is set for Core Leave messages. The broadcast ID is increchémgt
the core for each Core Leave message it sends out. The coesjiis.own address in the
Source_Addr field, and a list of the multicast group addresses which itteém leave,
in the Group_Addr field. Num_Groups gives the number of group addresses present
in the Group_Addr field. When a source core node receives the Core Leave message
it removes the address of the receiver core node from theflisceiver cores for each
relevant multicast address entry in its core table, andsstepding data for those groups

to the leaving core node.

5.2.4 Multi-path Routing in the Satellite Overlay

A core node might have both local sources and local receigessmulticast group,
or only sources or receivers. It might also be receiving ivast group data from multi-
ple remote source core nodes, and/or it might be sendingpgtata to multiple remote
receiver core nodes. Thus at the level of the core nodes, acasilmesh is created,
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Wireless LAN Wireless LAN Wireless LAN Wireless LAN

Satellite gateway (core) . Source . Receiver . Forwarding node O Non-tree node — — » Multicast forwarding paths

Figure 5.3: Multicast distribution tree in the wireless hgmetwork

while each LAN has a multicast tree. Multicast routing asrttee hybrid network is thus
achieved in a hierarchical manner, with a hybrid distridatmethod (figure 5.3).

The gateway nodes are interconnected by both terrestrimbfding paths and the
satellite links. In traditional wireless multicast rougiprotocols, the metric for selecting
the forwarding path is usually shortest distance measuretumber of hops. For the
multiple paths between the gateway nodes, this metric @allllto the single-hop satellite
link being selected in case the terrestrial forwarding etk two or more intermediate
nodes. This will not reflect the fact that the satellite linight have more delay compared
to a longer terrestrial path. On the other hand, the sadiliks are more robust (the
intermediate node is always available), can reach multitier gateways in a single
transmission, and offers very high bandwidth. Also, fordstrial forwarding paths that

are longer than a few hops, the delay in the two paths mighobgarable.
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We propose that a gateway node sends out the Core Hello de physical inter-
faces, both terrestrial and satellite. A gateway node #atives the message over both
paths selects the one that arrives first (lower delay), amchats the Core Join message
back to the source core using the selected path. In casenestt@&l path is available,
the gateway will receive the Core Hello message from thdlgateansmission. How-
ever, when a receiver core sends a Core Join or Core Leavagests multiple groups
with several source cores, the receiver uses the satediiterhission to efficiently reach
multiple core nodes simultaneously.

A source core sends multicast data traffic to other core naldeg all the interfaces
at which it received Core Join messages. Therefore the dgta follow both terrestrial
and satellite paths. A receiver core can potentially recéie data from both paths - it
forwards the data received on the interface on which it jdite group, and discards data
received on the other interface. For high data-rate traffta forwarded along terrestrial
paths might see more packet drops compared to the satdlarenels. A receiver core
that is receiving data on a terrestrial interface and ssiffierm packet drops, can switch
to the satellite interface for better reception. For thigirst sends a Core Join message
to the source cores over the satellite links, and then ser@isre Leave message over
the terrestrial paths. The source cores will add the receme to the satellite forward-
ing path for the specific group (thBroadcast_I D of the Core Join message indicates
its freshness), and delete the same receiver from the tigafesterface. The intermedi-
ate nodes in the overlay also delete the corresponding fdmgpath on receiving the
Core Leave message. A receiver core node therefore has mbaimainformation for the
multicast packets it receives on a per-group basis (to duptichtes), and also maintain
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information on packet receive rates and drops for eachfater

The satellite links also provide robustness against faibfrterrestrial forwarding
nodes in the overlay. When one or more intermediate nodégifotwarding path from a
source core to a receiver core falil, the receiver core cimesteive Core Hello messages
from the source core over the satellite links, and it can &tis to the group over the

satellite forwarding path.

5.2.5 Dealing with Network Partitions

Due to node mobility or failure of intermediate nodes in tbeafarding paths, a
subset of group members in a LAN can become disconnectedtfremest of the group.
The MAODV protocol specifies that the multicast tree node nlstweam of the link break
initiate a recovery and that the disconnected partitiotals own group leader, and
the group continue to function independently in its paotittill a merge with the rest
of the network is possible. We propose that the partitioeg&blish connection to the
network as a newly-joining LAN. This is possible only if tleeare one or more nodes
in the partition with dual terrestrial/satellite connety. Therefore we propose that a
subset of the normal user nodes have dual connectivity, thighsatellite transmission
being activated only in emergencies such as network parsti

In our proposal, we deviate from the MAODV specification ir thlgorithm for
selecting the group leader for the partition. A node can becthe group leader only if it
is both a group member and has dual connectivity. To discar a node in the partition,

the node (sayl) downstream of the link break broadcast®a-tition Leader message
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to the other nodes in the partition. Any node receiving treatcast and satisfying the
criteria for becoming a group leader, unicasts a reply.tdf A receives multiple replies,
it selects the node with the lowest IP address and unicadfsi@’l’ message with the
GL_flag set. As per the MAODV specification, the new group leader annes itself to
all the nodes in its partition. In addition, the new groupdietaconnects to the satellite,
creates a Core Table and updates it with information fortedl group members in its
partition. If it has local sources, it broadcasts a Coredi@ller the satellite links. If it has
local receivers, when it receives a Core Hello for the groopfother gateways, it sends
a Core Join message in reply. A new branch of the multicastmi®thus established in
the partition, and it gets re-connected to the rest of thevordt

In case none of the dual connectivity nodes present in thdiparis a group mem-
ber, then one of them joins the group on receivingffaetition Leader message broad-
cast. Selection of the group leader then follows the methulihed above.

In the event of the partition re-connecting to the local LA follow the MAODV
specification. But the group leader is always selected asrigmal gateway node in the

LAN, and the group leader of the partition ceases this fancti

5.3 Methodology: Authenticated Multicast Routing usingSIEA Cer-

tificates

We use our proposed approach for TESLA certificate autheitit, along with
public-key cryptography for bootstrapping, to design arfesvork for secure multicast

routing in the hybrid terrestrial/satellite network. Weeuke hierarchical multicast rout-
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ing protocol described in section 5.2 as the base routintppobfor the security frame-

work.

5.3.1 Security Assumptions

We assume the terrestrial wireless channel protocol pesvidliable transmission
on a link-basis (for example, IEEE 802.11) and we do not aersihe attacks that are
possible against the link layer protocol. The satellitenti® is also assumed to be al-
ways secure. The wireless links are bi-directional. A ane+te mapping exists between
the link layer address and the IP address of each node. Atldbdes operate with omni-
directional antennas and the transmission of each nodeeasckived by all its neigh-
bors.

In the security framework, we propose to utilize the infrasture in the hybrid
network to build a certificate authority. We propose to use lsvels of CAs. The GEO
satellite is at the root of the hierarchy and it serves the ofla centralized CA that is
universally trusted by all the nodes and gateways. Eaclhwggtaode acts as the CA for
its local LAN, with appropriate delegation by the central €&that the user nodes trust
a gateway node for certification purposes. A local CA carieertificate signed by the
central CA which establishes its credentials to act as tte IGA for the particular LAN.
A user node can contact the local gateway for TESLA certificatinstead of having to
contact the central CA. The peer gateways in level-2 are oemwnicate directly with
the central CA, and exchange their own node certificatesedidpy the central CA. We

therefore make use of two different authentication algong in different levels in the
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network. In a terrestrial LAN, we use TESLA certificates fartteentication, with the
local gateway as the CA. At the higher level of the gatewayespdve use traditional
public-key certificates for authentication. The use of pukeéy certificates in the higher
level is acceptable since the gateway nodes have signifizacessing power, storage
and energy. Also, the network bandwidth available in thigliés high, provided by the
broadband satellite channels. We propose to dedicate & gemeéntage of the satellite
bandwidth as a “signaling” channel, which is to be used thrfor exchanging control
messages for routing and security. In the following desicnipof the operation of the
secure multicast protocol, we assume that nodes do not ntoessalL ANs, but they can

be mobile within their local LANS.

5.3.2 TESLA Certificate with Source/Receiver Information

A node initially obtains a TESLA certificate from the local ®&fore it can partic-
ipate in any authenticated communication. If the node knivsddress of the local CA,
it can unicast a request for TESLA certificate to the CA, arudlide the anchor element
of its authentication chain in the request. Otherwise, thderbroadcasts a CA discov-
ery message to its neighboring nodes. The CA discovery besaanessage propagates
through the local network till it reaches a node that has tiedential certificate for the
local CA, which is signed by the central CA, or till the messagaches the local CA
itself. In either case, the node with the CA certificate, a @A itself, replies to the
requesting node by sending the CA certificate, and the aratborent broadcast message

from the CA, given in equation 4.5. The new node thus obtdiesSQA address and the
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anchor elements of the CA hash chains. In addition, the IGéaperiodically broadcasts

its credentials and the signed anchor elements of its kdy ¢tzains to the local network.
In the request to the CA for a TESLA certificate, a notlalso specifies the multi-

cast group address and whether it wants to join the group as a sender or a recditaer

CA includes this information in the TESLA certificate it geates for the node:

Certca (A) = (ID4, GRPg, {ID 4, GRPg, {src|rev}, SA0}tKea, s to +d,

MACike,, (), SIGN k., () (5.4)

A general TESLA certificate, as specified in (4.7), is sentitd the request does not
specify the multicast group. The response from the CA to ¢lgeiesting node also con-
tains the current group sequence number, and the hop cotlng GfA from the requesting

node. This information is needed for the correct operatich@ MAODV protocol.

5.3.3 Hop Count Authentication Using Hash Chains

The mutable fields in MAODV control messages are{tjp_cnt and M group_hop

in RREP message, and (iHop_cnt in the Group Hello message which is periodically
broadcast by the group leader. These fields are set to 0 bytlegenerating the RREP
message or the Group Hello message, and they are increnignbee by every node that
forwards these messages. For a source noddfthecnt field in the RREP message it
receives, indicates the distance of the source node fromedponding node that has a
current route to the MAODV distribution tree. For a node jomthe group as receiver,
the M group_hop in the RREP message it receives, indicates its distance tinennoot
node of the local branch in the distribution tree. THep_cnt field in the Group Hello
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message indicates the distance in hops from the group leader

To prevent intermediate nodes from claiming a lower hop tthan the actual, we
make use of one-way hash chains that are tied to the hop calu# {75, 76]. A node
A creating a RREP message (or the group leader/core nodéngréla¢ Group Hello

message) generates a one-way hash chain starting with aaeed,,:

By 25 by 2 B hy I (5.5)

ThereforeF" (h,) = ho wheren is the maximum number of hops in the network.
includesh,, in the RREP message, and the anchor element of the éhaiwhich is
authenticated usingl’s TESLA key. TheHop_cnt and M group_hop fields are set to
0. A neighbor nod&3 receiving the RREP, computés A, h,—1, and re-transmits the
RREP message witi op_cnt and M group_hop incremented by 1 and,, replaced by
h._1. An intermediate nod€’ that is1 hop away fromB can check the accuracy of the

Hop_Cnt and M group_hop fields in the RREP it receives as follows:
Fln—Hop_cnt (hn—l) ; hO

Fln—J\/[group_hop (hn—l) ; hO (56)

The use of one-way hash chains to secure the hop count ktissh node to claim
to be one hop closer to the group leader than its actual distahit simply forwards
to its downstream node the hop count chain element that #imdd from its upstream
node [77]. In addition, this method is vulnerable to attdoks mobile attacker operating
in promiscuous mode, unless the hash chain element is dadtyA mobile attacker

can move several hops upstream and sniff the control messegthey are broadcast
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downstream by a forwarding node closer to the source, amsl abtain a hash chain
element associated with a lower hop count value. The attagkethen move downstream
and use this hash chain element to advertise a false pattowsn hop count to the source
or multicast tree, thereby potentially drawing all forwiaglpaths in its vicinity to itself,

and thus making sure that all the traffic in its neighborhooddlthrough it.

5.3.4 Secure Multicast Protocol Operation

5.3.4.1 Route discovery and establishment

When a user nodd wants to find a route to a multicast grodpin the interval
< t;,t; +d >, it broadcasts a authenticated RREQ message to the netwarknputes a
MAC on the RREQ message using a fresh (undisclosed) key t®ofESLA key chain,
and includes the MAC along wittiert- 4 (A) with the RREQ message.

Any intermediate nodés receiving the RREQ message compares the destination
address in the RREQ message to the group address in theceggtifif the two do not
match, the RREQ is discarded. Otherwisebuffers the RREQ message along with the
certificate, and processes the messdgjeomputes a MAC on the RREQ message using
its most current (undisclosed) TESLA key, and forwards tlessage with the MAC and
its TESLA certificate. Each subsequent node (Sayhat receives the RREQ stores the
RREQ message witl’s MAC and TESLA certificate.C' then replace$3’s MAC and
TESLA certificate with its own MAC and TESLA certificate andhvi@ards the message.
The forwarding nodes also set up reverse path pointers te Aatcording to MAODV

operation. (The above assumes that two neighboring fomgndodesB and C' are
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communicating for the first time and henBeneeds to send its TESLA certificate @0
If B previously had authenticated communication withit does not need to send the
certificate sinc&’ already has an authenticated elemenB&f TESLA key chain.)

When the RREQ message reaches a node yahat has a fresh enough route to
the group (as determined by the sequence number in the RRE&ag®), the processing
depends ol’s intended role in the group, and whetheiis a router in the multicast tree,
or merely a node with a current route to the tree.

(1) If Ais a source node fai, D does not need to be an on-tree routercreates
a RREP message to be sent to A and includes its hop count éiattent,, (which in
this case indicate®’s distancen in hops from the multicast tree) and the anchor element
H, for the hop count in the RREP messadecomputes a MAC on the RREP message
and sends it along with its TESLA certificate Aain the reverse path. Intermediate nodes
receiving the RREP message increment the hop count anddaaglyr modify the hop
count authenticator in each step. The forwarding nodessidse the RREP message and
the TESLA certificate ofD and the preceding node who had forwarded the RREP. The
next hopfield in the route table entry for this path is not enablecthi# stored messages
are authenticated. Figure 5.4 shows the message exchaiagjéske place.

At time t; + d, the local CA broadcasts the TESLA key it has used for thefeert
cates generated i ¢;,t; + d >. A, D and the intermediate nodes in the forwarding path
can subsequently verify the TESLA certificates they havéedclIf A, D and any inter-
mediate node are using fresh TESLA key chains to autheatibair MACs in the above
route discovery process, then the key used to authentivatel AC is obtained from the

TESLA certificate itself, and the MACs can be immediatelyified. Otherwise, the CA
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A— %: RREQ,MAC,, (RREQ),Certc, (4)
B — «: (RREQ,MAC,, (RREQ),Certca (A)), MAC,, (RREQ).Certca(B)

C — *: (RREQ,MAC,, (RREQ), Certca (A)), MAC, ~(RREQ),Certc, (C)
D — C: (RREP,n, Hy,0, H,)MAC,,, (..),Certc, (D)

C—B:{ (RRER n, Ho, 0, Hy, MAC,, (), Certcy (D)) 1, Hy_1), MACy, (..),Certca (C)
B — A: ((RREP,n, Hy,0, Ho, MACy, (), Certca (D)) 2. Hu-a), MACy, () ,Certca (B)

Figure 5.4: Message exchange for authenticated route \@iBcaising
TESLA certificate algorithm A is the source and is a node that responds
to A with a fresh route to the groug? andC' are intermediate nodes.

broadcasts the TESLA key the node has used to compute its MAC 4;,t; + d >.
Intermediate nodes can subsequently verify the MACs of tingstream or downstream
neighbors. The TESLA key), ; used by nodé for the RREP message is receivedy
from the CA broadcast who can then verify the RREP messagéectbyD. If the MAC
verifications are successful, thepcount field is enabled in the route table entry and the
forwarding path fromA to D becomes active. If any node cannot verify the MAC from
its neighbor (orA or D cannot verify their MACs), the forwarding path is canceled a
the node which noticed the error sends an error messade to

(27) If A wants to join the multicast group as a receiverhas to be either a group
member or an on-tree router so that it can reply with an RREBsage.D creates an
RREP message to be sent to A and includes its hop count aiggtent.,, and the an-
chor elementp, for the hop count in the RREP message. The hop count authtortio
this case authenticates both tHep_Cnt and M group_hop fields in the RREP message,
which are both set to 0 byp. D computes a MAC on the RREP message and sends it

along with its TESLA certificate tod in the reverse pathD also creates both a route
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A— B: MACT, MAC, (MACT)

84,541
B — C: (MACT,MAC,, .., (MACT)), MAC,, ,., (..
C — D: {MACT,MAC,, ., (MACT)), MAC,,.., (..

Figure 5.5: Authenticated MACT message for activating thesen route fromid to D.

table entry and a multicast route table entry forbut does not activate them. Interme-
diate nodes receiving the RREP message authenticate lasimithe RREQ message,
incrementing the hop count and accordingly modifying the kount authenticator in
each step. The forwarding nodes also store the RREP messafjecal ESLA certificate
of D and the node who had forwarded the RREP. mhet hop field in the route table
entry and multicast route table entry fdris not enabled till the stored messages can be
authenticated and a MACT message is received from

Attimet;+d, the local CA broadcasts the TESLA key it has used for théfioaties
generated i< t;,t; + d >. A, D and the intermediate nodes in the forwarding path can
subsequently verify the TESLA certificates and the MACs @f tbntrol messages that
they have cached, as described in the previous section. oliiag nodeA might have
received multiple RREP messages along different pathsetonthiticast tree. It selects
one of the paths according to MAODV operation and the seleptgh must have been
successfully authenticated4 generates a MACT message and authenticates it with a
MAC computed using the next undisclosed key from its key rhai then unicasts the
authenticated MACT message to the selected next hop. TheTMAEssage propagates

upstream, with each forwarding node authenticating it witdAC computed using the
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A— B: ﬂffl(i'Tpr“”f.. _"‘h_{;'l("_qfq.j_'_k [—'ﬂl-{—;l(-wTPr'r:rr-r'.')
B — C: (MACTpyunes MACy, . (MACTppuns)), MACy, ., ()

(
A G4k ;
-l "f':*'q*-L’Jl(-"f.Tf’r*u.r:-a—:e —'ﬂlf—’i(wﬁfq_j_k,'c ("Tll-[‘%(_'tTP-rrmc-- ]} _"1_[;1(_;_ ik ( )

Figure 5.6: Authenticatetll AC'T' Prune message for deleting the multicast
branch from nodé) to A. Here A is a group receiver, anf) is the root of
the branch withA as leaf node.

next undisclosed key in its key sequence, till the messagghes the on-tree router. At
the next time interval of key disclosure, the TESLA keys used@¢ompute the MACs
are disclosed and subsequently the MACs can be authemwticHt¢he authentications
are successful, each node enables the corresponding eritsymulticast routing table
and the new branch of the multicast distribution tree isvatéid. Figure 5.5 shows the

authenticated MACT message propagating upstream ftamD.

5.3.4.2 Multicast tree branch pruning

A group member or a routet can leave the multicast tree only if it is a leaf node.
To do so0,A unicasts a MACT message with tlie flag (Prune flag) set, to its upstream
neighbor on the tree. The MACT message is authenticatedasiliAC computed using
the most recent undisclosed key frotfs key chain. The next hop processes the message
only if A is its downstream neighbor (which is established duringdlige discovery pro-
cess). The next hop buffers the MACT message till the negtwal whenA’s MAC key is
disclosed by the CA broadcast. If the MACT message is sulesglyuauthenticated, the

next hop deletes the entry fer from its multicast route table, and sends a authenticated
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Core — %: (GRP_HELLO, N, Hy, 0, Hx)MAC,,__ (..
B — : ((GRP_HELLO, N, Hy,0, Hy, MACy, _ (.)),1, Hy1), MACy, ()

Figure 5.7: Authenticated Group Hello message broadcast the core
node. HereV is the diameter of the network, and noBeis one-hop away
from the core.

notification to the core that group memhbéras left. The next hop can similarly prune
itself from the tree if it is not a group member ad® leaving makes it a leaf node. The
process continues recursively till a current group membarmon-leaf router is reached.
Figure 5.6 shows the authenticat&dAC'T' Prune message propagating upstream from

leaf nodeA to branch root nod®.

5.3.4.3 Group Hello messages

The core node periodically broadcasts Group Hello messaghsthe latest se-
guence number for the group. Th&p_Cnt field in the Group Hello message is authen-
ticated using a hop count authenticator. The core inclutebdp count authenticator and
the hop count anchor element with the Group Hello messagemEssage is also authen-
ticated by a MAC which is computed using the next undiscldssdrom the TESLA key
chain of the core. Nodes receiving the Group Hello messadataghe hop count and the
hop count authenticator before forwarding the messageh Bade buffers the message
till the next interval when the core TESLA key is disclosedien the message can be
authenticated. Figure 5.7 shows the authenticated Grolip Message being forwarded

by nodeB one-hop away from the core node.
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5.3.4.4 Authenticating Core Hello, Core Join and Core Leagssages

At the upper level of the peer core nodes, the multicast mguthessages are au-
thenticated using public-key-based digital signaturesy #gore node sending a routing
message to another core node verifies the message by cogpudigital signature on
the message, and also includes its public-key certificaterg¢éed by the top-level CA,

namely, the satellite.

5.4 Security Analysis of the Routing Protocol

5.4.1 Active-y-xAttacker Model

We consider an active attacker model. The attacker may pttencompromise the
correct operation of the routing protocol by exhibiting itrdry, Byzantine[78] behav-
ior. The attacker may try to create, modify, drop or replaytimg packets, as described
in section 4.1, and in general cannot be expected to behaxecty with respect to the
routing protocol functionality. Based on the attacker madg71], we characterize the
attacker on the basis of the number of malicious nodes it amadsthe number of good
nodes it has compromised. We denote such an attack&ctag-n-mattacker, wheren
is the number of malicious nodes the attacker ownsraisdhe number of good nodes it
has compromised. We assume the attacker owns all the crgpioig keys of the nodes it
has compromised and can distribute them amongst all itssa@glassified in the order of
increasing attack capability, the attacker hierarchy istive-0-1 (attacker own one mali-

cious node and has compromised no good nodes), Activéa@iacker owns malicious
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nodes), Active-1x (attacker owns nodes and has compromised 1 node) and Actixe-

In addition, we define an Active-VC attacker as an attackat ¢bntrols all the nodes in
a vertex cut of the network, such that the network is partébinto disjoint sections and
the good nodes in one section has to go through the attackesrio communicate with
good ones in another section. We also make the assumptibththattacker can own
only the lowest-level terrestrial nodes in the hybrid nekydhe network nodes of the
higher level have more security and behave correctly. Ttdkides the satellite and the

gateways.

5.4.2 Security Against Active Attacks

Based on the attacker model above, the multicast routingeobdescribed above

is secure against several attacks mentioned in section 4.1.

1. Authentication of the hop count using one-way hash chaiR&REP or Group Hello
messages prevents a malicious forwarding node from clgimishorter distance
than the actual to the multicast tree member or the core rredpectively. This
prevents blackhole or grayhole attacks. However, the moalicnode can claim
the same distance as the previous node from which it recéineeBRREP or Group
Hello message. Also, the attack where a malicious node asesethe hop count
more than the actual value, is also not prevented. The edféhts attack is similar
to the case where the malicious node simply drops the paicistéad of forwarding

them.

2. Authentication of the RREQ or RREP messages by the gemgrabde using
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TESLA key-based MACs prevents intermediate nodes from fyiodj the sequence
number in the control messages. This prevents the attackevéhmalicious for-
warding node sets the sequence number to a value higheritbactual to attract

routes to itself.

. The use of TESLA certificate to specify whether a node wemjsin the group as
source or receiver prevents unauthorized nodes from bdilggta find a path to
the multicast tree to send messages or to graft new branchibe dree to receive
messages. Thus the on-tree nodes are spared from unngdessarding of data

packets and wasting their energy in doing so.

. The secure multicast protocol assumes that the CA gasef&SLA certificates
for authorized nodes only. We also make the assumption tieaC® does not
generate more than one TESLA certificate for a node. If legite nodes behave
correctly, then attacks based on spoofing control messaggsevented, since any
unauthorized node that tries to send spoofed packets willane a correct TESLA
certificate to authenticate the packets it generates. Tdreréhe rushing attack,
route cache poisoning attack and creating routing looppraneented. The attacker
also cannot spoof multiple paths to the multicast tree,esihnwould be unable to
obtain multiple TESLA certificates for the different idergs required to launch

this attack.

Due to the TESLA key disclosure delay involved in authentingpcontrol messages
in our protocol, an attacker could initially succeed in Imgvfake control packets

forwarded by legitimate nodes. However, once the TESLA leegsdisclosed and

141



the attacker’s control packets fail authentication, leggte nodes in the attacker’s

neighborhood would refuse to forward packets from the kéiac

The secure multicast routing protocol thus protects agaicisve-0-landActive-0-
x attackers. It also prevents several attacké\btyve-1-xandActive-y-xattackers, though
not all the attacks are prevented. For example, if the agtackn compromise one legiti-
mate node with valid TESLA certificate, it can use the compsaahnode to send spoofed
control messages. Multiple compromised nodes can be udadroh tunneling attacks
or network-partitioning attacks. However, if the netwoskable to detect the compro-
mised nodes, then the CA can revoke their certificates teeptduture instances of these

attacks.

5.5 Summary

In this chapter, we have described the design of a securecastlrouting proto-
col for hybrid networks. We have discussed the importanagrafip communication in
hybrid networks and why the group communication in the vesslenvironment in es-
pecially susceptible to attacks by malicious adversari&s. have described a range of
attacks that are possible on the routing protocol that falmesunderlying construct for
enabling group communication. For the design of secureicagit protocol, we have
proposed a hierarchical multicast routing protocol, basedVIAODV, that takes into
consideration the physical hierarchy in the network toggloThe proposed multicast
protocol minimizes the amount of routing traffic exchangeerahe satellite links so that

the delay overhead for the group creation and maintenanoénisnized. The protocol
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also incorporates a method to reconnect partitions to tteofethe group, instead of al-
lowing the partitions to create new groups. We combine tlleeaication algorithm pro-
posed in chapter 4 with the multicast routing protocol tddaisecure multicast routing
framework. The control messages in the secure multicagigubare authenticated using
TESLA certificates and symmetric MACs. The use of symmetgiptographic primitives
makes the secure multicast protocol efficient in terms oerrdcessing power, delay and
energy consumption. The byte overhead of the proposedgmiamlower in comparison
to using digital signatures, and therefore it does not haye tontrol overhead for main-

taining the multicast tree.

5.6 Related Work

Several protocols have been proposed for multicast routimgreless ad hoc net-
works, for example, AMRoute [67], ODMRP [70], MAODV [69]. Athe protocols
assume a flat network topology and uniform wireless links.

There have been relatively fewer proposals for hierar¢himalticast routing in
wireless networks. Gui and Mohapatra [79] have proposedm@thods to construct a
hierarchical multicast treedomain-base@ndoverlay driven The authors use Differ-
ential Destination Multicast (DDM) [80] as the base routprgtocol, and enhances it
by adding an overlay of root nodes, thus creating the Hibreat DDM protocol. The
hierarchy in the proposed approaches is a logical hierawchigh is created by dividing
a flat ad hoc network into clusters with root nodes. The usel@¥Dimits the scalability

of their protocol since DDM usesource routeso multicast the data to the group mem-
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bers. Ko et al [81] have proposed PHAM (Physical Hierarchiyesh Ad Hoc Multicast),
which is a multicast routing protocol for mobile ad hoc netkethat have a physically hi-
erarchical architecture, for example, low-powered nodesed into clusters with more
powerful clusterheads. The authors describe the operatieHAM in a two-level hierar-
chy with level-1 nodes in each physical group managed by eded level-2 super-node
with higher capabilities. In their proposal, a super-nadaiowledgeable of all the level-1
nodes in its group, and the level-2 super-nodes are intanaxied via tunnels. In PHAM,
control packets are flooded in the multicast group. Sourcesalways register with the
super-node, but receiver nodes do not need to do so. A matljcaup in a physical group
might not include the local super-node. When a super-nodeather group receives data
packets, it floods the packets to the local physical groug. atthors simulate the PHAM
framework using ADMR (Adaptive Demand-driven MulticastiRiog) [82] in each phys-
ical group, and the performance evaluation shows higheutityput, more efficient use of
control packets and shorter latency for PHAM compared te JlDMR protocol. In [83],
the authors propose an integrated architecture for matticauting in cellular networks,
using ad hoc relays for the last mile to the node with the lowle®ughput. The paper
characterizes the relay capability of IEEE 802.11b ad-hetevark for multicast traffic,
and based on a general interference model, derives a poightime 4-approximation
algorithm for constructing an optimal-throughput mulstéorest.

In the area of secure routing for wireless networks, sevamatocols have been
proposed for secure unicast routing in ad hoc networks. Mbshese protocols, for
example, ARIADNE [71], SEAD [77], ARAN [73], SAR [84] and SADV [75], have
focused on adding security mechanisms to previously pexgbasicast protocols AODV
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or DSR to remove security vulnerabilities that are preserthe original specification
of the routing protocols. SRP [85] has been designed as astrmouting protocol with
integrated security mechanisms.

Roy et al. [76] have proposed security additions to the MAQdtocol to protect
the multicast routing against attacks. This is one of the firsposals for secure multi-
cast routing in ad hoc networks. The paper proposes the ysabtit key cryptosystem
to authenticate node identities and routing control messaGroup members and non-
members who act as in-tree routers need authorization ifothe of digital certificates
(callednode certificatgsigned by a CA. Only nodes that possess a node certificate can
take part in routing. A group member needs an additignalip membership certificate
to to prove that it belongs to a particular multicast groupisicertificate binds the group
member’s public key to its IP address and the multicast gi®upddress. All nodes
that are in the MAODV multicast tree have an additional cre@é called thetree key
to distinguish them from non-tree nodes in the network. Asmode on the multicast
tree establishgsairwise shared keywith each of its immediate neighbors. All messages
exchanged between neighboring nodes include a MAC comjusied the shared key to
provide strong source authentication and to prevent ingoextson attacks. The pairwise
keys are also used to securely disseminate the tree key aintwegree members along
the multicast tree. To prevent modification of the hop couarthe routing control mes-
sages, the authors propose usimg-way hash chain® securely bind the hop count to
elements of the hash chain [75]. The group leader genefatd®p count hash chain, and
securely disseminates the hop count authenticator (tHeoaetement of the chain) to all
the group members along with the tree key. Using these agygphic mechanisms, all
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the control messages in MAODV are secured. A node S joiniagythlticast group signs
its route request RREQ message using its public key. Eaehmediate forwarding node
adds its own signature to the RREQ message, replacing thatsig of the previous for-
warding node, in a technique similar to ARAN [73]. The rowgply RREP message from
an in-tree node is similarly authenticated as it traveldisreverse path to S. S includes
a hash computed over its ID and the tree key when it sends bsequent link activation
(MACT) message to prove it was the node that had initiateddh&e discovery. Branch
pruning messages are authenticated by a MAC computed usenggirwise key shared
between a node and its upstream neighbor, to prevent impatisa attacks.

The secure multicast protocol design in [76] helps to preseweral attacks against
MAODYV, but it also suffers from several limitations. The useublic key cryptography
is expensive in terms of byte overhead, computation andggnexpenditure. As the
simulations in the paper illustrate, the security addgiamcrease the byte overhead of
MAODV by 3.5 to 4.2 times, and the overhead increases rapitly node mobility. The
use of public key cryptography actually makes the netwotkenable to additional DoS
attacks - an attacker can send spurious control messades$abiicated signatures at a
very high rate, and the good nodes will have to spend coraitkeiprocessing power
verifying the messages, thereby eating up CPU computdteyaées and depleting the
node energy rapidly. Flooding the network with fake signeglalso increases the chance
of network congestion due to the additional byte overhehes& problems are not limited
to [76] alone, but is applicable to all secure ad hoc routirggqrols that rely on public-
key cryptography (e.g.[73]). The method of distributing thee key in [76] suffers from
the cyclic redundancy problem [86], since it initially ugae multicast tree to distribute
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the key. Apart from the byte overhead, the protocol in [7&]l$0 not efficient. The use of
pairwise neighbor keys is superfluous when public key crgygtem is used, since digital
signatures can prevent impersonation attacks.

For security in satellite networks, Howarth et al. [87] hémeked at the problem
of data encryption for large multicast groups with high memdynamics in satellite net-
works. The authors propose performing encryption of thiéidrat the application level,
by using Logical Key Hierarchy [88] integrated with muléyler IPSEC [89]. The solu-
tion does not deal with security of the routing protocol &t bl a related work, Cruick-
shank et al. [90] have proposed modifications to the Digiided Broadcasting Return
Channel System (DVB-RCS) [91] to provide secure multicasvises over satellites.
The solutions deal with providing traffic encryption at tiekllayer with different keys
for different multicast groups. Multicast routing at thetwerk layer is not considered.
Duquerroy et al. [92] have proposed “SatlPSec”, for keyritigtion and secure com-
munication for both unicast and multicast in a satellitenoek. The solution is based on
IPSEC [93], with the addition of the Flat Multicast Key Exclgge (FMKE) to support key
management for secure group communication. This propesédo meant for encryption
of the data traffic, and does not consider security of theimgybrotocol. Kong et al.
have designed and evaluated a security framework for navél wireless networks with
unmanned aerial vehicles (UAVS) in [94]. The paper providé&amework for the secu-
rity services by using both symmetric key cryptosystems@uialic key cryptosystems.
The design is aimed at securing unicast data traffic and datesonsider the security of

multicast routing.
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Chapter 6
Performance-aware Security of Unicast Communicationsyiorid
Satellite Networks

6.1 Overview

6.1.1 Use of Performance Enhancing Proxy Server (PEP) afdPHPToxy
Server in Satellite Networks

Satellite links suffer from longer propagation delays canegl to terrestrial links.
The delay can be as high as 500ms round-trip for a geostayisatellite link. Most of the
Internet traffic uses the Transmission Control ProtocolR},@vhich is highly susceptible
to the delay-bandwidth product and exhibits very poor penénce in satellite channels.
Satellite TCP connections need large transmit windowslty ttilize the available band-
width. However, due to the TC8low start algorithmand large propagation delay in the
satellite channel, it takes much longer for satellite TCRnaxtions to reach the target
window size, in comparison to terrestrial TCP connectioAsso, the window is very
vulnerable to congestion due to the multiplicative deaestsategy of TCP. The prob-
lem is compounded by the fact that TCP misinterprets linkitaprruption (which is the
prevalent source of loss in satellite links) as congestidnich is rare) and consequently
reduces the window.

To mitigate the negative effects of the satellite propapatielay on Internet traffic,
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commercial satellite networks usually implement a sphithoection TCP Performance
Enhancing Proxy (PEP) [95]. A PEP agent is installed at thellga gateway between
the satellite network and the Internet. The PEP agent inspgery TCP packet that flows
through the network. For data packets, the PEP sends baclapne acknowledgments
to the TCP senders, without waiting for the TCP segments tcheally delivered to the

receivers. These premature acknowledgments are spdoiatiatted to be indistinguish-
able from real acknowledgments and they considerably shdhte perceived round-trip
delay. Studies have shown that this technique leads tofisigni performance improve-
ment in satellite networks [96, 97, 98]. TCP PEPs have heeea lwidely deployed in

satellite networks today.

Commercial satellite networks also employ an HTTP proxyeeto improve the
speed of response to web browsing requests for InterndictralVhen a user browses
content on the Internet, the application layer protocolse is the Hyper Text Transfer
Protocol (HTTP). A typical HTTP exchange involves a requgsthe browser for a web-
page (“GET”), and a response from the web server, which aomthe HyperText Markup
Language (HTML) text of the requested webpage. A typical HIpAge contains multi-
ple embedded “objects” such as images, embedded mediamssetc. Each embedded
object has to be retrieved with a separate HTTP requestespbnse exchange. There-
fore, a webpage that contains— 1 embedded objects takest R7"T" time to load fully,
whereRT'T is one round-trip time. This can be extremely costly in theltite network
due to the highRT'T.

The HTTP proxy server (also known by various other names rilipg on the
vendor) is implemented in satellite networks to get oves firioblem. In a typical im-
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plementation, this requires a local web proxy server at e&eh location, and a remote
proxy server at the central hub facility of the satellitewatk, i.e., the NOC. The web
browser at the user location should be able to recognizeotted proxy (which can be
either software on the client machine, or a separate hasde@rnected in between the
client machine and the local satellite terminal). When thmnMser makes a request for
a webpage, the HTTP GET request is sent to the local web praxigh forwards the
request to the destination web server. The web server rdspaith the requested base
HTML page. This page is intercepted by the proxy server ah#te/ork hub facility. The
hub proxy server reads the base HTML page and sends multipler€uests to the des-
tination web server for all the embedded objects in the baldIHpage. This exchange
occurs over a high-speed terrestrial connection betweehub and the Internet, thereby
saving the time each request would have needed for a roynoMer the satellite link. As
the objects of the web page are retrieved by the hub, theyrarediately forwarded to
the proxy at the user location. As the user browser recehedase HTML documents,
it generates appropriate GET requests to fetch the objeotssponding to the links em-
bedded in the document. The browser GET requests are te¢adiatthe local web proxy
server, which forwards the pre-fetched documents to thelhrsevser immediately. The
net result is that only a single GET request from the user beowraverses the satellite
link, while a set of rapid responses quickly deliver the esiad webpage and associated
elements to the browser. The need for satellite capacitg@sraduced, which is the most
costly element of a satellite network.

In figure 6.1, the proxy server at the user represents botPE# (user side) and

the HTTP proxy (user side). There is a hub proxy server lacatehe NOC with the
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Web Server
Client Hag

Figure 6.1: Proxy server placement in a commercial saailtwork

hub satellite gateway - this proxy server represents thengat proxy for both TCP and

HTTP performance enhancements.

6.1.2 Proxy Performance Problem with Unicast CommunicaSecu-
rity

Two protocols that are widely used for secure unicast comaeation are the Inter-
net Security Protocol (IPSEC) [93] and the Secure Sockeet&ySL) protocol [99].

IPSEC is a network layer security protocol that performptwgraphic operations
on the IP packets. IPSEC creates an end-tosecdre channelt the network layer for the
secure transfer of traffic between two end users. The two eimiigin the communication
negotiate security parameters knownSecurity Associatio(SA) before traffic can be
encrypted. Once the SA has been established in the handshage, the IP packets are
encrypted using the algorithms and the keys specified in &eT8is is done when IP
Encrypted Security Payload (IPSEC ESP) [100] is used. IPBEEE provides for both
data encryption and authentication. There is another Magalled IP Authentication

Header (IPSEC AH) [101] which provides only authenticationt no encryption. In our
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discussion, we will imply IPSEC ESP whenever IPSEC is mewtib

The problem with using IPSEC in satellite networks is thaisebles the function-
ality of the PEPs. The IP packet payload, which includes t6® header, is encrypted
with keys known only to the end points (figure 6.2(a)). Therefa TCP PEP, which is
an intermediate node in the communication path, cannotoeatbdify the TCP header,
since the PEP does not know the keys. Consequently the PEBtdamction, leading
to a degradation in the performance of the TCP protocol. Th&Mproxy also cannot
function when IPSEC ESP is used. Since the HTML page is etedypnd-to-end, the
HTTP proxy cannot read the webpage to pre-fetch the embealgjedts. Therefore use

of IPSEC leads to a degradation in performance for both the PEP and HTTP proxy.

NewIP | ESP [lOfgin:
Header |Header

New IP ESP |
Header [Header
|
[

|
Encryption \,l\,ith K1 Encryption with K2 Encryptionlwith K1

(a) Original IPSEC ESP tunnel mode encryption (b) Layered IPSEC ESP tunnel mode encryption

Figure 6.2: Packet format for IPSEC and Layered IPSEC etioryp Key
K1 is shared between end-points only. KR is shared between end-points
and TCP PEPs.

The Secure Socket Layer (SSL), on the other hand, operate® dbhe transport
layer in the protocol stack and establishes a secure sefssiareb browsing on a need
basis. The resulting connection is knowrnsasure HTTRor HTTPS, and it encrypts the
application layer HTTP data end-to-end between the cliedtthe server. SSL works
only with a connection-oriented transport protocol likeFGSL encrypts the TCP pay-

load between the client and the server, but the TCP headsansnhitted in the clear.
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[} I\
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Figure 6.3: IPSEC and SSL encryption on a packet

Therefore the TCP PEPs can function correctly with SSL. HerneSSL encryption does
not allow the HTTP proxy to function correctly. The HTML wednogpe encrypted into
SSL records are readable only by the client and the servehat® the decryption keys.
The keys are not available to the proxy, and therefore theypcannot read the HTML
webpage. Consequently, the hub proxy server cannot sendstto the web server for
the embedded objects in the page and therefore HTML objeetgbching cannot take
place. The net result is that a web page with 1 embedded objects takes RT'T to get
loaded, an increase in delay by a factonofig. 6.3 illustrates the encryption regions of
SSL and IPSEC.

Our objective is to propose solutions that allow IPSEC ant ®&Swork in con-
junction with TCP and HTTP proxy servers in hybrid satellitetworks, so that the
unicast communication is secured without sacrificing the€gosance optimization al-
gorithms. For this, we look at prospective candidate pritand evaluate their perfor-

mance through simulations.
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6.2 Methodology: Layered IPSEC for co-existence with TCP®E

For network layer encryption and integrity protection, wensider the Layered
IPSEC Security protocol (LES), which is based on the conoétreaking the IPSEC
encryption in multiple encryption regions or zones on algip@cket basis. The method
has been proposed independently in [89, 102]. Although tiez fietails in the two ap-
proaches are different, the basic idea is the same. Knowruétgayer IPSEC or ML-
IPSEC [89], and Layered IPSEC [102], the idea is to encryfierint regions of the IP
packet using different keys (fig. 6.2(b)). The TCP payloadnsrypted with keyK'1
which is shared only between the endpoints. The originald&dler and the TCP header
are encrypted with keyx 2 which is shared by the endpoints with intermediate autledriz
nodes like the TCP PEP. Therefore a TCP PEP can decrypt tdetgartion of the ESP
packet withK2 and read the TCP header to do its performance optimizatiBosthe
PEP cannot read the TCP payload and therefore cannot abheesmstial data since it does
not posses the kel 1.

In [102], the authors have demonstrated the correctnespearaibon of LES by
implementing the protocol for firewalls and network monitgr The authors have also
evaluated the performance of LES for packet encryption ave shown that the perfor-
mance is comparable to IPSEC for the specific cryptograggarithms used. A quan-
titative analysis of the packet byte overhead and softwaeeh®ad between IPSEC and
ML-IPSEC is given in [89]. The paper shows that the throudlyverhead of ML-IPSEC
in a simple test-bed is 2%-7% compared to IPSEC.

We believe that the Layered IPSEC approach would be an eesgcurity solution
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in hybrid satellite networks that would allow TCP PEPs todtimn effectively. However,

whether the protocol improves the delay performance in aitidatellite network, com-

pared to IPSEC, is an open question. This is because LayR&G introduces higher
complexity and higher communication overhead compareB$E&IC in the establishment
of the secure channel that now requires co-ordination niyt loetween the end points,
but also with the proxy servers. We therefore investigagepterformance of end-to-end
traffic when Layered IPSEC is implemented in conjunctiohWiCP PEP optimizations
in a hybrid satellite network, and compare to the case wHeB&L is implemented (and
therefore the TCP PEPs cannot function). In this contex,gérformance criteria of

interest is the application round-trip delay.

6.2.1 Moadification to Internet Key Exchange Protocol (IKB) Eayered

IPSEC

Both [102] and [89] assume pre-shared keys between the ents@md the proxy
servers to establish the secure channel. However, a mdistiteaituation is the case
where the end points do not have any apriori security assocjahe keys required for
IPSEC encryption are dynamically determined at the timetitepoints want to establish
a secure communication channel. In this case, the IntereggB%change (IKE) [103] is
used to generate the keys. IKE performs a series of handsbakeeen the end points to
establish the two keys used by IPSEC for encryption/demg@nd two keys for authen-
tication (the usage of the keys in IPSEC is uni-directional)

IKE operates in two phasegphase landphase 2 The phase 1 exchange happens
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once initially, based on the identities of the two endpoamtd security parameters such as
public key pairs or digital signatures or pre-shared sedretween the two identities. The
phase 1 exchange creates a security association that aialtiple phase 2 connections

to be set up between the client and the server. The phase aregehas 3 steps:

1. Negotiation of protection mechanisms which the initiator and responder peers

exchange information on their identities and the secutggrithms that each uses;

2. Diffie-Hellman exchangen which the initiator and the responder exchange public

keying data that is used for generating the session keys; and

3. Authentication in which the two parties verify the keying material that lednas
independently generated by exchanging hash values cochpatihe keying mate-

rials.

The IKE phase 1 exchange can happen in eithenthiemmode, in which there are 3 pairs
of message exchanges between the end points, or agtiressivenode, in which all the
exchanges are condensed into a total of 3 messages.

In the IKE phase 2juickmode, there is a total of 3 exchanges between the initiator
and the responder peers, during which the two parties vitrghkeying material that each
will use for the session. The phase 2 exchange uses thes&sy®established in phase
1 to do mutual authentication and establish a phase 2 sdgsyoiBased on the phase 2
session key, the two end points agree on a set of four keyssthsed by IPSEC to protect
the data traffic between the two nodes by performing autb&tibin and/or encryption in

each direction of the secure channel.
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Figure 6.4: Addition to IKE handshake mechanism for LaydRSEC key management

We propose to modify the IKE protocol to incorporate the gatien of additional
keys needed for Layered IPSEC. In the modified protocol, iB [{hase 1 the initiator
entity (which would be the remote client node in our scenanoludes the certificates
of the remote and hub proxy nodes in the protection mechanegptiation stage with
the responder entity (the server node in our scenario). €gmg data that is exchanged
between the end points in the modified IKE phase 1 is subsdguesed in IKE phase 2,
so that the client and the server agree on a set of six keysfetindeys for forward and
reverse encryption and authentication between the cliethtsarver, and two additional
keys to be used by the sender to perform layered encrypticheihP header and also
layered authentication. We add a fourth message dissdomrtatIKE phase 2, in which
the client distributes the two additional keys to the logal @&mote proxy servers. The
client encrypts the IP header encryption keys using theiplbls of the proxy servers
(we assume that the public keys and certificates of the preryess are available to the

client), authenticates the message using a digital sigma&nd sends the authenticated
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message to the proxy servers. Figure 6.4 illustrates tipetlsée we add to IKE phase 2
for key management for Layered IPSEC.

Additionally, in situations where the security associatletween the end points
require dynamic establishment, we propose to use only theeagive mode of IKE phase
1 exchange, and the quick mode of IKE phase 2 exchange. Tiois@tain the negative
effect of the long round-trip delay on the overall perforroan we have to ensure that
the delay incurred due to the IKE message exchanges do ntalieel the advantages
that might be gained due to the use of Layered IPSEC. The IKiSg@h aggressive mode
will reduce the delay by 50%, compared to the IKE phase 1 maidanWhether that is

sufficient savings, we evaluate through simulations inise@.2.2.

6.2.2 Performance Evaluation of Layered IPSEC with IKE rficdiions
for Hybrid Satellite Networks

We have analyzed the performance of Layered IPSEC with IKHifieations through
simulations on a Opnet Modeler [3] testbed (figure 6.5). Timuktion setup consists of
a remote client connected to a server via a satellite linke dnnection to the server goes
through the satellite NOC or hub. TCP PEPSs exist both at timete site and at the satel-
lite hub. All communications between the client and the sepass through the remote
and hub TCP PEPs. The satellite is in geostationary orbih livik delay of 130 milli-
seconds. The uplink bandwidth is set to 256 kbps, while thventiok bandwidth is 70
Mbps. Simulations have been run on various combinationseparameters that affect

TCP acceleration in satellite networks, and these have bempared to the base case.
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Figure 6.5: Opnet Modeler Simulation Testbed for LayeresHE with IKE
Modifications

The following enumerates the different simulation scevsathat have been considered.

1. We have used TCP with default parameters in the cases whér€P acceleration
is enabled, while for scenarios where TCP acceleration abled, full-featured
TCP is used with various performance improvements, suchua targer receive
buffers (1000000 bytes as compared to 8760 bytes for theldefase), window
scaling and fast retransmit. Figure 6.6 shows the diffef€&® parameters that we

used for the enhanced version of TCP.

2. Satellite channel bit-error-rates (BER) ok 10751 x 107°,1 x 10~* have been

considered in the scenarios.

3. We have considered two cases when Layered IPSEC seautised - with mod-
ified IKE and with pre-shared keys (and hence no IKE). Likeyscenarios with
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Figure 6.6: TCP Enhancements for Layered IPSEC Simulaistbed
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traditional IPSEC also had two sub-types - with standard #dH with pre-shared

keys. We have also considered basic scenarios with ungkedata transmission.

. The overhead of the IKE handshake over the satellite lngta/een the client and
the server may introduce substantial delay in the overatimanication. Therefore
to mitigate the negative consequences of IKE, we have usedgtressive mode
of IKE phase 1, which condenses the client-server handsimae3 exchanges,
compared to 6 exchanges for thain modeof IKE phase 1. For a similar reason

we have used thquick modeof IKE phase 2.

. For applications, we have considered two applicatiorsy®ne is a custom appli-
cation where the client and the server engage in a seriexofesdata exchanges
where the client both stores and retrieves data from theseFhis simulates a se-
cure telecommuting session executed by an off-site emplayth the office server.
The second application we have considered is web browsitighMi TP 1.1 over

the secure IPSEC tunnel.

The primary objective in the simulations is to verify thedhetical assumption that

Layered IPSEC improves the secure client-server commtioicaince it allows TCP

enhancements, compared to standard IPSEC. This is verifiedroparing the end-to-

end application response times in the two cases. We alsoarenp the case where no

security is present to identify the additional delay introed by the security protocols

(that is, the tradeoff). In addition to demonstrating th@iovement in application delay

response, if any, we are interested in quantifying how muarhead is introduced by

Layered IPSEC over that of standard IPSEC. This is done byeaang the TCP load in
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the various cases.
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Figure 6.7: Comparison of custom application response (yiodal average)
of Layered IPSEC, IPSEC and unsecured transmis3{eaxis is the simula-
tion time in minutes; Y-axis is the application responsestimseconds.

Figure 6.7 shows the overall average application respanmsewhen the custom
application at the client is communicating with the serWéhen the satellite channel BER
is high,1 x 10~?, the application response time for layered IPSEC is signifly better
than that of IPSEC, both for the case when IKE is used for geduannel establishment,
and also when pre-shared keys are used (figure 6.7(a)). dlluw/é because when IPSEC
is used, the TCP optimizations are not working and theref@® considers the channel
BER to be signs of congestion and thus goes into recovery rqoabier. The graphs
also indicate that using IKE adds significantly higher dedlasnpared to using pre-shared
keys, which is further explored in later simulation reswidsen the IKE handshake is
de-coupled from the actual data transfer. This is due to thiipie message exchanges
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between the client, the server and the PEPs that are needKé Ity establish the secure
channel. Each message exchange goes over the satelligealntkadds to the overall

delay. In fact, the delay for Layered IPSEC with pre-shamdks nearly as low as that of
unsecured data transmission with full TCP optimizationichiinas the lowest delay. The
slightly higher delay for the former is primarily due to theSEC processing overhead
at the nodes, and the slight transmission overhead due tartper packet sizes due to
Layered IPSEC headers and trailers. The effect of TCP opaitioins is so pronounced
that the lack of optimizations can have a greater effect erotlerall delay than the IKE

overhead. This is illustrated by the delay graph of IPSEQ \pie-shared keys, which

starts out much lower compared to Layered IPSEC with IKE éaslie expected), but it

climbs higher when the un-optimized TCP in the former cass into channel errors.

When the channel BER is lower atx 1079, the IKE overhead dominates the TCP
enhancements and hence Layered IPSEC with IKE has highellnesponse time com-
pared to IPSEC with IKE (figure 6.7(b)). Both Layered IPSE@wpre-shared keys and
IPSEC with pre-shared keys have significantly lower delayis case compared to the
IKE graphs, with the former being much lower than the lattedt & almost the same as
the delay for unsecured transmission.

We also ran simulations for satellite channel BER 10~*. The very high BER
meant that TCP was unable to establish and/or maintain ctions for long enough
such that meaningful application data could be transfei®adulation logs indicated that
the connections were continually broken for both basic T@ies enhanced flavor, and

hence we could not obtain any meaningful simulation datéahisrBER scenarios.
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Figure 6.8: Custom application average response timeeitdior Layered
IPSEC, IPSEC and unsecured transmissiaxis is the simulation time in
minutes; Y-axis is the application response time in seconds

The analysis above is reinforced by the average applicaéisponse time as seen
from only the client in figure 6.8. The graphs in this casedwlthe same trend as for the
global response time graphs in figure 6.7.

Figures 6.9 and 6.10 respectively show the network paras@&teP delay and re-
transmission counts overall, for both BER< 107° and1 x 10~°. For the high channel
BER, the basic TCP (for the two IPSEC graphs in figure 6.9(ayethigher delay since
they cannot take advantage of the TCP optimizations thaa\a#able to enhanced TCP
(the other graphs in figure 6.9(a)). However, for lower BERewlthe TCP connection
is broken less frequently, the IKE overhead dominates andénthe two scenarios with
IKE have higher TCP delay (figure 6.9(b)). The advantage efléinger buffer sizes in

enhanced TCP is indicated in the higher retransmissiontsdonthe Layered IPSEC and
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Figure 6.9: Average of overall TCP delay for Layered IPSHESEC and
unsecured transmissioX-axis is the simulation time in minutes; Y-axis is
the TCP delay time in seconds.

unsecured transmission graphs in figures 6.10(a) and §.I0{b enhanced TCP version
makes multiple attempts to transmit the TCP segments if knaeledgment is received
before timeout, while basic TCP drops the segments sincbutfier gets filled up much
faster.

The byte overhead due to the security additions is showndoge¢hwork TCP load at
the client in figure 6.11. Figure 6.11(a) shows that the ayeECP load due to Layered
IPSEC with IKE is much higher than the other cases. At sinmatime 1 hour 40
minutes, the Layered IPSEC TCP loadis938562bps, which is42% higher than the
TCP load for unsecured transmissioB.$33333bps), and7.7% higher that IPSEC with
IKE (65.318627bps). However, this high overhead is mostly due to IKE. In ¢hse

of Layered IPSEC with pre-shared keys, the TCP load6is86275bps at simulation
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Figure 6.10: Average count of overall TCP retransmissiarsLiayered
IPSEC, IPSEC and unsecured transmissidnaxis is the simulation time
in minutes; Y-axis is the TCP retransmission count.

time 1 hour 40 minutes (figure 6.11(b)). This is only% higher than IPSEC with pre-
shared keys65.941176bps), and5.3% higher than unsecured transmission. The values
are consistent with the case for satellite channel BER0~° (not shown). These results
indicate that Layered IPSEC can be a viable alternative SEIP for satellite networks,
with comparable byte overhead while providing significanprovement in application
performance. However, this holds true only if the securennbhis established apriori.
While using IKE will still result in improved application sponse times for high channel
error conditions, it might introduce unacceptably highryead even with the proposed
modifications.

The dominant effect of IKE when channel errors are low, ishhghted in figure

6.12. The global average of the response time for IKE handasivhen the channel BER
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Figure 6.11: Average TCP load at client for Layered IPSEGHE and un-
secured transmissioiX-axis is the simulation time in minutes; Y-axis is the
TCP load in bytes/second.

is 1 x 1079, is shown in figure 6.12(a). With this IKE overhead de-coddi®m the
the actual application, the response times for the appicatre given in figure 6.12(b).
The latter figure clearly shows the advantage of Layered P8¥#er IPSEC, which is
obscured when IKE handshake is integrated into the resgonedsee figure 6.7(b)).
Finally, figure 6.13 compares the IKE handshake time andiegtmn response
times that are obtained for web browsing when Layered IPSEIR WE is used, com-
pared to IPSEC with IKE and unsecured transmission. Thdtseare consistent with
those for the custom application discussed above. For hgftenel BER, the advantage
of enhanced TCP with Layered IPSEC is visible but this achgais neutralized by the
IKE overhead when the BER is lower (figure 6.13(b)). Howewasrfigure 6.14 shows,

when pre-shared keys are used, Layered IPSEC is clearbrbetin IPSEC and is close

167



B IPSEC with IKE B Mo Sacurity
B Layered IPSEC with BE W IPEEC with IKE

B Lavered IPSEC with IKE
Average in IKE Handshake Time (sec), BER 1x10e-6

68 Awerage in Application Response Time (sec), BER 1x108-6

BB+
1054
6.4 : 2 i i ]

6.2 : : : 106+

54 5 i 104 4
584

56

5.4 ; h L ’ i ? 10+
524- : + ] + T ag

5 * %

: i LR BEL Y i
4.5 ; i : by
: i 4l ‘I\M__,_

454 ; ] ; . I Trris.
44 T T T T T 82 T T T T T

Ch Omi Oh20m  Oh40m 1h Om 1h20m  th40m 2 Om OhOm  Oh20m  Oh40m Th Om 1h20m  1hdom  ZhOm

(a) Response time for IKE handshake (b) Response time for custom application without IKE
handshake

Figure 6.12: Effect of IKE handshake on application respaditses, BER

1 x 1075, X-axis is the simulation time in minutes; Y-axis is the agatlbn
response time in seconds.

to unsecured web browsing.

6.3 Dual-Mode SSL: HTTP proxy-friendly Secure Web Browsing

When the HTTP traffic is secured using SSL only, and there i6*8&C tunnel in
use, and the security policy does not allow for trusted thadies, we propose the use of
a modified SSL protocol, thBual-Mode SSI(DSSL) protocol. As shown in fig. 6.15,
the secure connection in DSSL has two modes - an end-tovemdmode connection
between the client and the web server, angkaondarymode connection that has the
hub HTTP proxy as an intermediate node. When secure HTTRctrafrequested, the
DSSL main mode connection is first negotiated between tlemtcind the server. As

part of the handshake for the main mode, the client and thesgeler also negotiate

168



B IPSEC with IKE (aggressive mode) BER 1x102-5 W IPSEC with IKE (aggressive mods), BER 1x10e-5

B IPSEC with IKE (aggressive mode) BER 1x10e-6 B IPSEC with IKE (aggressive mode), BER 1x10e.6
E Layered PSEC with IKE (agaressive mode) BER 1x10e.5 B Layered IPSEC with IKE (aggressive maode), BER 1x10e-5
B Layered IPSEC with IKE (sgoressive mode) BER 1x108-8 0 Layered IPSEC with IKE (aggressive mode}, BER 1:10e-6

Time Average in IKE Handshake (zec) Tene Average in HTTP Page Response Tame (seconds)

7
" 684
BB
G4 i
6.2 i 20+
&
58
56
5.4
5.2+
54
4.5

46 : 84 f\’\N_.,-...-———-——-—'*—

4.4
&4
4.24
Elthﬁlm Ohéﬂm 01’!*‘!0’" 1hID.m th‘:’.Dm ih:t[}‘m 2h Om ;hﬂm ﬂh.‘?ﬂm Oh-lliﬂm ‘Ihlﬂ'rn 1hé€lm 1h4‘0m ZhiOm
(a) IKE handshake time (b) HTTP response time

Figure 6.13: Comparison of IKE handshake time and appboatesponse
times for HTTP traffic with Layered IPSEC, IPSEC and unsedurans-

mission. X-axis is the simulation time in minutes; Y-axis is the aggilon

response time in seconds.

the parameters for the secondary mode. As shown in figure B.DESL the client first
contacts the hub proxy and obtains its certificate. The e initiates a traditional SSL
connection to the server. However the client now forwardbécserver information about
the proxy, including the proxy certificate, in addition te @wn security information. The
key exchange done by the client includes the secondary kelgdgroxy. Once the client
and server have agreed on the keys for the DSSL connectiewr)igmt triggers the hub
proxy to contact the server. The proxy initiates a DSSL cotiae to the server and the
latter sends the secondary key materials to the proxy. Gre@dndshake between the
server and the proxy is over, the proxy informs the clientitifaas obtained the secondary
key material from the server, and the handshake phase isletadjoy the client. All the

message exchanges in DSSL are authenticated using digitdicates.
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Let K1 be the encryption key for the main mode, ali@ be the encryption key
for the secondary mode. When the client makes a HTTP regihest]ient proxy sends
local replies to the client browser. The web server, on keegithe request, parses the
requested HTML page to obtain the embedded object linkschvare collated into a
new HTML page. The object links HTML page is then encrypted86L usingk'2 to
create the proxy SSL record. DSSL encrypts the base HTML pagw K1 to create
the primary SSL record. The two records are appended tagatizesent to the client in
an IP packet (fig. 6.15). The hub proxy intercepts the IP paekgracts the object links
from the proxy SSL record using2, and pre-fetches the embedded objects. The web

server always encrypts the actual objects udifig so that the hub proxy cannot read
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Figure 6.15: Dual-Mode SSL for HTTP optimization

the base HTML page data. The hub proxy transfers the embemigedts to the client
together at one time. Therefore the HTTP proxy functiogadijppreserved in DSSL while
maintaining end-to-end security of the HTML page contents.

The DSSL concept is partly similar to the multiple-chann8LSoncept proposed
in [104]. However, in that the authors do not differentiateryption in primary and sec-
ondary SSL records - they suggest that HTTP traffic with losemurity requirements be
encrypted entirely with keys known to intermediate nodes.dtr security requirements,

that approach would not be acceptable.

6.3.1 DSSL: Protocol Specification

Figure 6.16 illustrates the message exchanges in DSSLe SI&SL extends the
SSL protocol to include support for HTTP proxy servers, thessage structures and

many of the protocol steps are similar. DSSL introduces es@f additional message
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Figure 6.16: Handshake between client, server and proxy5i8LD

exchanges between the client and the HTTP proxy server, @neebn the proxy server
and the web server. As shown in the figure, the DSSL protocobealivided into several

stages.

¢ Client-proxy handshakephase 1. When aremote client wants to establish a secure
session with a web server for the very first time, it might reoalvare of the security
parameters of the HTTP proxy. It therefore establishes aexction to the HTTP
proxy and initiates the first stage of the DSSL protocol, tient-proxy handshake
phase 1. In this phase the client sends its security cetéftcathe HTTP proxy,

which in turn responds with its own security certificate. Thent thus obtains the
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public key of the HTTP proxy server from the proxy’s certifeaThe start and end
of the communication in each phase is marked by a "Hello” atidaane” message
respectively, for each of the participating entities. Tigign accordance with the

original SSL protocol.

This first stage of the protocol is required to be executeg onte between each
client-HTTP proxy pair. At future instances, whenever thent wants to establish
a secure web session through this proxy, it uses the proxificate that it had
acquired the first time. This stage does not need to be rapeake stage will be
executed again if the proxy or client certificate expiresaevoked, or if the client

communicates with a new proxy server.

Client-server handshake: Once the client has obtained the security certificate of
the HTTP proxy, it contacts the web server to exchange sgargdentials and to
establish the session keys for the secure web session. tages is similar to the
SSL protocol, with two exceptions - (i) the client sends hitglown certificate and
the HTTP proxy certificate to the web server, and (ii) in thg &echange step, the

client generates both primary and secondary keys and Seauistd the web server.

Client-proxy handshake phase 2: After the client and the web server have estab-
lished the session keys in the second stage of DSSL, the eligin contacts the

HTTP proxy and instructs it to obtain the session keys froemiieb server.

Proxy-web server handshake: The HTTP proxy contacts the web server and sends
its certificate to authenticate itself. Upon correct autization, the web server
sends the secondary session key to the HTTP proxy.
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¢ Client-proxy handshake phase 3. This final stage of the key establishment pro-
tocol is essentially a continuation of the client-proxy tsinake phase 2. After the
proxy obtains the secondary key from the web server, it adathe client to con-
firm that it has received the key. The establishment of thegny and secondary

keys between the client, the web server and the proxy is nowptzie.

Once the DSSL protocol handshake is executed, the HTTP “@qtiest from the
client HTTP browser is sent to the web server. The client estgiare intercepted by
the local proxy, who sends spoofed replies to the client besywvhile forwarding the
request to the web server via the hub HTTP proxy server. Thesgever, on receiving
the request, parses the requested HTML page to obtain thedead object links, which
are collated into a new HTML page. This “object links HTML géds then encrypted
by DSSL using secondary session key to create the proxy SQitde The web server
encrypts the requested HTML page using primary sessiondkekeate the primary SSL
record. The two records are appended together and senttbehein an IP packet (fig.
6.15). The hub HTTP proxy intercepts the IP packet, extridmsobject links from the
proxy SSL record using secondary session key, and preefetitte embedded objects.
At the same time, the HTTP proxy forwards the IP packet to tlemt When the client
sends further “Get” requests for the embedded objects eiipgersts are intercepted and
blocked by the client’s local proxy. The web server recemaly the “Get” requests from
the HTTP proxy, encrypted with the secondary session keyesponse to these “Get”
requests, the web server posts the embedded objects taghe ¢he web server always

encrypts the actual objects using primary session key,adahle hub proxy cannot read
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the data, even though it had generated the HTTP requestshukhproxy transfers the
encrypted HTTP posts to the client together at one time. Awgrypted data that the
HTTP proxy cannot read, it immediately forwards to its destion. Thus the HTTP
proxy functionality is preserved in DSSL while maintainiagd-to-end security of the

HTML page contents.

6.3.2 Performance Evaluation of Dual-Mode SSL

We have analyzed the performance of the DSSL protocol amtiassd web brows-
ing through simulations on a Opnet Modeler [3] testbed (Bgbirl7). The simulation
setup consists of a remote client connected to a Internetseeker via a satellite link.
The connection to the web server is through the satellite M©Bub. A HTTP proxy
server is located at the satellite hub site. All communareibetween the client and the
web server pass through the HTTP proxy. The satellite is as@g¢ionary orbit, with link
delay of 130 milli-seconds. The uplink bandwidth is set té Rbps, while the downlink
bandwidth is 70 Mbps. In all the simulations, the clientieztes a webpage containing
multiple embedded objects from the server. The multipleittions that were conducted

can be broadly classified into three sets:

1. Scenarios where the web browsing is unsecured and the oKy is fully func-

tional.

2. Scenarios where SSL is used for secure web browsing amefahe the HTTP

proxy is non-operational.

3. Scenarios where DSSL is used for secure web browsingviatidhe HTTP proxy
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Figure 6.17: Opnet Modeler simulation testbed for the DS&itqzol

to be functional.

To motivate this discussion, figure 6.18(a) highlights tg@artance of HTTP proxy for
reducing the web browsing delay in satellite networks. Tgeré compares the time av-
erage of overall application response times when the cfienter retrieves a unsecured
webpage with multiple embedded objects, from the servee réBponse time is a pro-
hibitive 25 seconds without the proxy, but it reduces to dhlseconds when the HTTP
proxy is used. Figure 6.18(b) shows that when SSL is usedbiall response time for
retrieving the same webpage increases to the factor wheHTR® proxy is not used.
The additional delay due to SSL is split into two graphs - tB& Sandshake time takes
on the order of 43 seconds, while the secure web browsing @kseconds. This clearly
demonstrates that SSL makes the HTTP proxy non-operational

Figure 6.19 addresses the question whether using enha@edith optimizations

can suffice to mitigate the performance negation on web brngadue to lack of HTTP
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Figure 6.18: Performance improvement with HTTP proxy semveatellite
networks and the detrimental effect of SSL on HTTP proxygenfince X-
axis is the simulation time in minutes; Y-axis is the appiararesponse time
in seconds.

proxy acceleration. The motivation is that since the TCPaesbments operate below
SSL in the network stack, they are not affected by SSL. Howeasethe graphs show,
while TCP enhancements do contribute to reducing the welvding response time by

a fraction (aroundr.5%), the HTTP proxy has a much more pronounced effect - the
response time reduction is by neai¥%. Therefore, it is important that we investigate
solutions for HTTP proxy acceleration in the presence of S3hally, when both TCP
optimizations and HTTP proxy acceleration are used, thaongment is in the order

of 81.5%. Hence, in all subsequent analysis, the experiments vegrducted with TCP

optimizations in effect.
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axis is the simulation time in minutes; Y-axis is the appiararesponse time
in seconds.

Figure 6.20 gives the application response times when D8IBinbde (figure 6.16)
is used to secure the web browsing. In all the simulationls @BSL, we considered three

categories of web browsing:

1. The client establishes a single secure session with obérmevser. In this case, the
DSSL handshake amongst the client, the web server and th® igidxy happens
only once and the web traffic flows in one session for the resh@fsimulation.

This is shown in the graphs tagged by "single session”.

2. The client establishes multiple secure sessions withwatebrowser. In this case,
phases 1 and 2 of DSSL handshake (figure 6.16) happen only but@hases

3, 4 and 5 are repeated at the beginning of every new sessibis. alflows the
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Figure 6.20: DSSL (full) handshake times and comparison3if, DSSL

web browsing response tim&saxis is the simulation time in minutes; Y-axis
is the application response time in seconds.

HTTP proxy to obtain from the web server the secure sessipfokehat particular

session. This setup is tagged as "single server multipk@es’ in the graphs.

3. The client establishes individual secure sessions withijphe web servers. In this
case, phase 1 of the DSSL handshake happens once at theibggivitile phases
2-5 happen multiple times, once for each web server/sessiotbination. The

graphs tagged as “multiple servers multiple sessionsstilate this setup.

Figure 6.20(a) compares the response times for compldim@®8ESL handshake against
the SSL handshake. The DSSL handshake here follows all ttteaeges illustrated in
figure 6.16. The graph highlights the delay overhead of DS&t td the additional steps

of the client communicating with the proxy server in phase8 and 5, and the proxy
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server contacting the web server in phase 4. The DSSL owtraeges betwee).3%
and20.74% over the SSL handshake delay. The response time for theesgeb traffic is
shown in figure 6.20(b). The figure shows the response tireeaged over all the sessions
for each scenario. The graph shows that for each categorgbfonowsing enumerated
above, the response time for DSSL web browsing is signifigdatver than that for
SSL web browsing - for example, for one server single ses&) @EL web browsing is
approximately 5 seconds, compared to 24 seconds for thespanding SSL case. Figure
6.20(b) also shows that for either DSSL or SSL, the respanse is lower for single-
server-single-session compared to single-server-niedipssions, which again is lower
than multiple-servers-multiple-sessions. This is beedassingle-server-single-session,
the DSSL handshake happens only once; while for singleess@nultiple-sessions, the
DSSL handshake phases 3, 4 and 5 are repeated as many tinmesrasmtber of web
sessions; and for multiple-servers-multiple-sessioi®SDhandshake phases 2 to 5 are

repeated the number of times as there are web sessions.

6.3.3 DSSL Two Phase Protocol

Even though figure 6.20 demonstrates that DSSL responss ¢éiradetter than that
of SSL, the advantage is largely negated by the higher del@pied in DSSL handshake,
as compared to SSL. As a solution to this issue, we proposedeosed version of DSSL,
in which the handshake stage consists of only the first twsgh&rom figure 6.16. In
the first phase, the client contacts the HTTP proxy and exgdsmeach other’s digital

certificate. Subsequently, the client contacts the welese@nce the client and the web
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Figure 6.21: DSSL two phase handshake times and comparis&Slo,
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DSSL web browsing response tim€saxis is the simulation time in minutes;
Y-axis is the application response time in seconds.

server have established the security parameters in phaé®3%L, the client makes
the first HTTP “Get” request. This request goes through th&@Piproxy and triggers

the proxy to send its certificate to the web server, and a stdoe the DSSL session

secondary keys. The HTTP proxy request is piggy-backed erclient HTTP “Get”

request. The server responds to the client request with dse twebpage in a HTTP

“Post” response. In addition, the server responds to theypkey request with its own

certificate and the DSSL secondary session keys, encryptbedhe proxy’s public key.

This response to the proxy is piggy-backed on the HTTP respon the client. The
proxy receives the combined response from the web servasdids able to retrieve the
secondary session keys from the encrypted message, uspiydte key. Consequently,

it is able to decrypt the relevant portions of the HTTP “Pastponse and therefore can
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perform the HTTP acceleration. We refer to this variant oBR&sDSSL two phase
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O SSL, one server single session B DSSL (ful), one server single session
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Figure 6.22: Comparison of handshake times and web responss for
different versions of DSSL and SSK-axis is the simulation time in minutes;
Y-axis is the application response time in seconds.

Figure 6.21 gives the application performance graphs fd&8ID®vo phase. Figure
6.21(a) shows that the response time for the DSSL handskakech lower for DSSL
two phase compared to DSSL full mode. The DSSL two phase hakdgesponse time
is also comparable to or even lower than that for SSL. Theoresptime for the web
browsing traffic for DSSL two phase, compared to SSL, is givefigure 6.21(b). The
graphs prove that for each category of web browsing, theoresptimes in case of DSSL

two phase are much lower than that for the corresponding &Sé.c
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6.3.4 DSSL Quick Mode Protocol

The first phase in DSSL two phase is necessary in the situtttadrihe client and
the HTTP proxy server do not share any security associagboréhand. However, if
the two entities are apriori aware of each other’s secuntgrmation (via their digital
certificates), then this phase is not needed. Every timeltbet contacts a web server
to initiate a secure web session, it passes to the web setwealsy cached copy of the
HTTP proxy’s certificate. The DSSL protocol can thus be fertreduced to just one
phase, that of phase 2 in figure 6.16. The DSSL secondaryosdssy is transmitted
to the HTTP proxy piggy-backed on the first response from #rges, in the method
described in section 6.3.3. We refer to this optimizationhaf DSSL protocol aBSSL
quick mode

The optimization in section 6.3.3 or 6.3.4 are proposed &y@ayme the detrimen-
tal effect of the long propagation delay of the satelliterotel on the DSSL handshake
protocol. This optimization however requires further ajp@sto the HTTP protocol, to
allow piggy-backing the DSSL secondary keys on the initi@lTi® exchanges between
the client, the web server and the proxy server.

Figure 6.22(a) compares the response times of DSSL hanelébraks various ver-
sions. At simulation time 1 hour and 20 minutes, DSSL quicldenbandshake time is
33% less than DSSL two phase (11.5 seconds and 17.2 secomu;tresly). The quick
mode time is nearly hal§.8% less) than the handshake time for full version of DSSL
(22.465 seconds), and 38.8% less than that of SSL (18.61 seconds). The web brows-

ing response times for single server, single session, anpaied in figure 6.22(b). The
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times for all cases of DSSL are much lower than that for SSH, @ie comparable to

unsecured web browsing. The additional delay is primarilg tb the security overhead

at the different nodes to maintain the secure session antttyp/decrypt the traffic.

W Mo Sscuriy W Mo Security
W DSSL (gusck mode), ona sarvar miiltiple s#5sions B DS5L (gquick made), muliple servers multiple sessions
B DSEL (two phase), ane server multiple sessions @ DSEL (hwo phase), mulliple servers multiple sessions
B DSEL (ful), one server muliple sessions B OS50 (full), multiple servers multiple sessions:
O S5L, ane server multiple sessions O 351, mutiiple servers multiple sessions
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(a) Single server, multiple sessions (b) Multiple servers, multiple sessions

Figure 6.23: HTTP response times for different versions 85D and com-
parison to SSL and unsecured web browsXgxis is the simulation time in
minutes; Y-axis is the application response time in seconds

Figure 6.23 compares the application response times faiipteusecure browsing
sessions with one server (figure 6.23(a)) and for securedingvsessions with multiple
servers (figure 6.23(b)). For all the cases, DSSL out-persdBSL.

Figure 6.24 compares the application traffic charactessit the remote client for
multiple-servers-multiple-clients web browsing. The-pecond requests are the least
increases from the unsecured browsing to DSSL quick modeptvase, full DSSL and
finally SSL, reflecting the increasing load on the networloueses for the web traffic

(figure 6.25(a)). The TCP load at the client is given by figus6which shows that the
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Figure 6.24: Comparison of HTTP application load and trakficeived by
client for multiple servers, multiple session&axis is the simulation time in
minutes.

SSL load is much higher compared to DSSL. This is becausedlthetlack of HTTP
acceleration with SSL, more long-duration TCP connecteamesestablished between the
client and the server to retrieve all embedded web page tsbjécsectional closeup of
the TCP load in figure 6.25(b) indicates that the TCP load ppeaximately similar in
all DSSL versions, and comparable to that for unsecuredsirgysince they all can take

advantage of HTTP acceleration.

6.4 Summary

In this chapter, we have described how the high propagattaydind large band-

width of the satellite link adversely affects the perforroarof the TCP protocol. We
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Figure 6.25: Comparison of TCP load at client for multiplevees, multi-
ple sessionsX-axis is the simulation time in minutes; Y-axis is the load i
bytes/second.

have also described how web browsing over the satelliteifioldrs heavy delay due to
HTTP protocol using serial GET requests to retrieve indigicbbjects in a webpage. We
have described how satellite networks use TCP performanbancing proxy servers at
the hub and each remote location to enhance performanagthicCP spoofing, and use
HTTP-proxy servers at the hub and remote locations to greatted up web browsing.
We explain how the use of IPSEC for network-layer securigalrthe function of the
TCP proxy by encrypting the network headers with keys knowly to the end-points.
Similarly, using SSL for secure web browsing break HTTP priwnction by encrypting
the HTTP segment with keys known only to the end-points.

We have proposed the use of the Layered IPSEC protocol astenmadlve to
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IPSEC. Layered IPSEC uses different keys to encrypt difteregions of the packet
header and distributes relevant keys to the proxy servetbas they can read sections of
the header and perform their functions. The key distributian be done either manually
(pre-shared keys) or dynamically using IKE. We have prog@seodification to the IKE
protocol so that it can work with Layered IPSEC. Through datian experiments, we
have demonstrated that Layered IPSEC can lead to significgarovement in perfor-
mance as measured by the end-to-end delay when pre-shaedrkaised. However, the
experiments also show that when Layered IPSEC is used vatimtidified IKE protocol,
the overhead due to the IKE key distribution neutralizesattheantage of using Layered
IPSEC.

We have also proposed the DSSL protocol as an alternative@ng SSL for secure
web browsing. The DSSL protocol splits the single secure 8&innel into a primary
channel (with the encryption keys known only to the end-{g)iand a secondary channel
(with the encryption keys known to the end-points and the ATPFoxy servers). The
embedded object links for the requested webpage are placta isecondary channel
by the web server, so that the HTTP proxy can read the linkspagdetch the objects
from the web server, thereby performing its function. Thylesimulation experiments,
we have shown that the DSSL protocol can lead to substam@iavement in the web
browsing delay. However, the improvement depends to a grs¢ant on the handhshake
method used amongst the client, the web server and the pooggtablish the secure
DSSL channels. We have therefore proposed several varsattiothe DSSL handshake

which trade-off the delay performance with the securityhaf handshake.
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6.5 Related Work

Olechna et al [105] have suggested two solutions to the IR8BRlem. In the first
approach, the paper proposes moving the the TCP PEP gatéwthesendpoints. The
TCP optimizations are done on the traffic in the clear, and the traffic is encrypted
using IPSEC. There is no TCP PEP at the satellite hub. Thisoapp improves the
performance, but when a packet is lost or received in err@R foes into congestion
avoidance phase and the transmission is reduced in halfs@d¢wnd proposed approach
which deals effectively with this problem is to split the ez connection into two at the
satellite gateway. One connection is between the clientlaadateway, and the second
connection is between the gateway and the Internet senes allows the gateway to
decrypt the IPSEC packet and read the headers and thereleyfdmpance optimizations.
This requires trust in the satellite gateway, which can neadrall the traffic. This might
be unacceptable to users who require strong end-to-endtyecu

Several modified TCP protocols have been proposed thatrpelfetter compared
to the original specification in the event of channel errarslelay, or when IPSEC is
used. A discussion of these TCP enhancements can be foubdadh [

The problem of HTTP proxy performance when SSL is used has bddressed
by the industry by breaking up the end-to-end single SSL eotion between client and
server into multiple SSL connections [107]. In this solatithe client browser creates a
secure HTTP connection with the Remote Page Acceleratok)(RFPthe client satellite
terminal, a second connection is created between the RPghartdub Page Accelerator

(HPA), and a third connection is between the HPA and the serl/lee RPA performs
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all necessary handshaking with the client browser. The HitAdecrypt the SSL traffic
from the server and perform the desired object pre-fetchifagen together, this allows
delivery of secure web content with little performance @elgtion and with little change
to the standard protocols. The major drawback to this schsrtfet it requires a high
level of trust in intermediate nodes. The HPA, which is adtparty entity, can read
all the sensitive web traffic that passes between the cliethttlde server. This might be

unacceptable when absolute end-to-end security is desired
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Chapter 7
Conclusions

7.1 Dissertation Contributions

In this dissertation we have investigated whether the aniddf a satellite overlay

interconnecting large terrestrial wireless networks,itssn:

e improvement in network performance as measured by certaanpeters,
¢ efficient solutions for source authentication in group camioation, and

e advantages or drawbacks for secure unicast communicatanrtire satellite link.

Towards this objective, we have made the following contrdns.

In chapter 2, we have described toplogies for hybrid sédéNireless networks and
their important applications. We have proved through netvmodeling and simulation,
that the addition of a satellite overlay network to a largeel@ss network provides sig-
nificant improvement in end-to-end performance and rdltgtfor different traffic types,
network sizes and communicating parties, amongst othanpeters. We have developed
comprehensive network models for different applicatioenscios that can be used for
further studies on hybrid wireless networks with a satelierlay. Sections of this work
has appeared in [108].

In chapter 3, we have designed a loss network model for hydatellite/wireless
networks and proposed a new method for performance analysach networks, by
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combining the loss network models for the MAC and PHY layeiish routing, through
fixed point iterations. By integrating the proposed fixedyaiodel with the technique of
Automatic Differentiation, we have demonstrated a metloambtnpute the sensitivities of
the performance metrics with respect to design parametéesare thus able to perform
hybrid network design by finding optimal routing strategieshe hybrid network. We
have demonstrated the validity of our model and its computat advantage by perform-
ing simulations and comparing with Opnet discrete evenukitions. Sections of this
work has appeared in [109].

In chapter 4, we have proposed an algorithm for efficient entibation of wire-
less mobile nodes that have constraints on energy and gioggsower. The proposed
algorithm takes advantage of the wide reach and securithefsatellite overlay net-
work by delegating most energy-intensive operations tosttellite node and allowing
a source node to send authenticated messages to multipleeenodes in a single-hop
satellite broadcast transmission. We have also proposesvarethod for probabilistic
non-repudiation that also makes use of having the satelitke as a proxy for source
nodes in the network. We have demonstrated the securityepiep and correctness of
the authentication protocol through analysis, and thraigiulations have shown the ad-
vantage of the proposed protocol for wireless settingspmpgarison to traditional source
authentication protocols. Part of this work will appear1i(Q] and parts have also been
published in [111].

In chapter 5, we have described a hierarchical multicagtrgyrotocol for effi-
cient group communication in hybrid wireless networks. pheposed protocol has sev-
eral advantages over traditional multicast routing prot®&or wireless ad hoc networks,
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since it takes into consideration the different charasties of the terrestrial and satellite
links. In particular, the protocol minimizes the amount ohtrol traffic that flows over
the satellite links to mitigate the negative impact of thieliée link delay. The proposed
protocol localizes the multicast distribution tree onlythe terrestrial LANs that have
multicast group sources and/or members, while providimgfoefficient mechanism to
allow LANs to dynamically join or leave the group. The pratbalso makes efficient
use of the multi-path routing provided by the terrestriaki and the satellite overlay,
and integrates mechanisms so that the distribution treesei@at high-bandwidth paths
based on the application traffic rate. Furthermore, theopmtprovides mechanisms to
re-connect group members to the network in the event of m&tpartitions, and is robust
to link failures. Previously, we have proposed a hieramhmnsulticast routing protocol
for hybrid wired network with an ATM satellite overlay [112]The wireless multicast
protocol proposed is an enhancement of the wired protopepljed to the more difficult
case of terrestrial wireless clusters.

In chapter 5, we have also described a protocol for secureagast routing in hybrid
networks. The proposed secure routing protocol is desipgedtegrating the authenti-
cation algorithm from chapter 4 with the proposed multicasting protocol. Through
analysis, we have demonstrated the security properties@mectness of the proposed
secure multicast protocol.

In chapter 6, we have investigated the adverse effects afisgprotocols IPSEC
and SSL on unicast communication over satellite networks.aAolution to the prob-
lem, we have proposed the use of layered IPSEC with modifi&dfti securing unicast
communication while allowing performance optimizatiog@ithms to function simulta-
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neously. Through simulations, we have evaluated the peegnce of the layered IPSEC
protocol in a hybrid satellite network, and demonstrated the performance compares
favorably to standard IPSEC when implemented in hybrid neta: We have also pro-
posed the DSSL protocol to replace SSL for secure HTTP inithydatellite networks.
Through simulations we have shown that the performance @LD@&otocol is signifi-
cantly better than SSL in hybrid networks. To mitigate thauyehandshake overhead in
DSSL, we have also proposed two variations to the protodw XSSL two phase, which
reduces the handshake to only two stages of the full DSSlopottand the DSSL quick
mode, which further reduces the handshake to only one st@gdave shown that both
DSSL two phase and DSSL quick mode protocol perform muckebettmpared to SSL.

Sections of this work have been mentioned in [111].

7.2 Future Work

Although this dissertation has covered several importaoblpms for communi-
cation support in hybrid satellite/wireless communicatietworks, there remain some
issues that need to be addressed. In the following sectierhighlight some of these

problems for future work on this topic.

¢ In chapter 2, we have built simulation models in Opnet Modil@emonstrate the
advantages of hybrid networks. In the future, we plan to aehdimulation studies
with the Opnet network models to analyze the percentage tofank availability
as the number of gateway nodes are varied. Also, we woulddikevestigate the

reliability afforded by a given overlay network by varyifgetnumber of terrestrial
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node failures so that the terrestrial forwarding paths beranavailable. We plan
to model the simulation scenario where source-destingtns are using terrestrial
forwarding paths, but the forwarding path becomes unaviaildue to intermediate
node failures, prompting the source to send out new routeastq. New routes are
available over the overlay network, prompting the gatewagtes to reply to the
route request and re-establishing the path. We will ingas#é how the end-to-end

application characteristics are affected by this pathstakdishment.

We believe it would be worthwhile to develop algorithms thatpute the mini-
mum number of gateway nodes required for full network cotivieg for the net-
work models in chapter 2. Our current models use the UAV pleese algorithm
developed in [4] to calculate the number of gateway nodesired)and their place-
ment. The algorithm finds the minimum number of gateway nqu&®/s) such
that at least one node from each cluster would be able to @aEkJAV. The algo-
rithm identifies clusters based on physical partitions,@mes not limit the number
of hops within any cluster. We plan to develop an algorithrfind the minimum
number of gateway nodes such that no user is more&haps away from a gate-
way node (wherg: is a system parameter). This would be useful in cases where
physical partitions don't exist, so a different paramegenéeded to partition the
network into clusters served by gateway nodes (and the iassdsatellite overlay

network).

We would like to investigate the dynamic allocation of melghteway nodes based

on the traffic characteristics in the network. The UAV plaeatralgorithm [4] used
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in our network model allocates the gateway nodes statitabed on the number
of clusters. However, if only a small subset of the clusteesiavolved in the com-
munication at any given time, a smaller number of gatewayesadould suffice.
Therefore, we will investigate whether we can achieve coata performance
with a smaller number of mobile gateway nodes, by moving daihe gateway

nodes to cover only the clusters that are involved in the cameoation.

In chapter 3, we would like to investigate other loss netwmiddels using addi-
tional modules for MAC and routing for both the terrestriateless clusters and
the satellite overlay. This will include the hidden nodelgem in the MAC layer.
For the satellite channel, more realistic channel erroretedeed to be considered
and also the effect of satellite link delay on the perforneaespecially for Ka-band
satellite networks. For the performance metrics, we platetive results for delay
and buffer over-flow. We also would like to perform scalapianalysis for large

networks, convergence proofs, and accuracy bounds onugametrics.

In chapter 5, we have given a description of the multicagimgyprotocol described
for hybrid networks. We would like to model the routing prodbin simulation

software and evaluate its performance. We would like to cmaphe performance
to basic MAODV, and other multicast routing protocols pregd for wireless net-
works. We plan to include various scenarios in the simufatimdels, including
testing the robustness of the protocol with node failuresratwork partitions and

dealing with node mobility.
We would also like to build a model for the secure multicastiray protocol as de-
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scribed in chapter 5. We would like to evaluate its perforogaihrough simulations
and quantify the overhead in secure routing by comparing thi¢ base hierarchi-
cal multicast routing protocol. It would also be worthwhiteinvestigate further
security additions to the multicast routing protocol totpat againsActive-1-xand
Active-y-xattackers, and to deal with the case of users moving fromemestrial

network to another.

196



[1]

[2]

[3]
[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

Bibliography

P. Gupta and P.R. Kumar. The capacity of wireless neta/ofkEE Transactions
on Information Theory46(2):388—404, March 2000.

E. J. Fitzpatrick. Spaceway system summ&pace Communicationgl3):7-23,
1995.

Opnet Modeler http://www.opnet.com/products/modeler/home.html.

K. Chandrashekar, M. Raissi-Dekhordi, and J. S. Barasvi&ing full connectiv-
ity in large ad-hoc networks by dynamic placement of aeratfprms. InProc.
of IEEE Military Communications Conference 2004 (MILCOM2}) Monterey,
USA, October 31 - November 3 2004. IEEE.

P. Gupta and P.R. Kumar. Internets in the sky: the capadithree dimensional
wireless networksCommunications in Information Systeri§l):33-50, 2001.

T.A. Elbatt and A. Ephremides. Optimization of connectioriented, mobile,
hybrid network systems.IEEE Journal on Selected Areas in Communicatjons
17(2):373—-384, February 1999.

O.Dousse, P. Thiran, and M. Hasler. Connectivity in ad-and hybrid networks.
In Proc. IEEE Infocom 200%ages 1079-1088, 2002.

B. Ryu, T. Andersen, T. Elbatt, and Y. Zhang. Multi-tieobile ad hoc networks:
architecture, protocols, and performanceMititary Communications Conference
(MILCOM) 2003 volume 2, pages 1280-1285. IEEE, 2003.

F.-G. Wu, F.-C. Sun, K. Yu, and C.-W. Zheng. Performangd@ation on a double-
layered satellite networklnternational Journal of Satellite Communications and
Networking 23:359-371, 2005.

D. Grace, M. H. Capstick, M. Mohoric, J. Horwath, M. B.IR&icini, and M. Fitch.
Integrating users into the wider broadband network via kaghude platforms.
IEEE Wireless Communicatiofgages 98-105, October 2005.

B. Evans, M. Werner, E. Lutz, M. Bousquet, G. E. CoratzaMaral, R. Rumeau,
and E. Ferro. Integration of satellite and terrestrial eyt in future multimedia
communicationslEEE Wireless Communicationggages 72—-80, October 2005.

J.G. Jetcheva, Y.-C. Hu, S. Palchaudhuri, A.K. Sahd,[aB. Johnson. Design and
evaluation of a metropolitan area multitier wireless ad hetwork architecture.
In Proceedings of the Fifth IEEE Workshop on Mobile Computiggt&ns and
Applications (WMCSA 2003)EEE Computer Society, 2003.

197



[13] G. Bianchi. Performance analysis of the IEEE 802.11rithgted coordination
function. IEEE Journal of Selected Areas in Communicatjobh8(3):535-547,
March 2000.

[14] E. N. Gilbert. Capacity of a bursty-noise channBell System Technical Journal
39(9):1253-65, September 1960.

[15] E. O. Elliot. Estimates of error rates for codes on bursbise channels.Bell
System Technical Journa2(9):1977-97, September 1963.

[16] M. Liu. Network Performance Modeling, Design and Dimensioninghdeolo-
gies PhD thesis, University of Maryland College Park, 2000.

[17] M. Bucker, G. Corliss, P. Hovland, and U. N. Boyana NerAutomatic Differen-
tiation: Applications, Theory and Implementatigrslume 50 ofLecture Notes in
Computational Science and Engineerirgpringer, Berlin, Germany, 2006.

[18] J. Baras, V. Tabatabaee, G. Papageorgiou, and N. Reatiormance metric sensi-
tivity computation for optimization and trade-off analy#mn wireless networks. In-
stitute for systems research technical report, Univeditaryland College Park,
http://hdl.handle.net/1903/7547, 2008.

[19] J. Baras, V. Tabatabaee, G. Papageorgiou, N. RentzYa8tlang. Loss model
approximations and sensitivity computations for wireleegvork design. IMil-
itary Communications Conference (MILCOM) 2Q03rlando, Florida, October
29-31 2007. IEEE.

[20] J. Slack and M. Rice. Finite state Markov models for earsts on the ACTS land
mobile satellite channel. NASA ACTS Experiment Paper ACKES046, NASA,
1996.

[21] HUGHES DIRECWAY systemhttp://www.direcway.com.

[22] J. Foerster and J. Liebetreu. FEC performance of cenas¢d Reed-Solomon and
convolutional coding with interleaving. leee 802.16 broadd wireless access
working group report, IEEE, June, 2000.

[23] N. Abramson. The throughput of packet broadcastingiobés.|IEEE Transactions
on CommunicationsCOM-25(1):117-128, January 1977.

[24] N. Abramson. Multiple access in wireless digital netk® Proceedings of the
IEEE, 82(9):1360-1369, September 1994.

[25] D. R. Smart.Fixed Point TheoremsCambridge University Press, London, U.K.,
1974.

[26] University of Chicago Argonne National Laboratory. KDresource centehttp:
Ilwww-new.mcs.anl.gov/adic.

198



[27] S. E. Dreyfus. An appraisal of some shortest path atlgors.Operations Research
17(3):395-412, May 1969.

[28] F. P. Kelly. Loss networks.The Annals of Applied Probabilityl(3):319-378,
August 1991.

[29] F. P. Kelly. Blocking probabilities in large circuit sished networksAdvances in
Applied Probability 18(2):473-505, June 1986.

[30] D. Mitra, J. A. Morrison, and K. G. Ramakrishnan. ATM wnetrk design and
optimization: A multirate loss network frameworkEEE/ACM Transactions on
Networking 4(4), August 1996.

[31] S. Chung, A. Kashper, and K. W. Ross. Computing appraxé&blocking probabil-
ities for large loss networks with state-dependent routiB§ E/ACM Transactions
on Networking1(1), February 1993.

[32] A. G. Greenberg and R. Srikant. Computational techesgior accurate perfor-
mance evaluation of multirate, multihop communicationnoeks. IEEE Journal
on Selected Areas in Communicatipb§):266—277, February 1997.

[33] M. Liuand J. S. Baras. Fixed point approximation for tirate multihop loss net-
works with adaptive routinglEEE/ACM Transactions on Networking2(2):361—
374, April 2004.

[34] L.L. Dai and V.W.S. Chan. Capacity dimensioning andtiogi for hybrid satel-
lite and terrestrial systems$EEE Journal on Selected Areas in Communicatjons
22(2):287-299, February 2004.

[35] H. Krawczyk, M. Bellare, and R. CanettiHMAC: Keyed-Hashing for Message
Authentication IETF RFC 2104, February 1997.

[36] N.I.S.T. Digital signature standard (dss), May 19 1994
[37] P.R.ZimmermannThe official PGP user’s guideMIT Press, May 3 1995.

[38] R. Housley, W. Ford, W. Polk, and D. Soldnternet X.509 Public Key Infras-
tructure Certificate and CRL ProfilelETF Network Working Group RFC 2459,
http://lwww.ietf.org/rfc/rfc2459.txt, January 1999.

[39] V. Gupta, S. Gupta, and S. Chang. Performance analy$ifliptic Curve Cryp-
tography for SSL. IfProceedings of the ACM Wireless Internet Security Workshop
(WiSe’02) Atlanta, USA, September 28 2002. ACM.

[40] P.Prasithsangaree and P. Krishnamurthy. On a frantefiooenergy-efficient secu-
rity protocols in wireless networkg&lsevier Computer Communicatiqray:1716—
1729, 2004.

199



[41] S. Seys and B. Preneel. Power consumption evaluatieffioient digital signature
schemes for low power devices. Rroc. 2005 IEEE International Conference on
Wireless and Mobile Computing, Networking and Commurocat(lEEE WiMOb
2005) volume 1, pages 79-86. IEEE, 2005.

[42] W. Freeman and E. Miller. An experimental analysis ofptographic overhead
in performance-critical systems. Rroc. 7th International Symposium on Model-
ing, Analysis, and Simulation of Computer and Telecomnatioic Systems (MAS-
COT'99) pages 348-357, College Park, MD, USA, October 1999. IEEE.

[43] M. Bohge and W. Trappe. TESLA certificates: an authexiton tool for net-
works of compute-constrained devicesPFroc. of 6th international symposium on
wirless personal multimedia communications (WPMC |0@kosuka, Kanagawa,
Japan, October 2003.

[44] A. Roy-Chowdhury and J.S. Baras. A certificate-basghithweight authentication
algorithm for resource-constrained devices. TechnicaldReCSHCN TR 2005-4,
Center for Satellite and Hybrid Communication Networksivdrsity of Maryland
College Park, 2005.

[45] A. Perrig, R. Canetti, D. Song, and J. D. Tygar. The TESiréadcast authentica-
tion protocol.RSA CryptobyteSummer 2002.

[46] A.Perrig, R. Canetti, D. Song, and J. D. Tygar. Efficiantl secure source authenti-
cation for multicast. IfProc. Network and Distributed System Security Symposium
(NDSS) 2001.

[47] M. Naor and M. Yung. Universal one-way hash functiond &émeir cryptographic
applications. ITOC '89: Proceedings of the twenty-first annual ACM symyposi
on Theory of computingages 33—43, New York, NY, USA, 1989. ACM.

[48] M. Bohge and W. Trappe. An authentication framework Hi@rarchical ad hoc
sensor networks. IRroceedings of the 2003 ACM Workshop on Wireless Security
(WISE’03) pages 79-87, San Diego, USA, August 2003. ACM.

[49] F. Fabrega, J.C. Herzog, and J.D. Guttman. Strand sp&¥¢By is a security pro-
tocol correct. InProc. 1998 IEEE Symposium on Security and Priva&gkland,
California, May 3-6 1998. IEEE.

[50] J.D. Guttman and F. Fabrega. Authentication testBrarw. 2000 IEEE Symposium
on Security and PrivagyOakland, California, May 2000. IEEE.

[51] G. Lowe. A hierarchy of authentication specificatiohs.Proc. 1997 IEEE Com-
puter Society Symposium on Research in Security and Pripaggs 31-43, 1997.

[52] Secure Hash Standarhttp://www.itl.nist.gov/fipspubs/fip180-1.htm.

[53] D.L. Mills. RFC 1305 - Network Time Protocol (Version 3) Specificationple-
mentation and Analysidnternet Engineering Task Force (IETF), March 1992.

200



[54] J. Jonsson and B. KaliskPublic-Key Cryptography Standards (PKCS) # 1. RSA
Cryptography Specifications Version 2.1 (RFC 344ifternet Engineering Task
Force (IETF), February 2003.

[55] National Institute of Standards and Technology (NISDigital signature standard
(DSS). Technical Report FIPS 186-3, Information Technglbgboratory, NIST,
March 2006.

[56] X. Ding, D. Mazzocchi, and G. Tsudik. Equipping smarvides with public key
signaturesACM Trans. Internet Technology(1):3, 2007.

[57] Compag iPAQ Pocket PC H3600 seribtp://h18002.www1.hp.com/products/
quickspecs/10632_div/10632_div.HTML#QuickSpecs.

[58] N.R. Potlapally, S. Ravi, A. Raghunathan, and N.K. JRastudy of the energy
consumption characteristics of cryptographic algoritrand security protocols.
Mobile Computing, IEEE Transactions d9(2):128-143, Feb. 2006.

[59] ARM1176JZ(F)-S processonttp://www.arm.com/products/CPUs/ARM1176.
html.

[60] iPod and iPhone battery and power specificatiohtp://www.ipodbatteryfaqg.
com/ipodbatteryandpower.html.

[61] R. Canetti, J. Garay, G. Itkis, D. Micciancio, M. NaonB. Pinkas. Multicast se-
curity: A taxonomy and some efficient constructioRsoceedings of INFOCOMM
'99, March 1999.

[62] R. Gennaro and P. Rohatgi. How to sign digital signatute Advances in Cryp-
tology - CRYPTO '9/pages 180-197. Springer-Verlag Berlin Heidelberg, 1997.

[63] C.K. Wong and S.S. Lam. Digital signatures for flows andltmasts. InProc.
IEEE ICNP "98 Austin, USA, October 1998. IEEE.

[64] P. Rohatgi. A compact and fast hybrid signature scheonerfulticast packet
authentication. InProc. Computer and Communications Security Conference
(CCS’99) Singapore, 1999. ACM.

[65] R. Anderson, F. Bergadano, B. Crisp, J. Lee, C. Manga@ad R. Needham. A
new family of authentication protocol&CM Operating Systems Revied®(4):9—
20, 1998.

[66] A.Perrig. The BiBa one-time signature and broadcattentication protocolPro-
ceedings of the 8th ACM Conference on Computer and Comntigms&ecurity -
CCS '01 November 2001.

[67] E. Bommaiah, A. McAuley, R. Talpade, and M.-K. LidMRoute: Adhoc Multi-
cast Routing Protocol IETF Internet Draft draft-talpade-manet-amroute-00.
txt, August 1998.

201



[68] C.W. Wu, Y.C. Tay, and C.-K. Toh.Ad hoc multicast routing protocol utiliz-
ing increasing id-numbers (AMRIS) functional specificatitETF Internet Draft,
draft-ietf-manet-amris-spec-00.txt, November 1998. Work in Progress.

[69] E.M. Royer and C.E. Perkins. Multicast operation of #tchoc on-demand dis-
tance vector routing protocol. IACM Mobicom Seattle, USA, August 1999.
ACM.

[70] M. Gerla, S.-J. Lee, and W. S@n-demand multicast routing protocol (ODMRP)
for ad hoc networks IETF Internet Draftdraft-ietf-manet-odmrp-02.txt, Jan-
uary 2000.

[71] Y.-C. Hu, A. Perrig, and D.B. Johnson. Ariadne: A secaredemand routing
protocol for ad hoc networks. IRroceedings of the Eighth Annual International
Conference on Mobile Computing and Networking (MobiCon22(Qéages 12—-23,
Atlanta, USA, September 23-26 2002. ACM.

[72] C. E. Perkins and E. M. Royer. Ad-hoc on-demand distarezor routing. In
The Second IEEE Workshop on Mobile Computing Systems atidamns New
Orleans, USA, February 1999.

[73] K. Sanzgiri, B. Dahill, B.N. Levine, C. Shields, and E.Belding-Royer. A secure
routing protocol for ad hoc networks. Froceedings of the 10th IEEE Interna-
tional Conference on Network Protocols (ICNP’02P02.

[74] D.B. Johnson, D.A. Maltz, and Y.-C. Hulhe Dynamic Source Routing Protocol
for Mobile Ad Hoc Networks (DSR)Internet Draft, draft-ietf-manet-dsr-09.txt,
April 15 2003.

[75] M. Guerrero Zapata. Secure ad hoc on-demand distaraterv@uting. Mobile
Computing and Communications Revj@{8):106—107, July 2002.

[76] S.Roy, V. Gopala Addada, S. Setia, and S. Jajodia. 8etMAODV: Attacks and
coutermeasures. roceedings of 2nd IEEE Communications Society Conference
on Sensor and Ad hoc Communications and Networks (SECQNs@B)a Clara,
USA, September 2005. IEEE.

[77] Y.-C. Hu, D.B. Johnson, and A. Perrig. SEAD: secure gffit distance vector
routing for mobile wireless ad hoc network&d Hoc Networks1:175-192, 2003.

[78] L. Lamport, R. Shostak, and M. Pease. The byzantinergéneroblem. ACM
Transactions on Programming Languagé§3):382—401, July 1982.

[79] C. Guiand P. Mohapatra. Scalable multicasting in mead hoc networks. IRro-
ceedings of IEEE INFOCOM ’'Q4rages 2119-2129, Hong Kong, China, March
7-11 2004.

202



[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

L. Jiand M.S. Corson. Differential destination mu#tst-a manet multicast routing
protocol for small groups. IRroceedings of INFOCOM 2001 - Twentieth Annual
Joint Conference of the IEEE Computer and Communicationgefes volume 2,
pages 1192-1201, Anchorage, USA, April 22-26 2001. IEEE.

Y.-B. Ko, S.-J. Lee, and K.-Y. Lee. A multicast protodot physically hierarchical
ad hoc networks. Ii®roc. IEEE VTC Jeju, Korea, April 2003.

J.G. Jetcheva and D.B. Johnson. Adaptive demand+umwelticast routing in
multi-hop wireless ad hoc networks. Rroceedings of the 2nd ACM International
Symposium on Mobile Ad Hoc Networking and Computpages 33—44, Long
Beach, CA, USA, 2001. ACM, ACM Press.

R. Bhatia, L.E. Li, H. Luo, R. Ramjee, and S. Paul. ICAMtdgrated cellular and
ad-hoc multicast. Technical Report UCLA-CSD-TR040026iMarsity of Califor-
nia, Los Angeles, June 2004.

S.Yi, P. Naldurg, and R. Kravets. Security-aware ad-fouting for wireless net-
works. Technical Report UIUCDCS-R-2001-2241, UILU-ENGG2-1748, De-
partment of Computer Science, University of lllinois at @nla-Champaign, Ur-
bana, IL, USA, August 2001.

P. Papadimitratos and Z. J. Haas. Secure routing forilmald hoc networks. In
Proceedings of the SCS Communication Networks and Disgdlbystems Model-
ing Simulation Conference (CNDS 2003an Antonio, TX, January 27-31 2002.

R. Bobba, L. Eschenauer, V. Gligor, and W. Arbaugh. Btrapping security as-
sociations for routing in mobile ad-hoc networks. IEEE Globecom 2003San
Fransisco, USA, December 1-5 2003.

M. P. Howarth, S. lyengar, Z. Sun, and H. Cruickshankn&mics of key manage-
ment in secure satellite multicasEEE Journal on Selected Areas in Communica-
tions, 22(2):308-319, February 2004.

C.K. Wong, M. Gouda, and S. S. Lam. Secure group comnatioics using key
graphs.IEEE/ACM Transactions on Networking:16—30, February 2000.

Y. Zhang. A multilayer IP security protocol for TCP perfnance enhance-
ment in wireless networkslEEE Journal on Selected Areas in Communicatjons
22(4):767-776, May 2004.

H. Cruickshank, M.P. Howarth, S. lyengar, Z. Sun, andClaverotte. Securing
multicast in DVB-RCS satellite system$EEE Wireless Communicationgages
38-45, October 2005.

ETSI. Digital Video Broadcasting (DVB): Interaction Channel fBatellite Distri-
bution System<=TSI EN 301790 v. 1.3.1, March 2003.

203



[92] L. Duquerroy, S. Josset, O. Alphand, P. Berthou, and dyr@ud. SatlPSec: an
optimized solution for securing multicast and unicast I§sdransmissions. In
22nd AIAA International Communications Satellite Syst€@uosference and Ex-
hibit 2004 number AIAA-2004-3177, Monterey, California, 9-12 MayQ0

[93] R. Atkinson and S. Kent.Security Architecture for the Internet ProtocolETF
RFC 2401, November 1998.

[94] J.Kong, H. Luo, K. Xu, D. L. Gu, M. Gerla, and S. Lu. Adagisecurity for multi-
layer ad-hoc networks.Special Issue of Wireless Communications and Mobile
Computing, John Wiley InterScience Pre2802.

[95] J. Border, M. Kojo, J. Griner, G. Montenegro, and Z. ®lyePerformance enhanc-
ing proxies intended to mitigate link-related degradaohETF RFC3135, June
2001.

[96] V. Arora, N. Suphasindhu, J. Baras, and D. Dillon. Efifez extensions of in-
ternet in hybrid satellite-terrestrial networks. TeclahiReport CSHCN TR 96-2,
University of Maryland College Park, 1996.

[97] V. Bharadwaj. Improving TCP performance over high-thaidth geostationary
satellite links. Technical Report ISR TR MS-99-12, Univgref Maryland Col-
lege Park, 1999.

[98] N. Ehsan, M. Liu, and R. Ragland. Evaluation of perfont@enhancing proxies
in internet over satelliteWiley Int. J. Communication Sysf.6:513-534, August
2003.

[99] IETF Transport Layer Security Working Groupttp://wp.netscape.com/eng/
ssl3/draft302.txt. The SSL Protocol Version 3.8ovember 1996.

[100] R. Atkinson and S. KentlP Encapsulating Security Payload (ESRETF RFC
2406, November 1998.

[101] R. Atkinson and S. KentlP Authentication HeaderlETF RFC 2402, November
1998.

[102] M. Karir and J.S. Baras. LES: Layered encryption sigurin Proceedings of
the Third International Conference on Networking (ICN’0&uadeloupe, French
Caribbean, March 2004.

[103] D. Harkins and D. Carrel.The Internet Key Exchange (IKEJETF RFC 2409,
November 1998.

[104] Y. Song, V.C.M. Leung, and K. Beznosov. Supporting-emend security across
proxies with multiple-channel SSL. IIRroceedings of the 19th IFIP Information
Security Conference (SEC 200pages 323-337, Toulouse, France, August 23-26
2004. IFIP.

204



[105] E. Olechna, P. Feighery, and S. Hryckiewicz. Virtual/ate network issues us-

[106]

[107]

[108]

[109]

[110]

[111]

[112]

ing satellite based networks. Military Communications Conference (MILCOM)
2001, volume 2, pages 785-789, 2001.

P. Chitre, M. Karir, and M. Hadjitheodosiou. TCP in tfRSEC environment. In
22nd AIAA International Communications Satellite Syst€@uosference and Ex-
hibit (ICSSC) 2004Monterey, California, May 2004. AIAA.

Spacenet Inc., http://www.spacenet.com/technology/advantages/ssl.html.
SSL Accelerator

A. Roy-Chowdhury and J. S. Baras. Improving networkfgrenance in hybrid
wireless networks using a satellite overlay. Pnoc. 13th Ka and Broadband
Communications Conferencé&urin, Italy, September 24-26 2007. Istituto Inter-
nazionale delle Comunicazioni (lIC).

A. Roy-Chowdhury, , V. Tabatabaee, and J. S. Barasfofeance modeling of
hybrid satellite/wireless networks using fixed point apjmaation and sensitivity
analysis of the performance models for network design.Pioc. 14th Ka and
Broadband Communications Conferendéatera, Italy, September 24-26 2008.
Istituto Internazionale delle Comunicazioni (lIC).

A. Roy-Chowdhury and J.S. Baras. A lightweight cectife-based source authenti-
cation protocol for group communications in hybrid wireestellite networks. In
Proc. IEEE Global Communications Conference (Globecon@B2Bew Orleans,
LA, USA, November 30 - December 4 2008. IEEE.

A. Roy-Chowdhury, J. Baras, M. Hadjitheodosiou, an@&pademetriou. Security
issues in hybrid satellite networkEEEE Wireless Communications2(6):50-61,
December 2005.

A. Roy-Chowdhury and J.S. Baras. Framework for IP roatit in satellite ATM
networks. In22nd AIAA International Communications Satellite Syst@msfer-
ence and Exhibit (ICSSC) 200dumber AIAA-2004-3176, Monterey, California,
USA, May 9-12 2004.

205



