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In this thesis, we are mainly interested in constructing deterministic polynomial-
time algorithms for solving some computational problems that arise in number theory
and cryptography. The problems we are interested in include finite field arithmetic,
primality testing, and elliptic curve arithmetic.

We first present a novel idea to compute square roots over some families of fi-
nite fields. Our square root algorithm is deterministic polynomial-time and can be
proved by elementary means. The approach of taking square roots is generalized to
take nth roots. Then, we present a deterministic polynomial-time algorithm to solve
polynomial equations over some families of finite fields. As applications, we construct
a deterministic polynomial-time primality test for some forms of integers and show a
deterministic polynomial-time algorithm computing elliptic curve “nth roots”.

For example, we prove the following statements. Denote a finite field with ¢

elements and characteristic p by F,,.
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Suppose p = 1 (mod 12), ¢ = 23/t + 1 for some e, f > 1 and some t =
O(poly(logq)). There is a deterministic polynomial time algorithm taking

square roots over I,.

Let r{' ---r¢m be the prime factorization of ¢ — 1. Suppose r; = O(poly(logq))
and a primitive r;th root of unity can be computed efficiently for 1 < 5 <
m. There is a deterministic polynomial time algorithm solving any polynomial

equation with degree O(poly(logq)) over F,,.

Let N = r°t+1 for some prime r and some positive integers ¢t and e with r¢ > t.
There is an O(r2(log” N)(t+71log N)) deterministic primality testing algorithm.

If r is a small constant and ¢t = O(log N), the running time is O(log® N).
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Chapter 1

Introduction

In this thesis, we are mainly interested in constructing deterministic polynomial-time
algorithms for solving some computational problems that arise in number theory
and cryptography. The problems we are interested in include finite field arithmetic,
primality testing and elliptic curve arithmetic. We give a short overview of this thesis
in Section 1.1. See [61], [60] and [62] for the related papers. Following the overview,

we state some useful facts in the rest of this section.

1.1 Overview

The main problem we consider in this thesis is the problem of solving polynomial
equations over finite fields. Let F, denote a finite field with ¢ elements. Let f(z) =
agx® + ag_1xz%' + -+ + ag € Fy[z] be a polynomial with a; € F, for all i and a4 # 0.

We assume deg f = O(poly(log q)). Then, the problem is to find the solutions of

f(z)=0 over . (1.1.1)



The input parameters are IF, and f(z). Since there are d coefficients in f, the input
size is O(dlog q) = O(poly(logq)). There are at most d solutions for equation (1.1.1),

therefore, the output size is also O(dlog q) = O(poly(logq)).

Interestingly, there are efficient probabilistic algorithms, for example Berlekamp’s
algorithm [13], for this problem. These probabilistic algorithms work very well in
practice. However, there is no known deterministic polynomial-time algorithm in the
literature, even for solving quadratic equations over finite fields. For more background

information about solving polynomial equations, see the introduction in Chapter 4.

Our main contribution is showing a deterministic algorithm to solve f(z) = 0 over
F, (equation (1.1.1)) for arbitrary f. The proof is totally elementary and does not
assume any unproven hypotheses. The algorithm is polynomial-time if F, is a finite
field such that for each prime factor r of ¢ — 1, r is small and a primitive rth root of

unity can be computed efficiently. We have the following theorem.!

Theorem 1.1.1. Let r{'---rim be the prime factorization of ¢ — 1. Suppose r; =
O(poly(log q)) and a primitive r;th root of unity can be computed efficiently for 1 <
7 < m. There is a deterministic polynomial time algorithm solving any polynomial

equation with degree O(poly(logq)) over F,.

The algorithm for solving polynomial equations is presented in Section 4.1. The
algorithm relies on an algorithm for taking roots, which will be discussed in the next

section.

ITheorem 1.1.1 and Theorem 4.1.5 are the same.



1.1.1 Taking Square Roots and rth Roots

In Chapter 2, we present an algorithm to take square roots. Clearly, the square root
problem is equivalent to the problem of solving quadratic equations. For arbitrary
finite fields F, and arbitrary 8 € IFy, there is no known deterministic polynomial-time
algorithm computing the square roots of j3.

For arbitrary prime fields F, and # with small absolute value, the square roots
of # can be computed by Schoof’s square root algorithm [55], which is deterministic
polynomial-time. However, Schoof’s algorithm becomes exponential-time for 5 with
large absolute value.

Square roots over finite fields can be computed by probabilistic algorithms such as
Tonelli-Shanks [63, 56]. Some of these probabilistic algorithms becomes deterministic
polynomial-time if a quadratic nonresidue is given as an additional input. How-
ever, there is no known deterministic polynomial-time algorithms to find a quadratic
nonresidue. Probabilistic algorithms for finding a quadratic nonresidue work very
well in practice because half of the non-zero elements in a finite field? are quadratic
nonresidues. For prime fields, a quadratic nonresidue exists in a small range if the
Riemann Hypothesis is true (see [7]). For other results on the square root problem,
see the introduction in Chapter 2.

We present a novel idea to compute square roots over some families of finite fields.
The problem of taking square root of § with arbitrary size (3 is first reduced to the

problem of constructing a primitive rth root of unity, (.. In some cases, (. can be

2We assume the characteristic of the field is odd since if the characteristic is even, the square

root problem is easy.



constructed by taking square roots of some small elements b; € IF;, which can be done
by Schoof’s algorithm. In some other situations, ¢, can be constructed directly. One
family of finite fields is described in the theorem?® below. More generally, if all prime
factors of ¢ —1 are small and a primitive kth root of unity can be computed efficiently
for certain factors k of ¢ — 1, then our square root algorithm is applicable to IF,. See

Section 2.1 for the other results.

Theorem 1.1.2. Let p = 1 (mod 12) be a prime and q = p* = 2°3/t + 1 for some
n,e, f > 1. Suppose t = O(poly(logq)). Both taking square roots in F, and finding a

quadratic nonresidue in F, can be computed in deterministic polynomial time.

In addition, we discuss how to construct primitive rth roots of unity, ¢, in Chapter
2. The interesting cases are r|¢g—1 and either r = 4 or r an odd prime. We summarize
the cases that (, can be constructed in deterministic polynomial time below. Let p

be the characteristic of F,.

r=4and p=1 (mod 4).
e r =3 and —3 is a square mod p.

er=2-3"+1forsomek>1,p=1 (modr)and p= 13,25 (mod 36).

q=r°t+1 with r +t = O(poly(log q)).

In Chapter 3, the idea of our square root algorithm is generalized to take rth roots
for some positive integer r with r = O(poly(logg)). The requirements of the finite

fields are similar to taking square roots.

3Theorem 1.1.2 and Theorem 2.1.1 are the same.



1.1.2 Applications

Based on our rth root algorithm, we construct a deterministic polynomial-time pri-

mality test for some forms of integers in Section 5.1. We have the following theorem?.

Theorem 1.1.3. Let N = r¢t+ 1 for some prime r and some positive integers t and
e with ¢ > t. There is an O(r*(log? N)(t + rlog N)) deterministic primality testing

algorithm. If r is a small constant and t = O(log N), the running time is O(log® N).

In Section 4.2, we construct a deterministic polynomial-time algorithm to compute

elliptic curve “n th root” by our algorithm for solving polynomial equations,

1.1.3 Other Works

In Section 3.7, we show a deterministic polynomial-time algorithm to compute a non-
trivial factor of the r2th cyclotomic polynomial ®,2(x) over a finite field for some prime
r. An efficient probabilistic algorithm for solving polynomial equations is presented

in Section 4.3. We discuss a potentially fast primality test in Section 5.2.

1.2 Useful Facts

We state some useful facts in this section. Most of the proofs will be skipped. For
the topics in algorithms, see [36] and [25]. For background material about number
theory and computational number theory, see [32], [22] and [57]. For information
about finite fields and abstract algebra, see [42] and [8]. For material about elliptic

curves, see [69] and [58]. For the topics in cryptography, see [65] and [38].

4Theorem 1.1.3 and Theorem 5.1.1 are the same.



1.2.1 Algorithms

Determanistic algorithms always produce the same correct output. In contrast, prob-
abilistic algorithms may sometimes give incorrect output or fail to give an output at
all. An algorithm is polynomial-time if its running time is polynomial in the input

°. Running time means the number of operations required by the algorithm in

size
order to finish the computation.

All running times in this thesis are measured in term of bit operations. We ignore
logarithmic factors in running time and adopt the O(-) notation. For example,

the running time of the Schonhage-Strassen integer multiplication algorithm [54] is

O(nlognloglogn), which will be denoted by O(n)

Arithmetic Operations

Clearly addition and subtraction over integers can be done in linear time (i.e. O(n),
where n is the input size®). Multiplication, division with remainder and computing
the greatest common divisor (GCD) over integers can be implemented by fast Fourier
transform (FFT) and other fast methods in essentially linear time (i.e. O(n)). See
28], [35], [54], [64] and [24].

The case is similar when the operations are carried over finite fields and polynomial

rings: addition and subtraction are O(n); multiplication, division and computing

GCD are O(n). See [29] and [68].

5Qutput size is ignored since the output size is always polynomial in the input size for all the

problems in considered this thesis.

6For a positive integer N, we have n = O(log N) because N can be represented by O(log N) bits.



For all cases, exponentiation a® can be computed by successive squaring. It re-

quires O(log e) multiplications.

1.2.2 Finite Fields

A finite field (also called Galois field) has finitely many elements. We denote a finite
field with ¢ elements by IF,. The number of elements in F, is always a prime power
g = p" for some prime p and positive integer n. Conversely, there is a unique (up
to isomorphism) finite field F, for any prime power ¢ > 1. The prime p is called the
characteristic of Fq. If d|n, then [Fq is a subfield of Fy». The subfield F, is called the
prime field of F, or a prime field. A prime field is unique up to unique isomorphism.

Note that F, >~ Z/pZ but Fyn % Z/p"Z for n > 1.

Quadratic Residues and Nonresidues

In I, we have

al=a for all a € F,.

It is a generalization of Fermat’s Little Theorem stated below.

Theorem 1.2.1. (Fermat’s Little Theorem) For any prime p,

a’? =a (mod p) for any integer a. (1.2.1)

If ¢ is even (equivalently, the characteristic of F, is 2), then for any element a € F,
a = (a?”?)?. The element a?? is a square root of a. Therefore, taking square roots

over [F, is trivial for ¢ even.



Suppose ¢ is odd. The multiplicative group F; has ¢ — 1 elements. Since F is

cyclic, there is a generator g € F such that F* = (g9) = {1,9,¢° ---,99*}. The

X

g we

element g is also called a primitive element of F,. Squaring the elements of I

obtain the set of all squares
def 2 4 q—3
QQ - {17 9,9, ",9 } :

Since the product of two squares is a square and the inverse of a square is a square,

QR is a subgroup of F. Let

NR déf IF; \QQ = {9793795’”_ 7gq—2} = gm

For any element a € NR, the square root of a does not exist in F,. The elements in QR
and the elements in NR are called quadratic residues and quadratic nonresidues. We
show in Theorem 1.2.2 below that the least” quadratic nonresidue in a prime field is
a prime. We will discuss the problems of finding a quadratic nonresidue and taking

square roots over finite fields in Chapter 2.

Theorem 1.2.2. Let p > 2 be a prime. The least quadratic nonresidue in F, is a

prime.

Proof. Let a be the least quadratic nonresidue. Suppose a = uv with 1 < u,v <
a. Since a is the least quadratic nonresidue, v and v must be quadratic residues.

However, the product uv is also a quadratic residue, which is a contradiction. O

"We consider the elements in F,, are integers from 0 to p — 1.



Enumerating The Elements

In some algorithms given in the later chapters, a simple mechanism for enumerating
a small portion of the elements in F is required. In addition, we require the enu-
meration satisfying equation (1.2.3) below. For completeness, we illustrate a method
to obtain an enumeration of half of the elements in any finite field F, with ¢ = p".

The finite field F, can be viewed as a wvector space over F, with dimension n.

Let {To,T1,--- ,T,,—1} be a basis of F, over F,. For 1 < m < %, choose k such

that ’% <m < pk+21_1. Write m — 1 — ’% =ay+ap+ -+ apptt + app”

with 0 < q; < p%l and 0 < a; < p for 0 < j < k. The mth element of F, in our

enumeration is defined to be
(ZoTQ -+ a1T1 + -4 ak_lTk_l + ((lk + 1)Tk, (122)

Let element(m) be the procedure returning the mth element in F,. It is easy to see
that

-1
element(m) # —element(y) for 1 <j,m < qT (1.2.3)

1.2.3 Elliptic Curves

An elliptic curve E defined over a finite field F' can be represented by the Weierstrass

equation
E:y? + aixy + asy = 2° + asx® + aux + ag for some aq, as, asz, as, ag € F.

Denote the points on E with coordinates in F' by E(F). Interestingly, F(F) is a

well-defined group, which has a lot of applications in number theory and cryptogra-



phy. The applications include primality proving [9], integer factoring [33], public key

cryptography [37] and identity based encryption [17].

Computing Points

Fix the xz-coordinate to zy € F. If the quadratic equation

fW) =" + (a1z0 + as)y — (xf + asxg + asmo + ag) =0

has solutions in F', say y; and ys, then (x, ;) and (x, y,) are points on E(F'). Similarly,

fixing the y-coordinate to some y, € F', if the cubic equation,

g(x) = 2° + aga® + (a4 — aryo)® + ag — asyo — yg = 0

has solutions xy, xe, x3 € I, then (z1,0), (22,y0) and (z3, o) are points on E(F).
In either case, we need to solve a polynomial equation over F'. It is obvious that
solving quadratic equations and taking square roots are equivalent problems. By
some algebraic manipulation, for example Cardano’s method, cubic equations can be
solved by taking square roots and cubic roots. We will describe how to take rth roots
over finite fields in Chapter 3 and how to solve polynomial equations over finite fields

in Chapter 4. In addition, the elliptic curve “nth root” problem will be discussed in

Chapter 4.

1.2.4 Riemann Hypothesis

The Riemann Hypothesis (RH) is one of the most important open problems in math-
ematics. Most mathematicians believe RH is true. RH has a deep connection to

10



the distribution of prime numbers. Occasionally, there are results in computational
number theory that assume RH or its generalizations. One typical example is Miller’s
primality test [44]. RH is not in our scope of study. We informally describe RH and
two common generalizations below.

The Riemann zeta-function over the complex numbers is defined as

1

C(s) = ; " forse C, R(s)>1 (1.2.4)
and then analytically continued to all s # 1. The function ((s) has trivial zeros at the
negative even integers —2, —4, ---. The Riemann Hypothesis, introduced in 1859,
states that the non-trivial zeros of ((s) have real part equal to 1/2 (i.e. R(s) = 1/2).

See [52].

Extended Riemann Hypothesis

The Dirichlet L-function over the complex numbers is defined as

— x(n)
L = f C, R(s)>1 1.2.5
(o) =L AE frseC R (125)
and then analytically continued to all s, where x is a non-trivial Dirichlet charac-
ter. The Extended Riemann Hypothesis (ERH) says that for any non-trivial Dirichlet

character xy and any s € C with 0 < R(s) < 1, if L(x,s) = 0, then R(s) = 1/2.

Generalized Riemann Hypothesis

Let K be a number field and Ok be the set of algebraic integers in K. The Dedekind

zeta-function of K is defined as

Cels) = ;} (le)s forseC, R(s)>1 (1.2.6)

11



and then analytically continued to all s # 1, where Z runs through all non-zero ideals
of Ok and N denotes the norm function such that N7 & Ok : I]. The Generalized
Riemann Hypothesis (GRH) states that for any s € C with 0 < R(s) < 1, if (x(s) = 0,

then R(s) = 1/2.

12



Chapter 2

Taking Square Roots

In this chapter, we discuss the square root problem over finite fields. Let F, be a
finite field with ¢ elements. Suppose ¢ is odd in this chapter. Otherwise, the square
root problem is trivial. Let 8 be a square in F,. The square root problem over F, is
to find a € F, such that a? = 3, given F, and 3 as inputs. The element « is called a
square root of 3. Note that —a € [Fy is also a square root of 3. Denote a fixed square
root of 3 by /B or /2.

The problem of taking square roots over finite fields and the problem of construct-
ing quadratic nonresidues over finite fields are closely related. If one can take square
roots, one can compute (—1)/2 = /=1, (=1)V/* = /(=1)V2, (=1)/® = \/(=1)/4,

-+, and eventually obtain a quadratic nonresidue because the 2-part of the mul-
tiplicative group of the field is finite. Conversely, given a quadratic nonresidue as
an input, there are deterministic polynomial time algorithms [63], [56] and [2] for
computing square roots.

There is no known deterministic polynomial-time algorithm for constructing quadratic

13



nonresidues over a general finite field. However, the problem of deciding whether an
element is a quadratic nonresidue in a finite field I, is easy since, for any non-zero

element a € Fy, a is a quadratic nonresidue if and only if ale=1/2 = 1.

Since the number of quadratic nonresidues is equal to the number of quadratic
residues in [, one could randomly pick an element a € F; and then test whether a
is a quadratic nonresidue by checking a%=9/2 = —1 in FF,. Such simple strategy gives

an efficient probabilistic algorithm for finding a quadratic nonresidue in [F,.

There are several efficient probabilistic algorithms for taking square roots in finite
fields. Tonelli-Shanks [63, 56], Adleman-Manders-Miller [2] and Cipolla-Lehmer [20,
40] require a quadratic nonresidue as an input. Berlekamp-Rabin [14, 50] takes square
roots by polynomial factoring over finite fields. The idea of Peralta [51] is similar to
Berlekamp-Rabin. For other results, see [10], [11], [12], [15], [18], [43], [45] [46] and

[66].
For the following, let IF,, be the finite field with p elements for some odd prime p.

By assuming the ERH (see Section 1.2.4), Ankeny [7] showed that the least
quadratic nonresidue in F, is less than clog®p for some constant c. It leads to a
deterministic polynomial time algorithm for finding the least quadratic nonresidue in
F,. The least quadratic nonresidue must be a prime (see Theorem 1.2.2). Since the
problem of deciding quadratic nonresidues is easy, one could evaluate the Legendre
symbol (g) = r®=1/2 (mod p) with the primes r = 2,3,5,7,--- until a quadratic
nonresidue is found. Such quadratic nonresidue must be the least one.

Given [ a square in [F,,, Schoof [55] showed a deterministic algorithm for computing

14



square roots of 3 in F, with running time O((|3]*/?*<logp)®) bit operations' for all
€ > 0. Thus, his algorithm is polynomial time with any constant [.

We show below that a quadratic nonresidue in [F, can be computed in deterministic
polynomial time for primes p with p Z 1 (mod 240). Let (. be a primitive rth of

unity. If p Z1 (mod 16), at least one of

G=—1, G =+v-1, (s = i%(l + 1)

is a quadratic nonresidue. Therefore, a quadratic nonresidue can be computed by
Schoof’s algorithm in this case. Suppose p = 1 (mod 4) for the following. If p = 2
(mod 3), then (%) = (8) = (3) = —1. So 3 is a quadratic nonresidue. Similarly, if

p = 2,3 (mod 5), then 5 is a quadratic nonresidue. Suppose p =4 (mod 5). In this

case, b is a square mod p. Let

a++va?—4 —14++5
S Wherea:—.

2.0.1
— - (20.1)

G =

Then, (5 is a primitive 5th root of unity. Note that a € F, but (5 € F,. Therefore,
a? — 4 must be a quadratic nonresidue. In conclusion, the problem of finding a
quadratic nonresidue in F, is hard only if p =1 (mod 16), p=1 (mod 3) and p =1
(mod 5), which is p =1 (mod 240).

We present our main results and the idea behind them in Section 2.1 and Section
2.2, respectively. In Section 2.3, we construct a special group and discuss the com-
putation of the operations in that group. In Section 2.4, we provide algorithms for

taking square roots and finding quadratic nonresidues in finite fields.

p—1 pfl]

18| denotes the absolute value of 3, where 3 is considered as an integer in (=5, 5.

15



2.1 Main Results

We show deterministic polynomial time algorithms (without any unproven assump-
tion) for computing square roots and finding quadratic nonresidues in some families
of finite fields as stated in the following theorems. In some particular finite fields I,

there are algorithms for taking square roots with O~(log2 q) bit operations.

Theorem 2.1.1. Let p =1 (mod 12) be a prime and q = p* = 2¢3/t + 1 for some
n,e, f > 1. Suppose t = O(poly(logq)). Both taking square roots in F, and finding a

quadratic nonresidue in F, can be computed in deterministic polynomial time.

Theorem 2.1.2. Let p be a prime with p = 13,25 (mod 36). Let ry,ry, - 1, bem
distinct primes, where r; = 2- 3% +1 < M with k; > 0 for some upper bound M and
j=12--- m. Let q =p" = 2€r{17’§2~~r,f;”t+ L for some n,e, f1, fo, -+, fm 2> 1.
Suppose p = 1 (mod rry---1y,) and M +t = O(poly(logq)). Both taking square
roots in Fy and finding a quadratic nonresidue in IFy can be computed in deterministic

polynomial time.

Theorem 2.1.3. Let p,r be primes and ¢ = p" = r°t + 1 for some n,e > 1. Sup-
pose r +t = O(poly(logq)). Both taking square roots in F, and finding a quadratic

nonresidue in F, can be computed in deterministic polynomial time.

2.2 The Idea of Using Group Isomorphism

Let H be a cyclic group. Let G be another group such that G is isomorphic to
H. However, we do not know the exact isomorphism, i.e. the isomorphism formula
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contains an unknown parameter. Denote the isomorphism from G to H by . Pick
a non-identity element g in G. Let d be the order of g. Then, ¥(g) is an order d
element in H. Suppose we can compute an element ( € H with order d. We must

have

U(g) = for some j € (Z/dZ)*.

since the group H is cyclic. If ¢ is a simple formula and d is small, we can recover 1
by trying each possible j.
We further elaborate the group isomorphism idea for computing square root below.

Let [F, be a finite field with g elements. Suppose 5 € F is a square. Then,
a?=p for some o € F*.
Let G, be a group with the following properties:

(i) the group operation in G, is efficiently computable with 5 but without the

knowledge of «,
(ii) G, is isomorphic to the multiplicative group Fy,
iii) the isomorphism v, : G, — F* depends on « as a parameter.
(iii) p  dep p

Since the isomorphism 1), depends on « while the value of « is unknown, v, and
its inverse are not at first efficiently computable. We try to match certain elements
in G, with the corresponding elements in Fy. In the cases we consider, a matched
pair reveals the isomorphism ), and therefore « is obtained.

Let r be an odd prime factor of ¢ — 1. Then, ¢ = r°¢ + 1 for some ¢,e > 0 with
(t,r) = 1. Denote the elements of G,, as [g]. Suppose the order of [g] is s for some

17



s > 0. The order of the element [a] = [g]® is r. Note that there are (r® — 1)t possible

elements of [g] leading to an element [a] with order r.

Let ¢, be a primitive rth of unity in F, and suppose ¢, could be computed effi-

ciently. For some 0 < j < r, the element [a] with order r» must be matched up with

¢, ie.

Ya(lal) = ¢,

since F is cyclic. If both the value of [a] and the value of ¢/ are known, the parameter
« of ¢, can be computed. Suppose r is small. For j =1,2,--- ,r—1, compute a = «;
from 1, [a], and (. Check whether oz? = (3. Eventually, the square roots of 3 are

obtained.

2.3 A Special Group
Let F, be a finite field with ¢ odd. Define the set
G. < {la] : a€F,a#+a} for some o € F.

For distinguishing the elements in G, and the elements in F,, we denote the former
by [-]. The number of elements in G/, is ¢ — 2. By adding the element [c0] to GY,, we

obtain

Go € Gl U {[od]}
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Define an operator % in G, as following: V[a] € G, and V[ai],[as] € G, with

a1+a2750,
[a] % [00] = [o0] x [a] = [a], (2.3.1)
[a1] ¥ [—a1] = [o0], (2.3.2)
lar] # [as] = {—a;‘f:aﬂ. (2.3.3)

Interestingly, (G, *) is a well-defined group, which is isomorphic to the multiplicative
group F . The group G, provides a new computational point of view of the group

Fy. We will use G, to construct our square root algorithm later.

Theorem 2.3.1. (G,,*) is an abelian group with identity [o0o]. The group G, is

isomorphic to F.

Proof. Define a bijective mapping

a+ o
: Gy FXx, 1, 2.3.4
YiGa— B ool o S8 (23.4)
with inverse
1 alb+1)
Y FY — G, 1 — [o0], br— 1 | (2.3.5)
A straightforward calculation shows that 1) is a homomorphism. O]

Note that G, is cyclic since F is. Since g is odd, there is a unique order 2 element

in F or G, Clearly, —1 is the order 2 element in F;. For any o € F, we have

0+«
00—«

v([0) -1,

Therefore, [0] is the only order 2 element in G,, independent of the choice of a.
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2.3.1 The Power Formulas in G,

Denote the power of an element in G, by

[a]* d:e%a] x [a] * -+ - x [a] for all [a] € G4,k > 0.

We have the following formula for computing [a]”.

Lemma 2.3.2. Let [a] € G!, and k > 0. If the order of [a] does not divide k, then

Ko (@a+a)f+(@a—a)] | d+(5)d 22+
o= o e e = [ e (2:36)
Proof. If the order of [a] does not divide k, then 1 ([a])* # 1. We have
" = o' (@(la])")
) [ Bt 1]
P([a])* -
_ [a (a+a)"+(a— )’“}
B (a+a)f—(a—a)]|
The last equality in equation (2.3.6) can be obtained by expanding (a 4 a)*. O

Define the following polynomials in F [x] for k£ > 0,

Fi(z—a)k L) -
Te(z) = £+ a) _5( ) =Z<2k;,>xk_2”a2’, (2.3.7)

( .k )mk_l_szQj. (2.3.8)

27 +1

k—(z—a)F L;;lj
Ui(z) = (z + o) 2a( )

<.
»
(en)

Note that v (x), ¥x(x) € F,[a?][z]. The polynomials v, and Wy can be defined recur-

sively.

Lemma 2.3.3. For k > 0, we have the following recursion equations:
Ter1 = T+ Wy, (2.3.9)
U1 = W+ aVy. (2.3.10)
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Proof. By equations (

Ty + Wy,

M + Wy

The lemma follows.

2.3.7) and (2.3.8),

= F(@+a) +(z-a)) +3((@+a)’ = (r-a)")
= Vk+1;
(r+a)f+(x—a)  (v+a)f—(z—a)
- 2 i 20
- -(x+a)k(1+g)+—<x—a)k(1_2)

]

By some algebraic manipulations, the polynomials yor, Wor, Yorr1 and Yo, can

be written in terms of v¢, Wy, yx41 and Wy as shown in Lemma 2.3.4. As a conse-

quence, only O(logn) polynomial multiplications are required for computing =, and

U,.

Lemma 2.3.4. For k > 0,

Proof. By Lemma 2.3

Ve a?0r\ [z
Ve 1

Yok = i+ PV,
Vo = 2%V,
Yort1 = VeVht1 + VW,

Vortr = YeVht1 + Yis1 Vs

z a?\" v o
Lo Vi

T

3,

a®\ (-1 Py
x Vi1 et

¥,

for any £ > 0 and 1 < j < k. We have (%) = <1> Then,

x o
1 =z

k: X Oé2 . Y1 CY2\I’1 _ Vi OéQ\Ifk
1 Uy Wi
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(2.3.13)

(2.3.14)
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for any £ > 0. Finally, by equation (2.3.15),
Yok \ _ (7 a®\" ([ _ [ U\ [k
Woy, 1 =z Uy U Uy )’
which implies

Yok = i+ o’

Vo = 2%, Vy;

k
Y2k+1 _ r o? Vk+1 _ Yk 042‘1’1: Vi+1
Uokt1 1 =z Vi Ve Y Vip1) '

which implies

and

Yort1 = ViVt + VT,

Yort1 = Y%¥Yet1 + Ye+1 Vi

The lemma follows. O

We use the polynomials 7, and W, to compute the power of an element [a]k in
G,. With the recursion equations, [a]k can be computed efficiently by polynomial
operations in F,[z]. It is not hard to see that the roots of ¥, together with [oco], are

the elements in the d-torsion subgroup of G,,.
Proposition 2.3.5. Let [a] € G,. Ford > 0, [a]* = [00] if and only if Uy(a) = 0.

Proof. Since [a] # [00], we have d > 1 and the order of [a] not dividing d — 1. Then,

[a]” = [00] = ()" = [—d] by equation (2.3.2)
— ;d_l((a)) = —a by Lemma 2.3.2

d—1\a
= Uy(a) =0 by equation (2.3.10).



Note that if W4(a) = 0, we have ¥;_1(a) # 0. Otherwise, if ¥;_;(a) = 0, equation
(2.3.10) implies y4_1(a) = 0. Then, (a + a)*! = 274 1(a) + 2a¥4_1(a) = 0 leads to

a contradiction. O

2.3.2 Singular Curves with a Double Root

We can reinterpret the group law in terms of “singular elliptic curves.” Consider the
curve

E:y* = 2*(z + ao?).

Let E(F,) be the points on the curve with coordinates in F,. The only singular point
on E(F,) is (0,0), which is a double root. Let E,s(F,) be the non-singular points on

E(F,). Then, the mapping
T En(Fy) — Fr, 00— 1, (,y) —

is an isomorphism from E,,(F,) to F)*. The inverse is

402\ 4o\ +1
TUF — E(F),  1r—o00, A (“ O‘(“)

G- (A - 1p

For proofs and details, see [69] p56 - p59. Together with the isomorphism v, we have
Go =TFJ = B, (F,).
The isomorphism from E, (F,) to G, is surprisingly simple:
Yo Bs(Fy) — Ga, 00— o], (z,y) — [y/a].

It is possible to formulate our algorithms given in the later sections in terms of the
language of elliptic curves.
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2.4 The Square Root Algorithms

Suppose 3 is a square in F for some odd gq. We have
=4 for some o € IF*.

Consider the abelian group G, defined in the previous section. Let (,, be a primitive
mth root of unity in I[Tq, a fixed algebraic closure of F,. If m divides ¢ — 1, then ¢,

is in F,. We have the following proposition.

Proposition 2.4.1. Let [0] # [a] € G',. Suppose [a]” = [c0] for some d > 0. Then,

k-1 d
a:i% forsom60<k<§.

Proof. Since 1 is an isomorphism, ¥([a])? = 1 in F*. Therefore, ¢([a]) = ¢J for some
0 < j <d. We have j # 4, otherwise, ¢} = —1. But [a] # [0], which is the only order

2 element in GG,. Then,

R s N a(d"’ 1)
al = = |—1,
o =476 = | 75
which implies a = a(é%r_ll). If j < g, we prove the proposition by setting k£ = j. If
d

Jj> %, let k=d—j < g. Finally,

alh—1) a(G'—1) al-¢)

Ch+1 Gl +1 1+¢

which implies the proposition. O

Proposition 2.4.1 suggests a method to compute «. It requires (1) an element
[a] € G, such that [a]® = [oc], (2) a primitive dth root of unity ¢; € F, and (3) the
index k in the proof. The power of an element [a]" has to be efficiently computable.
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Lemma 2.4.2. Given 3 a square in F,, the group operation and the power of an

element in G, can be computed in polynomial time without the knowledge of c.

Proof. Clearly, the computation of the group operation involving the identity element
or the power of the identity element is trivial.

For any [¢1],[g92] € G, by equations (2.3.2 and 2.3.3),

[OO} , if g1 = —4g2,
_ 2.4.1
[g1] * [g2] { [M} , otherwise. ( )
g1t92

Therefore, the group operation with any elements can be computed in polynomial
time. For any [g] € G7,, [¢9]® can be computed by equation (2.4.1). Then, [¢]* can be
evaluated efficiently by the successive squaring method.

Another method for computing [g}k is due to Proposition 2.3.5 and equation
(2.3.6). If Wy(g) = 0, then [¢g]* = [oc]. Otherwise, [¢g]* = [;’;C—((gg))]. The polyno-
mials 7x(g) and Wi(g) can be evaluated by the recursion equations in Lemma 2.3.3

and 2.3.4. Note that the coefficients in +’s, U’s and the recursion equations only

involve integers and (3, but not a. O

The running time for computing a group operation is O(log q) since multiplication
and division in finite fields can be done in O(logq) (see Section 1.2.1). Then, the
running time for computing [g]* for k < ¢ is O(log?q) for either of the methods
described in the proof of the Lemma above.

In the following sections, we present deterministic polynomial time algorithms to
find square roots for some families of finite fields. Let element(m) be a procedure
returning the mth element of I, in a fixed enumeration such that the procedure

25



element satisfies equation (1.2.3). Let power(g, k, ) denote a procedure computing

[g]" in GL.

2.4.1 Case ¢ =23/t +1

Let T, be the finite field with ¢ elements and characteristic p such that ¢ = 2°3/t + 1
and p = 1 (mod 12). Note that e > 2 and f > 1 since p = 1 (mod 12). Then, —1
and —3 are squares in the prime field F,. In this case, v/—1 and v/=3 in F, can be
computed by Schoof’s algorithm. We have the Algorithm 2.4.3 for computing square

roots in .

Algorithm 2.4.3. squareRoot(3)

{

form=1tot

{

Set g = element(m)

if g* = 3
return +g

else if power(g, 2(’;—,11,5) # [o0]
return matchZeta4(g, 3)

else if power(g, q;—fl,ﬂ) # [o0]
return matchZeta3(g, 3)

}

matchZeta4(g, 3)
{

find the largest k& such that power(g, ‘72%1, B) = [o0]
compute [a] = power(g, &3, 3)

return av—1
}

matchZeta3(g, )
{
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find the largest k& such that power(g, 4 L.3) = [o0]
compute [a] = power(g, 3k+176)

return av/—3

Lemma 2.4.4. Algorithm 2.4.3 always returns the square roots of (3.

Proof. Inside the for-loop, if g> = (3, clearly the Lemma is true.
Let o = 3. Suppose g # *a.
If [9]2%11 # [00], there exists 0 < k < e — 1 such that [g]qz;‘“1 = [o0] and [g];’“;*ll #

[oc]. Let [a] = [g]zzc;+12 Then, [a]4 = 1. By proposition 2.4.1, « = £+ <C4+11 +av—

—1

Similarly, if [g]qs;fl # [00], there exists 0 < k < f such that [g]qu = [o0] and [g]sq’%l #
[o0o]. Let [a] = [g]ak;Jr11 Then, [a)’ = 1. By proposition 2.4.1, o = +%&8=1 C3 1 = +ay/-3,
where (3 =

We show that the algorithm always returns an answer. If [g]zqe%ll = [¢] 5= [00],
the order of [g] divides 2¢. There is a unique subgroup H of G, with 2t elements
since G, is cyclic. Then, [g] € H. Since [—g] = [g] ", we have [—g] € H. We also
have [00],[0] € H. Let g,, = element(m) for 1 < m < ¢. There are 2t + 2 elements in
the set {[o0], [0], [£a1],[£g2], -, [Eg:]} by the property of the element() procedure
(see equation (1.2.3)). Therefore, there exists some 1 < mgy < t such that g,,, & H.

Then, g,,, leads to the algorithm returning an answer. O

For running time, element(m), g? and power(g, j, 3) for j < ¢ can be computed in
O(log q), O(logq) and O(log? q), respectively. Once a condition in one of the three
if-statements is satisfied, the algorithm must return without further looping. So it
needs O(tlog? ¢) for finishing the loop.
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If g2 = 3, no further operations is required. If power(g, 2(16%11,5) # [o00], finding
the required k needs O(log? q), computing the power is O(log® ¢) and computing the
square roots of —1 in [F, by Schoof’s algorithm is O(log” p). The overall running time
is O(log? g + log” p). Tt is similar for the case power(g, qg;f, B3) # [oc]. The running
time is also O(log? ¢ 4 log® p).

Therefore, the running time of the Algorithm 2.4.3 is O(t log? ¢ + log” p).

Proof of Theorem 2.1.1. Since t = O(poly(log q)), square roots in F, can be computed
by Algorithm 2.4.3 with running time O(poly(log ¢)log® ¢ + log®p). For finding a
quadratic nonresidue, we first take square root of v/—1 and obtain (—1)1/ 4. Then, keep
taking square root of (—1)/4, (=1)/8 ... (=1)Y/2". At last, we obtain (—1)"/2

which is a quadratic nonresidue in [F,. Clearly, such algorithm is polynomial time. [

2.4.2 Other Cases
Algorithm 2.4.3 in the previous section can be generalized as below.

Lemma 2.4.5. Let p1,p2,- -+, pm be m distinct odd primes such that p; < M for some
upper bound M. Let g = p"™ = 2°p{'p5* - - - pSmt+1 witheg > 2, e; > 1 and (2p;,t) =1
forj=1,2,--- ,m. Suppose M +t = O(poly(log q)) and (s, Cpy, Cpss -+ Cpn € Fy are
polynomial time computable. Then, there is a deterministic polynomial time algorithm

for taking square roots and finding quadratic nonresidues in F,,.

Sketch of proof. Since M 4+t = O(poly(logq)) and (p,, Cpy, -, G, € Fy can be com-
puted in polynomial time, a deterministic polynomial time algorithm similar to Al-
gorithm 2.4.3 can be defined for taking square roots in F,. Note that for p; > 3,
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once an order d element [g] € G, with p;|d is found, we could compute an order
p; element in G, and match it up with ¢, as shown in Algorithm 2.4.6 below with
r = p; (see also Proposition 2.4.1). Then, finding quadratic nonresidues can also be
done in deterministic polynomial time

For the prime 2, we have (, = —1. The relation ¢([0]) = —1 is independent
of a. An order 4 element in G, and a 4th root of unity (4 € Fj are required
instead. Therefore, if y/—1 € F, can be computed efficiently, the 2-part of F . can be

handled. O

Algorithm 2.4.6. matchZeta(r, (., g, )

{

find the largest k such that power(g, &t, 8) = [oc]
compute [a] — power(g, %%, )

find j € {1,2,+++ ,(r — 1)/2} such that (“$=1)" =
a(¢-1)

return =+
G+1

For example, let p be a prime and r be a Fermat prime (i.e. r = 22 4+ 1 for
some k > 0). The rth root of unity (. can be written in terms of square roots
(e.g. equation (2.0.1)) by Gaussian period theory. Suppose taking square roots in
[F, can be done in polynomial time (e.g. p = 3,5,6 (mod 7) or p # 1 (mod 240) or
p = 2°3/s + 1 for some small s). Then, ¢, can be computed in polynomial time. For
any ¢ = ri*---rémt+ 1 with (1) ¢ a power of p, (2) ry,--- ,r,, Fermat primes and (3)
t = O(poly(log q)), taking square roots in [F, can be done in polynomial time.

In particular, let r = 5 and p = 1 (mod 20). Suppose taking square roots in I,
can be done in polynomial time. Then, a® —4 in equation (2.0.1) is a square in F, and
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(s € F), can be computed in polynomial time. In this case, for any ¢ = p" = 2%25%t+1

with ¢t = poly(log ¢), taking square roots in I, can be done in polynomial time.

2.4.3 Computing (53141

Suppose p be a prime with p =1 (mod 4) and p =4,7 (mod 9). We show in Lemma
2.4.7 below that cubic roots in F, can be computed efficiently. Let r = 2 - 3% + 1
be a prime for some k > 1. The appendix in [61] shows a method to compute ¢, in

deterministic polynomial time. Therefore, the r-part of F;* can be handled.

Lemma 2.4.7. Let p be a prime with p =1 (mod 4) and p=4,7 (mod 9). Ifb is a

cubic residue in F),, cube roots of b can be computed in polynomial time.

Proof. Let (5 = #ﬁg € [F,, which can be computed by Schoot’s algorithm in
polynomial time. Since b is a cubic residue in F,, we have b®~1/3 = 1. If p = 4
(mod 9), let a = bP+V/9 Then, a® = bP+1/3 = pl+2-1/3 = . Therefore, b2P+1)/9,
bZP+D/9¢s and bP+HD/9¢2 are cube roots of b. Similarly, if p = 7 (mod 9), let a =
bP+t2/9  Then, a® = pw+2/3 = p*+@-1/3 = . Therefore, b®P+2/9  pP+2/9¢; and
bP+2/9¢2 are cube roots of b. Clearly, every step can be computed in polynomial

time and so the cube roots of b can be. O

Proof of Theorem 2.1.2. Since p = 13,25 (mod 36), cubic roots in F, can be com-
puted in polynomial time by Lemma 2.4.7. Compute \/—1,\/5,\/7"_]- by Schoof’s
algorithm. Then compute (5 = #53 and (4 = £v/—1. With p =1 (mod ;) and

r; = O(poly(logq)), ¢, can be computed in polynomial time (see the appendix in

[61]) for j =1,2,--- ,m. Finally, Lemma 2.4.5 implies the theorem. O
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2.4.4 Finding (. by Searching

In the previous discussions, we first reduce the square root problem for arbitrary (
to the problem of finding primitive roots of unity, which is further reduced to the
square root problem for constant size 3. Then, Schoof’s algorithm can be used to
compute the square roots of constant size . In this section, we show another method
to compute primitive roots of unity without the need of taking square roots.

Let p,r be primes and ¢ = p" = r°t + 1 for some n,e,t > 1. Let H be the
subgroup of Fy* with ¢ elements. Let g,, = element(m) be the mth element in Fx
(see equation (1.2.2)). Consider the set {g1, 92, -, gir1} wWith ¢ + 1 elements. There
exists an element g,,, not in H for 1 < mgy < t+ 1. If ¢ is small (i.e. r¢ is large), such
mg can be found. Let d be the order of g,,,. We have r|d and ¢, = gg{J is an rth

root of unity in F,. We have Algorithm 2.4.8 below for finding ¢, with running time

O(t log? q), which is faster than our previous methods for computing a root of unity.

Algorithm 2.4.8. findZeta(r)
{

form=1tot+1

if 97(7;1—1)/re # 1, where g, = element(m)
(g—1)/rk+1

find the largest k such that g{¢ "/ ™ — 1 and then return st

An algorithm similar to Algorithm 2.4.3 can be constructed for computing the
square roots. We have a for-loop, which is similar to the for-loop in Algorithm 2.4.3,
in the algorithm. The running time of the for-loop is O(tlog®¢). Algorithm 2.4.6
(or matchZeta4() in Algorithm 2.4.3 if r = 2) is used for matching the elements.
The running time is O((logq + r)logq). Compute (. (or ¢4 if 7 = 2) by Algorithm
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2.4.8. The total running time is O((t logq + r)logq). If ¢ is a small constant and
r = O(log q), the running time becomes O(log? ¢). For example, if p = 3°-80 + 1 is a
prime, the running time of computing square roots in [, is O(log2 p). In particular,

p is a prime for e = 569.

Proof of Theorem 2.1.3. Since t = O(poly(logq)), ¢, (or {4 if r = 2) can be computed
in polynomial time by Algorithm 2.4.8. Together with r = O(poly(logq)), Lemma

2.4.5 implies the theorem. Il

If n is large, we have a better strategy for computing ¢,. Let F, = F,[z]/f(z) for
some monic irreducible polynomial f(z) € F,[z] with degree n. For 0 < k < p, let
k k
S, = {:I: H(:c—l—m)em €F; : e, >0and Zem <n}.
m=0 m=0

be subsets of F;/. All the elements in Sy, are distinct. The size of Sy is

n—1 .
j+k—-1 n+k—1
Skl =2 =2 .
=22 ( J ) ( k
7=0
Let H C F; be the subgroup of F with ¢ elements. If [Sy| > |H| = ¢, there exists

x4+ mo € H for some 0 < my < k. Find the largest d such that (z + mo)(q’l)/’”d =1.

7‘cl+1

Then ¢, = (x + mg) @~ Y/""" is an rth root of unity in F,.

p2 logp

For example, suppose n = |[log’p| +1 < p—1and t < YT Set k = [log®p].

By Lemma 2.4.9 below,

> 1.

|Sk| =2 2[log”p) > 2oy > P
[log” p| 4y/logp

[log” p)
There exists 0 < mo < [log®p| such that the order of  + mg equals rs for some

s > 0. Then, ¢, = (z +my)® € F, can be computed in polynomial time.
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Lemma 2.4.9. We have the following lower bound for the central binomial coefficient

(2]\7) 22N-1
> for N > 1.
N VN

Proof. We show it by induction. For N = 2, we have (;l)

6>\%. For k > 2,

assume (2(}5:11)) > 3/2;:% Then,

(Qk) C2(2k-1) (Qk — 2) - (2k — 1)22k—2 - 22k—1
k k k—1 kVE —1 VE

since —2=L__ > 1 for k > 2. O

24/k(k—1)

2.5 Even Polynomials

Let 8 be a non-zero square over some finite field F'. The problem of computing
the square roots of 3 is obviously equivalent to the problem of factoring 2% — 3.
It is possible to modify our square root algorithms (e.g. Algorithm 2.1.1) to find
a non-trivial factor of 2?2 — 3. The idea is to do the computation over the ring
Flz]/(«? — (3), instead of G,. In Chapter 3, we will use this idea to generalize our
square root algorithm to take rth roots. For taking rth roots, we will work in the
ring F[z]/(x" — ), where 6 is an rth power over F.

Let f(x) € F[z] be an even polynomial (i.e. f(x) = f(—z)) such that f is a
product distinct? of linear polynomials. Then, f(z) = [];(z* — ;) for some distinct
squares 3; € F. In this case, we can modify our square root algorithm to work on

the ring F[z]/(f(x)) for finding a non-trivial factor of f. The modification is similar

2If f has repeated factors, it is easy to find a non-trivial factor of f. See Chapter 4, [71] and [29]

for details.
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to the rth root algorithm shown in Chapter 3. Since we already have an algorithm
for solving arbitrary polynomial equations in Chapter 4, we skip the details of how

to do the modification in this special case.
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Chapter 3

Taking rth Roots

In this chapter, we extend the square root algorithms discussed in the previous chapter
and show deterministic polynomial time algorithms for taking rth roots in some finite
fields. Like the relationship between taking square roots and constructing quadratic
nonresidues, the problem of constructing rth nonresidues, r a small positive integer
and r not the characteristic of the field, is polynomial time reducible to the problem
of taking rth roots, and vice versa. Clearly, if we can take rth roots, we can first
pick a non-zero, non-identity element in a finite field, then keep taking rth roots and
finally obtain an rth nonresidue. For the converse, Shanks’ square root algorithm [56]
can be generalized to take rth root with a given rth nonresidue.

In [12], Barreto and Voloch showed deterministic polynomial time algorithms for
taking rth root in the finite field F, when (r,q —1) =1 or r||¢ — 1 (i.e. r|¢ — 1 and
((g—1)/r,r) =1). Buchmann and Shoup [18] provided a deterministic algorithm for
constructing kth power nonresidues over finite fields. Their algorithm is polynomial
time under the assumption of ERH (see Section 1.2.4). For other related results, see
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the introduction in the previous chapter.

3.1 Main Results

We give a definition of a family of finite fields below.

Definition 3.1.1. Let F; be a family of finite fields such that for all F' € F;, I has

q elements with
(1) q=r1" -t + 1,
(ii) ri,- -+ ,rm are distinct primes and (t,ry---ry,) =1,
(1i1) e; > 1 for 1 < j <m, and
(iv) 1+ -+ 1y, +1t=0O(poly(logq)).
(v) a primitive r;th root of unity (., can be computed efficiently for 1 < j < m.

Informally, F; is a set of finite fields in which a primitive ¢th of unity can be
computed for all prime factors ¢ of ¢ — 1 except for ¢|t. For deterministic polynomial
time algorithms constructing primitive rth roots of unity over finite fields, see the
previous chapter or [61].

Denote the union of all F; for t > 1 by
—= def
FEUFR (3.1.1)
t>1

Note that all prime factors of ¢ — 1 are small for [F, € F. Therefore, the factorization
of g—1 can be computed efficiently. The main results are summarized in the theorems
below.
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Theorem 3.1.2. Let F, € F. Forr € {ry,-- ,rm}, there is a deterministic poly-
nomial time algorithm computing an rth root of any rth residue in F,. Equivalently,

there is a deterministic polynomial time algorithm constructing an rth nonresidue in

F

q-

Theorem 3.1.3. Let I, € F,. There is a deterministic polynomial time algorithm

constructing a primitive element in F,.

Proof. For any F, € F1, an r;th nonresidue (e € F, can be computed in deterministic
polynomial for each ¢ by Theorem 3.1.2. Then the product [[*, (.« is a primitive

element in IF,. O

3.2 The rth Roots Problem
Let F, € F; (see Definition 3.1.1) be a finite field with ¢ elements. Suppose
g=a" for some o € F, and some integer r > 1. (3.2.1)

The problem of taking rth roots over I, is to find «, given a finite field F,, an element
3 and an integer 7. If ¢ — 1 is not divisible by 72, we can compute « easily. Therefore,

assume

re{ry, rmt and r°llqg — 1 for some e > 2

for the rest of the section. We show a deterministic polynomial time algorithm (Al-
gorithm 3.6.1) for finding a non-trivial factor of " — 3. Then « can be computed by
Lemma 3.2.1 below. The input parameters are 7, e, § and F, (includes ¢, ry,- -, 7,
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e, ,en defined in Definition 3.1.1), which are globally available. Unlike other al-
gorithms for taking rth roots, Algorithm 3.6.1 does not require an rth nonresidue as
an input and the associated proofs do not require any unproven assumption, like the

Riemann Hypothesis. For the rest of this section, let
p =0, a fixed primitive r root of unity in F,. (3.2.2)

Lemma 3.2.1. Given a non-trivial factor of ™ — (3, we can compute an rth root of

0 efficiently.

Proof. Suppose ¢ +ay_ 12?1+ - +ag € Fy[z] is a non-trivial factor of 2" — 3. Since
= fp= H;;é(x — pla), we have ag = (—1)%p*a? for some integer k. We also have
(d,r) = 1 because d < r and r is prime. Find integers u, v by the Euclidean algorithm

such that ud + vr = 1. Finally, (—1)%ay3” = p*a is an rth root of 3. O

The computations of the square root algorithms in the previous chapter are per-
formed over the group G,. It is possible to formulate the square root algorithms
as algorithms for factoring the polynomial 2% — 3 over the ring F,[z]/(2? — 3). We
generalize this idea and work on the ring IF,[z]/(2" — () for factoring the polynomial
x"— . The “problem” of working on the ring F,[z]/(x" — () is that there are non-zero,
non-unit elements in Fy[z]/(z" — 3). However, if we can find a non-zero, non-unit
element f, then (f(z),2" — () is a non-trivial factor of 2" — 3. This idea is similar to
Lenstra’s elliptic curve integer factoring algorithm [33]. He works on the ring Z/nZ
for some composite integer n and try to find a non-zero, non-unit element e in Z/nZ.
Then, (e,n) is a non-trivial factor of n.
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In our algorithms, we need to determine whether f(x) is equal to zero in the ring
F,[z]/(z" — B) for some polynomial f(z) € F,[z]. Compute h(z) = (f(x),2" — 3). If
h(x) is a non-trivial factor of " — 3, we are done. Otherwise, f(z) is either divisible

by x" — [ or relatively prime to " — 3. We have the following algorithm.

Algorithm 3.2.2. isZero( f) /* Comment: is f(x) =0 (mod " — (3)7 */

{
compute h(x) = (f(x), 2" — B);
if degh =0
return FALSE;
else if degh =r
return TRUE;
else
output h and halt; /* Comment: found a non-trivial factor of " — 3. */

3.3 Step 1: Find a Suitable Element «

Define a rational function v,(x) over F, as

Po(x) = e for some a € F, such that a" # f.
a— px

VYo(z) =¢; (mod x — p'a) for some ¢; € Fy for each i =0,--- ;7 — 1.
Consider ¢, (z)"™. We have three cases below:

(1) If the multiplicative order of ¢; divides rt for all 0 < ¢ < r — 1, we have
te(x)™ =1 (mod 2" — 3). This case is not useful to us. We will show that the
number of possible values of a’s falling into this case is small.
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(2) The multiplicative order of at least one ¢;’s divides rt and the multiplicative
order of at least one ¢;’s does not divide rt. Since a — px € (F,[z]/(z" — 5))*,
let h(z) = (Yo(x)™ — 1) mod (2" — ) be a polynomial. Then, (h(x),xz" — 3) is

a non-trivial factor of 2" —  and we are done.

(3) If the multiplicative orders of all ¢;’s do not divide rt, we have ¢, (x)™ — 1 €
(Fy[z]/(z" — B))*. We want to find such a in this step if we cannot discover a

non-trivial factor of 2" — 3.

Instead of working with the rational function v,, we define a polynomial
ge(z,y,2) = (y — )" — 2(y — px)* € F,[z,y, 2] for k£ > 0. (3.3.1)

It is easy to see that in case (1), we have isZero(g,+(z,a,1)) = TRUE; in case (2),
isZero(g,¢(x,a, 1)) outputs a non-trivial factor of 2" — 3; and in case (3), we have
isZero(g,¢(x,a, 1)) = FALSE. In step 1, we either find a non-trivial factor of z" — (3 or
a value of a such that isZero(g,+(z,a,1)) = FALSE. In general we have the following

lemma.

Lemma 3.3.1. Let d; = ord ¢;, the order of ¢; in Fy. If d; divides k for all 0 <i <,
we have isZero(gx(x,a, 1)) = TRUE. If d; does not divide k for all 0 < i < r, we have
isZero(gx(x,a,1)) = FALSE. If there exists ig, i1 such that d;, divides k but d;, does

not divide k, isZero(gi(x,a, 1)) outputs a non-trivial factor of ™ — 3.
Proof. 1t is obvious. m

We have the following algorithm finding a desired a.
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Algorithm 3.3.2. findA()
{

fori=1tort+1

{

set a; = ith element in F;
if af =
output x — a; and halt;

if isZero(g,+(z,a;, 1)) = FALSE

return a;;

Lemma 3.3.3. There are at most rt distinct values of a € Fy such that a” # 3 and

isZero(g,+(x,a,1)) = TRUE.

Proof. Suppose a” # (3. The case isZero(g,¢(x,a,1)) = TRUE implies 1,(a)™ = 1. So
the multiplicative order of ¢,(a) divides rt. There are only 7t elements in F)* having
multiplicative order dividing 7t since F) is cyclic. We also have ¥,(a) # ()
whenever a # b. Therefore there are at most rt distinct values of a’s such that

a(a)™ = 1. The lemma follows. ]

3.4 Step 2: Find a Suitable /

In this section, suppose a € [Fy, is a fixed element obtained in the previous step, i.e.
a” # [ and isZero(g,(x,a,1)) = FALSE. Let d; = ord,(p'a), the multiplicative
order in . We have d; not dividing 7t for all 0 < ¢ < r by Lemma 3.3.1. We have

the following algorithm to find a suitable £ € {ry,--- 1, }.

Algorithm 3.4.1. findL(a)
{

forj=1tom
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if rj # r and isZero(g, ) i (x,a,1)) = FALSE

return 7;;

if isZero(g(q,l)/re_1 (:Ij‘, a, 1)) = FALSE
return r;

All the return statements in Algorithm 3.4.1 are conditional. It might seem that
findL(a) may terminate without returning any value and giving any output. We show

below that it is not the case.

Lemma 3.4.2. Suppose every call of isZero in findL(a) returns TRUE or FALSE but
does not output a non-trivial factor of x" — 3. IfisZero(g(q_l)/Téj (z,a,1)) = TRUE for

all vj # v, then isZero(g(g—1)/re-1(x,a,1)) = FALSE.

Proof. Suppose isZero(g( z,a,1)) = TRUE for all r; # r. We have d; dividing

q—l)/rjfj(

(¢ — 1)/7"? for all 0 < i < r and all 1 < j < m such that r; # r. Then, d; divides

r’t = gedi<j<m((q — 1)/ry) for all i. Since d; does not divide rt for all i, we have
Ti#£T

isZero(g(g—1)/re—1(x,a,1)) = FALSE. O

3.5 Step 3: Compute a Non-trivial Factor

Let

r; ,if r; #r and isZero(g(q_l)/Téj (x,a,1)) = FALSE;
¢ = findL(a) = ’

r , otherwise.
Case 1: Suppose { = rj, # r for some fixed jj, is the value obtained from the
previous step. We have isZero(g(, 1o (2, @, 1)) = FALSE. Since t,(p'a)?" =1 for
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all 0 <7 < r, we have isZero(g,_1(7,a,1)) = TRUE. Suppose isZero(g,_1)e(,a,1))
returns either TRUE or FALSE but does not output a non-trivial factor for 0 < k < ej,.
By the lemma below, there exists 0 < ko < ej, such that isZero(g(,_1)/e+(2,a,1)) =
TRUE for k = 0,1, -- -, ko and isZero(g(,_1),e+ (2, a, 1)) = FALSE for k = ko+1,--- ,¢;

0*

Lemma 3.5.1. If isZero(gi(x,a,1)) = TRUE, then isZero(g,x(z,a,1)) = TRUE for

any positive integer n.

Proof. 1f isZero(gi(,a,1)) = TRUE, we have v,(p'a)* = 1 for all 0 < i < r. Then
Ya(pla)™ =1 for all 0 < i < r. Finally, isZero(gu.(z,a,1)) = TRUE by Lemma

3.3.1. ]

Let d = (¢ — 1)/¢™™" and d; = ord¢,(p'a). We have d; dividing ¢d and d; not

dividing d for all 0 < ¢ < r. Since F is cyclic, we have
Va(pia)? = ¢ for some integer n; € (Z/(Z)* for i =0,--- ,r — 1,

where (, is a primitive th root of unity which can be computed efficiently by the

assumption that F, € F; and the property (v) of F; in Definition 3.1.1.

Lemma 3.5.2. Let N be a prime power with 1 < N # r. For some positive integer

D, suppose
Valp'a)P = for some integer n; € (Z/NZ)* fori=0,--- ,r—1,
Then, there exist iy and i1 such that n;, # ny, .

Proof. Suppose ng = --- = n,_; = n for some integer n with (n, N) = 1. Let { = (}.
For all 0 < i < 7, we have v,(p'a)? = ¢, which is equivalent to gp(p'c,a,() = 0.
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Then,
r—1
(a - a>D(1 - CT) = Z CigD(piav a, C) = 0.
=0

Thus, (" = 1 since a # a. We have N|rn which is a contradiction. O]

By Lemma 3.5.2 (with N = ¢ and D = d),  — « divides gq(z,a,(,°) and
there exists 0 < ¢ < r such that  — p’a does not divide g4(z,a,(;°). Therefore,
(9a(z,a,(°), 2" — B) is a non-trivial factor of " — 3. We try (g4(z,a,(}), 2" — 3)
to find a non-trivial factor for n = 1,--- £ — 1. See procedure factorByZeta (with

N = () in Algorithm 3.6.1.

Case 2: Suppose ¢ = r. The situation is similar: we have isZero(g(,—_1y/re-1(2,a,1)) =
FALSE. Suppose isZero(g(y_1)e:(7,a,1)) returns either TRUE or FALSE but does
not output a non-trivial factor for 0 < k£ < e — 1. By Lemma 3.5.1 and the fact
that ¥,(p'a)?! = 1 for all 0 < i < r, there exists 0 < ko < e — 1 such that
isZero(g(g—1y/ex(z,a,1)) = TRUE for k = 0,1,--- , ko and isZero(g(,—_1y/ex(z,a,1)) =
FALSE for k = kg +1,---,e — 1. Let d = (¢ — 1)/r**2 For i = 0,--- ,r — 1, the

element 1, (p'a)? is a primitive r?th root of unity. Then,
Va(pla)t = (% for some integer n; such that (n;,r) = 1.

By Lemma 3.5.2 (with N = 7% and D = d),  — « divides gq(z, a, ¥') and there exists
0 <4 < rsuch that  — p’a does not divide gq4(z,a,(¥). Therefore, (g4(z,a, (), x" —
) is a non-trivial factor of " — 3. We try (ga(z, a, (), 2" — 3) to find a non-trivial
factor for each n € (Z/r*Z)*. See factorByZeta (with N = r?) in Algorithm 3.6.1.
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3.5.1 Computing a Primitive r’th Root of Unity

In case 2, we need to find a primitive r2th root of unity, ¢,2. We have p, a primitive
rth root of unity, by assumption. Then (2 can be computed by finding a non-trivial
factor of 2" — p. Compute a = findA() in step 1 and ¢ = findL(a) in step 2. Suppose
all evaluations of isZero in step 1 and 2 do not output. If ¢ # r, we continue with
case 1 in step 3 and a non-trivial factor of 2" — p is obtained.

Suppose ¢ = r. We are in case 2. We find d as before. Then (ga(z,a, (%), 2" — p)
is a non-trivial factor of " — p for some n. Nevertheless, we cannot compute the ged

directly because we do not have (,2. Suppose
Va(p'Ge) = for some integer n; € (Z/r*Z)* fori =0,--- ,r — 1.

Consider the polynomial g4(x,a,z™). We have z — (2 dividing gq(z,a,z™). We
show in the lemma below that there exists 0 < ¢ < r such that x — p’C,2 does not
divide gq(x,a,x™). We try (ga(x,a,2™),2" — p) to find a non-trivial factor for each

n € (Z/r*Z)*. See factorByX in Algorithm 3.6.1.

Lemma 3.5.3. Suppose © — (2 divides gq(z,a,z™) for some n € (Z/rZ)*. There
exists 0 < i < r such that x — p'C,2 does not divide gq(x,a,z™).
Proof. Let ¢ = (2. Suppose z — p'C divides g4(z,a,z™) for all 0 < i < r. We have
9a(p'C,a, (P'Q)") = (a = p'Q)! = p"("(a—p )T =0 fori=0,--,r—1

Let s = i i = k(k —1)/2. Then,

r—1

0= "¢ galp'C,a, (6°0)") = (a = Q)1 = p™"C"™) = (a = (1 = ¢™),

1=0

which implies (" = 1 since a # (. We have r?|rn, a contradiction. O]

45



3.6 The Algorithm

We present the entire algorithm below and prove Theorem 3.1.2 at the end of the

section.

Algorithm 3.6.1. factor(z" — [3)

{
set a = findA();

set ¢ = findL(a);

ko = the largest k such that isZero(g(,_1y/e (2, a,1)) = TRUE;

iftl#r
factorByZeta(¥, Z‘io;fl,a); /* Comment: defined below */
else
factorByX(T%O%,a); /* Comment: defined below */
else

factorByZeta(r?, TZO;J}Q, a);

}

factorByZeta(N, d, a) /* Comment: (3 # (, in this case */

{

find (n, a primitive Nth root of unity;
for each n € (Z/NZ)*

isZero(gq(z,a,Cl));

}

factorByX(d, a) /* Comment: (3= (, in this case */

{
for each n € (Z/r*7Z)*

isZero(gq(z, a, z™));

Proof of Theorem 3.1.2. From our discussion in this section, Algorithm 3.6.1 (to-
gether with Lemma 3.2.1) is a deterministic algorithm for computing an rth root of
any rth residue in F,. We list out the running times below:
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Procedures | Running time (bit operations)

Factoring ¢ — 1 | O(poly(logq))
findA | O(r*tlog q)

findL | O(mrlog? q)

(O)!

Computing kg (rlog? q)

factorByZeta | O(Nrlog? q)

factorByX | O(r®log? q)

Computing an rth root from | ~ . o
a non-trivial factor of 2" — f3 O(log™q)

Therefore, the overall running time is polynomial in the input size.
For constructing an rth nonresidue in F,, we keep taking rth roots beginning

from ¢, and obtain (2 = V/(., (s = (2, -+, Ge = /(1. Finally, e is an rth

nonresidue in [Fy. O

3.7 Finding a Non-trivial Factor of ®(z)

Let F, be a finite field with ¢ elements. Let ¢, € I[Tq be a primitive nth root of
unity, where E denotes a fixed algebraic closure of F,. Denote the nth cyclotomic

polynomial by

o,0) = [ (x-¢).

i€(Z/nZ)

It is easy to see that ®,(x) € F,[z] since @, () is fixed by any automorphism which

fixes F,. Let r be a prime such that r?||¢g — 1. We have



We consider the problem of finding a non-trivial factor of ®,2(z) in this section.

We may be able to construct a primitive rth root of unity from a non-trivial
factor of ®,2(x). If we have a non-trivial factor of ®,2(z) with constant term not
equal to 1, a primitive rth root of unity can be constructed from the constant term.
Unfortunately, it is possible to have a non-trivial factor of ®,2(z) with constant term

equal £1, although the number of such cases is small.

3.7.1 Method 1

Write ¢ = pi' - - - p&m+1 for some distinct primes py, - - - , p,, and some positive integers

€1, - ,€em, where p; = r and e; > 2. Suppose (,, -, (p, are available. Let

CZCT2EFq7 p:CrEFq

We try to factor ®,2(x) by Algorithm 3.6.1 with some modifications.
We use ®,2(x) as an input, instead of 2" — 3. In Algorithm 3.6.1, we work on
¥q(x). Here, we work on the rational polynomial

C7T  (mod @y2(x)).

With the corresponding modifications, compute! a and ¢. If ¢ # r, we proceed
with the Case 1 in Section 3.5 to obtain a non-trivial factor of ®,2(a). The bad case
is when ¢ = r. We find d as the Case 2 in Section 3.5. Define a polynomial

hi(z) & (a—2)? — 29 (a — 2"t

'We assume @,.(a) # 0 and ®,2(a) # 0. If ®.(a) = 0 or ®,2(a) = 0, a primitive rth root of

unity can be constructed. We can compute the complete factorization of ®,2(a) by the algorithm in

Chapter 4.
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Then, a non-trivial factor of ®,2(x) can be discovered by the lemma below.

Lemma 3.7.1.

(hj(z), ®2(x)) for some j € (Z)r*Z)*
is a non-trivial factor of ®,2(x).
Proof. By the construction of a, ¢ and d,

d
(g) = (™ (modz— ()  for some n; € (Z/r?Z)* for all i € (Z/r2Z)>.

a — Ir—f—l

If there exist ig, 4; such that n;,/ig # n;, /i1, we are done.

Suppose n;/i = j € (Z/r*Z)* for all i € (Z/r*Z)*. Then,

— d
(a_) = (" for all i € (Z/r°Z)*.

@ — Citr+D)
Equivalently,
hj(¢")y=0  forallie€ (Z/r*Z)".
Let s, = Yo g(r +1)F = = and
n—1
T, &N sn ¢y =0 for all n > 0.
k=0

We also have 0 = T}, = (a — ()¢ — ¢?**(a — ¢"*1V")? for all n > 0. By the fact that

(r+1)" =1 (mod r?), we have

0= Tr — (CL _ C)d _ <er (a _ C(T+1)T>d — (CL . C)d(l . <j((7‘+1)’"71)/r).

Finally, ¢7(r+D"=D/" = 1 since a # ¢. We have r? dividing j((r +1)" — 1)/r, which is
a contradiction. O
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3.7.2 Method 2

We show a second method for finding a non-trivial factor of ®,2(x) in this section.
Suppose we have the same situation as in the previous section. We consider the

rational polynomial

=T (mod ®,0(x))

a — x(r—l)r

and define a polynomial
def r\d j r—1)r\d
hy(x) = (a—a") — 29 (a — 27,
Replace hj(z) by h)(z) and find a, ¢ and d as before. Suppose ¢ = r (otherwise, it

falls in Case 1 which is an easy case). Then, a non-trivial factor of ®,2(z) can be
discovered by the lemma below.
Lemma 3.7.2.
(W(x), ®,2(x))  for some j € (Z/r*ZL)*
is a non-trivial factor of ®,2(x).
Proof. We use a similar technique as in the proof of Lemma 3.7.1. Suppose
a— (" ‘ ij - 277\ » 277\
<m> = (" for some j € (Z/r°Z), for all i € (Z/r°Z)*.
Then,
hi(¢)y =0  forallie (Z/r*Z)".
However,
0 = KO +ImE
= (a= ()= ¢a— ¢y
= (@- ¢y,
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which implies 7?|rj, a contradiction. O

3.7.3 More Variations

Suppose g1(x), -+, gm(x) are the non-trivial factors obtained in Method 1. It guar-
antees that fi(z) & (z — (") (z — CT+D*) .. (z — ¢C+D) does not divide g;(z) for

all = 1,--- ,m. Similarly, Method 2 guarantees the non-trivial factors obtained are

not divisible by fa(z) & (z — ") (2 — D).

We can have more variations by beginning with the rational polynomials

_ T
() def 077 and or(z) df 07T for 0 <k <.

a — pkrtl a — plkr=1)r

Then, the non-trivial factors computed from 74 (z) are not divisible by
(z — Y (= ¢CF D) (g — ¢ = ()

and the non-trivial factors computed from oy (z) are not divisible by

(& =) =07 = fo(a).

Although the polynomials (i.e. fi, fa) are the same, the computation processes are
different, therefore, the non-trivial factors computed may be different. If any of the
non-trivial factors obtained has a constant term not equal to 41, then a primitive

rth root of unity can be constructed.
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Chapter 4

Solving Polynomial Equations

The problem of solving polynomial equations over finite fields is a generalization of

the following problems over finite fields

constructing primitive nth roots of unity,

taking nth roots,

constructing nth nonresidues,

constructing primitive elements (generators of the multiplicative group)

for any positive n dividing the number of elements of the underlying field. By the
Tonelli-Shanks square root algorithm [63, 56] and its generalization for taking nth
roots, constructing nth nonresidues and taking nth roots are polynomial time equiva-
lent for all n. It is clear that primitive nth roots of unity can be computed efficiently
from any nth nonresidue when n is prime. It is obvious that a primitive element is
also an nth nonresidue. In [61], we showed that, for some families of finite fields, once
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we can compute a primitive nth root of unity for some suitably chosen n, we can take

square roots.

The problem of solving polynomial equations is a special case of the problem of
polynomial factoring. There is a deterministic polynomial time algorithm, Lenstra-
Lenstra-Lovasz [41], for factoring polynomials over rational numbers. For polynomial
factoring over finite fields, we have Berlekamp’s algorithm [13], which is deterministic
but exponential time. So it only works well in small finite fields. There is a prob-
abilistic version of Berlekamp’s algorithm [14] for large finite fields. We also have
Cantor-Zassenhaus [19], which is a probabilistic algorithm, for polynomial factoring

over finite fields. For a survey of polynomial factoring, see [29].

The problem of solving polynomial equations is to find the solutions of f(x) =0
over F,, where F, is a finite field with ¢ elements and f(z) € F,[z] is a polynomial
with deg f = O(poly(log q)). We may assume f is a product of distinct linear factors
since squarefree factorization' (see [71] and [35]) and distinct degree factorization
(see [29]) can be done efficiently. If f has a multiple root, then (f, f’) is a non-trivial
factor of f, where f’ is the first derivative of f. Since x? — x is a product of all linear
polynomials in F,[z], we can work on (f(z),2? — x) instead of f(z).

In addition to the polynomial factoring algorithms discussed above, algorithms

related to solving univariate polynomial equations in finite fields include the following:

Tonelli-Shanks [63, 56], Adleman-Manders-Miller [2] and Cipolla-Lehmer [20, 40] are

'Suppose the input polynomial is a product of some irreducible factors with multiplicity > 1.
Squarefree factorization is the process finding the product of the same set of irreducible factors with

multiplicity equal 1.
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polynomial time square root algorithms, which require a quadratic nonresidue as
an input. Shanks’ algorithm can be generalized to take nth root with a given nth
nonresidue. Schoof’s algorithm [55], which takes square root for the elements in
prime fields, is deterministic but the running time is polynomial only if the input
element is small. In the previous chapters, we have shown deterministic polynomial
time algorithms for constructing primitive rth roots of unity, taking square roots and
taking rth roots over some families of finite fields.

In this chapter, we prove that there is a deterministic polynomial time algorithm
solving polynomial equations over any finite field ' in F; (see Definition 3.1.1). As an
application of our algorithm for solving polynomial equations, we show a deterministic
polynomial time algorithm computing elliptic curve “nth roots” over F. At last, we
show a probabilistic algorithm for solving polynomial equations over arbitrary finite

fields with odd characteristic.

4.1 Factoring by Searching

Let F, be the finite field of ¢ elements. Let f(z) € F,[z] be a polynomial. In
this section, we consider the problem of solving the polynomial equation f(z) = 0,
i.e. finding roots of f. As in the discussion in the introduction, we may assume
f is a product of two or more distinct linear factors. With some algebraic and
combinatorial techniques, we show below that, in some finite fields IF,, the problem of
solving polynomial equations is polynomial time reducible to the problem of taking

(th roots for all ¢|q — 1.
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Write ¢ = pi*---pSm 4 1 for some distinct primes pq,---,p,. Suppose we can
compute the p;th roots of a for any a € F, and 1 < j < m. We show a deterministic
algorithm (Algorithm 4.1.1 below) to factor f, where f is product of two or more
distinct linear factors and f(0) # 0.

The idea is simple: suppose f(z)|z? — a for some integer d|qg — 1 and some a € F,
with ord(a) = (¢ — 1)/d. Let ¢ be a prime factor of d and (; be a primitive ¢th root

of unity in F,. Then, 2¢ — a = [['_g(«%* — (ix/a). We have

@) = [T @), - )

We compute (f(z),z¥* — (i\/a) for each i = 0,--- £ — 1. If (f(x), 2" — ({Va) is
a non-trivial factor of f(x) for some 0 < i < ¢, we are done (or keep factoring until
the complete factorization of f(z) is obtained). Otherwise, f(x)|z%* — (i\/a for some
0 <4 < (. Then, repeat the process with d’ = d/¢ and o’ = (}\/a. In the beginning,

we have f(z)|z% ' -1 (ie.d=¢g—1anda=1).

Algorithm 4.1.1. factorBySearching(f)
{

set a =1;

set d=q—1;

for j=1tom

for k =1 to ¢;

{
set d = d/pj;

Label 1:

set b= qal/Pi;
set ig = search(f, j,d, b);
set a = (0b;

¥
search(f,7,d,b)
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fori=0top; —1

{
compute g(z) = (f(z), 2% — (},b);

if 1 <degg < degf

Label 2: output g and halt;
else if deg g = deg f
return z;

Lemma 4.1.2. Suppose f(z) € Fy[z] is product of linear factors such that f(0) # 0.

Algorithm 4.1.1 always outputs a non-trivial factor of f.

Proof. 1t is easy to see that a always is a p;th residue in F, at Label 1.

We show by induction that f(x) divides 27/¢ —a at Label 1 whenever the algorithm
is still running. When j =k =1, we have a = 1 and d = (¢ — 1) /p;. Obviously, f(z)
divides 297! — 1. For j = jy and k = ko, denote aj, », = a and dj, 5, = d at Label 1.
Assume f(x) divides zPio%ioko —a;, 1. Let b = a%ﬁ? and g;(z) = (f(x), x%oko — ;job)

fori =0,---,p, — 1. Then,

p]oil p]oil
DioBio.ko — - . _ djo kg _ 0 _ )
aPio%oko — gy = H (93 30-k0 py‘ob> and flx)=c H gi(x)
=0 1=0

for some constant c¢. If there exists g; such that 1 < degg; < deg f, then g; is a
non-trivial factor of f. The algorithm outputs g; and halts. Otherwise, there exists a
unique 7 such that deg g;, = deg f and 7y is returned. Denote the pair of 7, k followed
J0, ko by 71, k1. For 7 = j; and k = ki, we have a = C;goa;({f;jf and d = dj, x,/pjy at
Label 1. By the definition of g;,, f(z) divides zP1¢ — a.

The algorithm always outputs a non-trivial factor and halts at Label 2. Otherwise,

for j = m and k = e,,, we have f(z) dividing 2" — a at Label 1 but = —(; a'/Pim

o6



does not divide f(x) for all ¢ = 0,---,p;,, — 1 since the algorithm does not output.

It leads to a contradiction. O

Theorem 4.1.3. Let F, be a finite field of q elements such that ¢ = O(poly(logq)) for
every prime factor £ of ¢ — 1. Suppose there is a deterministic polynomial time algo-
rithm to compute (th roots. Then, there is a deterministic polynomial time algorithm

solving any polynomial equation over F,.

Proof. By our previous discussion, we may assume the input polynomial f(z) € F,[z]
is a product of two or more distinct linear factors and f(0) # 0. Since ¢th roots
can be computed in deterministic polynomial time, Algorithm 4.1.1 can factor f in

deterministic polynomial time by Lemma 4.1.2. ]

Theorem 4.1.4. Let F, be a finite field of q elements such that ¢ = O(poly(logq)) for
every prime factor £ of g—1. Given a primitive element in F,, there is a deterministic

polynomzial time algorithm solving any polynomial equation over F,.

Proof. Denote the given primitive element by a. Note that a is an ¢th nonresidue in
[F, for all prime factor ¢ of ¢ — 1. Then, ¢th roots can be computed by a generalized
Shanks’ algorithm with a as an input. See Section 3.2 in [67] for modifying Shanks’

algorithm to take rth roots. Finally, the theorem follows from Theorem 4.1.3. [

Theorem 4.1.5. Let F, € F,. There is a deterministic polynomial time algorithm

solving any polynomial equation over F,.

Proof. It is an obvious consequence of Theorem 3.1.2 and Theorem 4.1.3. [
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4.2 Elliptic curve “nth root” problem

As an application of our algorithms for solving polynomial equations, we show a
deterministic polynomial-time algorithm to solve the elliptic curve “nth root” problem
in this section.

Let F' € F; (see Definition 3.1.1) be a finite field. Denote an elliptic curve E

defined over F' by the Weierstrass equation
E:y? + aixy + asy = 2° + asx® + aux + ag for some aq, as, az, as, ag € F.

Consider the following problem: given a point Q € FE(F) and a positive integer

n € O(poly(log q)),

(I) decide whether @ = nP for some co # P € E(F),
(IT) find P if such P exists.

Although we write the elliptic curve group operation additively, the nature of the
problem above is closer to the nth root problem in finite fields than the multiplicative
inverse problem.

It is well known that multiplication by n is an endomorphism and

for some Ry(z),S1(z), Ro(x), So(x) € Flx] with (Ry,S1) = (Ry, S2) = 1, deg Ry = n?
and deg S; < n? — 1. We have S)(z) = ¥(z)? for some ¥(z) € F[z]. All polynomials
Ry, S1, Ry, Se and ¥ can be computed in deterministic polynomial time. See [69] for
the details.
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Suppose (a,b) = Q) # co. Then, Q = n(z,y) implies z is a solution of

@) € Ry(z) — aSy(z) =0 (4.2.1)

over F. Let aq, -+, € F be the roots of the equation (4.2.1). For (I), a solution
of Q = nP exists if and only if m > 0. For each «;, compute [3; = b%. For (II),
{(ai, ;) = 1 <1i<m} is the complete set of solutions of P.

Suppose Q = oo. Then, P € En|(F) &f En|NE(F), where E[n] is the n-torsion
subgroup of E(F), where F denotes a fixed algebraic closure of F. Let ay,--- ,a, € F

be the roots of the equation W(z) = 0. Consider the quadratic equation

9i(1) € 4? + (@104 + ag)y — (% + aza? + ase; + ag) = 0.

Let J = {j : g; hasaroot in F,1 < j <m} be an index set. In this case, P = oo
always is a solution of () = nP. For (I), a solution P # oo of Q = nP exists if
and only if J is non-empty. Let 3;1,0;2 € F be the roots of g; for j € J. For (II),

{(e, Bjx) = j€Jand k=1,2} U{oo} is the complete set of solutions of P.

Theorem 4.2.1. Let F, € F,. There is a deterministic polynomial time algorithm

computing elliptic curve “nth roots” over F,.

Proof. The polynomial equations can be solved in deterministic polynomial time by

Theorem 4.1.5. By the discussion above, the theorem follows. Il

4.3 A Probabilistic Algorithm

In this section, we discuss a probabilistic algorithm for factoring products of linear
polynomial over an arbitrary finite field F' with characteristic not equal to 2. Our
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idea is to use the fact that half of the elements in F'* are quadratic residues and the
other half of the elements in F'* are quadratic nonresidues.

Let f(z) = (x —aq) -+ (x — ag) € Flz] be a polynomial. We may assume «; are
non-zero and distinct. Suppose aq, - - -, a,, are quadratic residues and a;,11, -+, ag
are quadratic nonresidues for some 0 < m < d. Compute g(z) = (f(2?), 277! — 1).
Then, g(x) = (22 — ay) - - - (z* — ). Therefore, g(1/x) is a non-trivial factor of f.

If all the roots of f are quadratic residues or all the roots of f are quadratic non-
residues, we can shift the roots of f by an arbitrary element a € F' and try to factor
the shifted polynomial. The algorithm shown below captures this idea with a as an

input. If the algorithm fails for some a, we can try again with a different a.

Algorithm 4.3.1. factor(f,a)

{
if f(a) =0
output x — a;
compute g(z) = (f(z% + a), 2971 — 1);

if 0 <degg < 2deg f
output g(v/z — a);

Proposition 4.3.2. For any finite field F, let f(z) = (x —aq) -+ (x — aq) € F[z]
for some distinct o; € F*. The success probability of Algorithm 4.3.1 for any a € F

is approzimately 1 — 2= where d = deg f > 2.

Proof. The probability of each «; — a being a quadratic residue is approximately 1/2.
Algorithm 4.3.1 does not work when all (o; —a)’s are quadratic residues or all (o;—a)’s
are quadratic nonresidues. Therefore, the overall success probability is approximately
1— 214, O
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The running time of Algorithm 4.3.1 is O(dlogq) bit operations, where ¢ is the
number of element in F' and d is the degree of f. The most costly operation in
the algorithm is computing GCD, which takes O(dlog q) bit operations. The other
operations in the algorithm are obviously bounded by it.

Algorithm 4.3.1 can be generalized by replacing the shift operation by a with some

1-1 mapping o over F. The mapping ¢ should
e be efficiently computable for both ¢ and o7 !;
e induce an 1-1 mapping from polynomial to polynomial;
e map quadratic residues and quadratic nonresidues randomly.

In Algorithm 4.3.1, we use 0, : * — = — a and the induced polynomial map is
To : f(x) — f(x 4+ a). A more general map is

ar +b
cr +d

for some a,b,c,d € F with ad — bc # 0

Oab,ed - T ?

and an induced polynomial map is

. ar +b
Taped : f(x) — (cx + d)* gff(m)‘
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Chapter 5

Primality Testing

Primality testing is the process of checking whether a positive integer is a prime. The
problem of primality testing is in great interest in modern research since many modern
cryptographic schemes rely on finding large prime numbers. One typical example is
the RSA public key cryptosystem [53].

Directly from the definition, if N is composite, then there exists a prime p <
VN such that N is divisible by p. However, checking all prime p < v/N requires
exponential time to the input size. This idea was known to ancient Greeks.

Another test, called Fermat’s test, is to find an integer a with (a, N) = 1 such
that ™! # 1 (mod N). If such a exists, then N is composite by Fermat’s Little

Theorem (Theorem 1.2.1). Fermat’s test does not prove primality. Even if
a¥1=1 (mod N) for all @ with (a, N) =1, (5.0.1)

the integer N may not be a prime since there exist infinitely many composite numbers,
called Carmichael numbers (see [6]), satisfying equation (5.0.1). Fermat’s test also
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fails to prove the compositeness of Carmichael numbers.

For some forms of numbers, there are specific primality tests. We have Lucas-
Lehmer (see [70]) for Mersenne numbers (N = 27 — 1 for some prime ¢) and Pépin’s
test [47] for Fermat number (N = 22" + 1). Both algorithms are O(log? N) and
deterministic.

In 2002, Agrawal, Kayal and Saxena (AKS) gave the first deterministic polynomial-
time primality testing algorithm [5]. See also [26]. We will discuss more details of AKS
and the related works in Section 5.2. Before AKS, there were many primality testing
algorithms which are either probabilistic or not polynomial-time: Pocklington-Lehmer
48, 39], Miller-Rabin [44, 49], Solovay-Strassen [59], Adleman-Pomerance-Rumely [3],
elliptic curve primality proving [30, 9], and some other tests [23], [1] and [4]. See [31]
for a survey.

In this chapter, we show a deterministic polynomial-time primality test for some
form of numbers in Section 5.1 and present a potentially fast primality test based on

AKS in Section 5.2.

5.1 rth Root Primality Test

In this section, we show a deterministic primality testing algorithm, for some form
of numbers. The primality test is constructed by our rth root algorithms presented
in Chapter 3. The idea of our primality test is similar to the Pocklington-Lehmer

primality test [48, 39]. We have the following theorem.

Theorem 5.1.1. Let N = r°t+ 1 for some prime r and some positive integers t and
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e with r¢ > t. There is an O(r*(log? N)(t +rlog N)) deterministic primality testing

algorithm. If v is a small constant and t = O(log N), the running time is O(log® N).

Proof. Firstly, we try to find a primitive rth root of unity ¢, over (Z/NZ)* by Al-
gorithm 2.4.8. If ¢, &€ (Z/NZ)*, Algorithm 2.4.8 will fail and we conclude that N is
composite. Otherwise, try computing (2 = /G, (3 = /Co2, -+, (e = /(re1 oOver
the ring Z/NZ by Algorithm 3.6.1. If NV is prime, we will obtain (.. eventually. If N
is composite, (.. does not exist in Z/NZ by a generalized Proth’s Theorem (Theorem
5.1.4 in the next section). Since Algorithm 3.6.1 is deterministic, it must fail in some
point during computing (... Therefore, N is prime if and only if (e can be computed
successfully by the procedure described.

The running time of Algorithm 2.4.8 and Algorithm 3.6.1 are O(tlog®> N) and

O(r*log N(t + rlog N)), respectively. Since Algorithm 3.6.1 is used e — 1 times, the

overall running time is O(r?log® N (t + rlog N)). The theorem follows. O

For N = rt 4+ 1 with r a small constant and ¢ = O(log N), the running time
our algorithm is O(log® N), which is faster than other deterministic primality tests
which are applicable. The running time of the AKS test [5] and Lenstra-Pomerance’s
modified AKS test [34] are O(log™ N) and O(log® N), respectively. Assuming ERH

(see Section 1.2.4), Miller’s test [44] is deterministic with running time O(log* N).

5.1.1 Proth’s Theorem

In 1878, a self-taught farmer, Francois Proth, proved the following theorem.
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Theorem 5.1.2. (Proth’s Theorem) Let N = 2t + 1 for some odd t with 2¢ > t.

If

a™¥ V2 =_1 (mod N)

for some a, then N is a prime.

See [70] for the details of Proth’s Theorem. We will show a generalization of
Proth’s theorem (Theorem 5.1.4). This generalization of Proth’s theorem is well

known. The following lemma is used in the proof of Theorem 5.1.4.

Lemma 5.1.3. Let n = (% for some prime ¢ and k > 1. Let r® be a prime power with

r#£ L. If r|¢(n) and r¢ > /n, then n is a prime (i.e. k =1).

Proof. We have r¢ dividing ¢(n) = (¢ — 1)¢*=1, therefore, r¢|/¢ — 1. If k > 1, then

é(n) > ((—1)¢ > r* > n, which is a contradiction. Thus, k¥ = 1 and n is a prime. [

Theorem 5.1.4. (Generalized Proth’s Theorem) Let N = r°t+1 for some prime

r and integers e,t > 1. Suppose r¢ > t. If
o '=1 (mod N) and a™N V" £1 (mod N), (5.1.1)
for some integer a, then N is a prime.

Proof. Suppose there exists an integer a satisfying equations (5.1.1). Let d be the
order of a in (Z/NZ)*. Then r¢|d. Let b = a¥™ (mod N). The order of b in
(Z/NZ)* is r¢. Note that r¢ > v/N.

Suppose N = ¢* for some prime ¢ and k > 1. Since (N,r) = 1, we have £ # r.
The order of b, r¢ divides ¢(N). By Lemma 5.1.3, k = 1 and N is a prime.
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Suppose N = E’fl <o« fkm for m > 1, some distinct primes £y, -« , £, and integers
ki,-- ,km > 1. Let d; be the order of b in (Z/¢FZ)*. Since v"" = 1 (mod £¥),
we have d; = r% for some 0 < s; < e. Without loss of generality, assume s; =
max(sy,--- ,8m,). If 51 < e, we have v’ = 1 (mod %) for all 1 < i < m. By
the Chinese Remainder Theorem, b™' = 1 (mod N) but 7¢ does not divide 7,
contradiction. Therefore, s; = e. We have 7¢|¢(¢%*), which implies k; = 1 by Lemma
5.1.3. Write ¢; = r; + 1 and N/¢; = r*tg + 1 with (r,ty) = 1. Then N =
(Lot + t1 + tero=°)r® + 1. We have ey > e, otherwise, t = tot 7% + t; + ter® ¢ is

not an integer. However, N = ({(N/{;) > r¢T¢ > r?¢ > N contradiction. O

5.2 A Potentially Fast Primality Test

In 2002, Agrawal, Kayal and Saxena [5] gave the first deterministic, polynomial-time

primality testing algorithm. The main step was the following.

Theorem 5.2.1. (AKS) Given an integer n > 1, let r be an integer such that

ord,(n) > log®n. Suppose

(x4+a)"=2"+a (modn,z" —1) fora=1,---,|\/o(r)logn|. (5.2.1)
Then, n has a prime factor < r or n is a prime power.

The running time is O(r'%log®n). It can be shown by elementary means that the
required 7 is O(log®n). So the running time is O(log'®®n). Moreover, by Fouvry’s
Theorem [27], such r exists in O(log®n), so the running time becomes O(log™® n). It is
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conjectured that such r exists in O(log? n), which makes the running time O(log®n).

However, the conjecture is still not proved yet.

In [34], Lenstra and Pomerance showed that the AKS primality test can be im-
proved by replacing the polynomial 2" — 1 in equation (5.2.1) with a specially con-
structed polynomial f(x), so that the degree of f(x) is O(log>n). The overall running
time of their algorithm is O(log®n).

With an extra input integer a, Berrizbeitia [16] has provided a deterministic pri-
mality test with time complexity 2~ ™n(k[2loglogn)) §(1og n), where 2¥||n — 1 if n = 1
(mod 4) and 2%||n + 1 if n = 3 (mod 4). If k > |[2loglogn], this algorithm runs in

O(log’n). The algorithm is also a modification of AKS by verifying the congruence

28

(1+mz)"=1+ma" (mod n,z* —a)

for a fixed s and some clever choices of m. The main drawback of this algorithm
is that it requires a satisfying the Jacobi symbol (%) = —1lif n =1 (mod 4) and
() = (1=%) = —1if n =3 (mod 4). Since there is no deterministic algorithm to find
such a yet, Berrizbeitia’s algorithm is considered as a probabilistic test.

We attempt to improve the AKS primality test in another direction. We suggest
that equation (5.2.1) may be checked with only the single value a = —1. If a certain
conjecture (Conjecture 5.2.8) about cyclotomic polynomials holds, we obtain a deter-
ministic primality testing algorithm with running time O(rlog*n). The requirement
of r is exactly the same as in AKS. Therefore, the running time would be O(log5 n)
if r is O(log® n).
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5.2.1 The Algorithm

Let SimplePrimality Test(n) be an O(y/n) primality test algorithm. We show our algo-

rithm below.

Algorithm 5.2.2. PrimalityTest(n)

{

if n < ng =8 x 10°, return SimplePrimality Test(n);
if n = a° for some prime a and some e > 1, return COMPOSITE;

find smallest r such that ord,(n) > log*n;
if 1 < (a,n) < n for some a < r, return COMPOSITE;
if n <r, return PRIME;

if (x —1)"# 2™ —1 (mod n,z" — 1), return COMPOSITE;
return PRIME;

Throughout this section, suppose n > 1 is an integer and Algorithm 5.2.2 returns

PRIME at the last line. Therefore,

e 1 is not a non-trivial power of a prime (that is, n # p® for some e > 1),

ord,(n) > log®n,

all prime divisors of n are greater than r

(x—1)"=2a" -1 (mod n,z" —1).

Let p be a prime dividing n such that ord,(p) > 1. Since ord,(n) > 1, such a

prime p exists. Let

G = {(g)ipf (mod 7) : i, € Z} C (Z)rT)*.
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Let t = |G|. Let h(z) be an irreducible factor of ®,(z) in F,. Then, deg(h) =

ord,(p) > 1. Let

F = (Z/pZ)[z]/(h(z)),
which is isomorphic to the finite field Facs) . Let
P={feZz] : fx)" = f(a") (mod p, ®,(z))}

and

G={f(x) (mod p,h(x)) : feP}CF*.

In F, it can be shown that f(z)" = f(z") implies f(z)"? = f(2™?) (see [5] for a
proof). Since p is the characteristic of F', we have f(z)? = f(z?). Therefore, for all

f €3G, we have f(z)™ = f(z™) for all m € G.

5.2.2 Upper bounds of |G|

Some upper bounds of the size of |G| can be shown as follows.
Lemma 5.2.3. Suppose n is not a power of p. Then, |G| < nvt,
Proof. The proof is essentially the same as the proof of Lemma 4.8 in [5]. O

Lemma 5.2.4. Suppose n is not a power of p. If ord.(n) > v/t > /384, then

|g| < n\/E—2/5'
Proof. Suppose n*/® < p < n3/5. Let

f={(%)"p]‘ L 0<ij< MfJ}-
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The size of I satisfies |I| = ([v/{] +1)2 > t. Since G = I (mod r) and |G| = t,
there exist my, my € I with m; < ms such that m; = mo (mod 7). Consider the

polynomial ¢(T') = T™>~™ — 1 € F[T]. For all f(x) € G,

O(f(x) = fle)™ ™ -1

Therefore, )(T') has at least |G| roots in F.

Let

n 4 _
M = max {(E)Nﬂpwﬂ L (E)L\/ZJ lptx/iJ} ‘

Note that M < nlVil=2/5 < pvi=2/5 gince both p, n> n?/>. We claim that my, my
can be chosen such that my —m; < M. This implies that |G| < deg(¢)) = my —my <
nVi=2/5

To prove the claim, let m} = m/, (mod r) with m}, m} € I and m/, < mj,.

If my < nlVd, then m), < (n/p)p/ with either i < [v/] or j < |v%]. Then
mby < M, so mh —m) < M. We can set m; = m| and ms = m),. The case m}| =1
and mf = nlVt is not possible; otherwise, 1 = nlvi (mod r), so ord.(n) < [V1].
Finally, assume 1 # m/ < m} = nlV¥. The definition of I shows that m/|nlV¥ = m/,.
Choose my = 1 and my = m/,/m/. Since m} > min {p, %} > n?/%, this completes the
proof of the claim.

Now suppose that p < n?5 or p > 035, Let n® = min {p,%} with 0 < 6 < %

Then n'~% = max {p, %} Let

f:{n‘%n(l"s)j : ng'gAandogng},
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where A = L @J and B = b/lt_faj' Then |I| = (A +1)(B + 1) > t. As before,

there exist mgs,my € I, such that msz = my (mod r) with m3 < my. Note that
my < nA9pBA=0) < n2V10(1=0) < \/24/25 - nVi=2/5 {51 ¢ > 384, All the elements in

G are roots of the polynomial 7™+ — T™3. Therefore, |G| < my < nvVi=2/5, O

5.2.3 Producing elements of §

One way to find a lower bound on the size of G is to produce a large number of
elements of G. If we have chosen r so that n is a primitive root mod r, then this is

easy.

Lemma 5.2.5. Assume that n is a primitive root mod r and that (x —1)" = 2™ — 1

(mod n,x" —1). If (m,r) =1, then
" —1=(r—-1)° (modn,z" —1)
for some integer e.
Proof. Write m = n/ (mod r). Then
xm—lzx”f—lz(x—l)”f.
L

Consider the cyclotomic field of rth roots of unity Q(¢), where ( is a primitive rth
root of unity. The cyclotomic units are generated by the quotients (¢* —1)/(¢ — 1)
with (a,r) = 1. The index of these units in the full group of units of the ring Z[(] is
the class number of the real subfield Q(¢ +¢™!). This class number tends to be rather
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small, so the cyclotomic units are of small index in the full group of units. Let p be
prime and let p be a prime ideal of Z[(] dividing p. The field Z[(]/p is isomorphic to
F,[z]/(p, h(x)), where h(x) is an irreducible factor mod p of ®,(z). Work on Artin’s
primitive root conjecture (see, for example, [21]) shows that the reduction mod p of
the group of units of Z[(] should often be quite large. In fact, it is conjectured to be
the full multiplicative group of Z[(]/p for a positive density of primes p. Since the
index of the cyclotomic units tends to be small, we expect that the cyclotomic units
also generate a large subgroup of the multiplicative group. Therefore, the polynomials
x™—1 should generate a large subgroup of I, [x]/(p, h(x)), so we expect that the group
G should be large for many p.

In the next section, we formulate a conjecture on cyclotomic polynomials (Conjec-
ture 5.2.8) that can be regarded as a way of producing a large number of polynomials
in G. In the case that n is a primitive root mod r, the following lemma shows that

the group obtained is contained in the group generated by =z — 1.

Lemma 5.2.6. If n is a primitive root mod r and (x —1)" = 2™ — 1 (mod n,z" — 1),

then

O, (r)e{(x—1)° : e€ Z} C F*

for (m,r) =1.

Proof. Since

O, () = [ [(z™/* = DM

dlm

where p(d) is the Mébius function, the previous lemma yields the result. O
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5.2.4 Cyclotomic polynomials

We conjecture that once equation (5.2.1) is verified with a = —1, the size of G is
larger than the upper bounds in Lemma 5.2.3 and 5.2.4. If the conjecture is true,

then n must be a prime when Algorithm 5.2.2 returns PRIME at the last line.

In particular, we have the mth cyclotomic polynomial ®,,(x) € G for all m > 0
with (m,r) = 1 as shown in Lemma 5.2.7. Since there are infinitely many distinct
®,,(z) in Z[z], some of them must be congruent to each other in F. We will show
that there exist r distinct ®,(x)’s in F' for ¢ prime (see Lemma 5.2.14). By Lemma
5.2.15, for primes p; and g1, ®,, (x) and ®,, (x) are distinct whenever p; # ¢; (mod 7).
Conjecture 5.2.8 suggests a generalized situation that ®,,...,, (x) and ..., (z) are dis-
tinct unless p; = ¢o(;) (mod r) for all 1 < < k and some permutation . Proposition

5.2.16 proves Conjecture 5.2.8 with k£ = 2.

Lemma 5.2.7. If (x —1)" = 2" — 1 (mod n,z" — 1), then for k > 1 with (k,r) =1,

Op(2)" = Pp(2")  (mod p, P,.(x)). (5.2.2)

Proof. We use induction. By the hypothesis, ®;(z) = x — 1 satisfies the conclusion
because p|n and @, (z) divides " — 1. Suppose @;(z)" = ®;(z") (mod p, ,(x)) for
1 <i <k with (i,7) = 1.

For k > 1 with (k,r) = 1, the congruence (z — 1)" = 2" — 1 (mod n,z" — 1)

implies that



Since p|n and ®,(x) divides " — 1,
(" —1D)"=(@")* -1 (mod p, ®,()).

By the identity TF — 1 = Hd‘k O4(T),

H Oy(x) | = H ®y(2")  (mod p, P,.(x)). (5.2.3)

d|k dk

For any proper divisor d’ of k, (d',r) = 1 and &y (x)" = ®g(z") (mod p, ,(x)) by
the induction assumption. Let g(x) = (®y (), ®,(z)) € Fylx]. If g(z) # 1, let a € F,
be a root of g(z). Then, a? =1 and o’ = 1. But (d',r) = 1 implies that a = 1.
However, ®,(1) = >27_01 = r # 0 in F, since r,p are distinct primes. Therefore,

(P (z), Pr(x)) = 1. so equation 5.2.3 yields

Op(2)" = Py(2")  (mod p, &, (2)).

m
Conjecture 5.2.8. Let py,pa,--- ,pr be prime numbers that are distinct mod r and
none of them are congruent to —1,0,1 (mod r). Similarly, let qi,qs,- - , qx be primes

that are distinct mod r and none of them are congruent to —1,0,1 (mod r). Let h(z)

be an irreducible factor of ®,.(x) mod p. Then,
Dy popre () = Pygyeng () (mod p, h(z))
if and only if there is a permutation o of {1,2,...,k} such that
Pi = ¢os) (mod 7) fori=1,2,--- k.

One direction of this conjecture can be proved. In Section 5.2.6, we give evidence

for the other direction.
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Proof of “<=”. We prove a stronger version of the statement:
pi=¢q (modr) fori=1,2,--- k,
implies
Py () = Pyygp0q () (mod p, ().
We show it by induction. For £ = 1, the statement is true by Lemma 5.2.15. For

k > 1, suppose p; = ¢; (mod r) for i =1,2,--- k. By the induction assumption,

Dpipypps (Y) = Poygogr (y)  (mod p, ,.(y)).

Put y = 2P=. We have

P ) = Pgrgpg, (77F)  (mod p, .. (27%)).

P1p2-Pr—1 (z*)

Since ®,.(z) divides ®,.(zP*),

(I)P1P2"'Pk71 (xpk) = (I)Q1Q2"’Qk71 (ka> (mOd b, CI%(I))

We claim that ®,,,,..,,_,(z) and @, (z) are relatively prime mod p. To see this, let
a € E be a common root mod p of the two polynomials. Then aPP2 " Pk-1 =1 = ",
so « = 1. But ®,.(1) = r # 0 (mod p). Therefore, the two polynomials have no
common root mod p, which proves the claim. So ®,,,,..,, () is a unit mod &, (z).
Finally,

Dy Pk
(I)p1p2'“pk(x) = £1p2 pk_l(x )

P1P2Pr—1 ()
Dyygaqes (zP*)

P (m)
DQyg0--qp (z%)

q)q1q2~~~qk71(x)

(mod p, @, ()

(mod p, @, ()

= Ppgpa ().
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In Conjecture 5.2.8, we require p;,¢; = —1,0,1 (mod r) for i = 1,2,--- |k, oth-
erwise, the conjecture is obviously false. For any prime ¢, if ¢ = 0 (mod r), then
g=rand ®,(r) =0 (mod ®,(x)) is not a unit. If g =1 (mod r), we have ¢ ,(z) =1
(mod @,(x)), which is the multiplicative identity. Then, ®,,,(z) =1 (mod ®,(z)) for
any integer m > 0. If ¢ = —1 (mod r), then ®,(z) = —z~! (mod ®,(z)). The sub-
group of F'* generated by —z~! has only 2r elements, where F' = (Z/pZ)[z]/(h(z)).

We have @,,,, (2) = Py, (7) (mod ®,.(z)) for some' m; = my (mod 2r).

5.2.5 Lower bound for |G|

Assuming Conjecture 5.2.8 is true, we establish a lower bound for |G| in Lemma 5.2.10
that implies the correctness of Algorithm 5.2.2. See Theorem 5.2.11.

Recall the following.

Theorem 5.2.9. (Stirling’s approximation) For N > 0,

=

V2N (—)Vel /12N < NI < QWN(E)NGU(HN).
(& €

Lemma 5.2.10. If Conjecture 5.2.8 is true, then |G| > ﬁf/—;

Proof. If r <5, then ﬁf/—; < 2 < |G| since G has as least two elements, z and = — 1.

Suppose r > 5, i.e. r > 7. If Conjecture 5.2.8 is true, there are (Tf) distinct

D@ py-p () in G by Lemma 5.2.7 and Dirichlet’s Theorem (Theorem 5.2.13). Consider

'For example, let m; and ms be distinct primes such that m; = ms = m (mod 2r) with m #

—1,0,1 (mod 7).
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k= % By Theorem 5.2.9,

— 3 r=a)r— T —
(r —3)! - ( 63) Bel/(12r=35) /or(r — 3)
r—3)/2)!)2 — )’
((( )/ )) ((2_63)(7’—3)/261/(61“—18) 27T(73)>
2" 1
= —6127“735 3r—9
327 (r — 3)

11
e~ 1z 27

> N —
V321 T
- 1 2"
11
Therefore, |G| > ((ri;?/2) > ﬁ\z/—}, as required. [

Theorem 5.2.11. If Conjecture 5.2.8 is true, then Algorithm 5.2.2 returns PRIME

at the last line only if n is a prime.

Proof. 1f algorithm 5.2.2 returns PRIME at the last line, then r is an odd prime,
n is not a nontrivial power of a prime, n > ny = 8 x 10°, and ord,(n) = r — 1 >
log? n. Moreover, all prime divisors of n are greater than r, and (z — 1)* = 2" — 1
(mod n,z" — 1).

Suppose ord,(n) > v/t > /384. Let ¢ = (log”>n)/r > 1 and let

TL2/5 n(cf\/E) logn
f(C, n) = 1 < ) :
ogn Ve

Note that % is increasing for n > v/32. So f(c,n) is increasing in n for n > /32

(c—+/c)logn . . . .
and ¢ > 1. The term % is increasing in ¢ for ¢ > 1.

For n > 392 and ¢ > ¢y = 1.084,

n2/5 <n(c\/5) logn

NG ) = f(e,n) > f(co,384) > 11,

logn

which implies that

r !
12N s ey
11r 11 \clogn
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If 1 <c¢<cyand n > ng, then % > 11,/cq for n > ny and

L2 1 nv"
11/r = 11 \\/cologn

If n is not a power of p, then Lemma 5.2.4 and Lemma 5.2.10 together imply that

> > nﬁ_g.

Vi3 > |G| > n*/ﬁ_%,

which is a contradiction. Since the algorithm removes nontrivial powers of primes,
we must have that n is a prime.

Now suppose that ord,(n) < v/t. Then, r >t > (ord, n)2 > log* n. We have

1 9r 1 log ny/T
LR

— 2 >
11 r — 11 Jr
for n > 5 and r > 3, which includes all possible values of n and r. By Lemma 5.2.3

and Lemma 5.2.10, n is a prime. 0

Note that it is possible to minimize the value of ny by manipulating the parameters
in the proof of Theorem 5.2.11. However, such minimization is unnecessary for any

practical use of Algorithm 5.2.2 because ng = 8 x 10° is small enough for running an

O(y/n) algorithm.

5.2.6 Evidence for Conjecture 5.2.8

In this section, we give evidence for Conjecture 5.2.8. In particular, we prove it for
k = 1,2. Recall that p and r are primes as in Conjecture 5.2.8.

Lemma 5.2.12. For any positive integer M,

M-1
=0 (mod p, ®,(z)) = M =0 (modr).
k=0
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Proof. Let m = M (mod r) with 0 < m < r. Then,

M-1
Z =0 (mod p, ®,.(z))
k=0
m—1

= =0 (mod p, @, (z))
k=0

— m =0

!
=

=0 (mod )

The following result is well known.

Theorem 5.2.13. (Dirichlet’s theorem) Let a,d be two positive coprime integers

Then, there are infinitely many primes congruent to a mod d.

Lemma 5.2.14. For any positive integer N with (N,r) = 1, there exist infinitely

many primes q such that

z®  (mod p, ®,.(z)).

Proof. Given N > 0 and (N,r) = 1, by Theorem 5.2.13 there exists a prime ¢ with

¢ =N (mod r). By Lemma 5.2.12,

Proposition 5.2.15.

©p, (1) = @4 (2)  (mod p, ®p(2)) < pr=q (modr),

where py,qy are primes.
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Proof. 1f p1 = q1, the proposition is trivially true.

Without loss of generality, suppose p; < ¢;. Then,

©p, (2) = 0y, (7) (mod p, ©,(x))

p1—1 a—1
= Z R 2" (mod p, @, (7))

k=0 k=0

q1—p1—1
= =0 (mod p, @, (7))
k=0
= Mm=aq (mod 1),
by Lemma 5.2.12. O

Proposition 5.2.16. Let py,p2, q1, g2 be primes with py, ps distinct mod r, and with

¢1, g2 distinct mod r. Moreover, assume that p; 1 (mod r) for i =1,2. Then,

D)o () = @y () (mod p, @,.(z)) (5.2.4)
implies

p1=¢q; (modr) and p2=¢q; (modr),

where {i,7} = {1, 2}.
Proof. Case 1: Suppose that all pi, po, q1, g2 are distinct mod r. Then, r is at least
7. For primes py # qo, Ppyg(T) = % Therefore, ®,,,,(x) = @44, (7)
(mod p, @,.(z)) implies

(LCplpz _ 1)(33 _ 1) _ (l-qun _ 1)(1. _ 1) - N
(o~ —1) (e~ e —1) MRS

Multiply both sides by the denominators:

(mplm _ 1)<xq1 _ 1)(Iq2 _ 1) = (ZEQ1Q2 _ 1)(x1)1 — 1)(xp2 — 1) (mod D, q%(l‘)).

(5.2.5)
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If p1p2 = q1g2 (mod r), congruence (5.2.5) becomes

(= 1D)(z®2 —-1) = (2 —=1)(z” —1) (mod p, P,(x)),

pUHa Pl P2 = pPitP2 | oa@1 0o (mod p, ®,.(z)).

Note that p; + ps Z ¢1 + ¢2 (mod 7). Otherwise, p1,ps,q1,qo are distinct roots of
T? — (p1 + p2)T + pipo in F,, which is a contradiction. Then, z77% + Pt + zP2
(mod p,z" — 1) and 2P P2 4 2% + 2% (mod p,z" — 1) are polynomials with different
degrees since the three terms 7%, xP1 xP2 are not congruent to any of xzP1 P2 za

x?. Therefore, since ®,.(z) = (z" — 1)/(x — 1),

xé]lthIz 4 Pt 4 P2 7—é xp1+p2 4?4 g (mod P, " — 1)
phitaz _ pp1tpe D — pPr 92 _ P2
= mod p, P,.(x
r—1 7 r—1 * r—1 ( P, &r(@))
— it 4 Pt 4 P2 5_,5 P1tp2 + 0 4 g (mod P, (I)T(LU))

This contradiction implies that p1ps # ¢1g2 (mod 7).
Expanding the terms in congruence (5.2.5), we have
xp1p2+q1+qz _ xp1p2+th _ xp1p2+QQ _ $Q1+<12 + P1P2 + 2 + % 1

= xqwz-i-pl-‘rpz _ xqu}rﬁ-pl _ $Q1QQ+p2 _ mp1+p2 + 1122 + Pt + P2 ]

(mod p, ®,.(z))

Let f(:E) — mp1p2+q1+q2+mq1%+p1 +xq1qz+p2 +xp1+p2+xp1p2+xq1 +xq2,

g(x) — xQ1Q2+P1+P2+xP1P2+tI1 _|_IP1P2+Q2+1:¢I1+112+$!11!12 +IP1 _|_x}72'

As before, we first show that f(x) # g(z) (mod p,2” — 1). Since xz — 1 divides
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f(z) — g(z), we must have f(zx) # g(z) (mod p, ®,(x)). As a result, congruence
(5.2.5) leads to a contradiction.

The sum of the coefficients in f(z) (mod 2" — 1) is exactly 7. There are only 7
terms in f(z). Since each power of z is congruent mod " — 1 to a power z’ with
0 <j <r, wesee that f(z) is congruent mod 2" — 1 to a sum of seven not necessarily
distinct such powers z7. Since p > r > 7, these cannot cancel each other mod p. A
similar result holds for g(x). If f(x) = g(z) (mod p, 2" — 1), then 22 is congruent to
some term in f(z). The only possibilities are xP1P2T0+4%2 and x7+P1 Similarly, 2P
must be congruent to pP1P2 a2 op pNne2tr2,

It

p2 = qige + 1 (mod 1), (5.2.6)

then p; Z q1g2 + p2 (mod r); otherwise, ps — p1 = ¢1g2 = p1 — p2 (mod r), which is
impossible. Therefore, p; = p1p2 + ¢1 + g2 (mod r). Then, using these congruences

for p; and ps, we obtain

xqmz-l-pz _|_xp1+p2 4 gPP2 0t @2

= xQ1QQ+p1+p2 + xp1p2+th + xp1p2+QQ + xq1+q2 + 192 (mod P, " — 1)

The only possible term in the left-hand side congruent to z#% is zP**P2, But con-
gruence (5.2.6) implies ¢1g2 = po — p1 (mod r). So q1q2 # p1 + p2 (mod r). Hence,
f(x) # g(x) (mod p, 2" —1).

If po = p1pa+q1 + g2 (mod 1), then p; = ¢q1g2 + p2 (mod 7). The case is the same
as before by switching the roles of p; and ps.
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Case 2: Suppose that some p; is congruent to some ¢; mod r. we may assume that
p1 = ¢ = m (mod r) for some 1 < m < r. Note that m # 1 by assumption. By

Lemma 5.2.15, ®,, (2) = ®,,(z) = S, «* (mod p, ®,(x)). Therefore,

(I)P1P2 (77) = (I)q1q2 <I> (mOd p,x" — 1)
= Dy, (2) Py, () = Py, (2) Py g, () (mod p,z" — 1)
= (I)Pl ($p2) = (I)lh (qu) (HlOd b, " — 1)
m—1 m—1
— e e (mod p,z" — 1)
k=1 k=1

Let M = {1,2,---,m—1}. We see that ppM = ¢ M as subsets of Z/rZ. Let
a = pag; " (mod 7). Then multiplication by @ (mod r) is a permutation of M. By

Lemma 5.2.17 below, a = 1. Therefore, p; = ¢» (mod 7). O

Lemma 5.2.17. Let ¢ be a prime and let 1 < m < q. Let M = {1,2,--- ;m — 1}.

Suppose 0 < a < q and aM = M inF,. Then, a =1.

Proof. If a = 0, then aM = {0} # M, so we may assume that a > 1. For any
1 < a < ¢, multiplication by a (mod ¢) is a permutation of {1,2,--- ¢—1}. If
aM = M, multiplication by a (mod ¢) is also a permutation of M. As a consequence,
multiplication by a (mod ¢) also permutes M def {m,---,q—1}. Both M and M
are not empty since 1 < m < q.

Suppose a # 1. Let ¢ = ua+v, where the quotient u = |g/a] > 1 and the remain-
der v = ¢ — ua < a < wa. This implies ua > ¢q/2. We claim that {1,2,--- jua} C M
and {g—1,¢—2,---,q—wua} C M. Then, |[M|+ |M| > g, which leads to a contra-
diction.
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We show by induction that Ay def {1,2,--- ;ak} € M for 1 < k < u. Note that

Ay, is a set of exactly ak elements in F, because ak < au < ¢q. Since 1 € M, we have
a-1¢€ M. Therefore, 1 <a<m—1,s0 Ay C M. Assume A,_; C M for k > 1. We
have k € Aj_1 because k < 2(k—1) < a(k—1). Then, ak € aM = M, which implies
A C M.

The statement {g —1,¢ —2,--- ,q —ak} € M can be shown by a similar argu-

ment, beginning with ¢ — 1 € M. O]
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