On Fault Management using Passive Testing
for Mobile IPv6 Networks

Raymond E. Miller

Department of Computer Science

University of Maryland,
College Park, MD 20742
miller@cs.umd.edu

Abstract

In this paper, we employ the Communicating finite tte
machine (CFSM) model for networks to investigate falt
management using passive testing. First, we introde the
concept of passive testing. Then, we introduce theFSM model
and the observer model with necessary assumptionsna
justification. We introduce the fault model and the fault
detection algorithm using passive testing. We presemur new
passive testing approach for fault location, faultidentification,
and fault coverage based on the CFSM model. Examleare
given for each fault management function to illustate our
approach. Then, we illustrate the effectiveness obur new
technique through simulation of a practical protocd example, a
4-node mobile Ipv6 network. Finally future extensims and
potential trends are discussed.

I. INTRODUCTION

Due to the rapid growth in Telecommunication neksor
and the fast evolution in technology, the need domore
efficient and effective network management approa
becomes more urgent. The International Stand
Organization (ISO) has defined network managemanthie
Open System Interconnection (OSI) seven-layer madel
terms of five functional areas: fault
configuration management, accounting

performance management, and security managementA14
considerable effort has been made to standardihgorie

management protocols and develop network managem
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commonly used approach for fault management isvecti
testing, which gathers information actively. By tigely” we
mean injecting test messages into the network tb iai
finding network faults. In addition to active tewjichecking
for dead links and nodes, active testing has teglas in
common with conformance testing of protocols.
Conformance testing is used to test protocols in#-Ito
insure that a protocol implementation conforms te i
specification. Test sequences are generated from
specification. These input sequences are appliecthé
implementation to see whether the produced outpgiience
matches the expected one given by the specification
contrast, fault management for networks takes phdte the
network is in use. Because of this, it is desiratolekeep
testing traffic overhead to a minimum. Passiveingssimply
observes the normal traffic of the network, with@atding
any test messages. Thus using passive testing esnabl
examining the input-output behavior without forcirige
network to any test input sequences. As will beuised
re, quite a bit of fault management can be actishgul

ing passive testing.

Fault management usually covers the following afspec
tection, location, identification, coverage aratrection.

th

de

managementyp . main objective of this research is to see hawhrfault
manageme

rPﬁanagement information we can obtain using pagsisting
only. The simplest approaches to passive testiegausSM
specification to model the behavior of the netwdskven an

lementation of the network under test, it isweel as a

systems, such as the Simple Network Managemenbdiot black box where onl : P
: y the input-output behaviorhservable.
(SNMP) and the Common Management Information PmtocThe problem is to determine whether the behaviothef

(CMIP) [13]. However, there is much to be done talga
formally specifying problems in network managemeand
developing formal techniques to solve these proble@ur
work models the network using the formal approacbks
Finite State Machine (FSM) as is done in [1] andCBEM as
in [8][8]. We illustrate our techniques by applyitltem to a
4-node mobile IPv6 network.

The work presented here focuses on one criticaitiomal
area of network management; namely fault managem
There are two approaches to test a network fort fa
management: active testing and passive testing. nmbst

implementation conforms to the behavior of the gmation.
If it does not conform, this implies the existerndea fault.

Lee et al [1] apply passive testing on a FSM madehe
network for fault detection. Their paper demonsisat
effective fault detection capabilities of passiesting based
on observation of the input/output sequence of the
implementation. However, due to the limitation bé tsingle
FSM model, no fault isolation or fault location wagssible.

[8][8] Miller presents a variant of the CFSM n®do

e
"ﬂ.:)ecify a network. Using this model he showed g@he

fault location information could be deduced. Millend



Arisha [2][3] demonstrated that better fault looatiis extended from input symbols to strings as wellrtBtg from
possible. As noted above, using passive testinglei®ct initial states, an input sequence = agay,...,& takes the
faults eliminates testing overhead normally encews®t by machine successively to stags= J (s, &), i=0,1,...,k with
other methods that inject special test messages @t the final stateXs, X) = S.1, and produces an output sequence
network. Of course fault detection is not suffitie@nce a y=)(s), x)=h,...,h, whereb=A(s,a), i=0,1,...,k

fault is detected, other remedial steps are reduite  AssumptionsWe assume that if a fault occurs, only one
eliminate the fault. Fault location h9|p5 by |Sﬂ1gt the fault occurs during a test cycle. We also assuna¢ thur
corrective actions to only a portion of the netwoilus, FSMs are deterministic. For all unspecified inpansitions,
additional fault location capability by passivetieg would 5 fault should be detected. So all unspecifiedsttims will

be very useful if faults could be isolated to eseraller |ead to an implicitly defined additional fault staith a new
regions. Additionally, if the exact fault that ocred could be  output called “f to indicate “fault.” This faulttate is not an
limited to a small set of possibilities, this woufdrther <griginal state” in the specification; it is usedly to allow us
simplify the corrective activities. This greateuffalocation to assume that the machines are completely specifier

and identification capability by passive testing isnore detail about justification of these assumptiaefer to
demonstrated here for the IPv6 protocol. [1][2][41[8].

We describe the CFSM based specification model, the
observer model, and the fault model in section thsfpaper g The CESM Model
with necessary assumptions. In section 3, we inted brief
description of the fault detection algorithm usipgssive  oyr model is based on the node model of DFSM as
testing. Section 4 presents the results of fauation. In  gescriped above. Representing a huge network bipgles
section 5, we describe our work of fault identifioa for the  prEsM would result in a very large machine, wheresisg a
single FSM model and the CFSM model as well. Sacio  machine for each node provides a distributed reptasion
provides an overview of the fault coverage workhwén ith each machine being relatively simple. So, Wwease to
example. Section 7 presents experiments modelind afropose a variant of the Communicating Finite State

simulation of the Ipv6 protocol for a 4-node mobiletwork,  pachines (CFSM), where the network is modeled asteaf
as well as simulation results to demonstrate tfec&feness machines, one for each node of the network, witanokls

of our approach. Finally, conclusions and possixnsions connecting these nodes [15]. This variant usesMealy

are discussed in section 8. model formulation rather than the send/receive linheof
transitions which is used in the original CFSM mipdeat is,
II. THE MODEL here we have input/output labeling on transitions.

. . . A CFSM consists of a set of machinks and a set of
In this section we introduce the CFSM model fowwk ~hannelc. We specify our networki=(M, C), where

specification and the observer model. First, thé¢/R&sed = {my,My,...,m} is a finite set of machines, an@={C;: ]
model is presented as a description of the singiden <r [Ji #j} is a finite set of channels,

structure of the CFSM, together with associatediragsions
and justifications for the model. Then, the CFSMdeilois
introduced. Finally the observer model is descrilweith
assumptions for the whole model.

For m [J M, we define the deterministic finite state
machine (DFSM) m as a six-tuplei=(l, O, S, § 9, 1),
as defined in section 2.1.

+ EachC; [JC represents a communication channel from
m to m. It behaves as a FIFO queue with taking
inputs from the head of the queue andlacing outputs
into the tail of this queue for messages producgednb
that are intended fom.

According to our completeness assumption, we are
assuming that the implementation machine has asiti@m
from every state for every input symhadl/I. We define also
a set of fault stateg§F'} where eachF' defines for each

A. The Node Model

A single node is modeled as a deterministic firgtate
machine (DFSMM. M is a six-tuple:
e M=(,0,S,s J A) where:
¢« 1, O, and S are finite non-empty sets of input symbols
output symbols, and states respectively.

*  Sisadesignated initial state. . machinem a common destination state for each additional
* 4 SxI3Sisthe state transition function; transition (whose output labeKf’ }). More detail about the
* A:SxI 2 Ois the output function. completeness assumption implementation can be fonnd

« When the machine is in stadén S and receives an input [2]3].
ain |, it moves to the next state specified d§g, a)and

produces an output given Bys, a). C. The Observer
We denote the number of states, inputs, and outputs=
IS|, p = [Il, and g = |O|respectively. Also the definition for  Each observer will be placed at a certain nodehim t

the transition functiond and the output functiold can be network. LetA represent a machine specification at a node



where the observer is placed. The observer is axbum The detailed algorithm that describes the abovequtore
know the structure o4, so it can trace the input/output tupless in [1]. An example of a FSM model and the pass@asting
observed with the specified state transitionsAof For the fault detection algorithm is shown in Figure 1, wdeis the
implementation machinB the observer sees the input/outpubbserved input/output sequence.

behavior of the FSM representing this node as ekbiex,
and the observer compai®'s input/output sequence with the
specified sequence &f

AssumptionsWe assume that the network topology of the : ®
implementation is the same as the specificationemimore e’
than one node of the network has an observer, sussthat e P
there is some way to gather the information froreséh 2 EES@—W—W—{%—W—N
observers for fault analysis. The node is viewed ddack ol A X
box FSM for the observer. For more detail aboutifjaation S

. S5 X

of these assumptions, refer to [2][3][6]. Fia. 1. FSM example for the specification
D. The Fault Model Iv. FAULT LOCATION

Due to our assumptions of the CFSM model used in Referring to the fault location work on the two-eoahodel
passive testing, the three types of faults that eee done by Miller [8][8], the detected fault can beaddcterized
investigate, in terms of the CFSM specificatior: ar with respect to its location in the network asdulk:

Output Fault: This occurs when a transition has the sanype A fault: ol £ O of m; > the fault is inm,.
head and tail states and the same input as inptigfigation  Type B, fault: ol = f*2 7 no s 7L hasA(s!, i})=f** =
FSM, but the output is altered. the fault is inmy.

Tail State Fault:This occurs when a transition has therype B, fault: ol = f? 7 Os' 7L% hasA(s!, i)=f*? = the
same head state and input/output symbols as sgaclfiut fault is inm, or outsidem,.

the tail state is altered. Type B fault: ol 70" [ ol #f*? > the fault is inm,.
Channel Fault: This occurs when a channel corrupts "’Type Gfault: il 71 7t #© = the fault is outsiden,.
message (i.e. an input and/or output symbol) Type G fault: i,t 718 7 i, = £ > the fault is inm, or
. outsidem,.
Assumptions: , Fault type B is first appended to the fault characterization
*  Only a single fault exists on the network. ~in [2][3]. More elaboration to generalize the faldcation
*+ Faults in the nodes are persistent, while faultshie \york is given in [2][3]. From this work, analysi®me at the
channels are non-persistent. observer can be viewed as a node cut through a reetyvork
splitting the network into three parts: The cut ahd two
I FAULT DETECTION sides of the cut. To get finer location we can @bers

. . . multiple node-cuts such that these cuts, togetbesate
Passive testing fault detection for a network usiregFSM relatively small regions for the network. Using ofault

model was first developed in [1]. the fault detesti |ocation capabiliies through each cut, we will able to
capability of passive testing can be summarizefolasvs: locate a fault to a smaller region as follows.

As an input/output sequence of the implementati@thine

B is observed it is compared with the expected biehaf

the specification FSMA. B is considered “faulty” if its
behavior isdifferentthan that ofA. That is, there is no state
in A that would display the observed input/output segae
The procedure for detecting this is to first staut with the
setL? consisting of all states @ since we do not know what
state A is supposedly in at the start of the observed
input/output sequence. Then with the first observed Fig. 2. A multiple-node-cut example

input/outputi,/o, we compute a new set of state§ the  From this point of view, we show how we can obtaiore
successor states ok from states inL”. This Process is jnformation regarding fault location. Taking into
continued for eacli/o; to produce arn’ set fromL™. If at  consideration our assumption that there is a deabserver
some point! becomes a singleton set then the sequence up0 \which other local observers can report. For #beve
this point is called gassive homing sequendé at some  figyre, the node cut passing through ABC can have 3
pointk L becomes empty, we know tHts faulty since no gpservers, one at each node over this node cutoBining
stateA could produce this observed input/output sequence. the fault location that is reported from each obserwe can




determine whether the fault is located to the deftight side
of that node cut. If we look at the other node passing
through EBF which can also have 3 observers, oneael
node of this node cut, we determine whether thdt fisu
above or below that node cut. If we combine theation
information from both these edges, we can isolateg&on of
the network where the fault resides. This leadsmiore
precision in the fault location approach. Subset|etive
testing can be applied to the isolated region terd@ne what
fault occurred in that region of the network.

V. FAULT IDENTIFICATION

This section covers the fault identification apmio#or the
single FSM model as described in [4][5][6]. Then, i
describes how to generalize it to the new faulhiilieation
technique for the CFSM model. It also gives illasire
examples demonstrating the proposed technique Znae
model.

A. Fault Identification for the single FSM model

In section 3 we discussed how we obtained the seguef
sets L% LY, ..., U, U from the observed input/output
sequence. Now, let us assume we have an obser
input/output sequenceéi/o;, i)/0,,...k /01, I/Ox and the
resulting sequence of sdt§ L, ..., I*, L“ whereL*=gand
L*'Zp. That is, at steR we have just detected that a fault ha
occurred. We will call this process “forward tracghce it
can be computed step-by-step as each input/outpiutip
observed. Now, for fault identification purposes amalyze
this input/output sequence, in terms of the speatifbn, by
another process that we call the “backward traiefyroduce
a second sequence of sets of states.

We let(LYR be the set of all states Af

In a backward manner we form set)® from U)® as

follows: (L'M)® contains all states that are head states

transitions with input/outpul/o; with tail states being
members ofl()*.

1) Output Fault identification:

Theorem 1if L' has a stats, that undeiij,; has an output

# 041 and U*R hasd(s,, i) as an element, then the output'f

faults, 27 (ij1/01) 2 XSy ij+1) could have occurred.

Proof: is given in [4][5].

2) Tail State Fault Identification:

Theorem 2:If L' has a states, with transition s,
O(ijlon) > s and there is as in (U™)Y , thens,
[ (ij11/041) 2 5 is a tail state fault that could have occurred.

Proof: is given in [4][5].

Example

Using the same FSM specification as shown in figynere
assume an observed input/output sequer@@; /0, 0/0,
0/0, 1/1, 0Q. The forward and backward traces are shown in
figure 3 along with “crossovers” shown by dottetbars.

\}gat could possibly occur,

S

N
x s, s,
)
\ X *)‘54/
B L
X——>5;

Fig. 3. Example of the Fault Identification

The seven “crossovers” arrows above are applicatain
theorems 2 and 3 as described below:

Applying theorem 2 we see that this crossover dema
output fault of transitionss /7(0/f)=2 F changing toss
[J(0/0)>F.

Applying theorem 3 we see that this crossover depail-
state faults of the following transitions:

s, [J(1/1)2 s changing tos, 7 (1/1) 2 s;.

s, 7 (1/1)2 s changing tas, 7 (1/1)2 s,

s, 7 (1/1)2 s changing tos, 7 (1/1) 2 ss.

s, 7 (1/1)2 s changing tes, 7 (1/1) 2 s,

s4 [7(0/0)=2 s, changing tas, [7(0/0)2 s,.

s4 [7(0/0)=2 s, changing tces, [7(0/0)2 s3

s4 [7(0/0)=2> s, changing tas, [7(0/0)2 s,

This example should provide insight over how sirfglats
and would cause the
Implementation to produce that observed input/autpu
sequence, can be found using the forward and badkwa
traces along with crossovers. The algorithm is:thus
Forward/Backward Crossover Algorithm

Do the forward trace analysis for the observed

inkput/output sequence, lettingbe the leask such that

L'=¢

Do the backward trace analysis for the observed

input/output sequence. Note: This can only be duter

the complete input/output sequence has occurred.

Add crossover arrows by applying theorems 2 and 3.
ofOutput faults (theorem 1) can arise in this analysbm
states, that under some observed input/output havaext
state (i.e. an X) in the forward trace analysisolm example
we found two such cases where the current tai tat the
transition appeared in the backward analysis anthe step
in the input/output sequence. On the other hantl,state
aults (Theorem 2) can arise from states in thevdod trace
analysis that have next states in the forward fragewhose
faulty next states appear in the next step of taekward
analysis. More detail about fault identificatiorchaique is
given in [4][5].

Notice that in figure 3 as described below the wmnrtal
line, the Tail-state fault § /7(0/0)= s, changing tos,
[7(0/0)=> s} is undetected by the Forward-Backward-
Crossover technique. This type of fault is callédezurrent”
fault. Extensions to our fault identification teadume to detect
such recurrent faults are described in [4].

B. Fault Identification for the CFSM model



For simplicity, we start with a two-node CFSM modsal
illustrated in the figure below. An observer is dted at
machinem.

Cy Ci,

Figure 4: A two-node model

Fault Identification in mxIf by using the results of the
above characterization, the fault is determinebe@f typeA
or B, where the fault is located imy, then the fault
identification procedure for single FSM model oncmae
my, as described in 4.1 provides the result. Thisyarsawill
lead to potential output faults and/or tail-stadeilfs in m,.
For other types of faults -namely faults of tygg C, andC,,
the fault can be located outside. A further analysis is
needed for maching, and both channelS;, andC,;.

Fault Identification in m@ For machinem,, we need to
extract its expected input/output sequence from

For the symbol,-1 over the channel,,, i.e. input tom,, we
check whether this symbgt can be a result of alteration of
an original symbob;,* coming fromm, due to a fault irC,;,
provided that this alteration will cause the sanmseoved
input/output sub-sequene®={ i}/ 0| tj,...,k} to occur.

For the symbob,»1 over the channeC,,, i.e. output from
m;, we check whether this symbo]l can experience an
alteration to some other symbi@zl received bym,, due to a
fault in Cy,, provided that this alteration will cause the same
observed input/output sub-sequene® ={ i / o |
t=j+1,...,k} to occur.

Notice that we always keep as a reference the whbddn,
side) input/output symbols and try to assume ditarato
occur during transmission over the channels.

VL. FAULT COVERAGE

This section gives an overview of the fault coveragrk.

tHeuring the fault identification description, it idustrated

input/output sequence observedrat Since we are assuming how we collect information needed for the fault emage
only one single fault in the system, and sincehia phase we computation. So, it covers the fault coverage psder a
are analyzing potential faults im,, machinem, and both single node. It also gives an illustrative exanmplapply the
channelsC;, and C,; are assumed to be fault free. If weproposed technique. Finally, we introduce how toegalize
denote the observed input/output sequenae,ase'=i,/o,, our fault coverage functionality to the CFSM model.
i/0,,..., ka/Ok.1, IOk, then the expected input/output sequence

of machinem, should be?=0, /i,, Ofis, ..., Qlik1, Ocilix.

ijo 1o, ifo; ifo, /02 T /Qcq 10
— —

This can be expressed asel&{ i;'/ o' | j=1,...,k} then
€={i;?/ 0’| j=1,... k-1 and;f=0;" and ¢’=ij;;" }. Now, we
have the expected input/output sequence at node
Applying the fault identification procedure for sgle FSM

A. Fault Coverage for the single FSM model

As a product of the fault identification, we carn peo sets
of faults: Set-1 and Set-Il. If any of the faulté ®et-I occurs,
they could produce the observed input/output secpiefithe
implementation. The faults of Set-Il are known mwthave
occurred since they would have produced a diffeceput
sequence than observed, for the observed inputesegu

model on machinan, only, as described in 4.1, leads toExtending the Forward/Backward Crossover Algoritaach

potential output faults and/or tail-state faults.@urse, this
assumed that the fault wasrm and it could have been @y,

that, during this trace, after passive homing ogcwe can
identify potential set-1l faults, which are knowwtnto have

or C,, instead. Thus we have to look at these possésliti occurred. These potential set-Il faults can be adrgpas all

also.

Fault Identification in channels & and G;:To analyze
potential faults in the channels, according to shgle fault
assumption, both nodes are assumed fault freeni®mphase
of the analysis. Our approach here is to use theshftge
Sequence Chart (MSC) to illustrate the scenariothaf
exchanaed symbols over the channels.

Fig. 5. An example for MSC

The analysis goes in the backward direction, he.most
recent symbol first. The procedure -that is appliedeach
symbol- can be described as follows:

possible output and tail-state faults that canoglyced from
traversed transitions during the input/output obstons,
since these faults if they had occurred would hareeluced a
different output sequence.

For the transitions before passive homing, a ttiemsiis
considered traversed only after we make sure thets been
executed over all successful paths of transitiosnsmfL’ to
the homing state. So, we have to wait until thespas
homing occurs to check out the pre-homing transitido
decide whether to add them or not to the potergetl
faults.

At the end of the backward trace, we need to renfimra
the potential set-ll faults, any set-l fault that adetected
during the backward phase. Set-I faults are identifluring
the backward trace after the collection of the pig set-Il
faults in the forward trace. During the forward ceawe
cannot predict these set-| faults. After the backieace, we
remove any set-l faults that were collected in plogential
set-1l faults.



Fault coverage is defined as the percentage ofsfémlnd
by the test sequence observation versus the tataber of
faults. First we describe how to calculate theltotamber of
faults. Then, we show how to compute the fault cage
achieved by our observed input/output sequence.

The method used to determine the total numberwfsfan
each class is as follows:

For the total number of output faults, we consideery
transition in the specification FSM. To get an autfault we
have to alter its output to every possible outputisol other
than the output symbol in the transition. Repeatimg for
every transition leads to:

Total number of Output Faults = [transitiorg]y - 1)

For the total number of tail state faults, we cdasiagain
every transition and alter its tail state to evpogsible state
other than its original tail state. This leads to:

Total number of tail state faults = [transitiongh - 1)

Fault Coverage can be calculated as the perceofate
total number of identified faults (Set-1 + Set-Mgrsus the
total number of faults.

Example

The example below shows the application of the ritlym
to the FSM network model shown in Figure 1.

Assume the observed input/output sequence/i3; 0/0,

small as possible, since the smaller the numbeédettified
set-| faults, the smaller our uncertainty in polesfiaults to be
used in a later fault correction phase. While fet-Is and
total fault coverage, it is better to have themlage as
possible, since this indicates a minimum numbeheffaults
that are left undetected.

B. Fault Coverage for the CFSM model

For fault coverage to be generalized for CFSM model
based passive testing, we need to consider thecesowof
faults. These sources are the nodes and the clsaffielthe
nodes, since each is modeled as a FSM, we can &pply
fault coverage procedure as in 4.2 for each nodwigually
to get its own fault coverage. For channels, faolterage
cannot be realistic since according to our assumgtithe
faults in the channels are transient. So, a syrmhokmission
through one channel cannot exclude the possibitify
occurrence of a related fault for the same symbol
transmission later due to the transient nature aflt$.
Because of this the overall fault coverage is caeghas the
average of the fault coverage of each individuaeo

VII. EXPERIMENTS AND PRACTICAL EXAMPLES

1/1, 1/0, 0/0, 1/1and 1/0. Tracing the set of possible states 10 investigate the effectiveness of the passivintgbased

according to the observed i/o sequence, we gefotiveard
trace. Then starting from the last observed i/detupve can
produce another backward trace of possible stafée
forward and backward traces are shown in Fiaure 6.

0/0
s——>5

0/0 L 1/0 0/0 1 110

S——>S&—> S——>S5——>—X
S— S ’

%74% —X
S

s5—> X \
W'y 00 y 11 Y 10
X—> $§—>F—>S

X—>'%, X— S

X——>s
X—>s,
X—> S

Fig. 6. Example of Forward and backward traces

First, we use the forward phase to calculate piateset-1I
faults. Every transition visited in the forward deaimplies
that all associated faults (Output and Tail-Stdtaye been
considered, as shown in the table below. To caeutaese
associated potential set-1l faults:

Output faults for a given transition are all possib
alterations of the output symbol. Thus, the nunmifesutput
faults is (q — 1).

Tail-State faults of a given transition are evesgble
alteration of the tail (destination) state valuehu$, the
number of tail-state faults is (n — 1).

Output fault coverage = (set-I + set-ll)/total
= (1+4)/8 = 5/8 = 62.5%,
Tail State fault coverage = (set-I + set-ll)/total
= (4+12)/32 = 16/32 = 50%,

For more detail about fault coverage calculatiafer to

[71[8]. Notice, that it is desired to have set-ultacoverage as

fault management approach we have just discusseduio

CFM model; we model IPv6 mobility support with andde

CFSM model shown in figure 7, and simulate the ipass
testing techniques we have just described. Firstgive a

brief introduction for the mobility support of theternet

Protocol version 6 (Ipv6), then we discuss the CH&btlel,

the simulation and the results.

With recent advances in wireless communication
technology, mobile computing is an increasingly amant
area of research. A mobile system is one wherepengently
executing components may migrate through some space
during the course of the computation, and whereptitéern
of connectivity among the components changes asrtiore
in and out of proximity [10]. IETF made efforts to
standardize the introduction of the mobility to thrgernet
Protocol version 6 (IPv6) [11][12]. IP version 4sames that
a node’s IP address uniquely identifies the nogamt of
attachment to the Internet. Therefore, a node imeisocated
in the network indicated by its IP address to nezei
datagrams (connectionless packet data units) dutetd it;
otherwise, datagrams destined to the node would be
undeliverable. The alternative mechanisms, propdsedP
version 4, for a node to change its point of attaeht
without losing its ability to communicate are ungg@ble
due to the difficulties in maintaining higher-layennections
and server scaling problems. The IPv6 protocol iseav
scalable mechanism to accommodate node mobilithinvit
the Internet. Mobile IP introduces the following wne
functional entities:



1) Mobile Node:a host or router that changes its point of
attachment from one network or subnetwork to amothe
mobile node may change its location without chaggis IP
address.

2) Home Agenta router on a mobile node’s home network
which tunnels datagrams for delivery to the mohilede
when it is away from home, and maintains curregafion
information for the mobile node.

3) Foreign Agent:A router on a mobile node’s visited
network that provides routing services to the nehibde
when registered. The foreign agent de-tunnels aioveds
datagrams to the mobile node that were tunneledhiey
mobile node’s home agent. For datagrams sent bylzlen
node, the foreign agent may serve as a defaulterdiat
registered mobile nodes.

endpoint (either at a foreign agent or at the neohdde
itself), and finally delivered to the mobile node.

In the reverse direction, datagrams sent by theileob
node are generally delivered to their destinatisimg
standard IP routing mechanisms, not necessarilginpgs
through the home agent.

Mobile
Node A

Foreign
Agent

Fig. 7. Architecture of the model of IPv6 mobile network

The mobile node is given a permanent IP addres& on As shown in figure 7, our model has two mobile ro¢e

home network. When away from its home network, @€e andB) moving randomly between the two subnetworks. Each
of-address” is associated with the mobile node maidcts subnetwork has a mobility agent. We call the mobgigent
the mobile node’s current point of attachment. Thebile of mobile nodeA’s home network the “home agent”, while
node uses its home address as source address & allthe mobility agent of mobile nodB's home network the
datagrams that it sends. The following steps pevah “foreign agent”. The links connecting the mobiledes to the
outline of the operation of the mobile IP protocol: agents are wireless, while the link between the ilitpb

« Mobility agents (i.e. foreign agents and home ag)entagents may not be wireless. Using our CFSM model, w

advertise their presence via agent

advertisemeplace an observer at each of the mobile agentsurdig

messages. In the absence of agent advertisementd)lustrates the FSM representing the mobile agevttjle

mobile node may optionally solicit an
advertisement message from any locally attached
mobility agents through an agent solicitation mgssa
All mobility agents should respond to agent saditiin.

A mobile node receives these agent advertisements a
determines whether it is on its home network aoraifn
network.

* When the mobile node detects that it is locatedtsn
home network, it operates without mobility servicHs
returning to its home network from being registered
elsewhere, the mobile node de-registers with itsido
agent, through exchange of a Registration Requasbt a
Registration Reply with it.

* When a mobile node detects that it has moved to a
foreign network, it obtains a care-of-address om th
foreign network. The care-of-address can either be
determined from a foreign agent's advertisement (a
foreign agent care-of-address), or by some external
assignment mechanism such as the Dynamic Host
Configuration Protocol (DHCP) (a co-located care-of
address).

¢ The mobile node operating away from home then
registers its new care-of-address with its homentge

agentfigure 9 illustrates the FSM representing the nohibde.

(— —, DT/—, DT, —)
SL. Solicit — DT, —— —. D7)

HAJFA: Home/Foreign Host Advertisement

DQ/DP/IDN: De-R reQ

RQ/RPIRN: Registration vEQuevaesF’unse/dEN\;Fumez (MobileNode

DT: Data OtherHost, OtherNodg)

Fia. 8: The FSM representina the mobile aaent

SL: Solicit

HAIFA:  Home/Foreign Host Advertisement
DQ/DP/DN: D ion reQ
RQ/RP/RN: reQ

DT: Data

Fig. 9. The FSM representing the mobile node

through exchange of a Registration Request and P!acing the observer at the mobile agents (hqme and
Registration Reply message with it, possibly via foreign agents) we generate faults randomly anectrihem

foreign agent.
+ Its home agent intercepts Datagrams sent to thelenob’

node’s home address, tunneled by the home agehéeto

mobile node’s care-of-address, received at the eunn®

in the system. Random generation of faults choose:

Fault location: whether irhome agent, mobile agent,
mobile nodeA, and mobile nod8.

Fault time: when the fault is injected in the systdi.e.
at which step of the input/output sequence),



e Fault class: based of the fault characterizationtiored Histooram for Faulibocation

above,
+ Fault identity: if the fault is located inside nedét tells € oo

which transition and whether it is an output oi-ssate

fault. If the fault is in channels it tells how tegmbol is o

altered.

Time is measured in atomic steps, where one atetejeis

equivalent to the time it takes for a transitionb executed

. . . Fig. 11. Histogram for Fault Location Results
in one FSM (i.e. a node). The simulator reports finet g g

detection time, the fault location information, tiset of It can be seen that almost half the time, the faubcated
potential faults identified, and the fault coverage in just one entity (one node or one channel). Alizhfo of
The simulator functionality can be summarized dledes:  the time the fault is located in one node and ohét®
First, the simulator generates the fault randomby ehannels, and nearly 20% of the time the faulocated in 2
explained above, randomly selects a valid inpupout nodes with their connecting channel. With this obaton,
sequence, and injects the fault into the system. we can realize that the fault location can enhaheeactive
The forward trace analysis is then done assumiagttie corrective process in this 4-node network examipleduces
observers are at the mobile agents and computesethef the uncertainty about fault location from the whalketwork
possible states L{} for each observer until the fault is to only a few entities.
detected [' =¢} by at least one of the two observers.

Histogram for Average Count of Identified Faults

Using the fault characterization, we can get féadation
information. AN

Based on fault location, more analysis in faultakban is € oo -/ )
done to give the set of potential faults that carndentified in ‘
each of these locations. For the case of node sfaug s /;’“ \
complete the fault identification process by thecKveard 4 YN~
trace and recurrent fault procedure. For the casdhannels P PRSP PSP S S
we analyze the input/output sequence using the MSC
approach described above. Fault coverage informaitgo Fin. 12 Histoaram for Averane Number of identified Faults

computed during the forward and backward traces.

The simulator computes the following results: fault This diagram shows that the average number of iftht
detection time since injection, number of locatexlilty Potential faults mostly lies between 5 and 6 faulthe
entities, average count of identified faults. Aggree smaller the set of identified potential set of tauthe simpler
analysis, such as histograms and averages of thdksé for a later fault correction process. Thusshows how
parameters; are computed for the whole set of.tests efficient and effective the fault identificationqmess is, using

Running the experiment for 50,000 random faultedtgd OUr passive testing approach on the CFSM modeirder to
into the system and the fault management processiated, €valuate how much passive testing based fault ifttetion
the final results for fault detection, locationefdification and shrunk the set of potential faults, for this CFS\édel the
coverage are illustrated as follows. total number of possible faults is about 420. So,approach

reduces the fault space to 177¢¥ its original size, i.e. 98.6%
. ' S reduction in the possible number of faults that ldchave to
* 2V be inspected in a later fault correction process.

Total Fault Coverage vs Sequence Length

Frequency (%)

Detection Time s /
Fig. 10. Histogram for Fault Detection Time 3 -

Total Fault C
n
8

It can be seen that most of the detection timedbateeen .45 P A A A A

4 and 9. The passive testing based fault managesoestnot

take long to detect the fault once injected. Simee are

measuring here the detection time since fault tigac the

detection time since injection is almost independsithe ~ These graphs demonstrate that the fault coverageriaral

length of the observed input/output sequence. asymptotically approaches 100% coverage as theesequ
length increases. Also, for rather short sequeangths [4,

Fig. 13. Fault Coverage vs. Sequence Length



10], the fault coverage is around [20%, 65%], whiclvery
efficient with such short sequence lengths

Total Fault Coverage Histogram

Frequency (%)

DI T R R R S

Average Fault Coverage (%)

Figure 14: Histogram for Fault Coverage

It can be noticed from the above histogram is thast of
the average total fault coverage values lie betwiEs and
65%. So, even though we don't have control on theeoved
input/output sequence, we still can have reasongblyd
fault coverage.

VI CONCLUSIONS AND POSSIBLE EXTENSIONS

A. Conclusions

The set of identified possible faults can be deteeohafter
only a very modest number of steps once a faultinjasted,
and also that considerable reduction in the nurabpossible
faults giving rise to the observed input/output isate is
obtained by our approach. Thus, simplifying thedf@ing
tests aimed at uniquely identifying and correctimg fault. In
fact in some cases the passive testing identifiesunique
fault.

For fault coverage, good fault coverage can beeaeli in
general, although passive testing has no contrelr dkie
observed input/output sequence. Generally, faulteage
increases as the sequence length increases, shise t
potentially increases the number of visited traost.

B. Possible Extensions

There are a number of issues and problems that dwaul
investigated further. Some of these are brieflycassed in
what follows.

More than one fault: Multiple faults in the systesill
complicate the process of fault management.

How should a network be cut to provide best fault

In this paper we have shown how passive testingaonlocation?

practical example (IPv6 mobility support) can bedig fault
management for networks. Fault management inclizigs
detection, fault location, fault identification, @nfault
coverage. Previous work by Lee introduced faultedinn
based on passive testing for a single FSM modeérhaork
by Miller described how to extend the model to aS®F
model and how to add fault location capabilitiesdsh on
passive testing. Our contribution is to introduoe lhoth the

Non-determinism: This means that thesequence is not
necessarily monotonically non-increasing, i.e. @ymever
converge to a singleton set. However, whenevecdmnglition
L*= ¢ exists the same analysis can be applied.

Another issue is whether further passive testirgyohd
when a fault is detected, could be used to probietéer fault
identification and coverage.

Studying fault coverage for faults identified iretbhannels

FSM and the CFSM models an integrated fault managem can be revisited either with adding more assumptitor

solution based on passive observations. Passitiageould
be used first for fault detection, followed by faldcation to
determine a smaller region of the network contajnthe
fault. Then using fault identification to reducesthumber of
faults that could have caused a network implemiemtatio
display faulty behavior. Finally, fault coveragesués would
provide some assurances as to how “good” the tast ¥m
this section we summarize our conclusions and resnan
our contributions, first for the single FSM modebathen for
the CFSM model.

A mobile IPv6 network model was used to demonstitzte

faults in channels, or changing the way fault cager is
calculated to include these types of faults as.well

Another challenge is to see how the techniques tbae
been developed for passive testing might be appliethe
fault management systems of real network managetoelst
This somewhat formal approach and way of thinkiegnss
to be quite distant from the techniques currentbediin
actual network management systems.

One last major extension in our passive testing iaclude
the timing of faults as a new dimension to our nhode
Although the real-time dimension might appear ogtival to

effectiveness of the approach on a practical examplbur fault management work, it could still add raimess to

Extensive simulation was done for this example awany
simulation input/output sequences and many
injections of faults. This simulation demonstratieat:

For fault detection capability the results in seati7
demonstrate that the average time to detect a fautiur
experiment is quite low (between 4 and 9 stepsat T4y it
does not take long for passive testing to detdéatith

For fault location information, the results shovatttour
approach —in most of the cases- reduces the sesptilty
region. Thus, one obtains a reduction in the amofinvork
required for the active corrective phase.

our passive testing results. Real-time measuremémts

randopassive testing could provide “changes in perfolrean

rather than “faulty indication”. Along with our gsive
testing suite (fault detection, location, identfion and
coverage), this might enable one to decide whenvemetre
the performance flaw happens and provide some go@#o
take corrective actions.
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