
My background is in software development. I maintain and 

develop the software that picks up source material, runs it through 

a defined process with both automated and human tasks, and 

delivers it to its final destination including long-term tape archive 

storage and other storage if applicable. We refer to it as CTS or 

Content Transfer Services. I like to think of it as digital library 

repository services, or as the interface to our data center. Our 

data center at LC is a heterogeneous environment with several 

different operating systems, storage types, backup strategies, 

availability requirements, and capacities depending on the needs 

of the collection being stored. The inventory database has over 

3.7 petabytes of unique inventoried content, we have quality-

reviewed and accepted millions of images through the image 

quality review tool, and we’re currently adding 1-2 TB per day of 

new content.











Both preservation and security have to do with keeping 

collections safe. But unlike preservation, the study and practice of 

security assumes that your data or your business operations are 

under some kind of threat or attack. In these cases, we must ask 

ourselves: What’s the threat model? From what type of attack are 

you keeping the content safe?

You don’t have to be an expert in technology to think about the 

information security of your practices and systems. If you can ask 

yourself “What’s the threat model?” and have a reasonable 

conversation following, then you are making yourself more 

secure.

Awareness of potential risks and visibility into the status of the 

storage, systems, network and software that are responsible for 

handling collections are our best tools for ensuring security of 

digital collections.



When it comes to technology, security is one of those attributes 

that is sometimes, mistakenly, checked against a checklist one 

time and then forgotten. Rather, we should practice information 

security continuously. Indeed, security is one aspect of 

technology quality, just like reliability, availability, and usability 

and it should be woven into any good solution. From there, as we 

develop and use technology solutions for our digital collections, 

our awareness of potential risks and visibility into status of 

everything should be always increasing.





To me, all three of these rows represent security & preservation. 

The bottom row may be better off named something like 

“Information Secrecy” or something like that. Privacy of data, or 

keeping stuff secret, and the ability to do detective work to find 

out what happened to it, is just one aspect of security from the 

software developer / system administrator perspective. 

Redundant backups, failover strategy, intrusion detection, data 

integrity, system availability are all considerations in information 

security.

The other two rows not shown have to do with file formats and 

metadata.





We restrict attachment of USB thumb drives by policy, since they 

have a tendency to be plugged into public computers and 

computers where risky activities such as email and web browsing 

take place. Use dedicated external hard disk drives to attach to 

workstations networked with the digital repository.





http://handbook.dpconline.org/technical-solutions-and-

tools/information-security

http://ndsa.org/activities/levels-of-digital-preservation/

https://en.wikipedia.org/wiki/Stuxnet

https://en.wikipedia.org/wiki/Zero-day_(computing)

http://www.slate.com/articles/technology/technology/2010/10/dont

_stick_it_in.html



http://www.nytimes.com/2012/06/01/world/middleeast/obama-

ordered-wave-of-cyberattacks-against-iran.html?pagewanted=all

http://spectrum.ieee.org/tech-talk/computing/embedded-

systems/usb-flash-drives-are-more-dangerous-than-you-think

https://opensource.srlabs.de/projects/badusb

https://srlabs.de/bites/usb-peripherals-turn/

http://content.usatoday.com/communities/technologylive/post/201

0/08/infected-usb-thumb-drive-implicated-in-deadly-2008-spanair-

jetliner-crash/1#.WB0J2uErKV4


